versitat
en

DISSERTATION | DOCTORAL THESIS

Titel | Title
Systematic MLOps and RLOps Engineering: Architectural
Knowledge, Comprehension Models, Conformance Assessment
and Pipeline Generation

verfasst von | submitted by

Stephen John Warnett BSc (Hons) MSc

angestrebter akademischer Grad | in partial fulfilment of the requirements for the degree of
Doktor der technischen Wissenschaften (Dr.techn.)

Wien | Vienna, 2026

Studienkennzahl lt. Studienblatt | Degree UA 786 880
programme code as it appears on the
student record sheet:

Dissertationsgebiet lt. Studienblatt | Field of Informatik

study as it appears on the student record
sheet:

Betreut von | Supervisor: Univ.-Prof. Dr. Uwe Zdun






Acknowledgements

I want to express my sincere gratitude to my doctoral advisor, Uwe Zdun, for the opportun-
ity to conduct my doctoral research within the Research Group Software Architecture. I am
grateful for his invaluable guidance, advice and support throughout my doctoral journey.

I would also like to thank my other colleagues in the Research Group Software Ar-
chitecture. Thanks go particularly to Evangelos Ntentos for our work together, Sylvia
Ennsberger for organisational support, and Gerhard Pernecker for technical support.

Further thanks are extended to the UniVie Doctoral School Computer Science DoCS,
and the funding agencies that helped facilitate this research — the Austrian Research
Promotion Agency (FFG) and the Austrian Science Fund (FWF). I would also like to
thank and acknowledge our project partners. In particular, I thank Sebastian Geiger and
his colleagues at Siemens Aktiengesellschaft Osterreich for our collaboration.

Controlled experiments conducted over the course of the doctoral research would not
have been possible without the participation of students and tutors. 1 thank them
for their engagement.

The research papers upon which this doctoral thesis is based were greatly enhanced via
the peer review process. I extend my thanks to the numerous anonymous peers who re-
viewed and provided feedback on our various journal, conference and workshop submissions.
Similarly, I wish to thank the examiners for agreeing to review this doctoral thesis.

Finally, I would like to express my deepest gratitude and appreciation to my family,
who accompanied me every step of the way. This doctoral thesis would not have been
possible without the support, advice and patience of my wife, Anna, and our children,
Dominik, Matilda and Julia. I dedicate this work to you.






Abstract

Machine learning operations (MLOps) and reinforcement learning operations (RLOps)
have established themselves as central disciplines for the operation and maintenance of
machine learning (ML) and reinforcement learning (RL) models in production systems.
However, the field faces several interrelated challenges that affect the maturity and
accessibility of MLOps and RLOps practices.

Firstly, practitioners lack systematic guidance on the necessary architectural design
decisions (ADDs) for designing effective MLOps and RLOps systems, with existing
knowledge remaining largely implicit and undocumented. Secondly, this lack of archi-
tectural knowledge applies in particular to RL in specialised contexts such as Industry
4.0 cyber-physical production systems (CPPSs) and to the emerging practice of RLOps.
Thirdly, the complexity of MLOps and RL system architectures creates barriers to un-
derstanding, particularly for developers with limited ML and RL experience, which
hinders knowledge transfer and collaborative design. Fourthly, ensuring compliance
with ADDs, patterns, practices and decision options in MLOps and RLOps systems is
a time-consuming and error-prone manual task. Objective measures — such as metrics
— for evaluating architectural decision options are also lacking, and there is a need for
standardised, automated procedures to detect compliance with best practices, particularly
regarding training methods for RL. Fifthly, the manual effort involved in designing, con-
figuring and validating MLOps and RLOps pipelines is labour-intensive and error-prone,
creating barriers for practitioners without specialist DevOps expertise and limiting the
democratisation of ML and RL adoption.

This doctoral thesis addresses these challenges through comprehensive studies ranging
from the extraction of architectural knowledge to quality assessment and automation. We
systematically identify and formalise the most important ADDs, their decision options,
relationships and decision drivers for ML and RL systems, using qualitative Straussian
Grounded Theory that builds on the knowledge of practitioners. In doing so, we document
how MLOps and RLOps exhibit distinct architectural patterns and how RL-specific
requirements necessitate adaptations to general MLOps decisions when applied to CPPSs.
Through empirical studies, we investigate how architectural models and documenta-
tion influence developers’ understanding of MLOps and RL systems, and we develop
a model-driven, metrics-based framework for systematically assessing whether MLOps
systems adequately support critical quality aspects such as automation. Furthermore, we
explore the use of large language models (LLMs) as an evaluation approach to identify
compliance with best practices for RL training pipelines and compare their effectiveness
with traditional heuristic-based code detectors. Finally, we demonstrate how LLMs can
reliably automate the generation of correct MLOps and RLOps pipeline configurations
using low-code, template-based, modular approaches, and empirically evaluate several

iii



Abstract

LLMs in general RL contexts as well as in specialised Industry 4.0 environments.

Our results show that: (1) ML workflows and deployment comprise 16 key ADDs
with interlinked relationships and domain-specific decision drivers; (2) RL architectures
introduce six key ADDs, with specific patterns relating to training strategies, agent
configuration and deployment. An industry case study confirms which parts of the
ML/RL ADD catalogue were adopted unchanged, which required RL-specific adaptations,
which were not applied and which were not applicable; (3) semi-formal architectural
models significantly improve practitioners’ understanding of MLOps systems and their
task performance, with understanding of the RL source code improving in specific contexts;
(4) systematic quality assessment frameworks that employ both metrics and architectural
rules effectively identify best practice compliance in MLOps and RLOps systems; (5)
LLMs can generate correct MLOps pipeline configurations for RL with initial error
rates as low as 0.09 (GPT-40), and error-free generation is achievable following targeted
improvements; and LLM-based pipeline generation approaches can be reliably transferred
to specialised Industry 4.0 RLOps contexts with perfect results, reducing development
time and eliminating the need for specialised DevOps expertise.

Our work makes MLOps and RLOps more accessible, understandable and practical
across various organisational contexts. It provides a comprehensive formal ADD model
for ML and RL systems, delivers empirical evidence for the benefits of semi-formal
architectural documentation, develops a model-driven framework for quality assessment in
MLOps, employs LLMs for compliance-based architectural evaluation in RL systems, and
offers LLLM-based solutions for automated, reliable pipeline generation. Taken together,
these contributions advance the maturity of ML/RL system engineering and demonstrate
how emerging artificial intelligence technologies can automate pipeline generation.

v



Kurzfassung

Machine learning operations (MLOps) und reinforcement learning operations (RLOps)
haben sich als zentrale Disziplinen fiir den Betrieb und die Wartung von Machine-Learning-
(ML) und Reinforcement-Learning- (RL) Modellen in produktiven Systemen etabliert. Das
Feld ist jedoch mit mehreren miteinander verkniipften Herausforderungen konfrontiert,
die die Reife und Zugénglichkeit der MLOps- und RLOps-Praxis beeintréchtigen.

Erstens fehlt es Praktikerinnen und Praktikern an einer systematischen Orientierung zu
den erforderlichen architektonischen Designentscheidungen (ADDs) fiir die Gestaltung wir-
kungsvoller MLOps- und RLOps-Systeme, wobei vorhandenes Wissen weitgehend implizit
und undokumentiert bleibt. Zweitens gilt dieser Mangel an architektonischem Wissen
insbesondere fiir RL in spezialisierten Kontexten wie Industrie-4.0-cyber-physischen Pro-
duktionssystemen und fiir die sich herausbildende Praxis von RLOps. Drittens fiihrt die
Komplexitéat von MLOps- und RL-Systemarchitekturen zu Verstédndnishiirden, insbeson-
dere fiir Entwicklerinnen und Entwickler mit begrenzter ML- und RL-Erfahrung, was
den Wissenstransfer und die kollaborative Gestaltung erschwert. Viertens ist die Sicher-
stellung der Konformitét mit ADDs, Mustern, Praktiken und Entscheidungsoptionen in
MLOps- und RLOps-Systemen eine aufwéndige, fehleranfillige manuelle Aufgabe. Objekti-
ve Messgroften — etwa Metriken — zur Bewertung architektonischer Entscheidungsoptionen
fehlen ebenfalls, und es besteht Bedarf an standardisierten, automatisierten Verfahren zur
Erkennung der Konformitét mit Best Practices, insbesondere hinsichtlich der Trainings-
methoden fiir RL. Fiinftens ist der manuelle Aufwand fiir die Gestaltung, Konfiguration
und Validierung von MLOps- und RLOps-Pipelines arbeitsintensiv und fehleranféllig,
schafft Hiirden fiir Praktikerinnen und Praktiker ohne spezialisierte DevOps-Expertise
und begrenzt die Demokratisierung des ML- und RL-Einsatzes.

Diese Dissertation adressiert diese Herausforderungen durch umfassende Studien, die
von der Erschlielbung architektonischen Wissens iiber die Qualitdtsbewertung bis hin zur
Automatisierung reichen. Wir identifizieren und formalisieren systematisch die wichtigsten
ADDs, ihre Entscheidungsoptionen, Beziehungen und Entscheidungsfaktoren fiir ML-
und RL-Systeme mithilfe einer qualitativen, auf Strauss basierenden Grounded Theory,
die auf dem Wissen von Praktikern aufbaut. Dabei dokumentieren wir, wie MLOps
und RLOps unterschiedliche architektonische Muster aufweisen und wie RL-spezifische
Anforderungen Anpassungen allgemeiner MLOps-Entscheidungen erfordern, wenn sie
flir cyber-physische Produktionssysteme angewendet werden. Wir untersuchen in em-
pirischen Studien, wie architektonische Modelle und Dokumentation das Verstdndnis
von Entwicklerinnen und Entwicklern fiir MLOps- und RL-Systeme beeinflussen, und
entwickeln ein modellgetriebenes, metrikenbasiertes Rahmenwerk zur systematischen
Bewertung, ob MLOps-Systeme kritische Qualitdtsaspekte wie die Automatisierung hin-
reichend unterstiitzen. Dariiber hinaus erforschen wir den Einsatz von Large Language
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Models (LLMs) als Bewertungsansatz zur Identifikation der Konformitét mit Best Prac-
tices fiir RL-Trainingspipelines und vergleichen deren Wirksamkeit mit traditionellen
heuristikbasierten Code-Detektoren. Abschliefsend zeigen wir, wie LLMs die Generierung
korrekter MLOps- und RLOps-Pipelinekonfigurationen mit Low-Code-, templatebasierten,
modularen Ansétzen verldsslich automatisieren kénnen, und evaluieren mehrere LLMs
empirisch in allgemeinen RL-Kontexten sowie in spezialisierten Industrie-4.0-Umgebungen.

Unsere Ergebnisse zeigen, dass: (1) ML-Workflows und Deployment 16 zentra-
le ADDs mit miteinander verkniipften Beziehungen und domé&nenspezifischen Ent-
scheidungsfaktoren umfassen; (2) RL-Architekturen fithren sechs zentrale ADDs ein,
mit speziellen Mustern in Bezug auf Trainingsstrategien, Agentenkonfiguration und
-einsatz. Eine Fallstudie aus der Industrie bestétigt, welche Teile des ML/RL-ADD-
Katalogs unveréndert iibernommen wurden, welche RL-spezifische Anpassungen er-
forderten, welche nicht angewendet wurden und welche nicht anwendbar waren; (3)
semi-formale Architekturmodelle das MLOps-Systemversténdnis und die Aufgabenerfiil-
lung von Praktikerinnen und Praktikern signifikant verbessern, wobei sich das Verstdndnis
des RL-Quellcodes in bestimmten Kontexten verbessert; (4) systematische Qualitats-
bewertungsrahmen, die sowohl Metriken als auch architektonische Regeln einsetzen,
Best-Practice-Konformitdt in MLOps- und RLOps-Systemen wirksam identifizieren; (5)
LLMs korrekte MLOps-Pipelinekonfigurationen fiir RL mit anfanglichen Fehlerraten
von nur 0,09 (GPT-40) erzeugen kénnen und nach gezielten Verbesserungen eine feh-
lerfreie Generierung erreichbar ist, und LLM-basierte Pipelinegenerierungsansétze sich
mit perfekten Ergebnissen zuverldssig auf spezialisierte Industrie-4.0-RLOps-Kontexte
iibertragen lassen, Entwicklungszeit reduzieren und die Notwendigkeit spezialisierter
DevOps-Kenntnisse eliminieren.

Unsere Arbeit macht MLOps und RLOps in verschiedenen organisatorischen Kontexten
zuganglicher, verstdndlicher und praktikabler. Sie bietet ein umfassendes formales ADD-
Modell fiir ML- und RL-Systeme, liefert empirische Belege fiir die Vorteile einer semi-
formalen Architekturdokumentation, entwickelt ein modellgetriebenes Framework fiir die
Qualitdtsbewertung in MLOps, nutzt LLMs zur regelkonformen Architekturbewertung
in RL-Systemen und bietet LLM-basierte Losungen fiir die automatisierte, zuverlassige
Pipeline-Generierung. Zusammengenommen erhohen diese Beitrdge die Reife des ML /RL-
System-Engineerings und zeigen, wie Pipelines mithilfe neuer Technologien der kiinstlichen
Intelligenz automatisiert generiert werden konnen.

vi
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1 Thesis Overview and Research
Methodology

1.1 Introduction and Key Concepts

The objective of this thesis is the study of machine learning (ML) and reinforcement
learning (RL)-based systems [1], [2], [3] and the development of tools and techniques
to better support practitioners systematically in the domains of architectural design,
comprehension models, quality assessment and automated pipeline generation for ML
and RL operations [4], |5], [6], [7], |8], [9]. It details the development of techniques to
systematically reduce manual labour in the productionisation of ML and RL models
and applies these prototypical techniques to a real-world Industry 4.0 [10], [11], [12]
cyber-physical production system [13|, [14], [15], [16].

These core concepts and terminology — architectural design decisions, ML operations,
RL operations, large language models, Industry 4.0 and cyber-physical production systems
— are used throughout this doctoral thesis and are described below. Incidental concepts
will be explained as necessary throughout the thesis.

Architectural design decisions (ADDs). ADDs are the decisions upon which software
architecture is based. ADDs are essential in software architecture because they capture
the architectural choices made during the early design process. ADDs have a long-term
impact on the system in question and are costly to change. Architects need to prioritise,
as architectural decisions involve trade-offs amongst requirements [17], [18].

In architectural design, some critical ADDs form the basis upon which a software system
is constructed. These ADDs establish the architecture and layout of the system and its
components and their integration, alongside highly influential quality attributes such as
speed, extensibility, modularity, security and modifiability. Of significance in ADDs are
relations, which refer to connections and interactions between system components [17].
These relations reflect functionality, communication and data flow.

Software architects must consider several factors when determining the system’s ar-
chitectural design. These factors include the functionality required from the system, the
available environment and its capacity, necessary tools and technologies, as well as the
abilities and preferences of the development team. They also need to make judgments on
the relative costs and benefits of various decision options and their impacts on quality
characteristics, such as performance, reliability and security [19]. These factors can
be considered decision drivers (or forces) in the context of ADDs, encompassing the
dynamic aspects and constraints that shape the decisions. These aspects can be external
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or internal, spanning quality, functional and non-functional requirements, technological
limitations, organisational policies and market conditions. Software architects balance
the trade-offs between forces to achieve desired outcomes, addressing stakeholder needs
effectively through informed decisions.

When applying ADD decision options, software architects often utilise tools and tech-
niques that include architectural patterns, architectures and decision frameworks. They
also make joint decisions with other stakeholders, including developers, project managers
and end users. Patterns |20| refer to established guidelines, methodologies, techniques and
approaches practitioners apply to make informed decisions and design effective software
architectures. They are typically derived from industry best practices, architectural prin-
ciples and lessons learned from previous projects and described in practitioner literature.
They represent decision options that can be selected depending on preferred forces.

ML operations (MLOps). MLOps represents a fundamental paradigm in modern ML
engineering and has evolved to address the complexities of deploying and maintaining ML
systems in production environments. MLOps constitutes a holistic approach to the ML
workflow, applying development operations (DevOps) [21], [22] and continuous integra-
tion/continuous delivery (CI/CD) [22] principles and practices, such as pipelines, to ML. It
involves implementing automated, repeatable workflows for training, provisioning and man-
aging supervised and unsupervised ML models in production environments [4], [23], [24].

MLOps is rapidly becoming an essential approach for engineering ML systems, as it
defines processes and practices for models’ availability and stability throughout their
lifetime. Nevertheless, MLOps is still in a somewhat early stage, and there is only
occasional agreement or consensus regarding what MLOps, as a relatively new set of
practices, actually means 25|, |26], [27], |28]. To aid understanding of the main concepts,
we will describe how MLOps is defined in this work, its relation to DevOps and the
deployment and management of ML systems as a whole. Please note that this section
provides a high-level, general description of the concepts and terminology. We do not claim
that any particular set of practices is complete or prescribe rules for how MLOps systems
should be structured, nor do we prescribe links between concepts and specific practices.

Although MLOps refers specifically to ML tasks, it shares many similarities with
DevOps in enhancing and automating the processes of software and ML deployment.
Both adopt cross-functional collaboration and the integration and automation of processes,
utilising CI/CD pipelines across multiple iterations, builds and deployments. It also
conveys the basic idea of monitoring performance on an ongoing basis and providing
feedback to enhance performance. However, MLOps also addresses concerns related
to data, the model life cycle, model monitoring and experimentation, which DevOps
typically does not. Therefore, it enables blending conventional DevOps approaches with
ML-compatible workflows and practices [28].

The exemplary MLOps workflow shown in Figure includes several key steps. The
five stages typically involved are pipeline triggering, data ingestion and processing, model
building, model deployment and model monitoring.

Triggers are used to automatically initiate specific actions, pipelines or workflows based
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Figure 1.1: A high-level abstraction of common ML workflow tasks in MLOps.

on predefined events or conditions . As in DevOps, CI/CD pipelines often utilise
triggers to initiate processes — in the case of ML, to automate the ML workflow. For
example, a trigger can be set up to automatically initiate data ingestion when new
data becomes available in a data repository or when model performance deteriorates
beyond a specified threshold.

Data ingestion is the stage where data is introduced into the system. This data may
be ingested, for example, on request, automatically streamed, provided in batches or
manually . The raw data may be stored in a data store and then passed onto a
further pipeline or pipeline step for processing.

In the data processing stage , the raw data is cleaned, preprocessed and transformed
into a suitable format for model training. Various solutions exist for data processing,
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including data pipelines, ETL pipelines and data processing components. Features for
use in model training may also be engineered or extracted at this point. This stage
involves preparing data suitable for model training, as poorly prepared data can degrade
model performance. Feature stores store processed data and its features for training
and evaluating models. Neither of these data-related steps is necessary for ML that
is not based on datasets, e.g. RL.

Model building [4] involves using ML algorithms on the prepared data to identify
patterns and relations. Selecting appropriate algorithms and hyperparameters can sig-
nificantly impact the final model’s performance, and the most suitable configuration
must be determined based on the specific problem. Models are also validated at this
stage. Validation is the process of evaluating a trained model’s performance on previ-
ously unseen data. It involves evaluating model metrics and performance indicators,
such as accuracy, precision, recall and Fj score, to assess the trained model’s suitability.
Model evaluation is crucial for ensuring that trained models perform as expected and
for identifying areas for improvement.

Model deployment [32]| enables trained models to be used on target systems. This
process involves the packaging of the model and its dependencies into a deployable artefact,
such as a Docker [33| container or a serverless function. Through this process, models
can be easily and consistently deployed across development, staging and production
environments. Models can be delivered, for instance, via build and deployment scripts, a
custom CI/CD pipeline or an ML orchestrator. For archiving and versioning trained ML
models and their related artefacts, model repositories can be used. These artefacts include
model files, along with related model metrics and metadata. Such model versioning
enables, for example, rolling back to previous model versions when necessary.

After a model has been deployed to a production environment, continuous performance
assessment through model monitoring begins, involving the collection and analysis of a
model’s inputs, outputs and performance metrics, to identify any performance degradation.
Model monitoring helps to ensure the model continues to perform as expected over time.
When tracking model performance degradation, factors such as prediction latencies, errors
and model or environmental drift should also be considered. As previously mentioned, if
model performance degrades, the ML workflow may be automatically triggered |29].

RL operations (RLOps) RLOps has emerged as a paradigm that is related to, but
distinct from, MLOps. RLOps concerns RL and remains a critical gap in the current
academic literature and industrial practice [9]. The extent to which MLOps practices apply
to RL, particularly given major differences between ML and RL in model deployment
and training, is addressed in this thesis.

Large language models (LLMs) LLMs are artificial intelligence (AI) models that are
pre-trained on large-scale corpora using methods that do not require explicit labelling of
the training data. Self-attention in transformer structures enables models to handle long
sequences of data by processing them in bulk, allowing for a large number of parameters
and access to large datasets [34].
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Industry 4.0 and Cyber-physical production systems (CPPSs) Industry 4.0 [10], [11],
[12] and CPPSs [13], [14], [15], |16] are a combination of digital technologies symbolising
a significant development in modern manufacturing. Smart factories in Industry 4.0
integrate the Internet of Things, Al, and cloud computing, forming efficient networks
that interact automatically and share data in real time.

1.2 Thesis Structure

The rest of Part [I] discusses the thesis’s research process, including the motivation
and research problems, research questions, research contributions, publications, research
methods, a research overview, and a description of the overarching approach.

Part [IT] details studies on architectural knowledge for ML and MLOps, including the
ML workflow in Chapter [2] and ML deployment in Chapter [3]

Part [IT]] continues work on architectural knowledge, but this time for RL and RLOps.
Specifically, Chapter [4] considers decision-making on training strategies in RL architectures,
and Chapter [5] aims to bridge the gap between MLOps and RLOps with an Industry
4.0 CPPS case study.

Part [[V]is about understanding MLOps and RL-enabled systems. In Chapter[6] we con-
sider the understandability of MLOps system architectures, whereas Chapter [7] investigates
the understandability of ML practices in deep learning (DL) and RI-based systems.

In Part [V], we turn our attention to assessing conformance to quality characteristics,
best practices and patterns in MLOps and RL-enabled systems. Chapter [8|details a model-
driven, metrics-based approach to assessing support for quality aspects in MLOps system
architectures, and Chapter [0 studies the rule-based assessment of RL practices using LLMs.

Part [VI| utilises LLMs further and addresses pipeline generation for MLOps and RLOps
using LLMs. Chapter [10]documents our initial approach to MLOps pipeline generation for
RL by means of a novel low-code approach using LLMs. Chapter [L1]then applies the same
methodology to RLOps pipeline development with LLMs in the context of an Industry
4.0 CPPS case study with our project partner, Siemens Aktiengesellschaft Osterreich.

Finally, Part [VII] concludes the thesis. Chapter [I2] revisits the research questions,
discusses potential enhancements to our overarching approach, considers open research
challenges and then provides a summary.

1.3 Motivation and Research Problems

Transforming ML models into production-ready systems presents significant challenges.
These challenges often arise from confusion and uncertainty stemming from differences
between software engineering and architecture, ML methodologies and varying levels
of expertise amongst practitioners [35]. Typically, ML developers lack backgrounds in
software engineering or software architecture, leading them to overlook standard engineer-
ing practices. Conversely, those who specialise in software engineering and architecture
seldom engage in ML engineering, which hampers their ability to devise suitable solutions
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for ML systems [36], [37]. The issues resulting from this disconnect are exacerbated by
technical hurdles specific to ML projects, which are typically absent in non-ML projects.

A crucial phase in the ML pipeline is model deployment. Although ML encompasses
software engineering tasks such as development, maintenance, and deployment |[3§],
[39], [40], ML practitioners have access to a variety of unique ADD options tailored to
their needs. Given that the application of engineering and architectural principles in
ML is relatively nascent compared to established practices in software engineering and
architecture, practitioners may find it difficult to discern which options are available
when making decisions, particularly during deployment. There exists a significant gap in
formalised understanding and architectural frameworks for deploying ML systems.

Both ML and RL have proven to be influential methods for training intelligent agents
capable of making sequential decisions. As RL architectures grow more complex, the need
for informed decision-making about training strategies and their implications for software
architecture becomes increasingly important, especially given the current scarcity of
scientific literature on this topic. It is thus essential to improve practitioners’ understanding
of RL architecture strategies.

Research Problem 1 (RP;)

RP;1 Productionising ML models is technically challenging. This challenge is
compounded by knowledge gaps at the individual practitioner level and the lack of
formalised, reusable architectural knowledge sources. For RL, practitioners have many
training, deployment and coordination strategies to choose from, and there is a need
for improved understanding of architectural strategies.

In the context of Industry 4.0, CPPSs are increasingly utilising RL as an effective means
of training intelligent agents via digital twins. Whilst MLOps has been established as a
comprehensive approach to automating workflows in both supervised and unsupervised
ML, it is still unclear how these practices can be applied to RL, particularly given the
differences in model deployment and training between ML and RL. Research on RLOps,
which represents the application of MLOps principles to RL, is limited. MLOps has
become a standard approach for automating workflows in supervised and unsupervised ML,
encompassing data processing, model training, deployment and maintenance [|4]. However,
the exploration of RLOps — a growing area of interest — remains largely uncharted [7].

Research Problem 2 (RP2)

RP2 The extent to which MLOps and architectural practices apply to RL is poorly
understood.

MLOps system descriptions in grey literature customarily comprise informal textual
descriptions and informal graphical system diagrams. System architecture descriptions
are often of an informal nature [41], [42], [43], such as ad-hoc box-and-line or box-and-
arrow diagrams. Textual descriptions vary widely in detail and do not always match the
accompanying informal MLOps system diagrams. Informal diagrams do not usually follow
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consistent standards. They may exhibit inconsistencies, the lack of standardisation and
clarity, varying levels of detail or abstraction, and the omission or inclusion of relevant
or irrelevant system aspects and technologies. In combination, these aspects can hinder
the understanding of MLOps system architecture descriptions.

There are various types of Al models, each serving unique purposes. ML models,
for example, employ a range of algorithms to analyse data and make predictions. In
this field, DL has emerged as a powerful approach, leveraging neural networks to tackle
complex problems. RL plays a crucial role in addressing challenges in sequential decision-
making and advancing automation and intelligence [44]. Recently, transfer learning has
gained popularity in both DL [45], [46] and RL [47], [48], [49] as an effective strategy
for leveraging knowledge across different domains. This approach enhances a model’s
adaptability and effectiveness in various tasks.

In DL and RL systems, the source code often serves as the primary artefact for under-
standing the ML workflow and implementing best practices [44], [50], [51], [52]. However,
this code can be intricate and challenging to navigate, particularly for newcomers to the
field. This complexity poses challenges for novice developers, especially as more software de-
velopers without formal Al training are required to engage with these systems. Meanwhile,
data scientists and Al engineers who lack a strong background in software engineering
often find themselves responsible for software engineering tasks within Al workflows.

Research Problem 3 (RP3)

RP3 There is a lack of modelling approaches and tools for MLOps, DL and RL-based
systems so that they are understandable, can be reasoned about, and programmatically
analysed.

ML systems introduce distinct challenges that differ from traditional software archi-
tectures, primarily due to the complex interactions between software development, data
science, data engineering and the deployment of ML models as services, alongside MLOps
practices that share similarities with DevOps. In the realm of MLOps and RLOps,
automation plays a crucial role, facilitating the deployment of models and contributing to
key architectural quality attributes. This emphasis on automation becomes particularly
important in scenarios where model deployments involve continuous delivery.

The structure of ML applications faces several challenges, including intricate dependen-
cies between software modules 53|, technical debt and anti-patterns [38|. Additionally,
there are design hurdles in ML model engineering, such as the selection and reuse of
models [54], [55]. Factors such as model provisioning and monitoring ML service perform-
ance in distributed environments add to this complexity and highlight the difficulties in
organising and decomposing ML systems. The diverse range of practices [23], [24], [56]
complicates the identification of the ADDs that have been implemented. The variety of
programming languages and supporting technologies further inhibits the programmatic
analysis of systems for ADDs, especially when it comes to source code parsing. It is
equally difficult to pinpoint the decisions architects made, the specific patterns and prac-
tices adopted and the degree of support for fundamental architectural quality attributes,
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particularly automation, which is vital for MLOps.

In RL, developing agents that can make well-informed decisions is crucial. As Al systems
grow in complexity, the need for standardised, automated methods for conformance
checking becomes clear. In RL, the success of an agent in reaching its objectives strongly
depends on the training strategies |2| applied. One challenge in implementing RL is
determining which specific training methods are used, which is essential for evaluating
adherence to best practices.

Research Problem 4 (RPy4)

RP4 FEnsuring conformance to ADDs, patterns, practices, and decision options in
MLOps and RLOps systems is a laborious and error-prone manual task. Objective
measures, like metrics, for assessing the ADD options are also lacking. As ML and RL-
based systems become increasingly complex, there is a need for standardised, automated
detection of conformance to best practices, particularly regarding automation and
training methods.

MLOps workflows play a crucial role in ensuring reproducibility and reducing risks
linked to model management and deployment |31], [57]. Although advancements have been
made in MLOps, integrating ML models into production systems remains challenging.
Traditional approaches typically require substantial manual effort to transition ML
scripts from experimental settings, such as computational notebooks in |(Google Colab
or Project Jupyter, to production-ready delivery pipelines [58]. This manual transition
leads to inefficiencies and increases the potential for errors, hindering scalability and rapid
deployment [59]. As a result, there is a pressing need for methodologies that can automate
and streamline the development of production pipelines for MLOps, thereby reducing the
dependence on extensive, specialised DevOps and software engineering expertise |31], [60].

In Industry 4.0 environments, where digital and physical technologies are integrated,
CPPSs are increasingly leveraging RL models to enhance and automate production
processes through RLOps. However, manually configuring RLOps pipelines, as in MLOps,
requires specialised DevOps expertise, which can limit the overall automation potential.
Within CPPSs, RL can be employed to train intelligent agents with digital twins [16],
[61]. Therefore, the distinction between RLOps in Industry 4.0 and the functionality
of cloud-based ML systems is stark. Unlike homogeneous cloud environments that are
centrally controlled, an Industry 4.0 CPPS imposes unique constraints on the design and
deployment of pipelines. Automation is highly valued in MLOps, RLOps and Industry
4.0 CPPSs. However, a critical component of automation — developing CI/CD pipelines —
remains primarily manual. Pipeline development requires substantial effort and specialised
knowledge in DevOps, software engineering and ML/RL [31], [60]. The manual nature
of this task can result in scalability issues in the rapidly evolving context of Industry
4.0, which demands numerous swift and precise modifications to CI/CD pipelines across
various physical deployment locations |59]. Consequently, there is a pressing need to
automate the generation of RLOps CI/CD pipelines to address these challenges.
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1.4 Research Questions

Research Problem 5 (RP5)

RP5 Automating the ML/RL workflow requires specialist expertise and considerable
manual effort to write and maintain pipeline configurations in an error-prone process
that hinders scalability and rapid deployment.

This thesis describes the work undertaken to better support practitioners by holistically
unifying the key concepts described in Section and addressing the research problems
described in this section. A systematic alignment of technical decisions and operational
strategies can be achieved by utilising ADDs as a basis for the architectural evolution
process for MLOps [62]. Involving LLMs in the ADD generation process can increase its
efficiency by automating various aspects of architectural synthesis [63]. Such strengths are
particularly impactful when applied to RLOps, as RL requires a flexible and resilient ar-
chitecture. In the context of Industry 4.0 and CPPSs, these strengths can be leveraged to
rapidly architect intelligent, interconnected manufacturing environments, continuously ad-
vancing operational excellence and innovation in complex digital-physical ecosystems [64].

1.4 Research Questions

To tackle research problems RP1-RP5 defined in Section we formulated five cor-
responding overarching research questions RQ1-RQs5, each of which comprises several
subsidiary, more detailed research questions. The overarching research questions are
defined as follows:

Research Question 1 (RQ;)

What ADDs, options, decision drivers and relations are relevant for the ML workflow
and deployment when productionising ML models?

RQ1.1 Which ADDs are available to choose from in the context of the ML workflow,
and what are their corresponding decision options?

RQi1.2 What are the relations between these decisions and their decision options?
RQi.3 Which decision drivers (forces) are relevant to the decision options?

RQi.4 Which ADDs are available to choose from in the context of deployment for
ML, and what are their corresponding decision options?

RQ1.5 What are the relations between these decisions and their decision options?

RQi.6 Which decision drivers (forces) are relevant to the decision options?

11
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Research Question 2 (RQ2)

To what extent do MLOps practices and ADDs apply to training strategies and
architectures in RL systems, particularly within CPPSs?

RQ2.1

RQ2.2

RQ23

RQ2.4

RQ2.5

RQ2.6

Which patterns and practices do practitioners currently use for training
strategies in RL architectures?

What are the relations between existing training patterns and practices?
Specifically, which ADDs are pertinent when designing RL systems?

What are the influencing factors (i.e. decision drivers) in architecting RL
systems in the eyes of the practitioner today?

To what extent are known ML and RL ADDs applicable to RL in a CPPS
context?

Which ADD decision options typically used in ML and RL apply directly to
a real-world CPPS that utilises RL?

Is it necessary to adapt ADD decision options typically used in ML for use
with RL in a CPPS context?

Research Question 3 (RQ3)
To what extent do semi-formal MLOps, DL and RL architecture models and diagrams
enhance the understandability of MLOps, DL and RL-based systems for developers?

RQs.1

RQs.2

12

How does the exclusion or inclusion of semi-formal MLOps system diagrams
affect the accuracy with which participants assess their performance in the
context of their perceived task correctness?

To what extent does the provision of semi-formal architecture models, in
addition to system source code, improve the understandability of DL and RL
patterns and practices?
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Research Question 4 (RQy4)

How can conformance to MLOps and RL ADDs and best practices - particularly
automation support and RL training methods - be objectively assessed and automated?

RQ4.1 How can MLOps systems’ support for the core quality aspect of automation
be assessed in the context of ADDs and their respective decision options?

RQg4.2 What types of metrics can be applied to evaluate these levels of support, and
how effective are they?

RQ4.3 How effectively can LLMs assess best practices in RL training pipelines
compared to heuristic-based code detectors?

RQ4.4 What are the key architectural rules required for compliance with the best
practices for checkpoints, hyperparameter tuning, training/agent configura-
tion and single vs multi-agent RL in RL-based systems?

Research Question 5 (RQ5)

How accurately can LLM-powered low-code approaches generate and validate correct
MLOps/RLOps pipeline configurations for RL workflows, particularly in Industry 4.0
contexts?

RQs.1 How accurately can a low-code, template-based modular flow approach —
leveraging LLMs for generation and wvalidation — produce correct MLOps
pipeline configurations for RL?

RQs5.2 How accurately do different LLMs generate MLOps pipeline configurations
for RL, and what are their limitations?

RQs.3 How accurately can a low-code, template-based, modular flow approach using
LLMs generate Industry 4.0-specific RLOps pipeline configurations?

RQs5.4 How do popular LLMs perform in generating Industry 4.0-specific RLOps
pipeline configurations, and do they commil or encounter any recurring
errors or challenges?

1.5 Research Contributions

To answer research questions RQ; - RQs from Section we provide novel knowledge,
methods and tools in the form of 10 research contributions RC;-RCjg, described
below. Contributions RC; and RCs address RQ;, RC3 and RC4 address RQa,
RC5 and RCg address RQs, RCy and RCg address RQ4, and RCg and RCig
address RQs. Together, these 10 research contributions form our overarching approach,
which is described in Section [.9

13
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Research Contribution 1 (RC;)

RC; We systematically studied architectural knowledge by conducting a Straussian
Grounded Theory [065] study of practitioner (grey) literature for the ML workflow. We
catalogued 10 core ADDs together with 48 decision options and 30 decision drivers,
providing design guidance for practitioners, as existing practitioner guidelines and
best practices are often informal and inconsistent. We developed a novel ADD model
and established reusable architectural knowledge in the form of ADDs, which form the
foundation of our overarching approach and help bridge the gap between science and
practice. Our formal ADD Python models are visualised in automatically generated
Unified Modeling Language [66] (UML)-based model diagrams.

Research Contribution 2 (RC3)

RC,; We systematically studied deployment architectural knowledge by conducting
a Straussian Grounded Theory [65] study of practitioner (grey) literature for ML
deployment. We catalogued seven ADDs, 26 decision options, 44 decision drivers,
and various relations in a Python-based ADD model, visualised in UML, providing
design guidance for practitioners facing technical challenges due to knowledge gaps
and interdisciplinary misalignments. Our results bridge the gap between science and
practice, increase understanding of practitioner approaches, and support decision-
making in deploying ML solutions to production.

Research Contribution 3 (RC3)

RC3 We conducted a qualitative, in-depth study of RL training strategies by applying

a model-based qualitative research method to capture practitioners’ best practices,
patterns, and decision rationales. We systematically analysed 33 knowledge sources
and distilled recurring relationships and decision drivers that shape training-strategy
choices and their architectural consequences. Based on this evidence, we introduced a
formal ADD model that encapsulates six decisions, 29 decision options, and 19 decision
drivers to bridge scientific insights and practical RL architecture implementation and
to provide structured decision-making support.

Research Contribution 4 (RCy)

RC4 We conducted an exploratory, qualitative, deductive-inductive industry case
study on an Industry 4.0 CPPS and performed content analysis [677] of CPPS arte-
facts like architectural schematics and source code to understand their relation to
known ADDs and associated decision options. In doing so, we fostered an initial
understanding of RLOps architectures and provided a reference for practitioners that
can be used as design guidance.

14
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Research Contribution 5 (RCj)

RCs We conducted a controlled experiment with 63 participants investigating the
understandability of MLOps system architecture descriptions based on informal textual
and graphical representations compared to semi-formal MLOps system diagrams.
Results indicate that understandability — quantified by task correctness — is significantly
greater using supplementary semi-formal diagrams, without significantly increasing
task duration, and that task correctness correlates significantly with duration only
when semi-formal diagrams are provided.

Research Contribution 6 (RCg)

RCg In a controlled experiment with 158 participants, we assessed the understand-
ability of ML-based systems and workflows through source code inspection versus
semi-formal model representations. Findings show that providing semi-formal system
diagrams with source code improves effectiveness for DL-relevant tasks, whilst RL-
relevant tasks favoured source code alone; task durations increased slightly but showed
no significant differences. These results demonstrate that semi-formal diagrams mod-
elling workflow details like transfer learning and checkpoints benefit specific scenarios
i understanding DL and RL practices.

Research Contribution 7 (RCy)

RCr We developed novel, technology-agnostic metrics that offer reliable insights
into support for automation — a fundamental pillar and architectural quality aspect
—in MLOps systems, especially for continuous delivery of ML models. Validated by
ordinal regression analysis and aligned with typical ADDs for automation in MLOps,
our method enables systematic evaluation of automation-related ADDs and decision
options through automated processes within CI1/CD pipelines. It can be modified and
extended to evaluate any relevant architectural quality aspects, thereby enhancing
compliance with non-functional requirements and streamlining development, quality
assurance and release cycles.

Research Contribution 8 (RCg)

RCg We implemented a rule-based framework that integrates LLMs and heuristic-
based code detectors to assess compliance with best practices in RL training
pipelines [68]. Our architectural rules focus on best practices for RL-based architec-
tures that are particularly relevant to CPPSs, including checkpoints, hyperparameter
tuning, and agent configuration. We validated our solution via open-source projects
and an Industry 4.0 CPPS case study.

15
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Research Contribution 9 (RCy)

RCg We developed a novel solution for generating MLOps pipelines for RL: a
low-code, template-based approach that leverages LLMs and a human-in-the-loop to
automate pipeline generation, validation and deployment. We evaluated our solution
against seven LLMs and three open source projects. Pipelines generated by our
approach had low error rates, and after a single round of improvements to the
implementation, resulted in no errors for the best-performing LLM. This solution can
potentially enable rapid scaling and deployment of reliable ML Ops for RL pipelines,
particularly for practitioners lacking advanced software engineering or DevOps skills.

Research Contribution 10 (RCg)

RCi0 We applied our refined approach from RCg to an Industry 4.0 CPPS case
study in collaboration with our industry partner, Siemens Aktiengesellschaft Osterreich,
and achieved perfect results in our evaluation.

1.6 Publications

Each of the 10 research contributions RC7-RC;g described in Section is associated
with a corresponding publication P1-P1¢ below, each of which has been published in a
peer-reviewed scientific journal or at a peer-reviewed conference, and forms the basis of a
chapter of the thesis. For each topic covered by a publication, the respective chapter dis-
cusses related work and provides details as appropriate, outlines limitations and identifies
threats to validity. We also reference replication packages in the corresponding chapters.

Publication 1 (P;)

P; S. J. Warnett and U. Zdun, “Architectural Design Decisions for the Machine
Learning Workflow”, Computer, vol. 55, no. 3, pp. 40-51, 2022. DOI: https://doi}
org/10.1109/MC.2021.3134800) [23] (Chapter [2)

Publication 2 (P3)

P S.J. Warnett and U. Zdun, “Architectural Design Decisions for Machine Learning

Deployment”, in 2022 IEEE 19th International Conference on Software Architecture
(ICSA), IEEE, 2022, pp. 90-100. por: |https://doi.org/10.1109/ICSA53651 .2022]
00017 [24] (Chapter [3)
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1.6 Publications

Publication 3 (P3)

P3 E. Ntentos, S. J. Warnett and U. Zdun, “Supporting Architectural Decision
Making on Training Strategies in Reinforcement Learning Architectures”, in 2024
IEEE 21st International Conference on Software Architecture (ICSA), 2024, pp. 90—
100. DOTI: [10.1109/1CSA59870.2024.00017, [8] (Chapter [)

Publication 4 (Py4)

P4 S.J. Warnett and U. Zdun, “Bridging the Gap Between MLOps and RLOps: An
Industry 4.0 Case Study on Architectural Design Decisions in Practice”, in 2025 IEEE
22nd International Conference on Software Architecture (ICSA), 2025, pp. 232-242.
DOI: 10.1109/ICSA65012.2025.00031||9] (Chapter D

Publication 5 (Ps5)

Ps S. J. Warnett and U. Zdun, “On the Understandability of MLOps System
Architectures”, IEEE Transactions on Software Engineering, vol. 50, no. 5, pp. 1015—
1039, 2024. DOI: [10.1109/TSE . 2024 3367488| [69] (Chapter [5)

Publication 6 (Pg)

Pg E. Ntentos, S. J. Warnett and U. Zdun, “On the Understandability of Machine
Learning Practices in Deep Learning and Reinforcement Learning Based Systems”,
Journal of Systems and Software, vol. 222, p. 112343, 2025, 1sSN: 0164-1212. DOI:
https://doi.org/10.1016/j.jss.2025.112343. [Online|. Available: https://www,
sciencedirect.com/science/article/pii/S0164121225000111/|70] (Chapter [7)

Publication 7 (Pr)

Pz S. J. Warnett, E. Ntentos and U. Zdun, “A Model-Driven, Metrics-Based
Approach to Assessing Support for Quality Aspects in MLOps System Architectures”,
Journal of Systems and Software, vol. 220, p. 112257, 2025, 1sSN: 0164-1212. DOI:
https://doi.org/10.1016/j.jss.2024.112257. |Ouline|. Available: https://www,
sciencedirect.com/science/article/pii/S@164121224003017| [71] (Chapter [3)

Publication 8 (Pg)

Pgs E. Ntentos, S. J. Warnett and U. Zdun, “Rule-Based Assessment of Reinforce-
ment Learning Practices Using Large Language Models”, in 2025 IEEE/ACM jth
International Conference on Al Engineering — Software Engineering for AI (CAIN),
2025, pp. 1-11. DoI: [10. 1109/CAIN66642. 2025. 00009 [68] (Chapter [9)
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Publication 9 (Pg)

Py S. J. Warnett, E. Ntentos and U. Zdun, “MLOps Pipeline Generation for
Reinforcement Learning: A Low-Code Approach Using Large Language Models”,
Journal of Systems and Software, vol. 235, p. 112760, 2026, 1SSN: 0164-1212. DOL:
https://doi.org/10.1016/j.jss.2025.112760. [Online|. Available: https://www,
sciencedirect.com/science/article/pii/S0164121225004297 [72] (Chapter [10])

Publication 10 (P19)

P10 S. J. Warnett, U. Zdun and S. Geiger, “RLOps Pipeline Development with Low-
Code and Large Language Models for Industry 4.0”, in CAIN 2026 - 5th International
Conference on Al Engineering - Software Engineering for Al Jan. 2026. DOIL: https:
//doi.org/10.1145/3793653.3793779. [Online|. Available: http://eprints.cs.
univie.ac.at/8676/ |73| (Chapter

Publication P2 won the Best Paper Award at the IEEE International Conference on Soft-
ware Architecture (ICSA) 2022. On this basis, we presented it at the IEEE/ACM Interna-
tional Conference on Software Engineering (ICSE) 2023 at the organisers’ invitation. The
journal publications P4 and Py were additionally accepted as journal-first submissions
and presented at the IEEE/ACM International Conference on Software Engineering (ICSE)
2025 and the European Conference on Software Architecture (ECSA) 2025, respectively.

Two further publications deserve mention. Publication P17 partially forms the basis
for some content in Chapters [1| and Publication Pj2 is related to the thesis in
its methodology and domain. The methodological relevance lies in applying the same
practitioner-centred, model-based research approach that aims to support architectural
decision-making to develop a formal ADD model. This approach is similar to that
applied in publications P1-Pg. Similarities in its domain pertain to its application to
cyber-physical systems (as in the case studies of publications Py, Pg and Pi1g). It
differs in that its focus is on data integration in distributed cyber-physical systems rather
than on ML /RL-specific aspects. Since it does not entirely fit within the scope of this
thesis, its content has been omitted.

Publication 11 (Pq;)

P11 S. J. Warnett and U. Zdun, “Al-Powered Architecting for Industry 4.0 Cyber-
Physical Production Systems: A Novel Approach, Research Problems and Challenges”,
in Software Architecture. ECSA 2025 Tracks and Workshops, Cham: Springer Nature
Switzerland, 2026, pp. 155-168, 1SBN: 978-3-032-04403-7. DOI: https://doi.org/10)
1007/978-3-032-04403-7_15| |74]
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1.7 Research Methods

Publication 12 (P;2)

P12 E. Ntentos, A. Amiri, S. Warnett and U. Zdun, “Decision-Making Support
for Data Integration in Cyber-Physical-System Architectures”, in Service-Oriented
Computing, Cham: Springer Nature Switzerland, 2023, pp. 137-152, 1SBN: 978-3-031-
48421-6. DOIL: https://doi.org/10.1007/978-3-031-48421-6_10 [75|
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1.7 Research Methods

The work described in this thesis addresses the research problems outlined in Section
using various research methods. This section summarises the research methods, which
are detailed in later chapters.

Grounded Theory Our work on ADDs for the ML workflow and deployment, and best
practices and patterns within training strategies for RL architectures (Py, P2 and Pg,
respectively) involved the qualitative analysis of grey (practitioner) literature and uses
Straussian Grounded Theory [76] (P1 and P2), and Grounded Theory methods together
with pattern mining (Pg). We modelled current ML practices using our Python |77]-based
modelling tool, Codeable Models |78], resulting in an ADD model grounded in current
practitioners’ understanding of the domain. In Pg, we also applied Grounded Theory
coding practices to practitioner literature when developing heuristics for rule-based
assessment of RL practices using LLMs.

Grounded Theory was particularly suitable for P1-P3 because their research questions
were exploratory rather than hypothesis-driven and focused on predefined constructs.
Using Grounded Theory helped us devise conceptual categories that explain practitioners’
needs and options, the relations between these categories and an emergent theoretical
model of the design space, through inductive theory-building from systematically analysed
qualitative data in an under-theorised domain. The resulting ADDs, decision options,
decision drivers and relations codify current ML and RL practices.

Model-Based Research As mentioned above, model-based qualitative research was
applied in P1-Pj3, leading to the development of a formal ADD metamodel, the im-
plementation of model instances in Python and the generation of semi-formal UML
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representations of our ADD models. The introduction of a formal ADD model helps
to bridge the gap between scientific knowledge of the domain and practitioner under-
standing. Thus, we systematically integrated Grounded Theory techniques (coding and
constant comparison) with metamodel-driven UML modelling to produce reusable ADD
artefacts. We also use models as part of P4 when conducting an industry case study
to model part of Siemens’s system. In Ps and Pg, we modelled MLOps, DL and
RL-based systems for controlled experiments and in the model-driven, metrics-based
empirical validation of Py, we also conducted modelling for performing the automated
conformance checking of quality attributes.

Content Analysis In P4, we applied content analysis per DeFranco and Laplante [67],
analysing existing Siemens project artefacts, including source code, CI/CD configurations,
schematics, UML diagrams, presentations and commit histories, systematically coding
artefacts against 22 predefined ADDs and 86 decision options from our prior Grounded
Theory work. This process was deductive-inductive, comprising deductive classification
into ADDs and inductive emergence of categories from findings. We combined content
analysis with modelling for validation and representation — relevant project artefacts were
modelled using Codeable Models [78] and UML diagrams for components and processes
were generated with PlantUML [79]. This approach aided transparency and traceability,
as well as triangulation and validation via formalisation.

Design Science According to Hevner et al. [80], “in the design-science paradigm, know-
ledge and understanding of a problem domain and its solution are achieved in the building
and application of the designed artifact”, and they further define artefacts as constructs
(vocabulary and symbols), models (abstractions and representations), methods (algorithms
and practices) and instantiations (implemented and prototype systems).

The ADD models described above, developed as part of P1-Pg, can thus be considered
design science artefacts. Metamodels and model instances of MLOps and RL systems
were also developed and used in our industry case study in P4, and in Py and Pg, where
we conducted quantitative empirical controlled experiments (see below) and Pz, where
we performed a quantitative analysis of the properties of modelled systems, using model
detectors to calculate metrics. Further design science artefacts are found in Pg, which
uses heuristic-based code detectors, and Pg and P1¢, which use a tool we developed
to generate CI/CD pipelines for MLOps and RLOps based on low-code specifications.
Three of our studies (Pg-P10) make use of LLMs, extending our prior work on ADDs,
MLOps and RLOps architectures by integrating LLMs into rule-based assessment and
low-code pipeline generation.

We employed design science methodologies with empirical validation through open-
source and industry case studies, using controlled evaluations and metrics such as precision,
recall, F} score and error rates. Design science and case-based empirical validation were
particularly suited to these studies because the research questions were centred on building
and demonstrating the feasibility of LLM-enhanced tools for RLOps. Easterbrook et
al. [81] acknowledge that “it is often necessary to use a combination of methods to fully
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1.8 Research Overview

understand the problem”. In this case, we used design science for artefact creation, case
studies for contextual realism and metrics for objective, empirical quantitative evaluation.

Controlled Experiments When evaluating our system models for understandability,
conducting controlled experiments enabled the collection of quantitative data and gener-
alisation of the findings to broader populations. Other techniques, such as observational
studies, eye tracking, surveys, comparative studies, qualitative interviews and usability
studies, were deemed less suitable due to limitations in establishing causality and con-
trolling biases. Controlled experiments, on the other hand, provide necessary control over
variables and ensure the validity of the results. We deliberately chose a between-subject
experimental design in Ps and a within-subject design in Pg [82].

When planning our studies, we followed the template provided by Jedlitschka et al. [83),
which details robust methods for empirical research in software engineering. We also
adhered to guidelines according to Kitchenham, Pfleeger et al. [84], who offer overarching
guidelines for conducting software engineering experiments and provide recommendations
related to the design, implementation, analysis and presentation of empirical research
studies. We also followed Wohlin et al. [85], who go into more detail and discuss statistical
tests and their suitability for various study types, and Juristo and Moreno [86], evaluating
the data from the experiment sessions using the robust statistical methods guidelines
for empirical software engineering by Kitchenham, Madeyski et al.[87].

Industry Case Study P4 employs an exploratory, observational qualitative industry case
study methodology on our industry partner’s CPPS, adhering to the case study guidelines
outlined by Runeson and Host [88], who state that “case study is a suitable research
methodology for software engineering research since it studies contemporary phenomena in
its natural context” and Yin [89], who describes a case study as an empirical method that
“investigates a contemporary phenomenon (the ‘case’) in depth and within its real-world
context, especially when the boundaries between phenomenon and context may not be
clearly evident”. As mentioned previously Pg and P1g also use industry case studies,
but quantitative ones rather than qualitative ones.

1.8 Research Overview

Table provides an at-a-glance overview of the research process detailed in this thesis.
It links research problems, research questions, research contributions, research methods,
publications and thesis chapters. For example, RP; is associated with RQ;, RCy,
and RCy. RC; is associated with Py, which applies the research methods Grounded
Theory, modelling and design science and is described in Chapter |2l RCs3 is associated
with Pa. P2 also applies the research methods Grounded Theory, modelling and design
science, and is described in Chapter [3
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Table 1.1: Research Overview at a Glance

Research Research Research Publicati Research Chapt
Problems Questions Contributions ublications Methods apters
RC, Grounded Theory
RP; RQ: (ML workflow ADDs P, Modelling
(ML knowledge (ADDs for ML) catalogue & model) Design Science
gaps) RC- Grounded Theory
ML deployment ADDs P, Modellin, 3
g
catalogue & model) Design Science
RC Grounded Theory
3 ’ P,
RP- RQ; (RL training ADDs P3 Pdﬁfggﬁi{;nmg
(MLOps-RL fit (ADDs for catalogue & model) Desien Scieice
unclear) RL/CPPSs) &
Case Study
GiEh Modelling
(Industry 4.0 RLOps Py . .
architecture analysis) Design Science
. Content Analysis
RC; . .
. Design Science
RP; RQs (Sggl;ﬁ’;?sl?ﬁioeps Ps Modelling
(No MLOps/DL/RL | (MLOps models for gre prov Experiments
. . understanding)
modelling methods understanding)
for understanding) RCq S i
(Semi-formal DL/RL Design Sqe@e
. . Pg Modelling
diagrams improve Experiments
understanding) P B
iR Design Science
RP,4 RQ4 (Conformance metrics Py Modellin
(Manual conformance (Automate for MLOps) g
checks are MLOps/RLOps RCs Grounded Theory
error-prone) conformance (LLM RL conformance Pg Design Science
checks) assessment method) Case Study
RCy
RPs RQs (LLM low-code RL Py Design Science
(Workflow automation (Automate pipeline generation)
complexity) . M%Ops/ RL Opb RCio
pipeline generation) (LLM low-code RLOps P Design Science
pipeline generation 10 Case Study
for Industry 4.0)

1.9 Overarching Approach

The integration of Al into software architecture and engineering has the potential to greatly
support practitioners in developing ML and RL systems. Integrating Al into software
architecture can catalyse rapid advancements in how practitioners design, optimise
and maintain systems [90]. Al-driven techniques transform traditional practices by
documenting decision-making processes, refining architectural trade-offs and enabling
dynamically adaptive systems capable of self-evolution |91], [92].

The role of Al in overcoming long-standing issues in software architecture, including
complexity management, up-to-date documentation and the continuous evolution of
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1.9 Overarching Approach

systems, is becoming increasingly important [90]. The manual expertise, effort and
sophisticated reasoning required to apply traditional architecting practices cannot keep
pace with the demanding architectural needs and operational uncertainty of Al-enabled
systems |90]. Combined with the highly dynamic, rapidly changing and unpredictable
nature of the domains in which architectures are applied, for instance in CPPSs [15], there
is an urgent need to investigate how Al can automate the architectural decision-making
process that caters for such domains [9|, [90], [93] in ML [94] and RL-based systems.

We followed a systematic approach to understand and support practitioners in better
designing, building and managing ML /RL systems in an automated manner, using Al
where appropriate. Our approach has evolved, starting with asking fundamental questions
about practitioners’ understanding of architectural decisions and developing into the
implementation of tools in an Industry 4.0 context for CPPSs that utilise LLMs, enabling
practitioners to make better decisions and automate specific tasks. The work described
towards the end of this thesis, in Chapters [9] [L0] and [11} is an effort to apply Al-powered
architecting to enhance automation and reduce manual effort. In Chapter we describe
how manual aspects of our overarching approach in supporting the architecting process
could be enhanced using Al and four further key open research challenges.

Overview of Our Approach Figure illustrates our approach, comprising the key
contributions. The dashed arrowed lines indicate which works were prerequisites for
others. Fundamental to the overall strategy was the initial consolidation of Architectural
Knowledge into ADDs for ML and RL, along with an understanding of the emerging
paradigm RLOps. We then used this knowledge to develop an Architectural Modelling
method and tools for automating the assessment of Architectural Conformance using
model detectors and LLMs. Architectural Knowledge is also applied to our Pipeline
Generation technique, which uses LLMs in a template-based, low-code approach.

Our novel approach applies the 10 research contributions described in Section RC,
workflow ADDs; RCg ML deployment ADDs; RCg RL training ADDs; RCy4 extending
MLOps into RLOps; RCjs introducing formal architectural models for MLOps; RCg
adding formal architectural models for DL/RL; RCy adding automatic conformance
checks with detectors; RCg introducing LLMs in RL conformance assessment; RCg
creating MLOps pipelines for RL using LLMs and a low-code approach; RCqg extending
the LLM pipeline creation to RLOps for Industry 4.0 CPPSs.

Placement of Our Approach in a CI/CD Pipeline Figure [1.3]shows how our overall
approach fits into the context of CI/CD pipelines for ML and RL, particularly that
of Siemens in the context of Industry 4.0 and CPPSs. The figure illustrates the high-
level, essential steps in a CI/CD pipeline common to ML and RL, augmented with our
contributions, which are coloured purple, and traditional CI/CD steps, coloured grey.
Our research contributions act either as a basis for input to other research contributions
or pipeline steps, shown by dotted line arrows, or as pipeline execution steps, linked
with unbroken line arrows. The unbroken line arrows show the execution flow direction
within the CI/CD pipeline, starting with the circle before the pipeline trigger step and
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Figure 1.2: Overview of our approach.
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Figure 1.3: Placement of our approach in a CI/CD pipeline.
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1 Thesis Overview and Research Methodology

ending with the double circle after deployment.

The basis for the entire process is RC;-RC4 Consolidation of Architectural
Knowledge. It is an activity that only needs to be performed rarely, as new practices and
patterns are unlikely to be documented in grey literature very frequently. Based on any new
architectural knowledge, the components connected by dotted line arrows may be updated.

Initially, the pipeline is triggered in the usual way (Pipeline Trigger), such as
when changes to the source code are made, or when an external component triggers
it, for example, due to model performance drift or when the pipeline definition itself is
updated. In an Industry 4.0 CPPS setting, where frequent changes are made to pipeline
configurations and new pipelines need to be rapidly generated at scale, we can trigger
a new pipeline with RCg-RC39 MLOps/RLOps Pipeline Generation, in which
our LLM-based low-code tool generates a new pipeline configuration and commits it,
for instance, to a project’s GitLab repository.

Following the Model Build and Test phase, both Model Training and Validation
and RC5-RCg Architectural Model Generation can run in parallel. The latter phase
uses RC;1-RC,4 Consolidation of Architectural Knowledge as a basis. Currently,
RC;5-RCg Architectural Model Generation is a partly manual activity due to the
distributed and polyglot nature of ML /RL-enabled systems, which makes it hard to create
formal models from source code or architectural schematics using traditional methods
such as source code parsing, and requires considerable expertise in a time-consuming
process. Fortunately, the system models do not need to be updated often in practice —
only when the architecture changes. With modern Al tools, we think system architecture
model generation could be automated, and we discuss this further in Section [12.2]

The next step is RC7-RCg Architectural Conformance Checks, an automated
task that checks architectural conformance against specific quality attributes, based on the
provided system model, considering ADDs and associated practices and patterns. RCr
is largely manually programmed, but only needs to be updated if the system model, archi-
tectural knowledge or metrics change. Nevertheless, we envisage an enhancement using
techniques similar to RCg, combining LLMs with the consolidated Architectural Know-
ledge. We describe this proposed improved process in Section [12.2] RCg runs on the
RL source code and checks for specific architectural practices. Assuming the conformance
checks, model training and validation succeeded, we proceed to the Model Deployment
stage, at which point the pipeline can deploy the model, and the pipeline run terminates.
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2 Architectural Design Decisions for the
Machine Learning Workflow

Productionising ML models is a challenging process, as it is often fraught with uncertainty
and confusion, partly because of the disparity between software engineering and ML
practices and partly because of knowledge gaps at the individual practitioner level. We
conducted a qualitative investigation into the architectural decisions faced by practitioners
as documented in grey literature based on Straussian Grounded Theory, and modelled
current practices in ML. Our novel ADD model is grounded in current practitioner
understanding and helps bridge the gap between science and practice, fostering a deeper
understanding of the subject and supporting practitioners by integrating and consolidating
the myriad decisions they face. We describe a subset of the modelled ADDs, discuss
uses for the model and outline areas for further research.

2.1 Introduction

Software engineering, software architecture and ML are established disciplines; how-
ever, a noticeable mismatch exists between engineering and architectural practices on
the one hand and more data-focused activities on the other, despite the latter often
involving complex software solutions. As a consequence, a rift has formed between
the software engineering and ML communities [35]. This apparent discrepancy could
be partially explained by acknowledging that ML developers are not typically from a
software engineering background and thus do not routinely apply common engineering
and architectural techniques. Conversely, software engineers and architects do not usually
work as ML engineers and therefore do not regularly develop appropriate solutions for
ML systems [36], [37]. The issues resulting from the divergence of these disciplines are
further compounded by the technical challenges that are customarily encountered in
ML projects but generally absent in non-ML projects, such as the development and
maintenance of ML solutions [38], [39], [40].

To address these issues, we conducted an empirical grey literature study [95] based
on Straussian Grounded Theory [76], [96]. We aimed to identify relevant architectural
concepts applied by practitioners in ML data processing, model building and automated
ML (AutoML). The result is a model of ADDs, decision options, practices, decision
drivers and their relations.

In Section [2.2] we provide a brief description of a simplified ML pipeline workflow
to illustrate our research context. We then describe our research questions and meth-
odology in Section Next, related studies in the field are discussed in Section [2.4]

29



2 Architectural Design Decisions for the Machine Learning Workflow

After that, in Section [2.5, we present the ADDs resulting from our study. Finally, in
Section [2.6] we conclude by briefly outlining future directions and potential research
avenues based on our findings.

2.2 The ML Workflow

To illustrate the parts of ML architecture we consider in this chapter, Figure depicts
a typical ML workflow as a pipeline.

PIPELINE Architectural
TRIGGER DATA INGESTION Design DATA PROCESSING MODEL BUILDING MODEL MODEL
pecision PREDICTION = MONITORING
On demand On request Transformation ane:ﬂz;zgeter
e — Streamed ‘ ‘ 1 t
— L becision
» Batched Options » Feature Hodel MODEL DEPLOYMENT
On schedule engineering training Client side
Manual server sid
0n data changes — /] erver side
- :
o model M 0 G e Feature: :m: Trained models I
degradation = tear reat-tis suppore | OPivers processed dota  ME——-
== Latency “Manual”
= Throughput

Data

lake ETL

Figure 2.1: A simplified ML workflow as a pipeline.

An ML pipeline typically begins with a triggering event, which, for instance, may
be initiated manually or following a codebase commit. This event initiates the data
ingestion step, where the data sets are updated, e.g. by fetching the data afresh from a
repository or using data received via a stream. The data is then processed in various
ways and is typically transformed (e.g. normalised and then cleaned) before features
are extracted. The features and processed data are then passed to the model-building
components, in which models are trained. The trained models are then deployed and
can subsequently be used for predictions.

2.3 Research Questions and Methodology

This chapter is based on P, describes RC; and addresses RP; by aiming to answer
the following research questions as part of RQjq:

RQi1.1 Which ADDs are available to choose from in the context of the ML workflow, and
what are their corresponding decision options?

RQ1.2 What are the relations between these decisions and their decision options?

RQi.3 Which decision drivers (forces) are relevant to the decision options?
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To achieve this, we examined the methods and techniques currently used by practitioners
in the context of ML solution development, gaining valuable insights into the state of
the art in software engineering and architectural approaches for ML. The study was
based on Straussian Grounded Theory [76], [96] and involved the qualitative analysis of
grey literature [95], [97], which we have made use of in prior work outwith the scope of
this thesis [98], [99]. We aimed to identify relevant ADDs, options, practices, decision
drivers, and relations between them, whilst striving to reduce the gap between science
and practice, and between software engineering and software architecture on the one
hand, and ML on the other.

Grounded Theory Grounded Theory is a qualitative, inductive research method that
links data analysis with theory. Iterative steps are taken when interpreting data, with
the focus and central goal of building a theory grounded in the data. Data analysis
should occur during data collection and not afterwards.

The most crucial activity in Grounded Theory is constant comparison: the researcher
continuously and iteratively compares pre-existing data and concepts with new data. Any
newly arising abstract concepts should then be compared with pre-existing concepts and
data. The concepts are organised into categories (or codes) and are compared and linked
to properties and each other via relations [65]. The concepts, categories and properties
derived from the data should guide the next iteration of research activities.

Another central activity is memo writing, which documents the theory-building process,
provides a basis for reflection, improves transparency by creating an audit trail and
facilitates replicability. Theoretical sampling involves actively seeking out new data based
on the results of the previous iteration, considering the kinds of data that should be
collected next [100]. This process is continued until theoretical saturation is reached, i.e.
“the point in category development at which no new properties, dimensions, or relationships
emerge during analysis” [96].

We applied the methodology of Strauss and Corbin [65]|, which is characterised by
three types of coding activity:

e Open coding involves developing concepts based on the data sources. It entails
asking specific (and consistent) questions of the data, precise (and consistent) coding
and memo writing with minimal assumptions.

o Azial coding is the development of categories and the linking of data, concepts,
categories and properties.

e Selective coding refers to the integration of the categories that have been developed
and their grouping around a central core category.

Grey Literature According to Garousi et al. [95], grey literature in software engin-
eering can be defined as “any material about software engineering that is not formally
peer-reviewed nor formally published”, such as blog posts, articles, presentations and
audio-video material [97]. Grey literature was chosen as the sole data source for this
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study because we aimed to understand practitioners’ views in this domain, and such
sources are most representative of those views. This premise is confirmed by Rainer
and Williams [101], who describe various benefits to grey literature sources in software
engineering research, including that they “provide information on practitioners’ con-
temporary perspectives on important topics relevant to practice and to research” and
“promote the voice of the practitioner”.

Methodology Figure illustrates our research method. We searched for practitioner
sources using standard search engines (e.g. Google, StartPage and DuckDuckGo) and topic
portals (e.g. InfoQQ and DZone). The initial source search term was “ML workflow”. We
then repeatedly and iteratively applied Grounded Theory coding practices and constant
comparison to identify concepts, categories, properties and relations. The resulting entities
were modelled in Python code, which was then used to generate UML visualisations of the
models. The subsequent sources were then searched for using appropriate search terms
based on topics identified in the previous iteration and guided by the research so far, with
particular consideration given to topics needing coding and their potential contribution to
the model. Practitioner articles were deemed candidates if they were relevant to the topic
under consideration and did not appear to be marketing a business or product. Each
author reviewed the other author’s selection of sources for suitability.

Start Coding Constant Comparison with Memos

v v vov o

Data Collection Open Coding Axial Coding Selective Coding [

Theory/Model

Theoretical
Saturation

A

Next Iteration

Figure 2.2: Our research method.

We applied open coding to transform conceptual details into conceptual labelling. Next,
during axial coding, we identified categories based on recurring, synonymous and related
concepts. During open and axial coding, we examined each source line individually.
Our thought processes, conceptual understanding, interpretation and reasoning behind
each coding decision were documented in memos for the various sources, facilitating the
traceability of codes back to their sources.

Whilst conducting selective coding, we carved out the main ideas of the theory, gaining
an understanding of the big picture by considering the data and analysis results. We also
revisited and refined previous sources during the selective coding process. Finally, we
employed formal Python-based modelling for axial and selective coding to develop a precise
and consistent theory. Once around five to seven additional sources had been considered
without adding further detail to our model, theoretical saturation was understood to
have been reached. Our knowledge sources are summarised in Table Twenty-nine
sources were considered in total.
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Table 2.1: List of Knowledge Sources Included in the Study

ID

Title

sl

s2

s3

s4

sH

s6

s7

s8

s9

s10

How to power up your
product by machine
learning with python
microservice, pt. 1

Architecting a Machine
Learning Pipeline: How
to build scalable Ma-
chine Learning systems —
Part 2/2

Some Thoughts on Mod-
ularization in Machine
Learning

Productionizing
Machine Learning with
a Microservices
Architecture

Microservices Suck for
Machine Learning (and
what we did about it)

MLOps: Continuous de-
livery and automation
pipelines in machine
learning

Composing
Deep-Learning
Microservices for the
Hybrid Internet of
Things

Continuous Intelligence:
Moving Machine Learn-
ing Application into Pro-
duction Reliably

Architecture of a real-
world Machine Learning
system

Architecting a Machine
Learning System for
Risk

Archive URL

https://tinyurl|

com/ml-adds-ul

https://tinyurl|

com/ml-adds-u2

https://tinyurl.

com/ml-adds-u3

https://tinyurl,

com/ml-adds-u4

https://tinyurl|

com/ml-adds-u5

https://tinyurl|

com/ml-adds-u6

https://tinyurl,

com/ml-adds-u7

https://tinyurl.

com/ml-adds-u8

https://tinyurl!

com/ml-adds-u9

https://tinyurl|

com/ml-adds-ul1@

Source Type

Example Source

Code
Practitioner True False
Audience Article
Practitioner True False
Audience Article
Practitioner False False
Audience Article
Presentation Video False False
Practitioner True True
Audience Article
Practitioner True False
Audience Article
Practitioner True False
Audience Article
Slides True False
Practitioner True False
Audience Article
Practitioner True False

Audience Article

Continued on next page...
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https://tinyurl.com/ml-adds-u4
https://tinyurl.com/ml-adds-u4
https://tinyurl.com/ml-adds-u5
https://tinyurl.com/ml-adds-u5
https://tinyurl.com/ml-adds-u6
https://tinyurl.com/ml-adds-u6
https://tinyurl.com/ml-adds-u7
https://tinyurl.com/ml-adds-u7
https://tinyurl.com/ml-adds-u8
https://tinyurl.com/ml-adds-u8
https://tinyurl.com/ml-adds-u9
https://tinyurl.com/ml-adds-u9
https://tinyurl.com/ml-adds-u10
https://tinyurl.com/ml-adds-u10
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ID

Title

sll

s12

s13

sl4

sl5

s16

s17

s18

s19

s20

s21

822

s23

34

Architecting a Scalable
Real Time Learning Sys-
tem

System Architectures for
Personalization and Re-
commendation

Architectural thinking
in the Wild West of data

science

Machine Learning Archi-
tecture: The Core Com-
ponents

Scalable Software and
Big Data Architecture —
Big Data and Analytics
Architectural Patterns

Machine Learning in
Production: Software
Architecture

AutoML

AutoML is Overhyped

Three Levels of ML Soft-
ware

MLOps: Methods and
Tools of DevOps for
Machine Learning

MLOps: What It Is,
Why it Matters, and
How To Implement It
(from a Data Scientist
Perspective)

MLOps Principles

Machine Learning Mon-
itoring: What It Is, and
What We Are Missing

Archive URL

https://tinyurl,

com/ml-adds-ul1

https://tinyurl.

com/ml-adds-ul2

https://tinyurl,

com/ml-adds-ul3

https://tinyurl]

com/ml-adds-u14

https://tinyurl]

com/ml-adds-ul15

https://tinyurl]

com/ml-adds-ul16

https://tinyurl!

com/ml-adds-ul7

https://tinyurl]

com/ml-adds-ul18

https://tinyurl!

com/ml-adds-u19

https://tinyurl]

com/ml-adds-u20

https://tinyurl|

com/ml-adds-u21

https://tinyurl|

com/ml-adds-u22

https://tinyurl,

com/ml-adds-u23

Source Type

Example Source

Code
Practitioner True False
Audience Article
Practitioner True False
Audience Article
Practitioner True False
Audience Article
Practitioner False False
Audience Article
Practitioner False False
Audience Article
Practitioner True False
Audience Article
Practitioner False False
Audience Article
Practitioner True False
Audience Article
Practitioner True False
Audience Article
Practitioner False False
Audience Article
Practitioner False False
Audience Article
Practitioner False False
Audience Article
Practitioner False False

Audience Article

Continued on next page...
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https://tinyurl.com/ml-adds-u11
https://tinyurl.com/ml-adds-u12
https://tinyurl.com/ml-adds-u12
https://tinyurl.com/ml-adds-u13
https://tinyurl.com/ml-adds-u13
https://tinyurl.com/ml-adds-u14
https://tinyurl.com/ml-adds-u14
https://tinyurl.com/ml-adds-u15
https://tinyurl.com/ml-adds-u15
https://tinyurl.com/ml-adds-u16
https://tinyurl.com/ml-adds-u16
https://tinyurl.com/ml-adds-u17
https://tinyurl.com/ml-adds-u17
https://tinyurl.com/ml-adds-u18
https://tinyurl.com/ml-adds-u18
https://tinyurl.com/ml-adds-u19
https://tinyurl.com/ml-adds-u19
https://tinyurl.com/ml-adds-u20
https://tinyurl.com/ml-adds-u20
https://tinyurl.com/ml-adds-u21
https://tinyurl.com/ml-adds-u21
https://tinyurl.com/ml-adds-u22
https://tinyurl.com/ml-adds-u22
https://tinyurl.com/ml-adds-u23
https://tinyurl.com/ml-adds-u23

2.3 Research Questions and Methodology

ID Title Archive URL Source Type Example Source
Code
s24  Automated monitoring https://tinyurl! Blog Post False False
of your machine learn- lcom/ml-adds-u24
ing models with Amazon
SageMaker Model Mon-
itor and sending predic-
tions to human review
workflows using Amazon
A21
s25  MLOps: Model manage- https://tinyurl! Practitioner False False
ment, deployment, and com/ml-adds-u25/ Audience Article
monitoring with Azure
Machine Learning
s26 The Pros and Cons of  https://tinyurl. Practitioner False False
Using Jupyter com/ml-adds-u26| Audience Article
Notebooks as Your
Editor for Data Science
Work TL;DR:
PyCharm’s probably
better
s27 10 reasons why data sci- https://tinyurl. Practitioner False False
entists love Jupyter note- jcom/ml-adds-u27|  Audience Article
books
s28 5 reasons why jupyter https://tinyurl, Practitioner False False
notebooks suck com/ml-adds-u28| Audience Article
s29 Jupyter Notebook is the https://tinyurl. Practitioner False False

Cancer of ML Engineer-
ing

com/ml-adds-u29

Audience Article

Modelling was achieved using Codeable Models |78] — our Python tool for defining
models and model instances in code and recording memos. Based on the Python code,
PlantUML |79] code generators were used to generate UML-based graphical visualisations
of the modeﬂ in addition to a textual model specification in Markdowrﬂ and Latex |102].

We describe only a subset of the ADDs modelled in this study — specifically, those
central to the ML workflow. To support the replicability of our study and provide the
full models, we offer detailed Grounded Theory coding and the resulting models, along
with our Python implementation for generating UML diagrams and tables from the
models, in our replication package [103].

Generated UML figures have been optimised for space and readability.

2 https://daringfireball.net/projects/markdown
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2 Architectural Design Decisions for the Machine Learning Workflow

2.4 Related Work

Some headway has already been made in the fields of software engineering and software
architecture for ML. The systematic literature review conducted by Washizaki et al. [104]
provides a comprehensive, categorised collection of patterns and anti-patterns for ML, and
several other publications document the challenges and open research topics in the field.

Lwakatare et al. [39] conducted an empirical investigation of software engineering chal-
lenges in ML systems. They propose a taxonomy of issues that includes data dependency
management, deployment difficulties and challenges in model and result replicability.

Sculley et al. [38] describe the significant technical debt incurred when attempting to
maintain real-world ML systems. Such risk factors include entanglement, data dependen-
cies, configuration issues, reproducibility debt and system-level anti-patterns.

Bosch et al. |105] provide an overview of the software engineering challenges associated
with ML solutions, including model management, reuse and deployment, data pipeline
challenges, monitoring and logging, design methods and data quality management. They
also identify open research areas, such as distributed model creation, distributed data
storage, data generation and automated experimentation.

Nascimento et al. [40] conducted a comprehensive systematic literature review on the
subject of software engineering for AI and ML. They summarise the state of the art and
identify several unsolved challenges in testing, Al software quality and data management.
They also identify several other topics, such as architecture design, Al engineering,
model development, model deployment, integration, infrastructure, operations support,
requirements engineering, project management and education.

Serban et al. [106] mined academic and grey literature, identifying 29 engineering
best practices for ML applications. They also surveyed practitioners to determine the
degree of adoption of these practices and validate their perceived effects. Their findings
helped improve the understanding of the relationship between team size and practice
adoption, as well as the relative adoption rate of software engineering practices compared
to ML-specific practices.

Martinez-Fernandez et al. [107] conducted a systematic mapping study of 248 studies.
They identified and classified various software engineering approaches for Al-based systems,
highlighting prevalent and neglected areas of study.

Alves et al. [108] conducted a grey literature review to investigate techniques and
practices applied to ML product lifecycles. They identified existing product engineering
methods and practices for industrial ML applications and platforms.

In contrast, our approach was to formally model real-world practices, assisting practi-
tioners in finding suitable options for common design decisions and mitigating challenges
common to the field. Our ADDs can be used to assess the uncertainty or complexity of
the ML system design space, evaluate architectural conformance or identify anti-patterns.
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2.5 ADDs

2.4 Related Work

Table presents an overview of the various ADDs, the number of sources evidencing
each ADD, the decision options, the grey literature sources and the decision drivers and
their impacts. These are discussed in this section. Our replication package [103] includes
detailed UML models of all ADDs and relations described in this chapter.

Table 2.2: Study Results: Overview of ADDs, Number of Sources, Decision Options,
Sources and Related Decision Drivers

ADDs # | Decision Options Practitioner | Decision Drivers
Sources
How to 1. No data processing sl, s6, s13 f1(--), £2(-), £3(-), f4(--), 5(+)
automatically automation
process the 2. Data pipeline sl, s2, sd, sb,| f1(++), f2(++), £3(+), f4(+),
data used for s6, s8, 89, s13, | £5(-)
model sl4, s15, s16,
building? s17, s18, s19
3. ETL pipeline s4, s5, 89, s13, | f1(+), f2(+), f3(o), f4(+),
14
s15 5(-)
4. Data processing 89, 13, s14 | f1(+), f2(+), £3(-), f4(0), 5(-)
component
Which data 1. Data extraction sl, s2, s6, s8,| &
processing s13, s14, s15
tasks can be 2. Data transformation s2, sb, s6, s10,| @
performed by s13, s14, sl5,
a data s19
processing 3. Data preparation sl, s2, s4, s5,| @
pipeline or s6, s9, sl10,
component? sl1, s13, sl4,
sl5, s17, sl8,
s19, s20, s23,
s24, 525
4. Data validation s6, s9, sl13,| T
s19, s20, s24
5. Data selection s2, s6, s14 &
6. Feature engineering sl, s2, s4, sb,| &
s6, s8, s9, s10,
19 s13, sl4, sl5,
sl7, s18, s19,
s23, s25
7. Data processing s9, sl1, sl7,| @
hyperparameter tuning s18

3

Continued on next page...

The following colour scheme in Table indicates the source frequency:

[1<5%[]<10%,[] <20%,[ ] <35%,[] <50%,[]<70%,[] > 70%.
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2 Architectural Design Decisions for the Machine Learning Workflow

Design # | Decision Option Practitioner | Decision Drivers
Decision Sources
How to persist 1. Store features in data |s2, s4, s5, s6, | 6(-), {7(-), £8(-), 9(-), f10(o),
and provide stores without specific s13 f11(0), f12(0), £13(0), f14(0)
access to 9 support
features? 2. Feature store s2, s4, s5, s6,| {6(+), f7(+), £8(+), f9(+),
89, s10, sll,|f10(+), fl11(+), f12(+),
s13, s15 f13(+), f14(+)
Should data 1. Batch-based data sl, s2, s5, s6,| f10(-), f11(+), f12(++),
be processed processing s8, s10, s13,|f13(-), f14(--), f15(++)
in batches or 10 s15
in real time? 2. Real-time, sl, s2, s4, sb,| f10(++), fll(o), f12(+),
stream-based data s6, s8, 89, s10, | f13(++), f14(++), f15(+)
processing s13, s15
How to ingest 1. Streamed data inges-|s2, s4, 85, s7,| 5(-), f10(+), f11(-), f12(+),
data into ML tion 89, sl1, s13,|f13(++), f14(++)
projects or sl4, s15, s19
applications? 2. Data ingestion on re-|s2, s4, s5, s9,| {5(-), f10(o), f11(+), f12(0),
quest s13, sl4, s15,| f13(o), f14(+)
s19
1 3. Data ingestion in s4, s5, sl3,|15(-), f10(-), f11(o0), f12(++),
batches s14, s15, s19 | f13(-), f14(--)
4. Manual data ingestion | s4, s5, s6 f5(+), £10(--), f11(-), f12(--),
f13(--), f14(--)
1. On-demand trigger s2, s4, s6, s9,| &
How to trigger s12
an ML 2. On commit trigger s4, s8, s25 &
pipeline or 3. On-schedule trigger sl, s2, s6, s9,| @
orchestrator? sl12, s14
4. On availability of new | s6 1%}
9 training data trigger
5. On model performance | s6 [
degradation trigger
6. On changes in the data | s6 %]
distribution trigger
How to 1. Model building in 2, s4, s6, s10, | £3(+), f4(-), B(+), f13(-),
perform model development tool s13, s15 f16(-), f17(+), f18(-), f19(--),
building in an £20(-), £21(-), f22( ), £23(-)
ML project? 2. Model-building s2, s4, s6, s8,|{3(0), f4(+), f5(-), f13(+),
pipeline 89, s10, sl13,|f16(+), f17(-), f18(++),
sl4, s17, s19,|f19(+),  £20(+), f21(+),
13 $25 f22(+) f23( )
3. Model-building 89, sll, s13,|f3(o), f4(o), f5(-), f13(+),
component s14 f16(+), f17(-), £18(0), £19(0),

£20(0), £21(+), £22(0), £23(-)
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2.4 Related Work

Design # | Decision Option Practitioner | Decision Drivers
Decision Sources
1. Model training sl, s2, s4, s5,| @
. s6, s7, s8, s9
gﬁlg}; tasks s10, sl1, s12,
performed by Bl Bl RIS,
2 model- sl7, s18, s19,
1 q: s20, s23, s24,
building 5
S;Irlfll)l:)lse(r);” 2. Data splitting s2, s4, s8, 89, | &
' sl4, s19
3. Data checkpoints s2 1]
4. Model validation s4, s6, s8, s9,| &
s10, s13, sl4,
s17, s18, s19,
s20, s25
5. Model selection s2, s4, 89, sl1, | @
sl4, s17, sl8,
s19
6. Train multiple model |s2, s4, s6, s8,| &
versions with different s9, s11, s19
parameters and/or
algorithms
7. Model packaging s9, s19 &
921 8. Model hyperparameter | s2, s6, s9, sl1,| &
tuning sl7, s18, s19,
s24, s25
9. Development tool s2, s4, s6 %]
facade
10. Development tool s10, s15 &
export
When and 1. Batch-based learning |s2, s6, s10,|f10(-), f11(+), f14(-), f19(+)
how to train s11, 812,819 | f24(--), 125(-), f£26(++),
the model? £27(--), £28(4++)
2. Incremental learning | s6, s10, s11,|f10(+), f11(-), f14(+), £19(-),
s12, s19 f24(++), f25(++), f26(--),
6 £27(+4), £28(-)
3. Hybrid batch-based s12, s19 f10(+), f11(+), f14(o),
and incremental learning f19(+),  f24(+), £25(+),
f26(+), 27(o), f28( -)
Should 1. No AutoML s4, 6, 89, 510, | £2(0), f4(o), f5(0), f20(+),
AutoML be s17, s18, s19, | £22(o), £29(o), £30(0)
used and, if 9 s22, 523
so, where? 2. AutoML s4, s6, 89, s10, | f2(+), f4(+), £5(o), f20(-),
s17, s18, s19,| £22(+), £29(+), £30(+)
s22, s23

Continued on next page...

39



2 Architectural Design Decisions for the Machine Learning Workflow

Forces Codes/Sources: f1: Automated data collection [s1], £2: Process and work auto-
mation [s1, s8, s15, s18, s20], £3: Iterative development [s1, s4], f4: Reproducibility [s6, s8,
s13, s17, s20], £5: Tool development effort [s1, s2, s10, s17|, £6: Feature reuse [s5, s6], f7:
Feature discovery [sh, s6], f8: Maintainability [s1, s5, s6, s13, s16], f9: Avoid training/serving
skew [s6, s8], f10: Online support [s2, s6, s9, s10, s11, s12, s13, s19], f11: Offline support
[s2, 6, 89, s10, s11, s12, s13, s19], f12: Data throughput [s2, s4, s6, 89, s12, s15], f13: Low
latency [s2, s4, s6, s15, s16], f14: Near real-time support [s1, s2, s4, s6, s10, s11, s12, s13,
s15, s19], f15: Reliability [s2, s5, s8, s10], f16: Interchangeability of ML algorithms [s2], f17:
Interactive prototyping [s2, s13|, f18: Loose coupling [s2, s5, s6, s7, s16, s19], f19: Scalability
[s1, s2, 83, s4, sb, s7, s11, s12, s13, s15], £20: Production-ready development [s4, s13, s16,
s18, s19], f21: Experimental operational symmetry [s6, s13], £22: Development agility [s10,
s13, s17], £23: Flexibility [s10], f24: React to unforeseen changes in the data [s11, s19], £25:
Memory requirements [s11], £26: Handling massive amounts of data [s11, s12, s15], £27: Speed
performance [s2, s3, s4, s5, s6, s9, s10, s11, s15], £28: Variety of ML algorithm choices [s11,
s12, s19], £29: Explainability [s17], £30: Development velocity [s5, s17, s18, s19]

Note on Empty Forces (@): Please note that some ADDs do not report decision drivers as
they are sub-decisions of the respective prior ADD, and share the same forces (see explanations
in the remainder of the chapter).

2.5.1 Data Processing

Data processing transforms ingested raw data in an ML workflow into usable data that
ML algorithms can process further. Data is central to ML, and the main benefits lie in
the processing of large volumes of it at scale [109]. Typical phases of the data processing
task involve data selection, transformation and output, as well as the generation, storage
and versioning of data artefacts such as features and data subset samples [39].

As with many other ML tasks, data processing can be performed manually or automat-
ically, with the latter offering many potential benefits. The data processing stage also
presents various data collection options. Once again, this task may be automated. Data
may be ingested manually, in real-time (e.g. streamed), batched, online or offline, with
various implications for latency, throughput, reliability and so on — the different options
are discussed below. Data labelling (e.g. for classification tasks) is another activity that
may be performed manually or automatically, with respective implications. Generated
artefacts, such as features, may be stored in various ways, and each option has different
implications regarding their respective benefits. Finally, the data processing stage must
be triggered. Again, there are numerous options to choose from, including triggering
on-demand, on commit, on schedule, on new data availability, on model performance
degradation or on changes to the data distribution.

Data Processing Automation Decision A core ADD is how to automatically process
the data used for model building. A simple option is to provide no data processing
automation, but the most common automated architecture proposed by practitioners in
our sources is a data pipeline, i.e. to perform data processing in a dedicated, flexible
pipeline. A similar option is an ETL pipeline, a type of data pipeline that follows a
specific sequence of steps: extract, transform and load. Whilst pipeline architectures
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are often mentioned in grey literature, proposals for data processing components
that do not follow a pipeline architecture also exist.

The primary benefits of these options are supporting automated data collection and a
potentially high degree of process and work automation. These, in turn, may lead to faster
data ingestion, shorter model training turnaround times, more frequent deployments,
reduced human error and improved iterative development and reproducibility, not to
mention the resulting cost savings. Our sources indicated that the data pipeline is the
most flexible of the automated options, but requires some tool development effort, which
may represent overhead — especially in the initial phases of a project.

Data Processing Tasks Decision If a data processing pipeline or data processing
component is chosen, the tasks to be performed during automated data processing
can be decided in a subsequent decision. Typical tasks performed in automated data
processing flows are extraction, transformation, preparation, validation, selection
and feature engineering.

Data processing hyperparameter tuning, the tuning of hyperparameters during
automated data processing, is a less frequently used method. For example, if an automated
featuriser is used during feature engineering, it has hyperparameters that can be tuned.
Automation is again possible, e.g. in AutoML (see the discussion on AutoML below).

Feature Persistence and Access Decision The data processing tasks decision and its
feature engineering option generate the features in ML. It is often essential to provide
persistence and access to these features — frequently beyond the current run of data
processing and model building. One option to achieve this is to store features in
a data store without specific support for them. The alternative is a dedicated
feature store, where features are accessible for training in accordance with established
standards for definition, storage and access. To facilitate access to features, the feature
store can include either a batch feature API, a real-time feature API or both.
Some practitioners also suggest using event-driven abstractions here, e.g. using event
sourcing as a technique to realise the feature store.

A dedicated feature store facilitates easier feature reuse, feature discovery and main-
tainability. It also helps avoid training-serving skew, making sure that the features used
for training are the same as the ones used during serving. If dedicated APIs are supported,
it can additionally offer better support for offline or online training and serving. Finally,
those APIs can be optimised for data throughput (e.g. when large volumes of data or
a large number of clients are expected), low latency (e.g. in safety-critical systems) or
near real-time support (e.g. when user interaction is intended).

Data processing in batches or in real-time decision Automated data processing can
occur in batches or in real time. Thus, batch-based data processing and real-time,
stream-based data processing are two options for this follow-on decision, to be applied
to all automated data processing options.
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Real-time, stream-based data processing is especially beneficial for online data
processing and, unlike offline data processing, is beneficial for low latency and near real-
time processing, e.g. when the practitioner wishes to gain fast insights or when a system
needs to be able to react instantly to events at runtime. Whilst modern online architectures
offer high data throughput and reliability, the additional runtime processing steps make
them inferior to offline architectures in these respects. Offline data processing is well
supported by batch-based data processing, for instance, when processing high volumes
of data, performing deep data analyses or when processing speed does not take precedence.

Data ingestion decision Another central ADD is how to ingest data into ML projects
or applications to facilitate data processing and, consequently, model building. An initial
option is to ingest data manually. Alternatively, automated options exist, such as data
ingestion in batches and streamed data ingestion. One can also actively acquire
raw data from sources via data ingestion on request. It is customary to store ingested
raw data, typically in a raw data store. The automated options can be abstracted
and orchestrated in a dedicated data ingestor component, with the two variants data
ingestor queue (a data ingestor that queues up ingested data, e.g. for online, incremental
learning) and ground truth collector (a data ingestor collecting data on predictions in
production, e.g. with input from users when predictions are wrong). The data ingestor
can be used for data labelling. For example, a ground truth collector can support an
automatic data labeller which is used instead of manual data labelling.

Data ingestion for experimental or offline learning is often performed using data
ingestion in batches or by manual data ingestion. Streamed data ingestion and
data ingestion on request are suitable for online learning or for ingesting data into an
ML-based application. Streamed data ingestion is ideal for continuously incoming
data and offers relatively high data throughput, low latency and near-real-time support.
Data ingestion on request can receive specific data as needed, but this increases
latency and is usually not well suited to achieving high data throughput, as each new item
of data requires an additional request. Data ingestion in batches offers very high data
throughput but is offline and therefore not well suited for model training or applications
that require low latency or near real-time support. Manual data ingestion has even
more negative impacts on those forces. Its main advantage is that it does not require
tool development effort for engineering a custom automated ingestion solution.

Trigger pipelines or ML orchestrator decision ML components, such as data processing
pipelines, ML orchestrators and model-building components, can be triggered at various
points. For each of these, we are required to decide on how they should be triggered.
The first option is an on-demand trigger either by an ad-hoc, manual execution of
a pipeline or component (e.g. by a human operator) or via a call coming from another
pipeline or component.

Another option is an on commit trigger, which can start a pipeline when changes are
made in a version control system. Some pipelines or components need to run at regular
intervals, e.g. daily, weekly or monthly, in which case an on-schedule trigger is used.
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Triggering can also occur on the availability of new training data. Further,
pipelines can be triggered by model performance degradation or changes in the data
distribution. Each of these options requires monitoring of the model or data, respectively.

2.5.2 Model Building

Building an ML model involves applying a learning algorithm to the features of a pre-
prepared dataset to yield predictions of a specific type, such as qualitative (classification)
or quantitative (regression) values. Hyperparameter tuning is the practice of adjusting
values used by ML algorithms to optimise their performance metrics. This task may be
automated or manual. The actual work involved in model building can be performed
using tools such as an integrated development environment (IDE) or a computational
notebook or automated using AutoML or a model-building pipeline. Each approach has
its advantages and disadvantages, which are discussed below.

Model-Building Decision A core ADD is how to perform model building in an ML
project. Many practitioner sources claim that providing some level of automation is key
to successful production delivery and that many ML projects never progress beyond the
experimental phase. Very often, the model building is performed using tools, such
as computational notebooks or IDEs. The main benefit of model building using a
tool is that it better supports interactive prototyping and iterative development than
the other options. This option also offers low tool development effort, since the tools
do not have to be engineered from scratch.

Whilst this is useful for development and experimentation, a model-building pipeline
is recommended for projects intended for production deployment due to its greater
degree of automation. Pipeline abstractions are common for this automation task, but
some practitioners also suggest other kinds of model-building components, such as
a pipeline-architected component or a dedicated ML orchestrator that coordinates
disparate components at a higher level of abstraction.

Automated model building enables interchangeability of ML algorithms, low latency in
the model-building process, symmetry between experimental and operational tasks (in the
sense that the same software components are used for both pre-production and produc-
tion), reproducibility of each step in the model-building phase and enhanced support for
production-ready development. The main drawback is the increased tool development effort.

Our sources indicate that, when comparing the two automation options above, the
pipeline abstraction is usually preferred, as it is a highly flexible architecture that supports
greater development agility. Pipelines are also known to be scalable and loosely coupled.

Model-Building Tasks Decision If a model-building pipeline or model-building
component is chosen, the tasks to be performed during automated model building
can be decided in a subsequent decision. Common tasks typically performed in such
components are model training, data splitting (e.g. into training and test data),
model validation and automated or semi-automated model selection if multiple models
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were built. Model selection is usually needed if the practice of training multiple
model versions with different parameters and/or algorithms is applied. Model
hyperparameter tuning describes the challenge of selecting optimal hyperparameters for
the learning algorithm(s). Some approaches automate model hyperparameter tuning
(e.g. in AutoML) as a model-building subtask. Our sources describe the tasks of model
packaging (e.g. in storage or exchange formats). To enable model training with error
tolerance, data checkpoints can be defined to allow for retraining if a previous attempt
failed due to a transient issue (e.g. a timeout). Some automated pipelines or components
not only use development tools in early, experimental stages but also integrate them into
the automated flows. This integration can be achieved either by using a development
tool export or, more elegantly, by utilising a development tool facade component
integrated into the automated flow. This way, the best of both worlds can be achieved.

When and how to train the model decision The model training task entails a follow-on
decision on when and how to train the model. Model training can occur via batch-
based learning or incremental learning. Alternatively, hybrid batch-based and
incremental learning is possible, where some factors of the model are trained in
batches and others incrementally.

Significant benefits of batch-based learning lie in offline training, especially when
massive amounts of data are to be handled. Thus, it usually has high memory requirements
and relatively poor speed performance, leading to pre-computation, which is beneficial
for scalability (provided incremental updates are not needed).

Incremental learning has the opposite effect on those forces. Thus, it is more
applicable when a reaction to unforeseen changes or the near real-time support for model
training is required. A downside is that the variety of ML algorithm choices supporting
incremental learning is limited.

2.5.3 AutoML

AutoML is a relatively recent and trending practice in which many tasks typically
performed manually by ML engineers, such as data preparation, feature engineering, model
training, hyperparameter tuning, model validation and model selection, are automated.
To achieve this, AutoML provides search algorithms to identify optimal solutions for
tasks within the ML pipeline.

AutoML decision The AutoML decision consists of two parts: (1) whether AutoML
should be applied; (2) if so, to further decide which practices should be automated. In
particular, AutoML can automatically preprocess the data during data preparation. It
can be used during feature engineering to generate new features and automatically
select meaningful ones. Throughout model training, it can be applied to automatically
train models, possibly using different parameters and/or ML algorithms by applying
automated hyperparameter tuning of data processing and model-building components
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and then make an automated model selection, e.g. based on ML or domain-based
metrics. In this context, it can use model validation to score the models.

The goals of applying AutoML are, for instance, requiring less manual tool development
effort and thus supporting higher development velocity and agility. These goals are achieved
through increased process and work automation, which also offers further key benefits:
via automation, AutoML provides greater explainability and reproducibility in data
processing and model-building tasks, as every step follows precisely specified algorithms.
Unfortunately, existing AutoML solutions do not consistently deliver results to the desired
quality standards, which often negatively impacts production-ready development and
additional tool development effort for engineering the AutoML solution would potentially
also be required in this case.

2.6 Discussion

2.6.1 Research Questions

RQi.1: Which ADDs are available to choose from in the context of the ML workflow,
and what are their corresponding decision options? As a result of a systematic review
of 29 source documents, 10 ADDs, 43 decision options and 30 decision drivers were
found to exist in the ML workflow. The decision options can be divided into two major
groups: automation-specific decisions and decisions to enhance the benefits of automation.
Examples of automation-specific decisions include how to approach data processing
automation, model building and whether to apply AutoML. Once an automation level
has been specified, the practitioner can then reflect on other choices that depend on the
impact of the forces and the specific need. For example, after selecting a data processing
pipeline, the practitioner needs to decide whether to process data in batches or
real-time, which data processing tasks to perform and how to persist features. Similarly,
once a model-building pipeline is defined, the practitioner can consider model-building
tasks to automate and the model training approach. The choice to automate, therefore,
opens new possibilities — some of which may not have been otherwise considered had
automation been ignored — that can greatly improve ML processes.

RQi.2: What are the relations between these decisions and their decision options?
There was an intriguing observation in relation to several decisions resulting from our
analysis. The data processing automation decision under consideration is a precondition to
a series of further decisions, such as which data processing tasks to perform, how to persist
and provide access to features, whether to process data in batches or real-time and how to
ingest data. This dependency means that the decisions concerning information-processing
automation should be considered before others when designing the ML workflow. Similarly,
the model-building automation decision is an antecedent to the decision points regarding
model-building tasks and the model training approach decision. The AutoML decision
holds a special position, as it is a meta-decision that may affect the solution of tasks at
both data processing and model building stages; it is often mentioned alongside various
other decisions. This observation implies that, as with data processing automation,
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the AutoML decision is worth considering earlier on in the planning process. The how
to trigger decision is a cross-cutting concern that affects many workflow components,
rather than being the descendant of a parent decision. Once such recurring decisions are
identified, it is rational to prioritise them, as they can also provide solutions to a variety
of contexts; thus, they can be regarded as important spheres for further investigation.

RQ1.3: Which decision drivers (forces) are relevant to the decision options? We sought
to understand the decision drivers — or forces — that practitioners consider salient. As
a decision option is evaluated, these forces can be categorised into qualitative concerns,
including maintainability, modifiability and flexibility and functional concerns, including
data throughput, latency and algorithmic diversity. The most common forces that can be
met when making the decision choices relate to automation, performance characteristics
and production readiness. When it comes to decisions about automation, factors such
as work automation, reproducibility and production-ready development tend to emerge.
When selecting operational parameters, i.e. batch-based data processing, real-time,
stream-based processing or a form of data ingestion, performance-related forces
prevail. To select decision options, practitioners must therefore consider opposing forces.
As an example, real-time, stream-based data processing has strong support for
low latency and near real-time support, but weakly supports mazimum data throughput
compared to batch-based data processing. On the other hand, batch-based data
processing supports reliability and offline processing but provides poor real-time support.
These tensions highlight the contextual character of architectural choices: the suitability
of a given choice is determined by which forces are most significant in a given project.

2.6.2 Summary

Modelling ADDs as performed in this study yields numerous benefits. In particular,
the ADD model can help scientists understand the needs and challenges practitioners
face and guide architectural decision-making based on existing practices. The study and
its resulting model also open up new avenues for exploration and further research in
this domain. One topic that is mentioned in several sources (s4, s6, s13, s21 and s26)
is security, which appears in the general context of operations and infrastructure (e.g.
serverless, enterprise infrastructure and fully-managed platforms) rather than the ML
workflow and thus falls outside the scope of this study.

The validity of the study is premised on the correct application of Grounded Theory
and consistent, accurate coding practices. We have endeavoured throughout to apply
the method correctly (as documented in our replication package [103]), but mistakes
cannot be entirely excluded. Validity may also be threatened by unreliable or omitted
sources. Since we continued coding sources until theoretical saturation was reached, this
increased the likelihood that a fair representation of the literature was achieved and
reduced the risk that relevant sources were not considered.

Bias poses a potentially significant threat to any study, and we have attempted to
reduce the risks associated with it. One of the main advantages of applying Grounded
Theory to grey literature rather than to interviews conducted by the authors is the
prevention of the authors’ influence on the results. Furthermore, the authors of this study
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were not affiliated with the practitioner sources used, thus further reducing the potential
for bias. Finally, the modelling conducted by each author was independently checked by
the other author, thus reducing the risk of individual bias during the modelling process.

Not all possible sources were considered in this study, so it cannot be ruled out that
some relevant sources were not identified for inclusion, leading to essential factors being
overlooked and excluded. This risk cannot be avoided, since it is infeasible to include all
available sources. However, since we coded to theoretical saturation, we argue that this
limitation does not invalidate our results. Also, please note that Grounded Theory does not
claim to achieve completeness [76], [96] but instead describes phenomena that exist. In the
same vein, our study does not claim to document “best practices”, as these are extensively
covered in Serban et al. [106]. The modelled practices, decisions and so on are merely
phenomena that have been observed to exist — no further claims are made in this regard,
and the options, decisions, and the like may not apply universally in every practical case.

2.7 Conclusion

Our study modelled practitioner methods, ADDs and decision drivers in the field of
software engineering and software architecture for ML. The resulting ADD model can
help researchers better understand practitioners’ needs and challenges, and guide their
decisions based on existing practices. The study also opens new avenues for further
research in the field, and the design guidance provided by our ADD model can also help
reduce design effort and risk. Future work could involve using our findings to provide
automated design guidance to ML engineers.
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3 Architectural Design Decisions for
Machine Learning Deployment

Deploying ML models to production is challenging, partly because of misalignment
between the software engineering and ML disciplines and partly because of potential
knowledge gaps amongst practitioners. To reduce this gap and inform decision-making, we
conducted a qualitative investigation into the technical challenges faced by practitioners,
drawing on a review of grey literature and applying the Straussian Grounded Theory
research method. We modelled current practices in ML, resulting in an ADD model
based on current practitioner understanding of the domain and a subset of the decision
space. We identified seven ADDs, various relations between them, 26 decision options
and 44 decision drivers across 35 sources. Our results aim to help bridge the gap between
science and practice, increase understanding of how practitioners deploy their solutions
and support practitioners in their decision-making.

3.1 Introduction

Software engineering, software architecture, and ML are all established disciplines, but a
significant disparity has emerged between software engineering and software architecture
on the one hand and ML on the other, even though ML often involves software engin-
eering activities such as development, maintenance, and deployment [38], [39], [40]. ML
practitioners have various ADD options to choose from. Since software engineering and
software architecture approaches to ML are still at a relatively early stage compared to
traditional software engineering and software architecture practices, in addition to the
lack of systematic approaches to solution building and systems design, it may be hard for
practitioners to know which options are available to choose from in a given situation.

We conducted a qualitative grey literature study [95], [97], based on Grounded The-
ory [65], [76], [96], |110], to formalise current practitioner understanding and architectural
concepts of ML solution deployment. Other detailed aspects of ML engineering, such as
data processing, big data and development environments, were not explicitly part of this
study. We cover data processing as part of the ML workflow similarly in prior work [23]
in this doctoral thesis, and may address the remaining topics in future work.

This chapter corresponds to Pa, presents RCs and sets out to address the following
research questions as part of RQ; and RP;:

RQ1.4 Which ADDs are available to choose from in the context of deployment for ML,
and what are their corresponding decision options?
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RQ1.5 What are the relations between these decisions and their decision options?

RQ1.6 Which decision drivers (forces) are relevant to the decision options?

The result was a formal model of ADDs, decision options, decision drivers and their
relationships in the domain of ML deployment, implemented in Python, that serves to
guide practitioners and advance the scientific knowledge of their practices, concerns and
understanding in the field of ML deployment.

We discuss related studies in the field in Section B.2] and describe our research method
in Section After that, in Section we present the various ADDs, decision options,
decision drivers and their relationships, which represent the results of our empirical
study. In Section (3.5 we interpret our results and consider possible threats to validity
before finally concluding in Section [3.6]

3.2 Related Work

There appear to be relatively few standardised methods and processes in software engin-
eering for ML. Thus, ML engineers who wish to apply professional software engineering
techniques must contend with numerous engineering and architectural decisions.

Washizaki et al. [104] conducted a systematic literature review that categorised and
detailed a collection of software patterns and anti-patterns for ML. Like our study, theirs is
based on grey literature, but it also includes scientific literature. In contrast to ours, their
work focuses on ML pipeline and software development patterns rather than deployment
patterns, which is the focus of our work.

Sculley et al. |38] describe the technical debt incurred when maintaining production
ML systems, including entanglement, data dependencies, configuration challenges, repro-
ducibility debt and system anti-patterns. Some of these factors are essential motivations
for our work, but in contrast to our work, Sculley et al. do not provide detailed ADDs for
ML deployment.

Lwakatare et al. [39] conducted an empirical investigation into the software engineering
challenges of ML systems. They devise a taxonomy of common issues, including data
dependency management, deployment difficulties and challenges in result reproduction,
without formally modelling design decisions.

Bosch et al. |105] provide an overview of the software engineering challenges associated
with ML solutions, including model management, deployment, data pipeline challenges,
monitoring, logging, design methods and data quality management. They also identify
unresolved research areas, including the creation of distributed models, distributed data
storage, data generation and automated experimentation. Whereas our work concentrates
on concrete ADDs for deployment, theirs focuses on identifying challenges (which partially
appear in our decision drivers) and categorising relevant practices at a higher level of
abstraction than we do.

Nascimento et al. [40] provide a comprehensive systematic literature review on software
engineering for ML, document the state of the art and identify open challenges, mainly in
testing, Al software quality and data management. They found that most of the proposed
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software engineering practices are guidelines, lessons learned and tools. We propose a
formalised guidance model in the form of ADDs for the deployment of ML models, a field
not yet adequately covered in the literature.

Mékinen et al. [111] studied the importance of MLOps to practitioners for rapid de-
ployment in ML via a survey. They discovered that most respondents were focused on
utilising data effectively, the initial building and deployment of models and that MLOps
is only beneficial for retraining and redeploying models. Unlike our approach, they did
not develop an ADD model for ML deployment. Despite their findings and the overlap
with the subject of this study, our research indicated that MLOps is a complex topic and
includes many non-deployment-related ADDs.

Our approach was to reduce the gap between science and practice by studying methods
and techniques documented by ML practitioners in deployment contexts. We formally
modelled ADDs, decision options, practices, decision drivers and their relations. Valuable
insights were gained, which may guide practitioners in selecting suitable solutions to
recurring design decisions, help practitioners overcome challenges, mitigate problems
and avoid unsuitable decisions. In this study, we restrict ourselves to decisions asso-
ciated with the deployment of ML models. To our knowledge, this is one of the first
studies of its kind in the field.

3.3 Research Method

We conducted a grey literature study as a systematic investigation into practitioners’
understanding of ML model deployment, using practitioner sources exclusively. Applying
Straussian Grounded Theory [76], [96], we coded the phenomena encountered in our
sources and developed a formal theory, coded as a model in Python with UML-based
visualisations. We previously successfully applied Grounded Theory, combined with a grey
literature study, in other studies 23|, [98], [99], and briefly describe the method below.

Initially, we used search engines (e.g. Google, StartPage and DuckDuckGo) and topic
portals (e.g. InfoQ and DZone) to search for practitioner sources consisting of blog posts,
presentations and videos. Our initial source search term was “ML deployment”. Sources
were considered relevant if they were not marketing a business or product. The authors
checked each other’s selection for suitability.

We open-coded each source in depth and performed axial and selective coding, form-
ally modelling each ADD, ADD relation and decision driver in Python-based models
and generating automated UML models in PlantUML [79]. Further sources were act-
ively sought during the coding process based on the preceding findings. This search
involved continuous consideration of the topics needing to be coded and their potential
contribution to the model.

We continued coding sources until theoretical saturation (i.e. “the point in category
development at which no new properties, dimensions, or relationships emerge during
analysis” |96]) was reached after 35 sources. See Table for the full list of sources.
The result was a formal UML-based ADD model that covered decision options, their
relationships and relevant decision drivers.
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Table 3.1: List of Knowledge Sources Included in the Study

ID Title Source Type Example Source
Code

sl How to power up your product by machine Practitioner True False
learning with python microservice, pt. 1 Audience Article

s2  Architecting a Machine Learning Pipeline: Practitioner True False
How to build scalable Machine Learning sys- Audience Article
tems — Part 2/2

s3 Some Thoughts on Modularization in Machine Practitioner False False
Learning Audience Article

s4  Productionizing Machine Learning with a Mi- Presentation Video False False
croservices Architecture

s5  Microservices Suck for Machine Learning (and Practitioner True True
what we did about it) Audience Article

s6  MLOps: Continuous delivery and automation Practitioner True False
pipelines in machine learning Audience Article

s7  Composing Deep-Learning Microservices for Practitioner True False
the Hybrid Internet of Things Audience Article

s8  Continuous Intelligence: Moving Machine Slides True False
Learning Application into Production Reliably

s9  Architecture of a real-world Machine Learning Practitioner True False
system Audience Article

s10  Architecting a Machine Learning System for Practitioner True False
Risk Audience Article

s11 Architecting a Scalable Real Time Learning Practitioner True False
System Audience Article

s12 System Architectures for Personalization and Practitioner True False
Recommendation Audience Article

s13  Architectural thinking in the Wild West of Practitioner True False
data science Audience Article

s14 Machine Learning Architecture: The Core Practitioner False False
Components Audience Article

s15 Scalable Software and Big Data Architecture — Practitioner False False
Big Data and Analytics Architectural Patterns Audience Article

s16 Machine Learning in Production: Software Practitioner True False
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ID Title Source Type Example Source
Code
s17  AutoML Practitioner False False
Audience Article
s18 AutoML is Overhyped Practitioner True False
Audience Article
s19 Three Levels of ML Software Practitioner True False
Audience Article
s20  MLOps: Methods and Tools of DevOps for Practitioner False False
Machine Learning Audience Article
s21  MLOps: What It Is, Why it Matters, and Practitioner False False
How To Implement It (from a Data Scientist Audience Article
Perspective)
s22 MLOps Principles Practitioner False False
Audience Article
s23 Machine Learning Monitoring: What It Is, and Practitioner False False
What We Are Missing Audience Article
s24  Automated monitoring of your machine learn- Blog Post False False
ing models with Amazon SageMaker Model
Monitor and sending predictions to human re-
view workflows using Amazon A2l
s25 MLOps: Model management, deployment, and Practitioner False False
monitoring with Azure Machine Learning Audience Article
s26 The Pros and Cons of Using Jupyter Note- Practitioner False False
books as Your Editor for Data Science Work Audience Article
TL;DR: PyCharm’s probably better
s27 10 reasons why data scientists love Jupyter Practitioner False False
notebooks Audience Article
s28 b reasons why jupyter notebooks suck Practitioner False False
Audience Article
s29 Jupyter Notebook is the Cancer of ML Engin- Practitioner False False
eering Audience Article
s30 Comparing Data Version Control Tools — 2020 Blog Post False False
s31 How to test your ML models from hypothesis Blog Post False False
to production
s32 Evaluate ML Classifier Performance using Stat- Blog Post True False
istical Hypothesis Testing in Python
s33 Testing Your Machine Learning Pipelines Blog Post True False

Continued on next page...
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ID Title Source Type Example Source
Code
s34 Performance Testing ML Serving APIs With Blog Post True False
Locust
s35 Machine Learning at Scale with Parallel Pro- Blog Post True False
cessing
3.4 ADDs

This section presents our study results as ADDs derived from practitioner views and
practices sourced from grey literature within the context of deploying ML models. Table[3.2]
shows an overview of the various ADDs, the number of sources, the decision options,

the practitioner sourcesEﬂ

are described in this section.

and the decision drivers (forces) with their impact

ﬂ These

Table 3.2: Study Results: Overview of ADDs, Number of Sources, Decision Options,
Practitioner Sources and Related Decision Drivers

ADDs # | Decision Options Practitioner | Decision Drivers
Sources

How to 1. No automated deploy-|sl, s2, s3, s4, | f1(--), £2(-), £3(-)
approach ment s6, sl5, sl6,
deployment of s26, 827, s28,
ML models? s35

2. Build, test, and deploy | s1, s2, s4, s6, | f1(+), f2(+), £3(++)

models to be served and | s19, s20

other system components

in a semi-automated

fashion by deploying

14 pre-prepared pipelines

3. Build, test, and deploy | sl, s2, 6, s19,| f1(++), £2(++), £3(++)

ML models based on s20, s25

CI/CD pipeline

automation
How to 1. No integration or deliv-| sl, s6, s20 f1(--), f2(-), f4(-), 15(--),
automate ery automation f6(--), f7(-), 18(-), f9(--),
integration f10(--), f11(-), f12(--), f13(--)
and delivery 2. Build and deployment | s1, s9, s10 f1(+), £2(+), f4(+), £ ( +),
in an ML scripts f6(-), f7(-), 18(o), f9(-),
context? £10(+), f11(0), f12(-), £13(-)

Continued on next page...

The following colour scheme in Table indicates the source frequency:

[] < 5%, [] < 10%, [] < 20%, [] < 35%, [] < 50%, [] < 70%, [] > 70%.

interpretation of the grey literature sources.
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Design # | Decision Option Practitioner | Decision Drivers
Decision Sources
3. CI/CD pipeline sl, s2, s4, s6, | f1(++), f2(++) f4(++),
s8, 89, s10,|{5(++), 6(++), {7(+), £8(+),
16 s13, 520, 25, f9(++), f10(++), f11(++),
s31, 832, 833 | f12(++), f13(++)
4. ML orchestrator s4, s6, s8, s9,| f1(+), f14(+)
sl4, s21, s29
Which tasks 1. Packaging s2, s4, s6, s25 | @
can be 2. Testing s2, s4, sb, s6,| I
performed by s31, 33, s34
a delivery 3. Building s4, s6, s8 %]
pipeline or 4. Deployment s4, s6, s8, s13,| &
component? s17, s18, s19,
s20, s23, s24,
19 $25
5. Containerisation sd, s7, s8, 89,| @
s11, s19
1. On-demand trigger s2, s4, s6, 89, | &
How to trigger s12, s21, s22
an ML 2. On commit trigger sd, s8, s22,|Q
pipeline or $25
orchestrator? 3. On schedule trigger sl, s2, s6, 89,| @
s12, sl4, s21,
s22, s33
4. On availability of new | s6, s21, s22 1%/
training data trigger
14 | 5. On model performance | s6, s19, s21,| o
degradation trigger s23
6. On changes to the data | s6, s21, s22 1%/
distribution trigger
How to 1. No data versioning s4, s21, s22,|f10(--), f15(-)
ion data? s30, s31
version 2. Data version repository | s4, 88, s20,| f4(++), f10(++), f15(++)
s22, s25, s30,
8 s31
3. Data versioning in s4, s22, s30,|f4(--), f10(--), f15(--), f16(--)
code repository s31
Which model 1. Single model in produc-| s2, s6, s13 f17(--), £18(--)
versions tion
should be 2. N versions in produc-|s2, s4, s6, s9, | f17(++), f18(++), f19(++)
deployed and | 7 | tion s20, s25
how? 3. Rollback to previous s4, s6 f17(+), f18(+)
model version

Continued on next page...
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Design # | Decision Option Practitioner | Decision Drivers
Decision Sources
Should 1. No MLOps s4, s6, sl9,|fl(o), f2(o), f4(0), £5(0), f6(0),
MLOps be s20, s21, s22,| 10
applied and, if $25 f19(0), £20(0), f21
so, when? 23(0), 2

2. MLOps s4, s6, s19,|f1(+
s20, s21, s22,| f6(+
$23, 525 f14

Forces Codes/Sources: fl: Process and work automation [s1, s8, s15, s18, s20, s22|, f2:
Iterative development [s1, s4, s22|, £3: Observability [s4, s8, s12, s19], f4: Development
velocity [s5, s17, s18, s19, 25, s26, s29, s30, s31], £5: Deployment velocity [s25, s29], {6:
Dependable releases [s20], f7: Reliability [s2, s5, s8, s10, s23|, f8: Independent development
[s1, 83, s4, s5, s6, s7, s19|, f9: Modifiability [s5, s6, s8, s33], f10: Reproducibility [s6, s8,
s13, s17, 20, s21, s22, s25, s26, s27, s28, s29, s30, s31, s33], f11: Testability [s8, s28], f12:
Auditability [s8, s25, s33], f13: Continuous improvement [s8, s21], f14: Ability to identify
whether data has changed over time [s20, s24, s25], f15: Handling large data files [s30, s31],
f16: Flexibility [s10, s26, s27, s30, s31], f17: Safe transition between production models [s2,
s6|, f18: Rolling upgrades [s4, s6], f19: Shadow mode testing [s6, s20, 25, s31], £20: Division
of labour [s1, s3, s4, s5, s7, s20], f21: Reduced time to market [s20, s21, s29|, £22: Better
user experience [s20, s21], £23: Better customer satisfaction [s20], £24: Higher quality of
predictions [s20, s21, s25], £25: Ability to recognise model degradation [s20, s24], f26: Ability
to address model degradation [s20, s24|, £27: Improve model management [s20, s21], £28:
Change tracking [s20, s26], £29: Simplified deployment [s20, s21, s29], £30: Align models
with business needs [s21, s23, s33, s34, £31: Align models with regulatory requirements [s21,
$23, 25, s33], £32: Explainability [s17, s21, s25, s29, 33|, £33: Reusability [s7, s13, s19, s21,
25, s26], £34: Infrastructure costs [s5, s21], £35: Development agility [s10, s13, s17, s21, s26,
s27, s28], £36: Model consistency [s21, s25, s33], £37: Unlock new sources of revenue [s21],
f38: Save time [s21], £39: Reduce cost [s21, s23, s34|, f40: Management agility [s21], f41:
Experimental operational symmetry [s6, s13, s21|, f42: Modularity [s7, s10, s16, s19, s21,
25|, f43: Rapid experimentation [s21, 25, s26], f44: Reduce technical debt [s22, $26, s29]

3.4.1 Deployment Approach Decision

Deployment in an ML context is the process of making a trained ML model available
so that clients can use its predictions. When planning to deploy ML models, a decision
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must be made about the level of automation to apply. Our sources identified three
initial decision options addressing automated deployments, each encompassing varying
levels of automation.

As illustrated in Figure 3.1} the trivial decision solution is to opt for no automated
deployment; however, this option hinders iterative development and precludes process and
work automation, along with reducing observability. An alternative deployment decision
option that offers at least some degree of automated delivery is building, testing and
deploying models to be served, along with other system components in a
semi-automated fashion by deploying pre-prepared pipelines. This process is
considered semi-automated because although the pipeline execution can be automated,
the pipeline must be manually created whenever it changes in any aspect. The advantage
of adopting this approach is increased support for process and work automation and
iterative development, as well as enhanced observability.

How to app! ploy of
learning models? : Decision

«Consider If Not Decided Yet»
whether to perform integration
and delivery automation

«Option» «Option» «Option»

Build, test, and deploy models
to be served and other system
No automated deployment : Practice P ina

fashion by deploying pre-prepared
pipelines : Practice

Build, test, and deploy machine
learning models based on
CI/CD pipeline automation

: Practice

«Consider If Not Decided Yet»
consider a holistic integration
and delivery approach in a
machine learning context

«Can Include» «Can Include»

How to automate
«Can Include» Model building pipeline : Practice «Can Include» integration and delivery in a
machine learning context? : Decision

«Consider If Not Decided Yet»
«Can Be Combined With» whether to apply MLOps

“«Consider If Not Decided Yet»
whether to apply MLOps

Should MLOps be applied and, if|
Data pipeline : Practice so, when? : Decision

Figure 3.1: Deployment approach decision.

An option that yields greater automation is to build, test and deploy ML models
based on CI/CD pipeline automation. “CI/CD” stands for “continuous integra-
tion/continuous delivery”. CI is “the practice of building and running automated tests
against every change you make to your application so you can ensure that your software is
always in a working state” |22, whereas CD “provides the ability to release new, working
versions of your software several times a day” |22]. Thus, CI/CD is understood as the
combination of both approaches. Applying this level of automation leads to a dramatic
increase in support for all three forces. Noteworthy is that both the semi-automated
and CI/CD pipeline decision options can both include a data pipeline (automation
of the data processing steps involved in building an ML model), a model building
pipeline (automation of the training and evaluation steps of building an ML model)
or both, since these practices may also be combined.
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A related decision to consider, either from the outset or when evaluating whether
to apply CI/CD pipelines, is a more inclusive approach, specifically how to automate
integration and delivery in an ML context. We shall consider this decision in Section [3.4.3
Finally, should MLOps be applied and, if so, when is another related decision and is
discussed in Section B.4.2

3.4.2 MLOps Decision

Should MLOps be applied and, if so, when is a recurring decision throughout this study.
MLOps has become increasingly relevant to practitioners [111] and encompasses techniques
for the rapid deployment of ML models. It includes data-related practices such as data
sourcing, data analysis and data labelling; model-related practices like model
benchmarking, model training and model validation; and various other practices
including experiment tracking, hardware scaling and model service profiling. As
evident in Table MLOps is a holistic approach that is associated with 35 decision
drivers out of the 44 we discovered and thus represents an important design decision.

3.4.3 Automatic Integration and Delivery in an ML Context Decision

When deciding how to automate integration and delivery in an ML context, the simplest
solution is to opt for no integration or delivery automation. Several practitioners
strongly advise against this approach due to its detrimental impact on many forces, includ-
ing process and work automation, iterative development, deployment velocity, dependable
releases, reliability, independent development, modifiability, reproducibility, testability,
auditability and continuous improvement.

An alternative option for continuously automating deployment processing is to use a
CI/CD pipeline, which was previously considered for the initial deployment approach
decision. Our sources recommend this, particularly regarding the aforementioned forces.
CI/CD pipelines are related to several other practices. For instance, they can be
combined with an ML orchestrator to coordinate pipelines and experiments. An ML
orchestrator is a component that can take responsibility for automating dataset prepara-
tion and cleansing, or for coordinating model development across specific data sources
and features.

Applying a CI/CD pipeline enables automated provisioning, that is, automation
of the actual deployment step. The CI/CD pipeline can use a model registry to
access models and model candidates. Pipeline parameters and versions can be stored in
an ML metadata store where, e.g. data and parameters can be tracked so that the
practitioner can understand how specific models were built. It is worth noting that the
two aforementioned practices entail a related design decision (how to store data used in
ML applications), but this decision shall not be explored further since it is concerned with
operational aspects of ML applications and no longer falls within the scope of this study.

An alternative solution is to manually perform automated deployments using build
and deployment scripts, which is beneficial for process and work automation, iterative
development, deployment velocity, dependable releases and reproducibility. The ML or-
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chestrator (previously described in relation to CI/CD pipelines and for which two
forces are described in the literature) is yet another potential decision option. Using an
orchestrator allows monitoring data changes, which is beneficial for identifying whether
data has changed over time. Such monitoring can be advantageous, as it enables the data
and model-building pipelines to be triggered as early as possible based on changes to
the data distribution (see Section , thereby reducing the likelihood that obsolete
models remain in production longer than necessary. Process and work automation is also
improved by using an orchestrator: by not running everything manually, we reduce the
scope for human error and free up engineers for other tasks.

Two related practices (build and deployment scripts and CI/CD pipeline) in-
vite the practitioner to consider which tasks can be performed by a delivery pipeline or
component. This decision shall be described in Section [3.:4.4] Various other top-level
decisions present themselves for consideration, e.g. how to trigger an ML pipeline or
orchestrator, how to version data and which model versions should be deployed and how.
These decisions shall likewise be described below. Finally, as shown in Figure every
decision involving automation also suggests considering MLOps as a design decision.

How to automate integration
and delivery in a
machine learning context? : Decision

( . «(ﬂphonr;) ) od «Consider If Not Decided Yet»
name = "manually perform automat

«Option» deployments”}

No integration or delivery automation
: Do Nothing

IBuiId and deployment scripts : Practice

«Consider If Not Decided Yet»

How to trigger a machine learning Which model versions should be
pipeline or orchestrator? deployed and how?
: Decision : Decision

«Option»
{name = "orchestrate multiple pipelines
and/or components"}

«Consider If Not Decided Yet»
«Option» whether to apply MLOps
{name = "continuously automate the
deployment e.g. upon commits"}

«Consider If Not Decided Yet»

CI/CD pipeline : Practice| «Can Be Combined With»
orchestration of pipelines and

experiments

«Consider If Not Decided Yet»
tasks to be performed by the deployment

scripts. How to version data? : Decision

«Consider If Not Decided Yet»
whether to apply MLOps

Machine learning orchestrator
: Practice

«Consider If Not Decided Yet»
tasks to be performed by the delivery
pipeline

«Consider If Not Decided Yet»|
whether to apply MLOps

«Consider If Not Decided Yet»

«Can Use» whether to apply MLOps

store all pipeline parameters and
versions as metadata

Which tasks can be performed by
a delivery pipeline or component?

: Decision
Machine learning metadata store ) :

- Practice Automated provisioning : Practice

«Can Use»
access models and model candidates «Consider If Not Decided Yet»
«Consider If Not Decided Yet» whether to apply MLOps
«Consider If Not Decided Yet» Model registry : Practice,
How to store data used in )
machine learing applications? «Consider If Not Decided Yet» Should MLOps be applied and, if|
- Decision whether to apply MLOps so, when? : Decision

Figure 3.2: Automated integration and delivery in an ML context decision.
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3.4.4 Delivery Tasks Decision

When planning how to deploy ML models, the practitioner needs to consider which tasks
can be performed by a delivery pipeline or component, as presented in Figure [3.3] For
this ADD, the list of forces in Table for the corresponding decision options described
below is empty (&) because they are inherited from two parent decision options: CI/CD
pipeline and build and deployment scripts.

Which tasks can be performed by
a delivery pipeline or component?

: Decision
«Option» «Option» \O‘ption» «Option»

IBuiIding 5 Practicel |Dep|oyment : Practice

Packaging : Practicel JTesling : Practice I

«Consider If Not Decided Yet»
whether to apply MLOps

«Can Include»
testing technique

) ) «Option»
«Consider If Not Decided Yet» «Can Include»

testing technique

What to test in a machine
learning pipeline? : Decision

«Can Include»
testing technique

Containerisation : Practice

«Consider If Not Decided Yet»

«Option» whether to apply MLOps

«Option»

Should MLOps be applied and, if
so, when? : Decision

A/B testing : Practice

Canary testing : Practice | |Hypothesis testing : Practice |

Figure 3.3: Delivery tasks decision.

One essential task that a delivery pipeline or component can perform is building,
which, in the context of delivery tasks, may involve creating models, container images,
executables, services or ML pipelines.

Another vital task is packaging, which involves assembling build artefacts for further
use. Packaging goes hand in hand with containerisation, which uses, e.g. Docker [33|
to prepare application images and execute them in a containerised environment.

Testing is yet another delivery task. It may include various techniques, such as canary
testing (initially releasing new versions of an application to a subset of traffic/users),
A /B testing (randomised, statistical comparison of versions) and hypothesis testing
(a comparison of ML algorithms before deployment). The related decision of what to
test in an ML pipeline also uses these techniques. This decision will not be explored
further, as it is not specifically concerned with deployment. Deciding whether ML Ops
should be applied and, if so, when can be considered from the outset or when deciding
what to test in an ML pipeline.

3.4.5 Trigger Pipeline or Orchestrator Decision

ML pipelines and orchestrators (“components”) can be initialised through triggers. Triggers
vary in nature and may, for example, be based on events during the development process,
feedback from a live system or be scheduled or manual. The corresponding ADD is how
to trigger an ML pipeline or orchestrator, presented in Figure [3.4] As in Section [3:4:4]
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How to trigger a machine learning

pipeline or orchestrator?
: Decision

«Option»
{name = "when a commit to a source
or data version control repository «Option»

happens’ «Option» «Option» - o>
ppens’) {name = "when new data is collected {name = "when a noticeable performance (’I':nee S agh;’s“f‘;ﬂ’;‘gﬁ)’;‘ég;’:ﬂzs

and made available in data stores") degradation is observed") ‘s observed)

On availability of new training
data trigger : Practice

On model performance degradation
trigger : Practice

On changes in the data distribution
trigger : Practice

«Option»
{name = "ad-hoc manual execution «Option»

of the pipeline, or triggered {name = "frequent pipeline runs «Requires»

by other pipeline or service} €.g. on a daily, weekly, or monthly «Consider If Not Decided Yet»

basis"} whether to apply MLOps

Should MLOps be applied and, if
50, when? : Decision

Figure 3.4: Trigger pipeline or orchestrator decision.

«Consider If Not Decided Yet»
whether to apply MLOps

On-demand trigger : Practice| [On commit trigger : Practice| [on schedule trigger : Practice | [Model performance monitoring : Practice

the decision options’ forces for this ADD are inherited from a parent; in this case, the
ADD how to automate integration and delivery in an ML context. Thus, the list of forces
for the following trigger-specific decision options is empty (&) in Table

¢ An on-demand trigger initiates a pipeline or orchestrator via manual execution,
such as by a human operator.

e An on commit trigger activates components following a commit event in a source
control management or data version repository system.

e An on schedule trigger starts a component at a given time or with specified
regularity.

e If new training data becomes available, this may also prompt a component to
start.

e If model performance degradation is detected, this event may also serve as a
component trigger. Note that model performance monitoring is a prerequisite
for this option.

e Changes to the data distribution may trigger a component when statistical
changes to any data set used to train the model cross a predefined threshold.

When evaluating this decision and the model performance monitoring practice
required for detecting model performance degradation, deciding whether ML Ops
should be applied and, if so, when can be considered at this stage, if the practitioner
has not already done so.

3.4.6 Data Versioning Decision

Managing data is central to all phases of ML model development. Furthermore, deciding
how to version data (presented in Figure is directly related to model deployment since
a significant design decision — discussed in Section — surrounds which model versions
should be deployed and how. Three decision options were identified in the literature, and
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’How to version data? : Decisionl «Consider If Not Decided Yet»
whether to apply MLOps

«Option»

—>{Should MLOps be applied and, if
«Option» so, when? : Decision
{name = "version repository with «Option»
specific technology-support for
data versioning"}

No data versioning : Do Nothingl

Data versioning in code repository
: Pattern

’Data version repository : Patternl «Uses»\)| Version control repository : Practice

Figure 3.5: Data versioning decision.

it is crucial to carefully consider these practices, as not all forces were described for each
practice. For instance, handling large data files and reproducibility are defined for all
three practices, whereas development velocity was defined for two practices and flexibility
was only defined for one.

The simplest option is no data versioning, but practitioners consider it undesirable
for handling large data files, which is not ideal since ML routinely uses them. It is also
detrimental to reproducibility, as it becomes highly challenging to track data changes
when practising either technique.

Data versioning in a code repository is a typical pattern that uses version control
repositories such as |Git| to store ML data files. This approach to version control may
initially appear to be appealing and intuitive since such repositories are excellent for
versioning source code. However, several drawbacks may arise with such systems when
handling large data files, which are typically used in ML. Such code versioning systems are
not suited to versioning large files and do not aid reproducibility, since data file versions
are hard to keep track of when they are updated simultaneously, and the development
velocity is hindered because code versioning systems are slow when handling large files.
Finally, the tight coupling with the same system used for source control reduces flexibility.
This practice is considered unsuitable in the literature across all four practices.

Our sources indicate that if the practitioner wishes to increase support for handling
large data files, reproducibility and development velocity, using a data version repository
designed to support large files in an ML context, such as |DVC| appears to be an ideal
approach. Note that no impact on flexibility was documented in our sources when using
a data version repository. Finally, the only related decision to consider, if not already
decided, is whether MLOps should be applied and, if so, when.

3.4.7 Deploying Model Versions Decision

As mentioned previously, another significant ADD to consider is which model versions
should be deployed and how. This ADD is depicted in Figure [3.6] The sources used
in this study identified three main decision options, each related to two possible forces.
The decision to deploy a single model in production is the most straightforward
option. Still, it is unsuitable if the practitioner is aiming for safe model transitions
or rolling upgrades, primarily because of the downtime required to swap out a single
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Which model versions should be
deployed and how?
: Decision

«Option»
{name = "redeploy previous model
version and then switch to previous
model"}

«Option» «Consider If Not Decided Yet»

whether to apply MLOps

Rollback to previous model version

: Practice so, when? : Decision

Should MLOps be applied and, i'l
«Option»
{name = "deploy multiple model versions
at the same time"}

«Can Use»
keep previous version in production

to enable immediate rollback «Enablesy

A/B testing
’{ N i in pr ion : Pattern IL > A/B testing : Practice|

«Enables»
canary testing

Single model in production : Do
Nothing

«Can Use»
manage version metadata

«Can Use»
manage version metadata

«Can Use»
I manage version metadata

Machine learning metadata store
: Practice

Canary testing : Practice

Figure 3.6: Deploying model versions decision.

model version and the lack of availability of multiple model versions. The practice of
rolling back to a previous model version, on the other hand, is more suited to
both safe model transitions and rolling upgrades, as the practitioner can easily revert to
a previously deployed model version. Finally, n versions in production is a pattern
highly recommended in the literature for both safe model transitions and rolling upgrades,
as it enables smooth swapping out of model versions without downtime. This pattern
is also suited to shadow mode testing, enabling A /B testing and canary testing, thereby
increasing confidence that new model versions are production-ready. Notably, n versions
in production does not appear to impact reliability.

All three practices use a ML metadata store, which was previously encountered when
considering how to automate integration and delivery in an ML context. The practitioner
may also wish to consider MLOps if this has not been decided.

3.5 Discussion

3.5.1 Discussion of the Research Questions

RQi1.4: Which ADDs are available to choose from in the context of deployment for
ML, and what are their corresponding decision options? After analysing 35 sources, we
discovered evidence for 7 ADDs, various relations between them, 26 decision options
and 44 decision drivers in the context of deployment for ML. We note that the decision
options can be grouped into two main categories: automation-specific decisions and
decisions to enhance the benefits of automation.

Examples of automation-specific decisions include how to approach deployment of ML
models, how to automate integration and delivery in an ML context and should MLOps be
applied and, if so, when. Once a level of automation has been selected, the practitioner
may consider other decisions, e.g. what the automation process should support, based on
associated force impacts and specific requirements. For instance, the practitioner may
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consider which tasks they would like their delivery pipeline or orchestrator to perform
and how to trigger it. Furthermore, the practitioner may consider how to version data
and which model versions should be deployed and how. Opting for automation opens up
new possibilities — many of which might not have even been considered if automation
had been disregarded — that can aid ML considerably.

RQ1.5: What are the relations between these decisions and their decision options? A
curious phenomenon emerged in connection with a particular decision. MLOps appears
multiple times as a related decision for all six other decisions. MLOps is so prevalent
throughout our findings that it may be worth considering MLOps first when planning the
deployment. Giving precedence to such recurring decisions makes sense if identified, as
they can lead to solutions across multiple contexts. This discovery also indicates that
MLOps may be a significant area for further research.

Similarly, when considering decision options, CI/CD pipelines appeared more than
once. Interestingly, when considering CI/CD pipelines in the context of how to approach
deployment, the practitioner is invited to consider how to automate integration and
delivery, which also includes the CI/CD pipeline option and is a more comprehensive
approach to automation. This logical progression corresponds to the natural thought
process of a practitioner as they search for and choose solutions. Upon considering a
potential solution, the practitioner is led towards an all-encompassing approach that
opens up new possibilities.

RQ1.6: Which decision drivers (forces) are relevant to the decision options? Our
research has helped us identify the decision drivers (forces) that practitioners are most
concerned with. When evaluating a given decision option, these are relevant factors and
fall broadly into two categories: qualitative (e.g. modifiability) and functional (e.g.
iterative development). Forces (codes of which can be cross-referenced in Table can
also be categorised by the aspects they support as follows:

e Automation: f1.

Development: f2, f4, f8, 9, 13, f15, 18, £35, f44.

Understanding: 3, f10, f12, £32.

Deployment: {5, 6, {16, f17, £29.

Performance: {7, {22.

Quality: f11, 20, £28.

ML-specific needs: {14, {23, 24, 25, {26, {27, £33, £36, f41, f42, f43.
e Business needs: 19, {21, 30, 31, 34, £37, 38, 39, {40.

The top three categories, based on the number of forces, were support for ML-specific
needs, business needs and development. Out of all the decision options, using a CI/CD
pipeline for the automated integration and delivery decision was mentioned most (in
13 sources), whereas rolling back to a previous model when deciding which model

64



3.5 Discussion

versions should be deployed and how was mentioned least (in just two sources). For
the decision options in Table without force relations, the reader is reminded that
any out-of-scope forces were excluded from the study, and these options inherit forces
from their parent decisions and practices.

3.5.2 Threats to Validity

Stol et al. [113] describe “method slurring”, which encompasses common methodological
errors that undermine Grounded Theory and may generally occur when one claims “to
use a research method without actually following its guidelines” — precisely (in the case
of Grounded Theory) when researchers “adopt an arbitrary subset of Grounded Theory
practices that are not recognisable as Grounded Theory”. The likelihood of this study
exhibiting method slurring is low, as we include all the steps necessary for a Grounded
Theory study according to Stol et al. [113] (simultaneous data collection and analysis,
constant comparison, coding, memoing and theory development). We did not collect
our data before beginning analysis; neither did we collect or categorise data according
to an existing theory, nor did we base our analysis on seed categories or preconceived
analytical frameworks. We also specify the exact version of Grounded Theory we applied,
i.e. Straussian Grounded Theory.

Our study employs a subjective methodology, so it cannot be ruled out that our
interpretation of the sources involved a certain degree of bias. This threat cannot be
eliminated, but since both authors iteratively cross-checked each other’s activities, we
assert that any bias or inaccuracies were reduced.

A methodological threat to validity may arise when using unreliable or irrelevant sources
or, conversely, excluding reliable or relevant sources. To mitigate this threat, we continued
coding sources until theoretical saturation was reached, thereby reducing the impact of
any potential outliers.

Hagstrom et al. [114] and Piasecki et al. [115] describe the use of Web search engines for
finding sources when conducting literature reviews. Any search-based bias was mitigated
by consistently applying these search methods and inclusion-exclusion criteria and by
allowing our findings to guide us.

Grounded Theory aims to discover and explain phenomena that exist — it neither claims
to exhaustively capture all such phenomena, nor does it claim to quantify their frequency
or guarantee a specific distribution or coverage [116]. We similarly make no such claims,
nor do we claim to document best practices or universally applicable recommendations,
since the modelled practices and decisions are merely observed phenomena.

Considering every possible source would have been infeasible and would likely have
brought little additional benefit, as we reached theoretical saturation. For the same
reason, it is unlikely that a multivocal literature review would have led to dramatically
different results. Thus, we are confident that our results accurately model practitioner
understanding of the domain.
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3.6 Conclusion

This Grounded Theory-based grey literature study modelled ADDs, decision options, rela-
tions and decision drivers in software engineering and software architecture for ML within
the context of deployment. Our findings uncovered several significant, interrelated design
decisions when deploying ML. We identified decisions involving automated integration and
delivery, pipeline triggering, model version deployment, delivery pipeline component tasks,
testing within a pipeline, data versioning and MLOps, with each decision being associated
with various options that may be selected. The resulting model can be used to evaluate
the specific decision drivers for each option of a given decision, guiding practitioners
and advancing scientific understanding of typical practices. Potential applications of our
ADDs include reducing uncertainty or complexity in the ML decision space, assessing
conformance to established architectural practices or identifying anti-patterns in existing
systems. Our work serves as the foundation for ongoing research in this field.
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4 Supporting Architectural
Decision-Making on Training Strategies
in Reinforcement Learning
Architectures

In the dynamic landscape of AI, RL has emerged as a powerful paradigm for training
intelligent agents to make sequential decisions. As RL architectures become increas-
ingly complex, informed decision-making about training strategies and their related
consequences on the software architecture becomes more intricate. This work addresses
this challenge by presenting the outcomes of a qualitative, in-depth study focused on
best practices and patterns in training strategies for RL architectures, as articulated by
practitioners. Leveraging Straussian Grounded Theory and pattern mining, we intro-
duce a formal architectural decision model to bridge the gap between scientific insights
and practical implementation. We aim to enhance the understanding of practitioners’
approaches to RL architecture. The chapter analyses 33 knowledge sources to discern
established industrial practices, patterns, relations and decision drivers. Based on this
knowledge, we introduce a formal ADD model, which encapsulates six decisions, 29
decision options and 19 decision drivers, providing robust decision-making support for
this critical facet of RL-based software architectures.

4.1 Introduction

In the fast-evolving realm of AI, RL has emerged as a potent paradigm, enabling the
training of intelligent agents to make sequential decisions |2|, [3]. As RL architectures
grow in complexity and scale, making pivotal decisions about training strategies and their
consequences for software architecture becomes increasingly involved. Several authors
have attempted to capture patterns and best practices in training strategies within RL
architectures 47|, |117], [118], [119]. However, these works predominantly concentrate
on applying published patterns or scientific findings. In contrast, we find prevalent
industry practices mostly in grey literature, such as blogs, experience reports and system
documentation. Whilst these sources offer insights into existing practices, they often
need more systematic architectural guidance. The reported practices exhibit variation
and reliance on personal experiences, contributing to uncertainty and risk in RL design,
and necessitating extensive experience or a detailed study of knowledge sources. We
aim to present a more comprehensive and consistent perspective on current industrial
practices, complementing existing knowledge.
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To achieve this, we conducted an in-depth qualitative study of RL descriptions provided
by practitioners, extracting informal information about established practices and patterns
in RL training strategies. Employing Straussian Grounded Theory |76], [96] and pattern
mining [120], we systematically analysed practitioner sources using coding and constant
comparison methods, followed by precise software modelling. This rigorous process
enabled the development of a detailed software model illustrating established practices,
patterns and their interrelationships.

This chapter is based on Pg, describes RCg and aims to study the following research
questions as part of RQs and RPs:

RQ2.1 Which patterns and practices do practitioners currently use for training strategies
in RL architectures?

RQ2.2 What are the relations between existing training patterns and practices? Specific-
ally, which ADDs are pertinent when designing RL systems?

RQ2.3 What are the influencing factors (i.e. decision drivers) in architecting RL systems
in the eyes of the practitioner today?

We make two primary contributions in this chapter. Firstly, we conduct a qualitative
study on RL architectures, analysing 33 knowledge sources to discern established industrial
practices, patterns, relationships and decision drivers. Secondly, we develop a formal
ADD model, which encapsulates six decisions, 29 decision options and 19 decision drivers.

This chapter is organised as follows: in Section [£.2] we describe RL and its role in
software architecture. Section [4.3] compares our work with related studies. Section [4-4]
presents the research method applied in our study and summarises the knowledge sources.
Section details our reusable ADD model on RL architectures. Section evaluates
and Section [4.7] discusses our results. Subsequently, Section [£.§] considers potential threats
to the validity of our study and Section .9 summarises our findings.

4.2 Background: RL and its Role in Software Architecture

RL |2|, a paradigm for training intelligent agents via trial-and-error in sequential decision-
making, diverges from supervised learning by enabling agents to learn optimal strategies
through interactions with an environment and by receiving feedback in the form of rewards
or penalties. This process involves formulating the problem, defining state and action
spaces and establishing a reward structure. Environmental design is crucial, as it shapes
decision-making, actions and feedback. The RL training pipeline encompasses environment
setup, policy definition, algorithmic training, hyperparameter tuning and policy evaluation,
emphasising an iterative approach to continuous performance enhancement through
parameter adjustments and repeated training.

Incorporating RL into software architecture is pivotal, as RL training strategy de-
cisions greatly influence system design. For instance, choosing between single-agent and
multi-agent RL models impacts system design by shaping communication channels and
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coordination mechanisms. Similarly, the use of model checkpoints and multiple model
versions affects architecture, requiring a checkpoint management system that influences
storage, retrieval and deployment processes.

4.3 Related Work

In this section, we provide details on related works and compare them. We discuss related
studies for RL patterns, practices and approaches for decision documentation. Several
approaches that study RL patterns and practices exist.

Lee et al. [117] discuss the evolution of RL algorithms, progressing from single-agent to
multi-agent systems. Their focus is on a distributed optimisation perspective.

Canese et al. [118] delineate multi-agent algorithms and compare them based on critical
characteristics for multi-agent RL applications, including non-stationarity, scalability and
observability. Their work also encompasses the most prevalent benchmark environments
utilised to assess the performance of the discussed methods.

Zhu et al. [47] present a framework for classifying state-of-the-art transfer learning
approaches, through which they scrutinise objectives, methodologies, compatibility with
RL backbones and practical applications. Additionally, they establish links between
transfer learning and other pertinent topics from an RL perspective, delving into potential
challenges that await further research.

Eimer et al. [121] propose adopting best practices from AutoML in RL, including
separating tuning and testing seeds and employing principled hyperparameter optimisation
across a broad search space. Whilst these works focus on specific aspects of RL, our work
contributes by conducting a comprehensive qualitative study to identify best practices and
patterns in RL training strategies. Furthermore, the formal ADD model introduced
in our work provides a structured framework and a focus on software architecture
beyond these related works.

Washizaki et al. [122| present a comprehensive literature review that identifies 15
software engineering design patterns tailored to ML applications. The work by Sharma and
Bavuluri [123] involves the identification and analysis of design patterns and architectural
patterns in two software applications utilising ML and DL techniques, respectively. Whilst
these works focus on design patterns in ML applications, our study specifically addresses
RL architectures, which are not yet considered as design patterns or ADDs.

Furthermore, numerous approaches exist for decision documentation, ranging from
service-oriented solutions [124] and service-based platform integration [125] to considera-
tions of REST vs SOAP [126] and big data repositories |127]. However, these studies
are not focused on training strategies in RL architectures or similar topics. Whilst other
authors have combined decision models with formal view models [128], our contribution
builds on these techniques by incorporating a formal modelling approach rooted in a
qualitative research methodology.

In prior work [23], [24] described in this doctoral thesis, we employed a Straussian
Grounded Theory-based approach to examine practitioners’ current understanding and
architectural concepts of ML solution deployment, formulating ADDs, decision options,

71



4 Architectural Decision-Making in Reinforcement Learning

decision drivers and various relations for the ML workflow and ML deployment. Similarly,
this study scrutinises practitioners’ methods and techniques, aiming to bridge the gap
between theory and practice in RL training strategies. The resulting formal model encom-
passes ADDs, decision options, practices, decision drivers and relations, providing valuable
insights to help practitioners make informed decisions about RL training strategies.

4.4 Research Method

This section outlines the research method employed in this study and the modelling tool
used to create and visualise the decision model.

4.4.1 Grounded Theory

This work aims to study established training strategies for RL architectures systematically.
We follow the model-based qualitative research method described in [129)]. It is based
on the established Straussian Grounded Theory [76], [96] research method, combined
with methods for studying established practices, such as pattern mining [120] and their
integration with Grounded Theory [130]. It involves iterative steps for interpreting data,
aiming to construct a theory rooted in the collected data. Data analysis is conducted
during data collection rather than after.

Constant comparison is vital in Grounded Theory, where researchers continuously
compare existing data and concepts with new data to identify emerging abstract con-
cepts. These new concepts are then compared with pre-existing ones. We organised
concepts into categories (or codes) and linked them with properties and relations, guiding
subsequent research iterations.

In iterative cycles, we conducted knowledge-mining procedures, searching for new
sources and applying open and axial coding to identify candidate categories. Continu-
ously comparing codes with the evolving model enabled incremental enhancements. The
decision of when to conclude this process is critical in qualitative methods, with theor-
etical saturation |76] widely accepted as a stopping criterion. In our study, we ceased
analysis when an additional seven knowledge sources failed to contribute new insights,
demonstrating theoretical saturation. Although this approach was conservative, our study

had already achieved convergence after 26 knowledge sources.

Source selection, detailed in Table [I.I] drew upon our experience with tools, methods,
patterns and practices encountered or studied previously. Our methodology encompassed
three coding activities: (1) open coding involved developing concepts from data with
specific questioning, precise coding and minimal assumptions; (2) axial coding focused on
developing categories and linking data, concepts, categories and properties; (3) selective
coding aimed to integrate developed categories into a core category.
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Table 4.1: List of Knowledge Sources Included in the Study

ID | Description Archive URL

S1 What is Model-Based Reinforcement Learning? https://bit.ly/3MNg3iR

S2 Reinforcement Learning Meets Large Language Mod- | https://bit.ly/47EbKP3
els (LLMs): Aligning Human Preferences in LLMs

S3 What Is Better: One General Model or Many Spe- | |https://bit.ly/47gHtpJ
cialised Models?

S4 Multi-Agent Reinforcement Learning with Coordina- | https://bit.ly/3sAHkhA
tion Graphs

S5 Model-Based RL for Decentralised Multi-agent Nav- | https://bit.ly/3sF42VV
igation

S6 EFlow — Racing towards millions of ML flows https://bit.ly/49BARnj

S7 L33T M10y https://sforce.co/3MNfKom

S8 Generalists vs (Micro)Specialists in Al architectures | |https://bit.ly/49FxXhu

S9 Hierarchical Reinforcement Learning for Robustness, | https://bit.ly/40CLNx3
Performance and Explainability

S10 | Hierarchical Reinforcement Learning https://bit.ly/3R17wLO

S11 | Single-agent vs multi-agent system in Al https://bit.ly/40DwcNJ

S12 | Train Agents Using Parallel Computing and GPUs | |https://bit.ly/49GQNVi

S13 | Centralised Training and Decentralised Execution in | |https://shorturl.at/fpEN1
Multi-Agent Reinforcement Learning

S14 | Multi-Agent Reinforcement Learning (MARL) and | https://shorturl.at/bciM3
Cooperative Al

S15 | Decentralised Multi-Agent Reinforcement Learning | https://shorturl.at/fANQW
and Game Theory

S16 | What is Hierarchical Reinforcement Learning? https://shorturl.at/tGVW1

S17 | The Promise of Hierarchical Reinforcement Learning | https://shorturl.at/ekBN1

S18 | Saving and Loading your RL Algorithms and Policies | https://t.ly/8BaaS

S19 | Running RLlib Experiments https://t.ly/DOnRn

S20 | Accelerate Training in RL Using Distributed Rein- | |https://t.ly/JmhJZ
forcement Learning Architectures

S21 | Parallelism Strategies for Distributed Training https://t.ly/Y9P7Q

S22 | Deep Reinforcement Learning and Hyperparameter | |https://t.Lly/FQe2V

Tuning

Continued on next page...
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ID | Description Archive URL

S23 | Hyperparameter Tuning in Reinforcement Learning | https://rb.gy/3kj2hq
is Easy, Actually

S24 | Transfer Learning in Reinforcement Learning https://rb.gy/xi6q56

S25 | RL — Transfer Learning https://rb.gy/a37rhn

S26 | Introduction to Experience Replay for Off-Policy | https://rb.gy/dhol5d
Deep Reinforcement Learning

S27 | Understanding Gradient Clipping (and How It Can | https://rb.gy/2rdzuk
Fix Exploding Gradients Problem)

S28 | How to Improve Your Network Performance by Using | https://rb.gy/hnhh4d
Curriculum Learning

S29 | Curriculum Learning https://rb.gy/wgjs6p

S30 | Parameter Sharing and Tying https://rb.gy/enucvc—

S31 | A Complete Guide to Data Augmentation https://rb.gy/soG@hQ)—

S32 | Model Compression Techniques for Edge Al https://rb.gy/84ih51—

S33 | Distributed training with TensorFlow https://urlis. net/myucb9_
6s

4.4.2 Methodology

In Figure {1} we present an overview of our research method steps followed in this study.

Data Open Axial Selective Theoretical
Collection Coding Coding Coding Saturation

Constant Constant Constant
Comparison ~ Comparison Comparison

Figure 4.1: Research method steps.

To gather practitioner sources, we utilised standard search engines like Google, Start-
Page, Bing and DuckDuckGo, as well as topic portals such as InfoQ and DZone. We
utilised relevant initial search terms to align with our work’s focus, such as “training
strategies in RL”, “transfer learning in RL” and “checkpoints in RL”. Our initial data came
from these search terms. We opted against a multivocal literature review that includes
scientific sources, as our research goals focus on practitioner views.

After the coding process, additional data sources emerged, including new keywords and
new referenced sources. The data collection process was repeated using scanning and
skimming techniques. During open and axial coding, we studied each included source line
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4.5 Reusable ADD Model for Training Strategies in RL Architectures

by line in-depth in multiple iterations. We chose this method over manually browsing
selected grey literature initially because it is replicable [113]. We employed Grounded
Theory coding practices and constant iterative comparison to identify concepts, categories,
properties and relations. We developed our decision model using our Python-based
modelling tool, Codeable Models [78§].

For subsequent iterations, we conducted searches using relevant terms derived from the
identified topics, focusing on areas requiring coding and their potential contributions to
the model. Practitioner articles needed to apply to the topic to be considered candidate
sources rather than primarily promotional. We reviewed and approved each other’s
selection of sources for suitability.

Open coding was utilised to translate conceptual details into conceptual labels, whilst
axial coding facilitated the identification of categories based on recurring, synonymous
and related concepts. Each source underwent line-by-line examination during both
open and axial coding phases, with our thought processes, conceptual understanding,
interpretation and reasoning documented in memos linked to the respective sources,
ensuring the traceability of codes to their origins.

Selective coding then focused on extracting the main ideas of the theory, refining
previous sources as necessary. Formal modelling was employed for axial and selective
coding, resulting in a precise and consistent theory represented as a UML model. All
relevant lines in the knowledge sources were coded, providing an initial interpretation
through open coding, followed by categorisation and formalisation via axial coding.

Python source code model{] were generated from the information derived from the
sources, facilitating further analysis and refinement. This iterative process culminated
in identifying errors and achieving performance improvements during selective coding,
thereby ensuring the accuracy and robustness of our findings.

4.5 Reusable ADD Model for Training Strategies in RL
Architectures

In this section, we introduce the reusable ADD model derived in our studyf] Figure
shows the metamodel for ADD models. The metamodel contains the Decisions of the
ADD model. The Decision has a Context, which is described by a domain object that
denotes the system part or aspect to which the Deciston applies. Each Decision has
Options. All Options are Solutions. An Option has Forces, which can have a Force
impact. Finally, Decisions and Options (Solutions) can have Relations. A Solution
can relate to another Solution, but the Relation’s source or target must be an Option
(relations such as is-a, uses, can be combined with, typically realised with). All Solutions
in the Decision must be linked directly or via other Options to a Decision. Decisions
and Options can also have next-decision relations. Decisions, Contexts, Solutions (and

! See the Data/Decisions/Generated Python Models from Sources directory in our replication pack-

age |131].

2 See our replication package [131] for all study artefacts.
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Named Element

name: String

type: Named Element Type

description: String <}
has sub-category ZF } next
| decision

1 relations
Category Relation Element source Relation *
1
Context )
target * relations
next decision relations
* . ]
L Decision Solution
contexts *
T options 4&
. . forces
Pattern > Practice —> Option . . Force L/

Figure 4.2: Metamodel for ADD models.

Options), Forces, and Relations are all Named Elements, meaning they can have an
optional name and an optional description.

The reusable ADD model consists of a single Decision Category and the Training
Efficiency and Optimisation Strategies Category, which has six top-level decisions, as
depicted in Figure [4.3] A Category can have one or more decisions. All elements of our
model are instances of the metamodel, and metaclasses include Decision and Category,
amongst others. We denote the metaclasses as stereotypes in the model descriptions below.

Training Efficiency and Optimisation
Strategies in RL Category

decisions
1.*
s > TraininginRL  [<
- ( :>E Decision ¢ A
A «Optional Next»
«Optional Next»
Model Architecture Reinforcement Learning Reinforcement Learning Transfer Learning in
Checkpoints Distribution Strategy Reinforcement Learning
«Optional Next» «Optional Next» j } }
h 4
\ Reinforcement Learning Model N Reinforcement Learning
e > ]
Training «Optional Next» Hyperparameter Tuning
\ J

Figure 4.3: Overview of the reusable ADD model on training strategies in RL
architectures.
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4.5.1 Model Architecture

RL model architectures are pivotal in RL-based software architectures. There are vari-
ous approaches to model architecture (Figure [S1-S8, S10, S16, S17|, each with
advantages and trade-offs.

«Decision» . context . «Context»
Model Architecture Model Architecture <t— «Contexty
Model
Decision Context
options
«Option» N forces N «Force»
Model Architecture Model Architecture
Option Force
A
«Practice»
Specialised Model with E E
_ Coordinator Specialist «roree» A «rorce»
«Practice» Interpretability Performance
«uses» «Practice» Specialised Models with
Monolithic Model Multi-Agent-Based [ )
Coordination
«Force» [ «Force»
«Practice» Resource Utilisation - Modularity
Hierarchical Models
«Practice» «Practice» «Practice»
«Force»
Single-Agent Coordination via Shared Market-Based Train;;FOIrEszZienc [ .| Scalability
Reinforcement Learning Reward Coordination «uses» 9 Yy
«Practice» «Force» .| «Force»
SN Multi-Agent Complexity ) Adaptability
Reinforcement Learning

Figure 4.4: Model architecture decision.

One prominent option is the Momnolithic Model where a single, comprehensive RL
model is trained centrally to make all predictions. This approach is akin to having a
centralised decision-maker that handles all aspects of an operation. This model can
effectively capture complex interdependencies, ensuring a holistic understanding of the
environment |2|. This pattern uses Single-Agent RL.

Specialised Models with Multi-Agent-Based Coordination present an alternative
perspective, using Multi-Agent RL. This pattern involves multiple independent agents
that collaborate to achieve a common goal. Coordination can be facilitated through
shared rewards or market-based systems, allowing for decentralised decision-making and
resource allocation [132].

The Specialised Models with a Coordinator Specialist introduce a hybrid solution
that combines the benefits of specialised agents with the oversight of a central coordinator.
This coordinator specialist, often an Al system, possesses a broader view of the entire
process and makes high-level decisions based on information collected from specialised
models. This architecture aims to strike a balance between distributed coordination and
centralised control [3|. This pattern uses Multi-Agent RL for training specialised models.

Hierarchical Models offer another dimension to RL architectures, featuring multiple
levels of control. A top-level controller manages the broader process, whilst lower-level
controllers handle specific sections or processes. This approach provides a structured
framework for decision-making, enabling more efficient handling of complex systems |132].
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The Monolithic Model gains strength from its lower complexity as it tackles the
intricate challenges of building and maintaining a comprehensive RL system. However,
a Monolithic Model’s flexibility may be limited, especially in dynamic environments
requiring rapid adjustments. Adapting to changes may be more challenging due to
the model’s overarching nature. Specialised Models with Multi-Agent-Based
Coordination can enhance the performance and adaptability with which specialised
models can excel at their designated tasks, leading to efficient overall system performance
and more efficient resource utilisation. In contrast, the Specialised Models with a
Coordinator Specialist can also enhance performance. Specialised and hierarchical
models may offer better scalability, as they can be expanded or adapted to support
modularity. The Monolithic Model may offer better interpretability by providing a
unified structure, making it easier to understand and interpret the decision-making process.
Furthermore, it may improve training efficiency, as it requires less training time and
computational resources than more complex architectures.

4.5.2 RL Model Training

There are several patterns and practices related to RL training strategies (Figure
[S4-S21].

«Decision» . contexts N «Context»
Reinforcement Learning Reinforcement Learning «%);;:d»
Model Training Decision Model Training Context
options
* P «Context»
RL Agent
«Option» . forces
. | Reinforcement Learning
Model Training Option «Force»
* | Reinforcement Learning
f % Model Training
Force
_«Practice» «Practice» «Practice» «Practice»
~ Single-Agent <canbe Market-Based Learning Multi-Agent Hierarchical
Reinforcement Learning combined (Market-Based MARL) | «can _be Reinforcement Learning Reinforcement Learning «Force» «Force»
with» sv“’ms'"ed Efficiency Performance
«can use» %
«Force» «Force»
«Practice» «Practice» «Practice» «Practice» Complexity Scalability
Parallel Training of Centralised Training with Centralised Training with Distributed Multi-Agent
a Single Agent Centralised Execution Decentralised Execution Reinforcement Learning
«Force» «Force»
Utilisation of Resources Training Efficiency

Figure 4.5: RL model training decision.

Single-Agent RL is a viable strategy for employing a monolithic process control
model. In this scenario, a single model undertakes the formidable task of learning to
manage all facets of production control. A specialised technique, Parallel Training of
a Single Agent, is employed to expedite learning without introducing multiple agents
interacting. This involves running multiple instances of the same task in parallel, a
process known for its efficiency gains in RL [133]. On the other hand, the utilisation
of Multi-Agent RL (MARL) aligns with model architectures involving specialised
models with distributed coordination.

The training methods within MARL encompass distinctive strategies, such as Central-
ised Training with Centralised Execution, in which agents are trained with access to
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a centralised controller that provides complete environmental state information. This cent-
ralisation extends to the execution phase, ensuring consistent access to global information.
Alternatively, Centralised Training with Decentralised Execution allows agents to
train with centralised information but execute decisions independently. Additionally, the
Distributed MARL framework involves multiple agents trained independently on differ-
ent computational nodes or devices that collaborate or compete in a shared environment.

Another practice in RL training strategies is Market-Based Learning, in which
agents operate in a market-like environment, exchanging resources or making decisions
based on market dynamics. This practice can be combined with Single-Agent RL
and Multi-Agent RL and often involves mechanisms such as auctions, negotiations or
trading. Another pattern, Hierarchical RL, introduces a hierarchical decision-making
process in which high-level controllers set goals and lower-level controllers execute actions
based on them [132].

Single-Agent RL, particularly with parallel training, benefits from parallelisation
techniques to improve training efficiency, but may face challenges in highly complex
systems. As a structured approach, Hierarchical RL enhances scalability and mitigates
complexity by allowing agents to focus on localised adaptations within a hierarchical
framework. Parallel Training of a Single Agent enhances training efficiency and
performance by leveraging parallelisation techniques.

4.5.3 RL Checkpoints

Checkpoints (Figure [S18, S19, S26| are a pivotal practice in RL model development.
They serve a multifaceted purpose, primarily enabling resumable training by saving the
model’s parameters, optimiser state and related data at specific intervals. This ability
to resume ensures that in the event of an interruption or system failure, training can
be seamlessly continued from the last checkpoint, promoting robustness in the training
process. Furthermore, Checkpoints play a crucial role in version control, capturing
the model’s evolution at different stages of development. In collaborative settings, this
allows for easy tracking of changes and facilitates comparison between different versions.
Additionally, Checkpoints are instrumental for implementing early stopping strategies,
in which the model’s progress is periodically evaluated on a validation set. If the model
fails to improve after a set number of epochs, training can be halted, and the model
reverted to the checkpoint corresponding to its peak performance. This practice helps
prevent overfitting and ensures the development of a well-generalised RL model. The
decision has two options: No Use of Checkpoints and Use of Checkpoints.

Whilst this pattern enhances the robustness and efficiency of workflows, it introduces
considerations such as storage and computation overheads, as well as complexity in
implementation. Despite these drawbacks, the benefits of preserving the model state far
outweigh the disadvantages, ensuring a more reliable and flexible training process.
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«Option» Reinforcement Learning contexts «Context»
. ) h * *_| Reinforcement Learning |q | «Context»
Reinforcement Learning X Checkpoints h
Checkpoints Option |~ ©Ptions * Decision Checkpoints Model
Context
(—9 T L* forces \
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> 1
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«Force» «Force» «Force» «Force» «Force»
Efficiency Complexity Robustness Computation Overheads Flexiblility

Figure 4.6: RL checkpoints decision.

4.5.4 Transfer Learning in RL

Transfer Learning [47] (Figure [S24, S25, S26] involves leveraging knowledge gained
from solving one problem and applying it to a different but related problem. In RL,
transfer learning is a powerful tool for handling new tasks or environments. The process
typically involves taking a pre-trained model, often trained on a large, diverse dataset
or on a different but related task and adapting it to the target RL problem.

Transfer Learning is particularly beneficial when the source task shares some under-
lying features or patterns with the target task. It allows the RL agent to leverage relevant
knowledge from the source task, providing a head start in learning the intricacies of the
new environment. This approach is especially valuable in situations where collecting large
amounts of task-specific data is expensive or time-consuming. This decision includes two
main options: No Use of Transfer Learning and Use of Transfer Learning.

The use of transfer learning offers several advantages that enhance efficiency and
adaptability. One key benefit is data efficiency, where transfer learning leverages knowledge
from a pre-trained model trained on a source task with abundant data. This knowledge
encompasses learned feature representations, reducing the reliance on extensive amounts
of task-specific data. Resource efficiency is another compelling advantage, as transfer
learning allows the reuse of pre-trained model weights rather than training a model
from scratch, significantly reducing computational resources, leading to faster model
convergence and lower hardware requirements. The application of transfer learning
also results in improved generalisation, as the model extracts high-level features and
representations from the source domain, thereby enhancing its capacity to generalise to
new tasks, even with limited target data. Additionally, transfer learning facilitates domain
adaptation by enabling the model to adapt to shifts in data distribution. The model
identifies key features and knowledge from the source domain and effectively applies them
to the target domain. These advantages make transfer learning particularly valuable in
scenarios with limited data and computational resources, thereby enhancing the model’s
adaptability and generalisation capabilities.
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Figure 4.7: Transfer learning in RL decision.

4.5.5 RL Distribution Strategy

In RL, a resilient Distribution Strategy (Figure [S12-S15, S20, S30, S33| is vital
for efficiently managing computationally demanding tasks [134].
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Figure 4.8: RL distribution strategy decision.

Distributed RL incorporates strategies like parameter server architectures and dis-
tributed experience replay [119]. Actor-critic architectures, exemplified by A3C [135]
and Ape-X|, facilitate effective learning by combining independent exploration with a

central value function.
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Parameter-sharing architectures, as seen in Distributed Distributional Deterministic
Policy Gradients (D4PG) and policy gradient methods like Prozimal Policy Optimization
(PPO) [136] and Trust Region Policy Optimization (TRPO) |137] can be parallelised for
faster training. The selection amongst these approaches hinges on factors such as task
complexity and available computational resources [134]. This decision includes two options,
namely No Use of Distribution Strategy and Use of Distribution Strategy.

From a software architecture perspective, developers often contend with a variety of
frameworks, such as parameter servers, Message Passing Interface (MPI)-like collective
communication primitives and task queues, to implement RL algorithms effectively |119].
As algorithms become more complex, there is a tendency to build custom distributed
systems in which processes operate autonomously and coordinate without centralised
control. This necessity arises from the irregular computational nature of RL algorithms,
which challenges conventional distribution frameworks and prompts developers to integrate
various solutions for efficient implementation.

Consequently, a choice emerges between Custom Distribution Frameworks for
Each RL Algorithm and Versatile Distribution Frameworks, like Ray/RLIlib/ and
TensorFlow [138], which offer abstraction across a wide range of RL algorithms. Most
RL algorithms today use a fully distributed style |119].

Distributed Control-Based Distribution involves implementing RL algorithms
across independent, replicated processes that coordinate via various mechanisms. Such
coordination is suitable for algorithms with minimal interaction and independent com-
ponents.

Logically Centralised Control Distribution employs a central controller deleg-
ating tasks to parallel processes, simplifying implementation. It suits scenarios where
coordination is critical, and a single control point can manage parallel execution effectively.

Hierarchical Parallel Task Distribution extends the logically centralised model,
allowing nested delegation for complex algorithms. It enhances flexibility and scalability,
making it suitable for tasks with varying levels of parallelism and complex dependencies.

Relating to the choice between Custom Distribution Frameworks for Each
RL Algorithm and Versatile Distribution Frameworks, Distributed Control-
Based Distribution aligns with custom frameworks, offering precision for specific
algorithm needs [119].

Logically Centralised Control Distribution and Hierarchical Parallel Task
Distribution are usually employed by versatile frameworks, providing a unified solution
for diverse RL algorithms [119].

Use of Distribution Strategy further enhances resource utilisation by dividing
the training dataset amongst different machines, enabling simultaneous processing and
aggregation of updates. To coordinate this distributed effort, sophisticated distributed
optimisation algorithms ensure synchronised parameter updates, preventing conflicts and
promoting convergence.

The combination of these strategies yields accelerated training times and scalability,
making it particularly beneficial for handling large datasets and complex RL models.
This distributed approach represents a significant paradigm shift in the training of RL
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4.6 Evaluation

models, addressing the computational challenges inherent in developing sophisticated
and high-performance RL systems.

4.5.6 RL Hyperparameter Tuning

RL Hyperparameter Tuning [121] (Figure [S19-S23]| is a critical aspect of optimising
the performance and efficiency of RL models.
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Figure 4.9: RL hyperparameter tuning decision.

Hyperparameters are external settings that control the behaviour of the learning
algorithm, and finding the right combination is crucial for achieving optimal results.
This decision includes two options: No Use of Hyperparameter Tuning and Use
of Hyperparameter Tuning.

Optimising hyperparameters in RL models yields multifaceted benefits. The quest for
optimal hyperparameters directly translates into improved model performance, amplifying
the learning capabilities of RL models and improving training efficiency. Additionally,
the systematic exploration of the hyperparameter space contributes to efficient resource
utilisation. By avoiding computational expenditure tied to suboptimal configurations, these
methods ensure that computing resources are allocated judiciously, optimising both time
and energy. Furthermore, the time savings afforded by automated hyperparameter tuning
are a crucial advantage. By automating the tuning process, researchers and practitioners
can reallocate their time and effort to other critical facets of model development, fostering
a more streamlined, productive workflow.

4.6 Evaluation

We systematically developed an ADD model by closely aligning with the selected sources
as outlined in Table [£1l The nomenclature for the ADD model elements was derived
from the terminology employed in these sources, and we established generic type names
based on these element names. When introducing a new type name, we conducted
a thorough comparison with existing names to ascertain its necessity. As depicted in
Figure the point of theoretical saturation in Grounded Theory |76] was reached after
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assimilating twenty-six sources. Across the initial thirteen sources, frequent adjustments
to designated type names were necessary. However, in the subsequent thirteen sources,
such modifications occurred less frequently. Notably, no further alterations were required
for the remaining sources.

We used the counts of new model element types and relation types introduced per
source as indicators of theoretical saturation. This method is a reasonable approach, as
theoretical saturation occurs when the researcher can no longer uncover new concepts or
relationships in the data. In our models, the introduction of new model elements and
relations signifies the emergence of novel concepts and relationships.

New Elements Count

~ o ©

New Decision, Option, Solution, Context and Force Type Count
N}

S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13 S14 S15 S16 S17 S18 S19 S20 S21 S22 S23 S24 S25 S26 S27 S28 S29 S30 S31 S32 S33
Sources

Figure 4.10: Number of elements of newly-added sources.

4.7 Discussion

This section discusses our findings for the research questions from Section [4.1]

RQ2.1 Which patterns and practices do practitioners currently use for training strategies
in RL architectures? After analysing 33 practitioner knowledge sources, we discovered
evidence for 29 patterns and practices currently used by practitioners for supporting
training in RL architectures, which we modelled as ADD decision options. These patterns
and practices are associated with ADDs and were found to be independent of each other.
Exceptions are the Monolithic Model and Specialised Models with Multi-Agent-
Based Coordination patterns, which can use the Single-Agent RL practice. Another
commonality is that the Specialised Models with Multi-Agent-Based Coordination
and Specialised Model with Coordinator Specialist patterns are used for training
the Multi-Agent RL. The adoption of Specialised Models with Multi- Agent-Based
Coordination or Hierarchical Models is motivated by the pursuit of adaptability and
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efficient resource utilisation, albeit at the cost of increased complexity. These strategies
reflect the nuanced decision-making landscape where practitioners balance architectural
choices with the specific demands of their applications.

Moreover, Single-Agent RL is applied to Monolithic Model, often with Parallel
Training of a Single Agent for efficiency gains. Multi-Agent RL involves distinctive
strategies, such as Centralised Training with Centralised Execution and Central-
ised Training with Decentralised Execution, as well as Distributed MARL, where
agents train independently on different nodes. Market-Based Learning introduces
market dynamics, whilst Hierarchical RL features a hierarchical decision-making process.
Furthermore, the implementation of Checkpoints is crucial for resumable training, ver-
sion control and early stopping strategies. The practice of Transfer Learning leverages
knowledge from one task to another. A Distribution Strategy optimises RL model
training using Distributed Control-Based Distribution, Logically Centralised
Control Distribution and Hierarchical Parallel Task Distribution. Hyperpara-
meter Tuning is essential for optimising model performance and training efficiency by
systematically exploring the hyperparameter space.

RQ2.2: What are the relations between existing training patterns and practices? Specific-
ally, which ADDs are pertinent when designing RL systems? Given the central Training
Efficiency and Optimisation Strategies category, we identified six top-level ADDs for
supporting training in RL architectures. Our research revealed subtle relations between
ADDs and decision options. For instance, Specialised Models with Multi-Agent-
Based Coordination leverage Multi-Agent RL to enable decentralised decision-making
through collaboration. Single-Agent RL is employed in a monolithic setting, where a
single model manages all facets of production control and utilises Parallel Training of
a Single Agent to expedite learning without introducing multiple interacting agents.

RQ2.3: What are the influencing factors (i.e. decision drivers) in architecting RL
systems in the eyes of the practitioner today? Through our research, we identified 19
influencing factors (forces) relevant to architecting training in RL architectures from the
practitioners’ perspective. Whilst these forces tended to be specific to individual ADDs
and decision options, we also recognised some commonalities.

The choice between a Monolithic Model, Specialised Models with Multi-Agent-
Based Coordination, and Specialised Models with a Coordinator Specialist
depends on factors such as complexity, flexibility, performance, adaptability, resource
utilisation, scalability and interpretability. Hierarchical models offer a structured framework
that enhances decision-making efficiency. Single-Agent RL or Multi-Agent RL
introduce further considerations related to training efficiency, performance, scalability
and modularity. The incorporation of Checkpoints enhances both robustness and
efficiency, although challenges such as storage and computation overheads must be
considered. Transfer Learning and Distribution Strategy further influence efficiency,
adaptability and resource utilisation. Additionally, RL Hyperparameter Tuning plays
a critical role in optimising model performance, training efficiency and resource utilisation.

Given the crucial role of the aforementioned forces across various ADDs and their
associated decision options, practitioners are advised to assess their significance early in
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the architectural planning phase. This assessment can guide informed decision-making
throughout the system’s development.

4.8 Threats to Validity

In this section, we discuss threats to validity according to the threat types by Wohlin
et al. [85].

To enhance internal validity, we included independent practitioner reports in our
study rather than interviews, for instance, thereby minimising potential bias arising
from participants’ awareness during interviews. Whilst this approach mitigates bias,
there is a risk of missing crucial information in reports that could have surfaced in
interviews. To address this, we examined various sources extensively, exceeding the
theoretical saturation requirements. Considering diverse sources minimises the chance
of collectively overlooking vital information.

To mitigate researcher bias, different team members independently cross-verified all
models. However, a potential threat to internal validity remains, as biases within the
research team may persist and affect the modelling. Despite potential variations in
modelling approaches by other researchers, our study’s overarching goal of establishing a
comprehensive model for all observed phenomena mitigates the significance of this threat.

We also acknowledge the potential bias introduced by the author team’s experience
and our search-based procedure for identifying knowledge sources. However, our research
method, which relies on additional sources meeting inclusion and exclusion criteria rather
than a specific distribution, largely mitigates this threat. This approach aligns with
standard selection practices for interview participants in qualitative research studies in
software engineering. Nevertheless, there is a risk of unintentionally excluding specific
sources, which we addressed by forming an author team with extensive field experience
and conducting thorough, broad searches. Despite the diverse range of included sources,
our results likely generalise to various architectures that use training strategies. However,
a threat to external validity persists, suggesting that our findings apply only to similar
types of RL architectures.

We acknowledge the potential bias resulting from the restricted scope of our study’s data
and the absence of pertinent architectural solutions. Whilst our inclusion of numerous
sources suggests potential generalisability to various architectures requiring training
strategies, the threat to external validity persists. Our findings may only apply to
similar training strategies in RL architectures, limiting their generalisation to novel or
unconventional RL architectures without model modification.

4.9 Conclusion

We conducted a literature review using Grounded Theory to develop a model of training
strategies for RL architectures, encompassing ADDs, decision options, relations and de-
cision drivers. Our research centred on supporting training strategies in RL architectures
and addressed three key research questions. In RQ2.1, an analysis of 33 practitioner
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knowledge sources revealed 29 options (patterns and practices) employed in RL training.
These were modelled as ADD decision options that demonstrated a high degree of inde-
pendence. RQ2.2 explored the top-level ADDs for training strategies in RL architectures,
identifying six key ADDs and uncovering subtle relationships between them, thereby
providing crucial insights for RL architectural planning. In RQs.3, we identified 19
influencing factors (forces) impacting training in RL architecture design, recognising their
variations across individual ADDs and their options.
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5 Bridging the Gap Between MLOps and

RLOps: An Industry 4.0 Case Study on
Architectural Design Decisions in
Practice

In the domain of Industry 4.0 CPPSs, RL has gained momentum as an effective strategy
for training intelligent agents via digital twins. Whilst the practice of MLOps has become
established as a holistic approach to automating workflows in supervised and unsupervised
ML, the extent to which MLOps practices apply to RL, particularly given major differences
between ML and RL in model deployment and training, remains unclear. The literature
on RLOps as a paradigm is scarce. We tackle this open question by conducting an
exploratory, qualitative, deductive-inductive industry case study on a CPPS, performing
content analysis of CPPS artefacts, such as architectural schematics and source code, and
understanding their relation to 22 known ADDs and 86 associated decision options through
classification into four distinct emergent categories. Our findings help bridge the gap
between MLOps and RLOps architectures, providing novel insights into applying MLOps
practices to RL and offering practical guidance and inspiration for further research.

5.1 Introduction

Industry 4.0 [10] has revolutionised manufacturing by integrating disparate digital technolo-
gies, leading to the development of CPPSs [15]|, which combine physical and computational
elements to improve efficiency, flexibility, and customisation [13]. Within this setting,
RL |2] has emerged as an effective technique for training intelligent agents with digital
twins, allowing for real-time decision-making and process optimisation [16], [61]. MLOps
has become a standard method for automating workflows in supervised and unsupervised
ML, including data processing, model training, deployment and maintenance [4]. However,
the application of MLOps concepts to RL — a burgeoning practice known as RLOps [7]
— is largely unexplored. The potential applicability of MLOps to RL is unclear due to
fundamental differences between ML and RL, for instance, in model deployment and
training. Whilst ML. models are usually trained on static datasets, RL models learn by
interacting with dynamic environments, necessitating continual adaptation and real-time
decision-making, with their own set of challenges [139].

The scarcity of scientific literature on RLOps creates a gap in our understanding of how
to integrate RL into the MLOps paradigm successfully. Addressing this gap is critical for
improving CPPS capabilities and realising the full promise of Industry 4.0 |[11]. We intend
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to bridge the knowledge gap between MLOps and RLOps by performing an exploratory,
qualitative industry case study on a CPPS.

Our objectives are to evaluate the applicability of ML-specific ADDs to RL and RLOps,
investigate the relationship between MLOps techniques and RL in a CPPS, and provide
a reference for practitioners and a framework for future study. The results should add
to the expanding body of knowledge regarding Industry 4.0, MLOps and RLOps, aiding
practitioners in improving the efficiency and adaptability of CPPSs and providing fresh
perspectives on integrating RL into MLOps.

We conducted an exploratory, qualitative industry case study of a CPPS. We used
content analysis [67] to determine how 86 decision options derived from 22 ADDs related
to 15 CPPS artefacts such as source code and architectural schematics, which we describe
in more detail in Section 5.4.4]

This chapter is based on P4, describes RCy4 and addresses RP2. We aimed to answer
the following research questions within RQ2:

RQ2.4 To what extent are known ML and RL ADDs applicable to RL in a CPPS context?

RQa2.5 Which ADD decision options typically used in ML and RL apply directly to a
real-world CPPS that utilises RL?

RQa2.6 Is it necessary to adapt ADD decision options typically used in ML for use with
RL in a CPPS context?

We make three main contributions in this chapter. Firstly, we conduct a qualitative
industry case study on ML and RL practices in a real-world CPPS, modelling 15 system
artefacts to establish the use of relevant ADDs, decision options, practices and patterns.
Secondly, we interpret our findings and derive four categories of ADD decision options in an
RL context. Finally, we identify ML practices that, at first sight, may not appear applicable
to RL but can be easily adapted. In summary, we bridge the knowledge gap between
MLOps and RLOps, providing practitioners with valuable insights and a reference point.

The rest of the chapter is structured as follows: in Section [5.2] we describe the concepts
of ADDs, ML, RL, MLOps, Industry 4.0 and CPPSs. Section compares our work with
related studies. In Section [5.4] we describe the case study and our approach. Section [5.5]
details our results, which we discuss in Section We consider threats to validity in
Section [5.7, and Section [5.8] concludes and suggests ideas for future work.

5.2 Background
5.2.1 ADDs

ADDs are a crucial aspect of software development that represent architectural decisions
made during the design process [17], [18]. ADDs and their associated decision options
encapsulate the rationales for choosing architectural elements, their relationships, and
the trade-offs (in terms of forces or decision drivers) considered to meet functional and
quality requirements [140].
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In Sections 5.5 and we list the ADDs and decision options of relevance to this study.
A central ADD is whether to adopt MLOps as a holistic approach. Other ADDs are
mostly concerned with data processing (e.g. Automatic Data Processing, Data Ingestion
and Data Versioning), triggers (e.g. Pipeline/Orchestrator Triggers), model building
(e.g. Model Building Pipeline Tasks and Training Strategy) and model deployment (e.g.
Delivery Pipeline Tasks and Model Version Deployment).

Automation is represented as a high-level ADD (i.e. whether AutoML is used) and as a
cross-cutting concern that can be considered in the context of decision options in practices
related to data processing, pipeline/orchestrator triggers, pipeline tasks, model training,
model building, model integration and delivery. The ADDs associated with RL are
related exclusively to model architecture, training and distribution strategies. Specifically,
the Model Architecture and Model Training variations specifying single-agent [141] vs
multi-agent [142], [143] training, the use of Checkpoints, whether Transfer Learning is
utilised, the Distribution Strategy adopted and the use of RL Hyperparameter Tuning.

5.2.2 ML, RL, MLOps and RLOps

ML and RL differ in their methodologies and applications. Whereas ML employs su-
pervised or unsupervised learning techniques that learn from data to make predictions
or classifications, RL focuses on learning optimal actions through interactions with an
environment and feedback in the form of rewards or penalties for prior actions.

Given this distinction, one might assume the need for distinct operational frameworks
for automating ML and RL. MLOps, already well-established, involves practices and
tools for data processing and management, model training, deployment, management,
and maintenance in production. RLOps, an RL-equivalent operational framework that
has been sparsely documented in the literature, must address the unique challenges
associated with the RL workflow and production environments, particularly differences
in data processing, model architecture, training, distribution, and the complexities of
real-time decision-making and dynamic environments.

5.2.3 Industry 4.0 and CPPSs

Industry 4.0 |10] represents a paradigm shift in manufacturing, driven by the integration of
digital technologies such as the Internet of Things, Al and cloud computing, to create smart
factories. Smart factories are interconnected systems that enable real-time data exchange
and autonomous decision-making, enhancing efficiency, flexibility and customisation [11].

CPPSs, which merge physical (e.g. tools, robots and sensors) and computational (e.g.
communication networks, data analytics and AI) elements, are central to Industry 4.0.
CPPSs monitor, control and optimise manufacturing operations [16], |61]. Seamless
interaction between the physical and digital realms using digital twins can improve
production quality, reduce costs and simplify maintenance |144], [145].
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5.3 Related Work

RLOps is sparsely mentioned in the scientific literature, though it is more commonly
discussed in practitioner sources, such as code repositories, libraries, commercial platforms,
and frameworks that support RLOps. This disparity suggests that RLOps is a relatively
new field that is gaining traction in practice but exhibits a knowledge gap from a scientific
perspective. Indeed, we could not find any Industry 4.0 case studies focusing on RLOps.

Li et al. |7] study RL as applied to open radio access networks (O-RAN). They highlight
the differences between ML and RL, provide a taxonomy of ML/RL model lifecycle
challenges, and suggest best practices for RLOps. They also design and implement a
data analytics platform for O-RAN. As with our study, they recognise the differences
between ML and RL and consider how MLOps can be applied to RL. Unlike our study,
they focus on the model lifecycle rather than a wide range of ADDs, consider O-RAN
rather than Industry 4.0 and do not conduct a case study.

Del Real Torres et al. [146] conduct a review of deep RL approaches for smart manufac-
turing in Industry 4.0 and 5.0 [147], noting the relevance of edge devices and cyber-physical
systems. They consider a range of deep RL algorithms and their applicability in manufac-
turing processes, providing standard guidelines for developing and improving factories.
Similarly to our study, they consider RL in the context of Industry 4.0. Unlike our
study, they conduct a literature review rather than a case study, focusing on algorithms
rather than MLOps and architectural aspects.

Kegyes et al. [148] conduct a systematic literature review of RL applications and
methods used in Industry 4.0. As in our study, their work serves as an overview and
reference. However, they focus on the theoretical underpinnings of RL and implementation
details rather than architectural decisions and MLOps. Unlike our study, they surveyed
the literature rather than conducting a case study.

Zhou et al. [31] recognise the need for MLOps as an application of DevOps [21],
[22] principles to unify ML system development and operation, addressing the unique
challenges faced when developing and deploying ML applications. They build an ML
platform using DevOps and then measure its performance, providing a reference ML
pipeline platform. Despite using a system as a case study, their example is not a case
study of a real-world Industry 4.0 application and does not consider RL.

In contrast to the related work described above, our study examines the relevance of
MLOps ADDs in an Industry 4.0 setting as applied to RL. It aims to bridge the gap
between theory and practice in understanding how associated practices apply in that
context. To our knowledge, ours is the first study to do so.

5.4 Case Study

This section provides a detailed description of the case study design and research process,
which is depicted in Figure Our research methodology adheres to the case study
guidelines outlined by Runeson and Host [88], and Yin [89).

The study was conducted within the framework of a previously established academia-

92



5.4 Case Study
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Figure 5.1: An overview of the research process we followed in this study.

industry project collaboration between the authors and Siemens Aktiengesellschaft Oster-
reich, a large multinational technology company that provides production automation
solutions. The project was chosen due to its relevance to both partners involved in the
collaboration, and it focuses on an RL-based CPPS solution being developed by a team
of experts at Siemens to automate factory manufacturing processes.

5.4.1 Research Process

The first step was the Collection of Relevant ADDs and Decision Options, which
we sourced from our prior work [8], [23], [24] described earlier in this doctoral thesis,
where we had derived them from practitioner grey literature using Straussian Grounded
Theory [65]. The following four steps (collectively the Inductive Data Organisation)
were performed iteratively until the entire study object (see Section had been covered.
The Identification of Unit of Analysis step involved finding the next potential unit
of analysis (see Section [5.4.4). Identification/Recovery of ADDs and Decision
Options from Unit of Analysis was a check to see if the current unit of analysis
evidenced the use of a decision option. If so, Content Analysis of the unit of analysis, as
described in Section was performed. Finally, if the unit of analysis used a decision
option, Modelling of Unit of Analysis (see Section involved writing component,
pipeline and process models in Python and generating their UML visualisations.

5.4.2 Approach

Our study employs an empirical, qualitative design, examining contemporary phenomena
within their contexts [89]. Unlike action research [88], which aims to effect change, our
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approach is observational, prioritising realism over control. We focus on studying and
analysing project artefacts, and are interested in theory-building and in understand-
ing how practitioners have applied ADDs. We aim to avoid influencing practitioners
or introducing bias, for instance, via interviews, and we always strive to maintain a
neutral frame of reference.

Despite the study’s observational nature, practical uses of our findings are discussed
in Sections and This exploratory study aims to investigate the implementation
of the study object (see Section to gain new insights and understanding, address
our research questions, and generate ideas for future research.

Additionally, the study is descriptive, providing a detailed portrayal of a specific
situation and its associated phenomena. The study design incorporates the flexibility to
effectively manage “the complexr and dynamic characteristics of real-world phenomena,
like software engineering” [88|.

5.4.3 Study Object

The focus of our research (the study object) is an innovative, proprietary software system
developed by domain and RL experts within Siemens. This advanced solution integrates
RL with a CPPS, leveraging MLOps and RLOps practices for an Industry 4.0 manu-
facturing environment. The system’s task is to automate various aspects of industrial
product manufacturing, including physical modification and assembly of components.

5.4.4 Units of Analysis and Data Collection

The units of analysis are the data sources within the study object related to ML, RL,
MLOps, and RLOps. A range of disparate data sources enabled us to triangulate the
phenomena we encountered. Specifically, we practised third-degree data collection, which
involves the independent analysis of available work artefacts. We made use of project source
code, CI/CD pipeline definitions and configuration files, high-level schematics, informal
architectural diagrams, UML diagrams, presentations by team members and associated
slide decks, and observation of team behaviour practices (e.g. source repository commits
and their comments) to gain an understanding of the system and to model relevant parts.

Since we did not conduct formal interviews and this is not an ethnographic study in
which, for instance, cultural aspects within an organisation are studied, there are no
human subjects in that sense. However, informal discussions and meetings with partners
from Siemens throughout the normal course of our project collaboration helped clarify
and disambiguate our understanding of the system and practices.

5.4.5 Content Analysis

Using the ML and RL ADDs described in Section as an organisational framework, we
systematically analysed the units of analysis to identify and gather evidence of the use
of any of the ADDs, along with associated decision options in the form of architectural
patterns and practices. This aspect of the study was deductive, as we began with
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knowledge and understanding of the ADDs from the literature relevant to the domain and
the research questions we deemed a reasonable starting point. Still, we had no predefined
hypotheses or assumptions about what we expected to find.

We conducted a content analysis of the data source using the method described by
DeFranco and Laplante |67], which is well-suited for systematically examining software
engineering data. This flexible inductive data organisation approach involves selecting
suitable sources and employing coding techniques to categorise data. The method can
facilitate the analysis of various software engineering artefacts and yield rich insights
grounded in project-specific data, as demonstrated in our case study on the application
of ADDs within a software system.

We identified patterns and themes, coded contextual information and findings to support
sensemaking 89|, and developed broader categories for the system’s discovered architec-
tural properties. We consulted additional literature to aid and validate our understanding
of the phenomena encountered as needed. Our methodology was an iterative, continuous
process of ADD identification and recovery, interpretation, categorisation, and modelling.

5.4.6 Modelling

Following the content analysis, we modelled relevant parts of the system using the same
technique as in work described later in this doctoral thesis [69], [71]. We used Codeable
Models |78], a Python tool for specifying metamodels and model instances. These formal
architectural models consist of nodes and connectors that represent components, pipelines
and process steps, along with their relationships, and can be rendered in UML using
PlantUML [79]. Figure depicts a component view of part of the modelled RL system,
and Figure a process view. Modelling the system during content analysis enhances
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Figure 5.2: An example component model UML diagram for a unit of analysis of the
study object.

the clarity and effectiveness of our case study. Simultaneously, the modelling process

provides a technical reference, facilitates transparency and traceability of our process,
and helps us relate our findings to the source material. A further advantage of modelling
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- Initial Nod automatic = True automatic = True automatic = True
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Figure 5.3: An example process model UML diagram for a unit of analysis of the study
object.

during our analysis is that it can be used for validation. By formalising our understanding
of the system and the use of ADDs, we provide an additional way to verify that we
correctly understand the system, in combination with the clarification and disambiguation
provided by industry experts during our discussions.

Owing to confidentiality agreements, the sources, that is, the study object itself and
its units of analysis, cannot be shared. However, by generating UML visualisations of
modelled aspects of the CPPS, we can communicate the system architecture’s salient
features without violating confidentiality. Please note that we did not model the entire
system, but only those units of analysis that provided evidence for the use of ADDs and
decision options. Our models were simplified to the minimal level of detail required to
understand the units of analysis. Likewise, specific technologies were mainly omitted.
Some aspects, such as component names, were renamed to protect intellectual property.

For replicability and transparency, our models, model visualisations, and an overview
of our chain of evidence from the ADDs to our findings are available in our replication
package . We continuously validated our results through triangulation across the range
of source units of analysis and models, cross-checking amongst the author team. Finally,
we provided our results to Siemens for evaluation as an additional validation measure.

5.4.7 Ethical Considerations

Confidentiality and the handling of sensitive data were maintained at all times. There was
no direct human participation in the case study beyond the usual working relationship
with Siemens, who provided informed consent and had the opportunity to review, correct
and give feedback on this study and its artefacts. No inducements were offered, and
there were no known conflicts of interest.

5.5 Results

In this section, we report our results, describing our findings for each ADD. Table
shows the findings of our comprehensive analysis of ADDs for the study object and provides
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insights into the application of ML and RL ADDs in this context.

Table 5.1: Summary of the Applicability and Use of ADDs in the System

ADD

Decision Option

MLOps M 24 ~
AutoML M 23]

Automatic Data Processing M 23] ~

Data Processing Pipeline Tasks M [23] ~

Feature Storage M [23] ~

Data Ingestion M 23] ~

Pipeline/Orchestrator Triggers M 123, 24 ~

Model Building M 23] ~

Model Building Pipeline Tasks M [23I: [24] ~

No MLOps
Apply MLOps * 7
No AutoML ~
Use AutoML

No data processing automation
Data pipeline *

ETL pipeline *

Data processing component ”

Data extraction *

Data transformation
Data preparation ™
Data validation *
Data selection ~
Feature engineering ® ~

Data processing hyperparameter tuning *

X

Data store
Feature store ~

Streamed data ingestion
Data ingestion on request =
Data ingestion in batches ~
Manual data ingestion *

On-demand

Commit

Scheduled ~

New training data P~

Model performance degradation ¥
Data distribution changes *

In development tool £~
Model-building pipeline ¥ ~
Model-building component ~
Model training ~

Data splitting *

Data checkpoints E ~

Model validation ~

Model selection ~

Train multiple model versions ~
Model packaging

M marks an ADD that is associated with ML.
R denotes an ADD that is RL-specific.

E denotes an ML decision option that has an RL equivalent.
-~ and X represent an ADD or a decision option that was applied, not applied or not applicable

to the study object, respectively.

Continued on next page...
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ADD Decision Option

Model hyperparameter tuning ® ~
Development tool facade
Development tool export

Training Strategy M 123 ~ Batched
Incremental ~
Batch-based /incremental hybrid

Model Deployment M 24 ~ Manual deployment
Pre-prepared pipelines
CI/CD pipeline automation

Data Processing M 23] ~ Batched ~

Real-time, stream-based

M4~ None

Build and deployment scripts

CI/CD pipeline ~

ML orchestrator ”

Packaging

Testing

Building

Deployment ~

Containerisation ”

Automated Integration/Delivery

Delivery Pipeline Tasks M 124 ~

M [24] ~ None

Data repository
Code repository ”

Data Versioning

Model Version Deployment M 24 ~ Single model in production
N versions in production ~

Model version rollback ~
Model Architecture & ¥ ~ Monolithic model using single-agent RL
Specialised models + multi-agent coordina-
tion via shared rewards ~
Specialised models + multi-agent market-
based coordination
Specialised models + coordinator specialist
+ hierarchichal models
Specialised models + coordinator specialist
Model Training & 8 ~ Single-agent RL with parallel training of a
single agent
Market-based multi-agent RL
Centralised training and execution multi-
agent RL
Centralised training and decentralised execu-
tion multi-agent RL ~
Distributed multi-agent RL

M marks an ADD that is associated with ML.

R denotes an ADD that is RL-specific.

E denotes an ML decision option that has an RL equivalent.

-, and X represent an ADD or a decision option that was applied, not applied or not applicable

to the study object, respectively.
Continued on next page...
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ADD Decision Option
Hierarchical RL

Checkpoints ® I8 ~ No checkpoints
Use checkpoints ~
Transfer Learning & 18 ~ No transfer learning
Use transfer learning
R [§ ~

Distribution Strategy No distribution strategy

Custom distribution framework for each RL
algorithm

Versatile distribution frameworks ~
Distributed control-based distribution style
Logically centralised control distribution
style 7

Hierarchically parallel task distribution
style

R 8] ~

RL Hyperparameter Tuning No RL hyperparameter tuning

Use RL hyperparameter tuning ~

M denotes an ADD that is associated with ML.

R denotes an ADD that is RL-specific.

E denotes an ML decision option that has an RL equivalent.

-~ and X represent an ADD or a decision option that was applied, not applied or not applicable
to the study object, respectively.

5.5.1 MLOps

A major ADD is whether MLOps should be applied holistically throughout a project.
MLOps touches on many other ADDs covered in this study, such as strategies for
automating and streamlining data processing, rapid model training, deployment and
performance monitoring. The units of analysis clearly show that the decision to adopt an
MLOps approach was made. However, the findings below indicate that for many related
ADDs, MLOps as a practice needs to be adapted to accommodate the distinct demands
of RL, resulting in a modified form of MLOps for RL, termed RLOps.

5.5.2 AutoML

AutoML automates several ML practices that would otherwise be performed manually,
such as data preparation, feature engineering, model training, hyperparameter tuning,
model validation and model selection. It uses search algorithms to find optimal solutions
for the various phases of the ML pipeline. In the study object, AutoML was not applied.

5.5.3 Automatic Data Processing

Deciding how to process the data used for model building automatically is central. Neither
data pipelines nor ETL pipelines are suited to RL, since RL models are trained on
environmental data and rewards rather than on training datasets. In the study object, a
data processing component in the form of an environment interpreter that provides
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environment data to agents is used, supporting Automatic Data Processing. An alternative
implementation considered for a future version of the system is the replay buffer [2].
Replay buffers are widely used to retain and replay historical data to prevent loss. This
alternative would process production data and provide it to the training process.

5.5.4 Data Processing Pipeline Tasks

Deciding on Data Processing Pipeline Tasks is a follow-on ADD from Automatic Data
Processing if, for instance, a data pipeline or data processing component was used.
In RL, tasks related to ML-specific training data, such as extraction, transformation,
preparation, validation, and data processing hyperparameter tuning, are not
applicable. During manual experimentation, data selection of environment features
is used. This data is used for offline RL [150] and an RL-adapted form of feature
engineering, which focuses on creating an effective state representation for imitation
learning [2|. Offline RL occurs when an agent learns from past data without interacting
with the environment, and imitation learning develops a policy from expert demonstrations,
potentially surpassing the expert’s performance.

5.5.5 Feature Storage

The Data Processing Pipeline Tasks decision option of feature engineering, as applied
during manual experiments, prompts the architect to consider Feature Storage options.
These include a simple data store or a specialised feature store, the latter of which
was applied in the study object. In the context of RL, a feature is a specific attribute
or property of the environment that the agent can use to make decisions. The feature
store option facilitates persistence and access to feature data and, in the study object,
the data flows back from the environment interpreter to the feature store via a trigger
(see the Pipeline/Orchestrator Triggers ADD in Section to be used for offline
RL and imitation learning.

5.5.6 Data Ingestion

Another key ADD is Data Ingestion to enable Data Processing and consequently Model
Training. In this RL-based CPPS case, data ingestion on request and manual data
ingestion are irrelevant since it only makes sense to ingest data when there has been
a change in model performance or the environment (such as the factory layout) — see
the Pipeline/Orchestrator Triggers ADD in Section m Thus, it only remains to be
decided whether data is streamed or batched. Both are feasible, but the batched
option has been applied in our case study. Data resulting from exploring the action space
is provided via a trigger, saved in a feature store for offline RL and imitation learning,
and is then fed into an automated pipeline in batches for model training.
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5.5.7 Pipeline/Orchestrator Triggers

ML pipelines, orchestrators and model-building components can be started via
Pipeline/Orchestrator Triggers. Triggers can be on-demand (not used in this pro-
ject) or based on external events, such as a commit to the code base (not used either).
In RL, triggering on changes to the data distribution does not make sense since the
system does not deal with labelled datasets with a given distribution, as in supervised
learning. In our case study, a modified version of the new training data trigger was
applied based on action space (e.g. after agent actions or when robot characteristics
are otherwise updated) or environment changes (e.g. when the factory layout changes).
Model performance degradation also triggers pipelines in the study object and is
achieved via agent performance monitoring (necessitating an RL-specific adaptation),
triggering a training pipeline or component or when a better model becomes available, trig-
gering a deployment pipeline or model serving component. A model serving component
is also triggered according to a schedule.

5.5.8 Model Building

A core ADD in an ML project is Model Building. Options include using development
tools, such as computational notebooks. Alternatives include using a model-building
pipeline or a model-builder component. The study object uses all three: a develop-
ment tool for running manual experiments, a model-building pipeline, and manual
experimentation uses a model-building component for model training.

5.5.9 Model Building Pipeline Tasks

If a model-building pipeline is chosen for the Model Building ADD, as in our case study,
then the Model Building Pipeline Tasks ADD is for deciding which tasks are performed
in that pipeline. The model-building pipeline and other components perform model
validation, model selection from an RL model registry, training of multiple model
versions and an RL version of hyperparameter tuning (see the RL Hyperparameter
Tuning ADD in Section[5.5.22). Model-building components perform model training
and use data checkpoints (although modified for use in offline RL). Data splitting
(e.g. into training and test data) does not apply to this project since it does not use
datasets for supervised /unsupervised learning. Model packaging is not applied here
because models are loaded directly from an RL model repository and into an agent via
an orchestrator component. Finally, neither a development tool facade nor export
is used since development tools are not integrated into the automated flow.

5.5.10 Training Strategy

Model training, discussed with the Model Building Pipeline Tasks ADD in Section [5.5.9
entails a follow-on decision on which Training Strategy to adopt. The training strategy
may be batched, incremental or a hybrid of the two. In our case study, models are built
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incrementally in response to automatic triggers described for the Pipeline/Orchestrator
Triggers ADD in Section [5.5.7}

5.5.11 Model Deployment

Once a model is trained, it needs to be deployed for use. Our case study uses neither
manual deployment nor semi-automated pre-prepared pipelines — though both are
possible, neither practice is ideal for an Industry 4.0 CPPS. Instead, CI/CD pipeline
automation is used to automate a model serving component.

5.5.12 Data Processing

Data Processing is paramount in ML. It involves taking data that was already ingested and
providing it to, e.g. a model-building component for use in model training. Processing
can occur in batches when required for training, as in the study object where data is
provided in batches with triggers and read in batches for offline and imitation learning
or in real-time as a stream, which is not implemented in our case study.

5.5.13 Automated Integration/Delivery

Automated Integration/Delivery involves deciding on the level of automation for integ-
ration and delivery. The most straightforward choice, no integration or delivery
automation, is not applied, nor is manually performing deployments using build
and deployment scripts. Instead, the system makes use of a CI/CD pipeline (for
building and deployment) and an ML orchestrator. The orchestrator loads models
from a model repository into agents. It executes the agent and evaluates its actions,
observations and rewards in a simulator.

5.5.14 Delivery Pipeline Tasks

If CI/CD pipelines are used, as they are in the study object, then Delivery Pipeline
Tasks are a consideration. Typical tasks include packaging (e.g. of models), testing
delivery tasks (e.g. for A/B tests or canary tests), building (e.g. of executables), the
deployment of artefacts into a target environment and containerisation (e.g. of models
or components). In our case study, model evaluation is part of the training pipeline,
not the delivery pipeline. Model building is part of the training pipeline and not the
delivery pipeline. Our case study uses deployment tasks as specified in a deployment
configuration to deploy a simulator and a model-building component. It also performs
containerisation of Docker [33]| images and stores them in a container registry, rather
than packaging models.

5.5.15 Data Versioning

Part of data management involves Data Versioning. ML or RL-relevant data can be
stored and versioned in a dedicated data repository. Likewise, ML or RL code can
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be stored in a code repository like GitLab. In the study object, both practices were
applied with source code stored in a code repository, environment data stored in the
feature store described in Section [5.5.5] model metadata stored in an ML metadata
store, which is a kind of data repository, and models stored in a model registry.

5.5.16 Model Version Deployment

Fundamental to more detailed ADDs (e.g. Model Architecture for RL in Section is
deciding on Model Version Deployment. We note that a single model in production
was not applied since the system uses multi-agent RL. On the other hand, the system
was designed to support n versions in production — to support staged releases and
upgrade subsets of cyber-physical production units (CPPUs) — and also model version
rollback via a model registry.

5.5.17 Model Architecture

In RL, the correct choice of Model Architecture is more complex than in ML. One can
either make use of a single monolithic model for centralised decision-making or multiple
specialised models with various forms of coordination. Coordination may be achieved
with shared rewards, be market-based or can be achieved with a coordinator
specialist. If specialised models and a coordinator specialist are selected, then
hierarchical models may also be used. Our analysis shows that the study object uses
specialised models with multi-agent coordination via shared rewards.

5.5.18 Model Training

For the Model Training ADD, decision options include patterns and practices incorpor-
ating a range of combinable strategies, including single-agent RL, multi-agent RL,
hierarchical RL, market-based RL, parallel training and centralised /decentral-
ised training and execution. In our study, the system uses centralised training
and decentralised execution multi-agent RL: the models are centrally trained in
a model-building component (see the Model Building ADD discussed in Section ,
and multiple decentralised digital twin agents are executed.

5.5.19 Checkpoints

Checkpoints are a binary choice and were applied in the study object to facilitate resumable
training. Resumable training requires saving training parameters, state, and data at given
intervals during training, allowing resumption later. This practice can enhance training
robustness by enabling the training process to recover with minimal resource waste in the
event of interruption, and it also facilitates model versioning during training.
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5.5.20 Transfer Learning

Transfer Learning is a binary ADD representing a technique for using knowledge gained
from solving one problem to solve a related but different task. In the study object, it
is used by fetching pre-trained models from the model registry and retraining them
to reduce overall training time.

5.5.21 Distribution Strategy

A suitable RL Distribution Strategy can improve training efficiency and scalability, and
reduce training time. Depending on specific needs, various combinations of factors
characterise the decision options, including frameworks, control methods and levels
of parallelisation. The study object uses versatile distribution frameworks with
logically centralised control distribution.

5.5.22 RL Hyperparameter Tuning

In RL, similarly to ML, the practitioner can apply RL Hyperparameter Tuning, which is
considered distinct from the data processing hyperparameter tuning decision option
described in Section [5.5.4] since despite the common overall goal of optimising model
performance, there are some key differences, such as the optimisation of a reward function
or policy over time across multiple episodes rather than a performance metric like accuracy,
with distinct training runs producing a completely new model. Our case study uses RL
hyperparameter tuning during base training, i.e. in the agent’s initial training phase.

5.6 Discussion

In this section, we assess, interpret and discuss the results of our rigorous qualitative
case study regarding the research questions defined in Section [5.1]

RQs2.4: To what extent are known ML and RL ADDs applicable to RL in a CPPS
context? After analysing the system, modelling 15 units of analysis, and considering 22
ADDs with 86 decision options from the literature, we identified evidence for 21 ADDs
and 37 design decisions in a concrete, RL-based Industry 4.0 CPPS. Only one ML ADD
was not applied (but could have been). The most important observation is that all ML
ADDs were applicable, and all but one were indeed applied, indicating a high level of
cross-compatibility between ML and RL practices. All six RL-specific ADDs were applied
to the study object, in line with our understanding of their use.

In practice, the only ADD out of the 16 top-level ML ADDs that was not applied was
AutoML, although it is not unsuited to RL and still could have been used in specific
circumstances [151], [152]. Practitioners should evaluate whether AutoML could offer
benefits in their specific use cases, particularly for tasks that do not require highly
specialised models. In our case study, it was not applied, but that does not preclude
its applicability in other systems.
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More generally, understanding the reasons for choosing specific options over alternatives
is outside the scope of this study. We only considered project artefacts and known and
evidenced ADDs, but this does not rule out other decision options or as-yet-unknown
ones that may be implemented over the system’s lifetime.

RQa2.5: Which ADD decision options typically used in ML and RL apply directly to
a real-world CPPS that utilises RL? We considered a total of 86 decision options, 63
of which were ML-related and 23 RL-specific. Out of 63 ML decision options, 22 were
directly applied, 22 ML decision options were not applied (but could have been), and
11 ML decision options were not applicable. See RQ2.6 below for a discussion on the
remaining eight ML decision options, which were applicable with modification. These
results suggest that many existing MLOps practices can be transferred to RL-based
industrial systems without modification. Out of 23 RL-specific decision options, seven
were applied, 16 were not applied (but could have been), and all were applicable. These
results indicate that the study object closely conformed to our prior knowledge of RL
decision options and was highly compatible with, and relevant to, known practices.

Noteworthy is the varying emphasis placed on specific decision options, evident in
Table depending on whether the system is geared more towards ML or RL. For
instance, ML decision options that are not suited to RL tend to be data-centric, such as
with Automatic Data Processing practices (e.g. use of a data or ETL pipeline), or Data
Processing Pipeline Tasks (e.g. data extraction, transformation, preparation and
validation). RL-specific decision options tend to focus on Model Architecture (agents
and their specific roles), Model Training (centralised/decentralised training and
execution) and model Distribution Strategy (centralised or distributed). These
differences are evidenced in the units of analysis and are thus relevant when planning
resource allocation (e.g. developers’ time and effort).

RQa2.6 Is it necessary to adapt ADD decision options typically used in ML for use with
RL in a CPPS context? Out of 63 ML decision options, eight ML decision options were
applied in the form of an RL-equivalent, that is, a version of the original option modified
to suit RL-specific needs. An interesting observation is that some of these decision options
include practices that at first glance may not appear to have an RL-analogue, such as
the Data Processing Pipeline Task feature engineering, and Pipeline/Orchestrator
Triggers on new training data.

Given that all top-level ADDs from the literature were applicable in some way, the main
differences are noticeable at the level of the decision options. Categories emerge at this
level of granularity regarding their RL compatibility. We derived new categories to aid
understanding of the use of ML, and RL ADDs in CPPSs: inapplicable ML decision
options, unused ML decision options, ML decision options with RL equivalents
and directly applied ML decision options. The rationale for our classification can be
independently verified via Table and our replication package [149].

(1) Inapplicable ML Decision Options are marked with X in Table for example
data pipeline, data distribution changes and data splitting. In total, we identified 11
such decision options. These decision options can be disregarded early in the architectural
design process, as they are not compatible with RL and do not provide an RL-adapted
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equivalent. Recognising inapplicable options helps practitioners focus their efforts on
relevant solutions, but it is crucial to regularly reassess these options as technology
and requirements evolve.

(2) Unused ML Decision Options, denoted by “ for ADDs marked M in Table
include use AutoML, data store and model packaging. Twenty-two such decision
options were found. These decision options are compatible with RL without requiring RL-
specific modifications, but were not utilised in the study object. They represent potential
opportunities for future enhancements or system extensions. Practitioners should remain
aware of these options and regularly reassess their applicability as systems mature.

(3) ML Decision Options with RL Equivalents are marked with E in Table
for instance, new training data, model-building pipeline and data checkpoints.
Eight of these decision options were identified. These decision options may appear, at
first glance, to be incompatible with RL and, therefore, may be prematurely disregarded.
However, practitioners should note that they can be modified to suit RL better. The fact
that all eight ML decision options were modified and used for RL highlights the need
for flexibility. Practitioners should be prepared to adapt standard ML practices to fit
the RL paradigm. This category is particularly valuable for practitioners transitioning
from traditional ML to RL in industrial settings. It provides a bridge between familiar
ML practices and RL-specific requirements.

(4) Directly Applied ML Decision Options are indicated by ~ (without E) for
ADDs marked M in Table[5.1] and include data processing component, data selection
and feature store. We noted 22 such decision options. Practitioners should be aware
that the ML-related decision options in this category are directly compatible with RLOps.
They should be encouraged to use them where appropriate.

It is also worth noting a category of decision options that we already knew to exist
- those belonging to RL-specific ADDs. The application of all six RL-specific ADDs
indicates the importance of considering RL’s unique characteristics in industrial settings.
The associated decision options also offer the most straightforward path to implementation.
Practitioners should consider prioritising them to achieve rapid benefits and establish a
foundation for more complex integration later in the system’s lifecycle.

Our results demonstrate that RL practitioners wishing to implement RLOps have a
rich set of ADDs at their disposal. This breadth of choice enables tailored solutions that
address the unique challenges of RL in Industry 4.0 CPPS environments. By carefully
considering the applicability of various ADDs and decision options and by addressing
RL’s unique challenges in industrial settings, practitioners can leverage these technologies
to enhance efficiency, adaptability and decision-making in their operations. Practitioners
are advised to maintain flexibility and continually reassess options, as a commitment to
ongoing adaptation is essential in this rapidly evolving field.

5.7 Threats to Validity

In this section, we consider threats to validity according to Wohlin et al. [85] and Yin [89].
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5.7.1 Internal Validity

Our selection of the study object and its context (for instance, its domain), as well as its
level of MLOps/RLOps maturity, could have invalidated or skewed our results. However,
we consider the study object representative of the broader industry, and this assertion is
supported by the wide range of ML and RL practices documented in the case study.

If a software project is still in development at the time of a study, changes over time
within the study object, e.g. in team composition, system architecture or technologies,
could influence findings. We do not consider this threat significant, as the project was in
an advanced stage of development and any relevant architectural decisions had already
been made. In any case, this factor applies to all projects, as all development and
production systems evolve until they are decommissioned. Our case study provides an
accurate temporal snapshot, and it is worth noting that none of the documented practices
or ADDs contradicts or is incompatible with any other.

5.7.2 External Validity

The generalisability of our findings is a potential threat to external validity if the study
object is not representative of the broader industry or the practical use of MLOps/RLOps.
In this case, the findings may not apply to other contexts. Despite the novel nature of
the system, we were provided with many data sources for triangulation, and the study
object represents the state of the art. We consider the study object a typical case due
to the broad range of evidenced practices discovered. We expect our results to apply to
other cases with similar characteristics and anticipate that our findings will be relevant to
those cases as well. Still, it would be interesting to conduct other case studies in similar
and differing contexts for comparison (see Section .

5.7.3 Construct Validity

We set out to understand how ML ADDs are applied in practice and how they relate to
RLOps. Our definitions and understanding of MLOps and RLOps ADDs might not align
with their use in the study object, leading to inconsistent interpretations and less convincing
results. To mitigate this threat, we clearly, consistently and comprehensively defined
all technical terms as we understood them, used standardised terminology (ubiquitous
language [153]) and ensured the author team and partners from Siemens had a shared
understanding. We also formally modelled the relevant parts of the system and generated
UML visualisations of our models for comparison, documentation and validation. Our
findings indicate that our understanding of the ADDs matched their use in the study
object, thus confirming their relevance and the validity of the study.

5.7.4 Reliability

A further risk is that the methods used in our prior work, as described in Section [5.4.1]
to identify practices, ADDs and decision options, may not have accurately captured the
nuances of relevant practices in the real world. The same applies to the translation of our
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prior work’s understanding of concepts, such as ADDs, into concrete, practical use in the
case study. To mitigate this threat, we triangulated all sources of project information as
a confirmatory measure and, when necessary, sought clarification from Siemens. In doing
so, we successfully mapped the ADDs to phenomena encountered in the study object,
thereby confirming the overall validity of the ADDs and the reliability of our findings.

5.8 Conclusion and Future Work

We explored the application of ML ADDs in a real-world RL CPPS. Our research questions
examine the applicability of known ML and RL ADDs, the decision options directly
applicable to RL, and the adaptation requirements for ML decision options in RL within a
CPPS context. This study, to our knowledge, is the first of its kind and provides actionable
insights into the use of MLOps and RLOps practices in Industry 4.0. It provides guidance
and a reference for practitioners, linking theoretical concepts to real-world applications
in RL-driven CPPSs and informing architectural design in Industry 4.0.

We categorised ADD decision options into four emergent groups: Inapplicable ML
Decision Options, Unused ML Decision Options, ML Decision Options with
RL Equivalents and Directly Applied ML Decision Options. This classification
provides insights into applying ADDs from grey literature to real-world RLOps systems.
The findings demonstrate that many ML practices are directly applicable or adaptable
to RL, thereby contributing to a deeper understanding of RLOps architecture design
and facilitating the implementation of effective RL practices. These insights may be
of particular interest and encouragement to project teams when implementing similar
Industry 4.0 CPPSs to that of the study object, particularly to those who are unaware
that many ML practices apply to RL during architectural decision-making.

This study on ML and RL ADDs in the Industry 4.0 CPPS domain also lays the
groundwork for future studies. Ideas include exploring RLOps ADDs across different
industries, conducting longitudinal studies of their evolution, and performing quantitative
impact analyses. Such studies could reveal sector-specific practices and new ADDs, track
the maturation of RLOps practices over time, and provide empirical evidence of their
effectiveness. Collectively, such studies could enhance understanding of RLOps practices
in different contexts and their impact on organisational performance.
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6 On the Understandability of MLOps
System Architectures

MLOps is the practice of streamlining and optimising the ML workflow, from development
to deployment, using DevOps (software development and I'T operations) principles and ML-
specific activities. Architectural descriptions of MLOps systems often consist of informal
textual descriptions and graphical system diagrams that vary widely in consistency,
quality, detail and content. Such descriptions often deviate from established standards
or schemata, making them challenging to comprehend.

We aimed to investigate informal text and informal graphical representations of MLOps
system architectures and compare them with semi-formal MLOps system architecture
diagrams of those systems. We report on a controlled experiment with 63 participants
investigating the understandability of MLOps system architecture descriptions using
informal and semi-formal representations.

The results indicate that: (1) the understandability (quantified by task correctness
and duration) of MLOps system descriptions is significantly greater using supplementary
semi-formal MLOps system diagrams; (2) using semi-formal MLOps system diagrams
does not significantly increase task duration (and thus hinder understanding); (3) task
correctness is only significantly correlated with task duration when semi-formal MLOps
system diagrams are provided.

6.1 Introduction

6.1.1 Problem Statement

MLOps is centred around rapid deployment and is similar in many respects to DevOps
(software development and IT operations), but also introduces additional ML-specific
activities |111]. It is a multidisciplinary engineering practice that intersects ML, software
engineering and data engineering. MLOps involves specific practices for end-to-end activit-
ies, including conceptualisation, implementation, deployment, and scaling of ML products.
It also utilises CI/CD, workflow orchestration, reproducibility, data processing, model
and code versioning, continuous training, and monitoring, amongst other practices [4],
[23], [24]. Whilst conducting previous research [23], [24], we noticed that MLOps system
descriptions in grey literature are typically composed of informal textual descriptions and
informal graphical system diagrams. Based on our observations, the textual descriptions
vary considerably in tone, detail and content, and do not always closely correspond
to the accompanying informal MLOps system diagrams. We noted that the diagrams
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themselves do not usually follow consistent standards or schemata and may exhibit any
of the following characteristics:

e Inconsistencies in terminology, relationships between elements and visual features.

Lack of standardisation of terminology, relationships between elements and visual
features.

Lack of clarity.

Varying levels of detail or abstraction.

e Omission or inclusion of relevant or irrelevant system aspects, technologies and
other details.

Indeed, in practice, system architecture descriptions are customarily of an informal
nature [41], |42], [43], such as ad-hoc box-and-line or box-and-arrow diagrams, and this
appears to be the case still, despite the prevalence of modelling languages such as UML [66|
or domain-specific languages (DSLs) for specifying architectures |154].

6.1.2 Research Objectives

We conducted an empirical study on the understandability of MLOps system descriptions.
Our study aimed to determine whether and to what extent the provision of additional, semi-
formal MLOps system diagrams improves understanding of MLOps system descriptions. In
software architecture, informal system diagrams are graphical representations of a software
system or its components, typically designed to convey high-level or conceptual information.
These diagrams are often intended for quick communication and understanding amongst
team members and stakeholders, as well as for initial design discussions.

Informal diagrams may lack strict adherence to standardised notation and may be
hand-drawn, sketched or created with basic drawing tools. Their primary purpose is to
illustrate the system’s structure and major components without going into exhaustive
detail. Semi-formal system diagrams, on the other hand, are more rigorous and structured
graphical representations of a software system. They follow standardised notation and
conventions and are often used for detailed design, documentation or analysis. Semi-formal
diagrams provide a comprehensive depiction of the system, including its architecture,
components, relationships and behaviours. These diagrams are typically expected to
adhere to specific modelling languages, such as UML or specialised notations tailored
to software architecture. They can be used for more precise communication, analysis,
and as a basis for further system development and implementation.

We deemed UML a good choice for the visual system representations in this study
since it is familiar, widely understood and has been utilised in the related work described
in Section [6.2] UML activity diagrams for the pipeline representations were ruled
out because they were deemed insufficiently precise or detailed for the study. Despite
the variable nature of the formality of UML diagrams (see Rumpe and France [155],
Whittle [156] and France et al. |[157]), our component and pipeline diagrams still create an
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improved commonality of communicating architectural decisions and intent since they are
UML representations generated from coded models based on a precisely defined MLOps
metamodel that ensures no variability or ambiguity in the models themselves.

Figure [6.1] depicts a redrawn excerpt of a build pipeline from an example MLOps
systemlﬂ and Figure in Section shows the corresponding semi-formal diagram
for this pipeline excerpt. Please note that, like the UML-based diagram, the informal
excerpt does not include any aspects unrelated to the build pipeline. In the original
informal diagram, all pipelines and components are depicted in a single diagram, whereas
our UML-based diagrams are separated into multiple component and pipeline diagrams.
Aspects not present include the Azure Blob Storage Component, the Azure Machine
Learning Pipeline endpoint, the Azure Machine Learning retraining pipeline and the
Azure DevOps build pipeline.

Azure DevOps Build Pipeline )

Azure Machine Learning

=" 3 @é? o>

s —Y
Data sanity test Unit test Create machine Create machine  Publish machine
learning workspace learning compute learning pipeline
Runs for new code One-time run

Figure 6.1: Redrawn excerpt of a build pipeline from an informal MLOps system
diagram.

As in our previous work [158], [159], [160] that preceded the commencement of this
doctoral thesis, we defined the experiment goal using the Goal Question Metric |161]
template as follows: analyse MLOps system descriptions for the purpose of their
evaluation with respect to their understandability from the viewpoint of both novice
and moderately advanced software architects, designers or developers in the context
(environment) of the Advanced Software Engineering (ASE), Distributed Systems
Engineering (DSE) and Software Engineering 2 (SE2) courses offered by the Research
Group Software Architecture at the University of Viennal

We conducted an empirical study — to our knowledge, the first of its kind — as a con-
trolled experiment on the understandability of MLOps system description representations,
incorporating our novel, semi-formal, UML-based MLOps system diagrams. Our main
contributions are the results of the controlled experiment: (1) that the understandability
(quantified by task correctness and duration) of MLOps system descriptions is signific-

1 Source for the complete diagram from which we took the excerpt: |https://tinyurl.com/mlops-sys

tem-ma
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antly greater using our semi-formal MLOps system diagrams; (2) that using semi-formal
MLOps system diagrams does not significantly increase task duration (and thus hinder
understanding); (3) that task correctness is only significantly correlated with task duration
when semi-formal MLOps system diagrams are provided.

Our research makes significant contributions to the MLOps field by advocating the
adoption of semi-formal diagrams as a best practice to enhance task correctness. These
findings not only catalyse further scientific investigations into the cognitive aspects of
correctness but also offer practical guidance to MLOps practitioners. They emphasise the
potential advantages of incorporating semi-formal diagrams and highlight the significance
of realistic self-assessment. Our results highlight the value of visual representations
in improving correctness.

Moreover, our findings have the potential to reshape the way software architecture
is taught in university courses. Leveraging semi-formal MLOps system diagrams can
empower educators to enhance learning outcomes, address prevalent misconceptions,
accommodate diverse learning styles and facilitate a deeper understanding of intric-
ate architectural concepts. Furthermore, our study encourages a more comprehensive,
interdisciplinary approach to teaching software architecture that aligns with the in-
dustry’s evolving needs.

Overall, our work lays a solid foundation for further empirical work in the domain
of architectural modelling of MLOps systems. Our results represent a positive initial
step towards determining how helpful semi-formal MLOps system diagrams can be for
understanding MLOps system architecture.

We have structured the remainder of this chapter as follows: Section describes the
background and motivation of this study, and compares related work to it. Section [6.3]cov-
ers our research process, system selection method, modelling method, guidelines and study
design, and describes the participants, materials and experiment tasks, our dependent and
independent variables, our hypotheses and the research question. Section [6.4] documents
the pilot test, preparation and execution of the experiment sessions. Section describes
the processing and analysis of the dataset resulting from the experiment sessions. We also
discuss the participant demographics and descriptive statistics for the experiment data be-
fore testing our hypotheses and addressing our research question based on the experiment
results. Section discusses our results, including their interpretation and the threats to
the validity of our study. We conclude in Section [6.7]by discussing the impact and relevance
of our research, as well as suggestions for future work that could build on our study.

6.2 Background

6.2.1 Background and Motivation

Comprehending ML systems can be more challenging than with traditional software
architecture due to the intricate interplay of software development, data science and data
engineering [38|. Various authors have identified significant challenges in the software
structure of ML applications, such as complex software modules and their dependencies [53),
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technical debt and anti-patterns [38] and design issues in ML models, such as model
selection and reuse |54], [55]. These challenges highlight the intricacies of organising and
decomposing ML systems, which have led to the introduction of AutoML [162], [163] and
MLOps [4], |5] as a discipline related to DevOps [21] and CD [22].

It has been shown in various studies of open source systems [164], scientific literat-
ure [165] and interviews with practitioners [166] that DevOps and CD lead to a complex
deployment and delivery architecture that is hard to comprehend and needs to be un-
derstood in addition to the software architecture of the system to be deployed. This
problem worsens for ML systems deployed with MLOps as, in addition to the complex
model and system deployments, component architectures and CI/CD pipeline behaviours,
ML pipeline behaviours and ML-specific components need to be understood [4], [5], [167].
For example, consider a model retraining step in a CI/CD pipeline that must work
harmoniously with model versioning and registry services. In a survey of case studies,
Paleyes et al. |168] identified significant practical challenges in deploying ML systems,
specifically related to ML architecture. Some relate to tools, services and architectures
used in deployment; others to the potential disconnect between ML /data science experts
and software engineering practices.

We investigate whether providing semi-formal, UML-based MLOps system diagrams
can improve the clarity and comprehensibility of these systems, potentially bridging the
gap between the two domains and thereby increasing overall MLOps efficiency. Our
research motivation stems from observing inconsistencies in existing MLOps system
descriptions and the scarcity of relevant studies, including controlled experiments, that
focus on understanding the comprehensibility of semi-formal MLOps system models.
We are unaware of any other prior empirical study that systematically investigates
understanding of MLOps system architectures based on informal textual descriptions
and informal graphical system diagrams, compared to semi-formal model diagrams. This
study unifies these aspects and, to our knowledge, is the first of its kind. Whilst the
related work described below is relevant, the studies differ from ours in several respects.
By conducting this study, we aim to contribute to the development of a scientific body
of work in a new research area.

Our study results confirm our suspicions and show that the understandability of
informal system descriptions used in practice could be improved. Our motivation for
studying whether semi-formal models can enhance the understandability of MLOps system
descriptions is that MLOps systems appear more complex than ordinary DevOps-based
systems and require understanding by both software engineers and relatively untrained
ML/data science experts.

6.2.2 Experimental Studies

Various studies have utilised controlled experiments, but we could not find any that
involved MLOps. The studies mentioned below are provided for comparison because they
are similar to ours to varying degrees in describing user experiments involving software
systems. However, they do not focus on MLOps, and do not compare semi-formal and
informal MLOps system models and descriptions, nor do they quantify user understanding
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of system properties and behaviour.

Allodi, Cremonini et al. [169] compare the accuracy with which security professionals
and students with further technical education assess the severity of software vulnerabilities
based on various attributes, in a study involving 73 participants. Their focus was not
on comparing different system description methods but on participants’ background
knowledge and education. One major difference in methodology in their study is that
participants were divided into three groups: students with a BSc in information security
enrolled in an MSc in information security, students enrolled in an MSc in computer
science and security practitioners. Another difference is that they specifically recruited
students with no professional expertise.

Allodi, Biagioni et al. [170] also conducted a controlled experiment with 29 MSc
students to determine how difficult it is for participants to assess system vulnerabilities
when security requirements change. Thus, their comparisons were based on variations in
system requirements rather than modelling variations. Unlike our study, they employed
a within-subject design; however, they formulated hypotheses that were subsequently
tested using statistical methods, as we do.

Labunets et al. [171] report on a controlled experiment with 29 MSc students to compare
participants’ perceptions of visual versus textual methods for security risk assessment in
the context of effectiveness. This experiment is relevant to our study since it compares
textual and visual representations. Still, it does not focus on the differences between
semi-formal and informal representations, nor on system understanding. Additionally,
it focuses on security aspects rather than MLOps. Regarding methodology, the authors
employed a within-subject design, whereas our study uses a between-subject design. They
employed Grounded Theory during the qualitative analysis phase of their process to
explain potential differences between the two methods under consideration. This approach
is interesting because we also used Grounded Theory in our previous work upon which
this study was partially based (see [23], [24] and our research process in Section [6.3)).
They translated their research questions into hypotheses that were statistically tested,
a methodological approach similar to ours.

A more closely related study is described by Sharafi et al. [172], who conducted an
experiment with 28 participants and examined the impact of structured textual versus
graphical representations on efficiency during requirement comprehension tasks. This
study has some similarities with ours. It featured graphical system representations and
measured task correctness and duration. Still, it differed in emphasising visual effort, the
impact of native language, education and gender. It also utilised eye-tracking and focused
on requirements rather than MLOps system architectures. A difference in methodology
was the use of a within-subject design; however, similarities included the definition of
hypotheses and the statistical testing of these hypotheses using R [173].

A similar study to ours involving a controlled experiment is that of Heijstek et al. [174].
They conducted a controlled experiment with 47 participants from industry and academia
to study whether visual or textual artefacts are more effective at communicating ADDs
to software developers. They used UML diagrams and informal textual descriptions
and found that: (1) neither diagrams nor textual descriptions proved to be significantly
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more efficient in terms of communicating ADDs; (2) diagrams are not more suited to
convey ADDs of a topological nature; (3) participants who predominantly used text scored
significantly better than their counterparts. They also found that diagrams were not able
to alleviate the difficulties non-native English-speaking participants had in extracting
information from the documentation. Some differences between their study and ours are
that all participants assessed both representations (i.e. a within-subject approach was
followed), the focus was not on MLOps and data was collected by filming participants and
encouraging them to think aloud. A similarity to our approach included the definition
of hypotheses for statistical testing and the use of questionnaires.

Another similar study is the controlled experiment involving student participants by
Jolak et al. |175]. Similarly, they compared textual and graphical (UML) representa-
tions. They focused not just on understanding but also on explainability, recall and
communication. Their work was in the context of a mobile application, whereas our
study focuses on MLOps. Like our study, they followed a between-subject design to
minimise learning and transfer effects, gathered descriptive statistics to understand the
data, and statistically tested their hypothesis. Their results favoured the graphical over
the textual representations.

6.2.3 Studies on System Properties and Behaviour

There is extensive related work focusing on quantifying system properties and behaviour
or on providing alternatives or enhancements to UML, which bear similarities to our study
but again lack a focus on MLOps. Some notable examples are described below. These
studies focus on quantifying architectural properties rather than on users’ understanding
of system descriptions, even when the properties are related to understanding. In contrast,
we are interested in comparing semi-formal and informal descriptions of MLOps systems.

The selected studies described below propose various methods to model system archi-
tectures, provide alternatives or enhancements to UML or derive improved architectures.
Although some of the artefacts resulting from these contributions may be generally ap-
plicable, we are explicitly focused on MLOps system architecture. Nevertheless, these
studies remain relevant to our work, as our study involves developing a Python-based
metamodel for MLOps systems and generating UML-based visualisations.

Pradella et al. |176] describe a new temporal logic language that combines UML notation
with a formal semantics, providing a formal notation that allows developers to model
non-critical system aspects in either UML or using formal notation. Modelling system
aspects is relevant to our work, as is the provision of complementary formal or semi-formal
notation, since we also used our own existing DevOps metamodels for modelling systems
in UML in this study and extended them with MLOps-specific metamodel types; however,
the focus of their work was not within the context of understandability and MLOps.

Lavazza et al. |177] describe an approach in which developers model systems in UML and
the models are then automatically translated into a formal notation that can subsequently
be used to verify various system properties, such as safety, utility and liveness. They
propose enhancements to UML and provide a formal semantics for some UML constructs.
Again, the focus on system properties and formal or semi-formal modelling is relevant,
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but this study did not specifically focus on understandability or MLOps systems.

Rodano and Giammarco |178| use a general logical notation to formalise architectural
models of systems, and quantify system characteristics and quality attributes (such as
performance) to ascertain the quality of architectural models (as opposed to quantifying
user understanding). They suggest that their general notation can be combined with
many system architecture tools and adapted to suit specific architectural frameworks
or projects rather than MLOps systems directly.

Li and Horgan [179] discuss architectural designs and quantify architectures for software
systems. They present a method for constructing formal models of software architectures
and simulating them to predict behaviour, reliability and performance. They then use the
quantified simulation results to evaluate alternative software architectural designs. This
method is interesting since we are also concerned with system properties and behaviour.
However, we would like to determine users’ understanding of systems using informal text
and informal diagrams, together with semi-formal architecture-view descriptions, rather
than generating alternative architectures or predicting system qualities.

6.3 Experiment Planning

6.3.1 Research Process

Figure [6.2] provides an overview of our overall research process. In the pursuit of our
research objectives, the research methodology unfolded through a series of carefully
orchestrated steps. These steps encompassed diverse aspects, from initial data collection,
as described in Sections and to the rigorous analysis and interpretation of the
experiment’s outcomes, documented in Sections [6.5] and [6.6]

Our journey began with us systematically and iteratively scouring online resources
for MLOps systems. Through each iteration, we applied meticulous inclusion-exclusion
criteria (described in Section until three suitable MLOps systems emerged, forming
the foundational pillars of our study.

Subsequently, we outlined the guidelines for our research and the experimental design,
which we describe in Sections [6.3.4] and [6.3.5] respectively. This crucial stage laid
the groundwork for the controlled and structured execution of the study, ensuring the
integrity of the results.

A pivotal phase of our research involved the intricate modelling of the selected MLOps
systems, as described in Section This modelling endeavour was intertwined with
developing a comprehensive metamodel for MLOps, and a set of intricate MLOps system
models comprising component and pipeline diagrams and providing a detailed and holistic
representation of MLOps systems.

To provide study participants with the necessary resources for successful engagement
with the experiment, we devoted much effort to preparing and producing the study
materials, which we document in Section [6.3.7 We meticulously crafted this material,
including the information sheets and experiment task sheets, to facilitate a comprehensive
understanding of MLOps systems.
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Figure 6.2: Overview of the research process followed in this study.

A critical milestone in our research journey was the execution of a pilot study, which
we describe in Section This pilot study was a vital validation step, using the
study material and MLOps system models to assess their clarity, comprehensibility and
suitability for the main experiment.

To maximise accessibility and ensure participants were well-prepared, we published the
experiment information sheets on our online learning platform (see Section . This
platform served as a central hub for disseminating essential information to participants.

The core of our research was embodied in the execution of the experiment sessions.
We conducted the experiment sessions meticulously and precisely, adhering to predefined
procedures and protocols, as described in Section [6.4.3]

After the experiment sessions, the study entered the data compilation and preparation
phase. We carefully curated the dataset for analysis. We document these activities
in Section [6.5.1]

With datasets in hand, we performed comprehensive data analysis, unearthing valuable
insights, demographic information, quantitative findings and meaningful statistical relation-
ships. This analysis, which we detail in Section provided the groundwork for enabling
the rigorous assessment of observed differences and the testing of our research hypotheses.

In the final stretch of our research journey, we diligently interpreted the experiment
results. This interpretive phase allowed us to synthesise the accumulated knowledge and
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insights, gaining a comprehensive understanding of the research’s overarching outcomes
and implications. These concluding insights provided the foundation for our contributions
to the field of MLOps and the broader impact of our research. The interpretation and
implications are discussed in Sections [6.6.1] and [6.7.1], respectively.

6.3.2 System Selection Method

We utilised popular search engines such as Google and DuckDuckGo, along with topic
portals such as InfoQQ and DZone, to source relevant MLOps systems. The selection of
each system adhered to predefined inclusion and exclusion criteria.

Inclusion criteria encompassed:

Commercial products/platforms, open source systems, workflows featuring archi-
tectural descriptions, and comprehensive examples or tutorials that facilitated the
derivation of system architectures.

Demonstrations or example projects by individuals or companies with high ratings
on |GitHub.

The need to originate from reputable authors, companies or publishers.

The need for practitioners to be the intended audience.

Conversely, exclusion criteria encompassed:

Student projects, including those from universities, coursework, pet projects or
experimental examples.

Open-source projects categorised as tools or libraries, distinct from MLOps imple-
mentations or system descriptions.

Tutorial articles lacking examples or containing only code snippets.

Sources focusing solely on specific, detailed aspects of the ML workflow, as opposed
to the overall workflow or system.

Sources describing the ML workflow exclusively in a theoretical context (e.g. for
informational or educational purposes).

Sources that served as advertisements or did not describe real architectural examples
applicable in an industrial context.

Sources detailing the consulting approaches of companies without providing accom-
panying example projects.

The first selected MLOps systemﬂ was a guide based on Amazon Web Services (AWS)
intended for data scientists and ML engineers looking to implement DevOps principles

2
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in the context of ML systems, i.e. MLOps, facilitating the automation and continuous
monitoring of every phase in the construction of ML systems and covering areas such as
integration, testing, release management, deployment and infrastructure administration.

Our second selected MLOps systemlﬂ by Google describes its level 1 architecture,
which aims to ensure uninterrupted model training by automating the ML pipeline and
facilitating the seamless deployment of model prediction services. The pipeline includes
automated data and model validation procedures to streamline the incorporation of new
data for model retraining within a production environment. It encompasses triggers and
metadata management to ensure efficient workflow automation.

Our final selected MLOps systemﬁ was a reference architecture outlining the pro-
cedures for establishing a CI/CD and retraining pipeline for an Al application using
Microsoft Azure DevOps and Azure Machine Learning. A practical demonstration of this
architectural framework was accessible via a reference implementation on GitHub.

The selected MLOps systems are representative of real-world MLOps systems. We
achieved this through the meticulous application of our inclusion-exclusion criteria, which
guided the selection of systems offered by notable vendors, including AWS, Google
and Microsoft.

6.3.3 Modelling Method

To create our models of the selected systems, we utilised Codeable Models [78], an effective
Python modelling tool that allows us to specify metamodels and model instances. In
this study, we initiated the development of an MLOps system architecture metamodel
for specifying components, connectors and their relations. Our metamodel serves as the
cornerstone for the semi-formal representation of MLOps systems, utilising modelling
primitives derived from our understanding of various aspects of the MLOps systems
described in Section [6.3.2

The semi-formal, UML-based MLOps system representations in this study typically
encompass component and pipeline views, each consisting of nodes and connectors of
various types. In component views, nodes represent different component types, with con-
nectors delineating their relations. These component nodes may represent various entities,
including execution environments, cloud components, platforms, orchestrators, repositor-
ies, clusters or pipelines. Connectors within a component view articulate relationships,
such as artefact providers, data triggers, deployment targets and pipeline triggers.

Pipeline views describe the internal workings of a pipeline and consist of an initial
node, an intermediate sequence of nodes and a concluding node. The relations between
these nodes establish the execution order. To address decisions or branching within
pipelines, we utilise fork nodes followed by parallel pipeline nodes that culminate in a
joint node. This approach represents diverse pipeline aspects and steps, encompassing
pipeline triggers, data processing, model training, container image creation, testing, model
registration and deployment. Pipeline nodes also house metadata, such as automatically

https://tinyurl.com/mlops-system-gm

4 https://tinyurl.com/mlops-system-ma
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invoked pipeline tasks and execution environments.

To visualise our models, we employed PlantUML [79| to generate the corresponding
UML diagrams. Examples of component and pipeline diagrams for the Microsoft Azure
DevOps and Azure Machine Learning system are described in detail in Section [6.3.7] and
may be found in Figures [6.3] and [6.4] respectively.

6.3.4 Guidelines

When planning our study, we followed the template provided by Jedlitschka et al. [83],
which details robust guidelines for empirical research in software engineering. Additionally,
we followed Kitchenham, Pfleeger et al. [84], who offer overarching guidelines for conducting
software engineering experiments and provide recommendations related to the design,
implementation, analysis and presentation of empirical research studies. We also follow
Wohlin et al. [85], who go into more detail and discuss statistical tests and their suitability
for various study types and Juristo and Moreno [86], who also offer valuable insights into
conducting empirical research in software engineering. We used the robust statistical
method guidelines for empirical software engineering by Kitchenham, Madeyski et al. [87]
as a basis for evaluating the data from the experiment sessions.

6.3.5 Study Design

Conducting a controlled experiment to evaluate the impact of providing semi-formal
MLOps system diagrams has distinct advantages, as it ensures causal inference and
facilitates replication. This method allows for the collection of quantitative data and the
generalisation of findings to broader populations. Other techniques, such as observational
studies, eye tracking, surveys, comparative studies, qualitative interviews and usability
studies were considered but ruled out due to limitations in establishing causality and
controlling biases. Given the need for reliable, objective and causal inferences, a controlled
experiment was deemed the most suitable approach for this study, as it provides necessary
control over variables and ensures the validity of the results.

We deliberately chose a between-subject |[82] experimental design, which involves distinct
groups of participants exposed to different conditions, for several reasons. Firstly, within-
subject designs, in which the same participants experience all conditions in sequence, are
susceptible to order effects such as practice effects and fatigue decline, which can confound
results. Using a between-subject design, we ensured that each group encountered only
one condition, effectively mitigating these order-related biases.

Secondly, within-subject designs can be problematic in studies where participants learn
from the first condition and apply that learning to subsequent conditions. Opting for
a between-subject design allowed us to start each group with a clean slate, minimising
the influence of habituation on our findings.

Thirdly, random group assignment enhanced internal validity, mitigating bias due to
participant demographics, such as prior knowledge or exposure to different experiment
material. Finally, equal incentives for all participants reduced the likelihood of participants
biasing the survey and self-assessment responses.
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6.3.6 Participants

The study consisted of controlled experiment sessions with 72 participants. After applying
the objective inclusion-exclusion criteria described in Section we included 63 unique
participant contributions for evaluation. Notably, much widely-cited related work either
used even smaller sample sizes (see Allodi, Biagioni et al. [170]: n =29, Labunets et
al. |L171]: n = 29, Sharafi et al. [172]: n = 28 and Heijstek et al. [174]: n = 47) or similar
sample sizes (see Allodi, Cremonini et al. [169]: n = 73).

We randomly assigned each participant to one of two groups: a control group
(nCONTROL = 31) and an experimental group (nEXPERIMENTAL = 32)5 hereafter referred to
as CONTROL and EXPERIMENTAL, respectively. Each group had a different experiment
sheet, as detailed in Section [6.3.7} All participants were either BSc or MSc students
enrolled in at least one of three different courses spanning two semesters:

e In the summer and winter semesters of 2022, we invited students enrolled in
Distributed Systems Engineering (DSE)m to participate. This course is optional at
the bachelor’s and master’s levels.

e In the summer semester of 2022, students enrolled in Advanced Software Engineering
(ASE)EL which is a mandatory master’s-level course, could also take part.

e In the winter semester of 2022, students enrolled in Software Engineering 2 (SE2)E|
were also able to participate. SE2 is a mandatory bachelor’s-level course.

We obtained written consent from all participants, participation was entirely voluntary,
and we awarded students extra credit in the form of bonus points on top of the standard
course points as an incentive to participate. The material covered in the study was
related to the subjects of the various courses (software engineering and distributed
systems). However, it was not integral to the course material; i.e. we did not teach
it in classes or lectures, nor did we expect the students to learn it for their respective
courses, and it was not examinable.

Thus, it made sense for us to offer students participating in the study bonus points
rather than standard course points, also ensuring that we were not disadvantaging those
students who opted not to participate, as they could still earn the full standard course
points. It was also possible for students to receive bonus points by completing the
experiment tasks, but to opt out of having their contributions included in the experiment.

We pseudonymised participants’ submissions after each experiment session so their
identities did not influence the evaluation of their submissions. Similarly, their particip-
ation, non-participation or opting out of including their submissions in the experiment
results did not affect their grading, except for the awarding or non-awarding of bonus
points at the end of the semester.

5 https://ufind.univie.ac.at/en/course.html?lv=052500&semester=2022S
6 https://ufind.univie.ac.at/en/course.html?1lv=052500&semester=2022W
7 https://ufind.univie.ac.at/en/course.html?lv=053020&semester=2022S
8 https://ufind.univie.ac.at/en/course.html?lv=051050&semester=2022W
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Please note that a vote by the University of Vienna’s Ethics Committee| was not
necessary according to their guidelines, as our study could not threaten the research
subjects’ physical and psychological integrity, the right to privacy was preserved through
complete anonymisation through double-blinding (we used a procedure that was checked
by the University of Vienna’s data protection officer) and the participants could take
part in the bonus point activity of the class but opt out of the experiment without any
possible negative consequences. Due to the double-anonymisation, neither the course
instructors nor the authors of the study knew who had opted out.

Including participants from courses at different stages of degree programmes enabled
us to use them as proxies for novice (SE2), novice-to-moderately advanced (DSE) and
moderately advanced (ASE) software architects, designers or developers. Whilst our study
did not specifically involve software architects or ML engineers, the demographic data we
collected suggests that the students who participated in our experiment could effectively
represent professional software developers. These students possess a broad spectrum of
knowledge and experience in software development. To illustrate, when we compare their
demographics to those of a 2016 survey that encompassed 50,000 developers on the online
platform Stack Overﬂowﬂ we observe similarities in the most pertinent demographics
compared to our participants, particularly that all of our participants had some degree
of programming experience (please refer to Section .

Kitchenham et al. |[84] provide further justification for using students in research
experiments and state that using student subjects “is not a major issue as long as
you are interested in evaluating the use of a technique by novice or non-expert software
engineers” and that “students are the next generation of software professionals and so are
relatively close to the population of interest”. Furthermore, as noted in Host et al. [180],
Runeson [181], Svahnberg et al. |182], Salman et al. [183] and Falessi et al. |184], students
may also represent professionals in empirical software engineering studies. We further
discuss the use of students in our study in Section [6.6.2]

6.3.7 Material and Tasks

Material

We based the experiment on a selection of publicly available MLOps system de-
scriptions, which we described in Section [6.3.2] The systems and subject matter were
relevant to the topics covered in SE2, DSE and ASE but not formally part of the course
content. The study consisted of the following materia]lﬂ:

e An experiment information document, providing background information on MLOps
concepts and informal MLOps system descriptions and diagrams, and an example
system description.

o An experiment document containing a survey requesting participant background
information such as age, gender, education level, programming and industry ex-

9
10

https://survey.stackoverflow.co/2016
All relevant artefacts are available in our replication package |185].
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perience, three informal textual system descriptions and corresponding informal
MLOps system diagrams with associated tasks (described below), task surveys (also
described below) and a concluding survey (which we did not use in the final evalu-
ation). We released this document to participants at the start of their experiment
sessions. A brief excerpt from an informal textual system description followsE]:

Release pipeline

This pipeline shows how to operationalize and promote the scoring image
safely across different environments. This pipeline is subdivided into two
environments, QA and production:

QA environment

— Model Artifact trigger. Release pipelines get triggered every
time a new artifact is available. A new model registered to Azure
Machine Learning Model Management is treated as a release arti-
fact. In this case, a pipeline is triggered for each new model that
is registered.

— Create a scoring image. The registered model is packaged
together with a scoring script and Python dependencies (Conda
YAML file) into an operationalization Docker image. The image
automatically gets versioned through Azure Container Registry.

— Deploy on Container Instances. This service is used to create
a non-production environment. The scoring image is also deployed
here, and this is mostly used for testing. Container Instances
provides an easy and quick way to test the Docker image.

— Test web service. A simple API test makes sure the image is
successfully deployed.

Production environment

— Deploy on Azure Kubernetes Service. This service is used for
deploying a scoring image as a web service at scale in a production
environment.

— Test web service. A simple API test makes sure the image is
successfully deployed.

The release pipeline publishes a real-time scoring web service. A release
to the QA environment is done using Container Instances for convenience,

11

We took the excerpt from the following source, which provides the full text and a corresponding
informal MLOps system diagram: https://tinyurl.com/mlops-system-ma
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but you can use another Kubernetes cluster running in the QA /staging
environment.

e We provided EXPERIMENTAL with supplementary information, including a descrip-
tion of how to understand semi-formal MLOps system diagrams with reference to
UML-based generic component and pipeline diagrams. We also provided participants
in EXPERIMENTAL with UML-based semi-formal MLOps system component and
pipeline diagrams for each of the three systems, which are described in Section [6.3.2
and examples of a component and pipeline diagram for one of the systems may be

found in Figures and [6.4]

We provided two types of semi-formal, UML-based MLOps architecture diagrams
(component and pipeline diagrams), rather than a single diagram, as they capture the
high-level constructs identified in our prior empirical studies of ADDs for the ML workflow
and deployment [23], [24]. We automatically annotated the UML diagrams with behaviour
and properties using stereotypes and connectors. We generated them from a Python-based
model, similar to how we generated the ADD diagrams in those studies.

As discussed in Section [6.2.1] MLOps systems are inherently intricate, often character-
ised by high complexity due to the integration of ML models, data pipelines, deployment
processes and other components. Semi-formal UML-based MLOps systems diagrames,
such as those provided in the experiment document and depicted in Figures and
are invaluable tools for breaking down this complexity into more manageable components
and are pivotal in enhancing understanding of MLOps-specific challenges.

Figure depicts the components for the Microsoft Azure DevOps and Azure Machine
Learning system described in Section [6.3.2 The Azure Blob Storage component, which
stores various types of data, can trigger either the Azure Machine Learning Pipeline End-
point via an API call (which subsequently triggers the Azure Machine Learning Retraining
Pipeline) or the Azure DevOps Build Pipeline (a CI pipeline orchestration component).

The build pipeline provides an ML pipeline to the Azure Machine Learning Retrain-
ing Pipeline, which is an orchestration component type, and subsequently provides an
ML model to the Azure Machine Learning Model Management model registry compon-
ent. This registry then triggers the Azure DevOps Release Pipeline. This deployment
pipeline orchestration component type deploys model images to Azure Container In-
stances (for staging or quality assurance environments) or Azure Kubernetes Services
(for production environments).

Azure App Insights is a performance monitoring component that tracks the model’s
performance in Azure Kubernetes Service. The Azure Kubernetes Service saves model
performance data to Azure Blob Storage.

Figure depicts the build pipeline for the Microsoft Azure DevOps and Azure
Machine Learning system described in Section [6.3.2] The build pipeline operates as a
crucial component of the development process, triggered automatically with each code
check-in. This pipeline’s primary function is to publish an updated Azure Machine
Learning pipeline. This process encompasses building the code and executing a suite
of tests to ensure the integrity and quality of the codebase. The build pipeline itself
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Figure 6.3: Microsoft Azure DevOps and Azure Machine Learning component diagram.

consists of several distinct steps, each contributing to the overall goal. All pipeline steps
run automatically within the Azure DevOps Build Pipeline. The test steps take their
input from Azure Blob Storage, and all pipeline steps run in either Azure Pipelines or

Azure Machine Learning environments.

One key aspect of the build pipeline focuses on code quality. These tasks are instrumental
in ensuring the code adheres to the development team’s established standards and
guidelines. Unit tests play a vital role in verifying code functionality, assessing code
coverage and confirming stability. Additionally, the build pipeline encompasses data tests.
These tests are specifically designed to verify that the data samples utilised within the
system align with the anticipated schema and distribution. It is worth noting that the
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«Data Sanity Tests»
«Runs For New Data»
Data Sanity Test : Pipeline Node

«Publish Machine Learning Pipeline Step Type»
«Runs Once»
Publish Machine Learning Pipeline : Pipeline Node

automatic = True

runs in = Azure DevOps Build Pipeline

input from = [Azure Blob Storage]

environments = [Azure Machine Learning, Azure Pipelines]

automatic = True

runs in = Azure DevOps Build Pipeline

input from = [Create Machine Learning Workspace]
environments = [Azure Pipelines]

: Join Node

: Final Node

Figure 6.4: Microsoft Azure DevOps and Azure Machine Learning build pipeline
diagram.

data test can be customised to suit different use cases.

Aside from the recurring build pipeline tasks, there are several one-time setup tasks
associated with establishing the infrastructure for Azure Machine Learning and the Python
SDK. These tasks are foundational to the ML system’s overall operation. Firstly, creating
the workspace that hosts all Azure Machine Learning-related resources is a critical initial
step. The workspace serves as the central hub for organising and managing various ML
components and resources. Another essential task is setting up the computing resources
that execute training jobs. These resources are pivotal for the efficient execution of ML
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tasks, ensuring that the necessary computational power is readily available. Subsequently,
creating the ML pipeline, complete with the updated training script, is a one-time task
that streamlines the workflow. This pipeline encapsulates the entire process of training
ML models and orchestrating the associated tasks. Finally, the ML pipeline is published
as a REST endpoint, providing a valuable interface for orchestrating the training workflow.
This REST endpoint simplifies the initiation and management of training runs, promoting
a more streamlined, automated approach to ML.

One notable benefit of UML-based MLOps system diagrams is that they can be designed
to emphasise best practices and principles specific to MLOps. They serve as a visual
guide to ensure the system is implemented consistently with industry standards. This
alignment with established practices, including those presented in our previous work |23,
[24], enhances the system’s efficiency and reliability.

These diagrams incorporate annotations or labels that highlight known anti-patterns,
such as those described by Sculley et al. |38|, bringing them to the forefront. Practitioners
can promptly recognise anti-patterns in the system’s design, thereby simplifying the
identification and addressing of problematic structural elements. When visualised within
the broader system context, anti-patterns become more apparent, helping practitioners
understand their implications and address them effectively.

As in other areas of software engineering, the use of semi-formal representations has been
shown to improve understanding (see Stevanetic et al. [186] and Haitzer and Zdun [187])
and we speculate that ML practitioners may also benefit when utilising semi-formal
representations, for instance, to identify areas where technical debt (see Sculley et al. [38])
may accumulate within the system. These diagrams provide a visual guide to software
modules and their dependencies, making it easier to recognise segments that may require
refactoring or enhancements. Annotations or metadata within diagrams can highlight
potential sources of technical debt, providing a visual cue for practitioners to focus on
addressing them effectively.

Lastly, semi-formal MLOps system architecture view descriptions serve as instrumental
tools for illustrating the use of ML models, including strategies for model selection,
storage, versioning and reuse. This visual representation provides practitioners with
insights into the criteria and processes that guide model choices and their integration
into the system. Practitioners can discern how models interact with various components,
thereby facilitating their comprehension of the design and decision-making processes
involved in model selection and reuse.

Tasks

We associated each of the three systems with three tasks relating to aspects
common to MLOps systems, to be answered after reading and understanding each
system description. An example of each task type follows.

Pipeline behaviour tasks A “select the true statements™style question with four state-
ments to choose from, for example:
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Please keep time records and tick (v') the true statements:
[0 The retraining pipeline always finishes by registering a model.

O The retraining pipeline can be triggered via a suitable API call to an
appropriate component.

[J The build pipeline can trigger the retraining pipeline.

[0 In the release pipeline, releases of images to production can be approved
independently of whether the images were first deployed to staging and

QA.

Components tasks A “list all components...”-style question with four different types
of components to list, for example:

Please keep time records and list all components that...
e ...are cloud components:

e ...are orchestration components:

e ...provide an artefact to another component:

e ...receive trigger data from another component:

Pipeline properties tasks An “enter the correct number’-style question, for example:

Please keep time records and enter the correct number for each of the following

statements:
e The various pipelines can be triggered by type(s) of trigger in
total.
e The pipelines contain node(s) responsible for testing.
e The pipelines contain step(s) that do not run automatically.

e The total number of pipelines triggered via a commit to the code base
is
The task design in the controlled experiment, encompassing questions related to pipeline
behaviour, components and pipeline properties, is based on findings from our previous grey
literature studies [23], |24] on ADDs, patterns and practices for ML. Technical components
and their related pipelines are important in various MLOps practitioner roles for task
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execution and the successful implementation of MLOps principles such as automation,
workflow orchestration and reproducibility, as discussed by Kreuzberger et al. [4]. Thus,
we consider our study tasks relevant to the factors necessary for the decision-making
processes regularly undertaken by practitioners, particularly those engaged in MLOps,
as part of their routine work. These tasks serve as a bridge between the high-level
architectural understanding and the low-level implementation details, rendering them
highly pertinent to real-world engineering practice.

Practitioner sources from our prior studies 23|, [24] described earlier in this doctoral
thesis, and others, such as Lakshmanan et al. [1] and Treveil et al. |6], highlight the
importance and relevance of pipelines to MLOps. Unlike traditional CI/CD setups, such
as those described by Humble and Farley |22| and Shahin et al. [165], MLOps architectures
may consist of a wider variety of interconnected, fundamental, ML-specific pipeline types
and steps, such as data preprocessing pipelines, model training and evaluation pipelines,
data ingestion steps, feature engineering steps and hyperparameter tuning steps, as well
as pipeline trigger types for new training data availability, model performance degradation
and changes in the data distribution. We argue that our tasks on pipeline behaviour
facilitate the assessment of participants’ understanding of the functioning of MLOps
systems in their pipelines. They shed light, for instance, on how pipelines register models,
trigger other pipelines and release images to different environments, thereby ensuring the
system’s correct and reliable operation. This knowledge closely aligns with the insights
practitioners, particularly those specialising in MLOps, need in real-world contexts.

Counting, for instance, different trigger types, testing nodes, non-automatic steps or
pipelines initiated through code commits mirrors the evaluation of specific properties
within the system. We regard such evaluations as common practice amongst developers and
consider them integral to understanding system behaviour when identifying bottlenecks
and ensuring accurate pipeline configuration. The tasks correlate directly with the
decisions developers make when configuring and automating various facets of MLOps
systems. For instance, determining how pipelines are triggered and specifying the actions
they should take is a practical necessity for building reliable CI/CD pipelines.

Quantifying the number of specific properties within the pipelines aligns with the
practical need to evaluate them for quality assurance and system performance. Developers
routinely perform such assessments to unearth areas for improvement or potential issues.

According to Humble and Farley [|22], almost all modern software systems consist of
a collection of components, and the relations between them in build and deployment
processes can influence a system’s complexity. They state that considering their inter-
actions when implementing a deployment pipeline is challenging. The relations they
describe between components and pipelines are also relevant for MLOps, for instance,
how a deployment pipeline interacts with an artefact repository component or the level
of interaction between a version control system and build infrastructure components.
On this basis, we regard understanding MLOps components and their relationships as
important for MLOps practitioners and our study task involving identifying components
and their interactions should help assess how well participants understand relevant aspects
of the system architectures described in the experiment.
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Identifying distinct component types and articulating their roles mirrors the real-world
decisions developers frequently make when selecting and integrating components within
a system. This identification process is crucial to ensuring that the chosen components
work harmoniously together.

The assigned tasks parallel high-level architectural analysis, a domain in which de-
velopers strive to understand the general structure and behaviour of MLOps systems.
Questions about the understanding and identification of pipeline behaviours and compon-
ents are, in our considered opinion, well-suited to assessing comprehension of a system’s
overarching architecture. Concurrently, these tasks delve into the minutiae by considering
properties such as the number of trigger types and the number of steps that do not
run automatically. In our view, analysing such low-level details is pivotal in system
implementation and fine-tuning.

Tasks for both groups were identical. Each task concluded with a SELF-ASSESSMENT
survey on a Likert scale, representing a subjective evaluation of each participant’s per-
formance. The survey questions, to be answered on a scale from “strongly agree” to
“strongly disagree”, were as follows:

e “I am confident that my provided answers and solutions for this task are correct.”
e “It was easy for me to understand the textual system description.”

e “It was easy for me to understand the system diagram(s).”

e “It was easy for me to identify pipelines.”

e “It was easy for me to identify components.”

e “It was easy for me to understand pipeline behaviour.”

e “It was easy for me to understand components and their relations.”

e “It was easy for me to understand properties of pipelines.”

6.3.8 Variables, Hypotheses and Research Question

The independent variable is the provision or non-provision of the supplementary mater-
ial (semi-formal MLOps system diagrams). Two dependent variables are defined: the
CORRECTNESS of the answers provided to the tasks and the DURATION, i.e. the time
taken to complete the tasks.

The two dependent variables, particularly the CORRECTNESS, may be used to gain
insight into the overall understandability of system descriptions [158], [159], [160], [188],
[189]. In the context of our experiment, CORRECTNESS measures whether participants
correctly identify and understand the components, pipelines, architectural roles, beha-
viour, properties and relations of the described software architecture. A high level of
CORRECTNESS indicates that the architecture is easy to understand and navigate. By
contrast, a low level of CORRECTNESS suggests that the architecture is more complex
and challenging to comprehend. DURATION measures the time it takes participants to
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complete the tasks assigned to them in the experiment. A shorter DURATION indicates
that participants can quickly and efficiently understand the software architecture, whereas
a longer DURATION suggests that the architecture is more challenging to comprehend.

We hypothesised that MLOps system descriptions are easier to understand when semi-
formal MLOps system diagrams are provided alongside informal textual and MLOps
system diagrams. Thus, for understanding, we defined the following null and corresponding
alternative hypotheses:

e Hol: There is no significant difference in task CORRECTNESS when semi-formal
MLOps system diagrams, in addition to informal textual descriptions and informal
graphical system diagrams, are provided.

e H,1: Task CORRECTNESS increases significantly when semi-formal MLOps system
diagrams, in addition to informal textual descriptions and informal graphical system
diagrams, are provided.

Furthermore, we wished to investigate the effects of providing supplementary material in
the form of semi-formal MLOps system diagrams to EXPERIMENTAL on task DURATION.
We formulated the following null and alternative hypotheses accordingly:

e Hy2: There is no significant difference in task DURATION when semi-formal MLOps
system diagrams, in addition to informal textual descriptions and informal graphical
system diagrams, are provided.

e H,2: Task DURATION increases significantly when semi-formal MLOps system
diagrams, in addition to informal textual descriptions and informal graphical system
diagrams, are provided.

Finally, we wished to investigate any relationship between task DURATION and task
CORRECTNESS and thus formulated the following null and alternative hypotheses:

e Hp3: There is no significant increase in task CORRECTNESS as task DURATION
increases when only informal textual descriptions and informal graphical system
diagrams are provided.

e H,3: Task CORRECTNESS increases significantly as task DURATION increases when
only informal textual descriptions and informal graphical system diagrams are
provided.

e Hg4: There is no significant increase in task CORRECTNESS as task DURATION
increases when semi-formal MLOps system diagrams, in addition to informal textual
descriptions and informal graphical system diagrams, are provided.

e H,4: Task CORRECTNESS increases significantly as task DURATION increases when
semi-formal MLOps system diagrams, in addition to informal textual descriptions
and informal graphical system diagrams, are provided.
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This chapter is based on Pg, corresponds to RCs and addresses RP3. We defined
a suitable research question as part of RQg to discover how confident participants of
each group were in their performance:

RQs.1 How does the exclusion or inclusion of semi-formal MLOps system diagrams affect
the accuracy with which participants assess their performance in the context of
their perceived task correctness?

6.4 Experiment Execution

6.4.1 Pilot Test

After preparing our experiment materials, we conducted preliminary tests involving
student tutors from our research group. Much like the participants in the real experiment,
we provided the tutors with the information sheet two weeks in advance, allowing
them to familiarise themselves with the necessary knowledge to address the tasks. We
randomly allocated one tutor to each of the CONTROL and EXPERIMENTAL groups. They
engaged in the experiment under the same conditions we had planned for the official
experiment sessions. These conditions included the option to seek clarifications regarding
the experimental procedure, a 75-minute time frame for responding to the experiment
questions, and no supplementary support beyond the provided materials.

After the pilot tests, we sought feedback from the tutors regarding their experiences.
Their responses indicated that we had crafted the information sheet exceptionally well
and provided ample guidance for addressing the experiment questions. They found the
experiment to be straightforward to navigate. They noted that even participants new
to the subject matter and concepts would likely find it accessible, primarily due to the
comprehensive materials and examples provided. Given this positive feedback, we made
no alterations to our experiment design.

6.4.2 Preparation

To help participants prepare for their experiment sessions, we provided registered par-
ticipants with the information document described in Section via Moodle, our
e-learning platform, two weeks before their session. The purpose of providing the informa-
tion sheet was to ensure that participants had the same minimum prerequisite knowledge
and understanding of the subject matter, thereby reducing the in-session learning curve
and minimising potential bias amongst participants due to factors such as education
level, prior knowledge and programming or industry experience. All participants worked
through three tasks per described MLOps system.

Once we had concluded all experiment sessions, we consolidated the collected data and
derived and analysed descriptive statistics. The analysis aimed to determine whether the
statistics supported or refuted the hypotheses defined in Section [6.3.8]

At various stages of the experiment, we also asked participants to complete brief
surveys to assess their self-perception of performance, using a Likert scale. We used
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these survey responses to gain insight into how well participants thought they had
performed compared to how well they actually performed (in terms of CORRECTNESS)
and to answer our research question.

6.4.3 Execution

We conducted the experiment sessions as a pen-and-paper exercise under controlled
conditions, similar to a traditional closed-book written examination, with no supple-
mentary tools or resources permitted, except for the information sheets distributed in
advance. To ensure equal access to the supplementary information, we provided cop-
ies of the sheets in case participants did not bring their own. We set an upper limit
on DURATION that was the same for all participants, we did not allow collaboration
between participants, we alternately assigned participants to either CONTROL or EX-
PERIMENTAL, and we ensured that participants sat at a sufficient distance from one
another to prevent collaboration or copying.

After providing a 15-minute overview of the experimental procedure and the structure of
the experiment sheets at the start of the session, we issued each participant an experiment
sheet associated with either EXPERIMENTAL or CONTROL. We instructed participants
to enter their background information and complete the tasks and embedded surveys in
consecutive order. We allowed the participants a maximum of 75 minutes to complete the
tasks and required them to record the time intervals spent reading the system descriptions
and completing tasks. We projected a clock with second-level granularity onto a screen
to facilitate participants’ timestamp recording.

6.5 Analysis

6.5.1 Dataset Preparation

We could not include all participants’ contributions in the study, and defined objective
exclusion criteria as follows:

e Participants recorded timestamps but made systematic errors throughout the ex-
periment, so we could not infer the correct timestamp values (n = 1). This single
participant, who was excluded for this reason, did not record timestamps correctly,
recording them to whole minutes rather than whole seconds.

e Participants systematically recorded timestamps throughout the experiment that led
to obviously implausible DURATION values (n = 1). The single participant excluded
for this reason recorded taking 4 seconds to read the supplementary material, 7-13
seconds to read the system descriptions and 0-5 seconds to complete the tasks. In
contrast, most other participants would typically take several minutes for these
activities.

e Participants did not confirm that they had read and understood the information
sheet before the experiment session (n = 3). Confirmation involved ticking the
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relevant checkbox on the experiment document’s initial survey page.

e Participants did not consent to their contribution being used in the study (n = 1).
This confirmation also involved ticking the relevant checkbox on the experiment
document’s initial survey page. The single participant who opted out of having
their contribution included did not confirm that they had read and understood the
information sheet before the experiment session either. We would have excluded
this student anyway for that reason, and we included them in the count of the
excluded students above.

e Students could participate in both semesters to gain extra credit in multiple courses.
However, for repeated participants, we included only the contribution from the first
experiment session in which each student participated (n = 4).

Thus, we excluded nine of 72 contributions, leaving 63 unique contributions for inclusion.
Of the included contributions, we conducted some necessary further manual processing:

e If an individual timestamp for a task was missing but could be inferred, then we
used the inferred value.

o If at least one timestamp for a task was missing and could not be inferred, then we
excluded the time for this task.

e If a task had not been attempted, we excluded it.

e If a survey response was not completed, then we excluded this survey response
from the overall results. However, we still included the remaining survey responses
(excluding any other incomplete responses).

e One participant misunderstood a task and communicated this in writing on the
experiment sheet. We excluded their contribution for this individual task from the
results but still included the remainder of their contribution (barring any other
excluded tasks).

The implications of excluding individual tasks and survey responses are as follows: if
we excluded a task for any reason, then we recorded no score for the task and did not
use it when calculating the average CORRECTNESS, nor did we use it when calculating
the total DURATION; if a survey response was missing, then we did not use it to gain
insight into how well participants thought they had performed compared to how well
they actually performed.

We entered the data from the contributions to be included in the study, including the
participants’ background information, survey responses, time intervals and task answers,
into a LibreOffice [190] OpenDocument Spreadsheet (ODS)™| file. We converted the
participants’ start and stop timestamps into a DURATION in seconds.

12 https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=office
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We exported the ODS file to a comma-separated value (CSV) [191] file and, having
already installed the necessary R [173] dependencies (we used the R programming language
for the statistical analysis), we then ran the CSV file through an R script, which performed
initial processing and generated an RDS [192] file. We input the RDS file into a different
R script, which analysed the data and generated plots and tables of statistics.

6.5.2 Participant Demographics

Participants’ background information that we collected included agﬁ (see Figure ,
gender, course, education level, programming experience (see Figure , modelling
experience, software industry experience (see Figure , hardware industry experience
and programming and modelling language experience. We also collected data on whether
participants had prior knowledge of ML, CI/CD and CI/CD for ML. Neither group
appeared to have an unfair advantage over the other, and any imbalances for specific
demographics were compensated elsewhere.
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Figure 6.5: Kernel density plot of participants’ ages.
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Figure 6.6: Kernel density plot of participants’ programming experience.

13 Two participants did not provide their ages.
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Figure 6.7: Kernel density plot of participants’ software industry experience.

Of the 63 participants, 34 had no higher education qualifications (nconrror = 15,
NEXPERIMENTAL — 19)@, 26 had a bachelor’s degree (nCONTROL = 14, NexperivenTaL = 12)
and three had a master’s degree (nconrror = 2, Nexperiventar, = 1)-

Across both groups, 42 participants had prior knowledge of ML (nconrror = 19,
Nexperiventan = 23), 34 had  prior knowledge of CI/CD  (nconrroL = 13,
Nexpermventar = 21), two had prior knowledge of CI/CD for ML (nconxrroL = 0,
Nexperiventan, = 2), 35 had  prior knowledge of modelling (nconrror = 19,
Nexperiventar, = 16) and seven participants had no prior knowledge of any of the
above (nCONTROL = 3, NExPERIMENTAL = 2)

Regarding education level, CONTROL was slightly better qualified, with four fewer
participants without a university education, two more with a bachelor’s degree and one
more with a master’s degree. Regarding prior knowledge of CI/CD, EXPERIMENTAL
appeared to be more experienced, since that group had eight more participants with
prior knowledge of CI/CD and two more with prior knowledge of CI/CD for ML. On the
other hand, CONTROL had three more participants with prior modelling knowledge. The
average age in CONTROL was 24.43, and in EXPERIMENTAL, 25.16, i.e. roughly the same.
The mean number of years of experience in the software industry was very similar, with
1.34 for CONTROL and 1.25 for EXPERIMENTAL. The number of years of programming
experience was also comparable across groups, with CONTROL averaging 3.85 years and
EXPERIMENTAL averaging 3.62 years. Thus, neither group had an overall advantage over
the other in multiple demographic aspects, and any advantage one group may have had
in one area was offset by a different area for the other group.

6.5.3 Descriptive Statistics

In Table[6.1] we note the group-specific statistics for the dependent variables CORRECTNESS
and DURATION, which we define within the range [0, 1] N R. This table presents the number
of observations along with measures of central tendency and dispersion for each group.

We utilise various data representations in this chapter, each providing valuable insights
and informing our choice of the most suitable statistical tests. Kernel density plots
provide insights into the distribution, whilst Q-Q plots assess normality. The box plots

M controw. is the number of observations in CONTROL and Ngxpsrmenmar is the number of observations

in EXPERIMENTAL.
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are used for summary statistics, the scatter plots reveal potential correlations between
two dependent variables, and the tables display a variety of descriptive statistics.

Table 6.1: Descriptive Statistics per Group of Dependent Variables CORRECTNESS and

DURATION

CORRECTNESS
CONTROL EXPERIMENTAL
Observations 31 32
Mean 0.3553 0.6947
Standard deviation 0.0721 0.1643
Median 0.3676 0.7183
Median abs. deviation 0.0728 0.1431
Minimum 0.2083 0.2292
Maximum 0.4884 0.9167
Skew -0.3261 -1.0567
Kurtosis -0.8388 0.4515
Shapiro-Wilk Test p 0.4359 0.0056

DUurATION

CONTROL EXPERIMENTAL
Observations 24 25
Mean 1806.88 1861.56
Standard deviation 621.19 478.73
Median 1916.50 1994
Median abs. deviation 436.63 416.61
Minimum 744 668
Maximum 2989 2523
Skew -0.1642 -0.7997
Kurtosis -0.9032 -0.2763
Shapiro-Wilk Test p 0.2826 0.0711

Correctness Descriptive statistics for CORRECTNESS can be viewed as a kernel density
plot presented in Figure [6.8] as well as a box plot provided in Figure and a Q-
Q plot in Figure [6.10]
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Figure 6.10: Normal Q-Q plot of CORRECTNESS.

In the box plot displayed in Figure it is clearly noticeable that the median and the
entire interquartile range of EXPERIMENTAL exceed those of CONTROL and even surpass
the maximum value of CONTROL. The boxes, which do not overlap, emphasise the differ-
ence between the two groups in terms of CORRECTNESS. Furthermore, EXPERIMENTAL
features an extended lower whisker due to some participants’ underperformance compared
to other group members. Additionally, EXPERIMENTAL exhibits two outliers with notably
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low CORRECTNESS valueﬂ Upon visually examining Figure and considering the
skew values provided in Table it becomes evident that the distribution of CONTROL
closely approximates a nearly symmetrical or lightly negatively skewed form. In contrast,
EXPERIMENTAL’s distribution displays a highly negative skew. The kurtosis values, both
< 3, suggest that the distributions in both groups are platykurtic.

Examining the normal Q-Q plots in Figure for both groups and CORRECTNESS,
it appears that the data from CONTROL exhibits a visual resemblance to a normally
distributed pattern. However, the normality of EXPERIMENTAL’s data remains inconclus-
ive based on these visual cues. To test for normality, we chose the Shapiro-Wilk
normality test, as it is more robust than alternatives (such as Anderson-Darling , Lil-
liefors and Kolmogorov-Smirnov [196]) according to Razali and Yap [197]. Assuming
a = 0.05, this test indicated that CONTROL’s distribution is not significantly different
from the normal distribution, with a value p > «, whereas EXPERIMENTAL’s distribution
significantly deviates from the normal distribution, with a value p < a.

Duration Table shows the number of observations, central tendency and dispersion
measures per group for the dependent variable DURATIONE These statistics are visualised
as a kernel density plot in Figure and as a box plot in Figure [6.12
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Figure 6.11: Kernel density plot of DURATION.
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Figure 6.12: Box plot of DURATION.

15 Tt is worth noting that we identified these outliers as natural variations within the population rather
than arising from measurement, data entry or data processing errors, thus representing true outliers.
16 We denote DURATION in seconds.
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Figure 6.13: Normal Q-Q plot of DURATION.

The skews shown in Table [6.1] indicate that CONTROL’s distribution is nearly symmet-
rical to lightly negatively skewed, whereas EXPERIMENTAL’s distribution is moderately
negatively skewed. The kurtosis values of < 3 for both groups indicate that the dis-
tributions of the groups are platykurtic.

In the box plot of Figure [6.12] the groups’ interquartile ranges overlap, with EXPERI-
MENTAL’s interquartile range almost being contained entirely within CONTROL’s, with a
slightly higher median. EXPERIMENTAL’s box plot’s whiskers indicate a smaller spread
of values than CONTROL’s, which is also confirmed by the lower standard deviation
(478.73 for EXPERIMENTAL versus 621.19 for CONTROL). Whilst both groups’ minimum
values were similar, CONTROL’s maximum value was relatively high, but we did not
deem it an outlier for that group.

Visual inspection of the normal Q-Q plots for both groups of DURATION, shown in
Figure [6.13] was insufficient to determine whether each group’s data were normally
distributed. The Shapiro-Wilk normality test indicated that, for DURATION, neither
group’s distribution is significantly different to normal, with values p > « for both groups.

6.5.4 Hypothesis Testing

Correctness and Duration When comparing two or more groups on two or more
dependent variables and provided certain other assumptions are met, it is usually possible
to apply the Multivariate Analysis of Variance (MANOVA) [198| statistical test to
determine whether independent variables on their own affect dependent variables. As
noted in Section[6.5.3] CONTROL’s distribution is not significantly different from the normal
distribution for CORRECTNESS and DURATION, whereas EXPERIMENTAL’s distribution
is significantly different from the normal distribution for CORRECTNESS but not for
DURATION. Still, MANOVA requires all distributions to be normally distributed.

It was thus necessary to compare the variances of the two groups for each dependent
variable to determine whether they were equal, as this would further inform our choice
of statistical tests. We selected Bonett’s [199] method as a two-sided test to compare
variances. This test was a suitable choice since even though EXPERIMENTAL’S CORRECT-
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NESs data was heavily skewed, the sample sizes for all four combinations of group and
variable were n > 20. Had the latter condition not been the case, then another test, such
as Levene’s [200] or Brown-Forsythe’s [201] method, may have been more appropriate
to reduce the risk of a high type I (false positive) error rate when data is highly skewed
and n < 20. Bonett’s test is also accurate for any continuous distribution of quantitative
values and does not require normality. Given the above conditions, it is usually more
powerful and reliable than Levene’s or Brown-Forsythe’s tests.

For CORRECTNESS, the estimated ratio is 2.143862, with a 95% confidence interval
of [1.401176, 3.280205] and p = 0.0004406616 with o = 0.05. Since p < a, the estimated
ratio of the groups’ standard deviations is statistically significant, i.e. the variances for
CORRECTNESS differ between the groups. For DURATION, the estimated ratio is 0.76211,
with a 95% confidence interval of [0.4590661, 1.265203] and p = 0.2935268 with o = 0.05.
Since p > «, the estimated ratio of the groups’ standard deviations for DURATION is not
statistically significant, i.e. the variances for DURATION do not differ.

Given that the dependent variable CORRECTNESS had differing variances between
groups, we could not use the Kruskal-Wallis [202] test or Wilcoxon’s [203] rank sum
test [87], [204]. Welch’s [205] t-test is suitable for unequal population variances but
assumes normally distributed data, so this was not an option either.

Cliff’s § |206] is a robust, nonparametric test that makes no assumptions about data
distribution, differing distributions between populations or unequal variances and is
recommended as a suitable method in this scenario by Kitchenham [87]. Even though
Cliff’s § was originally intended to measure ordinal data, it is equally applicable [207],
[208] to the quantitative, continuous data in this study. Cliff’s § estimates the probability
that a randomly selected observation from one group is larger than a randomly selected
observation from a second group, subtracting the reverse probability [209|.

When testing multiple hypotheses with a single method (we applied Cliff’s ¢ twice), it
is necessary to lower the level of « to avoid type I errorﬂ Various methods to adjust «
can be chosen from, such as the false discovery rate [210] or the Bonferroni-Dunn [211],
[212] correction. The latter is the strictest form of correction and is given by Equation

o = % (6.1)

where n is the number of times a test was applied. In our study, this results in
o/ =80 =0.025 where a = 0.05 and n = 2.

The results of the one-tailed Cliff’s § test are shown in Table [6.2] for CORRECTNESS and
DURATION. For CORRECTNESS, Cliff’s § indicates by p < o that EXPERIMENTAL scored
significantly higher than CONTROL. For DURATION, Cliff’s § yielded p > o/, so we cannot
conclude that EXPERIMENTAL took significantly longer than CONTROL to complete the
experiment. To verify these results, we ran a one-tailed Brunner-Munzel [213] test for
each dependent variable. This test is suitable for differing distributions and can also be
applied to arbitrary data distributions. Adjusting « to derive o’ for repeated tests via
Bonferroni-Dunn correction as previously described, the results for the Brunner-Munzel

17 Note that the a adjustment is not necessary when testing for normality or when comparing variances.
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Table 6.2: Hypothesis Tests per Group Combination of the Dependent Variables
CORRECTNESS and DURATION

CORRECTNESS (Hpl)

EXPERIMENTAL vs CONTROL
Cliff’s 6 Test

Cliff’s § -0.8633

S§ 0.0886

Vs 0.0079

Zs -9.7401

Cliow -0.9528

Clhign -0.6359

P(X >Y) 0.9317

P(X=Y) 0.0000

P(X <Y) 0.0683
P 3.719e—13
Brunner-Munzel Test p 3.063e—10

DuraTiON (H(2)

EXPERIMENTAL vs CONTROL
Cliff’s 6 Test

Cliff’s -0.0767

Ss 0.1688

\) 0.0285

7§ -0.4542

Cliow -0.3434
Clhign 0.2015
P(X >Y) 0.5383
P(X=Y) 0.0000
P(X <Y) 0.4617
D 0.3259
Brunner-Munzel Test p 0.3275

test as indicated in Table [6.2] align with those of Cliff’s §, with p < o/ for CORRECTNESS
and p > o/ for DURATION.

Based on both tests, concerning CORRECTNESS, we can reject the null hypothesis
Hp1, as the evidence supports the alternative hypothesis Ha1. We found a significant
difference in task CORRECTNESS in favour of providing semi-formal MLOps system
diagrams alongside informal textual descriptions and informal graphical system diagrams.
Conversely, concerning DURATION, we fail to reject the null hypothesis Hg2, since there
is insufficient evidence against it. That is, we found no significant difference in task
DURATION between CONTROL and EXPERIMENTAL.
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Figure 6.14: Scatter plot of the dependent variables CORRECTNESS to DURATION per
group.

Correlation Between Correctness and Duration Visual inspection of the scatter plot
depicting any potential correlation between the two dependent variables CORRECTNESS
and DURATION in Figure per group did not reveal an apparent linear correlation. For
CONTROL, the CORRECTNESS barely increased with time. In the case of EXPERIMENTAL,
despite an apparent increase in CORRECTNESS with DURATION, the data points lie so far
from the indicated reference line that we cannot assume a linear correlation. Following
this visual inspection, we deemed it prudent to test for correlation. Various tests were
available, including three well-known ones: Pearson’s correlation coefficient, Kendall’s
7 and Spearman’s p.

The results of the tests we conducted are shown in Table Pearson’s |214] correlation
coefficient is suitable for continuous variables that are both normally distributed. We
established earlier in this section that this is not the case for EXPERIMENTAL’S CORRECT-
NESS data; thus, we disregarded Pearson’s correlation coefficient. The Kendall [215] rank

Table 6.3: Correlation per Group of the Dependant Variables CORRECTNESS with
DURATION per Group
CONTROL (Hp3) EXPERIMENTAL (Hp4)

Kendall’s 7 0.0580 0.3105
p 0.3457 0.0149
z 0.3969 2.1726
Spearman’s p 0.0504 0.4339
p 0.4075 0.0151

S 2184 1471.7830

correlation coefficient (Kendall’s 7) measures the relationship between two variables. It is
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suitable for our purposes because it can handle continuous data and is nonparametric.
We calculated the one-tailed Kendall rank correlation coefficient. For confirmation, we
also calculated the one-tailed Spearman [216] rank correlation coefficient (Spearman’s p),
which is similar to Kendall’s 7 and makes similar assumptions about the provided data.

For CONTROL, Kendall’s 7 and Spearman’s p coefficients indicated a very weak positive
association between CORRECTNESS and DURATION. However, as signified by p > o (where
o/ is derived from the adjustment of « as described earlier in this section) for both tests,
we fail to reject the null hypothesis Hg3, since there is insufficient against it because we
found no significant positive correlation between CORRECTNESS and DURATION.

For EXPERIMENTAL, both Kendall’'s 7 and Spearman’s p coefficients indicated a
moderate positive association between CORRECTNESS and DURATION. The p-value p < o
for both tests indicates that the observed association is statistically significant, i.e. that
there is a significant positive correlation between CORRECTNESS and DURATION, SO
we reject the null hypothesis Hg4 on the basis of sufficient evidence for the alternative
hypothesis Ha4. Furthermore, the large z-value for Kendall’s 7 indicates that the observed
value for this measure is quite far from the expected value under the null hypothesis,
which supports our conclusion that there is a true association between CORRECTNESS
and DURATION for this group. Additionally, the values of S yielded by Spearman’s p test
indicate that the observed ranks of the two variables under test are not identical, which
provides further evidence that a true association between the variables exists.

6.5.5 Research Question

As described in Section [6.3.8] we defined a research question where we expressed our
interest in how accurately participants predicted their correctness (RQg.1: How does
the exclusion or inclusion of semi-formal MLOps system diagrams affect the accuracy
with which participants assess their performance in the context of their perceived task
correctness?). Section details a survey we required participants to complete after
each task, assessing their CONFIDENCE that their answers were correct so that we could
determine a SELF-ASSESSMENT score.

We derived a formula that considers both the CORRECTNESS of each participant’s
answers and the CONFIDENCE they had in the CORRECTNESS of their answers to arrive at
an overall SELF-ASSESSMENT score. We give the formula we derived in Equation [6.2

5 — SELF conripencE
SELF assessment = SELFcorrECTNESS — 5 (6°2)

where SELFgorrrorness T€presents the participants’ average CORRECTNESS as defined
in [6.5.3, with O indicating entirely incorrect answers and 1 indicating completely cor-
rect answers.

SELFconrpence € [0, 5] N R represents a participant’s average CONFIDENCE according
to a survey on a five-point Likert scale. We assigned each scale point an equidistant value
within this range. A value of 0 indicates that a participant had high CONFIDENCE in the
CORRECTNESS of their answers, whereas a value of 5 indicates low CONFIDENCE.
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Figure 6.15: Kernel density plot per group of participants’ self-assessment.

SELF ssspssment € [—1, 1] N R represents a participant’s average SELF-ASSESSMENT score.
A value SELF zgspssmrnt < 0 indicates that a participant overestimated the CORRECTNESS
of their answers, SELF sssrssment = 0 indicates that a participant correctly estimated
the CORRECTNESS of their answers and SELF ssgpssment > 0 indicates that a participant
underestimated the CORRECTNESS of their answers. Figure [6.15] depicts the participants’
overall SELF-ASSESSMENT score per group as a kernel density plot and indicates that
CONTROL slightly overestimated their CORRECTNESS on average across all tasks, whereas
EXPERIMENTAL slightly underestimated theirs.

6.6 Discussion

6.6.1 Discussion of the Results

Correctness and Duration Overall, our results strongly support the assertion that the
provision of semi-formal MLOps system diagrams significantly aids the understanding
of MLOps system descriptions when understanding is quantified by CORRECTNESS.
Providing practitioners with semi-formal MLOps system diagrams helps them understand
MLOps system descriptions and complete tasks based on them. This result aligns
with our expectations.

Participants in EXPERIMENTAL did not take significantly longer to complete the tasks
than those in CONTROL once they had read and understood the material, despite having
more reference material during task completion. A possible explanation for the lack of
a significant difference in DURATION is that, when completing the tasks, participants in
EXPERIMENTAL may have primarily consulted the UML-based MLOps system diagrams
to locate the relevant information and were satisfied that they had found it relatively
quickly. Conversely, participants in CONTROL could only search for details in informal
textual descriptions and informal graphical system diagrams.

Assuming that DURATION is inversely correlated with understanding, this result shows
that providing semi-formal MLOps system diagrams as supplementary material does not
hinder understanding. Had it taken participants in EXPERIMENTAL significantly longer to
complete the tasks (independent of their CORRECTNESS), this would have indicated that
semi-formal MLOps system diagrams can represent a barrier to, or steepen the learning
curve for, understanding MLOps system descriptions, at least to some extent.
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Consequently, when first attempting to understand a system and complete such tasks,
practitioners should not expect to take significantly longer when provided with semi-formal
MLOps system diagrams and, in combination with the findings for CORRECTNESS, they
can expect better results than if they had not been provided with the semi-formal MLOps
system diagrams. This result did not align with our expectations — we expected to see
participants taking significantly longer to complete the tasks with semi-formal MLOps
system diagrams due to the greater amount of reference material to look through when
completing the tasks — but it is, in fact, a positive result since it is a strong argument
for providing practitioners with semi-formal MLOps system diagrams.

Correlation Between Correctness and Duration Intuitively, one would expect CORRECT-
NESS and DURATION to be strongly correlated, and this was our assumption. Contrary
to our expectations, there was no significant positive correlation between CORRECTNESS
and DURATION within CONTROL. This result suggests that participants in CONTROL
believed that they had found the correct answers within a reasonable DURATION@ and
moved on to the next task. Thus, practitioners completing tasks based on informal system
descriptions are advised that spending excessive time on such tasks does not necessarily
yield better performance in terms of CORRECTNESS.

Conversely and more closely aligned with our expectations, we note a significant
positive correlation between CORRECTNESS and DURATION for EXPERIMENTAL. There
are multiple possible explanations for this correlation. It could indicate that members
of EXPERIMENTAL applied a different methodology when completing the tasks. Given
that the only difference between CONTROL and EXPERIMENTAL was the presence of
semi-formal MLOps system diagrams, we might assume that members of EXPERIMENTAL
mainly relied on the semi-formal MLOps system diagrams as a resource. Alternatively,
the positive correlation between CORRECTNESS and DURATION might be explained by the
participants first checking the informal textual descriptions and informal graphical system
diagrams for answers and then subsequently checking and correcting their answers using
the semi-formal MLOps system diagrams (hence leading to an improved CORRECTNESS
on average with increased DURATION).

This result greatly strengthens the case for providing practitioners with semi-formal
MLOps system diagrams. The additional time spent studying semi-formal MLOps
system diagrams has a direct positive correlation with the correct understanding of
the modelled systems. Practitioners are advised to utilise model-based architectural
documentation whenever possible.

In our study, providing semi-formal MLOps system diagrams appears to be the de-
cisive positive factor, given equal time constraints, with members of EXPERIMENTAL
taking a similar DURATION on average to those in CONTROL before being satisfied with
their answers, but with EXPERIMENTAL nevertheless performing significantly better in
terms of CORRECTNESS.

18 Any “reasonable DURATION” in this context has, broadly, two potential aspects: (a) the overall time

allocated for the experiment session and (b) a possible self-imposed time limit for an individual task,
given that participants were conscious that they did not have unlimited time to complete the tasks.
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Self- Assessment

In Section [6.5.5] we observed after processing participants’ survey responses that
the participants whom we did not provide with semi-formal MLOps system diagrams
slightly overestimated their performance and conversely. We speculate that the additional
semi-formal MLOps system diagrams reduced the CONFIDENCE of those participants
whom we provided with them. Those participants possibly felt overwhelmed by the
supplementary material or did not feel they had fully understood the semi-formal MLOps
system diagrams. Again, this appears to be a counterintuitive result since we would
expect these participants to be more confident than their counterparts, especially given
that they had performed much better.

We posit that this result is neutral in arguing for or against semi-formal MLOps system
diagrams, since practitioners’ tendency to be overconfident, underconfident or somewhere
in between is more context-dependent, qualitative and subjective than CORRECTNESS
and DURATION. We consider this a neutral observation and result, with no positive
or negative impact on the hypothesis tests or our conclusions. Still, we nevertheless
view it as a factor to bear in mind and deem our associated research question answered
within the context of the study.

6.6.2 Threats to Validity

Various kinds of threats to validity must be considered when conducting controlled
experiments. We follow the threat classification schemes for experiment validity described
by Cook and Campbell [217]|, and Haynes et al. [218].

Threats to Internal Validity Threats to internal validity encompass variables or circum-
stances that can potentially generate inaccurate conclusions regarding a cause-and-effect
relationship. These elements serve as plausible sources of error that can compromise
the capacity to deduce that alterations in the independent variable directly influenced
changes in the dependent variable. Threats to internal validity encompass various factors,
such as historical events (external influences), maturation (natural changes in subjects
over time) or testing effects (how repeated testing impacts outcomes).

Firstly, it should be noted that during the experiment sessions, no disturbances or
interference occurred. We provided participants with an introduction and an opportunity
to answer questions. No questions arose that affected entire sessions, and we answered
participants’ questions individually.

Owing to the limited time allocated to each session, the risk of maturation effects
was reduced, and we did not observe any. Thanks to the experimental design, each
participant contributed only once to the experiment results. Thus, learning between
sessions could be ruled out. We consider any learning effect within a session across the
three tasks to favour neither CONTROL nor EXPERIMENTAL. Each participant could
earn the same number of bonus points for their course, regardless of group. This reward
equality precluded instrumental bias, and we prevented selection bias through random
assignment of participants to groups.
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There may have been potential for cross-contamination between experiment sessions
and groups since preventing participants from discussing the experiment with future
participants was impossible. Still, since we did not allow participants to take a copy of the
experiment sheet with them after their sessions, we did not permit the use of electronic
devices during the experiment, and the systems and tasks were quite complex.

We scheduled the sessions either consecutively or several weeks apart; we think it
is unlikely that participants gained knowledge unfairly in advance of their sessions.
Furthermore, any advantage would likely be roughly even across both groups due to
the random group assignment, thus not favouring either group. A ban on electronic
devices also prevented participants from consulting external information sources. The
only reference material allowed was the printed information document described in
Section to prevent potential effects from participants consulting other sources.
Lastly, based on the participant demographics described in Section [6.5.2] we think it
is unlikely that either group had an unfair advantage, as neither group dominated the
most relevant demographics.

There is a potential risk to internal validity associated with the MLOps system archi-
tecture metamodel development and modelling process and, as a consequence, with the
models we developed and the resulting diagrams we generated from them and provided to
the participants. Although the authors are highly experienced in the applied modelling
procedure, the potential for interpretive bias remains. Different researchers may have
understood or modelled MLOps systems differently, leading to dissimilar metamodels or
system models. However, since the modelling involved developing metamodel constructs
that accurately represent observed phenomena in the informal system descriptions, and
we successfully used them to model the selected systems, we do not think this risk impacts
our study, even if the models created by other researchers may appear different.

The informal diagrams used as source material may also threaten internal validity, as we
relied on their accuracy as a basis for the study. Since textual descriptions accompanied
the informal diagrams, we could disambiguate any uncertainties in the original informal
diagrams. The disambiguation process required a degree of subjectivity, and other authors
may have had differing opinions on how to interpret some aspects of the original diagrams.
However, since the UML-based diagrams generated from our models accurately reflect
the informal descriptions, we anticipate that this phenomenon’s impact on our methods
and positive findings is minor, if at all.

Threats to External Validity Threats to external validity pertain to constraints on the
extent to which study findings can be extended to contexts beyond the specific conditions
in which the research was conducted. These threats to external validity raise questions
about the broader applicability of the results to different populations, environments or
time frames. Notable concerns regarding external validity include selection bias (where the
sample may not accurately reflect the larger population) and interaction effects (indicating
that the treatment’s impact might differ across various groups).

An external validity concern regarding the applicability of our study’s findings in
practical settings arises from using students rather than non-student professionals. To
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address this concern, we implemented measures to educate students on MLOps-related
concepts during the experiment. Participants had varying levels of theoretical knowledge
in software engineering and distributed systems, as well as programming and industry
experience. We are not aware of factors that would preclude a student population of this
nature from being representative of a broader population of software developers.

Considering the Stack Overflow industry survey mentioned in Section [6.3.0] in more
detail, 69% of respondents to the Stack Overflow survey stated that they are at least
partially self-taught and only 45% of developers stated they have a bachelor’s degree in
computer science or a related field, with only 13% of respondents declaring that they have
a master’s degree and 2% cent stating that they have a PhD. Thus, most of the 50,000
developers participating in the industry survey, conducted by a well-respected software
development portal, were self-taught. Most did not even have a bachelor’s degree, so these
factors do not appear to be requisite for qualifying as a professional developer, further
supporting our claim that students may serve as substitutes for developers in our study.

Consequently, our findings may be extended to professional software developers, at
least to some extent. However, to determine whether there are no significant differences
compared with the population of professional developers, it would be necessary to replicate
similar experiments with practitioners.

A further threat to external validity involves the risk that the tasks we designed may
lack relevance to the complexities and nuances of industry practices. This risk introduces
a potential limitation that could undermine the generalisability of the study’s findings
to real-world industry scenarios. We assert that this risk is possible but unlikely, given
our experience as an author team and the fact that our perspectives in the study were
based on findings from practitioner and scientific literature (see Section [6.3.7)).

Threats to Construct Validity Threats to construct validity revolve around uncertainties
regarding the degree to which the measurement and operationalisation of variables
faithfully reflect the theoretical constructs under investigation. These threats to construct
validity pertain to the suitability of the chosen measurement methods. They encompass
issues such as insufficient operational definitions, instrumentation that lacks sufficient
sensitivity and potential experimenter biases.

As described in Section [6.3.8, we considered CORRECTNESS and DURATION, which are
two dependent variables customarily used when measuring understandability. Still, we
cannot exclude the possibility that other metrics may be more appropriate for determ-
ining understandability. Similarly, more suitable methods may exist for assessing the
participants’ confidence when addressing our research question.

When participants record their own times, as in this study, it is crucial to ensure that
the measurements taken during the experiment accurately reflect the time required to
complete the tasks. In this context, various threats to construct validity may arise.

One possibility is that “task completion” was ambiguous or poorly defined, leading
to inconsistent timekeeping amongst individual participants across tasks and between
participants. We mitigated this risk by instructing participants at the start of each
experiment session on precisely when to start and stop recording task time.
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Regarding the threat to reliability posed by self-timing, we assessed the reliability of each
recorded timestamp during the dataset preparation phase, based on objective exclusion
criteria as described in Section [6.5.1] We determined, for each participant, whether their
systematic timestamp recording was consistent and realistic. If we determined that a
participant’s timekeeping was systematically inconsistent or unrealistic, then we excluded
this participant’s timestamps. For each timestamp, if its value was missing, incomplete
or could not be inferred (e.g. due to illegible handwriting), we excluded the time for the
entire task. If an individual timestamp yielded an implausible DURATION, we likewise
excluded the time for the entire task. By following this methodology, we reduced the
risk that unreliable timekeeping would adversely affect our conclusions.

Erroneous measurement accuracy may pose yet another threat to construct validity in
the context of self-timing. Owing to participants being instructed to use a single, common
clock under our control, with high legibility due to being projected onto a large screen
and an accuracy of seconds, we eliminated the risk of inaccurate timekeeping, e.g. due
to participants having to start or stop a timer manually, misread the time due to poor
legibility, or record inaccurate times due to using different clocks.

A threat to construct validity arises from potential interpretation inconsistencies
amongst participants when understanding semi-formal UML diagrams, stemming from
diverse interpretations of UML symbols, ambiguity in diagram elements, subjectivity in
stereotype usage, varied understandings of relationships, and participants’ prior experience
with UML. To mitigate this threat, participants in EXPERIMENTAL received supplementary
information, including a detailed description of how to interpret the UML-based MLOps
system diagrams. Additionally, our pilot test found no ambiguities in the UML diagrams.
The statistically significant results favouring the provision of UML diagrams suggest a
consistent understanding amongst participants in EXPERIMENTAL, providing reassurance
regarding the effectiveness of the mitigation strategies.

Threats to Content Validity Content validity refers to the extent to which the experi-
mental tasks, measurements and materials used in the study accurately and adequately
represent the research questions or objectives. In other words, it assesses whether the
experiment’s content, including variables, tasks and instruments, is relevant and com-
prehensive enough to measure what the study aims to investigate.

We thoroughly considered content validity in our study design, evaluating the align-
ment between the experimental tasks, measurements and materials with the hypotheses,
research question and objectives. In our meticulous planning, we scrutinised the relev-
ance and comprehensiveness of the variables, tasks and instruments employed in the
experiment to ensure they effectively captured and measured the aspects under investiga-
tion. Consequently, after a comprehensive review, we could not identify any discernible
threats to content validity, as our focus has consistently been on crafting an experimental
framework that authentically addresses the problem statement and research objectives
outlined in Section 6.1l
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Threats to Conclusion Validity Threats to conclusion validity pertain to the extent to
which the conclusions derived from a study align with the findings and can be considered
well-founded. In essence, considering threats to conclusion validity addresses the accuracy
of deducing a causal connection. Threats to conclusion validity may include insufficient
statistical power, sampling discrepancies or the excessive extrapolation of results.

Following the experiment sessions, a certain degree of inference and interpretation
was necessary, mainly due to the pen-and-paper nature of the experiment, allowing
handwritten, free-text responses to some survey and task questions rather than selecting
from pre-prepared options. We deliberately made the pen-and-paper format a fundamental
part of the experiment design: we did not want to provide pre-prepared answers to choose
from since we wanted participants to discover, e.g. component and pipeline names for
themselves. Additionally, for specific values, it was more sensible to allow for free text.
For instance, for the tasks involving identifying and counting element types, free text
made more sense than providing a list of integers to choose from.

Any interpretations or inferences were as follows:

e We interpreted ranges for prior experience in the form of, e.g. “2-3”, as “2.5”.

e Some participants selected “none” for university education but wrote that they
have an unspecified degree in “telecommunications engineering”, “business analytics”,
“biomedical engineering” or “business administration”. We recorded these students
as having no prior university qualifications since we were only interested in computer
science qualifications.

e If a participant left the university education field blank, we assumed they had no
relevant university education.

e Some participants entered a non-zero value for the number of years of modelling
experience, but did not tick the box signifying prior knowledge of system modelling.
These students may have understood these modelling activities as distinct.

e Since participants could enter free text, they often renamed components and pipelines
(“elements”) when completing the tasks. There were also slight name variations
within the source material (both within and between informal textual descriptions
and informal graphical system diagrams). Indeed, this is one of the issues that
arise with informal MLOps system descriptions and diagrams. We used consistent,
standardised naming in our UML-based MLOps system diagrams. Still, when names
were vague or inconsistent in participants’ answers, we inferred the referenced element
when it was evident. We omitted the element from the answer for ambiguous, non-
existent or unreadable element names. We also omitted catch-all answers (such as “all
model-building components”). We corrected obvious spelling mistakes consistently
across both groups, thereby eliminating the risk of bias.

An improvement to enhance the study’s construct validity could be to survey par-
ticipants about their knowledge of MLOps-specific technologies. We used the same
list of technologies as in our previous studies for consistency and potential comparison
with our previous work.
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6.7 Conclusion

6.7.1 Impact and Relevance

We report on a controlled experiment with 63 participants on the understandability
of MLOps system architecture descriptions. Our study examines whether providing
semi-formal MLOps system diagrams, in addition to informal textual descriptions and
informal graphical system diagrams, affects the understanding of the described systems.

Our findings support our assumption that providing supplementary semi-formal MLOps
system diagrams significantly aids understanding system descriptions. The respectable
score for CORRECTNESS achieved by EXPERIMENTAL, which on average was around double
that of CONTROL, whose members scored relatively poorly, provided supporting evidence
for this assertion (0.6947 vs 0.3553, respectively). The practical implications are profound:
the use of semi-formal MLOps system diagrams significantly enhances task CORRECTNESS,
which directly relates to operational efficiency and quality. Practitioners should consider
integrating semi-formal diagrams into their documentation and communication practices.
The significant difference in task CORRECTNESS in favour of semi-formal MLOps system
diagrams suggests that researchers should consider including semi-formal diagrams in
their studies. This finding encourages further exploration into how supplementary visual
aids, such as semi-formal diagrams, can enhance performance when conducting similar
activities to those in this study.

The outcome of our study indicates that, when provided with supplementary semi-
formal MLOps system diagrams, it does not take significantly longer to complete tasks of
the nature in this study once the provided material has been read and understood. For
practitioners, it is thus vital to remember that this additional information, presented as
semi-formal MLOps system diagrams, should not lead to the expectation of significant
extra time taken to understand a system.

We also found no correlation between task CORRECTNESS and task DURATION when
no semi-formal MLOps system diagrams were provided. This result suggests that extra
time invested in understanding MLOps system descriptions may not be worthwhile if
the system’s representation itself is not explicitly designed to enhance understanding.
Practitioners should invest their time in developing and using semi-formal MLOps system
diagrams for their MLOps systems, as our results indicate a significant increase in
CORRECTNESS compared to not using our diagrams, and a measurable positive return
in CORRECTNESS for the time spent using these diagrams when understanding MLOps
system descriptions. This insight is vital for project planning and resource allocation
in real-world MLOps scenarios. The correlation between CORRECTNESS and DURATION
in EXPERIMENTAL also highlights an exciting avenue for further research. Investigating
the relationships between task CORRECTNESS and task DURATION, with a focus on the
impact of semi-formal diagrams, can yield valuable insights into optimising MLOps
system descriptions to improve task outcomes.

We noted that members of CONTROL slightly overestimated their CORRECTNESS,
whereas their counterparts slightly underestimated their CORRECTNESS. This result
serves as a reminder to practitioners not to assume, based on informal textual descriptions
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and graphical system diagrams, that they will fully understand the system being described.
Conversely, practitioners faced with semi-formal MLOps system diagrams that may appear
complex should not necessarily find them daunting. They should be confident that the
information they seek is available in the semi-formal MLOps system diagrams. Observing
CORRECTNESS estimation behaviour also highlights the importance of self-assessment in
practice. Practitioners should be aware of potential bias in their self-assessments and
adopt strategies for more accurate self-evaluation. The use of semi-formal diagrams can
be considered a best practice for describing MLOps systems in research studies. This
approach aligns with the broader scientific principle of improving the replicability and
reliability of experiments by providing a standardised visual framework.

We are unaware of previous empirical studies on how best to represent MLOps system
architectures to foster understanding. The findings of this study indicate that practitioners
should feel confident in adopting a semi-formal MLOps graphical architecture view
representation of their MLOps system architectures as a supplementary resource, and
that they should expect such diagrams to enhance understanding without the expectation
of having to spend significantly more time gaining that understanding.

The results of our controlled experiment, which investigated the impact of using semi-
formal MLOps system diagrams, have several implications for education. The significant
difference in task CORRECTNESS favouring the inclusion of semi-formal diagrams suggests
that incorporating this visual aid in university courses could substantially enhance students’
understanding of MLOps system architectures. Students exposed to semi-formal diagrams
are more likely to grasp the concepts accurately and apply them effectively.

The observation that participants not provided with semi-formal diagrams tended to
overestimate their CORRECTNESS indicates that they may have misconceptions or gaps
in their understanding. This observation also highlights the importance of semi-formal
diagrams in mitigating the overconfidence effect, which can impede learning. By including
these diagrams, instructors can ensure that students’ self-assessments better align with
their actual knowledge. Whilst there was no significant difference in task DURATION
between CONTROL and EXPERIMENTAL, it is essential to recognise the potential trade-off
between CORRECTNESS and task DURATION. Students who have access to semi-formal
diagrams may invest more time in understanding the material and, in turn, achieve higher
CORRECTNESS. Instructors should strike a balance in course design to optimise learning
outcomes without overextending course duration or administrative overhead.

Students have diverse learning styles and preferences. Since we observed a significant
positive correlation between CORRECTNESS and DURATION for EXPERIMENTAL, educators
should emphasise practical, hands-on exercises that allow students to engage with semi-
formal diagrams. This hands-on experience is crucial for reinforcing the understanding of
MLOps system architectures. MLOps systems encompass both software engineering and
ML, making them a suitable topic for interdisciplinary courses. Our findings demonstrate
the importance of incorporating visual aids to bridge the gap between these domains,
thereby enabling students from diverse backgrounds to collaborate effectively on projects.

Our carefully designed and conducted empirical study builds on our previous work [23],
[24] and contributes a solid foundation for further empirical work in the domain of
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architectural modelling of MLOps systems. The study also represents a positive initial
step towards determining how helpful semi-formal MLOps system diagrams may be in
understanding MLOps system architecture. Our results encourage ML practitioners to
create and use semi-formal MLOps system diagrams of their MLOps system architectures.

This study helps advance the field of MLOps by promoting the use of semi-formal
diagrams as a best practice for improving task CORRECTNESS. These findings stimulate
further scientific investigation into the cognitive aspects of CORRECTNESS estimation.
Additionally, our findings provide practical guidance for MLOps practitioners, emphasising
the potential benefits of semi-formal diagrams in enhancing task CORRECTNESS and the
importance of realistic self-assessment.

Finally, our results have the potential to transform how software architecture is taught
in university courses. By leveraging semi-formal MLOps system diagrams, educators can
improve learning outcomes, address common misconceptions, cater to different learning
styles and foster a deeper understanding of complex architectural concepts. Our study also
encourages a more holistic, interdisciplinary approach to teaching software architecture,
aligning with the industry’s evolving demands.

6.7.2 Future Work

Our study examined whether providing semi-formal, UML-based MLOps system diagrams
with informal textual descriptions and informal graphical system diagrams enhances
the understandability of systems, and its results invite further investigation. There is
considerable scope for further empirical evaluations within MLOps system architecture
modelling, and this study serves as a suitable starting point.

Given that our UML-based MLOps system diagrams appear to facilitate understanding,
an area of potential interest would be to compare different kinds of graphical architecture
view representations, e.g. SysML, the |C4 model or a novel, custom diagram format to
see if understanding in the context of MLOps can be improved further and to discover
what factors might help or hinder understanding. Alternatively, textual descriptions
could be reconsidered, and a follow-up experiment could compare graphical architecture
representations with varying textual architecture design descriptions, as in Jolak et
al. [175]. It would also be interesting to compare how different subjects create MLOps
system models based on various types of source media (such as informal text and diagrams)
to measure consistency and identify features of informal representations that can lead to
confusion and ambiguity, and further refine our MLOps system metamodel.

Participants provided with UML-based MLOps system diagrams performed better
without taking significantly longer. Still, the recorded times did not consider the effort
and time involved in creating our MLOps system models and diagrams. A further study
could investigate the trade-off between the time to develop semi-formal MLOps system
models and diagrams and the improvement in understanding, to determine whether
the additional effort is worthwhile. We would assume that it is worth the effort since
EXPERIMENTAL performed significantly better than CONTROL in terms of CORRECTNESS,
and CORRECTNESS and DURATION were correlated in our study when we provided semi-
formal, UML-based MLOps system diagrams.
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6.7 Conclusion

As discussed in Section [6.3.6] students may represent professionals in empirical software
engineering studies. Nevertheless, it would be interesting to conduct a study with
software industry professionals of different backgrounds (e.g. software architecture, software
engineering and ML) and with varying levels of experience and perhaps compare them
directly with students |169] to gain further knowledge of factors affecting the understanding
of MLOps system architecture descriptions.

A future study could focus on semi-formal MLOps system diagrams and utilise eye-
tracking as in Sharafi et al. [172], think-aloud protocols as in Heijstek et al. [174], and
interviews or surveys to gain insight into which aspects of semi-formal MLOps system
diagrams are most helpful, to further refine and improve them. A similar study could
investigate how different levels of detail and abstraction influence the understandability
of semi-formal MLOps system diagrams.
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7 On the Understandability of Machine
Learning Practices in Deep Learning
and Reinforcement Learning-Based
Systems

ML has emerged as a transformative field, utilising various algorithms to enable systems to
analyse data and make predictions. DL uses neural networks to tackle complex problems.
RL is a method for solving problems by making sequential decisions.

Understanding DL and RL systems solely from their source code is often challenging,
especially for inexperienced developers. In a controlled experiment involving 158 parti-
cipants, we assessed the understandability of DL and RL-based systems and workflows
through source code inspection, comparing with semi-formal representations of models.

We hypothesise that DL and RL system diagrams modelling details of DL and RL
workflows and practices, such as transfer learning and checkpoints, can enhance the
understandability of ML practices in system design comprehension tasks, as assessed
through task correctness. Additionally, providing these sources may increase task duration,
and we expect a significant correlation between correctness and duration.

In a controlled experiment, the control group, which did not receive semi-formal system
diagrams, had an average correctness of 0.7121, whilst the experimental group, which
did, had a higher average correctness of 0.7759. On the other hand, participants who
received only the system source code showed slightly better performance for correctness
(with an average correctness of 0.6808) within the RL-relevant tasks compared to those
who also received the semi-formal diagrams (whose average was 0.6612). However, no
significant difference was found in the task duration between the two. The control group,
for the DL-relevant tasks, took an average of 1571.62 seconds, whereas the experimental
group took an average of 1763.85 seconds. For the RL-relevant tasks, the control group
took an average of 1883.80 seconds, whilst the experimental group took 1925.46 seconds.
Hence, our findings show that providing semi-formal ML system diagrams along with
the source code improves correctness for DL-relevant tasks.

7.1 Introduction

In the rapidly evolving field of AI, DL, a domain of ML, has become a highly effective tool
for addressing complex problems using neural networks. Similarly, RL has become helpful
in solving sequential decision-making tasks and for developing automation [44]|. Transfer
learning is gaining traction in both DL 45|, [46] and RL [47], [48], [49], and is an effective
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way to improve learning by transferring knowledge from one domain to another. Transfer
learning aims to improve a model’s adaptability and applicability in various tasks [1].

In software engineering, ML design models serve as a collection of best practices
for addressing common challenges and providing solutions. These models refine the
collective expertise and insights of experienced professionals, providing practitioners
with widely applicable guidance.

Industry-scale systems often support a wide range of practices and implementations,
making it challenging to evaluate whether a given system adheres to best practices and
models. In ML, the source code of the ML system is usually the only resource available
to understand the ML workflow and the use of best practices and patterns in those
workflows [44], [50], [51], [52], making it difficult to comprehend the ML workflows and
assess their conformance to best practices and patterns, as the source code of those
workflows can be complex and hard to understand. Many techniques exist to implement
ML workflows in code, and multiple technologies and library versions further complicate
understanding, especially for novice ML software developers.

Today, more and more software developers who are not formally trained in ML have
to work on such systems. Conversely, data scientists with limited software engineer-
ing education often have to perform software engineering tasks within ML workflows.
Design and architectural models, commonly used in other software engineering fields
to ease the comprehension of complex source code, remain virtually unused so far for
modelling ML workflows.

This chapter is based on Pg and presents RCg. The empirical study aims to answer
the following research question in the scope of RQs and RPg3:

RQs.2 To what extent does the provision of semi-formal architecture models, in addition
to system source code, improve the understandability of DL and RL patterns and
practices?

To address this question, we evaluated participants’ understanding of ML practices
in the context of DL and RL, experimenting with a total of 158 participants who are
trained as software developers but have limited ML experience. We created four groups
(see Section . The tasks in the groups in which the participants only receive a
system source code repository are called the CONTROL tasks, and the tasks in the four
groups in which the participants receive a system source code repository plus help in
the form of models are called the EXPERIMENTAL tasks.

We hypothesise that measuring understandability through the dependent variables COR-
RECTNESS and DURATION would reveal a significantly better understanding of ML practices
when models of a given system are provided. More specifically, CORRECTNESS measures
the effectiveness and DURATION measures the efficiency of understanding ML practices.

Our results show that participants who were given a system source code repository and
semi-formal ML models demonstrated a significantly better understanding than those who
only received the system source code repository. Providing models improved understanding
of ML practices without compromising overall efficiency in the context of DL.
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7.1.1 Structure of this Chapter

We provide an overview of ML practices in Section [7.2] Section discusses related
work. We describe the experiment planning in Section [7.4] In Section [7.5 we detail the
execution of the experiment and the results are presented in Section We discuss
the results in Section [7.7] In Section [7.8] we describe the threats to validity, and we
conclude the chapter in Section

7.2 Background

In this section, we provide an overview of the background for this study. We introduce
two ML design patterns [1] and the relevant architectural models. These patterns apply
in many forms to both DL and RL.

7.2.1 Design Patterns

In ML, design patterns help address the common issues faced when developing and training
models. These patterns provide structure and organisation for data handling, model
optimisation and effective workflow management. Checkpoints, for example, provide a
systematic approach to saving a model’s state at regular intervals, enabling the resumption
of training with minimal data loss. Transfer learning capitalises on pre-trained models
to apply to new tasks, thereby improving performance and reducing training time and
costs. Adopting such design patterns leads to better resource allocation, easier model
reuse across applications and simplified maintenance.

Checkpoints During ML training, interruptions or failures can result in data loss and
inefficient use of computing resources. The challenge revolves around the complex, time-
consuming process of training ML models and the risk of interruptions or failures during
training. Restarting training from scratch in such cases can be inefficient and result in
the loss of valuable data. Dedicated computation and data loss can reduce efficiency,
particularly when restarting training is required. Storage and computation needs increase
due to the high demands imposed by ML processes [50].

One solution to address these challenges is to use checkpoints [44], [51]. This practice
allows storing the complete state of the model regularly during training, facilitating
training recovery from a specific point and ensuring the reliability of the workflow. The
solution includes key pattern participants and concepts, including creating a checkpoint
repository to store and organise checkpoints, defining when and how checkpoints are
created, managing checkpoints with assigned names or identifiers and metadata, and
utilising checkpoints for purposes such as resuming training, model persistence and fine-
tuning. Variations include checkpoints in DL [219], where checkpoints are generated
at the end of each training epoch to train the deep neural network and in RL [51],
where algorithm checkpoints determine the state of the algorithm used to ensure the
continuity of the RL process.
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However, this pattern also provides certain drawbacks. Storage and computation
overheads are incurred, especially with large models or extended training processes.
Managing multiple checkpoints can also become challenging, and there may be increased
computational overhead; however, this is typically minimal compared to the benefits
gained. Implementing and managing checkpoints can also introduce complexity into
the ML pipeline, requiring additional code and considerations about when and how to
create them. Additionally, developing and saving checkpoints at regular intervals increases
the complexity of ML pipelines, and latency becomes a consideration, with additional
pipeline steps impacting overall training time.

Transfer Learning The need for a mechanism to preserve and recover the model state,
enabling the recovery of training from specific points, is emphasised by the demand for
specialised models for particular cases, such as adapting resource-intensive models to
efficiently meet specific objectives [44], [52].

Standard solutions include transfer learning [44], [52], [220], which involves loading
a previously trained model that was saved in a model repository. The new model is
optimised to address the same problem.

Many forces influence this problem and the resulting solutions. Transfer learning
emphasises the efficiency of information. It leverages knowledge from pre-trained models
to source functions with sufficient data [44], [52], [221]. This information reveals known
properties and reduces reliance on large quantities of job-specific data. Resource efficiency
is achieved by reusing the trained model, resulting in faster model convergence and
reduced hardware requirements. Transfer learning also supports domain optimisation
by adapting to changes in the data distribution.

Transfer learning provides an efficient method for leveraging pre-trained models on large,
labelled datasets. This approach eliminates the need for extensive custom datasets. It
allows small organisations and specialised applications to develop custom models tailored
to specific tasks. They can benefit from collective knowledge by drawing on the wealth
of research and insights from others in the field. Additionally, this technique enhances
performance for specific tasks [44], [52], [220], [221].

Pattern variants in DL include transfer learning, which entails leveraging a pre-trained
model, freezing its weights and integrating non-trainable layers into a new model. In the
context of RL, transfer learning enables agents to improve overall performance on related
tasks by leveraging knowledge from prior experiences, overcoming challenges posed by
data scarcity and time-consuming training in domains such as robotics, gaming, natural
language processing and autonomous systems.

7.2.2 ML Scripts and Pipeline Models

The behaviour or workflow of the ML system is usually provided either as an ML script
or a pipeline. Both can be modelled as extended (i.e. more detailed) pipeline diagrams.
An illustrative script/pipeline diagram is presented in Figure .
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Figure 7.1: Generic pipeline diagram illustrating the elements and relations.

ML scripts are essentially pieces of code that carry out ML tasks step by step. They
manage various aspects of the process, including data acquisition, data cleaning, model
training and model evaluation to assess its performance. Scripts ensure that all tasks
are completed in the correct order, and they automate processes that would otherwise
require more time and effort to execute manually. In more advanced systems, such as RL,
ML scripts also manage tasks like setting up the learning environment, training agents
and saving the model during training, allowing it to be used later.

An ML pipeline can be represented using semi-formal model diagrams. We use and
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extend a formal modelling method based on prior work [69] described earlier in this
doctoral thesis. All script/pipeline diagrams adhere to a sequential pattern, guiding the
flow from an initial node to a designated final node. These diagrams comprise pipeline
nodes that symbolise distinct stages within the pipeline. Notable pipeline node types
encompass steps like data extraction and analysis, data preparation and model training
in DL and environment setup, model saving and model training in RL.

Pipeline nodes can have specific properties. Each pipeline node, at a minimum, has an
automatic property that can assume the values true or false, indicating whether the step
executes automatically. Most steps in a script/pipeline are usually automated. Other
properties includes runs in (indicating the component(s) in which the step operates),
output to (identifying the component(s) receiving the step’s output), invokes (identifying
the component(s) that are called by the step, such as a task) and environments (specifying
the execution environment(s) in which the step operates). Please note that the execution
environments refer to the cloud or local environments in which the components run,
not the RL environments.

Complex pipelines may involve multiple branching paths, denoted as fork nodes, that
converge at a join node. For instance, if there are multiple triggers for a pipeline run,
these triggers branch out from a fork node, with their paths later merging at a join node.
Additionally, there are decision nodes, which enable a choice of paths and are typically
accompanied by annotations that require a decision. Outgoing connections in a pipeline
diagram can have labels like yes or no. For example, if a human needs to decide whether
to approve releasing a new model version into production, this decision can be shown
with such labels. If a connection is labelled asynchronous call, it means the process can
proceed without waiting for the result of another step. The primary step continues to
run whilst the other one occurs simultaneously.

7.3 Related Work

This section provides an overview of the existing literature on ML best practices and
studies that employ comparable methodologies to our research.

Asmaul et al. [52] contribute to the field of transfer learning by presenting a paper that
discusses the domain and scope of transfer learning, considering its situational use based on
different applications. The paper delves deeply into techniques such as inductive transfer
learning, transductive transfer learning and unsupervised transfer learning, covering
aspects including sample selection and domain adaptation.

Agrawal et al. [219] make a significant observation regarding the sensitivity of model
weights to compression during training. They propose a non-uniform quantisation scheme,
an efficient search mechanism to dynamically adjust quantisation configurations and a
quantisation-aware delta compression mechanism, all instantiated in DynaQuant — a
framework for DL workload checkpoint compression.

Chen et al. [50] introduce self-ensemble protection (SEP), a model that leverages the
gradients of checkpoints. SEP is effective because it learns from examples ignored during
regular training and because the orthogonal nature of checkpoints’ cross-model gradients
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makes them diverse without requiring the training of multiple models.

Chen et al. [222] propose LC-Checkpoint, a lossy compression scheme for checkpoint
constructions, optimising both compression rate and recovery speed. LC-Checkpoint
uses quantisation and priority promotion to store crucial information for stochastic
gradient descent recovery, employing Huffman coding to leverage the non-uniform dis-
tribution of gradient scales.

Eisenman et al. [51] introduce Check-N-Run, a scalable checkpointing system designed
for training large ML models at Facebook. The system addresses size and bandwidth
challenges through differential checkpointing, which tracks and checkpoints the modified
part of the model and leverages quantisation techniques to reduce checkpoint size without
compromising training accuracy.

In prior work 69|, we conducted a controlled experiment with 63 participants to
evaluate the understandability of MLOps system architecture descriptions. We compared
informal textual and graphical representations with UML-based diagrams. Our results
showed that task correctness significantly improves when UML-based diagrams are used.
Additionally, we noted that incorporating UML-based diagrams does not significantly
extend task duration and thus does not hinder understanding. We also found that
there was a significant positive correlation between task correctness and duration, but
only when semi-formal diagrams were utilised. Similar to the study described in this
chapter, we recruited university students, provided UML-based diagrams as assistance
and statistically tested our hypotheses. Notable differences are that our previous study
used a between-subject design and focused on MLOps system architecture features rather
than DL and RL practices.

Allodi, Cremonini et al. |169] conducted a study involving 73 participants to evaluate
the accuracy of security professionals and students with advanced technical education
in assessing the severity of software vulnerabilities based on various attributes. In
contrast to our focus on comparing different system description methods, they emphasised
participants’ background knowledge and education. A significant methodological difference
is categorising participants into three groups: students enrolled in an MSc in information
security program, students enrolled in an MSc in computer science program and security
practitioners. Moreover, they specifically recruited students with no professional expertise,
distinguishing their approach from ours.

Heijstek et al. [174] conducted a controlled experiment that resembles our investigation.
Their primary objective was to assess the efficacy of visual versus textual artefacts
in conveying software design decisions to software developers. The study enlisted 47
participants from both industry and academia, who evaluated UML representations
as both diagrammatic artefacts and informal textual descriptions. However, there are
distinctions between their research and ours. Firstly, all participants in their study
assessed both representations, whereas there may be variations in the evaluation process
in our study. Secondly, our study explicitly delves into ML practices in the context of
DL and RL, thereby setting it apart from the broader scope of Heijstek et al.’s inquiry.
These methodological variations emphasise the unique aspects of our study and make
a valuable contribution to the broader research landscape in this field.
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Labunets et al. [171] conducted a controlled experiment with 29 MSc students to
investigate participants’ perceptions of visual and textual methods for security risk
assessment in terms of effectiveness. Although their study shares similarities with ours in
comparing visual and textual representations, it also has notable differences. Firstly, the
research does not explicitly examine the distinctions between semi-formal and informal
representations, nor does it focus on system understanding, which is a key aspect of
our study. Additionally, their experiment does not investigate ML practices, which is
our research’s primary area of interest. Highlighting these differences shows the specific
scope and objectives of our study.

Allodi et al. [170] conducted a controlled experiment with 29 students to explore the
challenges participants face when assessing system vulnerabilities as security requirements
change. Like our study, they employed a within-subject 82| design, concentrating on
variations in system requirements rather than modelling differences. They also formulated
hypotheses and tested them using statistical methods, like our approach.

Our work’s main contribution is its study of how using UML-based system diagrams to
model workflows, including transfer learning and checkpoints, alongside source code, can
help people better understand DL and RL systems. Whilst related work has explored
practices in ML, such as transfer learning and checkpoints, this study focuses on how
these diagrams can assist beginners with limited ML experience. By testing how well
participants performed tasks and how long it took them, the research shows that these
diagrams improve understanding in certain cases. This work fills a gap in the field by
offering practical advice on when and how to use visual aids to make complex ML systems
easier to understand, an area that has not been deeply studied before.

7.4 Experiment Planning

Our research aligns with the empirical research principles outlined in the field of software
engineering by Jedlitschka et al. [83]. Furthermore, the study design integrates empirical
research guidelines in software engineering from sources including Kitchenham et al. [84],
Wohlin et al. [85] and Juristo and Moreno [86]. For statistical analysis of the gathered
data, the study employs robust statistical methods recommended by Kitchenham et
al. [87] for empirical software engineering.

7.4.1 Goals

In this experiment, the goal is to conduct a code and model review of two systems (one
DL and one RL) within a 90-minute session and recognise model training patterns and
practices used in them. The goal was to assess understanding through code and model
reviews, with a specific emphasis on DL and RL scripts. The focus was on reviewing
general design aspects and specific recommended model training patterns and practices.

In particular, the checkpoints and transfer learning practices described in Section
were studied. In both systems, participants reviewed the source code. To assess par-
ticipants’ understanding of the system, each participant received help in the form of
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a model of the ML system to be studied in one of the two tasks. In tasks where this
help is available, we advised participants to consult the models first, then study the
code if more details are required.

7.4.2 System Description

The systems were selected based on their domain and implementation, with a focus
on RL in game environments and medical image classification. Both systems utilise
advanced techniques, such as PPO and transfer learning, demonstrating different ML
methodologies. Source code availability ensures transparency and reproducibility, enabling
researchers to efficiently examine and compare results. Moreover, both systems have
detailed documentation to facilitate understanding and troubleshooting.

The RL System using Checkpoints systemE](Figure created in 2023, is a Python-
based RL framework that trains agents in the Knights-Archers-Zombies environment
using Stable-Baselines3 [223| and SuperSuit for multi-agent training and preprocessing.
It uses the PPO algorithm to train agents, with convolutional neural networks and
multi-layer perceptrons depending on whether the observations are visual or vector-
based. The system applies multiple SuperSuit wrappers, including black_death_v3, to
handle agent death and ensure a constant number of agents. It trains models for around
81,920 timesteps and evaluates them over 100 games. With around 137 lines of code,
it effectively handles agent training and evaluation using vectorised environments and
saves trained models. The system is flexible, allowing for easy adjustments to different
agent setups and supports multi-agent scenarios through the PettingZoo library. We
modified the system to use checkpoint{?]

The DL System using Transfer Learning systemE] (Figure created in 2020, is a
Python-based ML pipeline using TensorFlow, Keras and TensorFlow Hub for transfer
learning in both image and text classification tasks. It first trains a model on the colorectal
histology dataset [225] (5000 images, 8 classes) using a pre-trained VGG19 |226] model
from TensorFlow Hub, with additional classification layers. The system preprocesses
the data, creates batches, and fine-tunes the model for 15 epochs, optimising using
Adam [227| and categorical cross—entropyﬂ Additionally, it trains a sentiment analysis
model using the IMDB reviews dataset, leveraging pre-trained gnews-swivel-20dim text
embeddings and adds dense layers for binary classification. The total system includes
around 168 lines of code for data loading, model construction, training and evaluation.
It is optimised for efficient transfer learning by freezing pre-trained layers and focusing
on the newly added layers.

RL source code available at: https://pettingzoo.farama.org/tutorials/sb3/kaz/

Refer to Data and Scripts/RL System Source Code/checkpoints_RL.py in our replication pack-
age [224).

Transfer learning source code is available at: https://github.com/GoogleCloudPlatform/ml-desig
n-patterns/blob/master/04_hacking_training_Lloop/transfer_learning.ipynb

https://www. tensorflow.org/api_docs/python/tf/keras/losses/CategoricalCrossentropy
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Figure 7.2: Semi-formal model of the RL script pipeline.
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Figure 7.3: Semi-formal model of the DL script pipeline.
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In this study, we chose to employ a within-subject design based on the insights provided
by Charness et al. [82] on the advantages of this experimental approach in specific
contexts. In a within-subject design, each participant experiences all conditions, which
increases statistical power because each person serves as their own control. This method is
advantageous for our study, which aims to identify subtle differences in task performance
with and without additional support. Furthermore, within-subject designs align well

with theoretical models in which a single individual is exposed to variations in their

7.4.3 Context and Design

environment, which aligns with our interest in observing how different support structures
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(help versus no help) affect the same participant’s performance across two systems.

To minimise potential biases often associated with within-subject designs — such as
order effects and demand characteristics — we introduced the reversed-order groups (A2
and B2). This approach addresses the concern that participants may perform differently
on the second task due to learning or fatigue from the first task, as highlighted by Charness
et al. [82]. By alternating the order of tasks with and without help between groups, we
reduce biases and strengthen the experiment’s internal validity. This design ensures that
any differences in performance are more likely due to the presence or absence of help,
rather than the order in which the tasks are completed.

Each student was assigned two tasks, one with help and one without. The two
subtasks were called:

e DL System using Transfer Learning (DLS).
e RL System using Checkpoints (RLS).
The groups were composed as follows:

e (Al) DLS: system source code repository and additional help with semi-formal
models + RLS: only system source code repository.

e (A2) RLS: only system source code repository + DLS: system source code repository
and additional help with semi-formal models; identical to Al, only order reversed.

e (B1) RLS: system source code repository and additional help with semi-formal
models + DLS: only system source code repository.

e (B2) DLS: only system source code repository + RLS: system source code repository
and additional help with semi-formal models; identical to B1, only order reversed.

7.4.4 Participants

Our study involves advanced bachelor’s students enrolled in the Software Engineering 2
(SE2) and Distributed Software Engineering (DSE) courses. Participation in the experi-
ment, which consisted of a hands-on task during the lecture, accounted for 5% of students’
overall course points. No further incentives were provided beyond this participation
credit. Participants were offered the possibility to engage in the hands-on task and earn
course points, whilst opting out of having their contribution included in the experiment.
In lectures preceding the hands-on task, topics such as code reviews, design practices
and general design patterns were discussed. Participants were also introduced to the
experiment through an informational textﬂ This introduction covered background in ML,
pertinent DL and RL practices and the modelling techniques employed in the experiment.

Moreover, our participants exhibited diverse knowledge and expertise in software
development. A notable reference point is a 2016 survey conducted on the online

5 Refer to the information sheet available in the experiment documents in our replication package [224].

170



7.4 Experiment Planning

platform Stack Overflow, which involved 50,000 developersﬁ A comparison of our
participants’ characteristics with those from the survey reveals noteworthy similarities
in key demographics. Notably, all participants in our study possessed diverse levels of
programming experience, a critical factor for effectively comprehending and reviewing the
provided source code materials (see Section for detailed information).

In our study, we use advanced bachelor’s students as proxies for the target population
of software developers with limited ML training or data scientists with limited software
engineering training. Our study objectives do not revolve around techniques exclusive to
a select group of highly trained experts, and as such, we did not specifically target such
individuals. In alignment with the findings of Kitchenham et al. [84], utilising students
in our study is deemed appropriate, as they represent the next generation of software
professionals and share similarities with the population of interest. Their suitability is
reinforced by the fact that some participants in our experiment possessed several years
of programming and industry experience. Furthermore, corroborating studies by Host
et al. [180], Runeson [181], Svahnberg et al. [182], Salman et al. [183] and Falessi et
al. |184] argue that students can serve as valid representatives for professionals in specific
empirical software engineering experiments.

7.4.5 Material and Tasks

The experiment is based on a selection of ML practices. The selection includes the
practices for checkpoints and transfer learning summarised in Section [7.2] The selected
software practices are related to the subjects taught in the courses SE2 and DSE, including
software modelling techniques, software design patterns and software architecture. This
study consists of two major experimental material artefactﬁﬂ

e (1) Information sheet: a document explaining the ML practices with an example
model that was provided to participants two weeks before the experiment was
conducted.

e (2) Survey form: four experiment survey forms per group were handed out to
participants during the experiment sessions.

All experiment survey forms are structured the same way, consisting of three parts: (1)
a participant information questionnaire; (2) two experiment tasks (for one of the four
groups A1, A2, B1, B2 explained in Section|7.4.3); (3) an overall experiment questionnaire.
Each task is divided into subtasks to test the participants’ understanding of DL and
RL practices. The participants were instructed to read the code and descriptions in
the given repositories for each system before they started to process the tasks. An
example from Task RLS.1 follows:

https://survey.stackoverflow.co/2016

T See our replication package [224].
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What is the purpose of using checkpoints during training in this example
(multiple options might be correct)?

[0 The checkpoints are part of the model evaluation step and are created
to record the validation results.

O Checkpoints are used during training to save the state so far, which is
particularly useful if training is interrupted or for later model evaluation
and deployment.

[0 Multiple agents are trained in parallel in the RL environment. The
checkpoints are stored every 1000 training steps using a callback.

[0 The checkpoints can be used to compare results across different training
stages. While training should usually improve over time, in RL, earlier
iterations may perform better than later ones. If this is the case, a
checkpoint can be used instead of the model stored after the training.

A task involving the appropriate sequencing of pipeline steps was employed to assess
comprehension regarding the sequence of steps in the provided systems. For instance,
consider Task DLS.5:

Put the following major steps of the ML script into the correct order in which
they are performed. Use numbers like 1, 2, 3 .... Some steps are not part of
the script. Add no number for those steps. If a step is performed repeatedly

or more than once, only put in the number for the first occurrence and add
Wk

Model Building

Model Training

Data Processing
Model Loading

Model Saving

Data Transformation
Data Version Control
Data Ingestion

Data Loading

Model Version Control

Mini-Batch Creation
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Model Validation

Model Deployment

Hyperparameter Tuning

In addition to the tasks, a task-based questionnaire was later used to obtain an objective
perspective on participants’ self-assessment, based on their subjective confidence in the
correctness of their answers (see Section. Tablebelow outlines the main structure
of the questionnaire used in the hands-on tasks for DL and RL.

Table 7.1: Structure of the Questionnaire

Section

Questions/Elements

Demographics

Age (Optional), Gender (Optional), Highest Education Level, Programming
Experience, Modelling Experience, Industry Experience, Prior Knowledge in
DL, RL and Formal Modelling.

DL Task (DLS)

DLS.1 — Transfer Learning, DLS.2 — Model Layer Configurations, DLS.3 —
Epochs Trained, DLS.4 — Component Relationships, DLS.5 — Order of Script
Steps, DLS.6 — Automation and Outputs, DLS.7 — Training Practices, DLS.8
— Detailed Relations.

DL Survey

Confidence in answers, ease of understanding system descriptions and dia-
grams, identifying components and relations, understanding DL /RL practices,
component models for large-scale systems.

RL Task (RLS)

RLS.1 — Checkpoints in Training, RLS.2 — Checkpoint Frequency, RLS.3 —
Agent Training, RLS.4 — Component Relationships, RLS.5 — Order of RL
Script Steps, RLS.6 — Automation and Outputs, RLS.7 — Transfer Learning
Relations, RLS.8 — Detailed Relations.

RL Survey

Confidence in answers, ease of understanding system descriptions and dia-
grams, identifying components and relations, understanding RL practices.

Concluding Survey Familiarity with textual and graphical descriptions before the study.

7.4.6 Variables and Hypotheses

We formulated the following hypotheses to explore the relationship between experimental
conditions and their impact on understanding ML practices. Our controlled experiment

measures the following two dependent variables:

e Correctness when answering the questions, which includes trying to mark the
correct answer and filling in the blanks in the tasks. It is used to measure the

effectiveness of understanding ML practices.

e Duration being the time it took to complete the experiment tasks (excluding
breaks). It is used to measure the efficiency of understanding ML practices.

173



7 On the Understandability of ML Practices in DL and RL-Based Systems

The two dependent variables, CORRECTNESS and DURATION, may be used to gain
insight into the overall understandability of system source code and descriptions [15§],
[159], [160], [188], |189]. Accordingly, we devised the following null and corresponding
alternative hypotheses:

e Hyl There is no significant difference in CORRECTNESS for EXPERIMENTAL com-
pared to CONTROL.

e H,1 There is a significant difference in CORRECTNESS for EXPERIMENTAL compared
to CONTROL.

e Ho2 There is no significant difference in DURATION for EXPERIMENTAL compared
to CONTROL.

e H,2 There is a significant difference in DURATION for EXPERIMENTAL compared to
CONTROL.

e H(3 There is no significant increase in CORRECTNESS as DURATION increases for
EXPERIMENTAL compared to CONTROL.

e H,3 There is a significant increase in CORRECTNESS as DURATION increases for
EXPERIMENTAL compared to CONTROL.

7.5 Experiment Execution

This experiment was executed in three stages: a preparation phase, a pilot test and
an execution phase.

7.5.1 Preparation

Two weeks before the experiment, we distributed preparatory materials, including the
experiment information sheet (refer to Section , through our e-learning platform
Moodle. This document furnished participants with general information about the
upcoming experiment and an introduction to ML practices. The document, comprising
ML patterns and practices, an illustrative model and a comprehensive description, served
as a valuable reference. Participants were permitted to use a printed version of this
document during the experiment. The distribution of the experiment information sheet was
essential to ensure that all participants were equally well-informed about ML practices

in DL and RL, as outlined in Section

7.5.2 Pilot Test

After preparing our experimental materials, we conducted preliminary tests with student
tutors from our research group. Similar to participants in the experiment execution stage,
we provided the tutors with the information sheet two weeks in advance, allowing them to
familiarise themselves with the necessary knowledge for the tasks. The tutors participated
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in the experiment under predefined conditions, including the option to seek clarifications
on the experimental procedure, a 90-minute time frame for responding to experimental
questions and no additional support beyond the provided materials.

Following the pilot tests, we gathered feedback from the tutors about their experiences,
which suggested that our information sheet was expertly designed, providing clear instruc-
tions for tackling the experiment questions. The tutors informed us that we had crafted the
information sheet exceptionally well, offering ample guidance for addressing the experiment
questions. Given this positive feedback, we maintained our original experiment design.

7.5.3 Execution

The experiment took the form of a closed-book exam, utilising pen and paper, and
participants were provided with a printed version of the source code for both systems.
Participants were restricted to bringing only the information sheet to aid in completing
the experiment tasks. At the commencement of the experiment, each participant was
handed a random experiment survey form (refer to Section . Distribution ensured
approximately equal numbers of forms of each type (Al, A2, B1, B2 in Section .

Participants were instructed to systematically complete the survey from the first to
the last page in the specified order. Additionally, a clock displaying second granularity
was projected onto a wall to facilitate timestamp recording. Participants were directed to
record start and stop timestamps whilst executing the experiment tasks. Subsequently,
the participants’ task start and stop timestamps were converted to seconds and summed to
determine the total DURATION for all tasks. To safeguard the confidentiality of participant
data, an individual not involved in the experiment dissociated personal information (such
as name and student number) from the experiment sheets by assigning each participant
a unique identification number.

7.6 Analysis

The statistical analysis for the study was conducted using the R |173| programming
language version 4.2.2. This analysis comprised several steps, including loading the
preprocessed dataset outlined in Section [7.6.1] calculating descriptive statistics for the
dependent variables discussed in Section [7.6.4] performing group-by-group comparisons
through relevant statistical hypothesis tests as discussed in Section [7.6.5] and generating
tables and plots. The reproduction of these results requires the installation of specific
R library package dependenciesﬂ.

7.6.1 Data Preparation

The collected raw dataﬂ from the experiment execution phase (refer to Section [7.5)) was
prepared as follows: (1) a Microsoft Excel document was exported to a CSV file; (2)

8 Refer to Data and Scripts/Scripts/install.r in our replication package [224].

See Experiment Documents/Questionnaire Results/experiment-results.csv in our replication pack-
age [224).
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the CSV file was imported for further processing; (3) type casting was performed for
several data rows; (4) the overall CORRECTNESS for all task CORRECTNESS values was
calculated. The dataset is published in our replication package [224], along with all
accompanying documents and R scripts.

7.6.2 Participant Demographics

The experiment collects data on participants’ age (as depicted in Figure , gender,
course, educational level, programming experience (refer to Figure, industry experience
in software (refer to Figure and knowledge of DL and RL practices (refer to Figures
and to capture their background information and experience.
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Figure 7.4: Participants’ age. Figure 7.5: Participants’ programming
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Figure 7.8: Participants’ RL experience.

Various tables provide an overview of participants’ experience percentages. The data is
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compared between two groups: DLS and RLS, each with both experimental and control
conditions. Table [7.2] shows participants’ experience in the software industry.

Table 7.2: DLS EXPERIMENTAL and CONTROL Group Percentage for Experience in
Software Industry

Years DLS EXPERIMENTAL DLS CONTROL

0 65.38 58.23
1 10.26 22.78
2 10.26 11.39
3 5.13 2.53
4 5.13 0.00
5 1.28 2.53
6 1.28 1.27
7 0.00 1.27
11 1.28 0.00

The largest group of participants (around 58-65%) reported having no experience. For
those with experience, the percentages drop as the years of experience increase. Both
the EXPERIMENTAL and CONTROL groups exhibit very similar patterns, indicating that
their experience in the software industry is quite comparable.

Table shows participants’ experience with DL. Most participants (about 58-61%) had
no experience, whilst around 39-42% had some. This level of experience applies to both the
EXPERIMENTAL and CONTROL groups, meaning their knowledge of DL is quite similar.

Table 7.3: DLS EXPERIMENTAL and CONTROL Group Percentage for Experience in DL

Experience DLS EXPERIMENTAL DLS CONTROL

No 60.76 58.23
Yes 39.24 41.77

In Table we can see the participants’ experience with RL. A large majority (87%)
reported no experience, whilst only 13% had some. This level of experience is the same
for both the EXPERIMENTAL and CONTROL groups, which suggests that RL is not very
common amongst participants.

Table 7.4: DLS EXPERIMENTAL and CONTROL Group Percentage for Experience in RL

Experience DLS EXPERIMENTAL DLS CONTROL

No 87.34 87.34
Yes 12.66 12.66
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Table [7.5] shows the participants’ programming experience. There was a wide range of
experience, with many people having two to four years of experience. The largest group
(around 25-30%) had three years of programming experience, followed by those with four
years (17-24%). The EXPERIMENTAL and CONTROL groups are very similar in this area.

Table 7.5: DLS EXPERIMENTAL and CONTROL Group Percentage for Experience in
Programming

Years DLS EXPERIMENTAL DLS CONTROL

0 3.80 6.33
1 5.06 7.59
2 16.46 16.46
3 30.38 25.32
4 17.72 24.05
5 6.33 7.59
6 6.33 1.27
7 3.80 5.06
8 7.99 2.53
10 1.27 1.27
11 0.00 1.27
12 0.00 1.27
13 1.27 0.00

Table [7.6] shows participants’ experience with modelling. The largest group had
two years of experience (26-35%), followed by those with one year (17-21%). Both
EXPERIMENTAL and CONTROL groups had similar distributions, meaning not much
difference between them.

For RLS, the results are reversed for the CONTROL and EXPERIMENTAL groups because
we used a within-subject design. We did not specifically exclude students with limited
ML knowledge from the study, as our goal was to include a wide range of experience
levels, similar to what is often found in real-world projects. Participants had 0-11 years of
industry experience, and their programming experience ranged from 0-13 years. Whilst
some were early in their careers, others had more practical knowledge. The study also
used questionnaires to gather feedback from students with real-world experience, even
if they were not experts.

By focusing on practitioners with limited ML expertise, we aimed to explore how
they approach DL and RL technologies. The fact that many participants were not ML
specialists is not seen as a weakness, but rather as a realistic reflection of the industry,
where many developers must work with ML technologies without formal, in-depth training.
We argue that this mix of participants better reflects the current technology landscape,
where engineers often use ML in their work without being experts in the field.

Whilst using non-experts might not be ideal for understanding the behaviour of highly
specialised ML engineers or data scientists, we assert that doing so accurately reflects
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Table 7.6: DLS EXPERIMENTAL and CONTROL Group Percentage for Experience in

Modelling
Years DLS EXPERIMENTAL DLS CONTROL
0 5.06 13.92
0.33 0.00 1.27
0.5 5.06 2.53
1 17.72 21.52
1.5 3.80 6.33
2 35.44 26.58
2.5 3.80 5.06
3 21.52 12.66
3.5 0.00 1.27
4 5.06 7.59
7 0.00 1.27
8 1.27 0.00
9 1.27 0.00

the real-world experience of many software developers. These developers often face the
challenge of integrating ML into their broader software engineering work, even if they lack
extensive ML training. We acknowledge that including students with limited ML or DL
knowledge may limit the applicability of the results to more specialised groups; however,
it still offers valuable insights into how typical developers interact with ML practices.

7.6.3 Normality Assessment

The normal Q-Q plots for DLS (Figure for CORRECTNESS indicate that the data for
both CONTROL and EXPERIMENTAL appear to follow a normal distribution. Furthermore,
examining the normal Q-Q plots for RLS for CORRECTNESS (Figure|7.10)), it can be inferred
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Figure 7.9: Normal Q-Q plot of CORRECTNESS (DLS).
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Figure 7.10: Normal Q-Q plot of CORRECTNESS (RLS).

that the data for CONTROL appears normally distributed. However, it is inconclusive
regarding the normality of the data for EXPERIMENTAL.

To test for normality, we chose the Shapiro-Wilk [193] normality test, as it is more
potent than alternatives (such as Anderson-Darling [194], Lilliefors [195] and Kolmogorov-
Smirnov [196]) according to Razali and Yap [197]. Assuming a = 0.05, the test for DLS
shows that both CONTROL’s and EXPERIMENTAL’s distributions are significantly different
from the normal distribution for CORRECTNESS, with a value p < a (see Table . For
RLS, the test indicated that the CONTROL’s distribution is significantly different from
the normal distribution for CORRECTNESS too, with p < «, whereas EXPERIMENTAL’S
distribution does not deviate significantly from the normal distribution, with a value

p > a (see Table [7.8).

Table 7.7: Descriptive Statistics per Group of Dependent Variable CORRECTNESS (DLS)
CONTROL EXPERIMENTAL

Number of observations 79 79
Mean 0.7121 0.7759

Standard deviation 0.1006 0.1242
Median 0.7188 0.7902

Median absolute deviation 0.0927 0.1324
Minimum 0.4375 0.3438

Maximum 0.9107 0.9464

Skew -0.6328 -0.9525

Kurtosis -0.1057 0.7913

Shapiro-Wilk Test p-value 0.0191 0.0002

Visual inspection of the normal Q-Q plots for both groups and both systems for
DURATION, visible in Figures and was insufficient to determine whether each
group’s data were normally distributed.
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Table 7.8: Descriptive Statistics per Group of Dependent Variable CORRECTNESS (RLS)

Theoretical Quantiles

Theoretical Quantiles

CONTROL EXPERIMENTAL

Number of observations 79 79
Mean 0.6808 0.6612
Standard deviation 0.1237 0.1233
Median 0.6741 0.6652
Median absolute deviation 0.1588 0.1324
Minimum 0.4152 0.3929
Maximum 0.8839 0.9152
Skew -0.1647 -0.1286
Kurtosis -0.9471 -0.7313
Shapiro-Wilk Test p-value 0.0383 0.3494
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Figure 7.11: Normal Q-Q Plot of burATION (DLS).
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Figure 7.12: Normal Q-Q Plot of burATION (RLS).
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The Shapiro-Wilk normality test for DLS indicated that both EXPERIMENTAL’s and
CONTROL’s distributions deviate significantly from the normal distribution for DURATION,
with p < « for each (see Table . For RLS, the test indicated that, for DURATION,
the distributions of the groups also deviate significantly from the normal distribution,
with a value p < « for both groups (see Table .

Table 7.9: Descriptive Statistics per Group of Dependent Variable DURATION (DLS)
CONTROL EXPERIMENTAL

Number of observations 79 79
Mean 1571.62 1763.85

Standard deviation 607.84 954.04
Median 1489 1320

Median absolute deviation 431.44 518.91
Minimum 630 705

Maximum 3436 5357

Skew 0.9501 1.6488

Kurtosis 0.5306 2.6149

Shapiro-Wilk Test p-value 0.0003 0.0000

Table 7.10: Descriptive Statistics per Group of Dependent Variable DURATION (RLS)
CONTROL EXPERIMENTAL

Number of observations 79 79
Mean 1883.80 1925.46

Standard deviation 1019.86 949.80
Median 1560 1670

Median absolute deviation 622.69 726.47
Minimum 782 723

Maximum 6242 5700

Skew 1.9091 1.3771

Kurtosis 4.2426 2.1888

Shapiro-Wilk Test p-value 0.0000 0.0000

7.6.4 Descriptive Statistics

Correctness Table [7.7] and Table show the number of corresponding observations,
central tendency measures and dispersion measures per group for the dependent variable
CORRECTNESﬂ These statistics are illustrated as a kernel density plot in Figure

and Figure and as box plots in Figure and Figure [7.16]

10

CORRECTNESS is defined as a value in [0, 1] N R.

182



7.6 Analysis
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Figure 7.13: Kernel density plot of CORRECTNESS (DLS).
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Figure 7.14: Box plots of CORRECTNESS (DLS).
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Figure 7.15: Kernel density plot of CORRECTNESS (RLS).
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Figure 7.16: Box plots of CORRECTNESS (RLS).

Visual inspection of the DLS CORRECTNESS results (Figure and the values in
Table[7.7 indicate major differences between CONTROL and EXPERIMENTAL across various
statistical measures. The standard and median absolute deviations demonstrate greater
variability in EXPERIMENTAL, indicating a wider range of data points. The skewness
values indicate that both groups exhibit a degree of asymmetry, with the EXPERIMENTAL
having a more pronounced leftward skew. Negative kurtosis in CONTROL suggests a flatter
distribution compared to EXPERIMENTAL, which shows a more peaked distribution. The
Shapiro-Wilk Test p-values below the conventional significance level (o = 0.05) indicate
that both groups deviate from normality.

Moreover, for RLS, the statistical measures in Table for the CONTROL and EX-
PERIMENTAL groups are presented. The mean values indicate that CONTROL has a
slightly higher average (0.6808) than EXPERIMENTAL (0.6612). Both groups exhibit
similar standard deviations (0.1237 for CONTROL, 0.1233 for EXPERIMENTAL), indicating
comparable variability. The median values and median absolute deviations are close, sug-
gesting similar central tendencies and dispersion around the median. The minimum and
maximum values indicate that the data points span a broader range in EXPERIMENTAL.
Skewness values are negative for both groups, indicating a slight leftward asymmetry.
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Negative kurtosis values suggest relatively flatter distributions for both groups. The
Shapiro-Wilk Test p-values (0.0383 for CONTROL, 0.3494 for EXPERIMENTAL) indicate
that CONTROL’s data deviates from a normal distribution, whilst EXPERIMENTAL’s data
is more consistent with normality.

Duration Table [7.9 shows the number of observations, central tendency measures and
dispersion measures per group for the dependent variable DURATIONE Results for DLS
shown in Table indicate substantial differences in the distribution of the observed
values. The mean values show a notable distinction, with CONTROL having a mean of
1571.62 and EXPERIMENTAL having a higher mean of 1763.85. The standard deviation and
median absolute deviation are considerably larger for EXPERIMENTAL, indicating greater
variability in the data than for CONTROL. The median values indicate that the centre of
the data is lower in EXPERIMENTAL (1320) than in CONTROL (1489). The range of values,
as reflected by the minimum and maximum, is wider in EXPERIMENTAL. Skewness values
reveal that both groups exhibit positive skewness, indicating a tail towards higher values,
with EXPERIMENTAL having a more pronounced skew. The kurtosis values suggest that
the distributions for both groups are more heavy-tailed than a normal distribution. The
Shapiro-Wilk Test p-values are below the conventional significance level (a = 0.05) for
both groups, indicating a significant difference from normality.

Moreover, for RLS, the data in Table indicates differences in the distribution
of the observed values. The mean values show that EXPERIMENTAL has a slightly
higher mean (1925.46) than CONTROL (1883.80). The standard deviation is lower in
EXPERIMENTAL (949.80) compared to CONTROL (1019.86), suggesting less variability
in EXPERIMENTAL. The median values indicate that the centre of the data is higher in
EXPERIMENTAL (1670) than in CONTROL (1560). The range of values, as reflected by
the minimum and maximum, is wider in CONTROL. Skewness values indicate that both
groups exhibit positive skew, with the CONTROL group showing a more pronounced skew.
The kurtosis values suggest that the distribution for CONTROL is highly heavy-tailed,
whilst EXPERIMENTAL is also heavy-tailed but to a lesser extent. The Shapiro-Wilk
p-values are similar to those of DLS, with both distributions differing significantly from
normality. These statistics are illustrated as a kernel density plot in Figure and

Figure and as box plots in Figure and Figure [7.20]
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Figure 7.17: Kernel density plot of DURATION (DLS).

11 DuURATION is denoted in seconds.
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Figure 7.18: Box plots of DURATION (DLS).
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Figure 7.19: Kernel density plot of DURATION (RLS).
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Figure 7.20: Box plots of DURATION (RLS).

7.6.5 Hypothesis Testing

Correctness and Duration Suppose multiple groups are being compared on several
dependent variables, as is the case in this study. Then, it is customary to employ
the MANOVA [198] statistical test under the condition that specific assumptions are
satisfied. This test helps determine whether independent variables impact the dependent
variables, individually or in combination. As Section [7.6.4] mentions, the distributions
of CONTROL for CORRECTNESS and DURATION significantly differ from the normal
distribution. However, the distribution of EXPERIMENTAL does not significantly differ
from the normal distribution for CORRECTNESS for RLS. It is important to note that
MANOVA requires all distributions to be normally distributed.

As in our prior work [69], we opted to use Cliff’s ¢ [206] as a robust, nonparametric test,
as recommended by Kitchenham [87], for scenarios in which distributions differ between
populations, or when variances are unequal. Although Cliff’s § was originally designed
for measuring ordinal data, it is equally applicable to the quantitative and continuous
data used in this study [207], [208]. This test estimates the probability that a randomly
selected observation from one group is larger than a randomly selected observation from
another group, taking into account the reverse probability [209].

When conducting multiple hypothesis tests using a single method (in this case, Cliff’s &
was applied twice), it is necessary to adjust the significance level («) to mitigate the risk
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of type I errors{r_Zl Several methods can be employed for o adjustment, such as the false
discovery rate [210] or the Bonferroni-Dunn [211], |212] correction. The Bonferroni-Dunn
correction is the most stringent form of correction and can be calculated using Equation[7.1}

o =— (7.1)

where n is the number of times a test was applied. In our study, this results in
o = % = 0.025 where o =0.05 and n =2. The results of the one-tailed Cliff’s ¢
test are shown in Table for CORRECTNESS and Table for DURATION.

Table 7.11: Hypothesis Tests per Group for CORRECTNESS

System: DLS System: RLS
CTRL vs EXPR CTRL vs EXPR
Cliff’s 6 Test Cliff’s 6 Test
Cliff’s & 0.3616 Cliff’s -0.0803
Ss 0.0854 Ss 0.0922
V5 0.0073 Vs 0.0085
zs 4.2336 zs -0.8706
CI (low) 0.1837 CI (low) -0.2569
CI (high) 0.5166 CI (high) 0.1015
P(X >Y) 0.3089 P(X >Y) 0.5329
P(X=Y) 0.0205 P(X=Y) 0.0144
P(X <Y) 0.6706 P(X <Y) 0.4527
D 0.0000 P 0.3853

For CORRECTNESS, Cliff’s § indicates by p < o/ that EXPERIMENTAL scored signi-
ficantly higher than CONTROL for DLS. For DURATION, Cliff’s § yielded p > o/, so
we cannot conclude that EXPERIMENTAL took significantly longer than CONTROL to
complete the experiment.

Based on Cliff’'s §, we can reject the null hypothesis Hgl for CORRECTNESS for
DLS, since there is sufficient statistical evidence to support the alternative hypothesis
H,1 with p <</

For RLS for CORRECTNESS, we fail to reject the null hypothesis Hg1l, since there is
insufficient evidence to support the alternative hypothesis Hal with p > o'.

Regarding DURATION, for both DLS and RLS, we again fail to reject the null hypothesis
Hy2, due to insufficient evidence for the alternative hypothesis H,2 with p > o/.

Correlation Between Correctness and Duration for DLS Upon visually examining
the scatter plot in Figure which explores potential correlations between the two
dependent variables CORRECTNESS and DURATION, no evident linear correlation was

12 It is important to note that there is no need to adjust the significance level () when conducting

tests for normality.
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Table 7.12: Hypothesis Tests per Group for DURATION

System: DLS System: RLS
CTRL vs EXPR CTRL vs EXPR
Cliff’s 9 Test Cliff’s ¢ Test
Cliff’s 0.0333 Cliff’s 0.0570
Ss 0.0929 Ss 0.0926
Vg 0.0086 V5 0.0086
zs 0.3587 zs 0.6159
CI (low) -0.1483 CI (low) -0.1248
CI (high) 0.2128 CI (high) 0.2351
P(X >Y) 0.4799 P(X >Y) 0.4679
P(X=Y) 0.0069 P(X=Y) 0.0072
P(X <Y) 0.5132 P(X <Y) 0.5249
P 0.7203 P 0.5388

observed for either group. For both CONTROL and EXPERIMENTAL, there was a decrease
in CORRECTNESS with respect to time.

1.0+ 1.0+
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Figure 7.21: Scatter plot per group of the dependent variables CORRECTNESS to
DURATION (DLS).

After the visual inspection, we deemed it necessary to perform a correlation test. Spear-
man’s p test [216] was selected for this purpose, and the results are shown in Table [7.13]

Control Group Spearman’s p coefficients indicated a negative association between
CORRECTNESS and DURATION. However, given that p > o/ (where o/ is derived from
the earlier adjustment of «), we fail to reject the null hypothesis Hg3 for DLS, due to
insufficient evidence to support the alternative hypothesis H,3.
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Table 7.13: Correlation per Group of the Dependent Variables CORRECTNESS with
DURATION per Group (DLS)
CONTROL EXPERIMENTAL
Spearman’s p -0.0651 -0.1640
D 0.5688 0.1486
S 87506.3029 95635.5933

Experimental Group Spearman’s p coefficients also revealed a negative association
between CORRECTNESS and DURATION. Despite this, the p-value p > o/ suggests that
the observed association is not statistically significant, leading us to fail to reject the null
hypothesis Hg3 due to insufficient evidence supporting the alternative hypothesis H;3.

Correlation Between Correctness and Duration for RLS

A visual inspection of potential correlations in Figure per group did not reveal any
significant linear correlation. In the case of CONTROL, there was a minimal decrease in
CORRECTNESS relative to time. On the other hand, for EXPERIMENTAL, although there
seemed to be a rise in CORRECTNESS with DURATION, the data points were widely dispersed
from the indicated reference line, making it inappropriate to assume a linear correlation.

1.0 1.0
Control Experir
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\ | 82050 o —
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Figure 7.22: Scatter plot per group of the dependent variables CORRECTNESS to
DURATION (RLS).

Control Group Spearman’s p coefficients, shown in Table yielded similar results to
DLS, indicating a negative association between CORRECTNESS and DURATION. However,
given that p > o/, we also fail to reject the null hypothesis Hg3, due to insufficient
evidence to support the alternative hypothesis H,3.

Experimental Group Spearman’s p coefficients showed a very weak positive association
between CORRECTNESS and DURATION. As with DLS, the p-value p > o/ suggests
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Table 7.14: Correlation per Group of the Dependent Variables CORRECTNESS with
DURATION per Group (RLS)
CONTROL EXPERIMENTAL
Spearman’s p -0.1185 0.0811
P 0.2982 0.4773
S 91897.0184 75495.2409

that we cannot reject the null hypothesis Hg3, due to insufficient evidence for the
alternative hypothesis Ha3.

7.6.6 Observation

Following the details provided in Section participants were instructed to fill out a
survey after each task to indicate their CONFIDENCE in the accuracy of their responses.
A SELF-ASSESSMENT score was calculated using a formula that considers both the COR-
RECTNESS of participants’ answers and their level of CONFIDENCE in the CORRECTNESS.
The formula for calculating the SELF-ASSESSMENT score is presented in Equation [7.2}

5 - SIELFCONFIDENCE
7.2
: (72)

SELFASSESSMENT = SELFCORRECTNESS -

where SELFcorrrcrness Tepresents the participants’ average CORRECTNESS as defined
in with 0 indicating entirely incorrect answers and 1 indicating completely cor-
rect answers.

The variable SELFconripence € [0, 5] MR represents the average CONFIDENCE of parti-
cipants based on a survey that utilised a five-point Likert scale. Each point on the scale is
assigned equidistant values within the range of 0 to 5. A value of 0 indicates high CONFID-
ENCE in the CORRECTNESS of the answers, whilst a value of 5 indicates low CONFIDENCE.

The variable SELFgspssuent € [—1, 1] N R represents the average SELF-ASSESSMENT
score of participants. A value less than 0 (SELF ssspssment < 0) indicates that participants
tend to overestimate the CORRECTNESS of their answers. A value of 0 (SELF zsgpssypnt = 0)
indicates that participants accurately estimate the CORRECTNESS of their answers. A value
greater than 0 (SELF ssspssmpnt > 0) indicates that participants tend to underestimate
the CORRECTNESS of their answers.

Figure [7.23] illustrates the kernel density plot of participants’ overall SELF-ASSESSMENT
score per group. The plot shows that, on average, participants in both CONTROL and
EXPERIMENTAL groups underestimated their CORRECTNESS across all tasks. Similarly,
Figure indicates that both CONTROL and EXPERIMENTAL groups underestimated
their CORRECTNESS.
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Figure 7.23: Kernel density plot per group of participants’ SELF-ASSESSMENT (DLS).
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Figure 7.24: Kernel density plot per group of participants’ SELF-ASSESSMENT (RLS).

7.7 Discussion

7.7.1 Interpretation of the Results

CORRECTNESS and DURATION

In the DLS study, our investigation of Hgl revealed a significant finding. There was
a significant difference in task CORRECTNESS, indicating that providing semi-formal
diagrams alongside source code improves performance. However, when we tested Hg2, we
found no significant difference in task DURATION between CONTROL and EXPERIMENTAL.
Regarding Hg3, we observed that for both CONTROL and EXPERIMENTAL, there was
no significant correlation between CORRECTNESS and DURATION.

In contrast, during the RLS study, our examination of Hgl showed that CONTROL
performed similarly to, although slightly better than, EXPERIMENTAL in task CORRECT-
NESS. This result can be attributed to several factors, including the relatively small size
of the system’s source code and the added complexity introduced by multiple diagrams.
Participants in the EXPERIMENTAL group may have struggled to fully understand some
of the details in these diagrams, leading to minor misunderstandings. Meanwhile, those
in the CONTROL group could more easily grasp the underlying practices because they
had to deal with only a modest amount of source code.

Additionally, we noticed that modelling recurring elements as a sub-activity within
another model might have introduced unnecessary complexity. To address this, we included
a third sub-model; however, it became clear that these sub-models might have introduced
structural complexities similar to those in the source code itself. This observation
suggests that models must reach a certain level of abstraction to be truly useful, although
determining the exact threshold for this abstraction remains an area for future research.
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Similarly, when testing Hg2, we found no significant difference in task DURATION
between CONTROL and EXPERIMENTAL for either system. Moreover, in evaluating task
DURATION, it was apparent that participants in the EXPERIMENTAL group took slightly
more time to answer the questions. This result is expected given the additional cognitive
load associated with analysing both the source code and the accompanying diagrams.

We must recognise that the inherent complexity of the DL system source code poses
unique challenges. It requires a careful effort to identify and understand the various
practices embedded within them. When we contrast the modelling approaches of RLS
and DLS systems, an interesting observation emerges. The RLS model delved into
finer details, offering a comprehensive depiction of the workflow, whilst the DLS model
embraced abstraction, providing a broader overview. This difference suggests that the
value of models may lie in their ability to offer a level of abstraction distinct from the
source code. It leads us to consider that, if the source code is available, models might be
most beneficial when operating at a higher level of abstraction. We employed different
modelling strategies in developing these two systems, each serving a unique purpose.

Correlation Between CORRECTNESS and DURATION

When testing Hg3, we discovered that within CONTROL, no significant positive correlation
between CORRECTNESS and DURATION was discerned; conversely, within EXPERIMENTAL,
a weakly positive, albeit insignificant, correlation between CORRECTNESS and DURATION
was detected for RLS.

Our initial impressions and intuition about DLS led us to expect a positive correlation
between CORRECTNESS and DURATION. However, contrary to our expectations, in the case
of CONTROL, there was no positive correlation between CORRECTNESS and DURATION,
suggesting that participants in CONTROL were satisfied with their answers within a
reasonable time and continued accordingly.

On the other hand, in the case of RLS, as shown in Figure it is clear that
EXPERIMENTAL shows some improvement with more time in CORRECTNESS in contrast to
CONTROL. Consistent with our initial hypothesis, our results for EXPERIMENTAL in both
CORRECTNESS and DURATION show a positive correlation, although not significant. It is
possible that participants in EXPERIMENTAL adopted a different strategy for answering
the questions. Since the only difference between CONTROL and EXPERIMENTAL was the
inclusion of semi-formal diagrams, it is plausible that participants heavily relied on these
resources in EXPERIMENTAL. Alternatively, participants may have initially consulted the
source code for answers and then used the semi-formal diagrams to review and edit their
answers, leading to a weak positive relationship between CORRECTNESS and DURATION.

Therefore, practitioners working on source code should be aware that spending more time
on such tasks does not necessarily lead to better performance in terms of CORRECTNESS.
Participants in CONTROL spent a similar length of time on average as participants in
EXPERIMENTAL before being satisfied with the answer. This behaviour suggests that
other factors may affect the performance.
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7.7.2 Addressing the Research Question

We set out to answer a single research question:

RQs.2 To what extent does the provision of semi-formal architecture models, in addition
to system source code, improve the understandability of DL and RL patterns and
practices?

In DLS, we found that providing participants with models and their source code signific-
antly improved their CORRECTNESS in answering questions, indicating that they better
understood ML practices. However, the extra help did not make them complete the tasks
significantly faster. In cases where the source code was simple, like RLS, just having the
source code was enough for participants to understand the source material well. The
extra diagrams may have actually caused some confusion.

Overall, the study suggests that semi-formal models can enhance understanding, but
their usefulness depends on the task’s complexity and the clarity of the models’ design.
For straightforward tasks, source code alone might suffice, but for more complex systems,
models can make a positive difference. We also found that in RLS, participants who
used the models took longer but were slightly more correct in their answers, suggesting
that the models helped them think more deeply. So, whilst models can be useful, they
need not be complex to be helpful for developers new to ML.

7.7.3 Self-Assessment

In Section [7.6.6] our examination of participants’ survey responses in the context of DLS
yielded a curious finding: those who did not receive semi-formal ML system diagrams
estimated their performance slightly more accurately than those with the additional
materials. Conversely, in RLS, participants who did not receive semi-formal ML system
diagrams tended to underestimate their performance slightly more than those who did.
The provision of additional semi-formal ML system diagrams may have contributed to
a reduction in confidence levels in certain contexts, like DLS. These participants may
be overwhelmed by the information or have doubts about their complete understanding
of semi-formal ML system diagrams.

This result deviated from our initial expectations, as we expected higher CONFIDENCE
amongst those participants who received extra help. However, this finding does not
strongly support or oppose the use of semi-formal ML system diagrams. Practitioners’
tendencies towards overconfidence, underconfidence or a position somewhere in between
are subjective and context-dependent; they cannot be deduced solely from the relationship
between CORRECTNESS and DURATION. Therefore, this observation remains neutral and
does not affect our conclusions. However, we acknowledge the importance of careful
consideration throughout our analysis.
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7.8 Threats to Validity

Threats to Internal Validity

The experiment proceeded without any problems that could affect the experiment ex-
ecution. Participants received clear instructions and an opportunity to ask questions.
There were no major concerns that affected entire sessions, and any questions were
answered individually.

The limited time for each session helped reduce the chance of any changes over time,
and no such effects were observed. Each participant took part in only one session, thereby
preventing any learning that might have occurred between sessions. Any learning that
happened within a session did not give an advantage to either CONTROL or EXPERIMENTAL.
All participants had an equal chance to earn points based on their performance, regardless
of the group they were in, thereby avoiding any scoring bias. The random assignment
of participants to groups also helped prevent selection bias.

Although it was not possible to completely prevent participants from discussing the
experiment with others, steps were taken to minimise the likelihood of this happening
between sessions. Participants were not allowed to take any materials with them or
use electronic devices during the experiment. The complexity of systems and tasks,
including the differences between activities, reduced participants’ opportunities to gain
an advantage during the session. Random group allocation aimed to ensure an even
distribution of advantages and disadvantages. The ban on electronic devices also prevented
participants from accessing outside information. As described in Section [7.5.3] the only
authorised materials were the printed information sheets described in Section
which, together with restricting access to the source code, prevented participants from
using other external sources.

Threats to External Validity

One issue that may affect the external validity of our study is the sample size, which
may not be sufficient to yield statistically significant results. To address this concern, we
employ robust statistical methods tailored to the size of our sample and ensure that the
analysis was carried out appropriately and accurately, given the available data.

Another consideration arises from the use of students rather than non-student profes-
sionals in our study. This choice of participant raises questions about the generalisability
of our findings to practical settings. To alleviate this problem, we took measures to
familiarise students with the ML-related concepts used in the experiment. All participants
have varying levels of theoretical background in software engineering and distributed
system programming, as well as industry experience. According to the Stack Overflow
industry survey (refer to Section [7.4.4), 69% of respondents were self-taught, 43% held
a bachelor’s degree in computer science or a related field, 19% had a master’s degree,
and 2% had a PhD. These statistics indicate that a significant portion of the 50,000
developers surveyed, even on a widely respected software development platform, were
self-taught and lacked formal degrees. The statistics also suggest that a degree may not
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be required to qualify as a professional developer.

Given this context, we assert that students can reasonably serve as substitutes for
developers in our study. Consequently, we propose that our findings may apply to
professional software developers, at least to some extent. However, it would be prudent
to replicate similar experiments with practitioners to confirm that there are no significant
differences compared to the professional developer population.

Whilst developers typically use IDEs in real-life scenarios, our experiment was designed
to test how well people understood the code when diagrams were included, rather than
how quickly they could navigate it. Using printed code helped us see how the diagrams
affected understanding without other factors interfering. We acknowledge that using IDEs
may affect task completion time, but our controlled setup still provides valuable insights.

Threats to Construct Validity

Threats to construct validity occur when there is uncertainty about whether the methods
used to measure and define variables truly represent the concepts being studied. These
challenges can include doubts about the accuracy of measurement methods, unclear
definitions, instruments that are not sensitive enough or bias introduced by the researcher.
In Section we introduced CORRECTNESS and DURATION as dependent variables
to assess understandability, but we acknowledge that other metrics might be more
appropriate. Additionally, there may be more effective ways to measure participants’
CONFIDENCE in answering our research question.

It is essential to ensure that the times recorded by participants accurately reflect the
time they spent completing tasks. Threats to construct validity here could include unclear
task definitions, which may lead to inconsistent timekeeping. We attempted to mitigate
this risk by providing participants with clear instructions and guidance.

To ensure reliable self-timing, we carefully checked the reliability of all recorded
timestamps when preparing the dataset, removing any inconsistent or unrealistic entries.
We also addressed any missing or implausible time values to reduce the chance of
unreliable time data affecting our results. Participants were required to use a centrally
controlled clock with high readability and accuracy to avoid timing errors, such as manual
manipulation or misreading, and to ensure consistency across all sessions.

We carefully created diagrams to clearly and structurally show the workflows of both
systems (DLS and RLS). However, because RLS was more complex, we needed multiple
diagrams to cover all the details. Providing multiple diagrams might have made the
details harder to understand for RLS than for DLS, leading to a larger gap between the
diagrams and the code, which may be one reason the results for RLS differed.

To ensure the diagrams were equally helpful in both systems, we designed the questions
to the same level of detail, making them equally informative. We also reviewed the
diagrams to ensure they were accurate and captured the main aspects of each system
without adding unnecessary complexity. Still, we recognise that the larger gap between
the RLS diagrams and the code may have affected participants’ understanding of the
system, and this is something future studies could investigate further.
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Threats to Content Validity

We consider the content free of any threat to its integrity because the topics under test are
related to the university courses of all participants. Regardless of their group assignment,
the provided information materials also provided sufficient background knowledge to
enable participants to effectively take part in the study. Any inconsistencies or ambiguities
in the experimental material would have affected both groups equally.

7.9 Conclusion

Our investigation into DLS and RLS offers fascinating insights into the effectiveness of
incorporating semi-formal ML system diagrams alongside source code. Our analysis in
DLS shows significant differences in task CORRECTNESS, indicating that semi-formal ML
system diagrams, together with the source code, contribute to better results without
a significant increase in DURATION.

Regarding RLS, our investigation revealed that CONTROL performed comparably
or slightly better than EXPERIMENTAL for CORRECTNESS (although not significantly),
contrary to expectations. We found no significant difference in DURATION between
CONTROL and EXPERIMENTAL. We suspect that EXPERIMENTAL participants faced
challenges in understanding the complex details in the diagrams and the complexity of
multiple diagrams. In contrast, participants in CONTROL were required to handle only
reasonably sized source code and therefore, displayed a better understanding. Additionally,
we found a weak positive (but insignificant) correlation between CORRECTNESS and
DURATION within EXPERIMENTAL, suggesting a distinct approach to answering questions
amongst participants.

Examining the participants’ survey responses yielded some interesting findings. In DLS,
participants who did not receive semi-formal ML system diagrams tended to estimate
their performance slightly more accurately. In contrast, in RLS, participants who did not
receive these diagrams underestimated their performance more than their counterparts.
This outcome highlights the impact of additional materials on participants’ CONFIDENCE.

In conclusion, whilst providing semi-formal ML system diagrams appears beneficial in
specific contexts, their effectiveness varies across different learning environments. The
decision to incorporate these diagrams should be made with careful consideration of
practitioners’ specific objectives.
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Part V

Assessing Conformance to Quality
Characteristics, Best Practices and
Patterns in MLOps and
RL-Enabled Systems
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8 A Model-Driven, Metrics-Based
Approach to Assessing Support for
Quality Aspects in MLOps System
Architectures

In MLOps, automation is a fundamental pillar that streamlines the deployment of ML
models and serves as an architectural quality aspect. Support for automation is especially
relevant when dealing with ML deployments characterised by the continuous delivery
of ML models. Taking automation in MLOps systems as an example, we present novel
metrics that offer reliable insights into support for this vital quality attribute, validated
by ordinal regression analysis. Our method introduces novel, technology-agnostic metrics
aligned with typical ADDs for MLOps automation. We systematically demonstrate the
feasibility of our approach in evaluating automation-related ADDs and decision options.
Our approach can itself be automated within CI/CD pipelines. It can also be modified
and extended to evaluate any relevant architectural quality aspects, thereby assisting in
enhancing compliance with non-functional requirements and streamlining development,
quality assurance and release cycles.

8.1 Introduction

ML systems pose unique challenges compared to traditional software architectures due
to the intricate interplay of software development, data science, data engineering, ML
models-as-a-service and ML-related end service engineering in the form of MLOps, as well
as parallels with DevOps. Noteworthy challenges in ML application software structure
include complex dependencies between software modules [53], technical debt and anti-
patterns [38|, and design challenges in ML model engineering, such as model selection
and reuse [54], [55]. Model provisioning and production runtime monitoring of ML
service performance, often in a distributed environment, further exacerbate complexity
and emphasise the intricacies in organising and decomposing ML systems. Paleyes et
al.’s [168| survey of case studies identifies practical challenges in ML system architecture,
encompassing tools, services and architectures within the deployment structure, as well as
potential disparities between ML, data science and software engineering practices. This
complexity has led to the emergence of AutoML [162], [163] and MLOps [4], [5], |228]
as sub-disciplines within DevOps [21], [229] and CD |22].

Studies on open-source systems [164], the scientific literature [165] and practitioner
insights [166] highlight that adopting DevOps and CD results in a complex deployment
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and delivery architecture. This complexity extends beyond the intended system’s software
architecture. It becomes even more pronounced in MLOps systems, where additional
aspects such as ML model management and deployment, CI/CD pipeline behaviours,
ML pipeline behaviours and ML-specific component architectures [4], |5], [167] must
be considered. Compounding the complexity of MLOps systems are the myriad tools
and technologies available [4], [5], [26], [230].

Whilst the introduction of MLOps is welcome, the complexity of MLOps systems
as described above and the variety of practices [23|, [24], [56] make it challenging to
determine which ADDs are applied in a given solution. The multitude of supporting
technologies and programming languages makes it even more challenging to achieve
this programmatically and generically, primarily through source code parsing. It is just
as challenging to determine which decision options an architect selected, which specific
patterns and practices were applied and the extent of support for core architectural quality
attributes, such as automation, model management and simplified model deployment
within the systems. Within MLOps systems, as exemplified in this study, implementing
an automated assessment method would enhance understanding of a system’s overall
properties and their alignment with preferred practices and desired qualities.

The understanding outlined above is particularly pertinent to automation in MLOps
systems, as the level of automation is directly influenced by practices related to integration
and delivery, such as data processing and pipeline triggering, especially within an auto-
mated CD framework [22]. MLOps systems that support automation help streamline and
accelerate the deployment and management of ML models in production environments.
Teams can iterate quickly, maintain consistency and ensure reliability in ML workflows.
Automation also reduces manual effort, minimises errors and enhances efficiency, allowing
organisations to deploy and maintain ML models at scale whilst improving time-to-market
and overall productivity.

In previous work described in this doctoral thesis [23], [24], |[131], we identified several
ADDs along with corresponding decision options and their respective decision drivers
(which are synonymous with, or closely related to, quality aspects). In those studies,
we achieved theoretical saturation, a stage in a Grounded Theory study at which the
collection and analysis of further data no longer yield new theoretical insights. It is
important to note that the work described in this chapter is not based solely on our prior
work, and that our findings from those studies were corroborated in related work (see
Section. Indeed, we have studied much scientific and practitioner literature from other
authors [4], [25], [28], [29], |30], [56], [230], [231] since our initial studies were published,
and these studies have corroborated our original findings based on grey literature. Note
that a renewed search of practitioner and scientific literature before commencing this
study did not yield any new insights concerning ML ADDs. Therefore, we concluded
that no further extensive literature review was needed.

Several crucial quality attributes for ML systems that are essential for ensuring their
effectiveness and robustness include performance efficiency (which strives for optimal
resource use), maintainability (which focuses on ease of modification for improvements),
scalability and portability (which address a system’s ability to adapt to different capacities
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and environments) and interoperability (which ensures seamless information exchange
between systems). Process and work automation in ML is also an important quality
attribute — automation enhances consistency, reduces human error and accelerates the
deployment of ML models. Key automated processes include CI/CD pipelines, automated
testing and model monitoring. These processes ensure that ML models are consistently
validated, updated and maintained without manual intervention, thereby improving
reliability and efficiency in production environments.

Automation thus plays a critical role in maintaining high quality and operational
excellence in MLOps systems. Together, these attributes help in developing high-quality
ML systems with robust architectural designs in MLOps. Note that we are not assuming
any particular automation concept, paradigm or set of predefined practices. In this study,
we modelled and manually assessed 22 system architectures, each with its own level of
automation and set of practices (see Section [8.3.2)).

The ADDs selected for this study are a subset of those identified in the aforementioned
work, specifically those associated with automation-related factors, as the study focuses
on the automation-related aspects of ML architectures and automation-relevant practices.
The ADDs under consideration are How to Automate Integration and Delivery in an ML
Context?, How to Trigger an ML Pipeline or Orchestrator? and How to Automatically
Process the Data Used for Model Building?, and are described in detail in Section [8.4]
together with their respective decision options.

The ADDs are derived from established practices in grey literature, such as informal
practitioner guidelines, blog posts, public repositories and similar sources. Building
upon this architectural knowledge, we aim to automatically evaluate the degree of
architectural conformance to automation-relevant practices within modelled MLOps
system architectures. Thus, this chapter aims to explore whether it is possible to determine
the level of support for automation as a central quality aspect within MLOps systems.

This chapter is based on Py, presents RC7 and its focus is to address the following
research questions in the context of RQ4 and RPy:

RQ4.1 How can MLOps systems’ support for the core quality aspect of automation be
assessed in the context of ADDs and their respective decision options?

RQu4.2 What types of metrics can be applied to evaluate these levels of support, and how
effective are they?

To tackle these research questions, we introduced a set of metrics designed for diverse
ADDs related to automation, encompassing all known decision options. We describe a
model-driven, metrics-based methodology that relies solely on modelling elements obtained
from MLOps systems, architectural descriptions, reference architectures or industrial
architecture guides. These quantifiable system models encapsulate the architecture,
properties and behavioural aspects of systems, thereby facilitating the evaluation of
support for ADDs and enabling automated measurement of quality in MLOps system
architectures via custom metrics.

Our approach involves establishing a ground truth through the manual evaluation
of a set of system models, gauging their adherence to the full spectrum of considered
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decision options and their combinations. Specifically, the pertinent ADDs and their
associated decision options focus on Integration and Delivery, Pipeline Triggers and Data
Processing. Ground truth creation entails objectively assessing the presence and level
of support for each decision option within a system.

Implementing detectors in Python to analyse modelled systems and calculate our
custom metrics, we assess the effectiveness of these metrics in predicting the ground
truth using ordinal regression analysis. We demonstrate that simple yet effective metrics
offer reliable insights, particularly in the context of automation, which is crucial for
practitioners. Our prediction models demonstrate remarkable accuracy in predicting the
ground truth assessment. Our approach can be automated within a CI/CD pipeline
to help identify complex architectural features, such as ADDs and decision options, to
streamline development cycles and ensure compliance with non-functional requirements.

The core contributions of this chapter are: (1) a novel approach for the semi-automated,
model-driven and metrics-based statistical assessment of conformance of MLOps systems
to automation-related ADDs; (2) detailed modelling of 22 MLOps system architectures
and the continued development of a reusable MLOps metamodel; (3) the definition and
application of novel, technology-agnostic, automation-specific metrics for assessing MLOps
systems. In contrast to our prior work on ADDs, which identified ML workflow, ML
deployment and RL training strategy-related ADDs, this chapter considers automation-
related ADDs for ML and their assessment via metrics, to assess the quality of MLOps
systems in terms of automation support.

A novel contribution of our study is the systematic approach we employed to source,
model and assess various MLOps system architectures. Whereas our prior work mainly
focused on the discovery of ML and RL-related ADDs, or modelled only certain aspects of
very few systems, this study comprehensively models several MLOps system architectures
in great detail and develops an extensive MLOps metamodel. This work makes a
contribution to the field of MLOps architecture by introducing technology-agnostic
metrics to evaluate support for automation-related ADDs. We empirically validated the
metrics by performing ordinal regression analysis to develop reliable, reusable prediction
models. In contrast, our prior work on ADDs was more qualitative than quantitative.

This chapter is organised as follows: Section compares related work, whilst Sec-
tion [8.3] outlines our research methods, ground truth definition and the system modelling
approach. Section details the ADDs and associated decision options considered in the
study. The assessment process for the ground truth is explained in Section [8.5 Moving
forward, Section 8.6 introduces our proposed metrics and Section presents the results of
the metric calculations and ordinal regression analysis. Section discusses our research
questions, a practical application of our approach and potential threats to validity. Future
work is discussed in Section and Section provides concluding remarks.

8.2 Related Work

This section examines existing research on ML patterns, practices, quality aspects and
metrics, and compares it with our study.
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8.2.1 Patterns, Practices and Their Relation to Quality Aspects

ML and MLOps systems have grown in complexity and become more prevalent within
the industry. Consequently, more scientific research is being conducted to catalogue
and document quality aspects, as well as related patterns and practices. Patterns and
practices are relevant to ADDs because they represent specific decision options, which
are then associated with decision drivers (forces) that represent quality aspects of interest
to practitioners, helping to guide them to the most suitable design decisions.

Sharma and Davaluri [123] detected and analysed design and architectural patterns
in two ML applications. They identified various quality attributes, including reusab-
ility, flexibility and testability, which are critical for the sustainable development and
maintenance of ML systems.

Washizaki, Uchida et al. [232] analysed ML systems’ engineering, architecture, design
patterns and anti-patterns. They suggest that improving crucial ML quality aspects
such as complexity, performance, reliability and ML model quality can be achieved
through best practices.

Washizaki, Khomh et al.’s [122] multivocal literature review included an ML practitioner
survey. They identified various software engineering design patterns for ML applications.
They propose that adopting these patterns could enhance system and software quality
attributes, such as usability, reliability and maintainability, as well as ML quality attributes,
such as ML model robustness, explainability and fairness.

Kreuzberger et al. [4] conducted mixed-methods research, including a literature review,
tool assessment and expert interviews, providing a comprehensive overview of diverse ML
aspects, such as components, architecture and workflows. They connect principles and
practices, exploring the automation potential of manual ML processes and highlighting
the importance of automation in MLOps.

Faubel and Schmid [56] conducted a pilot case study assessing MLOps applications
in the industry. They observed MLOps practices, architectural patterns, and diverse
types of automation across the surveyed companies. They noted commonalities with
aspects relevant to this study, including pipeline triggers, CI/CD automation, pipeline
automation, scripts and orchestrators.

A systematic literature review conducted by Lima et al. [231] focused on practices,
patterns, roles, maturity models, challenges, and tools for automating operational activities
in ML model deployment. Emphasising the significance of automation in deploying ML
models, they recognised that existing maturity models indirectly gauge activities in ML
model development. However, they highlighted the lack of direct assessments of MLOps,
suggesting an opportunity for further research.

The cited related works collectively explore various facets of ML and MLOps systems,
often highlighting practices and patterns similar to those considered in this study, as well
as their relation to quality aspects. They acknowledge the importance of automation
in MLOps systems, aligning with our understanding of automation as a core quality
attribute. Automation streamlines processes, reduces human error, and enhances ef-
ficiency — all critical factors in MLOps systems. Moreover, automated pipelines and
workflows enable scalability, allowing organisations to handle increasingly large and
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complex datasets and models.

Our approach differs in focus and methodology from the related work described previ-
ously, as we leverage our knowledge of patterns and practices, and consider automation
as a quality attribute to develop a model-driven, metrics-based approach for assessing
support for automation in the context of ADDs in MLOps systems. By integrating
automation assessment directly into the architectural design and development phases,
quality assurance for automation can be applied from the outset, ensuring that MLOps
systems are designed with automation in mind. This proactive approach reduces the need
to retrofit automation and quality assurance into existing systems, reducing technical
debt and accelerating time-to-market for ML solutions.

Furthermore, our metrics-based approach provides quantifiable measures of automation
support, enabling stakeholders to make informed decisions about the trade-offs between
automation and other quality attributes. By quantifying automation readiness at the
architectural level, organisations can prioritise investments in automation infrastructure
and tooling, strategically allocating resources to maximise automation benefits whilst
mitigating associated risks. Ultimately, our study extends beyond acknowledging the
importance of automation in MLOps systems to providing an approach for evaluating
and enhancing automation support as a first-class quality attribute.

8.2.2 ML Metrics

There is a distinct lack of studies that quantitatively evaluate architectural aspects of ML
and MLOps systems. However, authors have explored using runtime metrics to assess
crucial aspects of ML and MLOps systems and ML models.

Cardoso Silva et al. [233] emphasise the significance of factors such as task completion
time, CPU and GPU usage, memory usage, disk input/output and network traffic in
MLOps. They propose an ML benchmarking approach to monitor solutions in production,
aiding in decision-making, resource allocation and the operation of ML systems.

Y. Zhou et al. |[31] created a functional DevOps-capable ML platform. They built and
executed ML pipelines with diverse layers and hyperparameters, collecting and evaluating
metrics for ML pipeline steps, the ML platform and ML models. The study identified
potential performance bottlenecks, such as GPU utilisation, offering a valuable practical
reference for constructing ML pipeline platforms.

J. Zhou et al. |234] conducted a survey providing an overview of methods proposed
in the literature for assessing ML model explanations. They identify explainability as a
target for quantitative metrics and discuss qualitative, human-centric metrics.

A literature review conducted by Carvalho et al. [235] identifies established methods
and metrics for interpreting ML models. It highlights valuable work in interpretability
assessments and recommends future research areas.

The acknowledged works are relevant to our study as they assess various quality aspects
of ML systems and ML models. However, they focus on runtime performance metrics
rather than system architecture metrics and do not specifically evaluate ML system sup-
port for automation-related ADDs. Whilst runtime metrics are crucial for understanding
the operational efficiency and performance of ML systems during execution, they do not
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provide insights into the underlying patterns and practices that influence automation cap-
abilities. Our approach is model-driven and metrics-based, assessing automation support
in MLOps architectures by incorporating architectural quality metrics into our analysis.

To our knowledge, no prior studies have considered architectural quality metrics for
modelled MLOps systems, so we are initiating a new research direction in this field.
By leveraging architectural modelling techniques and novel quality metrics, we can
systematically evaluate the readiness of MLOps architectures for automation and identify
opportunities for improvement.

8.3 Research Method

In this section, we outline our overall research process, detail our MLOps system search
and selection methodology and give an overview of our ADD ground truth assessments,
system modelling method and detectors. Figure provides an overview of our research
process and is described below. All artefacts are available in our replication package [236].

8.3.1 Contributions from Prior Work

Our study makes use of results and contributions from previous work [23|, [24], where we
performed a Grey Literature Search and Grounded Theory Analysis [65], [76], |96] through
iterative consideration of practitioner literature. This process enabled us to Formulate Core
ADDs for ML, the ones of interest for our study being automation-related (see Section .

As outlined in Section our previous findings 23], [24] were corroborated by sub-
sequent scientific literature related to the subject. Our methodological choices were
influenced by the nature of the literature we analysed. To obtain industry-relevant
insights, we employed a deductive approach in that prior work based on Straussian
Grounded Theory, which is well-suited to an unbiased exploration of ML-related phe-
nomena grounded in first-hand practitioner experience, especially since we found no
prior ML-related Grounded Theory studies when searching for related work. For the
white literature (peer-reviewed articles), we adopted an inductive approach to ensure
our initial findings aligned with those of other researchers. The combination of these
approaches provided us with a confident and nuanced understanding of ML-related
practices, particularly in the context of MLOps.

We also devised an Initial MLOps System Modelling method [69], described earlier in
the doctoral thesis, which we utilise in this study. Replication packages containing relevant
artefacts from our prior studies are available in long-term repositories [103], [112], [185].

8.3.2 Core Activities and Contributions of this Work

Search Web Resources for Candidate Systems Our first step involved using popular
topic portals (InfoQ and DZone), search engines (Google, DuckDuckGo and Bing) and
GitHub source code repositories to identify relevant MLOps systems and their descriptions.
Our search terms included “MLOps implementation”, “MLOps system architecture” and
“MLOps system example”.
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Figure 8.1: Overview of the research process we followed in this study.

Apply Inclusion/Exclusion Criteria The next step involved deciding which MLOps
architectures resulting from our search to include in our study based on predefined
inclusion-exclusion criteria. If a resource met one of the inclusion criteria, we then checked
the exclusion criteria. Conversely, if the resource did not meet any of the inclusion
criteria, we immediately excluded it. If an exclusion criterion was immediately apparent,
then we checked neither the inclusion criteria nor any further exclusion criteria. Of the
32 candidates we identified, only nine met our inclusion criteria. For replicability and
traceability, this stage of the research process is included in our replication package [236].

We defined our inclusion criteria as follows:
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e MLOps systems: we considered systems that provide end-to-end solutions for
training, deployment and management of ML models in production environments.

e Architectural descriptions: we included sources that provide detailed descriptions of
the architecture and design of MLOps systems.

e Reference architectures: we included reference architectures that serve as blueprints
or guidelines for building MLOps systems.

e Industrial architecture guides: we considered guides and best practices for archi-
tecting MLOps solutions in an industrial setting.

We established the following exclusion criteria:

e Student and pet projects: we omitted projects made by students for educational pur-
poses or personal experiments. We categorised pet projects as GitHub repositories
with fewer than 100 stars and 40 forks, suggesting low acceptance and maturity.

e Experimental or proof of concept examples: we excluded sources that discuss or
implement technologies unsuitable for real-world industrial use. These include
systems that lack production-ready functionality, scalability or dependability.

e Tools and libraries: we omitted sources that only discuss or implement specific tools
or libraries used in the ML workflow, such as data preprocessing libraries or model
training frameworks, as these sources do not provide a comprehensive overview of
MLOps architectures as a whole.

e Specific parts of the ML workflow: we excluded sources that do not address the
entire ML workflow, such as those that focus only on data preparation or model
deployment, as they do not encompass the complete MLOps architecture.

e Advertisements: we omitted sources that primarily promote commercial items or
services, as they may not provide objective architectural information.

e Lack of practical architectural examples: we excluded sources that did not provide
realistic examples of MLOps architectures applicable to an industrial setting.

e Marketing: we omitted sources that discuss consultancy firms’ techniques, as they
may not have reflected general real-world MLOps designs.

Define a Manual Ground Truth Rating Scheme In subsequent steps, we established a
ground truth rating scheme for MLOps systems to assess their support for automation-

related ADDs.
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Ground Truth Assessment/Model MLOps Systems We performed a manual ground
truth assessment as described in Section [8.5| and concurrently systematically modelled
MLOps system architectures and their variations, ensuring comprehensive coverage of the
design space. We utilised an MLOps system metamodel and followed a systematic model-
ling approach [69] to construct formal architectural models. These models, implemented in
Python using Codeable Models |78| and visualised as UML diagrams using PlantUML [79|,

comprise nodes and connectors representing components and relationships.

The modelling process resulted in 22 models based on real-world MLOps systems
from vendors that provide computing services to ML application developers, including
Alibaba Cloud, Amazon Web Services, Google, Microsoft and Red Hat. We assigned
each modelled system an ID: base systems, whose IDs always end with a 1, include AP1,
MA1 and AC1 and variants of the base systems, whose IDs always end with a number
other than 1, such as AP2, MA2 and AC2. Table lists the modelled systems, the size
of each model in terms of how many nodes, connectors and pipelinesﬂ a description of
each system and the URL of the source of each base system.

Table 8.1: Included MLOps System Architectures: IDs, Model Sizes, Descriptions and
Source URLs

System Model Size System Description
AP1 18 nodes, 25 connectors, Guide to building an automated MLOps pipeline using
1 pipeline Amazon AWS CodePipeline, CodeBuild, SageMaker,

Lambda, S3, the AWS container registry and Docker [33]
(source: https://tinyurl.com/mlops-system-ap).

AP2 21 nodes, 25 connectors, Variant of AP1 with partial support for automated Build
2 pipelines and Deployment Scripts, advanced triggers but no basic
triggers, and support for data processing via a Data
Pipeline.
AP3 19 nodes, 22 connectors, Variant of AP1 with support for Build and Deployment
2 pipelines Scripts, a single basic trigger and no data processing
automation.
MA1 55 nodes, 58 connectors, Reference architecture for a Microsoft Azure project that
3 pipelines demonstrates how to automate an end-to-end ML/AI
workflow (source: https://tinyurl.com/mlops-syste
m-ma)).

MA2 53 nodes, 56 connectors, Variant of MA1 with partial support for integration
3 pipelines and delivery automation via CI/CD Pipelines, no basic
trigger support but support for an advanced trigger,
and partial data processing automation via an ETL
Pipeline.

Continued on next page...

1 See our replication package [236| for the source code and model diagrams.
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System Model Size

System Description

Variant of MA1 with no integration and delivery auto-
mation, support for a single advanced trigger but no
basic triggers, and data processing automation support
via a Data Pipeline.

Reference architecture and workshop /tutorial to imple-
ment an Amazon AWS MLOps pipeline that automates
the typical procedures used by ML practitioners (source:
https://tinyurl.com/mlops-system-ac).

Variant of AC1 with support for Build and Deployment
Scripts, a single advanced trigger but no basic trigger,
and partial support for data processing automation via
a Data Processing Component.

Variant of AC1 with support for an ML Orchestrator,
full trigger support, and partial support for data pro-
cessing automation via an ETL Pipeline.

Google Cloud Platform implementation of MLOps with
Vertex AI, Smart Analytics, Keras, TFX and Model
Builder SDK (source: https://tinyurl.com/mlops-s
ystem-gv).

Variant of GV1 with no integration and delivery auto-
mation, no automation via triggers, but support for
data processing automation via a Data Pipeline.

Variant of GV1 with partial ML Orchestrator support,
support for a single basic trigger, and partial support
for data processing automation via a Data Processing
Component.

Alibaba Cloud repository and article focusing on the
ML pipeline with MLOps using Serverless Workflow,
Function Compute, and Container Service for Kuber-
netes provided by GitHub (source: https://tinyurl
com/mlops-system-as).

Variant of AS1 with partial support for an ML Or-
chestrator, support for almost all triggers, and support
for data processing automation via a Data Processing
Component.

MA3 24 nodes, 24 connectors,
1 pipeline

AC1 33 nodes, 67 connectors,
1 pipeline

AC2 31 nodes, 63 connectors,
1 pipeline

AC3 36 nodes, 71 connectors,
1 pipeline

GV1 78 nodes, 137 connect-
ors, 3 pipelines

GV2 54 nodes, 96 connectors,
1 pipeline

GV3 70 nodes, 126 connect-
ors, 3 pipelines

AS1 35 nodes, 55 connectors,
1 pipeline

AS2 36 nodes, 57 connectors,
1 pipeline

AS3 34 nodes, 56 connectors,

1 pipeline

Variant of AS1 with partial support for all three in-
tegration and delivery automation options, full trigger
support, and support for data processing automation
via a Data Processing Component.

Continued on next page...
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System Model Size System Description
RO1 34 nodes, 61 connectors, MLOps architecture description using Red Hat Open-
1 pipeline Shift, applying DevOps and GitOps principles (source:
https://tinyurl.com/mlops-system-ro).
RO2 29 nodes, 53 connectors, Variant of RO1 with partial CI/CD Pipeline support,
1 pipeline support for a single advanced trigger, but no basic

triggers, and no data processing automation support.

RO3 19 nodes, 32 connectors, Variant of RO1 with no automation support.
0 pipelines

GM1 18 nodes, 16 connectors, Google Cloud Architecture Center description of an
1 pipeline MLOps architecture at the basic level of maturity, where
building and deploying ML models is entirely manual

(source: |https://tinyurl.com/mlops-system-gm).

GAl 55 nodes, 69 connectors, Describes an architecture with continuous model train-

2 pipelines ing via an automated ML pipeline, automated retrain-

ing on new data, automated data and model validation,

pipeline triggers and metadata management to achieve

continuous delivery of a model prediction service (source:
https://tinyurl.com/mlops-system-ga)).

GC1 64 nodes, 77 connectors, Architecture for a robust, automated CI/CD system for
3 pipelines building, testing, and deploying new pipeline compon-
ents to a target environment (source: https://tinyur

L.com/mlops-system-gc).

GC2 64 nodes, 77 connectors, Variant of GC1 with similar support for integration and
3 pipelines delivery automation, and automation via triggers, but
slightly worse support for data processing automation

via Data Pipelines.

MLOps system model views commonly include component and pipeline views. Com-
ponent views depict nodes representing various elements such as execution environments,
cloud components, platforms and connectors indicating their relationships, specifying
details like artefact (e.g. ML model) provision, pipeline triggers, trigger data, i.e. the
data associated with a trigger event, such as information on the trigger event itself or
data relevant for the component or pipeline that was triggered, deployment targets (e.g.
the components or environments where models will be deployed and executed to make
decisions or predictions) and pipeline interactions and relations. Figure depicts a
component view of the modelled MLOps system AP1 (see Table .

Pipeline views display internal pipeline details, including an initial node, execution
nodes and a final node. Fork nodes allow parallel execution that converges at a join node.
They convey various aspects like triggers (described above), data processing (the stage in
which raw data is transformed into a format that is suited for ML, like data sanitisation,
feature engineering and normalisation), model training (the process by which a model
learns from data), testing and evaluation (using a test dataset to assess how well a model
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Figure 8.2: A Component UML model diagram for the MLOps system AP1.

generalises to unseen data), validation (tuning the hyperparameters of a model with a
validation dataset and preventing overfitting) and deployment (described above), with
metadata describing automation (e.g. whether a pipeline step runs automatically), and
deployment or runtime environments (such as the specific component associated with the
environment). Figure illustrates a pipeline UML view of system API.
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Figure 8.3: A deployment pipeline UML model diagram for the MLOps system AP1.

Define Metrics We defined objective, technology-agnostic metrics to measure conform-
ance to previously identified automation-relevant decision options for ADDs. Our custom
metrics are described in detail in Section
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Implement Detectors and Metrics Calculations Modelling MLOps system architectures
enabled us to implement detectors that analyse model components, pipelines and their
relations, automatically calculating custom metrics and supporting ordinal regression
analysis. These detectors traverse the models, enabling the detection of metrics-relevant
architectural properties, and offering a reusable approach for new systems and metrics.
Whilst alternative approaches, such as checklists, could be applied rather than using our
detectors, this alternative is less effective, less suited to ordinal regression analysis, and
would require more manual effort during a system analysis than our automated metrics do.

Ordinal Regression Analysis Finally, we applied ordinal regression analysis, a common
statistical approach, to assess how well the metrics predicted the previously established
ground truth for the selected ADDs and modelled architectures. Our analysis and
evaluation are described further in Section [R.7

8.4 Core ADDs

This section introduces three automation-related ADDs and their associated decision
options. We selected them from our prior work [23], [24] for their influence on MLOps
automation. These ADDs encompass various decision drivers (forces), relations and
practices found in grey literature. The following discussion on the relevance of these
decision options on automation supports our rationale for the manual ground truth
assessment detailed in Section .5

8.4.1 How to Automate Integration and Delivery in an ML Context?
(“Integration and Delivery”)

When deciding How to Automate Integration and Delivery in an ML Context, choosing
No Integration or Delivery Automation is the most straightforward option. However,
numerous experts strongly discourage this approach, emphasising its adverse effects on
various factors, notably process and work automation.

An alternative to continuously automating the deployment process is to utilise a
CI/CD Pipeline. Our sources strongly endorse this option, especially for process and
work automation and for facilitating automated provisioning, which pertains to the actual
automation of the deployment step. In Figure for instance, relevant components
are AWS Code Build and AWS Code Pipeline and in Figure the pipeline nodes
from Train onwards are relevant.

Another approach involves executing automated deployments through Build and
Deployment Scripts. Whilst this choice contributes to process and work automation, it
may require manual intervention rather than achieving complete automation.

The ML Orchestrator represents another viable decision option. Employing an
orchestrator enhances process and work automation, reducing the reliance on manual
execution and minimising the potential for human error, thereby allowing engineers
to focus on other tasks.
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8.4.2 How to Trigger an ML Pipeline or Orchestrator? (“Pipeline Triggers”)

ML pipelines and orchestrators can be initialised via triggers. Triggers exhibit diverse
characteristics, and the decision options’ forces for this ADD are inherited from higher-level
decision options, for instance, whether a CI/CD Pipeline, Build and Deployment
Scripts or ML Orchestrator was used. The trigger options themselves imply various
levels of support for automation.

The trivial case is not to use an automated trigger, i.e. to use an On-Demand Trigger
(manual execution by a human operator), which suggests no automation. This lack of
automation allows the trigger to be omitted from the study. An On Commit Trigger
activates components after a commit event in a source control management or data
versioning repository system, thereby providing some degree of automation. For system
AP1, for instance, this is visible in the Triggered by Commit Event pipeline accept event
action in Figure An On Schedule Trigger initiates a component at specific times or
with defined regular intervals. An On Availability of New Training Data Trigger can
lead to the triggering of a CI/CD Pipeline, Build and Deployment Scripts or ML
Orchestrator when new training data becomes available. An On Model Performance
Degradation Trigger can be used when ML model performance deteriorates, and an On
Changes to the Data Distribution Trigger can be applied when statistical changes
in any dataset used for training ML models surpass a predefined threshold.

8.4.3 How to Automatically Process the Data Used for Model Building?
(“Data Processing’”)

A fundamental automation-related ADD pertains to data processing automation for
building ML models. The trivial option is No Data Processing Automation. Three
alternative decision options to the trivial case offer vital advantages to varying degrees,
such as facilitating automated data collection and enabling a high level of process and
work automation, and are described below.

Some practitioners advocate an ETL Pipeline. It entails extracting data from diverse
sources, transforming it for analysis or storage and loading it into a database, data
warehouse or data lake. The primary objective is to prepare the data for downstream
analytics or applications, often by integrating and consolidating data from various sources
to ensure quality and consistency. ETL Pipelines are typically batch-oriented and
scheduled periodically for data upkeep. However, this approach is documented as being
employed only occasionally in practice.

A prevalent choice amongst the automation architectures commonly suggested in the
previously cited work is the use of a Data Pipeline. This approach involves conducting
data processing within a dedicated, adaptable pipeline. Unlike ETL Pipelines, data
pipelines encompass a wider range of operations beyond just extraction, transformation
and loading. They can also include tasks such as data ingestion, data preprocessing
and feature engineering. This decision option stands out as the most versatile amongst
the automated choices.

Whilst pipeline architectures are frequently proposed, there are also suggestions for
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Data Processing Components that do not adhere to a pipeline structure. Unlike an
ETL Pipeline, a data processing component may not necessarily involve the extraction
and loading of data and, in contrast to data pipelines, which encompass the entire flow
of data, Data Processing Components instead focus on performing specific data
processing tasks such as data transformation, feature engineering, data augmentation,
scaling, and other preprocessing steps required for ML model training and analysis.

8.5 Ground Truth Rating Scheme and Assessment

This section provides insight into establishing ground truth data for each ADD out-
lined in Section 8.4l

We established the ground truth through a thorough, systematic and manual assessment
of the selected systems, based on findings from grey literature in prior studies and multiple
rounds of independent review and validation by all three members of the author team. We
discussed any instances of disagreement in the ground truth assessment and refined it until
we reached consensus. Thanks to our use of a high-level abstraction of MLOps systems
according to an existing, extensible MLOps metamodel during the modelling process (see
Section , it was straightforward for us to identify the elements relevant to the ground
truth assessment collectively. We corrected any inconsistencies in both the metamodel
and our ground truth assessment. We categorised the relevant decision options as either
supported, partially supported or not supported (denoted by S, P or N, respectively in
Table or, for decision options that are simply present or absent, with Boolean values.

By combining the outcome of all decision options for each ADD and system, and
informed by the descriptions from the literature of the force impacts of the various decision
options in Section 8.4 we then derived an ordinal assessment of how well the decision as
a whole was supported in each modelled system, according to the following ordinal scale:

e +-+4: Automation is very well supported.

e +: Automation is well supported, but aspects of the system could be improved to
better support automation.

e 0: Aspects of the system need to be improved concerning automation, but substantial
support for automation is present.

e -: Aspects of the system need to be improved concerning automation, but some
support for automation is present.

e --: No support for automation is present.

Whilst our ordinal scale of -- to +-+ adheres to the given order, it does not assume
equal intervals, unlike a Likert scale. The specific assessment criteria for each ADD
are described in Sections [8.5.1] [8.5.2] and [8.5.3] and we recorded the resulting ordinal
assessments in the Assessments rows of Table

Consider system AP1 in Table [8:2] for instance. For the Integration and Delivery
ADD, AP1 does not support the decision option Build and Deployment Scripts
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(category N), it supports the decision option CI/CD Pipeline (category S), and it
does not support the decision option Machine Learning Orchestrator (category N).
With reference to the scoring scheme defined in Section this system receives a
score of 4 for this ADD since the decision option CI/CD Pipeline is supported
and all integration and delivery tasks are automated and take place within a CI/CD
Pipeline. This score also corresponds to the generic scoring scheme defined above, where
+-+ denotes that automation is very well supported.

After establishing and assessing the ground truth data, we evaluated how well the
novel metrics defined in Section predicted it using ordinal regression. We describe
the ordinal regression analysis in Section

8.5.1 Integration and Delivery

In Section we discussed the level of support for automation for each Integration
and Delivery option. On this basis, we developed the following scoring framework for
our ground truth assessment of this decision:

e |++: All integration and delivery tasks are automated and take place within a

CI/CD Pipeline.

e +: The majority of (but not all) integration and delivery tasks are automated and
take place within a CI/CD Pipeline OR all integration and delivery tasks are
automated and take place via an ML Orchestrator.

e 0: The majority of (but not all) integration and delivery tasks are automated
and take place via an ML Orchestrator OR the majority or all integration
and delivery tasks are automated and take place within Build and Deployment
Scripts.

e -: Some (but not the majority or all) integration and delivery tasks are automated
and take place within a CI/CD Pipeline, via a Build and Deployment Scripts
or within Build and Deployment Scripts.

e --: No integration and delivery task automation is supported.

8.5.2 Pipeline Triggers

Drawing upon the reasoning provided in Section [8.4.2] in support of the Pipeline Triggers
decision, we devised a scoring scheme for our ground truth assessment:

e ++: At least one basic trigger (On Commit Trigger or On Schedule Trig-
ger) is supported and all applicable advanced automatic triggers are supported
(On Availability of New Training Data Trigger, On Model Performance
Degradation Trigger and On Changes to the Data Distribution Trigger).
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+: At least one basic trigger (On Commit Trigger or On Schedule Trigger) is
supported and at least one advanced automatic trigger is supported (On Availab-
ility of New Training Data Trigger, On Model Performance Degradation
Trigger or On Changes to the Data Distribution Trigger).

0: At least one basic trigger (On Commit Trigger or On Schedule Trigger)
is supported, but no advanced triggers are supported.

-: At least one advanced trigger is supported (On Availability of New Training
Data Trigger, On Model Performance Degradation Trigger or On Changes
to the Data Distribution Trigger), but no basic triggers are supported (On
Commit Trigger or On Schedule Trigger).

--: No automatic triggers are supported.

8.5.3 Data Processing

Lastly, based on the forces we described in Section for the Data Processing decision,
we established the following scoring scheme for our ground truth assessment:

8.6

+-+: All model-building-relevant data processing tasks are automated and occur
within a Data Pipeline.

+: The majority of model-building-relevant data processing tasks are automated
and occur within a Data Pipeline OR all model-building-relevant data processing
tasks are automated and occur within an ETL Pipeline or Data Processing
Component.

o: The majority of model-building-relevant data processing tasks are automated
and occur within an ETL Pipeline or Data Processing Component.

-: Some model-building-relevant data processing tasks are automated and occur
within a Data Pipeline, an ETL Pipeline or a Data Processing Component.

--: No data processing automation is supported.

Metrics

This section presents the metrics that we propose for each decision option discussed in
Section [8.4] Following our iterative manual assessment and modelling of the MLOps
system architectures from Table to establish the ground truth ratings described in
Section [8.5/ and summarised in Table we defined at least one metric per ADD decision
option to measure their support for automation. In Section [8.7, we describe how we
performed ordinal regression analysis to assess how well the custom metrics defined further
below in this section predicted the ground truth data.

The metrics have been deliberately designed to be straightforward, allowing them
to represent each decision effectively. They may be either a Boolean value indicating
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the absence or presence of a given decision option within the respective system or a
continuous value in [0, 1], with O signifying the worst-case scenario where there is no
support for the decision option and 1 symbolising an ideal scenario in which the decision
option receives full support.

8.6.1 Metrics for the Integration and Delivery Decision

The ratio of components that support the Build and Deployment Scripts option
is calculated by the BDS metric of Equation [8.1]

|integration and delivery tasks
in build and deployment scripts|

BDS (8.1)

B |integration and delivery tasks in the system)|

The proportion of components enabling the CI/CD Pipeline option is revealed by
the CID metric of Equation [8.2]

|integration and delivery tasks
automated in a CI/CD pipeline|

CID (8.2)

B |integration and delivery tasks in the system|

The fraction of components supporting the ML Orchestrator option is measured by
the MLO metric of Equation

|integration and delivery tasks
automated in an ML orchestrator|

MLO =

|integration and delivery tasks in the system|

8.6.2 Metrics for the Pipeline Triggers Decision

We devised the following Pipeline Triggers metrics:

e The existence of the On Commit Trigger option is signified by the COT metric,
which yields a Boolean value.

e Presence of the On Schedule Trigger option is conveyed by the Boolean SCT
metric.

e Whether the On Availability of New Training Data Trigger option is repres-
ented in the system is signified by the TDT metric, also a Boolean.

e An indicator for the presence of the On Model Performance Degradation
Trigger option is the Boolean MPT metric.

e The availability of the On Changes to the Data Distribution Trigger option
is informed by the Boolean DDT metric.
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Equation thus gives the value for any of the above metrics:

True : if the model contains
coT,SCT, TDT, B at least one relation of

MPT,DDT the relevant trigger type;
False : otherwise.

(8.4)

8.6.3 Metrics for the Data Processing Decision

The proportion of components in favour of the Data Pipeline option is indicated by
the DAP metric of Equation

|data processing tasks
automated in a data pipeline|

DAP = (8.5)

|data processing tasks in the system|

The share of components supporting the ETL Pipeline option is revealed by the ETP
metric of Equation [8.6]

|data processing tasks

automated in an ETL Pipeline|
ETP = (8.6)

|data processing tasks in the system|

The ratio of components that are aligned with the Data Processing Component
option is shown by the DPC metric of Equation

|data processing tasks

automated in a data processing component|
DPC =

8.7
|data processing tasks in the system| (8.7)

When applying the methodology described in this chapter, an architect familiar with
the system architecture would be involved in classifying system features, interpreting
metrics and setting thresholds. A lower value is considered worse than a higher value,
depending on how desirable an architect deems supporting a given decision option. In
this context, please note that the system’s modularity does not directly influence the
value of the metrics; instead, it is the nature of the components and their contained
tasks, as well as the trigger types, that matter.

8.7 Ordinal Regression Analysis

Ordinal regression models the relationship between an ordinal dependent variable and
one or more independent predictors. It helps understand the odds of an observation
belonging to a specific category, assess the strength and direction of relationships, evaluate
predictor significance and build accurate regression models for predictions with new data.
The metrics expounded upon in Section and summarised in Table serve as the
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independent predictor variables and are either Boolean or continuous values measured
within the interval [0, 1].

The results of the ordinal regression analysisE| concerning each ADD are showcased
in Table B:3] The outcome variables, which depend on the ground truth assessments
(ordinal variables) for each decision, as elucidated in Section and shown in Table

are

integral to the analysis.

Table 8.3: Ordinal Regression Analysis Results for the Metrics

Statistical Measures Values
Integration and Delivery

Intercept: > [-] -0.4118
Intercept: > |o] -2.2673
Intercept: > [+] -3.5752
Intercept: > [++] -5.7906
Metric Coefficient (BDS) 2.9438
Metric Coefficient (CID) 5.8622
Metric Coefficient (MLO) 4.4388
Regression Model p-value 8.2844e-09
Regression Model Brier Score 0.0637
Regression Model C-index (original) 0.9895
Regression Model C-index (bias-corrected) 0.9192
Pipeline Triggers

Intercept: > |- -0.1809
Intercept: > [o] -2.2715
Intercept: > [+] -4.0512
Intercept: > [++] -6.4206
Metric Coefficient (COT) 2.4227
Metric Coefficient (SCT) 1.7147
Metric Coefficient (TDT) 1.1081
Metric Coefficient (MPT) 1.4322
Metric Coefficient (DDT) 1.0823

2
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When conducting the ordinal regression analysis, we utilised the [rm function from the rms package

in R [237].



8.7 Ordinal Regression Analysis

Statistical Measures Values
Regression Model p-value 1.6090e-07
Regression Model Brier Score 0.0842
Regression Model C-index (original) 0.9585
Regression Model C-index (bias-corrected) 0.9363

Data Processing

Intercept: > [-] -0.8649
Intercept: > [o] -2.1320
Intercept: > [+] -3.3447
Intercept: > [++] -6.4474
Metric Coefficient (DAP) 7.4840
Metric Coefficient (ETP) 4.2296
Metric Coefficient (DPC) 4.1724
Regression Model p-value 5.5376e-09
Regression Model Brier Score 0.05585
Regression Model C-index (original) 0.9946
Regression Model C-index (bias-corrected) 0.9595

The ordinal response variable is divided into increasing intercept categories, where each
of > [-], > [o], > [+], > [++] as introduced in Section [8.5| represents the transition point
of the corresponding level (i.e. for the dependent variable). The intercept coefficients
in our regression models quantify the impact of each independent predictor on the
outcome, indicating how each variable influences the odds of transitioning between
response categories. Positive coefficients suggest an increased likelihood of moving to
a higher category with each unit increase in the independent variable, whilst negative
coefficients imply the opposite, indicating a reduced likelihood. For example, a coefficient
of +5 corresponds to a five-fold increase in the dependent variable for every unit increase
in the independent variable, and a coefficient of -30 signifies a 30-fold decrease.

The regression model C-index, also known as the concordance index or the area
under the Receiver Operating Characteristic (ROC) curve, measures the discriminatory
power [238| of a regression model. The original C-index assesses how well a regression
model distinguishes between the categories or levels of an ordinal response variable. The
bias-corrected C-index accounts for potential bias in a regression model. C-index values are
continuous in the interval [0, 1], with higher values indicating greater discriminatory power.

Harrell |237] recommends the utilisation of bootstrapping, a resampling technique, to
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obtain nearly unbiased estimates of a regression model’s future performanceEL i.e. its
predictive power. A C-index of 1 represents perfect discrimination, whilst 0.5 indicates
random chance. Regression models are considered good when the C-index exceeds 0.7
and strong when it surpasses 0.8. As illustrated in Table all C-index values exceed
0.8, affirming our regression models’ effectiveness in predicting individual outcomes.

The Brier score in ordinal regression assesses the quality of probabilistic predictions
by measuring the mean squared difference between predicted probabilities and actual
outcomes [239]. Unlike simple accuracy metrics, it offers a nuanced evaluation of calibration
and accuracy. Lower scores signify better predictive accuracy, with 0 representing a perfect
match. All three regression models demonstrate low Brier scores, indicating their ability
to make accurate predictions.

In ordinal regression, p-values for regression model coefficients indicate the significance of
predictors, usually with p-values less than or equal to 0.05 for statistical significance [240].
In Table B3] all p-values are less than 0.05, confirming the models’ statistical significance
and highlighting the substantial influence of included metrics on dependent variables.

Ordinal regression analysis is used for outcome variables with ordered categories that do
not have equal distances between them, like the ones we defined. Using an overall metric
based on average weight can violate the fundamental assumption of ordinal regression,
as it would assume equal intervals between categories, which may not hold. Moreover,
ordinal regression allows for modelling the probability of being in a particular category
or lower based on a set of predictors. For this reason, we do not use averages of the
various decision option metrics to derive an overall score for a modelled system, as this
could oversimplify the complex relationships between predictors and outcome variables.
Determining appropriate weights for the components of composite metrics is challenging,
and relying on an average can fail to reflect each component’s significance accurately.
This issue is similar to those encountered with other metrics, such as the Maintainability
Index [241]. Analysing each ADD separately and applying ordinal regression provides
a more nuanced understanding of the data than averaging across them, as shown in
Table [8.3] This approach yields reusable ordinal regression models, making it highly
suitable for this study.

Our multi-metric approach ensures a robust assessment of regression model performance.
All three models emerge as strong, statistically significant predictors of their respect-
ive ordinal response variables, collectively providing a comprehensive understanding of
automation-related ADD support. Each model contributes valuable insights, collectively
offering a well-rounded perspective.

8.8 Discussion

In this section, we address the research questions, discuss a practical application of our
approach and examine potential threats to validity.

3 We employed the validate function from the rms package to achieve bootstrapping and the subsequent

calculation of the bias-corrected C-index.

222



8.8 Discussion

0 0 0 0 0 0 0 ! ! I 80 0 90 0 60 O 0 0 0 0 0 0 odda
0 0 0 0 0 0 0 0 0 0 0 0 0 €ee0 0 1 0 €ee0 0 0 0 0 dLd
€e€0 90 90 O 0 0 0 0 0 0 0 T 0 0 0 0 T 0 0 0 1 0 dvd
§O1U2 T bULSS2004J DID(T
L L L dq d g q L I d Aq q dq £L q 4 L L d 4 L dq Lad
L I L q 49 L L L d d g q q L q q Aq q £L 4 &L Aq LA
L I L d q q Aq L I q q q q L I & Aq q L 4 I Aq LAL
L I L d q q q L L 4 L q L L q Aq q q XL g q q LOS
L L q dq d 4 L L L I Aq q L I 4 L dq dq L q Aq £L LOD
suabbuif ouvadiJ
6Le06Le06cv0 O 0 0 0 0 €€€0 T 2980 O 0 ! 0 0 0 048¢0 O 0 0 O'TIN
1 1 T 0 0 GL6°06.80 O 0 0 0 0 T 0 0 1 0 ¢9¥'0S190 O 0 T aio
0 0 0 0 0 0 02990 O 0 0 0 0 0 T 0 0 0 0 T €€€0 O sad
§01432 7 Aiuo01)9(] puv UODIIIIUT

N = = - B> I R I o T S~ I R SR S SR SR - B

O U <« 2 @ 0 © & & w » » » U 0O O & % & & & &

T U U U & g &g < < < U U U < < < 2 2 2 < < <

S9N YRIY SAOTIN POPNOU] o1} I0] SHMNSY UOIR[NOTR,) SOLIPIN '8 9[qRI,

223



8 Assessing Support for Quality Aspects in MLOps System Architectures

8.8.1 Discussion of the Research Questions

Our study addressed two key research questions regarding the assessment of automation
support in MLOps systems, which we discuss below.

RQu4.1: How can MLOps systems’ support for the core quality aspect of automation be
assessed in the context of ADDs and their respective decision options? To address RQgq.1,
we conducted a rigorous evaluation of MLOps systems’ support for automation-related
ADDs and the decision options they offer. Through an iterative modelling and evaluation
process, we established a comprehensive ground truth, ensuring thorough coverage of the
design space. Our technology-agnostic metrics assigned to each decision option, along
with the subsequent ordinal regression analysis, demonstrated the effectiveness of our
approach in objectively assessing the level of automation support in MLOps systems.
This methodology ensures a thorough understanding of the nuances of automation-related
ADDs and decision options within the context of MLOps. This iterative process can be
valuable in other domains where intricate ADDs affect system quality.

RQu4.2: What types of metrics can be applied to evaluate these levels of support,
and how effective are they? In response to RQ4.2, we introduced generic, technology-
agnostic metrics closely aligned with typical ADDs related to automation in MLOps. We
programmatically calculated these metrics via our detectors, and ordinal regression analysis
statistically reinforced their effectiveness in evaluating automation support. Developing
technology-agnostic metrics is advantageous because it enables broad application across
diverse MLOps systems. The metrics’ effectiveness, as demonstrated by ordinal regression
analysis, suggests a promising avenue for objectively assessing automation support.

RQ4.2 logically follows from RQg4.1 as it builds upon the foundational work established
in addressing RQg4.1. In RQ4.1, we rigorously evaluated the support for automation
in MLOps systems by manually assessing ADDs and their associated decision options.
For RQ4.2, we introduced generic, technology-agnostic metrics tailored explicitly to
these ADDs, expanding upon the evaluation framework developed in RQ4.1 to provide
a broader, more generalisable assessment of automation support across diverse MLOps
systems, thereby demonstrating a clear relationship between the two research questions
and their measurement methodologies.

Our study employs an iterative evaluation process and technology-agnostic metrics
to describe a functional modelling and evaluation process for MLOps researchers and
practitioners, and our approach includes the modelling of MLOps systems, enabling
the objective assessment and evaluation of support for automation-related ADDs. The
introduced metrics advance understanding of how to detect and assess the quality of
MLOps systems, with scope for broader applicability.

The objective of this study was to determine the extent to which various ADD options
are supported. Suppose a metric’s value is 0 (or false, in the case of Boolean metrics). In
that case, it indicates that the type of automation associated with this decision option is
not applied within the system. Conversely, a non-zero value (or true) signifies the presence
of the decision option, but it does not guarantee perfect or even correct implementation.

Our methodology and metrics allow us to assess the degree of coverage of automation-
related decision options in terms of how well they are supported, enabling us to measure
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our intended goals and consider automation as a measurable system quality. An architect
familiar with a given project would be aware of the relevant decision options based on
the force impacts described in Section [8.4 which provide insights into the preferred
options and their trade-offs.

8.8.2 Practical Application

We have demonstrated our approach’s effectiveness in detecting and assessing complex
quality aspects of MLOps systems, such as ADDs, and pipeline and component properties,
which are challenging to identify manually in source code. Incorporating our approach as
automated steps within a CI/CD pipeline, as depicted in Figure which is described
below, would offer substantial practical benefits.
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Figure 8.4: A proposed practical application of our solution.

The manual effort required for the initial metrics definition, ground truth assessment,
system evaluation, detector implementation and metrics calculations needs to be expended
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only once. We demonstrated our approach for this study by manually modelling a range
of systems, which required some initial manual effort due to the technology-agnostic
nature of our approach. Still, we enabled subsequent analysis automation thanks to the
high-level abstraction provided by the models. In a real-world application of a specific
system, practitioners can avoid the manual modelling effort by automating the most
repetitive and labour-intensive steps for their specific system and its technologies within
a CI/CD pipeline, either leveraging source code detectors for a specific set of technologies
or automating the generation of system architecture model abstractions for analysis with
model detectors if a more technology-independent approach is required.

The subsequent regression model analysis can also be automated within a CI/CD
pipeline, generating an outcome report and taking further actions, such as continuing
the pipeline, failing or issuing a warning. The proposed application of this solution could
be used for regression testing within the quality assurance process to help practitioners
automatically identify when quality aspects of their system, in an MLOps context, fall
below a predefined threshold. More generally, this automated process can yield early
indications of how the system is evolving and whether refactoring may be necessary. Thus,
our reusable ADDs, detector-based analysis and regression models facilitate automation,
allowing practitioners to invest effort once and reuse results repeatedly. By automating
analysis, organisations can gain valuable insights into the qualities of their MLOps systems
whilst accelerating the development cycle and ensuring compliance with non-functional
requirements, particularly in quality-related areas.

Further extensions could involve more detailed, specific design guidance on measures
that could be taken, or automated optimisation of the system architecture with respect to
quality attributes, where necessary and appropriate, and depending on the practitioner’s
needs. Indeed, the scope of application is not limited to automation-related ADDs or
automation-related qualities of the system architecture: numerous quality aspects of
MLOps systems, specifically those ADDs, qualities and forces that practitioners find most
critical on a case-by-case basis, for instance, those that enhance model management and
reusability and generally reduce technical debt, could be supported.

8.8.3 Threats to Validity

Ensuring generalisability across diverse MLOps contexts may compromise the external
validity of our findings. However, our confidence in the representativeness of our modelled
systems remains strong, as they cover a comprehensive set of automation-related ADDs
and systems documented in our prior work based on practitioner literature |23|, [24].

When modelling MLOps system architectures, there is a risk of unintentionally omitting
architectural elements, which can affect external validity. However, our experience in
architectural modelling ensured diligent coverage of encountered phenomena, ultimately
affirmed by our results.

We studied, modelled and evaluated third-party systems to enhance internal validity
and minimise bias in system composition. Despite potential omissions in our search
procedures, we mitigated this through a systematic approach, strict inclusion-exclusion
criteria and thorough searches. Furthermore, multiple experienced authors rigorously
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reviewed the sources.

To maintain internal validity amid potential subjectivity in ground truth assessment, we
simplified the evaluation of decision option support. We used straightforward heuristics and
a simple three-step ordinal scale. Our goal was to reduce false positives, enable technology-
independent evaluation and ensure a non-controversial interpretation of the results.

Although there is potential for interpretive bias in the system modelling process,
our experienced author team aimed to develop system models that faithfully represent
observed phenomena. However, this risk does not significantly affect our study, as our
primary objective was to ensure system model accuracy rather than uniformity with
models that might be created by other researchers.

Another potential risk to internal validity involves the authors’ development of system
variants. However, it is crucial to note that these variants align with documented ADDs
and decision options found in the literature 23|, [24]. We took care to modify only the
necessary aspects for each variant whilst maintaining consistency in all other respects.

8.9 Future Work

Future work involves applying our results to specific industrial systems, showcasing
the applicability and practical benefits of our approach in real-world scenarios. We
plan to extend our system modelling techniques to cover other types of ML systems,
particularly those with less coverage in the scientific literature. Specifically, we wish to
apply our approach to RLOps systems, using industry case studies to evaluate support
for automation and other core quality aspects through automated, metrics-based analysis
using source code detectors and LLMs, rather than the manual modelling step proposed
in Section [8.8.2] The solution would involve identifying quality deficits and suggesting
necessary extensions by assessing the current coverage of the design space (expressed
as ADDs) for MLOps or RLOps systems. We also plan to incorporate our work into
an automated process, as suggested in Section [8.8.2] for continuously assessing MLOps
or RLOps architectures in an industrial setting. In this setting, metrics are repeatedly
evaluated to detect changes in system qualities.

8.10 Conclusion

In this study, we focused on developing a method to assess support for automation-
related ADDs and decision options in MLOps systems and demonstrated its feasibility.
We followed a systematic process involving sourcing, modelling and assessing various
MLOps systems and their variants.

We introduced novel metrics that cover all potential decision options, and we imple-
mented detectors to analyse the modelled systems and compute these metrics. We have
demonstrated that simple yet effective metrics provide reliable insights into automa-
tion, which is a crucial system aspect that is paramount to practitioners. We employed
statistical methods, specifically ordinal regression, to develop prediction models that
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demonstrated high accuracy in predicting the ground truth assessment. The validation
of our approach and novel metrics rounds off our contribution.
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9 Rule-Based Assessment of
Reinforcement Learning Practices
Using Large Language Models

In the rapidly evolving field of AI, RL plays a pivotal role in developing agents capable
of making informed decisions. As these systems become increasingly complex, the need
for standardised and automated training methods becomes apparent. This chapter
presents a rule-based framework that integrates LLMs and heuristic-based code detectors
to assess compliance with best practices in RL training pipelines. We define a set of
architectural rules that target best practices in key areas of RL-based architectures,
including checkpoints, hyperparameter tuning and agent configuration. We validate our
approach through a large-scale industrial case study and 10 open-source projects. The
results show that LLM-based detectors generally outperform heuristic-based detectors,
especially when handling more complex code patterns. This approach effectively identifies
best practices with high precision and recall, demonstrating its practical applicability.

9.1 Introduction

In RL systems, an agent’s success in achieving its goals relies heavily on the training
strategies used [2|. These strategies include balancing exploration and exploitation,
shaping rewards, and applying algorithms such as Q-learning [242| or policy gradients
for policy optimisation [136], [243]. Practical training methods are crucial for enhancing
learning efficiency and overall system performance.

Several standard best practices or patterns are part of these training methods. For
example, checkpoints |1, [244] are used to save a model’s state at regular intervals during
training, allowing for recovery from interruptions and maintaining efficiency. Similarly,
hyperparameter tuning [121] involves adjusting parameters like learning rates and batch
sizes. Tuning their values can increase performance. Single-agent versus multi-agent
training [141], [142], [143] can be considered based on the task’s complexity. A single
agent is a more straightforward approach, but it has limitations when scaling up. At
the same time, with multi-agents, behaviour can be competitive or collaborative, and
is more adaptive in dynamic environments.

We developed a rule-based approach that utilises LL.Ms to address the challenge of
evaluating best practices in RL training pipelines. Our approach defines 31 architectural
rules to evaluate RL training practices, realises a flow-based software architecture for
LLM-based detection and provides LLM-based detection components for each of the 31
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rules. Additionally, we compare them with typical heuristic-based code detectors, which
primarily focus on straightforward code patterns.

Heuristic-based detectors are adequate for quickly identifying common code structures,
such as specific operations for checkpoint implementations or function calls. However,
they struggle to identify more intricate or non-standard code structures, or code in
polyglot settings where multiple languages or technologies are used. This challenge is
where LLM-based detection can be valuable, as it can interpret the broader context and
intent behind the code, as well as handle unforeseen code structures.

In complex case studies, combining both approaches can be particularly effective. For
instance, heuristic-based code detectors can detect common code patterns, whilst LLMs
can provide deeper analysis where needed, particularly when rules are implemented
indirectly. Using these detection techniques, our approach can be used to assess whether
RL training strategies are aligned with best practices, even in complex or non-standard
code structures or polyglot environments.

This chapter is adapted from Pg, corresponds to RCg, and addresses RQ4 RPy4
via the following research questions:

RQ4.3 How effectively can LLMs assess best practices in RL training pipelines compared
to heuristic-based code detectors?

RQ4.4 What are the key architectural rules required for compliance with the best practices
for checkpoints, hyperparameter tuning, training/agent configuration and single
vs multi-agent RL in RL-based systems?

We tested the effectiveness of our approach through a large-scale industrial case study
that uses RL in a CPPS for production automation, as well as 10 open-source RL systems.
The industrial case study considers several CI/CD pipelines across production facilities.
This comprehensive evaluation allowed us to assess the successful implementation of our
approach in different RL environments and training workflows.

This chapter is organised as follows: Section [9.2] introduces RL practices, and related
work is described in Section Our methodology and the specifics of automatic rule
checking are discussed in Section [9.4] The case studies are presented in Section [9.5
The validation is presented in Section [9.6] Section [9.7] interprets the results, whilst
Section addresses potential threats to validity. Section discusses future work
and concludes the chapter.

9.2 Background on RL Practices

This section provides background on the RL practices that are central to this work, spe-
cifically covering checkpoints, hyperparameter tuning and training and agent configuration.

Checkpoints |1, [244] are essential in RL, as they save the agent’s learning state at
intervals. Checkpoints allow training to resume from specific points, protecting against
data loss and enabling adjustments without restarting from scratch. Regular checkpoints
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also enable progress tracking and fine-tuning based on intermediate results, which is
key to improving the learning process.

Hyperparameter tuning [121] is an important practice in RL. The success of RL al-
gorithms often depends on choosing appropriate hyperparameters, such as learning rates
and discount factors. Adjusting these settings correctly can increase the speed and
effectiveness of the learning process. Popular methods for tuning include grid search,
random search, and more sophisticated approaches, such as Bayesian optimisation.

A key distinction in RL is between single-agent [141] and multi-agent [142], |143|
systems. Single-agent setups involve one agent learning to make the best decisions by
interacting with its environment. In contrast, multi-agent systems comprise several agents
that may work together or compete with one another, thereby adding layers of complexity
to the learning process. MARL faces additional challenges, such as non-stationarity,
where the environment evolves as other agents learn and take action, requiring more
sophisticated strategies.

9.3 Related Work

In this section, we discuss studies focusing on RL practices and rule-based detection
methods, and compare them with our work.

Many studies have focused on and addressed different aspects of RL methodologies.
For instance, Lee et al. [117] investigate the evolution of RL algorithms, highlighting the
transition from single-agent systems to multi-agent configurations that rely on distributed
optimisation. Canese et al. [118] analyse multi-agent algorithms, emphasising crucial
elements such as scalability, non-stationarity and observability, all of which are vital
in multi-agent RL contexts.

Eimer et al. [121] provide an in-depth analysis of hyperparameter tuning approaches,
covering techniques like grid search, random search and Bayesian optimisation. Li et
al. [245] propose the Hyperband method for hyperparameter optimisation, which efficiently
reduces computational demand whilst identifying optimal parameters. Our work builds
on these studies by incorporating automated hyperparameter tuning detection in RL
using a rule-based assessment that leverages LLMs and heuristics.

Chen et al. |244] explore the use of checkpoints in training processes, presenting methods
to improve model performance by periodically saving and validating models. Similarly,
Eisenman et al. [51] explore checkpointing systems in training recommendation models,
outlining how checkpoints can be utilised to boost training efficiency. Our approach aligns
with these studies by emphasising the importance of checkpoints, but it also automates
the checkpoint validation process directly in the source code, using LLM-based and
heuristic-based analysis of specific architectural rules.

Hernandez-Leal et al. [246| present a comprehensive review of multi-agent deep RL,
addressing the challenges of non-stationarity, scalability and agent cooperation. Our work
also addresses RL challenges, but formulates rules for multi-agent training and validates
them using LLM-based and heuristic-based methods.

Zhang et al. [143| provide an extensive overview of MARL algorithms, focusing on
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cooperative and competitive dynamics and highlighting the need for robust training
practices. Our work complements these insights by implementing rules for multi-agent
systems and validating their use in real-world systems.

Schneider et al. [247| present a rule-based approach for verifying security compliance in
microservice architectures. Whilst their work centres on security, the rule-based detection
system they describe shares similarities with our approach. However, our approach
combines rule-based detection with LLM-based and heuristic-based methods to help
ensure RL systems adhere to best practices.

9.4 Approach

This section describes the research methods used in this study and our rule-based
assessment approach, which leverages LLMs and heuristics to assess conformance to best
practices in RL training code. The data used in and produced as part of this study has
been made available online in our replication package [248].

9.4.1 Research Methods
Figure [9.1] outlines the research methodology employed in this study.

. 3
Publications Analyse Data Define Architectural Rules  —
l Search Web '
Resources Analyse Case Studies
Search ¢

Repositories |
Develop LLM-Based )
Evaluate the Approach ] Detectors < :

-

Develop Heuristic-Based Rule
Detectors

Figure 9.1: Overview of the research method followed in this study.

Publications, Search Web Resources, Search Repositories We initially reviewed
various knowledge sources on RL-specific best practices, including publications like books
and research papers [1], [121], [123], [134], Web resources and open-source repositories.

Analyse Data Subsequently, we conducted a qualitative analysis using Grounded Theory
coding methods [113], such as open and axial coding, to analyse the collected data and
extract relevant practices (described in Section . We closely followed established
pattern catalogues, such as those by Lakshmanan [1], for comprehensive insights into
RL-relevant concerns. We then, based on this analysis, formulated 31 architectural rules
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and developed the corresponding heuristic-based detectors and LLM-based detectors
in the steps described below.

Step 1: Define Architectural Rules In the first step, we identified key aspects of RL
training that focus on checkpoints, hyperparameter tuning, training and agent configura-
tion. Our approach established specific rules to ensure consistent and correct application
of best practices in RL training code. For example, rules were established for saving model
states at regular intervals, along with metadata for integrity checks. Hyperparameter
tuning rules were defined to validate and adjust parameters essential for performance.
Furthermore, additional rules focus on training configurations, managing multiple agents
to ensure compatibility, and clearly defining state and action spaces.

Step 2: Develop Heuristic-Based Code Detectors In this step, we designed a set
of heuristic-based code detectors that strictly comply with the rules established during
Step 1. These detectors parse the RL training code and verify its compliance with
the architectural rules. Every code detector is created to recognise practices such as
checkpoints, hyperparameter tuning and agent configurations. The detectors function
within a service that combines the outputs of these automatic detections to create
structured reports in JSON [249] format.

Step 3: Develop LLM-Based Detectors We developed a framework that uses LLMs to
handle specifications within the RL training pipeline. This framework enables users to
define queries without writing extensive code, as the LLMs interpret these descriptions
and generate corresponding answers. By utilising LLMs, the framework can adapt to
project-specific requirements and complex representations of RL training practices. The
LLM-based detection system can be used in conjunction with the heuristic-based code
detectors. This approach simplifies the process for non-expert users whilst maintaining
rigorous validation standards.

Steps 4 and 5: Analyse Case Studies and Evaluate the Approach The final step of
our approach involved applying the heuristic-based and LLM-based code detectors to
several RL systems for evaluation. This process included extensive validation across one
industrial case study and 10 open-source RL systems. We analysed the systems using the
detectors and evaluated our approach by measuring precision, recall and F} scores.

9.4.2 Architecture of the Heuristic-Based Code Detection Approach

Figure[9.2) visually represents the heuristic-based architecture. The Heuristic Code-Based
Detector comprises several key modules that help validate RL training practices. A central
service acts as an Orchestrator, processing the source code and managing the analysis
workflow to ensure that all necessary validation tasks are executed. Heuristic-Based
Detectors assess the RL code against best practices, identifying general patterns and
common issues. The Code Analyser parses the source code, applies these detectors and
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runs in the MLOps
«CI/CD Pipeline» E pipeline stages «Service» E generates a result report
MLOps Pipeline > Orchestrator
analyses input code J
A7
«Component» E N «Component» E «Component» E
Code Analyser uses detectors to Heuristic-Based Result Report
analyse code Detectors

Figure 9.2: Architecture of the heuristic-based detector.

evaluates the code’s compliance with best practices, identifying any rule violations. Once
the analysis is complete, the Result Report component compiles the findings into JSON
reports. This service functions within an MLOps Pipeline or as a standalone tool.

9.4.3 Architecture of the LLM-Based Detection Approach

The LLM-based approach automates the detection of best practices in RL-based systems.
The architecture shown in Figure operates in the same context as the heuristic-based
approach: it can be used standalone or as part of an MLOps Pipeline.

E runs in the MLOps E ) it "
- enerates a result repo
«CI/CD Pipeline» pipeline stages | «Service» 9 P
MLOps Pipeline ”|  LLM Code Flow Executor
uses and abstracts LLMs J .
{ detection flow
uses selected A4
LLM and
«Component, E P conversations «Component, E «Component» E
Wrapper» < Flow Orchestrator» Result Report
LLM LLM Code Flows P
provides J executes
& \ 4
uses to
«Component, E pass data «Component, E
Data Transfer Object» < Detector»
LLM Code Flow DTO LLM-Based Detectors

Figure 9.3: Architecture of the LLM-based detector.

The core component, LLM Code Flow Executor, manages the execution of the assessment
process or a specific validation task. It runs the workflow defined by the LLM Code Flows
component to execute the required detection and validation steps. LLM is a component
that abstracts and wraps different supported LLMs. LLM Code Flow Executor defines
LLM parameters such as model name and token limits, enabling the use of various
models, including those from OpenAl, such as |(GPT-3.5 Turbo| and GPT-40 and free
models found on Ollama. It also generates a detailed Result Report. LLM Code Flows
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keep track of ongoing conversations, i.e. the interactions with the LLMs, guiding the
code detectors based on the context.

The LLM-Based Detectors component handles all detection tasks and contains classes
that implement the different rules described in this chapter, such as those for checkpoints
and hyperparameter tuning. The LLM Code Flows provide a data transfer object, LLM Code
Flow DTO, to each executed detector in the workflow. It contains essential information,
including project metadata, source directories and validation status reports. As this
object passes through various filters (i.e. different detectors), it generates a report of
the detected rules incrementally.

9.4.4 Rules and Detectors

Rules Table outlines the rules defined in this study. Each rule is Boolean, meaning
it can either be true or false. A rule is true if the corresponding architectural guideline
is observed in the application’s source code. Conversely, a rule is false if the source
code contradicts it or lacks relevant evidence.

Table 9.1: Architectural Rules for RL System Architectures

Rule Description

Rules on Checkpoints

R0O1  Maintain a single, dedicated directory for storing all checkpoints.

R02  Implement adjustable checkpoint intervals to accommodate varying training durations
and system performance.

R03  Each checkpoint must include detailed metadata, such as environment specifics,
training steps and a timestamp.

R04  Validate the integrity and completeness of each checkpoint post-save using checksums
or similar methods.

R05  Ensure that checkpoints are fully compatible with the training policies used, including
versions and configurations.

R06  Maintain a history of checkpoints based on configurable retention policies.

R07  Implement mechanisms to compress or selectively store only significant differences
between consecutive checkpoints.

R0O8  Regularly test the recoverability of checkpoints in a controlled environment.
R09  Automate the cleanup of outdated checkpoints based on retention policies.

R10  Checkpoints are created without considering the dependencies or the state of the
training environment.

Rules on Hyperparameter Tuning

Continued on next page...
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Rule Description

R11  Define all hyperparameters clearly and categorise them based on functionality and
model components.

R12  Validate hyperparameters before usage to ensure they fall within reasonable and
effective ranges.

R13  Employ evolutionary algorithms to explore the parameter space systematically.
R14  Tune hyperparameters considering their interdependencies.

R15 Implement automated tuning systems like grid search, random search or Bayesian
optimisation.

R16  Integrate continuous hyperparameter tuning within the training process.

R17  Monitor the impact of hyperparameter changes on model performance continuously.
R18  Apply version control practices to hyperparameter tuning experiments.

R19  Optimise resource allocation during hyperparameter tuning.

R20  Conduct sensitivity analyses to identify impactful hyperparameters.

Rules on Training and Agent Configuration

R21  Maintain a clear distinction between training parameters and hyperparameters.
R22  Include configurable training options like total timesteps and epochs.

R23  Use consistent seeding across all random number generators.

R24  Track key performance metrics like rewards, losses and evaluation scores.

R25  Configure individual policies for each agent based on specific roles or tasks.
R26  Ensure compatibility across all agents and their policies.

R27  Define consistent observation/action spaces for all agents.

R28  Track performance metrics for each agent individually.

R29  Assign unique identifiers to each agent.

R30  Define a shared interactive environment for all agents.

R31  Clearly define the state and action spaces for each agent.

In the example shown in Listing[0.1] the RL code for creating a checkpoint adheres to rule
R02: Implement adjustable checkpoint intervals to accommodate varying training durations
and system performance, as this parameter is directly used within the CheckpointCallback
function. In contrast, the architectural rule R11: Define all hyperparameters clearly and
categorise them based on functionality and model components does not hold, as there are
no indications of the defining or grouping of hyperparameters.
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Heuristic-Based Code Detectors The detectors were implemented in Python using
regular expressions and pattern matching to identify specific code structures. They
consist of functions designed to analyse code and verify compliance with architectural
rules. Using regular expressions and parsing methods, they identify patterns such as
agent configuration and environment management. For example, in RL code that creates
checkpoints (see Listing , heuristic-based detectors look for keywords like checkpoint
or .save() to identify general patterns, or more concrete keywords to identify saving
frequency (save_frequency) and saving directory (checkpoint_directory). However,
they may mistakenly capture unrelated functions.

from stable_baselines3.common.callbacks import CheckpointCallback

checkpoint_directory = "checkpoints"
os.makedirs(checkpoint_directory, exist_ok=True)

checkpoint_callback = CheckpointCallback(
save_frequency=1000, # Save the model every 1000 steps
save_path=checkpoint_directory,
name_prefix=env.unwrapped.metadata.get('name'))
model.save(f"{env.unwrapped.metadata.get('name"')}_
{time.strftime ('%Y%m%d-%H%M%S ') }")

Listing 9.1: Source code example of checkpoint implementation (taken from CS1).

LLM-Based Detectors LLM-based detectors use LLMs to inspect source code, spot
patterns and check if specific rules are followed. Unlike traditional rule-based methods,
these detectors interpret code more flexibly, enabling the identification of patterns that
do not strictly adhere to predefined rules. Our LLM-based detectors are highly modular,
meaning each checks for specific code fragments that realise part of a rule rather than
checking multiple aspects simultaneously. This modularity helps, firstly, to achieve precise,
relatively predictable results from the LLMs and, secondly, to establish traceability between
the rule and the source-code locations where the code fragments that realise the rule occur.

For example, when dealing with checkpoints, the LLM is instructed to examine the code
for save() function calls or keywords such as checkpoint and then determine whether
they align with the specified rules. In the RL code shown in Listing the LLM would
recognise key parts of the code, such as model.save() calls and assess if they match rule
R02 by considering how checkpoint intervals are managed.

LLM-based detectors provide more detailed analysis when more nuanced detection is
required, such as when verifying that checkpoints are saved in the correct folder. They
can track the creation of directories and connect it to checkpoint storage, as shown in
the custom detection example in Listing [0.1] This analysis ensures that even complex
rules are followed correctly.

The detection process follows several steps: first, the LLM-based approach checks
the code for possible issues; then, it compares what it finds with the set architectural
rules; and finally, it organises the results in a clear format. This method provides a
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comprehensive code review, offering insights into rule compliance and improving validation
accuracy. Please note that the LLM is only one of many components required to realise
these steps. Figure [9.4] shows a conversation template that establishes a process for
interacting with an LLM to review the Python code of an RL project, specifically focusing
on the presence of checkpoint functionalitied!]

System message set up

Example code and sample response provisioning for n-shot prompting '

Context Initialiser Role Setter Python Code Example Response Example

T

Instruction specification for checkpoint detection

Query Formulator Checkpoint Detector Conversation Combinator Template Builder

Figure 9.4: The conversation template of the LLM-based detector for checkpoints.

The conversation begins by setting up a system message that instructs the assistant to
assist a junior developer in analysing RL code. The assistant is tasked with searching
the provided Python file for checkpoint-related code and providing instructions on how
to respond if such code is found. The script includes an example of Python code
demonstrating checkpoint functionality, along with a sample response that highlights the
relevant sections. The corresponding function constructs the conversation by combining
the system message, a checkpoint-related query, the example code and response and
the target code to be analysed. This structured approach, with clear instructions and
examples, helps improve the accuracy and relevance of the LLM’s analysis of checkpoint
implementations in the target Python code.

9.5 Case Studies

In this section, we describe the case studies used to evaluate our approach and test the
performance of the rule detection. We considered one large-scale industry case study and
10 open-source RL-based systems. The case studies are summarised in Table

9.5.1 Industrial Case Study

To validate the effectiveness of our rule-based assessment approach, we integrated it into
our ML pipeline insights service |251] (which is not part of this doctoral thesis) as part
of a comprehensive industrial case study. This case study centres on a sophisticated
single-agent RL: and MARL framework that enables extensive testing and optimisation of

! See the detailed conversations and prompts in our replication package |248].
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Table 9.2: Overview of Python-Based Systems and their Functionalities

ID

Description

ICS

This system focuses on an advanced framework for single-agent RL and MARL. It enables
thorough testing and optimisation of AI policies in diverse environments (See Section for
details).

CS1

CS2

In this system, zombies originate at the top border of the screen and move downward along
varying, unpredictable trajectories until they reach the bottom border. https://pettingzoo.f
arama.org/tutorials/sb3/kaz

In this system, Waterworld, the simulation revolves around archaea organisms navigating their
environment in a quest for survival. https://pettingzoo.farama.org/tutorials/sbh3/waterwor
ld

CS3

This system is a chess example. It utilises observation and action spaces similar to those of
AlphaZero [250|, with slight modifications. |https://pettingzoo.farama.org/tutorials/sb3/co
nnect_four

CSs4

This system is a physics-based game in which the objective is to guide a ball to the left wall of
the game’s boundary. https://pettingzoo.farama.org/tutorials/rllib/pistonball

CS5

This system is a game in which two players must connect four of their tokens vertically,
horizontally or diagonally. https://docs.agilerl.com/en/latest/tutorials/pettingzoo/dgn,
html

CS6

This system is a classic Atari game in which two players control ships, each trying to maximise
their score. https://pettingzoo.farama.org/tutorials/agilerl/MADDPG

CS7

CS8

CS9

CS10

This system trains Al agents to play noughts and crosses using the PettingZoo environment.
https://github.com/Farama-Foundation/PettingZoo/blob/master/tutorials/Tianshou/3_cl
i_and_logging.py

In this system, there are two agents: the speaker and the listener. The speaker agent possesses
the ability to communicate verbally but cannot move autonomously. https://docs.agilerl.c
om/en/latest/tutorials/pettingzoo/matd3.html#matd3-tutorial

This system is also a classic Atari game, similar to CS6. |https://github.com/vwxyzjn/cleanrl)
/blob/master/cleanrl/ppo_pettingzoo_ma_atari.py

This system is similar to CS1. It trains agents in the “Knights-Archers-Zombies” environment
using the Black Death wrapper to handle agent deaths effectively. https://pettingzoo.farama,
org/tutorials/sbh3/kaz

AT policies across diverse environments. The industrial system, developed by Siemens
Aktiengesellschaft Osterreich, a global provider of production automation solutions, is
an advanced platform that features several key components:

e Agent Management Modules: these modules enable efficient simulation of agent

behaviours and learning processes, allowing for the detailed study of multi-agent
interactions and dynamics.

e Customisable Training Environments: the system’s tools enable precise ad-

justments to training scenarios, creating varied learning environments tailored to
specific strategic tasks.

e Centralised and Decentralised Learning Approaches: the platform supports

centralised and decentralised learning, optimising training effectiveness through
adaptable policy definitions and performance tuning.
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e Hyperparameter Tuning and Optimisation Strategies: the system includes
advanced capabilities for hyperparameter tuning and employs sophisticated optim-
isation strategies crucial for refining Al behaviours and achieving peak performance.

e Production Automation Application: the MARL framework is used for auto-
mating production processes, with components such as sophisticated simulators, Al
optimisers and training and inference modules.

The heuristic-based detector is integrated into the RLOps pipelines of this system,
leveraging a service-based architecture to provide real-time feedback on training and
inference. This integration ensures that the training methods adhere to best practices,
thereby improving the reliability and performance of Al agents.

The LLM-based detector is also embedded within the RLOps pipelines of this system, us-
ing a framework to assess RL training practices. This setup enables more nuanced detection
of best practices by interpreting complex code patterns and natural language specifications.

The platform was created by a diverse team of experts and is intended for use on
factory shop floors. It aims to standardise and improve production processes by leveraging
an advanced MARL framework to address various operational challenges, ultimately
boosting efficiency. For this reason, ML specialists and software architects must have
a standardised approach to gaining insights into software architectures across different
customer projects, especially within the context of their MLOps pipelines. Through this
industrial case study, we aim to demonstrate the real-world application and effectiveness
of our rule-based assessment tool.

9.5.2 Open-Source Case Studies

The open-source case studies in Table (CS1-CS10) cover various RL algorithms,
including PPO [136], Deep Q-Network (DQN) [243] and Multi-Agent Deep Deterministic
Policy Gradient (MADDPG) [252|. These systems vary widely in scope, from multi-
agent platforms for different types of experiments to advanced PPO setups with complex
neural networks. Whilst the open-source projects used in this study represent a range of
RL algorithms, they do not fully capture the complexity of polyglot or highly complex
industrial systems. Kach system has a specific focus, such as autonomous play for
competitive games or tasks within defined environments. Some systems are designed to
be flexible, enabling dynamic interactions across various settings. Many of these systems
also aim to enhance decision-making by employing techniques such as action masks in
PPO, which help manage restricted or undesirable actions in specific situations.

9.6 Validation

In this section, we validate our approach by demonstrating the applicability and effect-
iveness of the defined rules in ensuring best practices in RL systems. Our validation
utilises a larger industrial case study and 10 open-source case studies of RL systems, as
introduced in Section This comprehensive evaluation allows us to assess the practical
implementation of our rules across diverse RL environments and training practices.
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9.6.1 Validation Setup

The validation ground truth was established by manually inspecting the source code for
each case study and noting the presence or absence of architectural rules. This manual in-
spection was conducted by the authors and cross-verified by RL experts to ensure accuracy.

The validation was conducted by applying our two kinds of detectors across multiple
case studies. The source code of each RL system was analysed, and the detectors were
used to verify whether the code adhered to the defined rules (see Table . This
setup enabled a comprehensive and accurate validation of our approach, utilising both
heuristic-based and LLM-based detection methods.

GPT-3.5 Turbo version 0613 was selected to validate our LLM-based detectors due
to its robust performance, making it suitable for analysing complex code patterns in
RL training pipelines. It balances computational efficiency and performance, offering
high accuracy and flexibility without the significantly higher costs associated with larger
models such as GPT-4 or GPT-40. In addition, GPT-3.5 Turbo performs similarly to the
best non-commercial LLMs in benchmarkg{?] These factors are essential to consider, as
many organisations do not want to or cannot use cloud-hosted, commercial LLMs.

We employed standard evaluation metrics to measure the accuracy of our approach.
For measuring accuracy, true positives (TPs) refer to instances where the rule-checking
mechanism correctly identifies a source code instance as compliant with the best RL
training practices. False positives (FPs) are instances where a source code instance is
identified as compliant when it is not. False negatives (FNs) are instances in which
the method fails to detect a compliant code instance. True negatives (TNs) are not
included in our validation, as our ground truth inspection only marks up true positives,
not true negative code instances. We use the metrics defined by Equations 0.1 [9:2]
and to measure accuracy:

TP
Precision = ——— 1
recision = s (9.1)
TP
Recaﬂ = m (92)

Precision x Recall
Fi =2 9.3
! X Precision + Recall (9:3)

9.6.2 Results

In the remainder of this section, we present the validation results assessing the accuracy
of the rule-based detectors.

2 See e.g. https://www.trustbit.tech/en/llm-leaderboard-juli-2024 and https://klu.ai/llm-lea
derboard

241


https://platform.openai.com/docs/models/gpt-4
https://www.trustbit.tech/en/llm-leaderboard-juli-2024
https://klu.ai/llm-leaderboard
https://klu.ai/llm-leaderboard

9 Rule-Based Assessment of Reinforcement Learning Practices Using LLMs

Industrial Case Study Results

In Table [9.3] we observe the performance of both detector types across the architecture
rules. For checkpoint rules, the LLM-based detectors identified seven true positives and
missed only one, achieving a precision of 1.0, a recall of 0.875 and an F} score of 0.933,
indicating high effectiveness in detecting checkpoints. In contrast, the heuristic-based
detectors detected three true positives and missed five, yielding a precision of 1.0, a
recall of 0.375 and an Fj score of 0.545, showing reliable precision but lower recall, as
some instances were not captured.

For hyperparameter tuning, the LLM-based detectors yielded strong results, achieving
five true positives and one false negative, for a precision of 1.0, a recall of 0.833 and
an [y score of 0.909, indicating high precision and sensitivity. The heuristic-based
detectors identified four true positives with two false negatives, yielding a precision of
1.0, a recall of 0.667 and an F} score of 0.8, demonstrating good accuracy but a slightly
lower ability to detect all instances.

For training and agent configuration, the LLM-based detectors achieved five true
positives and one false negative, yielding a precision of 1.0, a recall of 0.833 and an F} score
of 0.909, indicating good performance. On the other hand, the heuristic-based detectors
detected three true positives and three false negatives, resulting in a precision of 1.0, a
recall of 0.5 and an F} score of 0.667, indicating precise detections but limited sensitivity.

Table 9.3: Precision, Recall and F} Scores for the Industrial Case Study

Rules on Checkpoints Tru.e. False . Precision | Recall | F} Score
Positives | Negatives
Heuristic-Based Rule-Based Detectors 3.0 5.0 1.0 0.375 0.545
LLM-Based Rule-Based Detectors 7.0 1.0 1.0 0.875 0.933
Rules on Hyperparameter Tuning gg:ietives gaelgSZtives Precision | Recall | F; Score
Heuristic-Based Rule-Based Detectors 4.0 2.0 1.0 0.667 0.8
LLM-Based Rule-Based Detectors 5.0 1.0 1.0 0.833 0.909
Rules on Training True False ..
and Agent Configuration Positives | Negatives Precision | Recall | Fy Score
Heuristic-Based Rule-Based Detectors 3.0 3.0 1.0 0.5 0.667
LLM-Based Rule-Based Detectors 5.0 1.0 1.0 0.833 0.909

Open-Source Case Studies Results

Across all case studies (see Table for checkpoint rules, both heuristic-based detectors
and LLM-based detectors showed strong performance in several instances, with high
F scores indicating a balance between precision and recall. Notably, the LLM-based
detectors achieved perfect F} scores of 1.0 in case studies CS4, CS5, CS6 and CS8
for the LLM-based detectors and the heuristic-based detectors for CS1, demonstrating
robust detection accuracy.

For hyperparameter tuning (see Table , the heuristic-based detectors showed vari-
able performance across the case studies. For example, for CS1, CS2, CS3, CS5, CS6,
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Table 9.4: Precision, Recall and F; Scores for Heuristic-Based and LLM-Based Detectors
on Checkpoints

Case Study Heuristic-Based Detectors LLM-Based Detectors
Precision Recall F; Score | Precision Recall F} Score
Rules on Checkpoints
CS1 1.0 1.0 1.0 0.75 1.0 0.857
CS2 1.0 0.5 0.667 1.0 0.5 0.667
CS3 1.0 0.5 0.667 1.0 0.5 0.667
CS4 1.0 0.5 0.667 1.0 1.0 1.0
CS5 1.0 0.25 0.4 1.0 1.0 1.0
CS6 1.0 0.5 0.667 1.0 1.0 1.0
CS7 1.0 0.5 0.667 1.0 0.5 0.667
CS8 1.0 0.5 0.667 1.0 1.0 1.0
CS9 1.0 0.143 0.25 1.0 0.714 0.833
CS10 1.0 0.667 0.8 1.0 0.333 0.5

CS8, CS9 and CS10, they achieved F} scores between 0.667 and 1.0, indicating effective
detection in those instances. However, for CS4 and CS7, the heuristic-based detect-
ors struggled, with lower F} scores of 0.571, reflecting their limitations in consistently
identifying true positives.

Table 9.5: Precision, Recall and F} Scores for Heuristic-Based and LLM-Based Detectors
on Hyperparameter Tuning

Case Study Heuristic-Based Detectors LLM-Based Detectors
Precision Recall F; Score | Precision Recall F} Score
Rules on Hyperparameter Tuning
CS1 1.0 0.5 0.667 1.0 0.5 0.667
CS2 1.0 1.0 1.0 1.0 1.0 1.0
CS3 1.0 1.0 1.0 1.0 1.0 1.0
CS4 1.0 0.4 0.571 1.0 0.8 0.889
CS5 1.0 0.5 0.667 1.0 0.667 0.8
CS6 1.0 0.6 0.75 1.0 0.6 0.75
CS7 1.0 0.4 0.571 1.0 0.8 0.889
CS8 1.0 0.5 0.667 1.0 0.667 0.8
CS9 1.0 0.5 0.667 1.0 0.75 0.857
CS10 1.0 0.5 0.667 1.0 1.0 1.0

The LLM-based detectors, on the other hand, generally demonstrated stronger per-
formance, achieving perfect Fy scores of 1.0 for CS2, CS3 and CS10, and high scores
between 0.667 and 0.889 for CS1, CS4, CS5, CS6, CS7, CS8 and CS9, suggesting reliable
detection across most cases.

For training and agent configuration (see Table , heuristic-based detectors displayed
varying levels of effectiveness across the case studies. For CS1, they recorded relatively
low F} scores of 0.286, primarily due to a high number of false negatives. Even when
performance improved in cases like CS7 and CS8, the heuristic-based detectors achieved
Fy scores of only 0.727, indicating moderate effectiveness, with a slightly better Fj
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score of 0.75 for CS10.

Table 9.6: Precision, Recall and F} Scores for Heuristic-Based and LLM-Based Detectors
on Training and Agent Configuration

Case Study Heuristic-Based Detectors LLM-Based Detectors
Precision Recall F; Score | Precision Recall F} Score
Rules on Training and Agent Configuration

CS1 1.0 0.167 0.286 1.0 0.5 0.667
CS2 1.0 0.4 0.571 1.0 0.8 0.889
CS3 1.0 0.375 0.545 1.0 0.5 0.667
CS4 1.0 0.5 0.667 1.0 0.75 0.857
CS5 1.0 0.5 0.667 1.0 0.75 0.857
CS6 1.0 0.5 0.667 1.0 0.833 0.909
CS7 1.0 0.571 0.727 1.0 0.857 0.923
CS8 1.0 0.571 0.727 1.0 0.857 0.923
CS9 1.0 0.5 0.667 0.857 0.75 0.8

CS10 1.0 0.6 0.75 1.0 0.833 0.909

On the other hand, LLM-based detectors demonstrated better overall results, achieving
higher Fj scores across several case studies. For instance, CS6, CS7, CS8 and CS10
achieved Fi scores of 0.909, 0.923, 0.923 and 0.909, respectively, showing a good balance
between precision and recall. Furthermore, the LLM-based detectors recorded an F} score
of 0.889 for CS2 and 0.857 for both CS4 and CS5, highlighting their effective detection
capabilities. The lowest scores were 0.667 for both CS1 and CS3.

9.7 Discussion

This section discusses how the research questions were addressed.

RQ4.3: How effectively can LLMs assess best practices in RL training pipelines com-
pared to heuristic-based code detectors? The findings across the case studies show that
LLM-based detectors are generally better than heuristic-based detectors at checking
best practices in RL training pipelines.

For checkpoints (see Table , LLM-based detectors achieved high F} scores in
several cases, with perfect scores in CS4, CS5, CS6 and CS8 and an Fj score of 0.933
in the industrial case study. These F} scores indicate strong accuracy, as they could
detect checkpoints with both high precision and recall, even in more complex scenarios.
In comparison, whilst heuristic-based detectors had high precision, they often missed
instances, as seen for CS5 and CS9, with F} scores of 0.4 and 0.25, respectively, and the
industrial case, where they scored 0.545 due to missed true positives.

For hyperparameter tuning, LLM-based detectors consistently performed better, with
high F} scores, including perfect scores in CS2, CS3 and CS10 and an F}; score of 0.909
in the industrial study. Heuristic-based detectors yielded mixed results, with lower F}
scores in some cases and poor performance detecting true positives in scenarios such as
CS4 and CS7, highlighting their limitations in handling more complex patterns.
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For training and agent configuration (see Table , LLM-based detectors again showed
higher performance, with strong F} scores in cases like CS6, CS7, CS8 and CS10, and an
Fy score of 0.909 in the industrial study, compared to 0.66 for heuristic-based detectors.
These values suggest that LLMs can handle more detailed rules during training, whilst
maintaining good precision and recall.

As explained earlier, we deliberately report the results for GPT-3.5 Turbo in our
validation, as it is currently comparable to the top non-commercial LLMs. We have
also performed informal tests with the most recent GPT-40 model, which shows further
moderate improvements.

Overall, LLM-based detectors proved more effective, flexible and accurate than heuristic-
based detectors for assessing best practices in RL training pipelines. Their ability to handle
complex code patterns and varied rules across case studies and industrial contexts makes
them a stronger choice for ensuring best practices are met in RL training environments.

Whilst LLM-based detectors have shown significant advantages over heuristic-based
detectors in evaluating best practices in RL training pipelines, some notable limitations
and considerations must be taken into account. LLMs, especially large models such as
GPT-3.5 Turbo and GPT-4o0, require significant computational resources, resulting in
high operational costs and substantial energy consumption. In many scenarios, heuristic-
based detectors may be sufficient, especially for simpler, well-defined tasks. Sometimes,
a combination of both approaches makes sense. Our LLM-based detectors are highly
modular, with each module designed to check specific occurrences of code fragments. This
modularity enables precise, predictable interactions with LLMs, ensuring that each query
is focused and directly relates to a specific part of a rule.

RQu4.4: What are the key architectural rules required for compliance with the best
practices for checkpoints, hyperparameter tuning, training/agent configuration and single
vs multi-agent RL in RL-based systems? To answer RQgq.4, we established 31 archi-
tectural rules across key areas of RL. These areas included, in particular, checkpoints,
hyperparameter tuning, training and agent configuration, including handling single
or multi-agent setups.

For checkpoints, we defined 10 rules, including using a dedicated storage directory,
setting flexible save intervals, adding details about the training environment and per-
forming checks to ensure data integrity. These help track progress and facilitate recovery
of the training process.

Hyperparameter tuning encompasses 10 key rules, emphasising clearly defining and
organising parameters, utilising efficient methods to determine optimal values, and
monitoring the impact of changes on model performance.

For training and agent configuration, we defined 11 rules focused on separating training
and tuning parameters, using consistent settings and tracking each agent’s performance
to improve repeatability and clarity. These rules also encompass single versus multi-
agent configurations, prioritising simpler configurations for single agents, and adaptable
strategies for multi-agent systems to handle changes and interactions between agents.
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9.8 Threats to Validity

In this section, we discuss the potential threats to validity and outline the steps taken
to mitigate them.

Internal validity addresses the accuracy of the results and whether they can be
attributed to specific interventions rather than other influences. We ensured internal
validity by clearly defining and consistently applying rules with our assessment framework.
Detection algorithms were carefully implemented and verified to identify true and false
positives. All authors cross-checked results to reduce bias, thus preserving internal validity.

External validity refers to the extent to which our findings can be generalised to other
contexts or groups. Our study included a large industrial case and 10 open-source case
studies covering different RL systems. To further enhance the generalisability of our results,
future work should include testing a wider range of RL systems across multiple domains.
Although the diversity of case studies in this validation minimises threats to external
validity, expanding the dataset would strengthen the broader applicability of our findings.

Construct validity evaluates whether the study accurately measures the intended
concepts. This work is closely linked to the precise specification and accurate detection of
best practices in RL training. To mitigate potential threats, we based our rule definitions
on a thorough review of relevant literature and established practices. Aware that different
interpretations and levels of expertise might affect how rules are defined, we refined
them by engaging with RL experts from our industrial partner, Siemens, to ensure they
truly reflect industry standards.

A threat concerning LLM-based detectors is the lack of clarity in some instances,
which may lead to inaccuracies in identifying RL-related practices. Since these detectors
are used on broad datasets, they might not always correctly understand specialised
RL systems. Their effectiveness depends heavily on the clarity of the prompts, since
ambiguous prompts can lead to missed or incorrect detections. Additionally, applying
the prompts to different projects may yield varying results and rule interpretations by
the LLMs. Moreover, frequent model updates can introduce inconsistencies, as newer
versions may interpret data differently.

9.9 Conclusion and Future Work

This work introduces a method for evaluating best practices in RL training using LLMs
and heuristic-based detectors. Key areas of focus include checkpoints, hyperparameter
tuning and agent configuration. We applied this approach across various RL systems,
covering both an industrial application and open-source projects.

Our findings indicate that LLM-based detectors generally yield better results than
heuristic-based ones, particularly when dealing with more complex code patterns. In
multiple case studies, the LLM approach achieved greater precision and recall, successfully
identifying best practices within RL training pipelines. The modular design of our
framework, with numerous supporting components and relatively small modular detectors,
is crucial for ensuring precision and traceability in the detection process. This modularity
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is also advantageous in settings with multiple RL projects and CI/CD pipelines, enabling
ongoing monitoring and improvements. It is essential to consider the limitations associated
with LLM-based detectors. These include the high computational cost and energy
consumption. Furthermore, whilst LLMs offer superior performance in complex scenarios,
heuristic detectors may still be sufficient for simpler tasks, providing a cost-effective and
efficient alternative that can also be used in combination with LLM-based detectors.

Future work should build on this approach to accommodate more diverse and complex
case studies, refine current rules, and create new ones tailored to different algorithms and
frameworks, thereby further validating our approach. Furthermore, we plan to integrate
our rule-based evaluation into other CI/CD pipelines, enabling real-time validation of
RL practices to enhance the reliability and efficiency of those systems.
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10 MLOps Pipeline Generation for
Reinforcement Learning: A Low-Code

Approach Using Large Language
Models

MLOps and its application to RL pose various challenges when integrating ML and
RL models into production systems, requiring considerable expertise and manual effort
that can be error-prone and obstruct scalability and rapid deployment. We propose a
new approach to address these challenges in generating MLOps pipelines. We present a
low-code, template-based approach leveraging LLMs to automate RL pipeline generation,
validation and deployment. In our approach, the Pipes and Filters pattern enables
fine-grained generation of MLOps pipeline configuration files. Built-in error detection
and correction help maintain high-quality output standards.

To empirically evaluate our solution, we assess the correctness of pipelines generated
with seven LLMs for three open-source RL projects. Our initial approach achieved an
average error rate of 0.187 across all seven LLMs. OpenAl GPT-40 performed best with
an error rate of just 0.09, followed by Qwen2.5 Coder at 0.15. We implemented a single
round of improvements to our implementation and low-code template. We reevaluated
our solution using the best-performing LLM from the initial evaluation, achieving perfect
results with an average error rate of 0 for OpenAl GPT-40. Our findings indicate that
pipelines generated by our approach have low error rates, potentially enabling rapid
scaling and deployment of reliable MLOps for RL pipelines, particularly for practitioners
lacking advanced software engineering or DevOps skills. Our approach contributes towards
demonstrating increased reliability and trustworthiness in LLM-based solutions, despite
the uncertainty hitherto associated with LLMs.

10.1 Introduction

MLOps [6] refers to the automated provisioning of ML models through the implementation
of repeatable workflows. These workflows help to ensure process reproducibility and can
potentially mitigate risks associated with model management and deployment [31], [57].
Despite noteworthy progress in MLOps, critical challenges remain in integrating ML models
into production systems. Conventional methods often require considerable manual effort
to transition ML scripts from experimental environments, like computational notebooks
in \Google Colab|or |[Project Jupyter, primarily used by data scientists, to production-ready
delivery pipelines [58|. This manual hand-off creates inefficiencies and increases the
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likelihood of errors, obstructing scalability and rapid deployment [59]. Consequently,
there is a pressing need for methodologies that can automate and simplify the creation of
production pipelines for MLOps, reducing reliance on extensive, specialised DevOps and
software engineering expertise [31], [60]. The application of MLOps to RL is sometimes
called RLOps [7], and although MLOps refers specifically to ML tasks, it equally applies
to RL in the form of RLOps [8], [9]. In this chapter, we focus on RL pipelines. However,
since RLOps is a specialised version of MLOps and has not yet fully achieved widespread
terminological adoption, and the proposed approach can be applied equally to both
MLOps and RLOps, we primarily use the term “MLOps” unless the distinction is relevant.

This chapter addresses the challenges described above (manual effort, inefficiencies, error-
proneness, scalability, deployment velocity, automation and expertise) by proposing a novel
approach to automating MLOps CI/CD pipeline generation. It implements the Pipes and
Filters pattern [253|, applies few-shot prompting and prompt chaining [254], error detection
and retries to guide LLMs in generating GitLab CI/CD pipeline configuration files based
on low-code, template-based MLOps CI/CD pipeline specifications for the RL lifecycle.

Our method employs a low-code approach grounded in template-based natural language
specifications. A textual generation template is provided that can be adapted with natural
language-based specifications to guide the practitioner. Coding knowledge is needed only
to review inputs and generated artefacts.

Our approach automatically generates, validates and deploys RL pipelines. It utilises
LLMs to generate production-level systems from initial RL scripts and user-specified
generation requirements. These LLMs, specialised through prompt engineering techniques
and integrated with supporting components, provide modular, flexible automation suited
to diverse deployment contexts.

The modular architecture of our approach employs the Pipes and Filters pattern,
orchestrating the flow between various LLM-based generation modules and supporting
components. Each module specialises in discrete tasks, such as creating Dockerfiles [33],
generating CI/CD pipelines or issue detection. The architectural design provides quality
assurance in various tasks, including generation retries, linting, running validation tasks
and automated error correction, enhancing the reliability of the generated pipelines.

In addition, the natural language—based specification supports this generation archi-
tecture, enabling non—software engineering experts, such as data scientists and domain
specialists (e.g. in CPPSs [13], [14]), to actively contribute to pipeline development —
assuming that supporting infrastructure will be provided to them — and offers an al-
ternative to manually writing pipeline specifications and using LLM code completions,
since it obviates the need for specialist knowledge on how to structure specific pipeline
configuration implementations. Although a formal user study is planned for future
work, early feedback from demonstrations with our industry project partner, Siemens
Aktiengesellschaft Osterreich, indicates that domain specialists can use our solution to
author and refine pipeline descriptions without prior LLM and MLOps expertise to
generate reliable GitLab pipeline configuration files. Siemens is a large multinational
technology company providing production automation solutions for smart factories. Its
employees develop RL-based Industry 4.0 [10] CPPSs, including manually-written RLOps
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pipeline configurations, and manage their own infrastructure.

Our solution accommodates many pipeline architectures, from straightforward CI/CD
pipelines dedicated to training and evaluation to more detailed Dockerised pipelines that
involve comprehensive testing, error handling, artefact management and deployment.
Thus, both standard and advanced practices are catered for.

We evaluate three open-source RL examples and compare the capabilities of seven
LLMs to assess our approach. Our empirical evaluation compares the performance
of our automated pipeline generation with expected pipelines, focusing on error rates
and execution success.

This chapter corresponds to Pg and RCg, and addresses RQs and RPs with the
following research questions:

RQs5.1 How accurately can a low-code, template-based modular flow approach — lever-
aging LLMs for generation and wvalidation — produce correct MLOps pipeline
configurations for RL?

RQs5.2 How accurately do different LLMs generate MLOps pipeline configurations for
RL, and what are their limitations?

Our work makes two significant contributions. Firstly, we implemented a modular
flow architecture based on the Pipes and Filters pattern. This flexible yet powerful
design means that specific components have well-defined responsibilities, making our
approach efficient and precise. Our implementation also provides retry, validation and
error-correction features, resulting in highly reliable generated pipelines. Secondly, our
low-code, extensible, template-based approach provides guided, convenient, powerful
and user-friendly natural language specifications for describing and designing pipeline
architecture steps, enabling stakeholders without software engineering or DevOps skills to
participate in the development process in a cross-disciplinary fashion. All project artefacts,
including the implementation, are available in our Zenodo replication package [255].

The rest of the chapter is organised as follows. In Section [10.2] we describe RL and
MLOps CI/CD pipeline architectures, and in Section we discuss related studies and
compare them with our work. Section presents the approach we adopted in this study
and provides an illustrative example of the approach in action. Section describes
our study objects, evaluation scenarios, evaluation variables and the LLMs. Section [10.6
details our initial results, and Section describes the improvements we made to our
solution and the results of our reevaluation. Section [10.§] describes how our solution can
be integrated into an industrial setting, and in Section [10.9] we discuss our results in the
context of our research questions. In Section we consider potential threats to the
validity of our study. Finally, Section[I0.11]concludes the chapter and suggests future work.

10.2 Background

This section provides background on ML, RL and tasks associated with the RL workflow
when creating MLOps pipelines relevant to this study. We also describe aspects of MLOps
and MLOps CI/CD pipeline architecture pertinent to this chapter.

253



10 MLOps Pipeline Generation for Reinforcement Learning Using LLMs

10.2.1 RL

ML and RL [2] use differing approaches to their operational methods. ML uses supervised,
semi-supervised or unsupervised learning techniques to extract predictions from data,
and RL trains agents for sequential decision-making through environmental interactions
and reward-based feedback. The process requires agents to describe their problem, states
and actions, and also defines a reward system.

Continuous performance enhancement follows an iterative training process that starts
by setting up an environment, defining a policy for model training algorithms and then
adjusting hyperparameters and evaluating the policy. Differences between ML and
RL warrant acknowledgement during the development of MLOps systems and CI/CD
pipelines aimed at automation. For example, RL uses complex model architectures and
distribution strategies, such as model checkpoints, which impose requirements on the
system architecture and necessitate a checkpoint management system that affects data
storage, retrieval and deployment mechanics [§].

Since this study focuses on CI/CD pipelines for RL, and we involve minimal external
components for the RL projects we use, the RL details are confined to the source code
of the RL scripts executed at various stages of the defined CI/CD pipelines. Hence,
we are concerned with a higher level of abstraction than the low-level implementation
details — we are more interested in the nature and order of the executed RL pipeline
stages. Pipeline architecture is discussed in detail in Section

10.2.2 MLOps CI/CD Pipeline Architecture

«Test Stage» «Model Training Stage» «Model Testing Stage»
Tests :Pipeline Node Automated Training :Pipeline Model Validation :Pipeline Node
Node

automatic = True - | automatic = True

runs in = ML Script 71 automatic = True 71 runs in = ML Script

output = Test Results runs in = ML Script input = Trained Model
input = Test Results output = Validated Model
output = Trained Model

J

c

«Model Evaluation Stage» «Model Deployment Stage»
Model Evaluation :Pipeline Node

Model Deployment :Pipeline

Node
automatic = True

runs in = ML Script

input = Validated Model
output = Evaluated Model

Y

automatic = {True|False}

runs in = Deployment Script
input = Evaluated Model
output = Deployment Artefact

Figure 10.1: A typical MLOps CI/CD pipeline architecture.

MLOps is an all-encompassing approach to the ML workflow [23| that includes model
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training, deployment and the management of ML models in production environments [4]
and defines processes and practices for model lifecycles. It has much in common with
DevOps [21], 28] since it concerns process automation and integration, as well as the
use of CI/CD for builds and deployments.

This study focuses solely on CI/CD-relevant aspects of MLOps [22], [165]. CI refers to
code changes being tracked, tested and reported to ensure code correctness and provide
fast feedback whenever a change breaks the project. CD builds upon CI and involves
the automatic or semi-automatic packaging and deployment of software to facilitate
frequent, low-friction releases. Other aspects of relevance to CI/CD include software
builds, environment provisioning and various testing processes.

We focus on automating the build, training and deployment processes for RL mod-
els. Inapplicable ML-specific practices that one would expect to find in ML CI/CD
pipelines 23], [24] are excluded because they are irrelevant to RL. Such practices include,
for instance, data processing pipeline tasks like data extraction, data transformation
and data validation. Limiting the scope in this way means the study focuses on CI/CD
pipeline configuration for RL, although the approach can also be applied to ML.

The MLOps CI/CD pipeline architecture comprises well-defined stages, most of which
run automatically, accelerating the creation and deployment of ML or RL models. A
typical MLOps CI/CD pipeline architecture for RL is depicted in Figure It consists
of five key stages relevant to this study: tests, model training, model testing, model
evaluation and model deployment.

The tests stage focuses on source code. It may invoke various test types, such as unit
tests, integration tests, performance tests, security scans and static source code analysis.
Unit tests check the implementation for correctness, whereas integration tests verify
the interaction between different components. Performance tests evaluate the system’s
performance metrics, and security scans identify potential vulnerabilities. Static analysis
evaluates code for possible problems before the program is executed.

During the model training stage, automatic training of the RL model takes place using
specified algorithms. This stage also provides a model artefact for subsequent phases.

The model testing stage validates the trained model against predefined criteria. It checks
whether the model meets these criteria before it proceeds to the model evaluation phase.

The model is considered deployment-ready if the model evaluation stage confirms its
operational performance. Key activities in this stage may include evaluating model
performance using suitable metrics and A /B testing to determine which version produces
the best results. Stress testing can also reveal a model’s abilities during critical conditions.
Finally, predictive performance checks may check the model’s predictive capabilities.

The final MLOps CI/CD pipeline stage — model deployment — entails deploying the
model to one or more operational platforms within the associated target environments.
A staging environment allows users to perform final testing. After satisfying all the
testing criteria and verification requirements, the model can be deployed to a production
environment. Deployment to a production environment enables clients to use the model.
Blue-green deployment allows a new model version to be deployed alongside existing
versions. Another deployment option is canary deployment, in which a new model version
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is deployed to a minimal number of clients before finally being fully rolled out. Deployment
to a specific environment can be automatic or executed with minimal manual intervention
(typically a single click by a human operator within the CI/CD platform).

The pipeline definitions used in this study’s open-source projects use only a subset of the
functions described above. To focus on the core stages and activities within the pipeline
architecture, we also omit many of the details described in Figure [I0.I] We exclude
external collaborating components such as source code repositories, metadata stores, model
registries and feature stores, and deployment environment practices such as environment
provisioning, model performance monitoring and drift detection. Furthermore, pipeline
triggers, such as triggering a pipeline upon a change to the codebase, are also left out
because they are defined externally to the CI/CD pipeline configurations. Finally, some
solutions may include pipeline stages or activities that are irrelevant to this study, such
as packaging or containerisation of deployment models.

10.3 Related Work

This section describes related work, covering MLOps and RL in a CI/CD context, low-
code programming, as well as LLMs for code generation.

10.3.1 Related Work on MLOps and ML in a CI/CD Context

MLOps is widely used because it aims to improve the deployment of ML models through
automated processes. Vemuri and Thaneeru [256| investigate the incorporation of Al-
optimised DevOps within cloud CI/CD environments, outlining the journey from design
to implementation. In prior work [24] in this doctoral thesis, we analysed ADDs for
ML model deployment and emphasised the importance of CI/CD automation in such
architectures. We also examined architectures designed explicitly for ML workflows [23].

Zhang et al. [257] conducted another study on architectural decisions for Al-based
systems and noted that these decisions are primarily technical and closely tied to the
specific characteristics of those systems. Kumara et al. [258| present a reference archi-
tecture for MLOps, based on a review of industry literature, to address the challenge
of selecting appropriate tools and design strategies for developing MLOps environments.
This work complements these studies by offering a low-code, template-based approach
for automating RL pipeline generation.

Several studies also address the difficulties of incorporating ML into established DevOps
practices. For instance, Sharma et al. [259] examine alternatives for implementing ML
techniques within CI/CD pipelines but fail to provide a complete solution. Liang et
al. [260] focus on automating model training, promoting transparency through version
control, and integrating ML into conventional CI/CD pipelines, whilst stressing the
importance of ongoing monitoring and feedback loops to sustain model performance. In
contrast, our research introduces an innovative framework for automating RL pipeline
generation using LLMs and a low-code methodology, aiming at a broader user base,
including those without expert knowledge.
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10.3.2 Related Work on Low-Code Programming

Interest in low-code development methods has increased considerably in recent years [261],
[262]. Hirzel [263] attempts to demystify the term “low code” and discusses how low-code
programming reduces reliance on traditional text-based programming languages such
as C, Java and Python, presenting low code as a different approach that uses natural
and visual languages that resemble user task thinking patterns. Our study makes use of
this concept by using a low-code, template-based, natural language approach for pipeline
specification, leaving code generation to LLMs.

Kirchhof et al. [264] observe that low-code development platforms (LCDPs) commonly
apply one-shot generation. This code generation style creates problems because the code
is overwritten during subsequent generation phases, undermining the core concepts of
low-code platforms. To reduce this problem, our approach implements few-shot prompting,
code validation through error detection and automatic retry functions for generation.
Our approach eliminates the need for LCDPs by enabling easy pipeline definition with
simple, natural language-based templates.

Bruhin et al. |265] consider the connection between LCDPs and generative Al. Their
research incorporates expert interview findings, demonstrating how generative Al can
transform the potential of LCDPs. The study indicates that code generation through
this combination can boost productivity and minimise errors. Our approach aims to
demonstrate the benefits of combining low-code with generative Al without requiring
LCDPs. Instead, we opt for a natural language template specification for pipelines.

10.3.3 Related Work on Using LLMs for Code Generation

Several related works aim to understand and enhance LLM outcomes for code generation
tasks, ranging from improvements in code generation capabilities to addressing challenges
and limitations, to integrating LLMs with other technologies and processes, and to
focusing on practical applications.

A systematic assessment of LLM code generation challenges is performed in an analysis
by Jin et al. [266]. The six-layer vision model they describe divides code generation opera-
tions into four sequential phases: input, orchestration, development and validation. Their
study seeks to broaden scientific understanding of LLM-based code generation programs
to accelerate their development. The authors present specific guidelines and suggestions
to enhance the reliability, robustness and usability of LLM-based code generation systems.

The study by Jiang et al. [267]| presents a survey of advancements in LLMs for code
generation tasks. The study develops a taxonomy for recent developments, covering data
curation, model performance evaluation and real-world applications. The authors employ
established benchmarks for empirical testing, providing insights into the evolution and
effectiveness of LLMs in code generation. Their study also identifies critical challenges and
promising opportunities related to the gap between academia and practice and establishes
an online repository to document advances in the field continuously.

Li and Murr [268| explore how current GPT-4 models function for generating syn-
thesised programs. They introduce a repository that connects these models to the
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HumanEval [269] dataset for zero-shot evaluations of Python code generation. Their
study establishes that GPT-4 model variants can effectively solve HumanEval prob-
lems and achieve competitive performance with multi-step prompts, demonstrating their
potential for enhancing program synthesis.

Li et al. [270] address natural language understanding in code-focused LLMs. Their
novel framework comprises two modules: AttentionExtractor acquires user requirement
statements and AttentionCoder generates code from these statements. This framework
enables traditional natural language processing tools to integrate with code generation
models, enabling them to execute user intents across programming languages.

Our approach complements the above studies by utilising LLMs to improve the flexibility
and robustness of MLOps pipeline generation by incorporating natural language processing.
LLMs can handle unpredictable or polyglot code [271], allowing them to seamlessly
interpret and generate code across multiple programming languages or dialects. This
adaptability is crucial when meeting project requirements and integrating with existing
systems. Furthermore, LLMs allow users to extend low-code specifications with customised
functions or unforeseen extensions, facilitating innovation and customisation without
requiring in-depth software engineering knowledge.

Using LLMs for issue detection and code generation introduces accuracy challenges [272],
[273], including incorrect classifications and Al hallucinations. The model may generate
implausible or irrelevant suggestions due to overfitting, insufficient training data or a
limited token window size [274]. White et al. |275] identify issues using LLMs like ChatGPT
to generate application programming interface (API) specifications from natural language
requirements and simulate APIs to enable developers to interactively test APIs without
deploying a mock server. They suggest generator and prompt engineering patterns to
expedite the initial API development by generating synthetic data from natural language
descriptions, but do not achieve perfect results.

LLM specialisation and fine-tuning, often combined with model evaluation and test-
ing, are essential for achieving acceptable outcomes [276], [277]. LLMs’ limitations in
accuracy and reliability as coding assistants have been well documented [278]. They
can handle simple programming tasks but struggle with detailed descriptions and have
limited attention spans, making their performance highly dependent on the specific inputs
and prompts used [279]. Whilst LLMs show promise in automatic program repair |280,
[281], they often replicate common programming mistakes found in human-crafted solu-
tions [282]. In security code reviews, LLM-generated responses tend to be verbose, vague
and incomplete [283]. Given that generating comprehensive CI/CD pipelines involves
complex architectural considerations, similar accuracy and reliability issues are expected.

Our approach heeds the lessons of prior work by focusing on the architecture of the
supporting components (as also advocated by Tan et al. [276]) and employing a structured
generation flow with focused steps and contextual feedback. Our solution enables detailed,
natural language, template-based user input to further improve the generation process.
Our solution also addresses the reliability and trustworthiness issues inherent to LLMs
through built-in quality control and retry logic, validated across two rounds of evaluation.
To our knowledge, no similar approach has been suggested in prior work.
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10.4 Approach

In this section, we describe the key constituents of our approach: our research process, the
traditional approach, the specification template, the proposed workflow, an illustrative
example of the template-based low-code approach, the prompting method, the generation
architecture, and the definition of generation flows within the implementation.

10.4.1 Research Process

We followed the systematic, structured methodology shown in Figure [10.2] The first step

Tool Implementation

J

SearchWeband | Aol
Repositories for “] Inclusi pEy| .
Candidate nclusion/Exclusion
Projects < Criteria
J -

J

Adapt Projects and
Write Dockerfiles and
Pipeline
Specifications

Run Tool on Each
Project and Scenario
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Comparative Analysis Tool Improvements

of Results
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Figure 10.2: The research process followed in this study.
(Tool Implementation) was to implement the approach described later in this section.

We then searched for open-source RL projects on the Web and in code repositories
(Search Web and Repositories for Candidate Projects) to find candidates to
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evaluate our approach. We iteratively searched and applied specific inclusion/exclusion
criteria (described in Section to determine which projects were suitable for the study
(Apply Inclusion/Exclusion Criteria). Next, we adapted each project for CI/CD
pipeline suitability and wrote Dockerfiles and pipeline specification files for each included
project (Adapt Projects and Write Dockerfiles and Pipeline Specifications).
The pipeline specification files were used as inputs to our implementation, as detailed
later in this section, and we also used them to compare against the LLM-generated
pipeline configurations during evaluation. Once we had selected appropriate projects
(see Section for details) and prepared the files as described in the previous step,
we ran our implemented approach on each project, scenario and LLM three times and
recorded the output (Run Tool on Each Project and Scenario). We subjected
the pipeline configurations generated by the LLM to a comparative analysis against
the original pipeline specifications, reference configurations, and the expected behaviour
of the executed pipelines, to understand how our approach performed across different
projects, scenarios and LLMs (Comparative Analysis of Results). We then improved
our implementation (Tool Improvements) and reevaluated the best-performing LLM
from the first evaluation (Reevaluation). Section describes the scenarios and
evaluation variables, Section describes the initial results, Section highlights the
improvements we made and the results of the reevaluation, and Section discusses our
results. The rest of this section describes our approach and its implementation as a tool.

10.4.2 Traditional Approach

Building and deploying ML models requires complex pipelines that encompass testing,
training, validation, evaluation and deployment. Traditionally, this is a highly manual,
error-prone process that requires specialised DevOps/MLOps expertise. Errors in these
pipelines directly impact the trustworthiness of the resulting ML system. If the pipeline is
flawed, the ML model or RL agent will be trained and deployed with potentially incorrect
or biased data, leading to unreliable behaviour.

Considering GitLab CI/CD configuration as an example demonstrates the high com-
plexity of the conventional pipeline setup procedure. Manual GitLab CI/CD pipeline
setup involves creating and managing .gitlab-ci.yml files, which specify the complete
pipeline structure in YAML. Practitioners must clearly define each part of the pipeline,
including stages, jobs, scripts, dependencies, variables and deployment targets. In
MLOps applications, these settings are much more complicated as the testing, model
training, model testing (validation), model evaluation, and model deployment stages
need to be orchestratedl]

The setup process usually starts with defining pipeline stages. Every task in these
stages must be configured manually with appropriate Docker images, scripts, artefacts
and environment variables. The practitioner should also configure GPUE] runners for
training jobs, set data mount points and set model storage locations.

https://docs.gitlab.com/ci

2 https://blogs.nvidia.com/blog/what-is-mlops
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A standard MLOps pipeline setup in GitLab requires complex job orchestration,
requiring ML engineers to liaise with DevOps engineers to establish artefact flows between
the training and deployment phases. The configuration needs to support large model files
beyond the scope of Git. It thus needs to be integrated with external model registries or
model stores, or stored as GitLab artefacts, managed carefully as binary files. Conventional
methods require manual definition of resource needs, timeout settings, retry strategies
and failure management systems on a per-job basiﬂ

The configuration’s complexity is further increased by the need to support multiple
environments (development, staging and production) with varying resource constraints
and security requirements. Every environment needs a different job configuration, variable
management and deployment strategy, which often means hundreds of lines of YAML
configuration. The user has to manually specify conditional job execution, dependencies
between jobs and the correct artefact propagation across the pipelindﬂ

The classic GitLab CI/CD setup procedure for MLOps introduces several layers of
complexity that even seasoned professionals can find challenging to handle. The YAML
syntax is also highly formatted and indented, so configuration files are error-prone and
hard to debug. Complex pipeline architectures require advanced YAML features such as
anchors, aliases and the extends keyword to reduce code duplication, which introduces
additional syntactic complexityﬂ

The conventional method also requires extensive expertise in GitLab’s advanced features,
including parent-child pipelines to support complex MLOps processes, multi-project
pipelines and conditional pipeline execution based on code changes. These features
can be learned only with a considerable investment in GitLab-specific expertise, which
may not apply to other CI/CD systemsﬁ and do not generally fall within the area of
knowledge of ML engineers.

Conventional GitLab CI/CD setup methods pose a significant scalability bottleneck
when organisations seek to deploy numerous ML models or scale their MLOps capab-
ilities. Every new model or use case also necessitates a new configuration file, duplic-
ating and slightly modifying pipeline definitions. This proliferation of configurations
requires high maintenance because updates to common patterns have to be manually
applied to many ﬁlesﬂ

Large organisations face specific challenges in standardising MLOps pipelines across
multiple teams and projects. Conventional methods lack a robust system for sharing con-
figuration patterns, so each team ends up with different versions of similar pipelines. This
disintegration leads to inconsistency in deployment, security and monitoring within
the organisation]

3
4

https://about.gitlab.com/blog/continuous-machine-learning-development-with-gitlab-ci
https://about.gitlab.com/blog/efficient-devsecops-workflows-with-rules-for-conditional
rpipelines
https://docs.gitlab.com/ci/yaml/yaml_optimization
https://about.gitlab.com/blog/parent-child-vs-multi-project-pipelines
https://adaptavist.com/blog/top-three-challenges-to-scaling-cicd-in-the-enterprise
https://dev.to/zenika/gitlab-ci-10-best-practices-to-avoid-widespread-anti-patterns-2mb
5
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The conventional GitLab CI/CD setup process introduces significant delays in the
pace of development and deployment in MLOps processes. The manual configuration
process makes creating new MLOps pipelines take multiple weeks rather than multiple
hours when complex ML-specific needs are involved. Every configuration change needs
thorough testing and verification to make sure that the pipeline runs correctly, which
slows down the iterative development processﬂ

Debugging conventional pipeline setups is a major challenge, as YAML syntax errors,
dependency conflicts and resource provisioning issues are not always easy to identify or
fix. The lack of advanced validation tools means configuration errors are only detected
during pipeline execution, leading to failed runs and deployment delays. This iterative
configuration debugging and testing process may slow down pipeline developmendr_gl.

Change management also slows down as pipeline complexity increases, with traditional
configurations requiring extensive manual review and testing for each change. The absence
of automated configuration validation also implies that even the slightest alterations
may cause pipeline failures, requiring careful change management procedures that slow
deployment. Configuration change integration testing across multiple environments
introduces additional time overhead to the deployment process [284].

The complexity, expert knowledge requirements, scaling limits and long deployment
cycles undermine the reliability of pipeline configuration in multiple ways. The problem
with the traditional MLOps pipeline paradigm, which is burdened by complex manual
setups, practitioner experience and knowledge bottlenecks, scalability issues and slow
release cycles, is that it essentially negates the qualities of transparency, accountability,
resilience and reliability that define software trustworthiness.

The complexity of CI/CD systems makes them opaque. With pipelines composed
of sprawling, hand-crafted YAML definitions and custom scripts, it becomes almost
impossible for anyone but the original authors to understand the system’s behaviour. This
lack of transparency compromises trustworthiness because stakeholders cannot determine
how the pipelines function or whether they function correctly.

10.4.3 Template-Based Low-Code Approach with Natural Language
Elements

Our approach leverages template-based natural language specifications to generate the
GitLab pipeline. The template provides a structured format that can be augmented
with natural language text for interpretation by the LLM. Templates enhance input
consistency and reduce errors. Using our templates with LLMs improves the accuracy
and dependability of the generated results. It combines the advantages of human-readable
formats with the precision of machine-generated outputs, thereby improving reliability.

Table describes the main sections of the template. This structured template serves
as a detailed guide for creating the RL pipeline. All pipeline details can be specified using

K https://about.gitlab.com/blog/build-an-ml-app-pipeline-with-gitlab-model-registry-using

+mlflow

10 https://about.gitlab.com/blog/guide-to-ci-cd-pipelines
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Table 10.1: Descriptions of the Low-Code Template’s Sections

Section Header

Description

Usage

An example of how to run the scripts of the RL example.
Based on this, the LLM should determine how to run the
stages (assuming the scripts are named reasonably and their
parameters are specified).

Required Files

A list of essential files needed for the project, such as ML,
testing and environment setup scripts. These should be used
and adapted for the project’s training, evaluation, testing and
deployment.

Requirements

The Python dependencies required for the project.

Environment Variables

The environment variables necessary for the execution of the
project, along with their intended default values, e.g. to specify
how many episodes model training should run for.

Gitlab CI pipeline
stages

The required stages of the CI/CD pipeline, such as unit_test,
train, model_test, eval and deploy.

Gitlab CI stage
requirements

Specific requirements for each CI stage, such as artefact gen-
eration in the train stage and dependencies between stages.
Provided as natural language text.

Gitlab CI pipeline
results

Indicates whether the pipeline generates certain results, such as
artefacts or Docker images. The generation of artefacts can lead
to substantially different pipelines, e.g. if Docker images, Docker-
in-Docker or a Docker-enabled pipeline runner are required.

Details of the deploy
stage

Information on the deployment process, including the target
server, user access credentials and deployment tasks to be ex-

ecuted on the server.

the template. By offering low-code components within a template along with natural
language specifications, we can restrict the LLM to the necessary tasks and outputs.
Using low-code components enables us to effectively direct validation tasks whilst allowing
the LLM to comprehend the specifications and produce the required configurations and
scripts, going beyond a simple template-based method. This strategy optimises pipeline
creation and clearly defines all essential components and dependencies.

Our research focuses on the trustworthiness of software. LLMs often produce inaccurate
output, which is detrimental to the development of trustworthy software. Using LLMs to
generate computer code (such as MLOps pipelines) also carries the risk of runtime errors
in the generated configuration file and embedded scripts, leading to unreliable systems.

Our novel approach addresses trustworthiness when using LLMs to automate the
creation of MLOps pipelines by incorporating error detection and correction mechanisms
to foster trust in our solution. Our approach is based on a low-code and template-
based implementation using the Pipes and Filters pattern for modularity to steer and
validate the LLM’s results, meaning that the pipelines generated by the LLM are not
only created and deployed, but also actively checked for correctness before they are used
to train and deploy the RL model, contributing towards trustworthiness. This validation

263



10 MLOps Pipeline Generation for Reinforcement Learning Using LLMs

and correction strategy directly increases trustworthiness by minimising errors in the
underlying infrastructure and issues with LLM-based code generation. The low-code
aspect makes the process accessible to people without in-depth DevOps knowledge.

10.4.4 Proposed Workflow

Figure shows how a practitioner with a specific project can use our implemented
approach. In the first step (Write Initial Pipeline Specification), the user writes an

Write Initial Pipeline
Specification

Run Tool on Project
to Generate and

Deploy Pipeline

Manual Inspection of Check Pipeline
Generated Pipeline Deployment and
Configuration Execution

Minor Corrections to
Pipeline Specification if
Necessary

Figure 10.3: Workflow of the proposed approach.

initial version of the pipeline specification using our template described in Table The
practitioner runs our implementation on their project and specification file (Run Tool on
Project to Generate and Deploy Pipeline). During this step, our program generates
the GitLab CI/CD pipeline configuration file from the specification and automatically
commits it to a GitLab repository. Optionally, the practitioner can then manually inspect
the generated pipeline configuration (Manual Inspection of Generated Pipeline
Configuration) whilst also verifying that the pipeline was deployed and executed, and
that it functions correctly (Check Pipeline Deployment and Execution). If necessary,
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the user can make corrections to the pipeline specification (Minor Corrections to
Pipeline Specification if Necessary) and rerun our program to generate a new
pipeline configuration.

The resulting workflow therefore incorporates an iterative feedback loop, allowing
the user to incrementally, iteratively and continuously develop and refine the pipeline
specification using our tool and refine the pipeline specification by repeating the process.
The optional human-in-the-loop manual inspection and approval help build trust in the
LLM-generated results and hold the human operator accountable. In reality, it is unlikely
that many iterations would be needed, and in Sections and we provide results
showing that if a suitable LLM is used, only very few minor corrections might be required.

10.4.5 lllustrative Example of the Approach in Action

To illustrate our approach, we present an example of generating and deploying an RL
pipeline using a generation flow. An example of a concrete pipeline specification according
to the template is found in Listing [10.1

Usage:
python snake_rl.py ?train|eval|unit_test|model_test?

Required Files:

snake_env.py, snake_learn.py, snake_play.py,
snake_rl.py, snake_unit_test.py,
snake_test_model.py, snake_eval.py

Requirements:
gymnasium, numpy, opencv-python, stable-baselines3, tensorboard

Environment Variables:
ITERATIONS 2

RENDER_ASCII "True"
MODEL_NAME "LATEST"
MODELS_DIR "models/PPO-T4-1"
LOGS_DIR "logs/PPO-T4-1"
NUM_EPISODES 20

Gitlab CI pipeline stages:
unit_test, train, model_test, eval, deploy

Gitlab CI stage requirements:

- train creates artifacts at location MODELS_DIR

- eval job needs train job and its artifacts

- model_test job needs train job and its artifacts

Gitlab CI pipeline generates artifacts:
Yes, it creates artifacts for the models in the train stage

Gitlab CI pipeline generates docker images:
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No

Details of the deploy stage:
- Deployment to a local server "127.0.0.1".
- The server is accessed by the user "user".
- The private key is stored in the Gitlab variable SSH_PRIVATE_KEY.
- Deployment tasks:
- Secure copy the files in MODELS_DIR to a directory "deploy_test"
- Run the model_test again on the server as a smoke test

Listing 10.1: An example low-code specification.

The requirements for generating the RL pipeline include a sample command to run the
RL example’s main script, a list of essential project files to be used across the various
pipeline stages, the project’s Python dependencies and the necessary environment variables
with default values. Next, the GitLab CI/CD stages unit_test, train, model_test, eval
and deploy are required in that order. The generation process should determine how to
run the corresponding RL scripts. The train stage should provide models as artefacts
for evaluation and model testing. Finally, deployment details specify the server and the
private key (provided through a GitLab environment variable). Deployment commands
for the deploy stage are also specified in natural language text.

Our tool generates a pipeline configuration YAML, assembles the project files in
the generation directory and commits the entire project to GitLab. GitLab then runs
the pipeline stages and, if successful, tests the code, trains and evaluates the models,
deploys the trained models to the deployment server and runs a model test on the
server as a smoke test.

10.4.6 Prompting Method

We use few-shot prompting [254] for each generation, detection and validation step. This
method supports in-context learning by including examples in the prompt to guide the
LLM towards better performance and by enabling it to produce results close to the desired
outcome. When retries are needed, we provide the LLM with the previous conversation,
including the generation history and any detected errors or warnings, which helps it
refine its output to conform to the desired specification. In this manner, we implement
prompt chaining |254] as a secondary prompt engineering technique. This structured
approach ensures that each component of the generation flow is accurately produced
and validated, resulting in a reliable, efficient pipeline.

Figure depicts a conversation template that describes how our approach interacts
with an LLM to generate a CI/CD pipeline configuration based on a user-authored low-code
specification. Initially, our implementation specifies the system role when preparing the
API call to the LLM, corresponding to Role: System in the System Message Setup
box in Figure . Our implementation also prepares a system message instructing
the LLM to create a GitLab CI/CD YAML file, which corresponds to the Context
Initialisation in the System Message Setup box in Figure Together with the
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System Message Setup H H Instruction with Sample Output
E _)1 Sample Response

Role: System Context Intialisation H Role: Assistant with

Pipeline Configuration
Instruction with Sample Input . Instruction with Target Input

Instruction Formulation :_ ' Instruction Formulation

Role: User with H . Role: User with

Sample Pipeline Specification ' ! Target Pipeline Specification

Figure 10.4: The approach’s conversation template.

system role, the context initialisation is used to set the context for the instructions
that are to follow, as shown in Listing [10.2

You are a helpful code assistant that can teach a junior developer
how to code. Your language of choice is Python and you want to
create a Gitlab CI/CD yml file for your project.

Don't explain the code, just generate the code block itself.

Listing 10.2: Context initialisation provided to the LLM.

In the Instruction with Sample Input box in Figure [10.4] our implementation specifies
the user role (Role: User in Figure . Setting the role to user indicates to the LLM
that the message contains a request from the user that the LLM should respond to. Our
tool also provides an instruction with an example pipeline specification (Instruction
Formulation with Sample Pipeline Specification in Figure as in Listing |10.3

Write a Gitlab CI/CD yml file for Python machine-learning scripts.
Do not use Docker inside the Gitlab CI/CD pipeline. Use the following
context:

Usage: python train_rl.py
Required Files:

train_rl.py

eval_rl.py

test_rl.py

Requirements:
stable-baselines3>=2.1.0

supersuit>=3.9.0

Gitlab CI/CD pipeline tasks:
train, eval, test

Gitlab CI/CD pipeline generates artifacts:
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Yes, it creates artifacts for the models in the train stage

Gitlab CI/CD pipeline generates docker images:
No

Listing 10.3: An instruction and example low-code specification provided to the LLM.

We next set the role to assistant (Role: Assistant in the Instruction with Sample
Output box in Figure , which communicates to the LLM that the text we are
about to provide is to be considered a previous response from the LLM. Doing so makes
the kind of response we expect to receive clear to the LLM. Specifically, we provide a
sample output response for the sample input pipeline specification described previously
(Instruction with Sample Input in Figure . This sample response contains a
corresponding GitLab CI/CD pipeline configuration and is denoted by Sample Response
with Pipeline Configuration in Figure The sample response is as in Listing

image: python:3.9-bullseye

stages:
- train
- eval
- test

before_script:
- python --version
- pip install --upgrade pip
- pip install stable-baselines3>=2.1.0 supersuit>=3.9.0

train:
stage: train
script:
- python train_rl.py
artifacts:
paths:
- path/to/model/directory/
expire_in: 1 week

eval:
stage: eval
script:
- python eval_rl.py

test:
stage: test
script:
- python test_rl.py

Listing 10.4: An example CI/CD pipeline specification provided to the LLM.

Our implementation selects the user role again, indicating that we expect a response from
the LLM (Role: User in Instruction with Target Input in Figure|10.4). We provide
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the same instruction as in the Instruction with Sample Input part of Figure
(Write a Gitlab CI/CD yml file for Python machine-learning scripts. Do not
use Docker inside the Gitlab CI/CD pipeline. Use the following context:),
but instead of providing a sample pipeline specification, this time we give a target
pipeline specification for which we wish to generate a real pipeline configuration (i.e. the
output should be the contents of a GitLab CI/CD YAML configuration file). This step
corresponds to Instruction Formulation with Target Pipeline Specification in
Instruction with Target Input in Figure [10.4f The target specification takes the
same format as the sample specification provided in Instruction Formulation with
Sample Pipeline Specification in Figure [10.4] The specification format is described
in Table 10.1] in Section [10.4.3

The tool then constructs the conversation by combining the system message, the instruc-
tion with the example low-code, template-based pipeline specification, an example GitLab
CI/CD YAML file response and the instruction with the target pipeline specification
from which to generate the GitLab CI/CD YAML file configuration. This structured
approach provides the LLM with unambiguous instructions and examples, increasing
the likelihood of receiving an acceptable response.

Our program checks the LLM’s response for GitLab CI/CD file linter issues, artefact
creation and stage order correctness, and if errors or warnings occur, continues the
conversation with the LLM by providing a role: user instruction to correct the detected
errors and warnings in the generated configuration. It retries this generation process up
to a predefined number of times (three by default) and finally selects the best response
based on the number of errors and warnings encountered for each response. Doing so
gives the LLM multiple opportunities to correct its output and allows our tool to select
the best response from the LLM’s proposed responses.

10.4.7 Generation Architecture

This section outlines the architecture of our approach to generating MLOps pipelines.
We describe the system’s primary components, classes and their roles below. Figure [10.5
shows the main high-level components of the architecture and Figure shows the
base classes containing the implementations for flows, code generation, validation and
committing the generated results.

Components

Generator, Detector and LLM Components: LCFExecutor in Figure [10.5]is the
central component responsible for executing the generation flow or running a detection
flow. It uses instances of LLM, which wrap supported LLMs based on an LLMDefinition.
An LLMDefinition specifies the model name, model type and parameters like token
limit, minimum response tokens and temperature. The LLM component abstracts the
functionalities of specific LLMs and facilitates the generation of textual artefacts based
on provided specifications.
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Figure 10.5: The main components of the generation architecture.
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Pipes and Filters Architecture: The LCF component Pipes and Filters orchestrator
in Figure [10.5]is responsible for executing LCFComponents, which represent different steps
in the Pipes and Filters pattern involved in generation, detection and retrying. The LCF
orchestrator also provides a LCFDataTransferObject, which is passed through the various
steps in the Pipes and Filters pattern architecture. It carries the generation report, which
is gradually assembled during the generation, detection and validation steps, metadata
such as project and generation directories and the current conversation. This piping
mechanism is based on passing a Data Transfer Object |285] through the implementation’s
filters. A GitlabWrapper component interacts with the GitLab server via its API to
validate the generated CI/CD pipeline configuration files and upload them to GitLab.

Classes

Pipes and Filters Classes: Figure[I0.6shows the LCFComponent class, the base class for
all classes involved in the generation and validation processes. Thus, its subclasses are the
Pipes and Filters pattern architecture filters. LCF orchestrates a sequential flow of compon-
ents, managing a list of LCFComponent components to define the sequence of operations,
and an instance of LCF must be passed to either a generator or a detector for execution.

LCFParallelFlow subclasses LCF, managing the parallel execution of multiple flow steps
and providing mechanisms for parallel validation via its subclass ParallelDetection,
which is used for parallelising detection flows. ParallelDetection itself has two subclasses:
ParallelSuccessfulIfAllSuccessful, which validates multiple tasks in parallel and is
successful if all tasks succeed and ParallelSuccessfullfAnySuccessful, which validates
multiple tasks in parallel and is successful if any succeed.

GenerationRetry is also a subclass of LCFComponent. It retries generation steps a
specified number of times, recording errors and warnings. It stops at the first attempt
without errors or warnings; if no such attempt occurs, it takes the best results after the
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Figure 10.6: The base classes for flows, generation, detection and commits in
LCFComponent.
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specified total number of attempts (three, by default).

GitlabCommitGeneratedProject commits the generated pipeline and its project to
GitLab using the GitlabWrapper class. GitlabWrapper provides an interface for interacting
with a GitLab server’s API to commit projects and validate GitLab pipelines.

Thus, the generation flow incorporates flexible components for parallel or concurrent
validations (any or all of which must succeed, depending on the user’s needs), retrying
the generation and committing and pushing the project to GitLab.

Generation Classes: The GenerationRetry class shown in Figure uses the LCFGen
eration class, which is a base class used for performing generation tasks. LCFGeneration
uses an LCFDataTransferObject, which in turn utilises the Conversation class, to
manage interactions with the LLM by abstracting individual conversation instances,
including messages to and responses from the LLMs and maintaining the context and
state of ongoing interactions. The GenerateGitlabCIYmlFileFromSpecFile class
subclasses LCFGeneration and is used to generate GitLab CI/CD YAML files from
low-code specifications.

Detection Classes: Figure [10.6] shows the LCFDetection class, another subclass of
LCFComponent used by GenerationRetry, which performs the detection used by validation
tasks in generation workflows. It ensures that generated artefacts meet specified quality
and correctness criteria for generation tasks. Like LCFGeneration, LCFDetection also
makes use of a LCFDataTransferObject, which is passed through the Pipes and Filters
flow with a Conversation.

Validation Classes: Figure [10.6] also includes various subclasses for performing in-
dividual validations. Several classes that subclass LCFDetection implement valida-
tion logic used during detection. For instance, YmlSyntaxIssueDetection is the base
class for detecting issues in YAML files. Its subclass, GitlabCICheckStageOrder,
ensures the stages in the GitLab CI pipeline are in the correct order, and the
GitlabCICheckStageOrderFromSpecFile class validates the stage order against the
low-code specification input. GitlabCINoLinterIssuesDetection uses a GitlabWrapper
to validate the pipeline remotely via a GitLab server API call. LCFCodeBlocksDetection
has a subclass, GitlabCIArtifactsCreatedDetection, that detects whether artefacts are
created in the generated pipeline configuration.

10.4.8 Generation Flow Specification Approach

Using LLMs for code generation and validation presents accuracy challenges such as Al
hallucinations and incorrect classifications [272|, [273], [274]. Our approach employs a
structured generation flow with focused steps and contextual feedback to address these
issues and ensure reliable pipeline generation.

The generation flow specification for our approach is defined using a simple Python
DSL. This specification guides the LLM through particular, focused generation, detection
and validation steps to ensure high accuracy in the generated outcomes. An example
of such a generation flow specification is shown in Listing

LCF (
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components=[
GenerationRetry(
GenerateGitlabCIYmlFileFromSpecFile,
ParallelSuccessfulIfAllSuccessful(
L
GitlabCINoLinterIssuesDetection,
GitlabCIArtifactsCreatedDetection,
GitlabCICheckStageOrderFromSpecFile
]
)
)

GitlabCommitGeneratedProject,

Listing 10.5: An example use of the Python DSL.

In the flow above, we specify that we wish to generate a GitLab CI/CD YAML file
from a specification file (i.e. a low-code, template-based specification that describes
the CI/CD stages and steps). We then wish to run various error detection measures
in parallel: linting the generated GitLab pipeline configuration file, checking that the
pipeline configuration creates artefacts, and verifying that the pipeline has the correct
stage order. Finally, assuming all three detections passed, we wish to commit and push
the project with its generated pipeline configuration to GitLab, where the pipeline is
executed using that configuration.

10.5 Evaluation

We selected three open-source RL projects (see Section and developed pipelines
for each project, which were applied in three different scenarios (see Section and
multiple iterations. Each scenario has increasingly complex requirements to simulate
real-world pipeline practices. This approach allows us to thoroughly evaluate our method’s
versatility, adaptability and scalability in addressing different pipeline requirements. By
focusing on various scenarios for each project rather than simply increasing the number of
projects, we capture a wider range of potential use cases and challenges, and ensure our
approach is robust and effective in meeting both standard and unforeseen requirements
in real-world applications.

10.5.1 Study Objects

Ideally, we would select a set of open-source RL projects that already include an MLOps
pipeline. If these pipelines collectively contained all the pipeline stages our approach
can generate, we could use them as the ground truth to assess the generation results.
After an intensive search on GitHub and the Web, we found no open-source projects
that fulfilled these requirements.
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We then searched on GitHub, Google and Bing, with search terms including “(reinforce-
ment learning | RL | multi-agent reinforcement learning | MARL | (Tensorflow & RL)
| (Keras & RL) | RLLib | StableBaselines) & (MLOps | DevOps | CI/CD | Continuous
Integration | Continuous Deployment | Continuous Delivery)”. We found that there were
not many repositories that combined these two fields.

As a second-best option for creating the ground truth, we selected three popular RL
projects and implemented MLOps pipelines and various tests for them. We only used the
first part of our search string (before the “&”) and the following inclusion/exclusion criteria:

(1) Projects must primarily focus on RL.

(2) Projects have well-documented, clearly explained code that reflects the typical setup
data scientists use for RL projects.

(3) Projects follow different approaches to constructing RL projects.
(4) All scenarios described in Section [10.5.2f are fully applicable.

We deliberately opted for several small projects rather than many large ones, as the
specific RL implementation plays a secondary role in our evaluation. Instead, integrating
these projects into each of the evaluation scenarios presented in Section [10.5.2] increases
the complexity of the evaluation cases. Our approach focuses on MLOps components and
treats the RL code primarily as a black box integrated into the pipeline stages — we are
principally interested in MLOps at the level of pipeline architectures in this study, not
the specifics of the implementations. Many larger, existing RL projects failed to meet
inclusion/exclusion criterion number (4) (“All scenarios described in Section are
fully applicable”), meaning that only relatively trivial MLOps pipeline generation tasks
would have been tested. Table summarises the projects we included in our study.

The three projects were selected because they offer sufficient diversity in RL approaches
whilst maintaining the rigour needed to perform a thorough evaluation using the evaluation
scenarios. This focused approach allows us to conduct comprehensive, scenario-complete
evaluations that would not be possible with a larger set of projects that only partially
meet our evaluation criteria. The breadth vs depth trade-off aligns more with our
research objectives: we are trying to validate MLOps generation capabilities, not survey
all existing RL project structures. To demonstrate scalability and applicability beyond
the three projects, we show how our MLOps pipeline generation can be integrated
with larger, production-scale RL deployments in an industry application described in
Section[I0.8] This setting is a much more complex RL implementation than our evaluation
projects, with multi-agent systems, distributed training architectures and enterprise-grade
deployment requirements.

10.5.2 Scenarios

We define three evaluation scenarios, each subsequent scenario building on the previous
one, for representing different MLOps pipeline practices, as well as the different kinds of
generation requirements (precisely specified and natural language-based specifications):
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Table 10.2: Descriptions of the Open-Source Projects

’ Name \ Description

KAZ A Stable-Baselines3 realisation of RL training, prediction, visual play and
evaluation for the Petting Zoo Knights, Archers and Zombies environment.
It uses the PPO algorithm, parallel environments and model saving/loading,
and it can be customised using many parameters. Original implementation:
https://github.com/Farama-Foundation/PettingZoo/tree/master/petti
ngzoo/butterfly/knights_archers_zombies

SNA A Stable-Baselines3 realisation of RL training, prediction, visual play and
monitoring for a custom snake game environment. It uses the PPO algorithm,
model saving/loading, checkpoints, TensorBoard and a custom environment.
Original implementation: https://youtube.com/watch?v=XbWhJdQgi7E&Llist
=PLQVvvaa@QuDf@02DWwLZBfJeYY-J0eZB1

SHO A Keras/TensorFlow-based realisation of RL training, prediction and evalu-
ation for a custom shower simulation environment. It uses the Deep Q-Network
algorithm with a Boltzmann Q-policy, a sequential model and a custom envir-
onment. Original implementation: |https://github.com/nicknochnack/Open
AI-Reinforcement-Learning-with-Custom-Environment

1. The existing basic functionality of the projects used as objects of our study is realised
as an MLOps pipeline. This pipeline usually consists of training and evaluation
stages, with several specific Python requirements that require setting environment
variables and generating an RL model as an artefact during the training stage. Each
generation requirement is precisely specified using a specification file such as the
one in Section Under the section Gitlab CI stage requirements in the
specification, one natural language requirement is added that the training stage
(train) creates artefacts in a models directory, and another one that the evaluation
stage (eval) requires these artefacts (only if an evaluation stage is defined).

2. In addition to all generation requirements of the basic scenario, we require a
deployment stage (deploy) and Docker images as container artefacts. We further
detail this requirement under Details of the deploy stage in two natural language
requirements: firstly, the deployment to a Docker container provided as an artefact
by the deploy stage is required. Secondly, we require the deploy stage to use Docker
in Docker (DIND) to create the Docker images. We specify, as further natural
language requirements under Gitlab CI stage requirements, that the evaluation
job requires the training job (and its artefacts). We also require an environment
variable, MODFEL DIR, that specifies the model directory.

3. In this scenario, we use all generation requirements of the basic scenario and the
natural language Gitlab CI stage requirements from the second scenario. We
require five stages: unit_test, train, model_test, eval and deploy. We manually
wrote unit and model tests for each project. These are placed in additional files
that the pipeline must execute in the respective stages. Under Gitlab CI stage
requirements, we add another natural language requirement: the model_test job
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needs the train job and its artefacts. No Docker image creation is required. The
deployment host and user names are provided under Details of the deploy stage.
Further, it is stated that the private key to be used is stored in the GitLab variable
SSH PRIVATE KFEY and that secure copy is to be used as a deployment task to
copy the artefact in MODEL DIR to a directory on the host.

We executed each scenario three times per project, for a total of 27 evaluations per LLM.
Our choice of evaluation scenarios was driven by the need to comprehensively evaluate
MLOps pipeline generation over the most critical and commonly needed pipeline stages
in RL deployments. The three scenarios described in this section were carefully designed,
based on our understanding of RL and informed by discussions with our industry partner,
Siemens, to capture fundamental MLOps practices when building CI/CD pipelines. These
scenarios and their assorted evaluation variables include the key pipeline components —
model training orchestration, hyperparameter optimisation workflows and deployment
automation — where MLOps tools provide the most value.

We considered expanding and customising the scenarios to cover a broader scope of RL
projects, but decided that doing so would dilute the evaluation’s validity and depth. Such
evaluation scenarios would not have tested our solution’s ability to produce advanced
pipeline stages that reflect the real complexity of production RL deployments. We focused
on depth and real-world applicability over sample size, so our evaluation reflects real
MLOps challenges rather than examples customised to existing projects.

10.5.3 Evaluation Variables

We use twenty evaluation variables to analyse the generated MLOps pipelines in our
evaluation process; all variables have Boolean values corresponding to 1 or 0 representing
success or failure, respectively. Some variables have the value “NA” if not required by
the evaluation scenario’s requirements.

We evaluated the following generation-specific variables by inspecting the generated
pipeline configuration files:

e GPI: The generated script uses a correct Python image.
e (GAS: The generated script contains all required stages.
e (GSO: The required stages are in the correct order.

e GAR: All Python requirements and the necessary Linux packages are installed for
all required stages correctly.

e GEN: All specified environment variables are set correctly.
e GMS: All model artefacts are created correctly.
e GCD: Required Docker images are created correctly.

e GDA: All Docker artefacts are created correctly.
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We evaluated the following variables by inspecting the code to check whether the natural
language text requirements under Gitlab CI stage requirements and Details of the
deploy stage are realised correctly. Note that many other details could be provided
in natural language; in our evaluation, to systematise our study, we limit ourselves
to the following cases:

e NTA: The train job creates artefacts in a specific directory.
e NET: The eval job needs the train job and its artefacts.
e NMT: The model_test job needs the train job and its artefacts.

e NSK: An SSH key setup script is created correctly for reaching the deployment
server.

e NSC': Secure copy is used to perform the deployment with the correct user/key,
host and directory.

e NDA: The deploy stage provides Docker results as an artefact.

e NDI: Docker in Docker (DIND) is realised, and the correct image is selected.

Finally, we evaluated the following runtime variables to determine whether a pipeline
job ran successfully.

e RUT: Unit tests ran successfully.

e RTR: Model training ran successfully.

e RTE: Model tests ran successfully.

e REV: Model evaluation ran successfully.
e RDP: Model deployment ran successfully.

We executed each scenario three times for each study object and each LLM. We then
calculated the error rate for each evaluation variable var as given by Equation [I0.1}

_ 1 <&y
By =1- -~ > Sia (10.1)
=1

where n is the number of iterations (n = 3 in this case study) and Si,, is the success
rate (valued 0 or 1) for the variable var at iteration i.

We also calculated the average error rate over all precisely specified generation variables
(Average Error GS), all variables relating to natural language-based requirements (Average
Error NL), all variables associated with running the jobs (Average Error RJ) and all

variables (Average Error) using Equation [10.2}

Eear=1— % > ) s (10.2)
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where n is the number of iterations (n = 3), m is the number of variables in the category
(m = 8 for precisely-defined generation tasks, m = 7 for natural language tasks, and
m = 5 for runtime tasks) and S%’ is the success rate (valued 0 or 1) on iteration 4
for variable j in the category.

10.5.4 Models

We chose seven popular and current LLMs for evaluating our approach: OpenAI GPT-
3.5 Turbo, OpenAl GPT-40, |Qwen2.5 72B, Qwen2.5 Coder 32B|, Llama 3.3
70B, Code Llama 70B| and DeepSeek R1 70B [286]. We deployed and ran the two
OpenAl models on Microsoft Azure. We deployed and ran the five freely available models
in |Ollama) on a Cisco UCS C245 M6 server with an NVIDIA A100 80GB GPU, two AMD
EPYC 7543 32-core processors and 512GB of RAM.

The five Ollama models are of particular interest because they represent a growing
cohort of small, performant LLMs that demonstrate reasonable capabilities for solving
tasks but are freely available and locally deployable thanks to their relatively low memory
footprint and flexible parameter sizes, which can be selected based on local hardware
capabilities. These locally executable LLM types expand the range of applied model
types beyond that of the GPT family.

The LLMs were selected from the standard benchmark EvalPlus |287|B which is
based on peer-reviewed studies and provides a ranked list of code generation LLMs,
including versions of the ones we use in this study. Where a newer or higher-parameter
version of a model was available, we selected that version within the constraints of our
hardware. We only selected popular models, i.e. models with over one million pulls on
Ollama. Furthermore, similarly to how we chose GPT-3.5 Turbo and then an enhanced
version in GPT-4o0, we selected base models (Qwen2.5 72B and Llama 3.3 70B) and
corresponding coding-specific related models (Qwen2.5 Coder 32B and CodeLlama 70B).
We also included DeepSeek R1 70B due to its novelty and popularity.

The LLMs are widely used for related but distinct tasks and exhibit varying charac-
teristics, including speed, contextual awareness and training data. Even though it may
appear obvious that some LLMs are likely to perform much better than others, this can
only be confirmed by evaluating a specific application. Evaluating a selection of LLMs
enables us to compare how they affect the results of our approach.

GPT-3.5 Turbo is a widely adopted, efficient model from OpenAl. GPT-3.5 Turbo
delivers an effective baseline for assessing our approach because it strikes the right
equilibrium between operational efficiency and performance quality. GPT-3.5 Turbo is
a standard reference model to check progress in new technologies or customised coding
solutions. The model is more advanced than previous versions, although it sometimes
exhibits diminished mathematical capabilities. We included GPT-3.5 Turbo as a model

11 Also see https://trustbit.tech/en/1lm-leaderboard-juli-2024, |https://klu.ai/llm-leaderb

oard, https://aimlapi.com/comparisons/chatgpt-4o-vs-ol-mini} https://the-decoder.com/g
pt-4-crushes-other-1lms-according-to-new-benchmark-suite and links on EvalPlus| for further
examples of benchmarks.

278


https://platform.openai.com/docs/models/gpt-3.5-turbo
https://platform.openai.com/docs/models/gpt-3.5-turbo
https://platform.openai.com/docs/models/gpt-4o
https://ollama.com/library/qwen:72b
https://ollama.com/library/qwen2.5-coder:32b
https://ollama.com/library/llama3.3:70b
https://ollama.com/library/llama3.3:70b
https://ollama.com/library/codellama:70b
https://ollama.com/library/DeepSeek-r1
https://azure.com
https://ollama.com
https://evalplus.github.io/leaderboard.html
https://platform.openai.com/docs/models/gpt-3.5-turbo
https://trustbit.tech/en/llm-leaderboard-juli-2024
https://klu.ai/llm-leaderboard
https://klu.ai/llm-leaderboard
https://aimlapi.com/comparisons/chatgpt-4o-vs-o1-mini
https://the-decoder.com/gpt-4-crushes-other-llms-according-to-new-benchmark-suite
https://the-decoder.com/gpt-4-crushes-other-llms-according-to-new-benchmark-suite
https://evalplus.github.io/leaderboard.html
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for assessment, since recent benchmarks demonstrate its comparable performance to the
top non-commercial LLM models, but at substantially reduced cost compared to GPT-4o.

GPT-40| from OpenAl delivers enhanced speed and efficiency, and is one of the best
models in the EvalPlus performance benchmark. The model exhibits powerful general
capabilities, making it ideal for state-of-the-art code generation. The capabilities of GPT-
40 extend to basic coding and general awareness tasks, but this advanced performance
level comes at a greater cost than other models. Our evaluation also uses GPT-40
because of its superior ability to understand and generate natural language, which
underpins our methodology.

Qwen2.5 72B| created by Alibaba Cloud, has over 4.1 million pulls as of 2025-02-14
and a size of 47GB. We use Qwen2.5 in the evaluation to assess the effectiveness of
our approach, using a model that demonstrates superior multilingual skills, enhanced
coding capabilities, advanced instruction-following and support for structured text data
understanding and generation.

Qwen2.5 Coder 32B| by Alibaba Cloud has over 2.2 million pulls as of 2025-02-14
and a size of 20GB. This model has been ranked highly across various popular code
generation benchmarks, and its performance is comparable to GPT-40. Qwen2.5 Coder
32B can also fix code errors, which is relevant to our approach’s error-handling aspect.
The model supports over 40 programming languages.

Llama 3.3 70B is a leading open-source model from Meta and is widely used, with
over 1.3 million pulls as of 2025-02-14 and is 43GB in size. Llama 3.3 70B performs
similarly to Llama 3.1 405B but with fewer parameters. It demonstrates particular
strength when tasks require extended context, like document analysis and conversations
spanning multiple exchanges, making it a suitable model for evaluating our approach.

Code Llama 70B| from Meta, with over 1.7 million pulls as of 2025-02-14 and a
size of 39GB, is well-suited to this study since it has been specifically trained for code
generation tasks. The model supports most popular programming languages, including
Python, C++, Java, PHP, TypeScript, JavaScript, C# and Bash.

DeepSeek R1 70B [286] is a new LLM released in January 2025 with over 15.6 million
pulls as of 2025-02-14 and a size of 43GB. We chose this LLM due to its novelty and
the high benchmark ranking of its predecessor (DeepSeek V3 from November 2024), and
opted for a parameter size of 70B. It is a distilled model based on Llama3.3 70B. Early
benchmarks suggest it should be a high-performing model, and evaluation results by
DeepSeek and EvalPlus suggest that its base model (DeepSeek V3) performs comparably
to OpenAl Ol] and |OpenAl O1 Mini, which came first and second place on the EvalPlus
leaderboard, respectively.

10.6 Initial Results

In this section, we interpret the evaluation results shown in Tables [10.3] [10.4] [10.5]
[10.6] [10.7], [10.§] and [10.9] Please note that, based on these results, we also implemented
some improvements to the project and ran a new evaluation, which we report on in
Section [10.7] A discussion of the implications in the context of the research questions
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can be found in Section

The tables contain the evaluation results for each model for the scenarios and evaluation
variables. The rows of each table specify an evaluation variable or task type as described
in Section such as GPI (“The generated script uses a correct Python image”).
The next rows correspond to the sets of evaluation variable types, for example, Average
Error GS represents all generation tasks. The final row, Average Error, represents all
evaluation variables. The columns, except the final column, contain the error rates for
the open-source projects KAZ, SNA and SHO described in Table and the evaluation
scenarios 1, 2 and 3 described in Section as numerical suffixes. For instance,
SNA1, SNA2 and SNAS3 indicate the SNA project and each of the three evaluation
scenarios, respectively. The last column, Average Error, shows the average error rates
across all projects and scenarios for a given evaluation variable, evaluation category, or
all evaluation variables. As another example, in Table[10.3] the cell represented by row
GEN and column KAZ2 shows an error rate of 0.33 for the evaluation variable GEN
(“All specified environment variables are set correctly”) for project KAZ and scenario
2. The final column of the same row indicates an average error rate of 0.22 across all
projects and scenarios for evaluation variable GEN. The cell for column SHO1 and row
Awverage Error GS indicates an average error of 0.06 for that project and scenario for
generation tasks, and the final row in that column shows an average error of 0.17 for
project and scenario SHO1 across all evaluation variables.

10.6.1 Best and Worst-Performing LLMs

Table summarises the best-performing LLMs by task type error rate, project and
evaluation scenario, and average error rates.

The rows signify three different sets of error rates depending on the task type: Precisely-
Defined Generation Tasks, which represent the average error rate for generation tasks,
Natural Language Tasks, which denote the average error rate for natural language tasks
and Runtime Tasks, which encapsulate the average error rate for runtime job tasks. The
final row, Average Error Rate, aggregates the aforementioned error rates across task types
(generation, natural language and runtime) for each column.

Except for the final one, the columns represent the error rates for the open-source
projects KAZ, SNA and SHO described in Table and combined with the evaluation
scenarios 1, 2 and 3 described in Section represented as numerical suffixes. For
example, KAZ1, KAZ2 and KAZS3 refer to the KAZ project and each of the three
evaluation scenarios. The final column, Average Error Rate, gives the average error rate
across all projects and scenarios for a given task category. For example, the row and
column pair corresponding to row Natural Language Tasks and column KAZ3 indicates
that GPT-40 had the lowest average error rate for natural language tasks for project
KAZ and scenario 3. Row Awverage Error Rate and column SHO 1 show that Qwen2.5
Coder and Llama 3.3 achieved the lowest average error rates across all task types for
project SHO and scenario 1. The cell matching row Runtime Tasks and column Awverage
Error Rate indicates that GPT-40 had the lowest average error rate for runtime tasks
across all projects and scenarios.
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10.6 Initial Results

Table 10.3: GPT-3.5 Turbo 0613 (Version 2023-06-13) Initial Results: Error Rates

KAZ1| KAZ2| KAZ3| SNA1| SNA2| SNA3| SHO1| SHO2| SHO3|| Average
Error

GPI 0.00 0.67 0.00 0.00 0.33 0.00 0.00 0.00 0.00 0.11

GAS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

GSO 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

GAR 0.00 0.00 0.00 0.00 0.33 0.00 0.00 0.67 0.00 0.11

GEN 0.00 0.33 0.33 0.33 0.00 0.33 0.33 0.00 0.33 0.22

GMS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

GCD NA 0.00 NA NA 0.00 NA NA 0.00 NA 0.00

GDA NA 0.33 NA NA 0.67 NA NA 0.33 NA 0.44

NTA 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

NET 0.00 0.00 0.00 NA 0.00 0.00 1.00 0.00 0.00 0.11

NMT NA NA 1.00 NA NA 1.00 NA NA 0.67 0.89

NSK NA NA 1.00 NA NA 0.33 NA NA 0.33 0.56

NSC NA NA 1.00 NA NA 1.00 NA NA 1.00 1.00

NDA NA 0.33 NA NA 0.67 NA NA 0.33 NA 0.44

NDI NA 0.67 NA NA 0.33 NA NA 0.33 NA 0.44

RUT NA NA 0.00 NA NA 0.00 NA NA 0.67 0.22

RTR 0.00 0.67 0.00 0.00 0.33 0.00 0.00 0.67 0.00 0.19

RTE NA NA 0.00 NA NA 0.00 NA NA 0.67 0.22

REV 0.00 0.67 0.00 NA 0.33 0.33 0.33 0.00 0.00 0.19

RDP NA 1.00 1.00 NA 0.67 1.00 NA 0.33 1.00 0.83

Awverage || 0.00 0.17 0.06 0.06 0.17 0.06 0.06 0.13 0.06 0.08
Error

GS

Average || 0.00 0.25 0.60 0.00 0.25 0.47 0.50 0.17 0.40 0.29
FError
NL

Average || 0.00 0.78 0.20 0.00 0.44 0.27 0.17 0.33 0.47 0.30
Error
RJ

Awverage || 0.00 0.31 0.27 0.04 0.24 0.25 0.17 0.18 0.29 0.19
FError
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10 MLOps Pipeline Generation for Reinforcement Learning Using LLMs

Table 10.4: GPT-40 (Version 2024-08-06) Initial Results: Error Rates

KAZ1| KAZ2| KAZ3| SNA1| SNA2| SNA3| SHO1| SHO2| SHO3|| Average
Error

GPI 0.00 0.33 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.04

GAS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

GSO 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

GAR 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

GEN 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

GMS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

GCD NA 0.00 NA NA 0.00 NA NA 0.00 NA 0.00

GDA NA 0.00 NA NA 0.00 NA NA 0.00 NA 0.00

NTA 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

NET 0.00 0.00 0.00 NA 0.00 0.00 1.00 0.00 0.00 0.11

NMT NA NA 0.00 NA NA 0.00 NA NA 0.00 0.00

NSK NA NA 0.00 NA NA 0.33 NA NA 0.00 0.11

NSC NA NA 0.00 NA NA 0.33 NA NA 0.00 0.11

NDA NA 0.00 NA NA 0.00 NA NA 0.00 NA 0.00

NDI NA 0.00 NA NA 0.33 NA NA 0.33 NA 0.22

RUT NA NA 0.33 NA NA 0.00 NA NA 0.33 0.22

RTR 0.00 0.33 0.33 0.00 0.00 0.00 0.00 0.00 0.33 0.11

RTE NA NA 0.33 NA NA 1.00 NA NA 0.33 0.56

REV 0.00 0.33 0.33 NA 0.00 0.33 0.00 0.00 0.33 0.15

RDP NA 1.00 0.33 NA 1.00 1.00 NA 1.00 0.33 0.78

Average || 0.00 0.04 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Error

GS

Average || 0.00 0.00 0.00 0.00 0.08 0.13 0.50 0.08 0.00 0.09
Error
NL

Awverage || 0.00 0.56 0.33 0.00 0.33 0.47 0.00 0.33 0.33 0.26
Error
RJ

Average || 0.00 0.13 0.10 0.00 0.09 0.19 0.10 0.09 0.10 0.09
Error
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Table 10.5: Qwen2.5 72B Initial Results: Error Rates

KAZ1| KAZ2| KAZ3| SNA1| SNA2| SNA3| SHO1| SHO2| SHO3|| Average
Error

GPI 0.00 0.00 0.00 0.00 0.33 0.00 0.00 0.00 0.00 0.04

GAS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

GSO 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

GAR 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

GEN 0.00 0.33 0.67 0.00 0.00 0.33 0.00 0.00 1.00 0.26

GMS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

GCD NA 0.00 NA NA 0.33 NA NA 0.00 NA 0.11

GDA NA 0.00 NA NA 0.00 NA NA 0.00 NA 0.00

NTA 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

NET 0.00 0.00 0.00 NA 0.00 0.00 1.00 0.00 0.00 0.11

NMT NA NA 0.00 NA NA 0.00 NA NA 0.00 0.00

NSK NA NA 0.00 NA NA 0.33 NA NA 0.00 0.11

NSC NA NA 0.33 NA NA 0.67 NA NA 0.33 0.44

NDA NA 0.00 NA NA 0.00 NA NA 0.00 NA 0.00

NDI NA 0.67 NA NA 1.00 NA NA 0.67 NA 0.78

RUT NA NA 1.00 NA NA 0.33 NA NA 1.00 0.78

RTR 0.00 0.00 1.00 0.00 0.33 0.33 0.00 0.00 1.00 0.30

RTE NA NA 1.00 NA NA 0.33 NA NA 1.00 0.78

REV 0.00 0.33 1.00 NA 0.33 0.67 0.00 0.00 1.00 0.37

RDP NA 0.67 1.00 NA 1.00 1.00 NA 1.00 1.00 0.94

Awverage || 0.00 0.04 0.11 0.00 0.08 0.06 0.00 0.00 0.17 0.05
Error

GS

Average || 0.00 0.17 0.07 0.00 0.25 0.20 0.50 0.17 0.07 0.16
FError
NL

Average || 0.00 0.33 1.00 0.00 0.56 0.53 0.00 0.33 1.00 0.42
Error
RJ

Awverage || 0.00 0.13 0.38 0.00 0.22 0.25 0.10 0.11 0.40 0.18
FError
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Table 10.6: Qwen2.5 Coder 32B Initial Results: Error Rates

KAZ1| KAZ2| KAZ3| SNA1| SNA2| SNA3| SHO1| SHO2| SHO3|| Average
Error

GPI 0.00 0.33 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.04
GAS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GSO 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GAR 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GEN 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 1.00 0.11
GMS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GCD NA 0.00 NA NA 0.67 NA NA 0.00 NA 0.22
GDA NA 0.33 NA NA 0.00 NA NA 0.33 NA 0.22
NTA 0.33 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.04
NET 0.00 0.00 0.00 NA 0.00 0.00 0.67 0.00 0.00 0.07
NMT NA NA 0.00 NA NA 0.00 NA NA 0.00 0.00
NSK NA NA 0.00 NA NA 0.33 NA NA 0.67 0.33
NSC NA NA 0.33 NA NA 0.00 NA NA 0.00 0.11
NDA NA 0.67 NA NA 0.67 NA NA 0.33 NA 0.56
NDI NA 0.33 NA NA 0.67 NA NA 0.33 NA 0.44
RUT NA NA 0.00 NA NA 0.00 NA NA 1.00 0.33
RTR 0.00 0.33 0.00 0.00 1.00 0.00 0.00 0.00 1.00 0.26
RTE NA NA 0.00 NA NA 1.00 NA NA 1.00 0.67
REV 0.00 0.33 0.00 NA 1.00 1.00 0.00 0.00 1.00 0.37
RDP NA 0.67 0.33 NA 1.00 1.00 NA 0.33 1.00 0.72
Average || 0.00 0.08 0.00 0.00 0.08 0.00 0.00 0.04 0.17 0.04
Error

GS

Average || 0.17 0.25 0.07 0.00 0.33 0.07 0.33 0.17 0.13 0.17
Error

NL

Awverage || 0.00 0.44 0.07 0.00 1.00 0.60 0.00 0.11 1.00 0.36
Error

RJ

Average || 0.03 0.20 0.04 0.00 0.33 0.21 0.07 0.09 0.42 0.15
Error
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Table 10.7: Llama 3.3 70B Initial Results: Error Rates

10.6 Initial Results

KAZ1| KAZ2| KAZ3| SNA1| SNA2| SNA3| SHO1| SHO2| SHO3|| Average
Error

GPI 0.00 1.00 0.00 0.00 1.00 1.00 0.00 0.00 0.00 0.33
GAS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GSO 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GAR 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GEN 0.00 0.00 0.00 0.33 0.33 0.33 0.00 0.00 0.00 0.11
GMS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GCD NA 0.00 NA NA 0.00 NA NA 0.00 NA 0.00
GDA NA 0.00 NA NA 0.00 NA NA 0.00 NA 0.00
NTA 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
NET 0.00 0.00 0.00 NA 0.00 0.00 0.67 0.00 0.00 0.07
NMT NA NA 0.00 NA NA 0.00 NA NA 0.00 0.00
NSK NA NA 0.33 NA NA 0.00 NA NA 0.00 0.11
NSC NA NA 0.00 NA NA 0.00 NA NA 0.00 0.00
NDA NA 0.00 NA NA 0.67 NA NA 0.00 NA 0.22
NDI NA 1.00 NA NA 1.00 NA NA 1.00 NA 1.00
RUT NA NA 0.00 NA NA 1.00 NA NA 0.67 0.56
RTR 0.00 1.00 0.00 0.00 1.e00 1.00 0.00 0.00 0.67 0.41
RTE NA NA 0.00 NA NA 1.00 NA NA 0.67 0.56
REV 0.00 1.00 0.00 NA 1.00 1.00 0.00 0.00 0.67 0.41
RDP NA 1.00 0.00 NA 1.00 1.00 NA 1.00 0.67 0.78
Awverage || 0.00 0.13 0.00 0.06 0.17 0.22 0.00 0.00 0.00 0.06
Error

GS

Average || 0.00 0.25 0.07 0.00 0.42 0.00 0.33 0.25 0.00 0.15
FError

NL

Average || 0.00 1.00 0.00 0.00 1.00 1.00 0.00 0.33 0.67 0.44
Error

RJ

Awverage || 0.00 0.33 0.02 0.04 0.40 0.40 0.07 0.13 0.21 0.18
FError
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Table 10.8: Code Llama 70B Initial Results: Error Rates

KAZ1| KAZ2| KAZ3| SNA1| SNA2| SNA3| SHO1| SHO2| SHO3|| Average
Error

GPI 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GAS 0.00 0.00 0.00 0.00 0.00 0.00 0.67 0.00 0.00 0.07
GSO 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.33 0.04
GAR 0.00 0.00 0.00 0.00 0.00 0.67 0.00 0.33 0.00 0.11
GEN 1.00 0.67 0.67 0.00 0.33 0.67 0.00 0.67 0.67 0.52
GMS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GCD NA 0.67 NA NA 0.33 NA NA 0.00 NA 0.33
GDA NA 1.00 NA NA 1.00 NA NA 1.00 NA 1.00
NTA 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
NET 0.00 0.00 0.00 NA 0.33 0.33 1.00 0.00 0.33 0.22
NMT NA NA 0.00 NA NA 0.33 NA NA 0.00 0.11
NSK NA NA 0.33 NA NA 0.33 NA NA 0.33 0.33
NSC NA NA 0.00 NA NA 1.00 NA NA 0.33 0.44
NDA NA 1.00 NA NA 1.00 NA NA 1.00 NA 1.00
NDI NA 0.33 NA NA 0.67 NA NA 0.33 NA 0.44
RUT NA NA 0.67 NA NA 0.67 NA NA 0.33 0.56
RTR 0.00 0.67 0.67 0.00 0.67 0.67 0.00 0.33 0.33 0.37
RTE NA NA 0.67 NA NA 0.67 NA NA 0.33 0.56
REV 1.00 1.00 0.67 NA 1.00 1.00 1.00 1.00 0.33 0.78
RDP NA 1.00 0.67 NA 1.00 1.00 NA 1.00 1.00 0.94
Average || 0.17 0.29 0.11 0.00 0.21 0.22 0.11 0.25 0.17 0.17
Error

GS

Average || 0.00 0.33 0.07 0.00 0.50 0.40 0.50 0.33 0.20 0.26
Error

NL

Average || 0.50 0.89 0.67 0.00 0.89 0.80 0.50 0.78 0.47 0.61
Error

RJ

Average || 0.20 0.42 0.27 0.00 0.42 0.46 0.27 0.38 0.27 0.30
Error
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Table 10.9: DeepSeek R1 70B (Version 2025-01-20) Initial Results: Error Rates

10.6 Initial Results

KAZ1| KAZ2| KAZ3| SNA1| SNA2| SNA3| SHO1| SHO2| SHO3|| Average
Error
GPI 0.00 0.33 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.04
GAS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GSO 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GAR 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GEN 0.67 0.33 0.33 0.00 0.33 0.00 0.67 0.00 0.00 0.26
GMS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GCD NA 0.00 NA NA 0.33 NA NA 0.00 NA 0.11
GDA NA 0.33 note NA 0.33 NA NA 0.67 NA 0.44
that,NA

NTA 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
NET 0.00 0.00 0.00 NA 0.00 0.00 0.33 0.00 0.00 0.04
NMT NA NA 0.00 NA NA 0.00 NA NA 0.00 0.00
NSK NA NA 0.67 NA NA 0.33 NA NA 0.67 0.56
NSC NA NA 0.33 NA NA 0.33 NA NA 0.67 0.44
NDA NA 0.67 NA NA 1.00 NA NA 0.67 NA 0.78
NDI NA 1.00 NA NA 1.00 NA NA 0.33 NA 0.78
RUT NA NA 0.33 NA NA 0.33 NA NA 1.00 0.56
RTR 0.00 0.33 0.33 0.00 0.67 0.67 0.00 0.00 1.00 0.33
RTE NA NA 0.33 NA NA 0.67 NA NA 1.00 0.67
REV 0.67 0.67 0.33 NA 0.67 0.67 0.67 0.00 1.00 0.52
RDP NA 1.00 1.00 NA 1.00 1.00 NA 1.00 1.00 1.00
Average || 0.11 0.13 0.06 0.00 0.13 0.00 0.11 0.08 0.00 0.07
FError

GS

Average || 0.00 0.42 0.20 0.00 0.50 0.13 0.17 0.25 0.27 0.21
FError

NL

Average || 0.33 0.67 0.47 0.00 0.78 0.67 0.33 0.33 1.00 0.51
Error

RJ

Average || 0.13 0.31 0.23 0.00 0.36 0.25 0.17 0.18 0.40 0.22
FError
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Table 10.10: Summary of the Best-Performing LLMs by Lowest or Equal-Lowest Error Rate: Initial Results

KAZ1 KAZ2 KAZ3 SNA1 SNA2 SNA3 SHO1 SHO2 sHos | Average
Error Rate
. GPT-3.5 GPT-40
mmwmwm@- GPT-4o CPT Ao GPT-4o Qwen2.5 GPT-4o Mw%ww GPT-4o GPT-4o
Generation Qwen2.5 @eﬁ_s.m 5 Qwen2.5 Coder | Qwen2.5 Coder | GPT-4o | Qwen2.5 Coder @émb,w - Oo der Qwen2.5 Llama 3.3 GPT-40
Tasks Qwen2.5 Coder o Llama 3.3 Code Llama DeepSeek D@:.my 23 ’ Llama 3.3 DeepSeck
Llama 3.3 DeepSeek ’
GPT-3.5
GPT-40
Natural e s GpTo | GPTHo AllEqual | GPT-do | Llama 3.3 DeepSeek GPT4o | SPTH0  Gprag
Language , : '
Task Code Llama
asks DeepSeek
_ 5
s
Runtime Qwen2.5 Qwen2.5 Llama 3.3 All Equal GPT-40 GPT-3.5 ‘Qém:m‘m | Qwen2.5 Coder | GPT-40 GPT-40
Tasks Qwen2.5 Coder Qwen2.5 Coder
Llama 3.3 Llama 3.3
GPT-3.5 m,w%wm
Average GPT-10 GPT-d0 Llama 3.3 Qwen2.5 Coder | GPT-40 GPT-40 Qwen2.5 Coder Q;uﬂkmo GPT-40 GPT-40
Error Rate Qwen2.5 Qwen2.5 Codo Llams Llama 3.3 Qwen2.5 Coder
Llama 3.3 ode Liama

DeepSeek
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10.6 Initial Results

Our initial approach achieved an average error rate of 0.187 across all seven LLMs.
Overall, GPT-40 exhibited the lowest error rate, followed by Qwen2.5 Coder. GPT-40 also
performed best for generation tasks, natural language tasks and runtime tasks, followed
by Qwen2.5 Coder, Llama 3.3 and GPT-3.5 Turbo, respectively. Therefore, GPT-40
was the best overall performer across all categories, with Qwen2.5 Coder coming second
overall and performing particularly well on code generation tasks.

The worst-performing LLM overall was Code Llama, followed by DeepSeek. Code
Llama performed worst for code generation tasks, followed by GPT-3.5 Turbo. Natural
language tasks were performed worst by GPT-3.5 Turbo, followed by Code Llama. Code
Llama performed worst in runtime tasks, followed by DeepSeek. Hence, Code Llama
performed poorly at code generation and natural language tasks.

In conclusion, our approach used GPT-40 and Qwen2.5 Coder to successfully generate
GitLab CI/CD pipeline configuration files with low error rates. Note that the error
rates reported in the tables in this section were easily improved further by resolving the
common errors described in Section [10.6.4] — see Section for details.

It should also be noted that the results we report are likely an underestimation of the
LLMs’ capabilities and potential in this application and an overestimation of the error
rates, since if a pipeline stage failed, we also marked all subsequent pipeline stages as
having failed. In reality, some of these pipeline stages would have succeeded, assuming
the error in the previous stage had not occurred. Also, it was often the case that multiple
errors were related and had a single cause. For instance, secure copy during deployment
might have failed because the SSH key was not set up correctly, or a runtime error
could have occurred due to an incorrect value in the pipeline configuration caused by a
generation error. Both scenarios would increase the error rate across multiple evaluation
variables but require only a single fix.

10.6.2 Evaluation Variables

Across all seven LLMs, some common patterns emerged in the results, particularly
considering the subtasks the LLMs could reliably perform and where they often made
mistakes. Generally, as might be expected, simpler tasks yielded lower error rates, whilst
more complex ones yielded higher error rates. The tasks that most LLMs performed most
accurately were generative tasks and a large proportion of natural language processing
tasks. On the other hand, runtime tasks were more challenging for all of the LLMs. In
Section [10.6.4] we discuss common errors in output that occurred, which were easily
resolved by providing slightly more (and more specific) information to the LLM.

Generative tasks that the models mostly completed with low error rates included, for
instance, using the correct Python image in the generation pipeline configuration file,
including all the required stages in the proper order and installing necessary Python and
Linux requirements. Some deviation in behaviour occurred when specifying environment
variables and the correct Docker artefacts.

Several LLMs had difficulties with natural language tasks such as setting up SSH keys
for model deployment, using secure copy to perform the deployment, understanding the
use of Docker in Docker (DIND), selecting the correct Docker image and providing the
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generated Docker image as a result. Problematic runtime tasks for several models were
the successful execution of unit and model tests, and deploying the model. Failure of
any early stages would result in the subsequent stages being skipped and being marked
as having failed. On the other hand, some natural language tasks, such as ensuring the
train job specifies a directory for artefact creation and specifying that the eval and
model_test jobs require the train job, were generally unproblematic.

10.6.3 Evaluation Scenarios

For the individual projects and scenarios, GPT-40 exhibited the lowest or equal-lowest
error rate in most cases. Even in more complex cases, GPT-40 maintained low error
rates, indicating superior performance and reliability in generating MLOps pipelines
compared to the other LLMs.

10.6.4 Common Errors Committed by the LLMs

We identified and categorised the most common errors made by LLMs across their
corresponding task categories. It should be noted that, due to the unpredictable nature
of LLMs, these errors cannot be foreseen when first implementing a solution such as ours.
The errors only become apparent when running the tool and analysing what went wrong.
These errors were straightforward to resolve in a single iteration — see Section — by
introducing simple improvements to our low-code specification and conversation templates
based on our findings below, leading to even lower error rates.

Generation Errors

GPI: The generated script uses a correct Python image. Occasionally, either no
Python image or an incorrect one was configured. Sometimes, a Python image was
specified only for specific stages. These mistakes resulted in runtime errors during training
or evaluation because the python command was not found or the pip command could not
be run due to the Docker environment being externally managed. These errors affected
Qwen2.5 Coder when running SHO 2and Llama 3.3 for KAZ2 and SNA2. Please note
that we did not always specify the use of a Python image, let alone a specific version, so a
simple fix would be to always specify a particular version, which should have global scope.

GAR: All Python requirements and the necessary Linux packages are installed for
all required stages correctly. On one occasion (Code Llama and SHO2), the LLM
used the apt command instead of pip to install the Python prerequisites. It installed
the wrong version of protobuf, causing runtime errors during pipeline execution. The
solution is instructing the LLM to install Linux requirements with apt and Python
requirements with pip.

GEN: All specified environment variables are set correctly. LLMs sometimes set
environment variables using the export command rather than a global variables: section
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of the pipeline configuration, or they would set environments only within the scope of a
specific stage. This error arose with Code Llama (KAZ 3 and SHO2), Qwen2.5 (SNAS3)
and DeepSeek (KAZ 3). It resulted in pipeline stages (e.g. deploy) failing due to these
environment variables being undefined for those stages. A way to solve this problem
is to specify that all environment variables should be set globally in the variables:
section of the pipeline configuration.

GDA: All Docker artefacts are created correctly. Sometimes, the generated pipeline
configuration did not specify the model artefact for the train stage. The solution is
to state that the model should be provided for a given stage in the artifacts: section
of the stage. Errors were mainly found with GPT-3.5 (SNA2), Code Llama (KAZ2,
SNA2 and SHO2) and DeepSeek (SHO?2).

Natural Language Errors

NET and NMT: The eval and model_test jobs need the train job and its artefacts.
In several cases, either the eval (NET') or model_test (NMT) stage did not specify the
need for the train stage. For NET, the issue arose with every model for SHO 1, whereas
for NMT, mainly GPT-3.5 was affected (KAZ 3, SNA8 and SHO3). This omission was
not a problem in practice, since artefacts from prior stages were passed to the next
stage by default in GitLab.

NSK: An SSH key setup script is created correctly for reaching the deployment
server. This problem occurred frequently and caused runtime errors during the deploy
stage when using secure copy. Worst affected were GPT-3.5 (KAZ %), Qwen2.5 Coder
(SHO3) and DeepSeek (KAZ 3 and SHO3). The LLMs tried various ways to create the
SSH key, including storing it in an authentication agent instead of a file, not creating
the .ssh directory, trying to write the private key to the /root directory, not setting
correct permissions on the ~/.ssh/id_rsa file, not adding the host to known_keys or
completely omitting SSH setup. A solution would be to provide the explicit SSH script
(optionally as a self-contained file) for the pipeline stage to execute, since the steps
would rarely change once initially defined.

NSC: Secure copy is used to perform the deployment with the correct user/key, host
and directory. Another frequent issue was deploying the model using the scp (secure
copy) command. Sometimes, LLMs would use rsync instead, or use an incorrect target
path or hostname. The LLMs sometimes did not ensure the target path existed on the
server or create it if necessary. The secure copy procedure would also fail if the SSH setup
was absent or had failed. Similar to NSK, the solution would be to provide the steps as
an executable script or be more specific about the values and commands to use. The
most impacted were GPT-3.5, with a 100% failure rate for each of KAZ 3, SNA3 and
SHO 3, Qwen2.5 (SNA3), Code Llama (SNAS3) and DeepSeek (SHO3).
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NDA: The deploy stage provides Docker results as an artefact. Infrequently, the
Dockerfile instead of the generated Docker image would be configured as the artefact for
the deploy stage. Sometimes, the generated pipeline configuration did not specify any
Docker image artefact. The solution to both problems is to specify that the generated
Docker image should be provided in that stage in the artifacts: section of the stage.
Most LLMs were affected, in particular GPT-3.5 (SNA2), Qwen2.5 Coder (KAZ2 and
SNA2), Llama 3.3 (SNA2), Code Llama (KAZ2, SNA2 and SHO2) and DeepSeek
(KAZ2, SNA2 and SHO2).

NDI: Docker in Docker (DIND) is realised, and the correct image is selected. A
frequent mistake was using the wrong DIND image or omitting DIND altogether. The
result during pipeline runtime was that specific commands were not found (e.g. pip
and docker). Again, most LLMs were impacted: Qwen2.5 (KAZ 2, SNA2 and SHO2),
Qwen2.5 Coder (SNA2), Llama 3.3 (with a 100% error rate for KAZ 2, SNA2 and SHO?2),
Code Llama (SNA2) and DeepSeek (KAZ 2 and SNA2). On one occasion, a specified
version and entry point prevented the Docker daemon from starting (GPT-3.5 running
KAZZ2). The solution is to be explicit about which image version to use, and to specify
that docker:dind should be used under service: in the deploy stage.

Runtime Errors

RUT: Unit tests ran successfully. Sometimes, the LLM erroneously assumed that unit
tests are executed via pytest (GPT-4o for SHO3, Qwen2.5 for KAZ 38 and SHO 3, Code
Llama for KAZ 3 and DeepSeek for SHO3). On another occasion, the LLM would get
unit tests, model tests and model evaluation mixed up and attempt to run scripts meant
for a different stage (GPT-3.5 for SHO3). These issues can be avoided by providing
the LLM with a clear example of how to run the tests.

RTR: Model training ran successfully. Other than problems resulting from no Python
image being specified during generation, there were no problems with the model training
stage. The solution is to specify the precise Python image to use, as for GPI.

RTE: Model tests ran successfully. Like RTR, errors were mainly caused by issues
with the Python image (see GPI). More precise instructions to the LLM would help
in these cases.

REV: Model evaluation ran successfully. The most frequently encountered issue with
this task was incorrect environment variable settings, which caused the model from the
train stage to not be found. The solution is the same as the one described for GEN,
i.e. to set the environment variables globally.

RDP: Model deployment ran successfully. In addition to the reasons for failure
described earlier, it sometimes seemed that the LLM did not understand what “deployment”
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means in the pipeline context. As a result, the pipeline would be configured to push
the Docker image to registry.gitlab.com (Qwen2.5 Coder and Code Llama for KAZ 2
and DeepSeck for SNA2) or would assume that the model was destined for Kubernetes
(DeepSeek for SHO2) and would use the kaniko-builder command. Another example of
the LLM misinterpreting the specification led to unexpected commands, such as changing
the directory (with the command cd ..), e.g. with Qwen2.5 running SHO2.

10.7 Improvements and Reevaluation

Based on our findings in Section [10.6.4] which examine common errors committed by
the LLMs, we made several improvements to the low-code natural language template
and the prompt text used in our conversation template, with a view to running another
evaluation after implementing the changes. We describe the changes in this section. Later
in this section, we report on the improved results from the reevaluation.

10.7.1 Improvements to the Low-Code, Natural-Language Template

Our overall approach remains as in Section [10.4.3] with some enhancements. These
changes represent a maturation of the CI/CD specification template, transitioning from a
basic functional setup to a more professional, maintainable and standardised approach
that more closely follows GitLab CI best practices whilst ensuring consistent execution
environments, artefact management, resource allocation, more precise documentation
and more reliable deployment, addressing our prior findings.

Table summarises the changes we made to the low-code template, which are
discussed below. The modifications specify enhanced script usage instructions to the LLM
by providing more precise documentation for each command. The improved specification
template replaces ambiguous single-script invocations, such as python snake_rl.py
?train|eval]unit_test|model_test? with four explicitly labelled commands for train,
eval, unit_test and model_test, each invoking a dedicated script. This change makes
the usage of each command immediately apparent. The file paths are also made more
explicit by adding ./ prefixes, which follows better scripting practices and removes any
ambiguity about file locations.

An essential addition in the improved version is the Python Docker image specification,
for instance python:3.8-bullseye, for all pipeline stages. This addition ensures consistent
runtime environments across the entire CI/CD pipeline, eliminating potential issues caused
by environment variations. The original version left the runtime environment unspecified,
which led to inconsistent behaviour across different pipeline stage runs.

The enhanced solution introduces structured dependency management by requiring
Python packages to be installed in a dedicated before_script section using pip. This
approach separates dependency installation from the main execution logic, making the
pipeline more maintainable and following GitLab CI best practices. The original version
did not specify where or how these requirements should be installed.

The improved implementation requires all stages to use the gpu-runner tag if specified,
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Table 10.11: Comparison of Changes to the Low-Code Template

’ Aspect \ Original \ Change
Usage Unlabelled commands. Labelled commands with file
paths.
Runtime Unspecified Python image. Named Python image for all
Environment stages.
Dependency Unclear for which stages Introduction of a
Management, dependencies should be before_script to specify
installed and when. dependencies separate from
execution logic.
Dependency Program for installing Specify pip for dependency
Management, dependencies unspecified. installation.
GitLab Runners No GitLab runners specified. Introduction of optional runner
tags.
Terminology Inconsistent. Correct use of job and stage.
Terminology “Gitlab”, “docker”. “GitLab”, “Docker”.
Configuration Scope of environment variables | Environment variables set
undefined. globally (for all stages).
Docker-in-Docker Mention using DIND. Precise Docker-in-Docker
(DIND) (DIND) specification for the

deploy stage.
Deployment Stage | Python dependencies installed. | Override before_script to

Setup skip Python dependencies
installation.

Deployment Deployment to a Docker Save a Docker image and

Strategy container provided as an provide it as an artefact.
artefact.

Deployment Description of the deployment | Deploy steps are outsourced to

Strategy steps. an external script.

Artefact No explicit instructions. The model artefact for the

Management, train stage should be provided

in the artifacts: section of
the train stage

ensuring consistent resource allocation across the pipeline. Whilst not specifically ad-
dressing output correctness, this change can expedite pipeline execution and move the
implementation closer to production readiness.

We also refined our terminology. References to job and stage now align with proper
GitLab CI terminology. Capitalisation of GitLab and Docker has also been corrected.

The enhanced version emphasises centralised configuration practices by mandating
that all environment variables be defined globally in the pipeline’s variables: section.
This practice promotes consistency, simplicity, and easier maintenance compared to
stage-specific variable definitions.

The new implementation provides a detailed Docker-in-Docker (DIND) configuration
for the deploy stage. Whilst the original version mentioned using DIND generically,
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the enhanced version specifies exact requirements, i.e. using docker:latest as the base
image and setting docker:dind as a service. We also specify an empty before_script:
to avoid conflicts with Docker operations. This level of specificity prevents common
DIND configuration issues.

Deployment has been refined from container deployment to image artefact creation.
The original template described deployment to a Docker container that is provided
as an artifact, which was somewhat ambiguous. The enhanced solution clarifies that
the deploy stage should save a Docker image and provide it as an artifact, making
the deployment output more explicit and reusable.

The deployment approach has also undergone a fundamental transformation, from the
LLM having to guess the deployment commands to use based on ambiguous instructions,
to script-based execution. Typically, the deployment script would be provided by the
operations infrastructure team. The original implementation specified SSH deployment
tasks, including server, user credentials, SSH key management and file transfer operations,
but not the commands. The improved solution outsources these operations to an external
deploy.sh script that must be made executable and executed, simplifying the pipeline
configuration whilst improving modularity and maintainability.

The enhanced tool makes artefact configuration more explicit and comprehensive.
Both configurations produce model artefacts in models/, but the enhanced template
requires defining these outputs in the artifacts: section of the train stage. This
declaration ensures that downstream processes or future jobs can reliably locate and
use the trained model files.

10.7.2 Improvements to the Prompting Method

We made several changes to the prompting method. The overall structure of the con-
versation template and the prompting method remain the same as described in Sec-
tion but we streamlined the content to achieve more accurate output. The
key differences between the original and new implementations are listed in Table
and described below.

The new implementation represents a more mature, production-ready version with
more accurate terminology to guide the chosen LLM in generating more correct output.
Overall, our changes represent a maturation of the tool’s capabilities: it is more targeted
in its application and speaks with a clearer, more confident tone whilst maintaining the
structure of the original conversation template.

The revised question prompt shifts the focus from broad “Python machine-learning
scripts” to the narrower domain of “Python reinforcement learning scripts”, signalling a
more precise use case. This update clarifies the nature of the task and aligns it with RL
projects rather than generic ML tasks. This text can, of course, be modified depending
on the target project type (ML vs RL). By honing in on RL, the template better reflects
that subfield’s specialised requirements and typical conventions.

We also refined the system and instruction messages to convey a more authoritative,
professional voice. What was previously phrased as a helpful code assistant that
can teach a junior developer how to code in the system message is now an expert
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Table 10.12: Comparison of Changes to the Conversation Text

’ Aspect \ Original \ Change ‘
Question Wording | Write a GitLab CI/CD yml file | Write a GitLab CI/CD YAML
for Python file for Python
machine-learning scripts. reinforcement learning
scripts.
Sample No GitLab runner tags section | Jobs can include a tags section
Configuration and | in any jobs. specifying a GitLab runner.
Output
System Message “You are a helpful code “You are an expert
Wording assistant that can teach a programmer.”
junior developer how to
code.”
Instruction “Don’t explain the code, just | “Don’t explain the file; just
Wording generate the code block generate it.”
itself.”
Terminology & “Gitlab”, “docker”; “yml”. “GitLab”, “Docker”, “YAML”.
Capitalisation

programmer. The instruction Don’t explain the code, just generate the code block
itself in the instruction message has been streamlined to Don’t explain the file;
just generate it. These adjustments shorten the phrasing and elevate the assistant’s
perceived expertise, increasing the likelihood of delivering concise, expert-level assistance.

Terminology in the system messages and specifications has been standardised for
consistency and clarity. References to Gitlab have been updated to GitLab in keeping
with the proper product name, and the capitalisation of Docker has been corrected.
The description of the CI/CD configuration has also shifted from yml file to YAML
file where appropriate, reflecting the more formal nomenclature used in professional
documentation and clarifying the expected markup format. These changes aim to increase
the correctness of the LLMs’ generated output. The terms were also updated in the
rest of the codebase where appropriate.

A significant enhancement in the new version is the introduction of gpu-runner tags, if
desired, across all job stages. In the updated sample specification, a gpu-runner tag is
specified for every stage except any hypothetical deploy stage, and each job block in the
generated YAML now includes a tags section listing gpu-runner. This change can, of
course, be customised to the user’s infrastructure. For instance, the tags specification
may be omitted entirely, the runner may be named differently than gpu-runner, and the
stages for which the tags are specified or omitted may be modified. This modification,
whilst not targeting LLM correctness specifically, ensures that jobs are executed on
runners equipped with GPU resources, which is critical for compute-intensive RL training
and evaluation in production.
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10.7 Improvements and Reevaluation

We ran the refined implementation on the best-performing LLM from the first evaluation
round, GPT-40, and evaluated it as previously described in Section The results
are summarised in Table [10.13] In short, we achieved perfect results for this LLM and
the new implementation. GPT-40 had an average error of 0 across all combinations of
evaluation variables, projects and scenarios. Based on this success, we did not see the
need to continue evaluating the remaining LLMs.

Table 10.13: GPT-40 (Version 2024-08-06) Improved Results: Error Rates

KAZ1| KAZ2| KAZ3| SNA1| SNA2| SNA3| SHO1| SHO2| SHO3|| Average
Error

GPI 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GAS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GSO 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GAR 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GEN 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GMS 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
GCD NA 0.00 NA NA 0.00 NA NA 0.00 NA 0.00
GDA NA 0.00 NA NA 0.00 NA NA 0.00 NA 0.00
NTA 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
NET 0.00 0.00 0.00 NA 0.00 0.00 0.00 0.00 0.00 0.00
NMT NA NA 0.00 NA NA 0.00 NA NA 0.00 0.00
NSK NA NA 0.00 NA NA 0.00 NA NA 0.00 0.00
NSC NA NA 0.00 NA NA 0.00 NA NA 0.00 0.00
NDA NA 0.00 NA NA 0.00 NA NA 0.00 NA 0.00
NDI NA 0.00 NA NA 0.00 NA NA 0.00 NA 0.00
RUT NA NA 0.00 NA NA 0.00 NA NA 0.00 0.00
RTR 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
RTE NA NA 0.00 NA NA 0.00 NA NA 0.00 0.00
REV 0.00 0.00 0.00 NA 0.00 0.00 0.00 0.00 0.00 0.00
RDP NA 0.00 0.00 NA 0.00 0.00 NA 0.00 0.00 0.00
Average || 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
FError

GS

Average || 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
FError

NL

Average || 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Error

RJ

Average || 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
FError
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10.8 Integration of our Approach in an Industry Setting

This section describes the approach for applying our solution in an industrial CPPS.
This integration is currently being developed in collaboration with an industry partner
as part of a research and development project for the next generation of intelligent
CPPSs. The tool finds particular applicability in scenarios where pipeline configurations
must be continuously created and edited at scale, i.e. for many factories. Figure [10.7]
depicts a typical CPPS setup.

In Figure our tool (LCF — Low Code Flow) enables RL engineers, software
developers, and MLOps and RLOps practitioners (represented collectively as the RL En-
gineer) to generate GitLab CI/CD pipeline configurations based on our low-code template
using an LLM. The RL Engineer is the human agent within the system architecture
and focuses on designing, maintaining and optimising industrial-level RL solutions.

The Software Engineering Environment is where the RL Engineer performs
their primary work activities. This environment comprises key elements which facilitate
successful development processes. The IDE (Integrated Development Environment)
provides the RL Engineer with a complete set of development tools tailored to RL
development, including debugging support for complex multi-agent systems and visual-
isation tools to understand agent behaviour. It can simplify the development process
and cut the complexity of creating the RL system. The RL Engineer may make use
of LLMs, chatbots or integrated Al tools like Copilot — LLM /Chatbot/Copilot
in Figure [10.7] These tools assist the RL Engineer with intelligent support such as
coding suggestions, auto-documenting and problem-solving. More importantly, for the
context of this chapter, the RL Engineer can also use our program, Low Code Flow
(LCF), which utilises an underlying LLM.

The Code Repository in the RLOps Environment provides version control and
collaboration infrastructure, ensuring that all RL algorithm implementations, configuration
files and system integration code are correctly tracked and managed. This aspect matters
because during RL development, extensive experimentation and iteration are common
and robust version control is crucial to ensuring reproducibility. As the RL Engineer
commits code changes to the repository, the RLOps CI/CD Pipeline automatically
triggers, demonstrating automated integration between development and operational
deployment. The difference with our solution is that LCF can create and edit an RLOps
CI/CD Pipeline and commit it to the Code Repository, which also triggers an
RLOps CI/CD Pipeline run.

The RLOps CI/CD Pipeline within the RLOps Environment, triggered as
described, is the automation engine that coordinates the building, testing, validation
and deployment of RL models. It aims to ensure that new model versions are evaluated
systematically before deployment and that system reliability is ensured with the possibility
of ongoing improvement. The Model Repository is a centralised model versioning
and storage system that tracks metadata regarding model performance, model training
parameters and deployment history. This aspect is essential, as RL models require
extensive training and often depend heavily on training conditions, so it is essential that
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production systems correctly version and manage metadata.

The CPPS Factory Environment in Figure is the physical manufacturing
environment where RL algorithms are implemented on real-life production processes. An
External Trigger, such as changes in real-world model factory performance according to
predefined performance metrics, can trigger a new deployment within the CPPS Factory
Environment. The Model Selector may be used to deliver models to production
factories. It offers intelligent model selection features that dynamically select suitable
models from the Model Repository based on existing operational conditions, production
needs or performance indicators. It enables adaptive manufacturing systems to adjust
their intelligence automatically in response to changing conditions without requiring
human intervention. The Line Controller is the main orchestration component of
manufacturing processes that organises the work of several CPPUs and coordinates the
operations, deploying models to any number of such CPPUs, each of which may have a
different RL strategy at its core and be associated with robots with varying capabilities
and competencies. CPPUs are extendable manufacturing units, which are physical
equipment with cyber functionality. These units are necessary because they are the real
locations where models make decisions that affect physical production.

The Digital Twin is a real-time virtual representation of physical manufacturing
assets, which can be simulated, predicted and optimised without affecting real production.
It is important because it enables RL/MARL Agents to experiment with strategies
and estimate their outcomes with great certainty before changing the physical world.

Equipment Control directly communicates with actual manufacturing machinery
and converts high-level commands issued by the RL/MARL Agents into explicit
equipment instructions. This element is necessary to ensure the safe and effective physical
implementation of Al-generated strategies.

The RL/MARL Agents are the heart of Al that can learn and optimise manufacturing
processes using either an RL or MARL framework. These agents are the final frontier
of the system architecture, where models are deployed to make real-time decisions that
directly affect production efficiency, quality and adaptability.

10.9 Discussion

This section discusses our results in the context of the research questions defined in
Section [M0.11

RQ5.1: How accurately can a low-code, template-based modular flow approach — lever-
aging LLMs for generation and validation — produce correct MLOps pipeline configurations
for RL? Our empirical validation confirms that our low-code, template-based approach
can generate MLOps pipelines with low error rates, contingent on the specific LLM
selected for the task, which is discussed in further detail below under RQs.2. Initial
average error rates across all evaluation variables, projects and scenarios ranged from
0.09 (GPT-40) to 0.3 (Code Llama). Regarding task categories, our approach achieved
a best error rate of 0 for generation tasks, 0.09 for natural language tasks and 0.26 for
runtime tasks, all achieved by GPT-4o.
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We also showed that error rates can be reduced by making only minor improvements to
the implementation and minor corrections to the pipeline specification, thereby achieving
perfect results for GPT-40. Typically, these minor amendments are carried out by
individuals closest to the pipeline’s domain: MLOps and RLOps specialists, domain
experts, ML and RL engineers, or, in leaner teams, experienced data scientists who wear
multiple hats. Since our approach flags errors via the LLMs’ validation feedback or through
straightforward GitLab failure messages, remedying issues often amounts to little more
than updating some text in the low-code template and pipeline specification instances,
or being more precise in the conversation template. Ample examples of correcting the
errors noted in Section [[0.6.4] are documented in Section

Such tweaks as those we implemented impose a minimal burden on non-expert users, as
the requisite details (for instance, using approved container images) are usually supplied
alongside the pipeline templates by the underlying infrastructure team. Errors of this
nature typically arise because the user neglected to specify the correct image in the first
place. If, however, the LLM itself generates a pipeline configuration that does not succeed
at runtime, for instance because it erroneously used an incorrect command to install
Python dependencies (like apt instead of pip), then the user can add natural language text
to the pipeline specification file that Python requirements should be installed using
pip and rerun the tool. This continuous refinement can also help reduce future error rates.

Combined with selected LLMs’ abilities to handle natural language inputs, our approach
is potentially a good option for users who may not have deep DevOps knowledge, helping
make pipeline development more accessible by allowing users to participate in pipeline
production without extensive software engineering or DevOps knowledge. Our templates
support a wide range of pipeline features. With their rigid structure, they are designed
to guide practitioners, making it easy for users to specify their needs in natural language,
whilst also being detailed enough for LLMs to produce correct output, reducing the
likelihood of a mismatch between expected and generated output.

We see a practical benefit of our approach: it could reduce development time by
allowing users to work with templates for pipeline descriptions, thereby decreasing the
time spent learning to write and debug GitLab pipeline configurations directly. The
templates may enable rapid development, particularly in complex or dynamic settings with
many pipelines or continuous pipeline creation or adaptation. Indeed, we plan to test the
potential for increased production speed in a user study in future work (see Section .

Our findings provide concrete contributions. We identified common errors that different
LLMs make when generating pipelines, which can guide practitioners in improving
communication with LLMs when implementing an approach like ours. A key takeaway
is that the limitations of poorly performing LLMs appear to stem from ambiguity or
insufficient detail in parts of the pipeline specifications. Being more precise in the template
and providing more GitLab-specific knowledge to the LLM can further improve results —
we achieved perfect results with GPT-40 after doing so. A further contribution of this
study is our comprehensive set of evaluation variables and the resulting error rate metric,
which can be used to assess the correctness of any MLOps pipeline or automated approach
with minimal modification and could be applied in similar studies or applications.
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RQs5.2: How accurately do different LLMs generate MLOps pipeline configurations
for RL, and what are their limitations? Comparative analysis of our initial results
demonstrates that OpenAl’s GPT-40 model performed best across all task types, with
an average error rate of just 0.09 and was the overall best-performing LLM. This result
represents high consistency, reliability and accuracy in generating correct outputs. GPT-
40 outperformed the other LLMs across most evaluation variables, with lower or equal
average error rates in most cases.

Qwen2.5 Coder also performed well, achieving an average error rate of 0.15, with a
generation task error rate similar to that of GPT-40 (0.04 and 0 respectively). Qwen2.5
Coder performed much worse than GPT-40 for natural language (0.17 vs 0.09 respectively)
and runtime tasks (0.36 vs 0.26 respectively). Many LLMs had no errors for multiple
evaluation variables across all projects and scenarios. In particular, most LLMs achieved
an error rate of 0 for the generation tasks corresponding to GAS (“the generated script
contains all required stages”), GSO (“the required stages are in the correct order”) and
GAR (“all Python requirements and the necessary Linux packages are installed for all
required stages correctly”). GPT-4o consistently achieved perfect results for a broader
range of evaluation variables, suggesting users can expect more reliable output from a
pipeline built with GPT-40 using our approach. We noted low variability in error rates
for GPT-40, which was much more consistent across projects, scenarios and tasks, and
performed remarkably well. All models struggled with the deployment task corresponding
to RDP (“model deployment ran successfully”), which proved challenging at runtime, and
the lowest error rate was only 0.72 (achieved by Qwen2.5 Coder).

GPT-40 demonstrated an average error rate of only 0.09, beating more specialised
coding models like Qwen2.5 Coder, Code Llama and DeepSeek R1 (with average errors
of 0.15, 0.3 and 0.22 respectively), which is both surprising and indicative of advances
in model design and training techniques. Despite their specialisation in code generation,
these LLMSs could not compare to GPT-40 in terms of consistency and accuracy. Even
broader models such as GPT-3.5 Turbo, Qwen2.5 and Llama 3.3 (with average error
rates of 0.19, 0.18 and 0.18, respectively) could not match GPT-4o, indicating that the
architectural improvements and multimodality of GPT-40 provide a practical benefit for
tackling various tasks without sacrificing depth and accuracy. The fact that GPT-40
performed consistently well across projects and scenarios indicates its stability, making it
an ideal option for pipelines where output consistency is paramount. This consistency
is compounded by GPT-40’s perfect performance in the enhanced version of our tool,
even after minimal changes.

Our results raise the question of what specialised LLMs can reasonably be expected to
accomplish compared to more general LLMs. It could be expected that a model designed
specifically to code — like Code Llama or DeepSeek R1 — would perform well on generation
or runtime benchmarks that involved programming tasks. Still, these models performed
worse overall on deployment and runtime tasks. The fact that these coding-oriented LLMs
underperform shows that specialisation does not necessarily imply lower error rates in all
task dimensions. Instead, the balanced and subsequent perfect performance of GPT-40
on natural language generation and execution tasks implies that multimodal training and
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inference optimisations can be more reliably integrated to produce an overall performance
greater than the sum of its parts. To organisations considering model selection, these
results point to the importance of flexibility and robustness over domain specialisation and
that even the most accurate coding LLMs may need supplementary validation mechanisms
in production, such as the ones we implemented, to counter edge-case failures.

Our comparison shows that LLMs vary in performance, and standard LLMs can
produce impressive results. A key observation is that code-specific LLMs should not be
automatically assumed to perform better than non-code-specific LLMs in code generation
applications such as ours. Combining the strengths of multiple LLMs, fine-tuning and
more advanced prompt engineering and error-correction techniques, whilst focusing on the
most challenging tasks, may yield even better results. Alternatively, by being more precise
in our pipeline specification and conversation template, we improved results even further.

10.10 Threats to Validity

In this section, we address threats to validity as outlined by Wohlin et al. [85].

Internal Validity The correctness of the produced pipelines depends on how compre-
hensive and precise the templates are. LLMs’ capabilities to accurately understand and
generate code from template-based and natural language instructions can vary. Incor-
rectly interpreting templates, particularly natural language inputs, can lead to mistakes
or less-than-ideal configurations, which in turn may cause problems in the generated
pipelines. In cases where we implemented specific checks for the contexts of the generated
configurations, this issue was often considerably reduced.

The way prompts are designed also heavily influences the correctness of LLM-generated
pipelines. If prompt phrasing is unintentionally biased towards certain LLMs, some
models may perform better simply because they align more closely with the prompt
style than their actual capabilities. We sought to mitigate this risk by using carefully
formulated prompts, applying few-shot prompting, prompt chaining, error detection and
retries to guide the LLMs. We manually inspected LLM output over numerous scenarios,
evaluation variables, projects and LLMs. We did not detect any incompatibility or
bias that was obviously linked to the prompt style. We refined the prompts during the
initial development phase (before beginning the evaluation) until we started receiving
reasonable outputs from the LLMs.

External Validity We assess our approach based on a small number of RL cases, which
may not apply to other fields or project types. Due to the scarcity of open-source
MLOps projects utilising RL, we had to develop the ground truth pipelines for our
case studies independently. Although we adhered to industry practices (as documented
in the literature [8], |23|, |24] and industry projects), we may have overlooked some
essential MLOps practices. Differing projects might need considerable modifications to
the specification and generation classes. Whilst these factors could limit the immediate
use of our methodology, the fundamental approach should remain relevant in similar
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situations. The effectiveness of our approach is contingent on the capabilities of the
underlying LLMs. Differences in the quality of the model or the inputs given to it can
affect the standard of the generated pipelines. We tackled this concern by conducting
tests on various cases, evaluation scenarios and LLMs.

Construct Validity The metrics used to assess the generated pipelines may not fully
capture all aspects of their performance, and all evaluation metrics carry equal weight in
our assessment. In contrast, some factors may be more significant in practice than others.
In this case, one could re-evaluate our findings using a set of weighted metrics.

The effectiveness of the natural language-based specification components relies on
the accuracy of the user’s inputs. Therefore, slight variations in human input can
lead to inconsistencies in the generated outputs, potentially affecting the validity of
the results. Likewise, differently structured prompts could yield different generated
outcomes. We ran our evaluation multiple times for multiple scenarios, projects and
LLMs to account for this eventuality.

Conclusion Validity The results of our experiments rely on a small number of examples
and cases. A broader and more varied range of case study projects might strengthen
the validation of our approach. Any biases present in the training data of the LLMs
we used could have affected the generated pipelines. We addressed this concern by
conducting tests with multiple LLMs.

10.11 Conclusion and Future Work

In this chapter, we present a novel approach for automating the generation of MLOps
pipelines for RL applications, employing a low-code, template-based, modular approach
that leverages LLMs to enable users with minimal coding expertise to generate MLOps
pipelines for testing, model training and validation and model deployment. Our evaluation
indicates low error rates for pipeline generation, natural language comprehension and
runtime tasks, with GPT-4o0 performing best amongst seven LLMs and achieving a
perfect average error rate of 0 after simple refinement of our tool. The results indicate
that LLMs, when approached with a validation and correction strategy, can foster
trustworthiness in software by minimising errors in the generated code and issues with
LLM-based code generation.

To further validate our solution, assess its usefulness and inform future enhancements,
we plan to conduct a quantitative user study comparing the use of our approach to manual
pipeline configuration creation as part of an Industry 4.0 case study in collaboration
with domain experts. We suggest that using our proposed system could drastically
reduce coding requirements, accelerate pipeline development and bring MLOps closer to
data scientists and other domain experts who may lack advanced software engineering
or DevOps skills, thereby democratising MLOps and simplifying pipeline creation for
practitioners with limited technical know-how.
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Other potential directions include fine-tuning LL.Ms and developing more advanced
error detection and correction mechanisms within the pipeline generation process to
support a broader range of LLM types. These improvements could target weaker tasks,
such as model deployment. Another enhancement could be incorporating a feedback
mechanism that learns from deployed pipelines to improve future pipeline generation.

Finally, this study focused on the applicability of our approach and the correctness of
our generated pipelines. A future study could examine LLM pipeline generation efficiency,
including the time required to generate a pipeline and the number of tokens consumed,
as these are also factors in practice.
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11 RLOps Pipeline Development with
Low-Code and Large Language
Models: An Industry 4.0 Case Study

MLOps automates common tasks throughout the entire life cycle of an ML model.
In Industry 4.0 environments, CPPSs increasingly utilise RL models to optimise and
automate production processes, giving rise to RLOps. However, manually configuring
RLOps pipelines requires specialised DevOps knowledge and can limit the potential for
automation. We apply a template-based approach for rapidly creating and deploying
RLOps pipelines in Industry 4.0 environments that reduces the required programming
effort and expertise. Based on the Pipes and Filters pattern, our modular solution utilises
LLMs to automate pipeline creation. It enables fully automated execution, including
model training, testing and deployment, with built-in quality control ensuring correct
configurations. We demonstrate our approach with a case study from an Industry 4.0
platform for smart factories, in which we empirically evaluate seven LLMs across four
representative RLOps use cases. This evaluation provides the first systematic comparison
of LLM capabilities for generating RLOps pipelines in Industry 4.0. Our method achieved
perfect results with OpenAl GPT-40. Our results demonstrate that our solution, used with
a suitable LLM, can reliably generate and execute RLOps pipelines with low error rates,
thereby accelerating pipeline development time and democratising RLOps deployment
by greatly reducing the need for specialised DevOps knowledge.

11.1 Introduction

MLOps [6], [31], |57] is a set of practices for the automated execution of tasks related
to various stages of the ML [23], [24] workflow for supervised and unsupervised learning.
Applied to RL |2], MLOps is termed RLOps [7]. Industry 4.0 [10], [12] integrates digital
and physical technologies, and this has led to the development of CPPSs 15| which
improve efficiency, flexibility and customisation [13|. In CPPSs, RL can be used to train
intelligent agents with digital twins [16], [61].

The differences between RLOps in Industry 4.0 and the operations of cloud-based
ML systems are significant. In contrast to homogeneous, centrally controlled cloud
environments, an Industry 4.0 CPPS imposes distinct constraints that affect pipeline
design and deployment. Heterogeneous edge nodes with different capabilities require
real-time decision-making, whereas cloud pipelines assume homogeneous connectivity.
Manufacturing locations have varied installations that need differentiated pipeline settings,
whereas cloud scaling has homogeneous installation instances. Furthermore, RLOps for
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Industry 4.0 must interact directly with physical production systems, adhere to industrial
safety and communication protocols and integrate with existing automation infrastructure.
Current CI/CD applications using LLMs, such as GitHub Copilot or Amazon Q Developer,
do not align with Industry 4.0 RLOps because they presuppose homogeneous environments.
They also lack domain knowledge of industrial protocols, safety measures and the real-time
constraints when RL agents operate on physical systems.

MLOps, RLOps and Industry 4.0 CPPSs place great value on automation. Yet one
of the activities central to automation — CI/CD pipeline development — remains largely
manual. This activity requires specialised DevOps [21], [22] knowledge, as well as software
engineering and ML/RL know-how [31], [60]. It may require considerable manual effort,
for instance, when porting ML scripts from computational notebooks like |Google Colab
or Jupyter| to scripts for execution in a CI/CD pipeline. The manual nature of this
activity can lead to inefficiencies and scalability challenges, particularly in highly dynamic
Industry 4.0 settings, which require numerous rapid and accurate changes [59] to CI/CD
pipelines across multiple physical deployment sites.

To address these challenges, we apply and evaluate our approach from prior work [72]
in this doctoral thesis towards automating RLOps CI/CD pipeline generation based on
low-code [261], [262], template-based RLOps CI/CD pipeline specifications for the RL
life cycle. Our solution implements the Pipes and Filters pattern [253|, applies few-shot
prompting and prompt chaining [254], error detection and retries, and uses LLMs to
generate GitLab CI/CD pipeline configuration files, which are automatically deployed,
based on the provided RL scripts and a low-code specification file written by the user. Our
approach applies equally to ML and RL-based systems. It utilises a low-code, template-
driven implementation based on natural language, where practitioners write specifications
using a textual generation template as guidance, requiring little programming knowledge.

The modular architecture of our approach, combined with the Pipes and Filters pattern,
enables the management of the flow between the generation modules and supporting
components. Each module focuses on tasks such as generating CI/CD pipelines and
detecting problems with them. Quality assurance is provided, including generation
retries, linting, validation and automated error correction, all of which help improve the
correctness of the generated pipelines. The natural language-based specification enables
non-software engineering experts, such as data scientists and domain specialists, to create
pipelines without writing pipeline specifications manually.

This chapter is based on P1g, describes RCj1g and addresses RP5. Our study aims
to answer the following research questions to finish addressing RQs:

RQs5.3 How accurately can a low-code, template-based, modular flow approach using
LLMs generate Industry 4.0-specific RLOps pipeline configurations?

RQs5.4 How do popular LLMs perform in generating Industry 4.0-specific RLOps pipeline
configurations, and do they commit or encounter any recurring errors or chal-
lenges?

The study is part of an ongoing collaboration between the University of Vienna and
Siemens Aktiengesellschaft Osterreich. Siemens provides production automation solutions

308


https://github.com/features/copilot
https://aws.amazon.com/q/developer
https://colab.google
https://jupyter.org
https://gitlab.com

11.2 Related Work

and is developing an Industry 4.0 CPPS solution to automate factory manufacturing.
We evaluate our approach against a project derived from Siemens’ real Industry 4.0
pipelines and typical use cases for RLOps CI/CD pipeline development. A crucial aspect
of managing production environments is quickly developing such pipelines at scale. This
aspect is crucial because CI/CD pipeline deployment requires rapid pipeline creation and
adaptation, and numerous pipelines must be developed across multiple factories.

The evaluation of our approach compares the capabilities of seven popular LLMs.
Comparing LLMs serves two essential purposes, rather than simply finding the most
suitable model for Siemens’ use. Firstly, it helps us answer RQs.3 regarding the accuracy
of our overall approach. Secondly, it aids us in addressing RQg.4, which aims to discover
how popular LLMs perform when generating RLOps pipeline configurations and the
nature of the errors they encounter.

We empirically evaluate and compare the pipelines generated by the LLMs with
reference configurations and their execution results, considering the resulting error rates.
Our work offers two contributions which fill the gap in automated RLOps configuration
development: (1) with our natural language, template-based specification approach, a
modular architecture is presented where LLMs are used for automating pipeline generation
for Industry 4.0 for the first time; (2) we devise evaluation scenarios and variables suited
to an Industry 4.0 CPPS to rigorously evaluate the quality of the pipeline generation
in an Industry 4.0 context using different LLMs.

The rest of the chapter is organised as follows: Section [I1.2] highlights related work
and Section discusses our approach. Our evaluation via an industry case study is
detailed in Section [I1.4] and Section discusses our findings. Threats to validity are
considered in Section [[1.6] and Section concludes and discusses future work.

11.2 Related Work

MLOps has been widely adopted because it automates ML model deployment; however,
it is still fraught with challenges. Zhou et al. [31] recognise the need for MLOps to
unify ML system development and address ML model deployment challenges. Sharma
et al. [259] study options for implementing ML techniques within CI/CD pipelines, but
do not provide a complete solution. Kumara et al. [258] review the industry literature
and present a reference architecture for MLOps that highlights the challenges in selecting
tools and designing strategies for MLOps environments.

Li et al. 7] study RL applied to open radio access networks (O-RAN). They note
the differences between ML and RL and categorise ML /RL model life-cycle challenges,
whilst suggesting best practices for RLOps. Del Real Torres et al. |146| review deep
RL approaches for smart manufacturing in Industry 4.0 and 5.0 [147], highlighting the
importance of edge devices and CPPSs. Kegyes et al. |148| conduct a systematic literature
review of RL applications and methods for Industry 4.0, providing a reference.

Low-code development methods have recently gained popularity [261], [262]. Hirzel [263]
discusses how low-code programming reduces dependence on programming languages
such as C, Java and Python, instead relying on natural and visual languages. Bruhin et

309



11 RLOps Pipeline Development with LLMs: An Industry 4.0 Case Study

al. |265| consider the connection between LCDPs and generative Al and how generative
AT can transform the potential of LCDPs.

LLMs are often used for code generation tasks. Jin et al. |266| systematically assess LLM
code generation challenges and suggest guidelines to enhance LLM-based code generation
system reliability, robustness and usability. Jiang et al. [267] present a survey on LLM
advancements for code generation tasks and develop a taxonomy for recent developments.
Li and Murr |268| study how current GPT-4 models generate synthesised programs and
state that GPT-4 model variants can effectively solve HumanEval [269] problems.

Our approach complements these studies and our prior work [72] by unifying various
related topics, including MLOps, RLOps, Industry 4.0, CI/CD and utilising LLMs for
code generation. In doing so, we aim to support practitioners in generating RLOps
pipeline configurations for Industry 4.0, thus enhancing this (usually manual) step
of the RLOps process.

To our knowledge, no prior work has addressed this topic in a unified manner, and
this is the first empirical study that systematically assesses the quality of automatically
generated CI/CD pipelines for RLOps in an Industry 4.0 case study using LLMs. Although
the literature covers MLOps automation for the cloud and the ability of LLMs to produce
general code, no previous studies have discussed the specific limitations of heterogeneous
industrial deployments at scale that require differentiated pipeline configurations to be
quickly generated and deployed across numerous physical factories. Furthermore, our
empirical comparison of seven LLMs corroborates our findings from prior work |72| and
provides evidence that challenges existing assumptions about code-specialised versus
general-purpose models.

11.3 Approach

11.3.1 Research Process

Our research method is based on case study research in software engineering |288|. We
examined the application of our proposed approach, described throughout this section, in
a real-world context to gain insights into its practical utility and effectiveness. By focusing
on a project with Siemens, we can identify the challenges and benefits of implementing
our tool in a realistic RL pipeline and application tailored to their needs, including an
empirical evaluation of our approach.

Our solution is being developed in collaboration with Siemens as part of a research and
development project for the next generation of intelligent CPPSs 13|, |14], to integrate it
into their workflow. It applies particularly to scenarios where pipeline configurations must
be continuously created and edited at scale, i.e. for many factories. To highlight its use,
the intended workflow, i.e. how Siemens should use our tool, is discussed in Section

We followed a systematic, structured methodology, which is depicted in Figure We
first conducted preliminary, informal experimentation (Preliminary Experimentation)
in which we provided LLMs with descriptive natural language prompts to generate
RLOps pipeline configurations.
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Figure 11.1: Our research process.

We then planned and designed our case study (Case Study Planning & Design),
as described in Sections [11.4.1] [11.4.2] [11.4.3] [11.4.4] and [11.4.5]

Next, we implemented our tool (Tool Implementation) as described in Sec-
tions [11.3.2] [11.3.3] and [11.3.4] This step also involved incorporating the improvements
we implemented in our prior work [72].

In Project Adaptation & Pipeline Specification, we adapted an existing RLOps
project and pipeline provided by Siemens to remove dependencies on external compon-
ents that were not necessary for evaluating our approach. We wrote reference pipeline
configuration files for four typical use cases, and wrote pipeline specification files as
detailed in Section 01.3.2

Once we had prepared the files described in the previous step, we ran our implemented
approach on the pipeline specifications for each use case, using the seven LLMs (Data
Collection: Run Tool on Each Scenario) and recorded the outputs. We opted to
perform three runs, as this provided a balance between error discovery (we found that
by the third iteration errors began to recur) and cost (computing expenses).

For the empirical evaluation, we calculated the error rates (Error Rate Calculation
& Data Analysis) of the LLM-generated output to the reference pipeline configurations
and specifications for each scenario, as well as the expected behaviour of the executed
pipelines. More details on the error rate calculation are found in Section where we
discuss our evaluation. We report our results in Section (Reporting).
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11.3.2 Template-Based Natural Language Low-Code Specifications

Our approach uses a structured and template-based low-code approach for RLOps pipeline
specification, utilising LLMs. All pipeline details are specified in a natural language-based
template and serve as a guide for the generation process. Including the information at the
level of detail indicated in the template helps reduce errors and improve the accuracy of
the generated results. Furthermore, any additional natural language project or pipeline-
specific instructions can be included or appended to a specification as necessary on a
case-by-case basis. A specification that we pass to the LLM as part of our prompting
method (described in Section is found in Listing [11.1

Write a GitLab CI/CD yml file for Python reinforcement learning
scripts.

Do not use Docker inside the GitLab CI/CD pipeline. Use the following
context:

Usage:
train: python ./rl_script.py --train --steps $TRAIN_STEPS
eval: python ./rl_script.py --eval

Required Files:
rl_script.py

Requirements:
pettingzoo[butterfly]1>=1.24.0
stable-baselines3>=2.0.0
supersuit>=3.9.0

Python Docker image to use globally (for all stages) under "image:":
python:3.9-bullseye

Environment Variables:
MODEL_PATH "./models"
TRAIN_STEPS 1000

GitLab CI/CD pipeline stages:
train, eval

GitLab CI/CD pipeline generates artifacts:
Yes, it creates artifacts for the models in the train stage

GitLab CI/CD pipeline generates Docker images:
No

Python requirements should be installed using:
pip

# Stage Settings
GitlLab CI stage requirements:
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- train stage creates artifacts at location MODEL_PATH
- eval stage needs train job and its artifacts

Details of the train stage:
The model artifact for the "train" stage should be provided in the
artifacts:" section of the "train" stage.

"

Tag to use in all stages (except for "deploy", if that stage is present):
gpu-runner

Listing 11.1: An instruction and example low-code specification provided to the LLM.

Further examples of specification files that adhere to the template are in our replic-
ation package |289] in the spec.txt files in the subdirectories of rl_dataset/evalu
ation_scenarios/.

11.3.3 Prompting Method

We use few-shot prompting [254] for each pipeline configuration generation, error detection
and validation step. This method includes examples within the prompt to help the LLM
generate more accurate results. When retries are required due to detected errors, we
include the conversation history and any detected issues so the LLM can improve its
output. This technique, known as prompt chaining |254], helps ensure that each step
of the generation flow is correctly completed.

System Message Setup Instruction with Sample Input
Instruction Formulation
Role: System Context Intialisation > Role: User with
Sample Pipeline Specification
Instruction with Sample Output Instruction with Target Input
Sample Response Instruction Formulation
Role: Assistant with ’ Role: User with
Pipeline Configuration Target Pipeline Specification

Figure 11.2: Our approach’s conversation template.

Figure shows how our tool interacts with an LLM to generate a CI/CD pipeline
configuration based on a low-code specification. Our tool first creates a system message
(System Message Setup in Figure instructing the LLM to create a GitLab
CI/CD YAML file, as in Listing [11.2]
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You are an expert programmer. Your language of choice is Python and
you want to create a GitLab CI/CD YAML pipeline configuration file
(".gitlab-ci.yml") for your project.
Don't explain the file; just generate it.

Listing 11.2: Context initialisation provided to the LLM.

It then formulates a specific instruction (Instruction with Sample Input) and provides
the example pipeline specification already shown in Section Our tool then provides
the LLM with a sample response to the specification (Instruction with Sample Out-
put), containing a corresponding output GitLab CI/CD pipeline configuration as in

Listing

default:
image: python:3.9-bullseye
before_script:
- pip install pettingzoo[butterfly]l>=1.24.0 stable-baselines3
>=2.0.0 supersuit>=3.9.0

stages:
- train
- eval

variables:
MODEL_PATH: ./models
TRAIN_STEPS: 10000

train:
stage: train
tags:
- gpu-runner
script:

- mkdir -p $MODEL_PATH
- python ./rl_script.py --train --steps $TRAIN_STEPS
artifacts:
paths:
- $MODEL_PATH

eval:

stage: eval
tags:

- gpu-runner
script:

- python ./rl_script.py --eval
needs:

- job: train

artifacts: true

Listing 11.3: An example CI/CD pipeline specification provided to the LLM.

314



11.3 Approach

The program then assembles the conversation by combining the system message, the query,
the example pipeline specification, the example GitLab CI/CD pipeline configuration file
response and an actual pipeline specification from which to generate a GitLab CI/CD
pipeline configuration file (Instruction with Target Input). If errors or warnings
occur, the conversation with the LLM continues, attempting to correct the mistakes by
retrying a configurable number of times before selecting the response with the fewest
errors or warnings. Please note that our template is extensible, and that real-world
specifications, and the specifications used in our case study, are typically more complex

than the examples shown in Listings and [11.3]

11.3.4 Pipeline Generation Architecture

Our tool consists of multiple components with dedicated responsibilities. Generator
components include the central elements that execute the generation flows using an
LLM. LLM components abstract the functionalities of specific LLMs and facilitate the
generation of RLOps pipeline configurations based on provided specifications. Conver-
sation components manage interactions with the LLM by abstracting conversation
instances and maintaining context and interaction state. A data transfer object |285|
is passed through generation steps in the Pipes and Filters implementation. It con-
tains a generation report that is built as the generation and validation progress. The
sequence of operations, such as generation, detection and validation, can be executed
sequentially or in parallel. Detection components can, for instance, check for errors
in YAML syntax, the stage order of generated pipelines, whether a generated pipeline
configuration contains code blocks or whether a pipeline stage generates artefacts. A
validation component might use the GitLab API to check whether the generated
pipeline configuration is valid. Supporting components are used, for example, to
commit the generated pipeline and its project to GitLab.

The execution flow is defined using a simple Python DSL, and an example is given
in Listing The DSL implements the Pipes and Filters pattern and specifies the
generation, detection and validation steps. The pipe definition determines the sequence
of events and connects the filters, which do the work. This structured generation flow,
with focused steps, contextual feedback, validation and retries, helps address accuracy
challenges such as Al hallucinations, which are common with LLMs [272], [273], [274].

LCF (components=[
GenerationRetry(
GenerateGitlabCIYmlFileFromSpecFile,
ParallelSuccessfulIfAllSuccessful(
L
GitlabCINoLinterIssuesDetection,
GitlabCIArtifactsCreatedDetection,
GitlabCICheckStageOrderFromSpecFile
]
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GitlabCommitGeneratedProject])
Listing 11.4: An example use of the Python DSL.

In the example in Listing [11.4] we use retry logic (GenerationRetry) to generate a GitLab
CI/CD YAML file from a specification file (GenerateGitlabCIYmlFileFromSpecFile).
We then run error detection measures in parallel (ParallelSuccessfulIfAllSuccessful):
linting the generated GitLab pipeline configuration file (GitlabCINoLinterIssuesDe
tection), verifying that the pipeline configuration creates artefacts (GitlabCIArtifa
ctsCreatedDetection), and checking that the pipeline has the correct order of stages
(GitlabCICheckStageOrderFromSpecFile). We then commit and push the generated
pipeline configuration, along with its project, to GitLab (GitlabCommitGeneratedP
roject) for execution.

11.3.5 Integration and Workflow

Figure shows how a practitioner can use our tool.

In the first step (Write Initial Pipeline Specification), the practitioner writes an
initial version of the pipeline specification for their RL project, based on the template
shown in Section The user then runs our tool on their specification file and project
(Run Tool on Project to Generate and Deploy Pipeline). Our tool uses an LLM
to generate the GitLab CI/CD pipeline configuration file from the specification, which
is then automatically committed to a GitLab repository. As the pipeline is running
(Check Pipeline Deployment and Execution), the practitioner can keep an eye
on the pipeline’s execution status (i.e. that it deployed and executed successfully) and,
if necessary, note any errors that occur. Simultaneously, the practitioner can inspect
the generated pipeline configuration (Manual Inspection of Generated Pipeline
Configuration) to verify that the pipeline configuration file is acceptable, i.e. that
there are no obvious mistakes. Suppose an error is apparent in the generated pipeline
configuration or its execution. In that case, the user can make corrections to the pipeline
specification (Minor Corrections to Pipeline Specification if Necessary) and rerun
the tool to generate a new pipeline configuration if required. Any corrections would
depend on the specific error encountered. For instance, if an environment variable was
not set or required packages were not fully specified, these would need to be added at
this stage. Thus, each refined specification version would be expected to produce more
accurate output from the LLM over several iterations.

The resulting workflow thus features an iterative feedback loop, allowing the user to
continuously refine the pipeline specification. Human-in-the-loop manual inspection and
approval help maintain accountability of the human operator. In practice, it is unlikely
that many iterations would be needed; in Section we show results that suggest
that, at least for this industry case study, one of the LLMs yielded perfect results, i.e.
it required no corrections to its output at all.
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Figure 11.3: Detailed workflow steps for a user of the tool.

11.4 Industry Case Study

11.4.1 Industry Case Study Description

This work is part of a long-term collaboration between the authors and Siemens Ak-
tiengesellschaft Osterreich, which provides solutions for Industry 4.0 CPPSs to automate
factory production. An essential requirement in industrial applications is the creation and
evolution of such pipelines at scale. This requirement is imperative for two reasons. Firstly,
CI/CD deployment requires rapid updates, including changes to the pipeline. Secondly,
numerous pipelines must be created and developed across projects for different factories.

We applied our approach to Siemens’ project using their existing repositories and
pipelines and tested it against common use cases for RLOps pipeline development. Our
evaluation is based on a project adapted from the industry case that captures the most
essential and relevant RL-specific aspects on which our tool operates. The full implement-
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ation, the pipelines studied, and our results are available in our replication package |289).
This adaptation excludes confidential implementation details, as we cannot share the
industry case’s proprietary artefacts due to intellectual property rights and confidentiality
agreements. Our solution focuses on the pipeline structure, including stages and tasks,
rather than on the details of the RL implementation or on integration with systems
that are not directly relevant to RLOps activities. The result is a pipeline specification
that encapsulates the desired pipeline structure and activities, with the minimal RL
implementation required to test our solution without compromising confidentiality.

The case study project comprises components that train RL models and a production
simulator that optimises factory production in a decentralised yet collaborative manner
between CPPUs, whilst optimising key performance indicators. At the heart of our
case study is a custom environment defined in factory_robot_env.py, which models
the environment in which a factory robot operates using the Gymnasium [290] API.
This environment features continuous observation and discrete action spaces, enabling
realistic simulation of robotic decision-making.

The agent training and evaluation process is coordinated through scripts in the file
sb3_agent.py that use Stable-Baselines3 and the Deep Q-Network [243] algorithm. These
scripts automate training, evaluate the agents’ performance across multiple episodes during
training and validate the agents’ predictions. Training hyperparameter configuration,
evaluation settings and file paths are stored in a single file, config. py, ensuring consistency
and ease of management.

To support deployment and scaling, the framework uses a Docker [33]-based workflow
defined in the Dockerfile and coordinated by the deploy. sh deployment script. Template-
based low-code CI/CD specifications, provided as input to LLMs, are available as spec. txt
files and include various pipeline stages.

Our derived case study project emulates the required pipeline stages. The test stage
lints the Python source files, then runs unit tests. The train stage trains a model and
provides it as an artefact to subsequent stages. The model_test, eval and release stages
run in parallel and utilise the model artefact provided by train. The model_test stage
validates the trained model’s predictions and output structure, whereas eval evaluates
the model based on its mean reward and standard deviation. The release stage builds a
Docker container image containing the model and an executable application that runs
it. Finally, the deploy stage deploys the model.

Unit tests in test_factory_robot_env.py, test_sb3_agent.py and test_sb3_agent
_runtime.py, help ensure reliability. These tests validate the environment’s behaviour,
agent logic and runtime execution. Linting helps maintain code quality by enforcing rules
defined in the file .pylintrc, helping enforce best practices and standards.

11.4.2 Evaluation Scenarios

We defined four sequential evaluation scenarios corresponding to use cases in a typical
development flow of a practitioner developing an RL CI/CD pipeline. In Create a New
Pipeline, an initial version of a new pipeline configuration is specified by the user and
created by the LLM based on the specification.
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For Edit the Pipeline, the practitioner makes initial improvements to the specification.
Artefacts are set to expire in one week, the model path environment variable is changed,
and the gpu-runner tag is specified in all stages except deploy.

In the subsequent scenario, Add to the Pipeline, the practitioner decides to improve
the specification by making further changes. A release stage is added to the specification,
and its corresponding source files are added to the repository. Unit tests and their
Python sources are also added, and the user specifies that the release stage should
not include a tag identifying the runner.

Finally, in the Remove from the Pipeline scenario, the practitioner decides that
the release stage does not belong in the model pipeline, so they remove it. The
practitioner also removes any release-relevant specification text and files from the
repository and tidies up the specification, removing unused environment variables and
an unnecessary configuration file.

11.4.3 Evaluation Variables

For the evaluation, we designed evaluation variables that were specific enough to be
usable in the empirical evaluation of our approach, yet general enough to be applied to
any MLOps or RLOps pipeline with minimal to no modification. We defined them in a
structured manner based on our knowledge of RLOps pipeline requirements, combining
domain-specific knowledge of RL processes and LLM applications, and decomposing
relevant aspects of RLOps pipelines into quantifiable, discrete items that reflect relevant
pipeline properties and behaviour. Siemens has verified that our evaluation variables
accurately reflect the critical aspects of RLOps pipelines in an Industry 4.0 context. The
result was 31 Boolean variables in three categories: precisely-defined generation tasks
(Table [11.1), natural language tasks (Table and runtime tasks (Table [I1.3).

The precisely-defined generation tasks are based on technical requirements that represent
objective, quantifiable standards, such as the correct selection of Python images and the
correct order of pipeline stages, which are the core functional requirements of working
CI/CD pipelines. On the other hand, natural language tasks involve fewer explicit
imperatives and instead require interpretive comprehension of context-related natural
language text, such as detecting dependency relations between jobs, and policies governing
artefact management procedures. Lastly, the runtime task evaluation variables measure
the success of pipeline execution, hence assessing whether the generated configurations
work as desired in a real pipeline run.

Even though these evaluation variables have been designed to fit the RLOps pipeline
generation space, they apply to MLOps in general, and the three categories provide a
generalisable approach to benchmarking pipeline generation performance. The variables
can be reused or extended by adapting domain-specific requirements without changing
the pipeline generation architecture and evaluation approach.
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Table 11.1: Description of Precisely-Defined Generation Tasks

FEvaluation Variable \ Description
GPI The generated script uses a correct Python image.
GAS The generated script contains all required stages.
GSO The required stages are in the correct order.
All Python requirements and the necessary Linux packages
GAR . .
are installed for all required stages correctly.
GEN All specified environment variables are set correctly.
GEV Unused environment variables were removed.
GMA Correct creation of model artefacts.
GCD Required Docker images are created correctly.
GDA All Docker artefacts are created correctly.
GRA A release stage was added.
GRU Model runtime-relevant changes were added.
GRR The release stage was removed.
11.4.4 LLMs

Our evaluation uses seven popular LLMs: OpenAI GPT-3.5 Turbo (Version 2023-06-
13), OpenAl GPT-4o0| (Version 2024-08-06), Qwen2.5 72B, Qwen2.5 Coder 32B|
Llama 3.3 70B, Code Llama 70B and DeepSeek R1 70B [286]. We ran the two
OpenAl models on [Microsoft Azure and ran the five freely available models in |Ollama
on a Cisco UCS C245 M6 server with an NVIDIA A100 80GB GPU, two AMD EPYC
7543 32-core processors and 512GB of RAM.

Using the five Ollama models is advantageous because they are free and require
low resources. In contrast, the OpenAl models cost more but are thought to perform
better according to benchmarks. We selected the LLMs from the standard benchmark
EvalPlus| [287], which is based on peer-reviewed studies and provides a leaderboard of
LLMs for code generation tasks. We chose GPT-3.5 Turbo and an enhanced version
(GPT-40), and for the free models, we selected base models (Qwen2.5 72B and Llama
3.3 70B) and coding-specific related models (Qwen2.5 Coder 32B and Code Llama 70B).
We also included DeepSeek R1 70B, as it is relatively new and popular. For the free
models, we selected only those with over one million pulls on Ollama.

We adopt an LLM-agnostic approach to ensure flexibility in switching models based on
cost, performance or future advancements in LLMs, without requiring fine-tuning. To
enable a fair comparison, all models were set to a temperature of 0.7, low enough to ensure
syntactically correct code whilst allowing varied solutions. Minimum response tokens
were set to 10 to prevent short responses, and maximum response tokens were set to the
capabilities of each model (GPT-3.5 Turbo: 4096, CodeLlama: 16000, GPT-40: 16384,
Qwen models and DeepSeek: 128000) to allow complex multi-stage pipeline configurations.
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Table 11.2: Description of Natural Language Tasks

Fuvaluation Variable \ Description ‘
NTA The train job creates artefacts in a specific directory.
NMT The model_test job needs the train job and its artefacts.
NET The eval job needs the train job and its artefacts.
NRT The release job needs the train job and its artefacts.
NRD The deploy job needs the train job and its artefacts.
NDA The deploy job provides Docker results as an artefact.

Docker in Docker (DIND) is realised, and the correct image

NDI is selected.

NAR Artefacts expire in one week.

NTD No tag is specified for the deploy job.

NTR No tag is specified for the release job.

NTO gpu-runner is specified as the tag for all other jobs.

NBS The before_script is correct for each job.

Table 11.3: Description of Runtime Tasks

Fvaluation Variable Description

RTL Linting ran successfully.

RUT Unit tests ran successfully.

RTR Model training ran successfully.

RTE Model tests ran successfully.

REV Model evaluation ran successfully.

RRE Release ran successfully.

RDP Model deployment ran successfully.

11.4.5 Evaluation

We executed each scenario three times for each LLM and calculated the average error
rate for each evaluation variable var as given by Equation [11.1}

_ 1 &y
Evar =1-— E Z;S\Z/ar (111)
1=

where n is the number of iterations (n = 3 in this case study) and S?_, is the success
rate (valued 0 or 1) for the variable var at iteration i.
We also calculated the average error rate for each evaluation variable category (precisely-

defined generation tasks, natural language tasks and runtime tasks) using Equation [11.2
1 n m
Eeat=1- — St 11.2

where n is the number of iterations (n = 3), m is the number of variables in the category
(m = 12 for precisely-defined and natural language tasks, and m = 7 for runtime tasks)
and S%7 is the success rate (valued 0 or 1) on iteration i for variable j in the category.
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As mentioned in Section the evaluation variables are Booleans. Thus, their
individual success rates for a given iteration are calculated by recording a value equivalent
to false or true: 0 (false) if the output was incorrect or a runtime error occurred and
1 (true) if the output was correct and no error occurred.

The specific checks depend on the nature of the evaluation variable: values and entries
in the generated pipeline configuration file are compared with our reference configurations,
whereas for runtime tasks, the behaviour of the different pipeline steps at runtime is
examined. For instance, for GPI (the generated script uses a correct Python
image), we recorded 0 if no Python image was specified or an incorrect one was used and
1 otherwise. For NTA (the train job creates artefacts in a specific directory), we
noted 0 if the train stage did not specify any artefacts or omitted a particular directory
and 1 otherwise. As a final example, for RTL (linting ran successfully), we recorded
0 if linting did not execute or if linting failed and 1 otherwise. The averages were later
subtracted from 1 to calculate the average error rates. The potential for bias was reduced
via cross-checking between members of the author team. No ambiguous results were
encountered due to the objective nature of the evaluation variables.

Note that this evaluation would not be performed as a regular part of the practitioner
workflow (described in Section — it is only necessary for evaluating our tool and
the performance of different LLMs. It would only need to be performed again if the
tool’s implementation changed, variables were redefined, removed or added, or other
LLMs were to be tested.

11.4.6 Results

Table summarises the best-performing LLMs with average error rates of 0. GPT-40
scored 0 for each evaluation variable. Thus, it exhibited perfect performance across all
evaluation variable categories and scenarios. Qwen2.5 Coder followed with an average
error of 0.05 and GPT-3.5 Turbo with 0.07. Qwen2.5 Coder performed well at generation
and the simpler natural language and runtime tasks, whereas GPT-3.5 Turbo excelled
at the Create and FEdit scenarios.

The worst-performing LLM overall was Code Llama, with an average error rate of 0.32,
followed by DeepSeek (0.21) and Llama 3.3 (0.1). Qwen 2.5 achieved an average error rate
of 0.09. Code Llama did not achieve an average error rate of 0 for any evaluation variable,
so it does not feature in Table It performed particularly poorly at runtime tasks.
DeepSeek struggled with runtime and natural language tasks, whereas Llama 3.3 struggled
with natural language tasks, though its average error rate of 0.1 remained acceptable.
Our replication package [289] contains full results in the various eval_results.xlsx files
in subdirectories of _evaluation/.

In summary, our approach utilised GPT-40, Qwen2.5 Coder, GPT-3.5 Turbo, Qwen 2.5
and Llama 3.3 to successfully generate GitLab CI/CD pipeline configuration files with an
average error rate of at most 0.1. Code Llama and DeepSeek, on the other hand, were
not well-suited to our current pipeline generation approach. Note that the error rates
we report in detail in our replication package [289] are likely an overestimation, as if a
pipeline stage fails, all subsequent stages are also deemed to have failed. However, in
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practice, some of them may have succeeded had the first stage not failed. For instance,
the unit tests may not have run successfully, but model deployment would have succeeded
had the pipeline execution reached that stage. Furthermore, some evaluation variables
are related, leading to multiple failures being recorded due to a single cause.

11.4.7 Evaluation Variables: Observations

Some recurring errors committed by the LLMs emerged during the evaluation. Below, we
report evaluation variables or errors that occurred more than three times and affected
the results of more than one scenario or LLM.

GAR (all Python requirements and the necessary Linux packages are in-
stalled for all required stages correctly): LLMs often ignored the instruction to
install Python requirements using the requirements. txt file, instead devising their own
set of requirements and version numbers, neglecting to install pylint or adding flags to
commands (for example, adding -user to pip install -r requirements.txt). These mis-
takes led to additional errors, such as the pylint or python commands being unavailable,
causing their respective stages to fail.

NBS (the before_script is correct for each job): The specifications dictate that
the test, train, model_test and eval stages use a globally-scoped before_script that
installs Python requirements. The release (used in the Add to the Pipeline scenario)
and deploy stages should override the before_script with a blank before_script so
as not to install any Python requirements since they are not needed for these stages.
Whilst GPT-40 succeeded in this task without fail, many generation runs for other
LLMs were unsuccessful. For instance, release and deploy often did not override the
global before_script or preceding stages were erroneously configured to do so. Another
widespread error was pylint being executed in the before_script section, even though
the LLM was not instructed to do so.

RTR (model training ran successfully) and RTE (model tests ran successfully):
The most common runtime error for variables was failure of model training and testing
due to Python requirements not being installed. This mistake was always a secondary
error caused by, for example, the incorrect Docker image being used (and consequently the
python command not being available) or the LLM not installing prerequisites specified
in the requirements.txt file.

11.5 Discussion

RQs5.3: How accurately can a low-code, template-based, modular flow approach using
LLMs generate Industry 4.0-specific RLOps pipeline configurations? Our approach was
highly effective at generating RLOps pipelines in our Industry 4.0 RLOps case study,
with low error rates. The high level of accuracy across five LLMs, including a perfect
error rate of 0 for GPT-4o, is evidenced by our empirical evaluation.

Preliminary, informal experimentation before planning, designing and implementing our
approach yielded inferior results. The strongest LLMs were unable to produce acceptable
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pipeline configurations based on detailed textual instructions. The configurations produced
in these initial attempts were consistently flawed, containing basic structural errors,
incorrect values, invalid formatting and other issues that rendered them unsuitable for
use without manual revision. These observations are consistent with results reported
in other recent related work [267], [287|.

To put the effectiveness of our approach into perspective, we informally compared it
with the traditional manual approach to developing pipeline configurations. Based on
feedback from Siemens, manually configuring similar RLOps pipelines typically takes many
hours for both experienced DevOps engineers and domain experts. Our template-based
method accurately generates pipeline configurations and validates them in around two
to three minutes once the simple low-code template is filled out.

The patterns of error we have observed in our evaluation further support the effectiveness
of our approach. The most common errors (occurring for GAR, NBS, RTR and RTE)
are mostly related to dependency installation and environment setup. The same errors
can occur during manual configuration and are hard to debug. Our approach’s ability
to establish flawless generation using GPT-40 implies that these common pitfalls can be
eliminated with an appropriate LLM. The converse holds for the traditional approach
since human error can occur regardless of expertise.

Using natural language specifications is highly beneficial in Industry 4.0, where domain
experts possess comprehensive knowledge of production processes and RL requirements but
may not have specific DevOps training. Traditional cloud-native MLOps solutions often
assume technical skill sets that are not commonly found in industrial environments, posing
an obstacle. The democratisation of RLOps deployment through our design approach
enables production engineers and data scientists to express pipeline requirements without
requiring fluency in CI/CD configuration syntax.

Our method addresses the special challenge of Industry 4.0 deployment in heterogeneous
factory systems with different constraints. Applying Siemens’ platform requires dozens of
similar yet distinct RLOps pipelines to be used and operated across heterogeneous facilities
— a fundamental scalability issue that our solution addresses. Unlike traditional approaches,
which require multiple DevOps specialists to develop multiple pipeline variants, our tool
can produce numerous variants using a single template specification, potentially decreasing
resource requirements and implementation time by orders of magnitude.

Our approach enhances quality and consistency. Manual setup is highly variable and
error-prone, leading to discrepancies across configurations. Our empirical findings indicate
that successful LLMs produce highly consistent configurations, which is essential in an
industrial context where operational efficiency requires standardised, reliable automation.

The effectiveness of our approach extends beyond the case study context. The evaluation
scenarios we defined are generalisable to other MLOps and RLOps scenarios, and the
evaluation variable categories (precisely-defined generation tasks, natural language tasks
and runtime tasks) provide a framework for evaluating effectiveness across different
pipeline generation scenarios. The robust performance across all three categories suggests
that our approach can address both the technical precision required for functional pipelines
and the interpretive complexity of real-world deployment scenarios.
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RQ5.4: How do popular LLMs perform in generating Industry 4.0-specific RLOps
pipeline configurations, and do they commit or encounter any recurring errors or chal-
lenges? Our analysis demonstrates that OpenAl’s GPT-40 model performed best across
all task types, achieving an error rate of 0 on every evaluation variable. Qwen2.5 Coder
and GPT-3.5 Turbo also performed exceptionally well. Qwen 2.5 and Llama 3.3 are also
suitable for our case study, with low variability in their error rates and high consistency,
reliability and accuracy in generating correct outputs. DeepSeek and CodeLlama did
not perform very well. Considering that all seven LLMs used identical pipeline spe-
cifications and five performed well, we do not suspect that our approach is the reason
two LLMs performed poorly. We assume it would take inordinate effort to get the two
poorest-performing LLMs to work with an average error rate of at most 0.1 to match
the worst-performing of the other five. Without a compelling reason for using DeepSeek
or CodeLlama specifically, it would unlikely be worth the effort.

Notably, standard (non-coder) LLMs often outperformed specialised code generation
LLMs. One of the main takeaways from our results is that one should not assume that
code generation LLMs will perform better than general LLMs for code generation tasks.
In this regard, our results stand in stark contrast to results reported in other work |267],
[287]. This discrepancy may have several potential sources. It may result from our
unique evaluation approach, as code generation LLMs may be overfitting to standardised
benchmark tests, and popular evaluation datasets like HumanEval can substantially
overlap with the training corpora. Another explanation may be due to differences in the
nature and complexity of the evaluated tasks. Alternatively, our template-based natural
language approach may produce differing results due to our retry logic.

Few recurring mistakes or errors were encountered. The main errors occurred during
the installation of Python requirements, setting the before_script for some stages and
running the model training and model testing stages. The latter two errors were usually
caused by the former one. GPT-40 worked perfectly, so there was no strong argument
for fixing errors to improve our results marginally.

The success of our evaluation has ramifications for scaling RLOps. The low error
rates achieved by multiple LLMs on different platforms and from different vendors
mean organisations are not tied to a single LLM provider, providing flexibility for cost
optimisation and risk mitigation. The template-based specification enables the capture and
reuse of knowledge across projects, allowing organisations to build libraries of validated
pipeline patterns for new deployments.

11.6 Threats to Validity

In this section, we discuss threats to validity according to Wohlin et al. [85].
Construct Validity The effectiveness of natural language-based specification compon-
ents depends heavily on users’ correct specifications. The validity of the results could be
affected when human inputs vary, leading to inconsistent outputs. We conducted multiple
runs with different LLMs and scenarios to smooth out unexpected outcomes.
External Validity The single RL industry case we examine may not be transferable
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to other industrial projects. Our limited access to RL projects in the industry could lead
us to miss relevant pipeline engineering and RLOps practices. However, our analysis of
the relevant practitioner literature and discussions with Siemens suggest that the use of
RL in this study is typical, which mitigates this threat to external validity.

Internal Validity Our results depend on the completeness of the specification template,
the correctness of completed specification template instances and the LLMs’ interpretations
of the provided specifications. Our template demonstrates both sufficient generality and
specificity to produce correct results across multiple LLMs, as evidenced by the evaluation.

Conclusion Validity The results of our experiments rely on a single case study
and a limited number of use cases. Broadening the study’s scope by including more
industry projects and use cases could strengthen the validation of our approach and
conclusions. Since we have limited access to industry projects, we addressed what we
could by creating use cases similar to CRUD (create, read, update and delete) operations
and conducting evaluations with multiple LLMs.

11.7 Conclusion and Future Work

Our study presents an approach to automatic pipeline configuration in Industry 4.0
that breaks new ground in the field. Our work includes contributions that combine
correct pipeline configuration generation from our template-based implementation with
rigorous empirical evaluation of our tool and popular LLM capabilities to transform
template-based specifications into RLOps CI/CD pipeline instances.

Our tool reduces the need for specialist DevOps knowledge by providing templates
that guide users, eliminating the need to learn how to write and debug GitLab pipeline
configurations directly. It can also potentially address bottlenecks in RLOps CI/CD
pipeline development, reducing development time.

We identified common errors that different LLMs make when generating RLOps
pipelines, which can guide practitioners in improving communication with LLMs when
implementing an approach like ours. A key takeaway is that the limitations of the poorly
performing LLMs do not appear to be due to ambiguity or lack of detail in the pipeline
specifications, since most LLMs performed satisfactorily.

Our work fills an urgent gap in the literature, presenting the first empirical evidence of
the systematic generation of RLOps pipelines for Industry 4.0. Its implications extend
to the broader Al engineering community. Our empirical findings offer methodological
insights for AI engineering research, particularly regarding the selection of LLMs for
infrastructure code generation tasks. The surprising result is that general-purpose
LLMs often outperform code-specialised models for this domain. The transferability of
our evaluation framework provides a reusable methodology for assessing the quality of
automated code generation in other DevOps contexts, including infrastructure-as-code,
containerisation and cloud deployment automation. This transferability results in a
practical research tool for future studies in Al-assisted software engineering.

Future work would involve further integrating our approach into Siemens’ system, adding
improved model life cycle management patterns and practices to generated pipelines,
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and assessing the effectiveness when encountering new pipeline and project features. We
also plan to test our approach in a user study, comparing it with manual creation of
CI/CD pipeline configurations.
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12 Conclusion

12.1 Research Questions Revisited

In Sections and we outlined research problems RP;-RP5 and corresponding
research questions RQ1-RQs5 respectively. Below, we revisit each research question and
summarise how it was addressed by the research contributions RC;-RCig described
in Section and publications P1-P1g respectively.

Research Question 1 (RQ;)
What ADDs, options, decision drivers and relations are relevant for the ML workflow
and deployment when productionising ML models?

RQ1.1 Which ADDs are available to choose from in the context of the ML workflow,
and what are their corresponding decision options?

RQi1.2 What are the relations between these decisions and their decision options?
RQi.3 Which decision drivers (forces) are relevant to the decision options?

RQi.4 Which ADDs are available to choose from in the context of deployment for
ML, and what are their corresponding decision options?

RQi1.5 What are the relations between these decisions and their decision options?

RQi.6 Which decision drivers (forces) are relevant to the decision options?

In Chapter [2] we investigated which ADDs shape the ML workflow by analysing 29
practitioner-oriented grey-literature sources with Straussian Grounded Theory. We coded
the material into an ADD model containing 10 decisions, 43 decision options and 30
decision drivers, covering areas such as data processing automation, feature storage,
batched vs streamed data processing, ingestion modes, pipeline triggering, model-building
pipelines and AutoML. These decisions and forces were formalised in a Python-based
metamodel and expressed as UML diagrams, giving a structured view of the design space
and the relations between decisions and options. We used theoretical saturation and
traceability from options and drivers back to the 29 sources as the main evidence that the
model captured practitioners’ current practices and thus addressed the research questions.

Chapter [3] examined ADDs specific to deploying ML systems by applying Straussian
Grounded Theory to 35 grey literature sources. From this corpus, we derived an ADD
model with seven deployment decisions, 26 decision options and 44 decision drivers,
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formalised in Python with generated UML diagrams and tabular summaries. The
decisions include how far to automate deployment (from no automation through scripts to
CI/CD), how to structure integration and delivery, what tasks a delivery pipeline should
perform, how to trigger pipelines, how to version data, how many model versions to run
and whether and when to adopt MLOps. By mapping each option and decision driver
back to concrete evidence in the source set and discussing usage scenarios and threats to
validity, we showed how this model supported reasoning about deployment trade-offs.

Research Question 2 (RQ2)

To what extent do MLOps practices and ADDs apply to training strategies and
architectures in RL systems, particularly within CPPSs?

RQs.1  Which patterns and practices do practitioners currently use for training
strategies in RL architectures?

RQ2.2 What are the relations between existing training patterns and practices?
Specifically, which ADDs are pertinent when designing RL systems?

RQ2.3 What are the influencing factors (i.e. decision drivers) in architecting RL
systems in the eyes of the practitioner today?

RQs2.4 To what extent are known ML and RL ADDs applicable to RL in a CPPS
context?

RQs.5 Which ADD decision options typically used in ML and RL apply directly to
a real-world CPPS that utilises RL?

RQ2.6 Is it necessary to adapt ADD decision options typically used in ML for use
with RL in a CPPS context?

In Chapter [l we focused on ADDs for training strategies in RL systems, analysing
33 practitioner sources with a model-based Straussian Grounded Theory method. The
resulting ADD model encapsulated six top-level decisions, 29 decision options and 19
decision drivers, covering issues such as model architecture, RL model training, RL
checkpoints, transfer learning in RL, RL distribution strategies and RL hyperparameter
tuning. These elements were coded in Python, with explicit relations between decisions
and options. By tracking when additional sources no longer introduced new decision or
relation types and by checking coverage across all 33 sources, we argued that this model
adequately reflected current RL training practice and thus directly addressed questions
about prevalent patterns, their relationships and their influencing forces.

Our case study of Chapter |5| investigated how ML/RL decision models from the
preceding three chapters transferred into an Rl-based CPPS by reusing our existing
catalogue of 22 decisions and 86 decision options. We examined 15 project artefacts from
a single Industry 4.0 RL system — source code, CI/CD pipelines, informal documentation
and UML diagrams — and modelled the system using a Python metamodel and UML
component and pipeline views, then systematically mapped each of the 22 decisions and
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86 options onto concrete elements of the case. Each decision and option was classified
as used as-is, used in adapted form for RL, not present, or not applicable, and these
classifications were cross-checked amongst the authors and validated with the industrial
partner. The resulting counts per category made it clear which parts of the MLOps/RL
catalogue carried over unchanged, which required RL-specific adaptations, which did not
occur and which did not apply in this RLOps setting, thereby answering the research
questions on transferability and gaps.

Research Question 3 (RQ3)

To what extent do semi-formal MLOps, DL and RL architecture models and diagrams
enhance the understandability of MLOps, DL and RL-based systems for developers?

RQs.1 How does the exclusion or inclusion of semi-formal MLOps system diagrams
affect the accuracy with which participants assess their performance in the
context of their perceived task correctness?

RQg3.2 7o what extent does the provision of semi-formal architecture models, in
addition to system source code, improve the understandability of DL and RL
patterns and practices?

In Chapter [6] we investigated whether semi-formal UML-based models improved the
understandability of MLOps architectures by modelling three real-world MLOps systems
from major cloud providers and conducting a between-subject controlled experiment with
63 participants. For each system, we produced component and pipeline diagrams based
on our metamodel. We paired them with the providers’ original informal descriptions,
then randomly assigned participants to either a control group that saw only the informal
material or an experimental group that saw both the informal and UML views. Participants
completed architecture-understanding tasks for the three systems, whilst we measured
task correctness and duration as dependent variables. Using robust statistical tests, we
found statistically significant improvements in correctness for the UML-diagram group,
no significant increase in task duration and a significant correlation between time and
correctness only when the semi-formal UML diagrams were present, thereby addressing
the hypotheses about effectiveness and efficiency.

Chapter [7] described a study examining how semi-formal models affected understanding
of DL and RL practices by running a within-subjects experiment with 158 software
engineering students across two systems (one DL and one RL). Each participant solved
tasks under two conditions (source-code-only versus source-code-plus-UML-models). We
recorded correctness, completion time and self-reported confidence for each. For the
DL tasks, the control condition achieved an average correctness of 0.7121, compared
with 0.7759 when models were provided, whilst average task durations were 1571.62
seconds versus 1763.85 seconds, a difference that was not statistically significant; for
the RL tasks, the averages were 0.6808 versus 0.6612 in correctness and 1883.80 versus
1925.46 seconds in duration, again without significant time differences. These quantitative
results, analysed with appropriate non-parametric tests, showed that models significantly
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improved understanding for the DL system but not for the RL system, clarifying when
such representations help.

Research Question 4 (RQy4)

How can conformance to MLOps and RL ADDs and best practices - particularly
automation support and RL training methods - be objectively assessed and automated?

RQ4.1 How can MLOps systems’ support for the core quality aspect of automation
be assessed in the context of ADDs and their respective decision options?

RQ4.2 What types of metrics can be applied to evaluate these levels of support, and
how effective are they?

RQ4.3 How effectively can LLMs assess best practices in RL training pipelines
compared to heuristic-based code detectors?

RQ4.4 What are the key architectural rules required for compliance with the best
practices for checkpoints, hyperparameter tuning, training/agent configura-
tion and single vs multi-agent RL in RL-based systems?

Chapter [8| proposed a model-driven and metrics-based approach to assessing automation
as a quality aspect in MLOps architectures by combining earlier decision models with a
new empirical dataset of 22 system architectures. We selected three automation-related
ADDs (“How to Automate Integration and Delivery in an ML Context?”, “How to Trigger
a ML Pipeline or Orchestrator?” and “How to Automatically Process the Data Used
for Model Building?”) and modelled 22 vendor MLOps systems and system variants
against a shared metamodel, then manually rated each system on an ordinal scale to
create a ground truth. On this basis, we defined and implemented detectors for new,
technology-independent metrics over the models and built three ordinal regression models
— one per ADD — to predict the manual ratings from metric combinations. The regression
results showed high predictive accuracy for all three ADDs, demonstrating that a relatively
small set of basic metrics over 22 systems was sufficient to approximate manual judgements
of automation support and thereby answer the research questions.

In Chapter [0 we explored rule-based assessment of RL training practices by defining
31 architectural rules and evaluating detectors across one industrial RL-based CPPS and
10 open-source RL projects. We derived the 31 rules — for checkpoints, hyperparameter
tuning, training configuration and agent configuration — then implemented two detector
types: heuristic pattern-matchers and LLM-based detectors, with each rule corresponding
to a detector implementation. Applying each detector type across the 11 case studies, we
measured precision, recall and Fj-scores per rule group and case study; for the industrial
system, for example, LLM-based detectors achieved Fj-scores of 0.933 for checkpoint
rules, 0.909 or hyperparameter-tuning rules and 0.909 for training/agent-configuration
rules, compared with 0.545, 0.8 and 0.667, respectively, for heuristics. These quantitative
comparisons showed that LLM-based assessment consistently achieved higher recall and F}
scores across many settings, especially for complex code patterns, thereby addressing the
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research questions about effectiveness relative to heuristics and the concrete rules required.

Research Question 5 (RQ5)

How accurately can LLM-powered low-code approaches generate and validate correct
MLOps/RLOps pipeline configurations for RL workflows, particularly in Industry 4.0
contexts?

RQs.1 How accurately can a low-code, template-based modular flow approach —
leveraging LLMs for generation and validation — produce correct MLOps
pipeline configurations for RL?

RQs5.2 How accurately do different LLMs generate MLOps pipeline configurations
for RL, and what are their limitations?

RQs.3 How accurately can a low-code, template-based, modular flow approach using
LLMs generate Industry 4.0-specific RLOps pipeline configurations?

RQs5.4 How do popular LLMs perform in generating Industry 4.0-specific RLOps
pipeline configurations, and do they commil or encounter any recurring
errors or challenges?

Chapter examined how low-code techniques and LLMs could generate MLOps
pipelines for RL systems by combining template-based design with an empirical evaluation
over seven LLMs and three open-source RL projects. We decomposed the RL MLOps
workflows of the three projects into modular filters and a coordinating pipeline, defined
pipeline specifications, and asked seven different LLMs to generate configurations from
these templates. We then calculated an average configuration error rate of 0.187 across all
models. In the initial run, OpenAl GPT-40 produced the lowest error rate at 0.09, followed
by Qwen2.5 Coder at 0.15, whilst other LLLMs exhibited higher rates. We then refined the
templates and implementation based on these observed errors. Re-evaluating the improved
setup with GPT-40 alone yielded an error rate of 0 in the reported experiments, showing
that with suitable templates and a strong LLM, the low-code approach could generate
perfectly correct pipelines for the three RL projects and thus meet the research goals.

Finally, Chapter [I1] extended the low-code and LLM-assisted pipeline generation
approach to RLOps in Industry 4.0 by modelling RLOps workflows with a Pipes-and-Filters
architecture and empirically comparing seven LLMs across four representative RLOps use
cases. We defined template-based specifications for typical RLOps concerns — training,
testing, deployment and monitoring — and used the seven LLMs to produce concrete
pipeline configurations for the four use cases derived from a smart factory CPPS. The
generated pipelines were executed end-to-end, and we recorded configuration and runtime
errors per LLM and use case, allowing us to compare error profiles and to identify
which models consistently produced correct, executable pipelines. Our method achieved
perfect results, showing that with suitable LLM choices, error rates were low enough to
support the reliable automated creation of RLOps pipelines, reducing manual DevOps
effort and addressing the research questions about feasibility and effectiveness in an
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Industry 4.0 context.

12.2 Overarching Approach Revisited

In Section we described our overarching approach. We noted that some of the
solutions we developed in early studies, as part of our overall approach to address the
research problems described in Section could be enhanced by recent advances in
AI. This section discusses how Al could potentially enhance certain manual aspects
of our overarching approach.

ML models can now scan technical documentation, find architectural patterns and
decisions made in the design, and group system elements based on source code and
architectural diagramsﬂﬂ Recent studies show that LLMs and generative Al can signific-
antly improve Grounded Theory analysis by automating coding, finding patterns, and
extracting themes without compromising the accuracy of qualitative work. For example,
Ubellacker [291] describes AcademiaOS, an initial attempt to automate Grounded Theory
using LLMs by applying LLMs’ understanding, generation and reasoning capabilities to
augment humans in qualitative research. Yue et al. [292| apply ChatGPT-4 Turbo to
Grounded Theory and describe how LLMs can enhance the efficiency of text coding and
qualitative analysis in Grounded Theory. When gathering Architectural Knowledge
(RC1-RCy), rather than periodically performing manual Grounded Theory and content
analysis studies, which can be time-consuming, we could reduce manual work by using Al
tools to implement alternative solutions. An advantage is that this knowledge-gathering
step could be more easily automated within a CI/CD pipeline. The gathered knowledge
could be automatically updated as necessary and used in later CI/CD steps that imple-
ment our approach and utilise it, such as in RC5-RCg (Architectural Modelling),
RC7-RCg (Architectural Conformance) and RCg-RCjg (Pipeline Generation).

LLMs can now build structural and behavioural models for systems without relying
on human-written code. Latest findings also suggest that LLMs now enable systems to
be modelled automatically, for example, with [SysML diagrams, thereby reducing the
need for manual work. Apvrille and Sultan [293| describe how LLMs can make sense of
natural-language descriptions and generate content that fits predefined formats, thereby
supporting the automation of model generation. They introduce a framework that en-
ables LLMs to automatically construct structural and behavioural SysML diagrams from
system specifications. Architectural Modelling (RC5-RCg) is currently a manual
process in which the practitioner models the system architecture in Python using our
extensible MLOps/RLOps metamodel. This formal system model can then be processed
in later stages of the pipeline, for instance, during the Architectural Conformance
(RC7-RCyg) checks. Rather than generating models directly, we envision an enhanced
solution that utilises generative Al to write Python code and update our Codeable Mod-
els 78] metamodel and formal system architecture models. This automated stage could
dramatically reduce the initial required modelling effort in the early stages of a project

https://www.westat.com/machine-learning-nlp

2 https://mindthegraph.com/blog/automated-content-analysis
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and subsequent updates to the model. Optionally, the tool could subsequently generate
UML visualisations from the Python models using PlantUML [79] as it currently does.

RC7 (Architectural Conformance for MLOps Systems) substantially reduces
the need for manual assessment of MLOps/RLOps architectures for conformance to known
ADDs and decision options and allows for automation in a CI/CD pipeline. However,
some manual effort is still required to implement the detectors that analyse the models
and the metrics that evaluate the support for quality aspects based on the applied decision
options. An upgraded solution could use LLMs similarly to our implementation of RCg
(Architectural Practices Conformance Check for RL) — which is already integrated
into Siemens’ RLOps pipeline as-is — by examining the Python models generated using
techniques from RCs-RCg (Architectural Modelling) based on the Architectural
Knowledge from RC;-RCy4 (Consolidation of Architectural Knowledge). Indeed,
recent related work describes the application of LLMs to architectural conformance
checking. Keshri et al. [294] present a novel system for verifying code implementations
against the algorithms and methodologies from corresponding research papers. Lewis
et al. [295] use retrieval-augmented generation to extract relevant details from research
papers and code repositories and compare them using LLMs to reduce manual effort,
enhance research credibility and advance the state of the art in code verification.

12.3 Open Research Challenges

In collaboration with Siemens, we have identified several research challenges that require
attention and corresponding architectural solutions. Owing to the combination of ML, RL
and Industry 4.0 technologies, the challenges posed in software architecture require new
solutions. This section examines four significant challenges in building reliable, scalable
architectures for intelligent manufacturing systems and how Al may help address them.

Model Versioning for RL in CPPSs

Challenge Traditional methods for managing model versions are not suited to RL in
smart factories due to agents’ continuous learning, which calls for more advanced tools to
oversee model updates, track policy changes and update models to fit the smart factory
environment whilst maintaining operational stability. Difficulties arise when several agents
are distributed across different parts of a production line and require simultaneous, jointly
managed version updates and rollbacks.

Strategy In our prior work, we noted the use of a hybrid MLOps-RLOps solution that
updates model registries with RL policy metadata, exploration strategies and environment
interaction history [9]. Solutions involve using distributed version control to track model
parameters and learned policies, as well as implementing rollback mechanisms [296].
Al-powered automated version management might choose the most effective model using
Al meta-learning techniques, analysing prior performance records and the current context.
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Communication Protocols for RL in Industry 4.0

Challenge Current communication schemas, such as the Model Context Protocol (MCP) E],
whilst useful for Al-tool interactions, do not cover the necessary architectural designs used
in industrial fields, where critical operations, real-time constraints and legacy systems
dominate. Protocol implementations primarily handle desktop applications and simple Al
assistants. They do not meet the industry’s needs, which require reliability, rigid response
times and compatibility with current manufacturing systems.

Strategy One strategy is to work on system architectures built for industry, adding
real-time guarantees, secure authentication and manufacturing-oriented MCP-like protocol
architecturebﬂ A solution could build federated networks that cross multiple security
domains in a factory, use special tools for data transfer over industrial networks and
facilitate interoperability of networks with other popular industrial protocols. Al could
also help facilitate protocol optimisation as networks and production environments evolve.

Agentic Al Architecture for CPPSs

Challenge Using agentic Al in CPPSs means building architectures that can handle
complex decisions on their own, whilst making sure the Al is secure, reliable and works with
previous control systems |297]E]. Currently, agentic systems mainly concentrate on software
environments and fail to include industry-relevant error handling, latency assurances
and reliability guaranteesﬂ It is essential to ensure that the changing behaviours of
autonomous agents do not disrupt the orderly operations of manufacturing [148|.
Strategy A strategy could emphasise architectures that ensure safety-related functions are
under separate control from autonomous agents, by using advanced verification techniques
for agentic systems and by developing hybrid human-agent supervision models [297]. Some
ways to reduce risks are to precisely define agent and human responsibilities, standardise
interfaces between agent systems and industrial controls, and to include continuous
monitoring and intervention methods [296|. Al-assisted architectural optimisation could
influence agent autonomy, given the risks and outcomes in production.

Support for RL in CI/CD Pipelines

Challenge Existing frameworks for CI/CD fail to adequately support RL systems since
they do not support many of the unique needs of RL, like those described in the challenges
above (versioning for RL models, support for RL communication protocols and agentic
AT systems). The need is for CI/CD pipelines that understand complex deployment
environments and can learn from system evolution [296], as traditional software deployment
methods do not consider the unique demands of learning and adaptation after release [9].
Strategy One strategy is to build multi-step deployment systems for RL artefacts, create
automated systems to test agent capabilities and design monitoring tools that notice drift

3
4

https://www.anthropic.com/news/model-context-protocol
https://www.linkedin.com/pulse/securing-model-context-protocol-mcp-architecture-best-s
rivastava-véhgf
https://techcommunity.microsoft.com/blog/machinelearningblog/baseline-agentic-ai-systems
~architecture/4207137

https://www.ibm.com/think/topics/agentic-architecture
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12.4 Summary

in production environments [296]. Al-supported pipeline configuration could bootstrap
the appropriate deployment methods based on the model type, risks and production
needs, with feedback loops that enhance the system in controlled production settings [9].

12.4 Summary

This doctoral thesis describes our systematic approach towards supporting practitioners in
developing ML, and RL-based systems, particularly for Industry 4.0 CPPSs. We outlined
five research problems and how we addressed them through Straussian Grounded Theory-
based grey literature studies, the development of a novel ADD metamodel in Python,
an exploratory industry case study on an Industry 4.0 CPPS, the development of a
novel, formal metamodel for modelling ML and RL-based systems, controlled experiments
testing whether providing semi-formal system and architecture representations as UML
diagrams helps understanding of MLOps system architectures compared to informal
system architecture diagrams, methods for automatically checking conformance of MLOps
architectures to known ADDs, the assessment of conformance to RL best practices in
RL code using LLMs and the generation of MLOps and RLOps pipeline architecture
using low-code and LLMs. We showed where we have already applied Al techniques and
described how we could further enhance our approach with Al

Using our approach in CI/CD pipelines helps automate much of the process. Still,
some significant open challenges remain: advanced methods for versioning models for
distributed RL agents, effective communication protocols for industrial applications, the
safe integration of agents into Al systems, and of RL into CI/CD pipelines. We described
these four open challenges and possible strategies to address them. Future work should
address the identified open challenges and further automate our approach in collaboration
with industry partners. Our research provides a foundation for intelligent solutions that
can continually adapt to meet the dynamic demands of modern production systems,
ultimately facilitating the implementation of functional Al in industry when architecting
and engineering ML and RL-based systems.
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