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Abstract

Microservices are increasingly emerging as the predominant approach for developing
software in the cloud and service-oriented computing. Service meshes have been introduced
as specialized infrastructure to oversee networks of containerized microservices, addressing
challenges such as complexity, manageability, and interoperability, particularly in extensive
microservice architectures. Regrettably, there is currently a lack of specific architectural
guidance for designing microservices and selecting technology options within a service
mesh. Consequently, there exists significant uncertainty surrounding the design and

utilization of microservices within a service mesh environment today.

On the other hand, numerous API patterns and best practices have been developed
to enhance the quality attributes of microservices-based architectures, including Rate
Limiting and Circuit Breaking, aimed at improving reliability, availability, scalability, and
performance. While estimates regarding these properties would be beneficial, especially
in the early stages of architectural design, the true impact of these patterns on such
properties has not yet been rigorously examined. Request Bundle is one such pattern
aimed at enhancing performance. While the pattern offers significant performance
improvements, it can also entail notable drawbacks such as heightened development
effort and application complexity. To date, there is a scarcity of rigorously acquired
knowledge to assess whether implementing Request Bundle justifies the costs within
a given Microservice architecture. Moreover, there has been no comprehensive study
measuring the impact of these techniques and their combinations in specific configurations,
particularly within a large distributed system workload setting.

In this thesis, we first conducted a qualitative, in-depth study of existing practices in
the service mesh domain, utilizing a model-based approach. We systematically examined
40 reports of established practices from practitioners. Our study resulted in a rigorously

specified, reusable architectural decision model. Within this model, we identified 14
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Abstract

architectural design decisions, comprising 47 decision outcomes and influenced by 77

decision drivers in total.

After that, we thoroughly study the Rate Limit pattern by introducing an analytical
model that takes into account specific workload configurations and predefined rate limits,
accurately predicting the success and failure rates of backend services. Additionally, the
model offers a method for adaptively fine-tuning rate limits. We utilized service meshes
to set up the backend infrastructure, configure various workload scenarios, and facilitate
monitoring and data collection. We conducted two extensive data experiments to validate
the model and assess the impacts of rate limiting. The first experiment was conducted
on a private cloud to minimize latency and potential biases, while the second was carried

out on the Google Cloud Platform to test the model in a realistic cloud environment.

To study the Request Bundle pattern, we also opted for a service mesh-based infra-
structure due to its capability to facilitate rapid and dynamic deployment of various
versions of the same microservice. This significantly reduced the time and effort required
to experiment with different pattern configurations. To assess the performance impact
of request bundling, we developed a regression model and conducted a multivariate
regression analysis. These selected regression models offer distributed system engineers
and architects a means to estimate performance improvement in round-trip time, both
with and without request bundling. The approach outlined can be adapted to other Mi-
croservice architectures or utilized to investigate other performance-related Microservice

patterns.

Furthermore, we conduct experimental research to investigate the effects of combining
the above patterns with Load Balancing. We base our study on a realistic, third-party
microservice-based application deployed both in a private cloud environment and on
the Amazon Web Services (AWS) cloud, employing 130 different configurations. Each
configuration is executed 500 times in the private cloud, totaling over 4500 hours of
runtime, and 200 times on AWS, totaling more than 3900 hours of runtime. The
complexity of experimenting with such compound scenarios is made feasible by leveraging
a service mesh-based infrastructure, which furnishes the necessary tools and functionalities
to implement and monitor various combinations of these API patterns. We develop
regression models from the collected data to predict the performance and reliability

impacts of combining these techniques and patterns.
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In addition to the specific analyses presented in this study, we propose a general and
largely automated method that can be iteratively employed to evaluate similar techniques
and patterns for their quality properties and a benchmark suite founded on a realistic
open-source microservice application deployed on the service mesh-based infrastructure.
This suite facilitates the automatic generation of comprehensive decision tree models. Sub-
sequently, these models are analyzed to formulate API design recommendation algorithms
aimed at enhancing API operations in terms of performance and reliability. These
algorithms are stored in catalogs for future reuse. This API recommendation pipeline
presents the basis for attaining self-adaptation and automation of API configuration and

settings optimizations.






Kurzfassung

Microservices werden zunehmend als der vorherrschende Ansatz zur Entwicklung von
Software in der Cloud und im serviceorientierten Computing angesehen. Service-Meshes
wurden als spezialisierte Infrastruktur eingefiihrt, um Netzwerke containerisierter Mi-
croservices zu iiberwachen und Herausforderungen wie Komplexitét, Verwaltbarkeit und
Interoperabilitdt anzugehen, insbesondere in umfangreichen Microservice-Architekturen.
Bedauerlicherweise fehlt derzeit eine spezifische architektonische Anleitung zur Gestaltung
von Microservices und zur Auswahl von Technologieoptionen innerhalb eines Service-
Meshes. Folglich besteht heutzutage erhebliche Unsicherheit hinsichtlich der Gestaltung

und Nutzung von Microservices innerhalb einer Service-Mesh-Umgebung.

Andererseits wurden zahlreiche API-Patterns und bewéahrte Verfahren entwickelt, um
die Qualitdtseigenschaften von auf Microservices basierenden Architekturen zu verbessern,
darunter Rate Limiting und Circuit Breaking, die darauf abzielen, Zuverléssigkeit, Verfiig-
barkeit, Skalierbarkeit und Leistungsfahigkeit zu verbessern. Wéahrend Einschidtzungen zu
diesen Eigenschaften insbesondere in den frithen Phasen der architektonischen Gestaltung
niitzlich waren, wurde der tatsdchliche Einfluss dieser Patterns auf solche Eigenschaften
bisher nicht griindlich untersucht. Request Bundle ist ein solches Pattern, das die Leistung
verbessern soll. Obwohl das Pattern erhebliche Leistungsverbesserungen bietet, kann es
auch bedeutende Nachteile wie erhéhten Entwicklungsaufwand und Anwendungskomplex-
itdt mit sich bringen. Bisher gibt es nicht genug griindlich erworbenes Wissen um zu
bewerten, ob die Implementierung von Request Bundle die Kosten in einer gegebenen
Microservice-Architektur rechtfertigt. Dariiber hinaus liegt bisher keine umfassende
Studie vor, die den Einfluss dieser Techniken und ihrer Kombinationen in spezifischen

Konfigurationen, insbesondere innerhalb eines groflen verteilten Workload-Systems, misst.

In dieser Arbeit fiihrten wir zunéchst eine qualitative, eingehende Untersuchung der

bestehenden Praktiken im Bereich des Service Meshes durch, wobei wir einen modell-
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Kurzfassung

basierten Ansatz verwendeten. Wir untersuchten systematisch 40 Berichte etablierter
Praktiken von Praktiker*innen. Unsere Studie fiihrte zu einem griindlich spezifizierten,
wiederverwendbaren architektonischen Entscheidungsmodell. Innerhalb dieses Modells
identifizierten wir 14 architektonische Entwurfsentscheidungen, die 47 Entscheidung-

sergebnissen und insgesamt 77 Entscheidungsantrieben unterliegen.

Anschlielend untersuchten wir das Pattern Rate Limit griindlich, indem wir ein ana-
lytisches Modell einfithrten, das spezifische Arbeitslastkonfigurationen und vordefinierte
Rate Limits berticksichtigt und die Erfolgs- und Ausfallraten von Backend-Services genau
vorhersagt. Dariiber hinaus bietet das Modell eine Methode zur adaptiven Feinabstim-
mung von Rate Limits. Wir nutzten Service-Meshes, um die Backend-Infrastruktur
einzurichten, verschiedene Arbeitslastszenarien zu konfigurieren und Uberwachung und
Datensammlung zu erleichtern. Wir fithrten zwei umfangreiche Datenexperimente durch,
um das Modell zu validieren und die Auswirkungen der Rate-Limitierung zu bewerten.
Das erste Experiment wurde in einer privaten Cloud durchgefiihrt, um Latenz und po-
tenzielle Bias-Effekte zu minimieren, wihrend das zweite auf der Google Cloud Platform

durchgefithrt wurde, um das Modell in einer realistischen Cloud-Umgebung zu testen.

Um das Pattern Request Bundle zu untersuchen, entschieden wir uns ebenfalls fiir eine
Service-Mesh-basierte Infrastruktur, da sie die schnelle und dynamische Bereitstellung
verschiedener Versionen desselben Microservices erméglicht. Dies reduzierte die Zeit und
den Aufwand, um verschiedene Patternkonfigurationen auszutesten, signifikant. Um
den Leistungseinfluss des Request Bundlings zu bewerten, entwickelten wir ein Regres-
sionsmodell und fiihrten eine multivariate Regressionsanalyse durch. Diese ausgewéhlten
Regressionsmodelle bieten verteilten Systemingenieur*innen und -architekt*innen eine
Moglichkeit, die Leistungsverbesserung in der Round-Trip-Zeit zu schétzen, sowohl mit
als auch ohne Request Bundling. Der skizzierte Ansatz kann an andere Microservice-
Architekturen angepasst oder genutzt werden, um andere leistungsbezogene Microservice-

Patterns zu untersuchen.

Dartber hinaus fiihrten wir experimentelle Forschung durch, um die Auswirkungen
der Kombination der oben genannten Patterns mit Load Balancing zu untersuchen. Wir
basierten unsere Studie auf einer realistischen, auf Drittanbieter-Microservices basier-
enden Anwendung, die sowohl in einer privaten Cloud-Umgebung als auch in der Amazon

Web Services (AWS) Cloud bereitgestellt wird und 130 verschiedene Konfigurationen ver-
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wendet. Jede Konfiguration wurde 500 Mal in der privaten Cloud ausgefiihrt, insgesamt
iiber 4.500 Stunden Laufzeit, und 200 Mal in AWS, insgesamt mehr als 3.900 Stunden
Laufzeit. Die Komplexitdt des Experimentierens mit solchen komplexen Szenarien wird
durch die Nutzung einer Service-Mesh-basierten Infrastruktur erméglicht, die die erforder-
lichen Tools und Funktionalititen zur Implementierung und Uberwachung verschiedener
Kombinationen dieser API-Patterns bereitstellt. Wir entwickelten Regressionsmodelle
aus den gesammelten Daten, um die Leistungs- und Zuverléssigkeitsauswirkungen der
Kombination dieser Techniken und Patterns vorherzusagen.

Zusétzlich zu den spezifischen Analysen in dieser Studie schlagen wir eine allgemeine
und weitgehend automatisierte Methode vor, die iterativ eingesetzt werden kann, um
dhnliche Techniken und Patterns hinsichtlich ihrer Qualitdtsmerkmale zu bewerten, sowie
eine Benchmark-Suite, die auf einer realistischen Open-Source-Microservice-Anwendung
basiert, die auf der Service-Mesh-basierten Infrastruktur bereitgestellt wird. Diese Suite
erleichtert die automatische Generierung umfassender Entscheidungsbaummodelle. Im
Anschluss werden diese Modelle analysiert, um Algorithmen zur API-Designempfehlung
zu formulieren, die darauf abzielen, die API-Operationen hinsichtlich Leistung und
Zuverléssigkeit zu verbessern. Diese Algorithmen werden in Katalogen fiir zukiinftige
Wiederverwendung gespeichert. Diese API-Empfehlungspipeline bildet die Grundlage fiir
die Erreichung von Selbstanpassung und Automatisierung der API-Konfiguration und

der Optimierung von Einstellungen.
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Part I
Research motivations and strategy






1 Introduction

1.1 Background

API stands for Application Programming Interface, which, as the name suggests, allows
access to applications through predefined methods, including parameters and desired
outcomes. Many technologies (including REST D have implemented this paradigm as
an efficient and secure way to provide different services for API clients. As APIs have
become the central point of communication between clients and servers, they have come
up with many challenges regarding various quality properties, including performance and
reliability.

Microservice originated from concepts already introduced in service-oriented architec-
tures, including loose coupling and separation of concerns. Each microservice is a small
containerized virtual machine that provides specific services related to its predefined
domain through a set of APIs. The interaction between microservices should be minimal
and only made through asynchronous API calls. Usually, each of these microservices runs
its own database, but they can also share one shared database, which could considerably
degrade performance and increase complexity.

API Gateway E] is a related paradigm introduced as a secure and efficient way to access
APIs. It also ensures a high degree of interoperability between API clients and servers.
However, API Gateways are usually regarded as single points of failure and have too
much dependency on the backend, especially in highly volatile environments such as
microservices and cloud-based architectures. Those architectures have the particularity
of frequent change and evolution; thus, API Gateways have to cope with such changes

dynamically and quickly, making the complexity even higher.

"https://www.ibm.com/topics/rest-apis
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Figure 1.1: Microservices API Architecture

Service mesh is a new concept that has emerged with the widespread adoption of
microservices-based architectures. As described more in detail in Chapter {4} it is a
dedicated layer that manages such complex and large infrastructures. Instead of having
one API Gateway, service meshes provide a microgateway or Service Proxy for each
microservice in addition to the traditional API Gateway or Front Proxy. This design not
only prevents the API Gateway from being overloaded but also provides a multi-level

and multi-granularity control of the incoming traffic.

Figure |1.1) shows the typical architecture that comprises the concepts described above.
This architecture is used to setup experimentation in Chapters|[6} [7} [8|and [9] An API
Client launches a series of HTTP-based requests to an API Backend, which pass through
an API Gateway. The gateway is responsible for ensuring access control and routing to
the proper microservice (MS1 ...). Each microservice is managed by its own Service
Proxy and can handle specific API requests. We use the database per service model
as it is simpler than the shared database model. Internal communication between
microservices is minimized and realized, if needed, by calling their respective API. This
type of communication and the responses to the API Gateway are omitted in the Figure

for simplicity. Also, replication and other functionalities that will be realized in the
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experimentation are not shown there. More details about the architecture are explained

in Chapter

1.2 Thesis motivation

API design has become a big challenge with the emergence of complex architectures, includ-
ing microservices and cloud-based architectures. Such architectures’ high versatility and
volatility increase the risk of failures and performance issues [FML17|. Also, monitoring
and tracing such failures is very difficult and sometimes impossible. Software architects are
now not only responsible for implementing mechanisms to mitigate such failures but also
for understanding the systems’ behaviors and preparing for such failures in advance. Many
API design patterns and best practices were proposed [ZSL122,7ZSZ" 18, Hig20,Hig21],
like Circuit Breaker and Rate Limit described in Chapters 5] and [6] to increase the
reliability and performance of distributed systems. However, there is no guidance on how
to use such patterns in different workload situations, for example. As a result, software
developers and architects usually implement those patterns using their experience or ad
hoc, which generates a high degree of uncertainty and doubt.

To alleviate that, we need to understand the system and its behavior with regard to
API. However, such systems are usually huge and composed of thousands or even millions
of microservices, making their understandability and predictability very hard. Especially
when customers need to migrate from monolithic systems to microservices, the return
on investment has to be evaluated in advance [LZJ"21,[Li17]. Many tools have been
proposed to assess quality attributes such as scalability and high availability when adopting
microservices architectures like "TheArchitect" [PP18]. Still, these tools lack essential
features, including generalizability and consistency. Also, several benchmark applications
are available open-source to study microservices architecture, such as TeaStore [vKES™18|.
They provide typical workload scenarios to simulate real-life microservices applications
generating a wide range of interactions between API clients and servers. Unfortunately,
none of these applications have been used to study such interactions, including API
patterns and best practices.

With the widespread adoption of microservices [LF04,New15,Zim17] and cloud-based

architectures, there has been a great interest in managing such complex environments
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effectively and efficiently. One of the most prominent platforms that has emerged for
that purpose is Service Mesh. Indeed, this platform provides many functionalities to
increase the observability and monitorability of such complex architectures. Unfortunately,
there is no formal guidance on using such a tool apart from blogs and other informal
literature. Also, it is very difficult to make the right decisions when using such a tool to
choose between design options, including API patterns and best practices. On the other
hand, understanding the impact of those design choices on quality attributes such as

performance and reliability is a big challenge without the proper tooling and modeling.

Service meshes provide comprehensive tool support for managing microservices. Rate
Limit and Load Balancing are some notable API patterns that can be implemented using a
service mesh environment with low effort. This environment is ideal for having controlled
experimentation as those patterns’ variations can be realized during the runtime. As
described later in Chapter [5] Rate limit can be realized in the Front Proxy or API
Gateway to become a Global Rate Limiter. It can also be implemented on the Edge
Proxy or Sidecar as an Local Rate Limiter (see Figure . Choosing between the two
configurations depends on the scope of the control and the level of flexibility desired. Of
course, software architects may combine both configurations to maximize control and
flexibility. However, this might generate additional complexity and overhead. Service
meshes also enable External or Third-Party Rate Limiter for maximum interoperability.
Internal Rate Limiters are built-in in the service mesh at the level of Front Proxy or
Sidecar. Both configurations can also be combined but would make complexity higher.
More details about such configurations with their pros and cons are provided in Chapter
These variations possibilities make the service mesh a powerful decision support tool for

comparing them experimentally.

Other functionalities provided by service meshes also include A /B testing and canary
deployments or Custom Routing as described later in Chapter {4, with the possibility
of deploying different microservices versions. Request Bundle (see Chapter [7) is an
API pattern that could be evaluated by deploying the same microservices implementing
different Request Bundle strategies. As a result, the time and effort of comparing them
analytically is drastically reduced. Supporting Request Bundle is usually realized for all
the microservices in the chain, starting from the front-end API to the database APIL. As a

result, service meshes offer an extensive deployability capability for such experimentation.
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Last but not least, virtual services (see Chapter |8)) can simulate the Load Balancing
pattern using one or multiple load balancers. Also, the simulation can use different Load
Balancing algorithms and strategies, which can be changed at runtime at any time. As a
result, decision-making gets faster regarding the best Load Balancing algorithm to choose,
for instance. Service meshes also provide the possibility to create microservices replicas,
so Load Balancing efficacy can be evaluated using as many replicas as the platform
can comprehend. Most interestingly, combining the API patterns above and other
patterns would further improve quality properties such as performance and reliability
(see Figure for an example scenario). For instance, using Rate Limit in combinations
with Request Bundle would increase the reliability of the back-end by reducing the failure
rate due to rate limiting since Request Bundle would encapsulate many requests into a
single one, thus reducing the effect of setting too low rate limit values. Service meshes
would make this scenario and others realizable and generate relevant data for analysis

and decision support.
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1.3 Research questions

To evaluate API patterns and best practices about quality properties like performance on
a microservices-based architecture, we need a general experimental method that could be
applied in different contexts and settings. This method has to support the implementation
of the API patterns and their evaluation to provide accurate recommendations for the
software architect. Realizing this method requires answering the following research

questions:

RQ1 What are the service meshes’ established best practices to implement API pat-
terns? What are the design options that have to be considered when implementing

such patterns?

RQ2 a) How can we evaluate API patterns like Rate Limit and Request Bundle
using service meshes? b) What combinations of those API patterns are best for

quality attributes like performance and reliability?

RQ3 a) What are the main criteria that should be considered to build a self-
adaptive API recommendation pipeline? b) How can we combine this dynamic

approach with static analysis for better and faster decision-making?

1.4 Thesis structure

Below is a description of the doctoral thesis structure:

Part I provides the state of the art describing the major research gaps we are
trying to fill in our study. We also compare our research approaches with similar

studies and provide the added values that make our research contribution unique.

Part II is the essence of our research plan as it describes API patterns and matches
them with their different implementation strategies. We propose service meshes as
a technology enabler that could bring API patterns from their conceptual focus to

real-life practice.

Part III represents the core contribution of our research as it provides experi-

mentally validated models to evaluate the impact of major API patterns and their
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combinations on quality properties like performance and reliability. It also presents
a general method that could be used to study other API patterns in different

configurations and settings.

Part IV presents an improved approach based on a self-adaptive API recommend-
ation pipeline. This approach is based on algorithms built using the benchmark
data produced in Part III. We also discuss combining our analysis with static

analysis for better-informed decision-making.

In Part V, we discuss the major contributions of the thesis.






2 State of the Art

2.1 Research Context

Many API patterns and best practices have been developed around microservices and
Cloud-based architectures |ZSZ"18,PZAT17,SZZ"18] to improve quality properties like
reliability and performance. However, there is only informal guidance on which API
pattern to use in which situation, which is vague and inaccurate. Many other attributes
need to be considered to attain accuracy and effectiveness when using API patterns,
including the degree of flexibility, the scope, and the cardinality. While Rate Limit is a
widely recognized aspect of Web API management [PH15,BLM21], its implementation
varies across systems. Some systems may lack this feature entirely, posing challenges for
API providers in implementing and enforcing rate limits [SF21]. In such cases, providers
may resort to manual implementation or utilize specialized tools to ensure proper rate
limits are in place, aiming to prevent excessive usage, thwart denial-of-service attacks,
and mitigate security risks.

Moreover, there exists a lack of shared understanding or standardization regarding the
configuration options for Rate Limit as described later in Chapter [6] This lack of common
ground stems from the diverse approaches API providers take in implementing rate
limiting, resulting in variations in configuration choices and terminology. Consequently,
developers face challenges in fully grasping the nuances of the Rate Limit settings across
different APIs. Additionally, the absence of a standard leads to inconsistencies not only
in selecting the appropriate configuration and implementation mechanism but also in
documenting these aspects. This poses a challenge for developers in understanding the
Rate Limit policies of different APIs and their impact on their applications, as these
policies are often not documented consistently [SMPZ23].

As a result, due to the lack of a comprehensive understanding of Rate Limit policies,

developers may unintentionally exceed defined thresholds, leading to failures in their
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client applications due to measures implemented by API providers to prevent abusive
behaviors. Furthermore, the inconsistencies in documenting rate limits also hinder
conducting comprehensive systematic studies on the various rate-limiting configurations
adopted in real-world systems. For example, as presented briefly in Chapter |5 Rate
Limit pattern configuration can be realized using different aspects. For instance, when
considering the scope of the pattern, we can choose between Global or Local rate limiting.
The first option is more common and usually implemented using API Gateway. The
second option is more attractive when there is a need for a more fine-grained or service
level rate limiting as depicted in Figure [1.2l Both options could also be combined to
achieve a multi-level rate limiting. However, choosing the correct configuration is difficult
as the real impact of each of those design options on quality properties like reliability

remains unknown.

Other patterns like Request Bundle have to be implemented usually in the source
code. So, decision-making regarding adopting such patterns must be done very early in
project implementation, which is inconvenient. Such a pattern must be evaluated using
real-life workload scenarios to get accurate results. Using Request Bundle would indeed
reduce chatty communications. However, the impact of such an approach on the overall
infrastructure is difficult to measure, as this could create large bundles of data that could
cause network congestion. In addition, microservices systems are highly volatile, so the
design choices must be adapted on demand. This is not straightforward for such complex
and large infrastructures, especially for the API patterns whose design choices must be
made early in the implementation phase. As a result, those systems need not only to
self-adapt to manage sudden changes in workloads and settings but also to self-deploy
different versions of the microservices application. By leveraging the Custom Routing
capability provided by service meshes (see Chapter |4 for more details), we could deploy
two distinct versions of the identical microservice, each capable of producing the same
outcome. However, one version would manage incoming traffic with bundled data, while
the other would handle traffic without Request Bundle. This setup, depicted in Figure
would enable us to seamlessly toggle the Request Bundle feature on and off, facilitating

the evaluation of both scenarios using identical configurations and runtime environments.

Load Balancing is a prevalent API pattern whose main goal is to distribute the load

over multiple microservices and increase scalability. This pattern has the particularity

12
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that it is usually implemented externally as a third-party service, which introduces
additional costs and complexity. As a result, it is very important to evaluate the impact
of such a pattern on the whole infrastructure to see if the implementation efforts are
worth it. Service meshes offer the possibility to easily implement Load Balancing using
virtual services, as depicted in Figure and discussed in detail in Chapter [8] which
can be realized at different levels (as in the case of Rate Limit) for more flexibility and
control. This pattern can also be realized using different strategies or algorithms and by
emulating even multiple load balancers per service.

As discussed in the previous Chapter, service meshes were introduced to support the
implementation of the patterns described above and others with their different variations
and configuration possibilities. Unfortunately, even with the widespread utilization of
such a technology, there is still very high uncertainty in the decision-making process

regarding its architectural design options as there is no formal guidance of such options,
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which we try to address in Chapter |4 Also, there is no general method that we can use
to implement API patterns like Rate Limit and Request Bundle using service meshes to
evaluate their impact on various quality properties like performance and reliability. In
Chapters [0] [7] and [8] we first try to implement those patterns individually and then in
combination with the Load Balancing pattern. We also evaluate them regarding different
quality properties and in different Cloud environments by building strong prediction
models from the collected data. Secondly, we further develop that general method by
building a complete API recommendation pipeline to attain self-adaptation to sudden
changes in workload and configuration settings in Chapter [9) which will be the basis of

combining this dynamic approach to the static analysis presented in Chapter

2.2 Related Work

2.2.1 Related Works on Service Meshes

Service meshes are considered a very recent technology that has emerged due to the
widespread utilization of microservices architecture [JPM™18|. Indeed, some research
studies use this technology to uncover new challenges and opportunities [AGM21]. In
this study, the author argues that service meshes present an unmatched opportunity to
improve application performance by taking care of the network communication burden.
Microservices decomposition has also been thoroughly studied from different perspectives
in the scientific literature. Hasselbring et al. [HS17] claim that microservices architecture
overcomes many issues in monolithic systems. This is mainly due to the high scalability,
fault tolerance, and possibility of enabling DevOps best practices. In [BGDR17], the
authors discuss issues regarding the proper granularity of microservices and boundaries
definition. They propose a semantic-based approach to decompose microservices using
their API specifications. Last, Zdun et al. [ZNL17] proposes an automated pattern-based
method to assess microservices’ architecture conformance and avoid architectural drift
and erosion. While these studies and others have developed innovative approaches and
ideas to maintain microservices architectural decomposition best practices, they lack
application and translation into real-life scenarios.

Reusable ADD models have been employed by many authors. Zimmermann et

al. [ZKLT09] extended those models to include dependencies, constraints, and rules.
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They also argued that such models are crucial for a common understanding, especially
in the software architecture community. ADD models have also been extended to cover
software platforms or software sub-systems, which require a multi-level decision-making
paradigm |[LSZ12]. Those models were even suggested to compare Web Services and
REST technologies in early adoption phases [PZL08|, support microservices API design
decisions [ZSZT18,HWB17], and select the optimal big data system technology |[GKN15].
Chapter 4| provides additional details about those related studies and others. In partic-
ular, we leverage the knowledge acquired in these areas regarding service meshes and
microservices modeling approaches to develop guidelines about choosing the best ADD
options for a specific scenario and workload situation. These guidelines are the basis of
service meshes further development in the remaining chapters of the dissertation, where
we employ such technology to evaluate those ADD options or API patterns about related
quality properties.

2.2.2 API Rate Limit and its Impact on Reliability

Software architecture predictability regarding performance and reliability has been the
focus of many research papers. Radliniski et al. [Radll] used the Bayesian model
framework to predict software quality properties based on input from domain experts and
empirical data. This approach is, unfortunately, too general and complex to implement,
as it requires further customization for each use case. Also, a queuing-based model
was proposed to forecast runtime quality properties using ARIMA techniques [DP06],
which is only applicable in the Web Services domain. Hence, these approaches and
methods have many limitations and are not applicable to microservices and Cloud-based
architectures [AY16].

Indeed, only a few studies have provided models to deal with such architectures.
Khazaei et al. [KBBML16] proposed a performance model for microservice provisioning
in Amazon EC2 using Docker technology. A tool called Terminus was also developed
to build performance models and identify MicroService capacity or maximal rate of
requests [JPG19]. In our research, we propose a reliability model that is compatible with
both the private Cloud (hosted in our University Data Center) and the Google public
Cloud |LSL19] (GCP).

Many empirical studies on software architecture reliability have produced strong models.
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Goseva-Popstojanova et al. [GPHPO5| realized a large empirical study on existing software
architecture reliability models. The authors suggested that those models need further
refinements by interactively conducting experimentation. The Palladio Component
Model (PCM) has also been proposed as a reliability prediction model that evaluates
architectural aspects at runtime [BKBR10|. Calheiros et al. [CRB*"11] developed the
Cloudsim simulation and modeling tool to support application provisioning in Cloud
systems. However, these studies do not focus on API and especially on Rate Limit
pattern, which is the gap we try to close in Chapter [6] This is indeed crucial as Rate
Limit has been introduced as a major API practice in several prominent studies, which

we describe in more details in that Chapter.

2.2.3 API Request Bundle and its Impact on Performance

Request Bundle is an optimization technique that has been implemented in different areas
of application [Sch15,AP20}/Gys19,bra2l]. For instance, Li et al. [LLGH16| developed
an approach that bundles multiple HTTP requests using static analysis to improve
energy efficiency. The authors evaluated their approach using Android mobile apps
and suggested an energy consumption reduction of 15%. However, only a few studies
have evaluated the real performance impact of such a pattern |[Sinl8|. In general, API
performance has only been the focus of some empirical studies with strict technology
and environment specificity [WCD*19,[PJJC14] and around major API frameworks like
Grath and OpenAP. GADOLINIUM, for instance, was presented as an OpenAPI
framework to test the non-functional properties of REST API, including performance
and availability [BCIEDC20]. In our research, we try to provide a complete technology-
independent model to study the impact of Request Bundle on performance in Chapter

2.2.4 Combining API patterns and its Impact of Performance and Reliability

Performance and reliability prediction models have been the subject of many experimental
studies [WZ18]. Wartika et al. [IWGNA19| focused on prediction software complexity
using requirements. The authors developed a prediction model based on the Bayesian

Regularization Algorithm. Component-based software engineering has also been the

"https://graphql.org
’https://swagger.io/specification/
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focus of a performance model prediction study [BKR09]. The authors used the concepts
behind it to develop a simulation tool based on the Palladio Component Model (PCM).
The tool supports architectural design decisions regarding non-functional requirements
such as performance. Camili et al. [CGJ'22] proposed an integrated approach, called
MIPaRT (Microservices Integrated Performance and Reliability Testing), to test the
performance of microservices with regard to their reliability. They have also included
DevOps best practices related to continuous testing and monitoring. However, none
of these studies have specifically measured the impact of combining API patterns on
reliability and performance. Chapter [§| closes this gap by presenting an experimentally
validated regression model using a real-life microservice-based application and setting.

More detailed related works are provided in this chapter.

Indeed, Load Balancing pattern has been the focus of many research papers to eval-
uate its impact on different quality properties like reliability. Wang et al. [WWL"21]
highlighted the high importance of Load Balancing, especially in microservices-based
systems. The authors have listed and explained the different Load Balancing strategies
that could be implemented with their different pros and cons. COLBA, a chain-oriented
load balancing algorithm, was also suggested to enhance those Load Balancing strategies
efficiency [NLL18|. Liu et al. [LJSZ18| further proposed an online learning algorithm of
time-weight (OLTP) to adaptively enhance those Load Balancing strategies’ performance.
Another algorithm called DWLOAD (Dynamic Weight Loading Algorithm) was also
presented to cope with high load and concurrency situations in microservice systems
by mitigating the resulting performance issues [LYW22]. A distributed algorithm for
Load Balancing based on Docker Swarm was also suggested as a way to decentralize the
orchestration of the microservices system [RL18|. The authors argue that decentralized
systems bring up more scalability and performance than centralized ones. Similarly,
Bhattacharya et al. [BW22] developed a self-managing load balancing system (BLOC)
that uses additional techniques like rate limiting to re-adapt the load balancing strategy.
Zhu et al. [ZWB18| further formalized Load Balancing using scenario calculus to support
the selection of the best strategy. Unfortunately, only a few studies considered combining

Load Balancing with other related API patterns, which is the gap we try to reduce in
Chapter

17



2 State of the Art

2.2.5 Improving APl Operations by Automated Recommendation

Self-adaptive systems have been studied in many research papers in improving quality
properties like performance and reliability. Hamer et al. [dHS11] argued that SOA
systems are used widely in different critical domains, including energy operations, and
that automation is required to meet increasing and continuous business demands. The
authors also point out that these continuous demands increase considerably the system’s
complexity. The Rainbow framework is a general framework proposed to monitor and
adapt a running system based on externalized control mechanisms |[GCH'04]. Layaida
et al.- [LHO5| also developed PLASMA, a component-based framework, to develop self-
adaptive multimedia applications. A middleware-based was suggested to even bridge
the gap between adaptation management and evolution management in self-adaptive
systems |[GELT06]. These studies and others show the real importance of self-adaptation
in distributed systems, but they do not consider API patterns and are not applicable to
Cloud-based architectures.

In Chapter[9} we use decision tree modeling, which has been the subject of many studies
to predict the performance and reliability of diverse applications. Rathore et al. [RK16]
used Decision Tree Regression (DTR) to predict software faults for different open-source
applications. The authors suggested that the use of DTR significantly improved the
prediction error. Chiu et al. [CCW98] also cited that tree modeling improves the prediction
error without impacting its accuracy for agent systems. Tree-based modeling was even
used to detect faults in the early development of tactical military systems [KAB"96| and
a real-time lane-changing system [HES14|. Those studies are further detailed in that
Chapter.
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analysis

In this chapter, we define the research problems we try to solve in this dissertation.
Then, we explain the research contributions that we have realized through publications

in renowned conferences.

3.1 Research problems

As previously argued in Chapter [1, APIs have become an important building block in
microservices and cloud-based architectures. Hence, they have created many challenges
regarding the backend infrastructure’s quality properties, including reliability and per-
formance. Unfortunately, such infrastructures’ high volatility and versatility have made
fine-tuning APIs very hard to realize. In particular, the following problems have been

identified, which correspond respectively to the research questions defined in Section

P1 High complexity of API patterns implementation in microservices and cloud-
based architectures:

There exist several well-documented microservices API patterns that need to be
evaluated in real-life scenarios. However, each pattern has its specifications, degree
of complexity, and added value. To evaluate the actual value of those patterns, we
need to find a simplified and flexible way to implement them. Also, it should be
possible to turn an API pattern on and off, changing its parameters and combining

it with other API patterns on the fly.

P2 Lack of methods to evaluate API patterns quality properties like performance
and reliability:

Evaluating API patterns in such complex microservices and cloud-based systems
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is not obvious. Such systems can change their properties in real-time and are
so big that tracking each of these changes is impossible. Also, measuring the
impact of such changes cannot be realized without the appropriate data collection
and analysis. We need a general method that could be used to set up real-life

experimentation and generate accurate models for predictive analytics.

P3 Missing a continuous and evolving approach for API patterns reconfiguration:
Resolving problem P2 would not be sufficient as the general method has to run each
time an API configuration changes. As microservices and cloud-based systems are
highly evolving systems, running such a method manually (with human intervention)
would not be efficient and is error-prone. The method has to be executed in a

dedicated pipeline, and the human intervention should be minimized.

3.2 Research contributions

In this section, we describe our various contributions in this thesis dissertation to

solve the research problems listed above. Most of the contributions were published

in these renowned conferences: the European Conference on Software Architecture

(ECSA), the International Conference on Service-Oriented System Engineering (SOSE),

the International Conference on Services Computing (SCC), the International Conference

on Software Services Engineering and the International Conference on Web Services
(ICWS):

20

C1 In Chapter {4, we explore API patterns implementation strategies that are
provided by Service Meshes. For that purpose, we propose guidelines to make
accurate decisions regarding architectural design options when implementing such

patterns in microservices and cloud-based architectures.

C2 In Chapters [6, [7] and [8] we propose a general method for API patterns reconfig-
uration. The method is validated for the Rate Limit, Request Bundle patterns and
their combinations with Load Balancing regarding their impact on performance
and reliability. We also realized strong prediction models that could be used for

other API patterns and combinations of API patterns.
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Figure 3.1: Research mapping overview

C3 In Chapter [9, we use the general method realized in C2 to automate the whole
API reconfiguration process. This is done by building up a complete and automated
API recommendation pipeline. We further combine this dynamic approach with

static analysis in Chapter

Figure [3.1 summarizes the research that we conducted by mapping each research
question (RQ) to the corresponding problem (P) it tries to solve. The results are the list

of contributions (C) we described above.

3.3 List of publications

The following is the detailed list of publications realized and linked to their respective

chapters:

API Rate Limit Adoption — A pattern collection. Souhaila Serbout, Amine El Malki,
Cesare Pautasso, Uwe Zdun 28th European Conference on Pattern Languages of

Programs, July 5-9, 2023, Irsee, Germany (2023)

— Chapter [5: A summary of the API Rate Limit implementation strategies and

known uses.

Combining API Patterns in Microservice Architectures: Performance and Reliability
Analysis. Amine El Malki, Uwe Zdun IEEE International Conference On Web
Services (ICWS 2023), 2-8 July 2023, Chicago, Illinois USA (2023)
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22

— Chapter [8l A complex experimentation study to uncover best API patterns

combination scenarios in Cloud-based architectures.

Automated Pattern-Based Recommendation for Improving API Operation Perform-
ance and Reliability in Cloud-Based Architectures. Amine El Malki, Uwe Zdun
IEEE International Conference On Software Services Engineering (SSE 2023), 2-8
July 2023, Chicago, Illinois USA (2023)

— Chapter [9} Building up an API recommendation pipeline for self-adaptation.

Impact of API Rate Limit on Reliability of Microservices-Based Architectures.
Amine El Malki, Uwe Zdun, Cesare Pautasso 16th IEEE International Conference
on Service-Oriented System Engineering (SOSE2022), 15 -18 August 2022, San
Francisco, USA (2022)

— Chapter[6: An analytical reliability model for the Rate Limit pattern evaluation

in Cloud-based architectures.

Evaluation of API Request Bundling and its Impact on Performance of Microservice
Architectures. Amine El Malki, Uwe Zdun IEEE International Conference on
Services Computing (SCC 2021), 5-10 Sep 2021, Virtual (2021)

— Chapter [T} Realising a performance regression model for the Request Bundle

pattern evaluation in microservices-based architectures.

Guiding Architectural Decision Making on Service Mesh Based Microservice Ar-
chitectures. Amine El Malki, Uwe Zdun 13th European Conference on Software

Architecture (ECSA), 9-13 September 2019, Paris France (2019)

— Chapter 4t Uncovering Service Meshes architectural design decision options.
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3.4 Research methods

3.4 Research methods

To answer RQ1, we comprehensively investigated the established practices within service
mesh-based architectures. While various approaches, such as pattern mining [Cop96|, have
been proposed to examine these practices informally, we focus on providing a meticulously
defined model. We intend to facilitate tool development and the establishment of
metrics and constraints in our forthcoming endeavors. We opted to employ the model-
based qualitative research method outlined in [ZSZ" 18| to achieve this. This method
systematically explores established practices within a specific domain and is rooted
in the well-established qualitative research methodology known as Grounded Theory
(GT) |GGLS67]. However, unlike GT, our approach generates inputs suitable for formal
software modeling, such as model elements and relationship instances, rather than relying
solely on informal textual codes.

Like GT, our methodology involved thoroughly examining each knowledge source.
We gathered descriptions of established practices from what is commonly referred to
as the "gray literature" (i.e., practitioner reports, system documentation, practitioner
blogs, etc.), which served as unbiased depictions of established practices for further
analysis. This contrasts sources like interviews, as typically used in traditional GT. We
followed a similar coding process and employed a constant comparison procedure to
derive our model, akin to the approach utilized in GT. However, unlike classical GT, our
research commenced with initial research questions, aligning more closely with Charmaz’s
constructivist GT [Chal4]. While GT traditionally relies on textual analysis, we initially
employed textual codes before transitioning them into formal UML models. We further
develop this research methodology in Chapter

To address the initial aspect of RQ2, we formulate an analytical model tailored to
accurately predict the reliability impact of the Rate Limit pattern within microservice-
oriented applications, specifically from the perspective of API clients. This model furnishes
a robust technique for adaptively refining rate limits and undergoes empirical validation.
To validate, we deploy a range of microservice-driven workload scenarios across both a
private cloud (minimizing latency and mitigating biases) and the Google Cloud Platform
(GCP), testing our model in a practical cloud environment. Supported by a service
mesh-based infrastructure, we simulate real-world API client workloads employing various

configurations and settings for empirical validation. Additionally, we endeavor to enhance
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3 Research problems and contributions analysis

comprehension of the Request Bundle pattern through empirical evaluation within a
service mesh-based framework. We aim to quantify potential performance enhancements
facilitated by such a pattern and furnish a model for estimating it in applications and
workloads akin to the open-source application we tested.

For the subsequent facet of RQ2, we introduce a regression model devised to quantify
the performance and reliability impacts of combining the Rate Limit, Request Bundle, and
Load Balancing patterns. Subsequently, we conduct experimental evaluations leveraging
a large-scale setup and a practical, third-party microservices-based application deployed
on a service mesh-based infrastructure (deployed on Amazon Web Services Cloud AWS).
Our approach is a versatile and predominantly automated method, applicable iteratively
for examining various optimization techniques and pattern combinations. Part III of the
dissertation provides more details about the experimentation and the research process. In
response to RQ3, we have significantly expanded upon these empirical investigations to
introduce a novel approach for automatic and dynamic API design recommendations. This
method, centered around decision tree modeling, represents the principal contribution of

Chapter [9
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Part 11
Uncovering API patterns using service meshes
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4 Guiding Architectural Decision Making on
Service Mesh Based Microservice

Architectures

Microservices are becoming the de-facto standard way for cloud and service-oriented
computing software development. Service meshes have been introduced as a dedicated
infrastructure for managing a network of containerized microservices to cope with the
complexity, manageability, and interoperability challenges in especially large-scale mi-
croservice architectures. Unfortunately, so far, no dedicated architecture guidance for
designing microservices and choosing among technology options in a service mesh ex-
ists. As a result, there is substantial uncertainty in designing and using microservices
in a service mesh environment today. To alleviate this problem, we have performed
a model-based qualitative in-depth study of existing practices in this field in which
we have systematically and in-depth studied 40 reports of established practices from
practitioners. In our study, we modeled our findings in a rigorously specified reusable
architectural decision model, in which we identified 14 architectural design decisions with
47 decision outcomes and 77 decision drivers in total. We estimated the uncertainty
in the resulting design space with and without the use of our model and found that a

substantial uncertainty reduction can be potentially achieved by applying our model.

4.1 Introduction

In this chapter, we present service meshes as the building block of the empirical studies
that are described in the next chapters. To answer RQ1, we have elaborated a qualitative
study about current service mesh technologies. Based on this study, we have uncovered

an exhaustive list of architectural design decision options to set up service meshes. We
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4 Guiding Architectural Decision Making on Service Mesh Based Microservice Architectures

have also employed our reusable architectural decision model for faster and more accurate

decision-making.

Microservices are a recent approach for designing service architectures that evolved
from established practices in service-oriented architectures [LF04,New15,/Zim17]. As
microservices, especially in large-scale systems, introduce many challenges and high
complexity in terms of manageability and interoperability, service meshes |Mor| have
been introduced as an infrastructure for managing the communication of containerized
microservices and perform many related tasks. For this, they usually use a network of
lightweight proxies or sidecars that handle all the communication burden |[JPM™*18,Mor17].
As a result, the coupling between microservices and microservices to the infrastructure
services can be drastically reduced. This also eases establishing interoperability between
microservices developed in different programming languages and with other technologies.
The proxies or sidecars form a data plane that is typically managed by a control plane
[Smilg]|.

Unfortunately, so far, no dedicated architectural guidance exists on how to design
and architect microservices in a service mesh environment apart from practitioner blogs,
industry white papers, experience reports, system documentation, and similar informal
literature (sometimes called gray literature). This includes that so far; there is no guidance
for users of service mesh technologies or even their implementors to select the right design
and technology options based on their respective properties. Very often, it is even difficult
to understand the possible design options, their possible combination, and their impacts
on relevant quality properties and other decision drivers. As a result, there is substantial
uncertainty in architecting microservices in a service mesh environment, which can only be
addressed by gaining extensive personal experience or gathering architectural knowledge
from the diverse, often incomplete, and often inconsistent existing practitioner-oriented

knowledge sources.

To alleviate these problems, we have performed a qualitative, in-depth study of 40
knowledge sources in which practitioners describe established practices. We have based
our study on the model-based qualitative research method described in [ZSZ* 18], which
uses such documented practitioner sources as rather unbiased knowledge sources and
systematically codes them using established coding and constant comparison methods

[GGLS67| combined with precise software modeling, to develop a rigorously specified
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software model of established practices and their relations. This chapter aims to study

the following research questions:

RQ1.1 What established practices commonly appear in service mesh-based designs

and architectures?

RQ1.2 What are the dependencies of those established practices? Especially which
architectural design decisions (ADDs) need to be made in service mesh-based

designs and architectures?

RQ1.3 What are the decision drivers in those ADDs to adopt the practices?

In addition to studying and answering these research questions, we have estimated the
decision-making uncertainty in the resulting ADD design space, calculated the uncertainty
left after applying the guidance of our ADD model, and compared the two. Our model
shows a potential to substantially reduce the uncertainty not only by documenting
established practices but also by organizing the knowledge in a model.

The remainder of this chapter is organized as follows: Section explains the research
method we have applied in our study. Section describes a precise specification of the
service mesh design decisions resulting from our research. The uncertainty estimation
is discussed in Section [4.6, followed by a discussion in Section [4.7 and conclusions in

Section [4.8]

4.2 Related Work

Service meshes have been identified in the literature as the latest wave of service technology
[JPMT18]. Some research studies use service meshes in their solutions. For example,
Truong et al. [TGH18| use a service mesh architecture to reduce rerouting effort in
cloud-IoT scenarios. Studies on generic architecture knowledge specific to service meshes
are rare in the scientific literature. One example that considers them is TeaStore, which
introduces a microservice-based reference architecture for cloud researchers and considers
practices used in service meshes [EKGT18]. More sources can be found on general
microservice best practices. For instance, Richardson |[Ricl7] provides a collection of

microservice design patterns. Another set of patterns on microservices has been published
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4 Guiding Architectural Decision Making on Service Mesh Based Microservice Architectures

by Gupta |Gupl7]. Microservice best practices are discussed in |[LF04], and similar
approaches are summarized in a recent mapping study [PJ16]. So far, none of these
approaches has put a specific focus on the service mesh practices documented in this
chapter.

A field of study related to service mesh architectures is microservice decomposition, as
this can lead to decision options and criteria related to the topology of the service mesh.
While the microservice decomposition itself is studied in the scientific literature extensively
(see, e.g. [HS17, BGDR17,[ZNL17)), its influence on the design of the deployment in a
service mesh and its topology is studied only rarely. For instance, Zheng et al. |[ZZZ*19)
study the SLA-aware deployment of microservices. Selimi et al. [SCASAT17] study the
service placement in a microservice architecture. Both studies are not specific to service
meshes but could be applied to them. In contrast to our research, which aims to cover a
broad variety of architecting problems, these studies only cover a very specific design
issue in a microservice architecture.

The model developed in this chapter can be classified as a reusable ADD model
[ZKLT09]. Decision documentation models have been used by many authors before,
and quite a number of them are focused on services, such as those on service-oriented
solutions [ZKLT09], service-based platform integration [LSZ12], REST vs. SOAP [PZL08|,
microservice API quality |[ZSZ" 18|, big data repositories [GKN15], and service discovery
and fault tolerance [HWB17|; however, none of them considers service meshes yet. Also,
the chapter has provided a thorough understanding of service meshes that motivates

their use in the experiments described in the remaining chapters.

4.3 Research Method

This chapter aims to systematically study the established practices in the field of service
mesh-based architectures. Several methods have been suggested to informally study
established practices, including pattern mining (see, e.g., |Cop96]). As in our work, we
rather aim to provide a rigorously specified model of the established practices, e.g., to
support tool building or the definition of metrics and constraints in our future work, we
decided to follow the model-based qualitative research method described in [ZSZ118]. It

aims to systematically study the established practices in a particular field and is based
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4.3 Research Method

on the established qualitative research method Grounded Theory (GT) [GGLS67]. Still,
in contrast to G'T, it produces inputs for formal software modeling like model elements or
relation instances, not just informal textual codes. Like GT, we studied each knowledge
source in depth. The method uses descriptions of established practices from the so-called
gray literature (i.e., practitioner reports, system documentation, practitioner blogs, etc.).
These sources are then used as unbiased descriptions of established practices in the
further analysis (in contrast to sources like interviews as used in classic GT). We followed
a similar coding process, as well as a constant comparison procedure, to derive our model
as used in GT. In contrast to classical GT, our research began with initial research
questions, as in Charmaz’s constructivist GT |Chal4]. Whereas GT typically uses textual
analysis, we initially used textual codes and then transferred them into formal UML
models.

A crucial question in GT is when to stop this process; here, theoretical saturation
[GGLS67] has attained widespread acceptance in qualitative research: We stopped our
analysis when 5 to 7 additional knowledge sources did not add anything new to our
understanding of the research topic. As a result of this very conservative operationalization
of theoretical saturation, we studied a rather large number of knowledge sources in depth
(40 in total, summarized in Table , whereas most qualitative research often saturates
with a much lower number of knowledge sources. Our search for knowledge sources was
based on popular search engines (e.g., Google, Bing), social network platforms used by

practitioners (e.g., Twitter, Medium), and technology portals like InfoQ) and DZone.

Proof-of-Concept Implementation

Our proof-of-concept implementation is based on our existing modeling tool implementa-
tion CodeableModel a Python implementation for precisely specifying meta-models,
models, and model instances in code with an intuitive and lightweight interface. We imple-
mented all models described in this chapter together with automated constraint checkers
and PlantUML code generators to generate graphical visualizations of all meta-models

and models.

Table 4.1: Knowledge Sources Included in the Study

"https://github. com/uzdun/CodeableModels
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Code |Description Reference

S1 Istio Prelim 1.2 / Traffic Management (documentation) http://bit.1ly/2Js3JXj

S2 Using Istio to support Service Mesh on Multiple ... (blog) http://bit.ly/2FqMceb

S3 Service mesh data plane vs. control plane (blog) http://bit. 1y/2EtCSz6_
S4 The Importance of Control Planes with Service Meshes ... (blog) http://bit. ly/2He7JYu_
S5 Envoy Proxy for Istio Service Mesh (documentation) https://bit .1y/2HaNdrE_
S6 Our Move to Envoy (blog) https://bit.ly/2Vyyefd_
S7 Envoy Proxy 101: What it is, and why it matters? (blog) https://bit.ly/2HaNth_
S8 Service Mesh with Envoy 101 (blog) https://bit.ly/QUquVn_
S9 Microservices Patterns With Envoy Sidecar Proxy (blog) https://bit.1ly/2t0Wo9C
S10 Ambassador API Gateway as a Control Plane for Envoy (blog) http://bit.ly/2TuaZWj

S11 Streams and Service Mesh - v1.0.x | Kong ... (documentation) http://bit.ly/2UGX7w1_
S12 Istio Prelim 1.2 / Security (documentation) http://bit.ly/2Hy0IkH_
S13 Consul Architecture (documentation) https://bit. 1y/2ITnhU2_
S14 Global rate limiting — envoy ... (documentation) http://bit.ly/2Js3JXj R
S15 Cilium 1.4: Multi-Cluster Service Routing, ... (blog) http://bit. 1y/2Cv49pU_
S16 Proxy Based Service Mesh (blog) https://bit.ly/QVzprQ_
S17 Smart Networking with Consul and Service Meshes (blog) http://bit.1ly/2Uk14jg

S18 A sidecar for your service mesh (blog) http://bit.ly/2ThMrvF

S19 Istio Prelim 1.2 / Multicluster Deployments (documentation) http://bit.ly/QudstB_
S20 Microservices Reference Architecture from NGINX (blog) http://bit. 1y/2U3th1_
S21 Comparing Service Mesh Architectures (blog) http://bit. 1y/2tQ2(}Wd_
S22 Istio Multicluster on OpenShift — Red Hat OpenShift . .. (blog) https://red.ht/?FcMynlL_
523 Amazon ElastiCache for Redis FAQs (documentation) https: //amzn.to/QTgGMLS_
S24 Service Mesh for Microservices (blog) http://bit.1ly/2TCd6Is

525 Designing microservices: ... (documentation) http://bit.ly/2tPQk04

526 HashiCorp Consul 1.2: Service Mesh (blog) http://bit.ly/2Fnj1It_
S27 Connect-Native App Integration (documentation) http://bit. ly/2NEDMlL_
S28 Service discovery — envoy ... (documentation) http://bit. 1y/2Tfp59H_
S29 Linkerd2 Proxy (open source implementation) https://bit.ly/2HaiFqa
S30 Multi-Cluster Support for Service Mesh ... (blog) http://bit.ly/2Jp6isS R
S31 Linkerd Architecture (documentation) http://bit.ly/QUkialt_
S32 Federated Service Mesh on VMware PKS ... (blog) http://bit.1ly/2TNRitD

S33 Consul vs. Istio (documentation) http://bit.ly/2Tdx5gd
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https://bit.ly/2HaNhYq
https://bit.ly/2UjPuVn
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http://bit.ly/2TuaZWj
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S34 Guidance for Building a Control Plane to Manage Envoy ... (blog) http://bit.1ly/2CCAYRU

S35 Comparing Service Meshes: Linkerd vs. Istio ... (blog) http://bit. 1y/2TWQAtT_
S36 Connect - Proxies - Consul by HashiCorp (documentation) http://bit.ly/2UViLWG_
S37 Approaches to Securing Decentralised Microservices . .. (blog) http://bit. ly/2Wp50jn_
S38 Istio Routing Basics — Google Cloud Platform ... (blog) http://bit. 1y/200RODn_
S39 Integrating Istio 1.1 mTLS and Gloo Proxy ... (blog) http://bit. 1y/2UTpctm_
S40 Kubernetes-based Microservice Observability . .. (blog) http://bit. 1y/2FvE4aT_

4.4 Service Mesh Design Decisions

Following our study results, we identified 14 ADDs for service meshes described in detail
below. Service Meshes are usually used together with a Container Orchestrator such as
Kubernetes or Docker Swarm. That is, the services in the mesh, the central services of the
service mesh, and service mesh proxies are usually containerized, and the containers are
orchestrated. Very often, service meshes are used to deal with heterogeneous technology
stacks. That is, a major goal is that microservices can be written as HT'TP servers with
any programming language or technology, and without modification, these services get
containerized and managed in a mesh, including high-level services like service discovery,
load balancing, circuit breaking, and so on. In the first four sections, we describe ADDs
that characterize a service mesh as a whole. The remaining section describes ADDs that

can be made for specific components of a service mesh.

4.4.1 Managed Cross-Service Communication Decision

As stated previously, a Service Mesh is composed of a set of networked proxies or Sidecars
that handle the communication between microservices [JPM™18,/Smil8|. The decision
regarding managed communication across the services in a Service Mesh is made for the
Service Endpoints of these microservices, as illustrated in Figure Not using managed
cross-service communication is a decision option for each service endpoint, but please
note that this essentially means not following a service mesh architecture for the endpoint.
Alternatively, we can select between the two following design options: Service Proxy and
API-Based Service Integration. Service Proxy is the commonly supported option. If the

Service Prozy is hosted in a container that runs alongside the service container (i.e., in
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the same pod of the Container Orchestrator), the service proxy is called a Sidecar Prozy.
A few service meshes offer the additional option A PI-Based Service Integration, which
means that the service uses a service mesh API to register itself in the mesh and is then
integrated without a dedicated proxy. The entire cross-service communication handled
by proxies or otherwise integrated services is called the Data Plane of the Service Mesh.
Centralized services of the service mesh are usually called the Control Plane (discussed
below).

The Service Proxy option has the benefit to make it easier to protect the service from
malicious or overloaded traffic by achieving access control, TLS termination, rate limiting
and quotas, circuit breaking, load balancing, and other tasks; this is discussed in more
depth in Section Also, the independence of the service from its proxy increases
the extensibility and maintainability of the service, which is, as a result, unaware of
the network at large and only knows about its local proxy. However, this option might
produce additional communication overheads and congestions. The major benefit of
choosing an API-Based Service Integration over a Service Proxy is that it makes the
service mesh less complexr and there is less communication overhead. However, doing
so limits its extensibility and interoperability. The option not to manage cross-service
communication basically means that all benefits of service mesh are not achievable.

An example realizing the API-Based Service Integration is Connect Proxy used in
Consul that is implemented using language-specific libraries that are used directly in
microservices code. Service Proxy and Sidecar Proxies are more frequently supported;
examples are Envoy Proxy [Env19] in the Istio Service Mesh [Ist19], Kong Proxy, NGINX
Proxy, and Linkerd Proxy. Most such service proxy technologies can be deployed as a
sidecar or a service proxy running in a different environment (e.g., different server or
VM); they usually also offer the option to be used as a Front Proxy as discussed in the

next section.

4.4.2 Managed Ingress Communication Decision

In addition to handling cross-service communication, service meshes often intercept
incoming traffic, usually called ingress traffic. The decision for managed ingress commu-
nication is usually made for the Service Mesh as a whole. The ingress traffic then needs

to be routed to the containers orchestrated in the mesh. Of course, we might choose not
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Cross-Service C
: Decision

: Design Solution / Domain

" | Data Plane
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«Option»
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service mesh
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a proxy"}

«Option»
{name = "service
is not integrated
into service
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«decide for all instances «Option»
{name ="use a «Includes» «Includes»

proxy per service"}

Service Endpoint No
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Service Proxy : Practice|

: Do Nothing

«Uses» «Variant»
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Container Orchestrator Sid P . Practi
 Pattern lecar Proxy : Practice|

Figure 4.1: Managed Cross Service Communication Decision

to manage ingress communication, but this is a risky option since it might expose the
service mesh to malicious or overloaded traffic. This option may be adopted in the case of
a private service mesh, but such meshes seem to be very rare. The typical design option
chosen is a Front Proxy, which is used by the Control Plane to intercept ingress traffic
as shown in Figure An API Gateway |Ricl7|, a common microservice pattern with
the goal to provide a common API for several services, can be realized based on a Front
Prozy of a service mesh. A Front Proxy can protect the service mesh from malicious
traffic. It can provide prozy tasks such as load balancing and multi-protocol support at the
perimeter of the service mesh. Clients are shielded from details about the inner workings
of the service mesh and are provided with an API at the client-needed granularity; this
reduces complexity for clients. The additional proxy increases complexity for developers
of the service mesh. The performance of requests can be improved, as fewer roundtrips
from clients to services are needed if the Front Prozy can retrieve data from multiple
services for one request from a client. However, the additional network hop for accessing
the Front Proxy decreases the performance. An example of this type of proxy is the
NGINX Ingress Controller. Most of the proxies from the previous section can also be

used as Front Proxies.

4.4.3 Traffic Control Decision

Communication in service meshes generates a lot of traffic and data that needs to be
controlled and captured, e.g., to distribute access control and usage policies and observe

and collect telemetry, traces, and metrics. The traffic control decision is usually made for
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Figure 4.2: Managed Ingress Communication Decision

the whole Service Mesh as illustrated in Figure [4.3] There are four traffic control options:

Centralized Control Plane — A central component, called the Control Plane, controls
traffic of a service mesh. It is responsible for managing and configuring sidecars in
addition to distributing access control and usage policies, observing and collecting

telemetry, traces, and metrics, in addition to numerous other services like service

discovery, as described in Section [4.4.5]

Distributed Control Plane — Each service mesh service has its own cache that is
efficiently updated from the rest of the services. This helps to enforce policies and

collect telemetry at the edge.

Front Proxy— The proxy is responsible for intercepting incoming traffic from outside
the service mesh as described in Section It might also be extended to handle
traffic control at the entry point of the service mesh. This option can potentially
be combined with the two previous options (for that reason, the decision is marked

with a stereotype indicating multiple answers can be selected).

Finally, no dedicated traffic control can be used as well.

The most obvious benefit of using a Centralized Control Plane is its simplicity and ease
of administration. However, especially when using one single control plane, it produces a
single point of failure and is hard to scale. Also, it might cause traffic congestion, which
increases latency. Centralized Control Planes provide policies to the Service Prory on
how to perform routing, load balancing, and access control. In that case, the following
optional decision to take is related to service mesh expansion. Istio service mesh, for
example, which is based on Centralized Control Plane, supports service mesh expansion

in a multi-cluster environment. On the other hand, a Distributed Control Plane is highly
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Figure 4.3: Traffic Control Decision

scalable, and there is no single point of failure. However, this option is the most complex
and thus risky option. Using this option, traffic may be forwarded to either a Service
Proxy or directly to a service via API-Based Service Integration as described in Section
Consul, for example, which implements Distributed Control Plane, consists of a set
of client agents that are efficiently updated from server agents to control traffic at the
edge. An example using Front Proxy, described in Source S10 in Table uses Envoy,
which can be extended to become an API Gateway, which then can do traffic control
for the service mesh by integrating with Istio. The Front Proxy solution does not have
the fine-grained control offered by the other options, as it is only applied in a central
place. It is also a single point of failure and is negative for congestion and latency, but is
a simple and non-complex solution. If used together with one of the other options, it
increases the complexity of these options even further. Still, it enables more fine-grained
control for the ingress traffic and thus can reduce the overall traffic in the mesh. These
options lead us to the following optional decision regarding distributing traffic control
and other tasks among Control Plane and Data Plane (see Section for a list of these
follow-on decisions, not shown in Figure for brevity). Figure shows these decision

options and their relations.
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Figure 4.4: Service Mesh Expansion Decision

4.4.4 Service Mesh Expansion Decision

To scale and achieve redundancy, service meshes can be expanded and form multi-
clustered service meshes, leading to the selection of the option Multi-Cluster Support in
the decision illustrated in Figure The service mesh expansion decision is made for the
Service Mesh itself. Selecting Multi- Cluster Support may result in higher complexity and
increased network bandwidth need and cost. The decision option Multi-Cluster Support
is in its simple form, just using one Centralized Control Plane (see Section that
controls multiple service meshes. The most obvious benefit of this option is its simplicity
and ease of administration. However, it is creating a single point of failure and might
produce traffic bottlenecks which increase latency. Multi-Cluster Support has one variant
Multi-Cluster Support with Multiple Control Planes with no single point of failure. This
option variant uses Multiple Control Planes, which is a variant of Control Plane as shown
in Figure 4.4

Istio Multicluster on Openshift, described in source S22 of Table is an example that
implements Multi-Cluster Support using one Centralized Control Plane. In this example,
one cluster is hosting the Control Plane and the others host the Data Plane as well as
some parts of the Control Plane for distributing certificates and Sidecar Prozy injection.
Another example is NSX service mesh, described in source S32 of Table which is also
based on Istio but implements the variant Multi-Cluster Support with Multiple Control

Planes by enabling a local service mesh per Kubernetes cluster.

4.4.5 Central Services and Proxy Tasks

As explained above, the Control Plane and Data Plane provide numerous central services

and proxy tasks, many of which are achieved jointly. The decisions on central services
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4.4 Service Mesh Design Decisions

and proxy tasks are usually made for the Service Mesh itself but can, in many cases, be
changed for individual services or service clusters from the default configured for the
service mesh. Proxy tasks generally can be implemented on the Service Proxies or, in
some cases, alternatively on a Front Proxy. All solutions relying on a central service or
the Front Proxy are introducing a single point of failure (not repeated per case below).
The decisions, options, and decision drivers for central services and proxy tasks are
discussed below. In addition, we have found evidence for decisions that are needed for
the basic functioning of the service mesh, such as policy distribution, which we have not
included in our catalog, as the user does not have to make a decision about them. Based
on the services and tasks listed below, we found evidence for many possible follow-on
decisions such as support for rate limits, quotas, circuit breaking, retries, timeouts, fault
injection, dashboards, analytics, and so on. We did not include those in our ADD model
either, as the possible list of such higher-level services is excessive and will likely grow

over time.

Service Discovery Decision

To communicate in a service mesh, services need to locate others based on information
like IP address and port number. Of course, this might be hard-coded in each of these
services. If a service changes its address, fails, or is unavailable for other reasons like
congestion, it becomes not reachable anymore. Then, there is a huge problem since all
service code needs to be changed and the mesh needs to be restarted, which impacts
negatively availability. To resolve this issue, the Control Plane and Data Plane use
service discovery system usually provided by platforms like Kubernetes, for example. An
alternative is using a central Lookup service [VKZ04]. The distributed service discovery
option requires a consistency protocol and caching of discovery information, i.e., it is
more compler. However, the lookup is local, thus, it offers better performance. Without
service discovery, the manageability, changeabiltiy, and evolvability of the service mesh

would severely suffer.

Load Balancing Decision

Service meshes, especially at scale, have to handle tremendous traffic loads, which might

overload services, increase their latency, and decrease their availability. To avoid such
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4 Guiding Architectural Decision Making on Service Mesh Based Microservice Architectures

a situation and maintain scalability, services are replicated, and load is distributed
over these instances by both the Control Plane and Data Plane using a load balancing
algorithm. Load balancing can also be based on geographical location, especially in the
case of service mesh expansion described in Section If load balancing is used,
the typical option is Load balancing on the Service Proxies. An alternative that offers
balancing loads for the whole ingress traffic is Load balancing on the Front Proxy; this
option offers less fine-grained control over the load balancing than, e.g., to balance
per service cluster. Both solutions can also be combined, offering the benefits of both

solutions but also increasing the complexity.

Custom Routing Decisions

To manage cross-service and ingress communication, the Control Plane and Data Plane
need to know where each packet should be headed to or routed; routing is usually
configured on the Control Plane and enacted by the proxies on the Data Plane. In
addition to such basic routing, the service mesh often offers Custom Routing options,
which can be based on URL path, host header, API version, or other application-level rules
for control over the routing in the mesh. Such routing rules can be dynamically changed,
increasing the flexibility of the architecture. Custom routing can, in follow-on decisions,
be used for extra tasks; a prominent one is to support continuous experimentation
techniques such as staged rollouts, A/B testing and canary deployment (or not). The
latter can help for more controlled deployments to production, which helps to minimize

deployment risks.

Health Checking Decision

In highly versatile environments such as service meshes, services go up and down un-
expectedly, which decreases availability. To overcome this issue, periodic health checks
on services can be applied, and, e.g., mitigation strategies like service restarts can be
applied. Health checks are usually performed by the service proxy and a central service
collecting the information. Alternatively, simple health checks like pinging service proxies
can also be done solely on the central service, but then more complex health checking is

not possible. Of course, another decision option is not to perform health checks.
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Security-Related Decisions

Communication in service meshes usually uses encryption-based generated keys and
certificates; if not used, the service mesh might be exposed to malicious traffic and
manipulations unless a key and certificate management service outside the service mesh
can or must be used. A simple option is using API Keys [ZSZ"18| and local key
management. The alternative is to introduce a central certificate authority, residing in the
Control Plane, that takes care of storing and distributing security keys and certificates to
the Data Plane. This option is more secure than the other options and creates in large
installations less maintenance overhead for managing various API Keys in the clients and
service proxies. Still, it is also more complex than, e.g., API Keys. Once authentication
is handled, authorization needs to be considered. This can be achieved by setting up
access control in the Control Plane or the Data Plane. If we choose not to control access
after authentication, services are exposed to unintentional and unwanted modifications.
Security is the most important driver in this decision; a solution on the data plane
supports more fine-grained control but is more complexr than a solution on the control
plane. Encryption in service meshes, usually based on mutual TLS, must be handled at
both ends; not using encryption means security is endangered. There are three decision
options for TLS Termination: either we offer TLS termination directly in the service, at
the Front Proxy, or — the most common option — in the Data Plane. The first option
brings boilerplate code to the service, which might also decrease its performance. The
second option is only viable if the service mesh is in a private environment where internal
unencrypted communication is an option (or another encryption than the one used for

communication with clients).

Collect Telemetry, Traces, and Metrics Decision

To observe telemetry, traces, and metrics in a service mesh, they first need to be collected.
Otherwise, we have to access each service and manually upload this data. This is usually
done by a control plane service collecting data from data plane proxies. With few services,
we can choose not to collect them centrally. At large scale, this might make control and
management tasks complex, and central features such as dashboard or metrics are hard
to impossible to build. Some telemetry might also be needed anyway for the functioning

of the service mesh itself.
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Multi-Protocol Support Decision

In heterogeneous environments like service meshes, multi-protocol support is required.
It helps to have a unified API interface that can be used by services using different
protocols, which increases interoperability and extensibility of the service mesh. This
can be offered by data plane proxies or on the front proxy, where the latter option offers
less fine-grained support and is suitable if the mesh uses only one protocol inside. Of
course, we might choose not to use this API interface and relieve the service mesh from
the resulting processing overhead. Then, we need to add boilerplate code to services to

support different protocols or suffer from interoperability issues.

4.5 Challenges in API patterns implementation

Microservices and cloud-based architectures have come up with many challenges to
achieve the desired level of quality properties like performance and reliability. Although
many techniques are available to fine-tune these quality properties as described in the
previous section, there is still high uncertainty on what configuration and setting to choose
in such unpredictable environments. Indeed, software developers can build libraries to
achieve fault tolerance and resiliency features such as circuit breakers and timeouts. They
can also use those features that are already implemented in service meshes proxies as
described above. However, their proper configuration could only be realized through
personal experience and guessing. As a result, there is a need for tool support to decide
on which configuration to select in different situations.

APIs are considered as the entry point of each application, including microservices and
Cloud-based. Many API best practices and patterns have been identified (see Chapter ,
including Rate Limit, Request Bundle, and Load Balancing to increase quality properties
related to performance and reliability, for example. However, there exists no formally
defined link between configuring such API patterns and its impact on those quality
properties. Rate Limit, a feature already provided by service meshes as described in
the last section, has long been used by major service providers like Google and eBay to
prevent overloading their backends. They use a pricing model to define the rate limit
value to assign to each user, which is not an efficient solution in the long term. As the

number of paying users gets higher, there is a higher risk that the backend will still be
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overloaded and reject their requests. This is an unwanted situation for both the users
and the service provider. Of course, service providers cannot have unlimited resources,
so they need to adjust them on demand. Indeed, rate limit values need to be adjusted in
an adaptive way, taking into consideration parameters from both API client and server
sides. Service meshes provide multi-level rate limiting capability as already depicted
in Figure[1.2, which would allow us to fine-tune rate limits from different perspectives
(see Chapter [5| for more details) and on demand. As a result, realizing rate limiting
adaptation on the fly is feasible as the service meshes control the traffic, as discussed in

the last section, from the entry point or API Gateway to the backend or microservice.

Request Bundle is another important API pattern, but has the particularity that it is
usually implemented directly in the source code (see Chapter [7|for more details). The
role of that pattern is to bundle multiple requests into a single one. This approach has
its advantages and disadvantages. Using the Request Bundle would reduce drastically
the communication between API client and server. However, having a big request bundle
could create network congestion and longer processing time on the server. As a result, it
is not obvious to make the right decision for the implementation of this pattern. Service
meshes provide the possibility to have different versions of the same microservice as
described in Section which could make analyzing such a pattern feasible. Using
Custom Routing capability, we would be able to deploy two different versions of the same
microservice that deliver the same result. However, one version would handle incoming
traffic with bundled data, and the second one without bundled data. As a result, we
would be able to switch on and off Request Bundle on the fly to evaluate both cases using

the same configuration and running environment (see Figure [2.1).

The Load Balancing pattern is a widely adopted API strategy aimed at distributing
workload across multiple microservices to enhance scalability. Notably, this pattern
is often externally implemented through third-party services, adding complexity and
extra expenses. Consequently, it’s crucial to assess the pattern’s impact on the entire
infrastructure to determine if the implementation efforts are justified. Service meshes
offer a convenient approach to implementing Load Balancing using virtual services, as
illustrated in Figure and elaborated upon in Chapter |8l This implementation can be
executed at various levels (such as with Rate Limit) to provide greater flexibility and

control. Moreover, this pattern can be realized through different strategies or algorithms,
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potentially including the emulation of multiple load balancers per service.

In general, combining API patterns is expected to have a positive impact on the related
quality properties. However, it is not obvious to what degree this combination can be
beneficial. For instance, Rate Limit has to be adapted carefully when used with Request
Bundle. Without Request Bundle, it is expected to have chatty communication between
API client and server and so Rate Limit could prevent to have excessive resource usage.
However, when using Request Bundle, the chunks of communication become larger, and
it would make sense to reduce the rate-limiting values. On the other hand, those bundles
of data could also create a bottleneck and traffic congestion on the backend. More
combinations scenarios, including the Load Balancing pattern, are implemented using

service meshes and analyzed in detail in Chapter

4.6 Estimation of Uncertainty Reduction

There are many different kinds of uncertainties involved in making ADDs in a field
in which the architect’s experience is limited. The obvious contribution of our ADD
model is that it helps to reduce the uncertainty of whether all relevant, necessary, and
sufficient elements for making a correct decision have been found. Another kind of
uncertainty reduction is our ADD model’s uncertainty reduction compared to using the
same knowledge but in a completely unorganized fashion. We want to estimate this kind
of uncertainty reduction here, following the approach described in detail in [ZSZ'18].
Here, we estimate the uncertainty reduction only for each individual decision. Please note
that in most decisions, combinations of options from different decisions need to be taken.
Still, as many decisions in our ADD model have different decision contexts, this can only
be calculated precisely for actual decisions made, not for the reusable decisions in the
ADD model. But a consequence is that the actually achievable uncertainty reduction is
much higher than the numbers below when decisions need to be made in combination.
We calculate each number both using our ADD model (denoted with ¢ below) and not
using our model (denoted with © below). Let DEC denote the decisions in our ADD
model. For each d € DEC, there are a number of decision options OPTy possible to
choose for decision d. Finally, a set of criteria C RI; needs to be considered when making

a decision d.
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Number of decisions nodes (ndec): Our ADD model represents each decision separately.
So the number of decision nodes for a single decision d is always ndecf? = 1. Without our
ADD model, each decision option in the design space that is not Do Nothing is a possible
decision node, and it can either be selected or not: ndec; = |[OPTy \ {Do Nothing}|.
Please note that if a design solution has variants, O PTy contains the base variant plus

each possible variant.

Number of required criteria assessments in a decision (ncri): Our ADD model includes
explicit decision criteria per decision, and for all decisions described above all criteria
are pre-decided in the sense that we have assigned a qualitative value {++, +, o, -,
--} to it, represented in the range: very positive, positive, neutral, negative, and very
negative. Thus, the required criteria assessments per decision are one assessment per
decision, ncm’?f = 1. Without our ADD model, we need to assess each criterion for each

decision node (as we have no pre-decided choices): ncrij = |CRIy| x |ndec5|.

Number of possible decision outcomes (ndo): Our ADD model already models each
decision option separately in |OPTy| including Do Nothing options, so ndo§ usually equals
|OPTy| unless the design space allows explicit combinations of solutions as additional
outcomes. For instance, in the decision on managed ingress communication, the API
Gateway can be combined with the base variant Front Proxy. Let the function solComb()
return the set of possible solution combinations in the options of a decision; then
ndo§ = |OPT,| +|solComb(OPT,)|. The same is true in principle for the decisions made
without our ADD model. Still, as the decision d is here split into multiple separate
decision nodes ndecg and without the ADD model, no information on which combinations
are possible is present, we need to consider any possible combination in ndecde, i.e., the

size of the powerset of the decision nodes: ndog = |P(ndecd@)| — glndecg|,

Table [4.2 shows the results of the uncertainty reduction estimation. It can be seen
that the number of decisions to be considered ndec can be, in total, reduced from 33 to
14, with an average improvement of 49.76% when using our ADD model. As all decisions
have multiple criteria and when not using our ADD model, no decisions are pre-decided,
the improvement for criteria assessments is higher: on average, an 86.70% improvement
is possible. Finally, the possible decision outcomes are improved from 96 to 47, with an

average 32.59% improvement.
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Table 4.2: Uncertainty Reduction Estimation

Decision H ndec® ‘ ndec® ‘ Imp. H neri® ‘ neri® ‘ Imp. H ndo® ‘ ndo® ‘ Imp.
Managed Cross-Service Com-|| 1 3 66.67% 1 24 95.83% |4 8 50.00%
munication

Managed Ingress Communic-|| 1 2 50.00% 1 16 93.75% |3 4 25.00%
ation

Traffic Control 1 5 80.00% 1 45 97.78% 6 32 81.25%
Service Mesh Expansion 1 2 50.00% 1 16 93.75% |3 25.00%
Service Discovery 1 2 50.00% 1 16 93.75% |3 25.00%
Load Balancing 1 3 66.67% 1 21 95.24% || 4 50.00%
Custom Routing 2 4 50.00% || 2 8 75.00% || 6 10 40.00%
Health Checks 1 2 50.00% 1 6 83.33% |3 4 25.00%
Security 3 7 57.24% 3 24 87.50% 10 16 37.50%
Telemetry 1 1 0.00% 1 4 75.00% 2 2 0.00%
Multi-Protocol Support 1 2 50.00% 1 16 93.75% 3 4 25.00%
Total lia [33 | 1 J1o6 | a7 Jos ]
Average Improvement Per 49.76% 86.70% 32.59%
Decision

4.7 Discussion and Threats to Validity

We have studied knowledge on established practices in service mesh architectures, relations
among those practices, and decision drivers to answer our research questions RQ1.1-
3, respectively, with multiple iterations of open coding, axial coding, and constant
comparison to first codify the knowledge in informal codes and then in a reusable ADD
model. Precise impacts on decision drivers of design solutions and their combinations
were documented as well; for space reasons, we only summarized those in the text and did
not show them in detailed tables. In addition, we estimated in Section |4.6|the uncertainty
reduction achievable through the organization of knowledge in our ADD model. We may
conclude that our ADD model (and similar models) has the potential to lead to substantial
uncertainty reduction in all evaluation variables due to the additional organization it
provides and the pre-selections it makes. For individual decisions, mastering and keeping
in short-term memory the necessary knowledge for design decision-making seems very
hard for the case without the ADD model (see numbers in Table [4.2), but it is quite
feasible in the case of our ADD model. Our model also helps to maintain an overview
of the decisions ndec® and criteria assessments ncri® in the combinations of contexts.

Only the number of possible decision outcomes for the combination of multiple decisions
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seems challenging to handle, both in the ndo® and ndo® case. That is, despite all
the benefits of our approach, the uncertainty estimations show that a limitation of the
approach is that when multiple decisions need to be combined in a context, maintaining
an overview of possible outcomes and their impacts remains a challenge — even if a
substantial uncertainty reduction and guidance is provided as in our ADD model. Further
research and tool support is needed to address this challenge. As our numbers are only
rough estimates, further research is needed to harden them and confirm them in empirical
studies, maybe based on a theory developed based on such preliminary estimations.
While we believe the generalizability of our results beyond the knowledge sources we
have studied is possible to a large extent, our results are limited to those sources and, to
a lesser extent, to very similar service mesh architectures. Most sources were public Web
sources; there might be in-house practices not reported to the public by practitioners
not covered here. Some sources were from the technology vendors, which might have
introduced bias, but this is mitigated to a certain extent as we considered sources from
most major service mesh vendors. Our results are only valid in our set scope; we do
not claim any form of completeness. Possible misinterpretations or biases of the author
team cannot be entirely excluded and might have influenced our results. We aimed to
mitigate this threat through our own in-depth experience and by carefully cross-checking

the sources in many iterations.

4.8 Conclusions

We have performed in this chapter a qualitative study in which we have studied service
mesh established practices and proposed a formally defined ADD model. In total, based
on our findings, we modeled 14 architectural design decisions with 47 decision outcomes
and 77 decision drivers. In our uncertainty reduction estimations, we were able to indicate
that the knowledge organization in our ADD model can lead to a significant reduction of
uncertainty. We plan in our future work to combine our ADD model with other aspects
of microservice design and DevOps practices and empirically validate a theory based on
the preliminary uncertainty reduction estimations. We also plan to validate our ADD

model using real-life case studies with field practitioners.
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In this chapter, we uncovered architectural design decision options when setting up
service meshes. We found that this technology provides strong support for API pattern
implementation. In the following chapters, we start by using service meshes to empirically
evaluate some central services and proxy tasks (described in Section or API patterns
including Rate Limit and Load Balancing. Before that and in the next chapter, we exhibit

a deep dive into the first API pattern that will be empirically studied: Rate Limit.
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collection

This Chapter refers to the work established |[SMPZ23| that presents an analysis of the
prevalent patterns utilized by developers for defining Rate Limit configurations and
strategies, alongside their practical applications in real-world APIs. Moreover, a thorough
examination is conducted on the extent and granularity with which Rate Limit constraints
can be enforced. Furthermore, multiple implementation-related patterns are identified,
and a compilation of noteworthy technological examples is provided as known uses. The
patterns identified in the study revolve around the configuration and parameters of Rate
Limit policies, the breadth and specificity of the enforced policies, methods employed
to combat abusive clients, and diverse server-side implementation strategies. The API
rate limit adoption pattern collection is structured by grouping patterns with similar
objectives.

In the following sections, we identify specific patterns delineating various potential
implementations of Server-Side rate limiting, which we categorized based on the rate
limiter component, its placement, and its scope. The choice of solution relies on the type
of system architecture housing the API. By pinpointing the relevant pattern, developers

can efficiently apply rate limiting at the interface level of the system.

5.1 Positioning of Rate Limiter

5.1.1 Internal Rate Limiter

Context: A service provider has control over their infrastructure and systems, enabling
them to regulate the rate of incoming requests.

Problem: How can a controllable rate limiter be implemented without relying on
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external services?
Solution: Rate Limit is fully integrated within the server-side code. The rate limiter
intercepts and filters clients’ requests upon reaching the backend service that implements
the APIL.
Solution details:  In monolithic service architectures [KZH™20], a rate limiter can be
part of the backend service.

In microservice architectures [Ricl6], the Rate Limit policy can also be internally
implemented within the backend architecture. The precise placement of the rate limiter

depends on the chosen infrastructure to implement the microservices architecture:

Service Mesh based architecture. In a service mesh architecture, the Rate Limit
policy is positioned in the control plane to ensure centralized and consistent
enforcement. Different strategies can be adopted to implement rate limits internally

within the backend:

— Configuring the sidecar proxy to enforce rate limits on inter-services com-
munications helps shift the Rate Limit control from the application to the

networking layer.
— Designating one service within the mesh as a rate limiter service can centrally

manage and enforce Rate Limits for all microservices within the mesh.

API Gateway based architecture. In this architecture, an API gateway sits between
the client and the microservices, and it can host a rate limiter component to regulate

incoming requests to each microservice.

Consequences:

+ Customization: Since it’s part of the provider’s code, the rate limiter component
can be tailored to match specific rate limits required by the application and handle

different request types differently.

+ Integration: Seamless integration with the application codebase facilitates easier

updates as the application evolves.

- Increased complexity: Additional development effort and maintenance overhead are

required, potentially adding complexity to the application codebase.
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Known uses:

API Gateway: Many API gateways, such as Kong (which we employ in Chapter @
or Tyk, have built-in rate-limiting functionality, allowing enforcement of Rate

Limits across multiple APIs or endpoints.

Envoy Proxy: Used by service mesh technologies like Istio and Kuma, it can serve

as a Front or Edge Proxy for granular rate limiting. We implement this approach
in Chapters 8 and [9]

5.1.2 External Rate Limiter

Context: A readily available solution to rate limiting is provided by an external system.
Problem: How can implementing rate limiting be expedited and simplified?
Solution: Rate Limit is implemented using third-party services or libraries.

Solution details: Select an appropriate rate-limiting service or tool, configure
rate-limiting rules, integrate with the API, test, monitor, and fine-tune as needed.

Consequences:

+ Speed of implementation: Reusing an existing rate-limiting component can save

time compared to building one from scratch.

+ Compliance: Ensures compliance with regulations and industry standards related

to rate limiting.

- Security: May introduce security risks, such as exposure of sensitive data to external

service providers.
- Performance: May introduce additional latency and overhead in request processing.

- Reliability: The system becomes dependent on external factors such as network

connectivity and availability of the rate limiter.

Known uses:

Cloud provider’s rate-limiting service: AWS, Google Cloud, and Azure offer rate-

limiting services that can be integrated with an application or API.
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Third-party rate-limiting services: Cloudflare, Akamai, and Fastly offer advanced

features like DDoS protection and real-time monitoring.

Open-source rate-limiting components: Redis, Guava, and Bucket4j can provide

basic rate-limiting functionality.

Related Patterns: A hybrid approach combining an External Rate Limiter and an
Internal Rate Limiter can enhance system reliability by providing a backup mechanism in
case of failure or performance issues with the external rate limiter. However, integration

challenges may arise between the Internal and External Rate Limiters.

5.2 Scope of Rate Limiter

5.2.1 Global Rate Limiter

Context: The system architecture is composed of multiple services.

Problem: How to enforce a shared and uniform Rate Limit value for all services of a
system?

Solution: Rate Limit is implemented using a Front Proxy to manage the overall incoming
traffic to a system.

Solution details: This involves identifying operational thresholds that require a
global rate limiter. The Front Proxy can enforce the Rate Limit either at the application
layer or the network layer.

Consequences:
+ Consistency: Ensures a uniform rate limit for all services of the architecture.

- Flexibility: Adjusting or fine-tuning the rate limit to specific resource consumption

rates can be challenging.
Known uses:

Envoy’s service proxy is often used to implement global rate limiting in Service

Mesh architectures.

Nginx ingress allows configuring global rate limits using the limit_ req zone direct-

ive.
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Redis can be used to implement global rate limiting and is supported by several

API Gateway pattern implementations.

5.2.2 Local Rate Limiter

Context: The system architecture is composed of multiple services.

Problem: How to define and enforce different Rate Limit values for each service?
Solution: Rate Limit is implemented within the service mesh using Edge Proxies,
enabling each service to independently manage its incoming requests.

Consequences:

+ Flexibility: Local rate limiting provides more control over the rate-limiting logic,
allowing for more fine-grained control and customization of the rate-limiting rules

for each service.

- Complezity: Implementing local rate limiters requires additional code and configura-
tion, increasing system complexity and potentially introducing bugs or performance

issues.
Known uses:

Envoy supports local non-distributed rate limits where the Rate Limit can be

configured for specific endpoints.

GitHub API uses different rate limits for various services it allows access to,

prioritizing authentication requests over unauthenticated ones.

Related Patterns: Combining both Global and Local rate limiters can offer better
control and flexibility over resource utilization in a system. Global rate limiters ensure
overall system load remains manageable, while local rate limiters provide finer control

over specific services, enhancing resource efficiency and performance.
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Part 111
API Performance and reliability prediction models
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6 Impact of APl Rate Limit on Reliability of

Microservices-Based Architectures

Many API patterns and best practices have been developed around microservices-based
architectures, such as Rate Limiting and Circuit Breaking, to increase quality properties
such as reliability, availability, scalability, and performance. Even though estimates on
such properties would be beneficial, especially during the early design of such architectures,
the real impact of the patterns on these properties has not been rigorously studied yet.
This chapter focuses on API Rate Limit and its impact on reliability properties from the
perspective of API clients. We present an analytical model that considers specific workload
configurations and predefined rate limits and then accurately predicts the success and
failure rates of the back-end services. The model also presents a method for adaptively
fine-tuning rate limits. We used service meshes to set up the back-end infrastructure as
well as the configuration of the different workload scenarios, the monitoring, and the
data collection. We performed two extensive data experiments to validate the model
and measured Rate Limiting impacts, firstly on a private cloud to minimize latency and
other biases and secondly on the Google Cloud Platform to test our model in a realistic
cloud environment. In both experiments, we observed a low percentage of prediction
errors. Thus, we conclude that our model can provide distributed system engineers
and architects with insights into an acceptable value for the rate limits to choose for a
given workload. Very few works empirically studied the impact of Rate Limit or similar

API-related patterns on reliability.

6.1 Introduction

In the current chapter, we have selected Rate Limit as the first API pattern to study to
answer the first part of RQ1. This is a prominent and widely used API pattern or best
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practice by several Cloud and online service providers like eBay, Google, and Amazon.

The increasing adoption of microservices-based architectures has posed many chal-
lenges regarding API design, including runtime properties such as reliability, availability,
and performance [FML17]. Many API best practices and patterns have been identi-
fied [ZSZ118,[PZAT17,[SZZ"18]. A prominent and often applied practice is API Rate
Limit |[ZSL*T20b|. Rate Limit aims to protect services from excessive usage and nudge
API clients into becoming paying customers. It is supposed to increase the reliability of
the services from API clients perspective. Many techniques and solutions exist that are,
e.g., deployed in a Cloud-based architecture [Goo20| or provided as configurable options
of an API Gateway [Papl7]. However, there is little guidance on which technique to use,
how to use them, in which specific circumstances, and using which configurations.

Our study aims to fill this gap by developing an analytical model for accurately
predicting the reliability impacts of Rate Limiting in microservice-based applications
from API clients perspective. This model also presents a solid method for adaptively
fine-tuning rate limits. We empirically validated this model using a set of microservice-
based workload scenarios deployed on a private cloud (to minimize latency and other
biases) and on the Google Cloud Platform (GCP) (to test our model in a realistic cloud
environment) and supported by a service mesh-based infrastructure. Note that Rate
Limit also substantially impacts overall system performance and scalability, but this is
beyond the scope of this chapter. We simulate real-world API client workloads using
different configurations and settings for empirical validation. Our goal is to answer the

following research questions:

RQ2.1 How can we accurately predict API Rate Limit impacts on reliability

properties of a microservices-based system from API clients perspective?
RQ2.2 What are the effects of API Rate Limit on those reliability properties?

We propose an analytical model to accurately predict the influence of Rate Limit on
reliability properties from API clients perspective. We model each complete simulation
run as a Bernoulli process composed of a series of Bernoulli trials, each mapping to a

predefined rate limit.

To validate our model, we have set up an experiment using a representative, modern
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Cloud-based architecture based on microservices and the Istio service meshl} testing
realistic workload scenarios (see Section [6.5.1). Then, we ran the experiment simulating
20 different configurations of API client workloads and repeated each experiment 50
times on the private cloud and GCP. The total runtime of the experiments was more
than 2,000 hours. We compared the results from the model with the data generated from
each of these configurations. We have found that the error is significantly reduced with
more runs or stays stable and stands at the maximum values of 17,7% for the private
cloud and 16,73% for the GCP experiment, respectively. Those values are substantially
below the target prediction error of up to 30% for Cloud-based architectures [MA02]| and
explainable with network infrastructure imperfections such as latency and unforeseen
errors. The predictions are acceptable since they are close to reality and are sufficient to
make broad or early architectural decisions.

The chapter is organized as follows. We give an overview of existing Rate Limit
techniques and the technique we chose in our research in Section [6.3] In Section [6.4] we
present our analytical model. After that, we describe the experiment we have set up to
empirically assess the model in Section In Section we compare the results from

the model and the experiments and discuss threats of validity. Finally, we conclude in

Section 6.7

6.2 Related work

This chapter focuses on designing a prediction model to help software architects select
the best Rate Limit strategy for a specific workload and a particular server configuration.
Many approaches and methods have been presented for performance and reliability
prediction in software architecture, such as performance model derivation and analysis
based on model transformations [DMMO06] and software quality prediction based on
Bayesian Nets [Rad11]. Duzbayev et al. [DP06] present a runtime prediction model of
software architecture QoS specific to queued systems. Adjepon-Yamoah [AY16] argues
that most approaches have limitations, especially in unpredictable environments like
Cloud-based architectures. Only a few studies proposed performance models dedicated

to Cloud environments [KBBML16|,|JPG19]|. Likewise, our approach is based on an

"https://istio.io/docs/concepts/what-is-istio/

99


https://istio.io/docs/concepts/what-is-istio/
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analytical model and empirical data measured in a private cloud and GCP. It is generally
cloud-compatible and can be applied to any microservice-based system. Since we cannot
cover all microservice technologies and concepts, slight adaptations of measurements and
models might be needed in environments with other characteristics, such as other public

clouds [LSL19].

Empirical assessments of software architecture reliability have also been the subject of
many research papers. Katerina et al. [GPHPO05| discuss the issue that most software reli-
ability models research papers do not present empirical evaluation and assessment of those
models. A simulation tool called the Palladio Component Model (PCM) was extended by
Brosch et al. [BKBR10] to close the gap between the (UML-based) modeling of a system
and its empirical evaluation. Another simulation tool is Cloudsim [CRB*11], which is
sometimes applied for service simulations but generally more low-level, i.e., with a focus
on cloud resources rather than architectural components. Chaos engineering [BBd™ 16|
has been introduced as a discipline-specific to large-scale microservice-based systems
for real-time reliability testing. Our proposed reliability model is a novel parametric
approach assessed using a widely used service mesh deployable at a considerable scale.
None of these approaches have been applied with an API-centric perspective or focused
on specific API patterns to the best of our knowledge. Thus, the research question of
what the introduction of Rate Limit means for the results achieved with such approaches

has not yet been answered, and our study aims to close this gap.

Rate Limit and similar techniques have been introduced as best practices or pat-
terns |ZSZ118,PZAT17,SZZ118,ZSL120b, MZ21] and in the context of Service-Level
Agreements [GDFRC'19, GDFMRC18|. However, the effects of Rate Limit have not
yet been studied empirically in the scientific literature. This is interesting because Rate
Limit is a major API practice, and it has a substantial influence not only on reliability
and availability properties but also on other critical properties such as security and
performance. Thus, measuring the impact of Rate Limit and related patterns is crucial
to unveil their impacts on those properties and tradeoffs for decision-making. We believe
it is necessary to study and integrate the effects of such major practices that might
influence every single distributed call between clients and servers in a system to improve

the results of existing simulators and prediction models.
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6.3 Background on Rate Limiting

Nowadays, service providers usually expose their APIs through API Gateways [Ric20]
to provide a central access point and ensure the security and availability of the services.
Rate Limit |ZSL120b,ZSZ118,|SZZ 18] is one of the significant patterns that are used to
ensure that the API provider is not overwhelmed by excessive requests of API clients,
either intentional in API abuse or Denial of Service attacks or unintentional, e.g., as
a result of system or user errors. Rate Limit also solves scalability (and thus overall
system performance) and system reliability issues, as it can help cope with situations
where an API provider unexpectedly receives a burst of client requests. In some cases,
this practice might be linked to extra functionalities like limiting access to a specific
API clients from a specific device (e.g., mobile device) at a particular period. It can
also detect API clients with shallow frequency access and who intentionally aim to keep
connections open for a long time.

Rate Limit is usually linked to a Rate Plan |[ZSL*20c|, which enforces a billing strategy
on APIT usage. Combining those patterns solves most of the problems described lately, as
it provides an efficient way to control the behavior of API clients. However, this produces
an additional computation and resource consumption overhead for authenticating and
authorizing API clients and keeping track of their usage, especially when the usage-based
pricing is selected as the base billing policy. Usually, a request is sent by an API client
along with an API Key |ZSL"20a] or information for some other authorization mechanism
to verify the legitimate use of the requested API resource.

There exist two types of Rate Limit: First, backend rate limiting is enforced by the
backends’ physical capacity and measured as Transaction Per Second (TPS). Second,
application rate-limiting enforces limited requests per period or a quantity of data per
user [Sim19]. Our study focuses on the second rate-limiting type by enforcing limited
user requests per minute.

Several techniques can enforce rate limiting, such as the token bucket, leaky bucket,
or fixed and sliding window practices |[Goo20]. When using the token bucket technique,
each request is considered a set of operations, and each of these operations consumes
one token until it reaches the maximum bucket capacity. The leaky bucket technique is
similar to the first one, but the rate limit is applied directly to the requests, and any

request that exceeds the capacity of the bucket is leaked. Our study covers all these
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rate-limiting techniques.

6.4 Analytical model

In this section, we present our analytical model for the reliability of services with Rate
Limit from API clients perspective, modeled as a Bernoulli process. The Bernoulli process
represents an experiment during time 7', where each time interval ¢ represents a Bernoulli
trial. We define n; as the number of times we measure the success and failure rates of

the system where:
ne T
dt=T with ny= 7 (6.1)

We model user profiles based on different usage levels, from low to high. On the client
side, let SU; denote the share of users with level ¢ of usage, where i ranges from 0 to
oo. Further, to precisely define each of these user groups, let RPM; denote the number
of requests per minute the users in SU; send. Let TU denote the total number of users
that send these requests. The total client requests TR” in the time interval T' can then

be calculated as:

TR" =T-TU - SU;- RPM; - LF; (6.2)
1=0
Such that,
> SU; = 100%
=0

And LF; is the load frequency occurrence corresponding to SU;. It represents the
proportion of time T" where the workload is being executed and is calculated using the

formula:

LOAD;

LF, = REM, (6.3)

LOAD;,
LOAD. | SLEEP,

Where LOAD; is the number of concurrent requests sent by users in SU; during time
T and SLEFEP,; is the idle or no execution time corresponding to the users in SU; during
time 7.

On the server side, let TRZ;telimit denote the total number of requests that failed due

to rate limiting, and let T R?ailure indicate the total number of requests that failed for

other reasons than rate-limiting during the time interval 7. Then TRZ ..., the total
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number of succeeded requests, assuming that the reliability of the network infrastructure

is very high, can be calculated as:

TRZuccess = TRT - (TR?ailure + TRrratelimit) (64)
Additionally, let FR;MIWC and FRL ... denote the failure rates, during the time
interval ¢, corresponding to T' Ri’:ailwe and TR, .. .. vespectively. SRL, ... denotes the

success rate, during the time interval t. The respective number of failed requests T’ Rl}ailu'fe’

succeeded requests TR, and failed requests due to rate limiting T'RY ,.;,.4» during
the time interval ¢ can be written as:

TR iture =t FR 4i1re (6.5)

TR yecess =t SRyccess (6.6)

TR, atetimit =t F Ry ggetimat (6.7)

We consider each time interval ¢ as a Bernoulli trial. Let P]Eailwe denote the probability

of request failure, P? the probability of request failure due to rate limiting, and

ratelimit

P! ccess the probability of a succeeded request. The corresponding expected numbers of
failed requests E?ailure, requests failed because of rate limiting ETTatehmit, and succeeded

requests EL ..., during the time interval T', can be written as:
E?ailure ="y P}ailure (68)
E'?atelimit ="y Pﬁatelimit (69)
Eiccess =Ny P.:uccess (610)

Where:

Pstuccess =1- (P]tcailure + Pfatelimit) (611)
Thus, the total number of failures TR?ailum, failures due to rate limiting TRrTatelimit’

T

and succeeded requests TR, ccss

can be expressed as:
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TR}Wailure = Z E?ailure : TR?ailure (612)
TRZatelimit = Z Ez:ztelimit : TRiatelimit (613)
TRZuccess = Z Eg;Access ’ TRéuccess (614)

which can be rewritten using equations (6.1)), (6.5), , (6.7)), , and ((6.10)

as follows:
TR?ailure =T- Z P;ailure : FR?ailure (615)
TRzatelimit =T Z Pfatelimit ' FRf"atelimit (616)
Nt
TRZuccess =T- Z Pstuccess : SRzuccess (617)

Using equations (6.2)), (6.3)), (6.4), (6.15), (6.16) and (6.17), the resulting formula

including both client-side and server-side parameters is the following:

non—rate—limiting failure rate

ng +

failure

TU

-FR}

failure

LOAD;
oo RPM,;
workload{ > SUs - RPM; - roaD; CSimET (6.18)
k2
ng nt
_ Pstuccess . SR _ P'r‘atelimit . FRt
TU success ratelimit
success rate rate—limiting failure rate
Such that:
n Pjtf l t
_ vt L failure
NRL _FR =5 0 ~FRfm-lure
— V" Pouceess t
SR = Z U ’ SRsuccess (619)
— e Prloterimi t
RL—FR - Z TU : FRratelimit

The resulting equation shows that the non-rate-limiting failure rate NRL_F R might
decrease if both the success rate SR and rate-limiting failure rate RL__F R increase.
Indeed, Rate Limit can considerably decrease NRL_F R. However, if not configured well,
it can also lead to the decrease of SR and thus increase NRL FR. Table 6.1/ summarizes

the variables used in our model.
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Table 6.1: Definition of Parameters

Independent variable‘ ‘Description

Percentage of the user group with usage level ¢

SU;
in the total users share.
Number of requests per minute the users in the share
RPM;
of users of level ¢ usage send.
Number of concurrent requests executed by
LOAD;
level ¢ usage users during time 7.
SLEEP; Idle or no execution time for level i usage users during time 7.
TU Total number of users in the experiment.
T Total duration of the experiment in minutes.
t Trial duration in minutes.

Dependent variable ‘ ‘Description

Per-minute number of requests failed

NRL_FR

for other reasons than rate limiting.
RL _FR Per-minute number of requests failed due to rate limiting.
SR Per-minute number of requests succeeded.

6.5 Empirical evaluation

We have followed the eight methodological principles for reproducible Cloud performance
evaluation [PVBT19]. Principle 1 emphasizes repeating the experiments many times
and quantifying the results. Indeed, we repeated the experiments 50 times until we
reached a reasonably low prediction error. As per Principle 2, each of these experiments
has to run a different configuration, which is the case in our work since we have run
50 different configurations (10 workload configurations x five rate limit configurations)
using a private cloud and 50 additional configurations using GCP. Section describes
in detail the hardware and software configurations used in the experiments, which is
required for fulfilling Principle 3. To satisfy Principle 4 and enable the reproducibility of
our study, we published all artifacts as open—accessﬂ In Section m we analyze the
results using box plots as recommended for Principle 5. Then, we evaluate the data’s
accuracy by comparing the experiments’ results to our model, as described in Section
[6.6, and required as Principle 6. As per Principle 7, all the measurement units are

explicitly displayed. Principle 8 is about reporting cloud costs, which we do for the GCP

2To enable reproducibility of our study, all artifacts used in the experiment, including code and data,

are published as an open-access artifact on Zenodo: https://doi.org/10.5281/zenodo.6560270.
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Table 6.2: GCP cost details (in Euros)

Service Cost |Discounts |Promotions and others|Subtotal
Compute Engine (416,56 -3,72 -243,22 169,62
Cloud Logging 74,2 0 -13,65 60,55
Kubernetes Engine| 94,99 -94,99 0 0
Total 585,75 08,71 | 256,87 | 230,17

experiment in Table (not applicable for the private cloud experiment).

6.5.1 Benchmark workload scenarios

Existing benchmarks for studying application-level microservices, such as TeaStore [vKES™ 18],
are based on examples implemented by researchers. We essentially followed the same
approach, but to design realistic workload scenarios, we decided to perform our
experiments using workload scenarios derived from typical kinds of interactions
observed in a prior empirical study of open-source microservice architectures realized by
practitioners [NZP*20| (e.g., we tried to model similar call chains length, number of
database interactions, processing steps, etc.). In this context, we observed that typical
E-commerce or business interactions such as authentication, product selection, basket
interactions, and payment occur relatively often in open-source systems. Thus, we used
such interactions for our workload scenarios. We have extended our study to other

benchmarks as described in the remaining chapters.

Many open-source systems showcase specific technologies, such as specific tracing or
deployment technologies, or microservice concepts, such as event sourcing. To avoid
the substantial bias by those specific technologies or concepts in the implementations,
we decided not to experiment based on one of those open-source systems. Instead, we
created a benchmark based on those workload scenarios to model typical interactions
in microservice-based business applications. In particular, we (1) modeled eight typical
interactions in four services covering authentication, product, basket, and payment
functionality as benchmark scenarios based on the steps repeatedly occurring in the open-
source systems, and (2) implemented those scenarios from scratch as plain RESTful HTTP
services. Based on the mentioned empirical study [NZP*20], we believe those scenarios

to be representative of typical interactions in many business systems. We developed
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our RESTful microservices using the widely used Java/Spring Bootﬂ technology. Each
microservice exposes a set of REST API endpoints that execute the corresponding
operations on its dedicated Mong database instance.

A typical workload scenario in our experiments starts with the number — predefined
earlier during workload initiation (see Tables @ and — of API clients of type
customer sending POST login API calls to the authentication microservice. For instance,
then, each of these customers views the list of available products using the provided GET
API endpoint in the product microservice and adds his reserved product (for the reason
described earlier) to the basket by calling POST API Endpoint in the basket microservice.
After that, each customer proceeds to payment and checkout by sending a POST request
to the payment microservice. The latter sends DELETE requests to both basket and
product microservices to remove the purchased product from the customer’s basket and
from the list of available products to purchase, respectively. Numerous executions of

such scenarios can be executed concurrently during our experiment runs.

6.5.2 Architecture overview

Service meshes have been studied as an infrastructure layer that manages communica-
tion in microservice architectures and performs numerous Proxy Tasks including API
rate-limiting (as described in Chapter . It has also been pointed out that service
meshes provide numerous Central Services like collecting telemetry, traces, and metrics,
considerably reducing the complexity of data collection and analysis. We have chosen
to use the Istio service mesh as a representative modern microservice platform in our
current study. To handle Ingress Communication, we have decided to use a Front Proxy
as an API Gateway [Ric20], as we intend to assess rate limiting on the traffic coming
from outside the service mesh. We have also selected the Multi-Cluster Support option
for our private cloud, as it is simple and easy to administrate.

We have deployed our benchmark workload scenarios on the Istio service mesh. We
aim to provide a realistic setup for a modern microservice deployment configuration. Istio

is installed using its multi-cluster option with one shared control plan Each cluster

3https://spring.io/projects/spring-boot
“https://www.mongodb. com
Shttps://archive.istio.io/v1.4/docs/setup/install/multicluster/shared-vpn/
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represents a Minikubeﬁ instance running a Kubernetes engin under a preconfigured
Virtual Machine (VM). The benchmark workload scenarios run on four Java-based
microservices: authentication, product, basket, and payment. Each microservice is a
Dockerﬂ image deployed on a single cluster along with a dedicated Mongo database
Docker image and exposes REST API endpoints accessible via the HTTP Protocol. The
internal communication between these microservices is established through Sidecars (see
Chapter [4) over a private network.

We have integrated the Kong API Gateway |[KC20] into Istio to intercept incoming
client communication. The reason for choosing this API Gateway is that it is open source
and can be seamlessly integrated with Istio. Also, it natively supports rate limiting,
considerably reducing its implementation complexity. In addition, this way, we can avoid
the threat to validity that — by implementing our rate limiting solution — we could have
introduced some unrealistic implementation variant or other bias into the used rate
limiting solution. Finally, the Kong API Gateway already provides API metrics [Bag20b],
using the time series kong_ http_ status, that can be directly collected and visualized
using tools like Prometheud”| or Grafana'|

In GCP, we used the previously described setup but without the Multi- Cluster Support
option. Instead, we used only one Google Kubernetes Cluster (GK !l) composed of four

nodes pool.

6.5.3 Configuration details

We have run the experiments on a private cloud, composed of 4 Ubunt 18.04.4 LTS
Virtual Machines (VMs) running on vSpher 6.7 environment. Each of these VMs
runs a Minikube instance (version ranging from 1.8.2 to 1.9.2) with eight dedicated CPU
cores Intel Xeon(R) CPU E5-2650 v4 @ 2.20GHz and 20 GB of system memory. Each

Minikube instance runs Kubernetes engine version 1.14.2 and Istio version 1.4.3.

Shttps://minikube.sigs.k8s.io/docs/
"https://kubernetes.io
8https://hub.docker.com
%https://prometheus.io

https://grafana.com
Uhttps://cloud.google.com/kubernetes-engine
“https://releases.ubuntu.com/18.04/
3https://www.vmware . com/products/vsphere.html
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The central Minikube instance hosts the central Control Plane, Kong Ingress Control-
let'4| version 0.8.0, the authentication microservice built using Java version 8 and its
dedicated Mongo database (latest version used). The Ingress Controller accesses the
3 remaining microservices through YAML-defined Kubernetes endpointﬁ and Ingress
Rules |[Bag20a]. The data are collected using Prometheus version 11.0.3 and visualized
using Grafana version 5.0.8.

On the client side, nine physical desktop clients and six virtual desktop clients are
used to send HT'TP requests to the private cloud. All desktop clients run Ubuntu 18.04.4
LTS, and eight physical desktops have 4 CPU cores, Intel Core 2122 i3-2120T CPU @
2.60GHz with 8 GB of system memory. The remaining physical desktop client has 4 CPU
cores: Intel Core 2122 i5-4670S CPU @ 3.10GHz, and 30 GB of system memory. All
virtual desktop clients have 2 CPU cores Intel Xeon(R) CPU E5-2650 0 @ 2.00GHz with
8 GB of system memory. An experiment involves three desktop clients, each dedicated
to a specific category of users in terms of the number of requests per minute sent and a
specific percentage share as described in Table

In GCP, we used one Cluster composed of 4 identical e2-medium VMs with eight
dedicated Intel Broadwell vCPUs and 16 GB of system memory. The Cluster runs these
newer Kubernetes engine 2.6, Istio 1.6.14, and Kong Gateway 2.5. We also used three

virtual desktop clients identical to the ones described above.

6.5.4 Experimental setup

Fach experiment starts by launching a workload script on three selected desktop clients,
each corresponding to a specific category of users, as described previously. These
workloads execute the necessary setup requirements on the server side, creating passwords
and a product database by calling the corresponding microservices using their appropriate
API endpoints. Tables and list the different workload configurations (C1 ...C10)
used in the experiments. Note that the following description of the values used in those
workload configurations is specific to the current application and cloud settings and
cannot be generalized to other experimentation settings without further adjustments.

The value of SU;<19, reflecting the most common type of users that never overloads

“https://github.com/Kong/kubernetes-ingress-controller
5https://kubernetes.io/docs/concepts/services-networking/service
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Table 6.3: Workload configurations for experiments using the private cloud

Client parameter| C1 | C2 | C3 | C4 | C5 | C6 | C7T | C8 | C9 | C10
TU 100 | 150 | 100 | 150 | 100 | 150 | 100 | 150 | 100 | 150
SUi<10 50 % |46 % |50 % |50 % |48 % |50 % |50 % |47 % |54 % |53 %
RPM;<10 5 |3,12| 5 2 4 10 4 5 4 7
SU;>10 40 % 46 % |30 % |35 % |35 % |30 % |45 % |46 % |40 % |42 %
RPM;>10 16,17| 13 22 11 12 11 24 110,78( 24,8 | 11
SU;>50 10 % | 8 % [20 %|15 % |17 %|20 %| 5% | 7% | 6 % | 5%
RPM;>50 80 | 100 | 140 | 62 | 85 | 150 | 260 | 70 | 180 | 150

the system and has API freemium subscriptions only, is generally set as the greatest
percentage of at least 46% of total users. The corresponding values of RPM;<io are
usually less than ten requests per minute. Then, the value of SU;~1g, representing a
lower proportion of users that might overload the system and possess API premium
subscriptions, fluctuates between 30% and 46%, without exceeding the value of SU;<o.
The respective values of RPM;~1( are estimated at least ten requests per minute. Finally,
the value of SU;>50, reflecting the undesired set of users that usually creates bursts,
crashes the system, and don’t possess any valid API subscription, fluctuates between
5% and 20%, without exceeding the value of SU;~19. These users can generate at least
50 requests per minute. On the server side, a configuration script is launched with the
predefined variables T" and ¢ described in Table [6.1. The script executes mainly two

tasks:

Enabling (and disabling) rate-limiting with a predefined value in the following: 5,
25, 75, 150, Infinite (for disabled rate limiting).

Collecting data by querying the Prometheus database and storing them in J SONIE]

format.

6.5.5 Results analysis: Experiments using the private cloud

To cover a wide range of possible workload configurations, the workload-related inde-
pendent variables described in Table are varied by respecting the constraints detailed
in Section These workload configurations are listed in Table

Yhttps://www. json.org/json-en.html

70


https://www.json.org/json-en.html

6.5 Empirical evaluation

Table 6.4: Workload configurations for experiments using GCP

Client parameter] C1 | C2 | C3 | C4 |C5| C6 | C7 | C8| C9 |C10
TU 100 | 150 | 100 | 150 [100| 150 | 100 | 150 | 100 | 150
SUiSlO 50% | 50% | 55% | 55% |50%| 45% | 50% |47% | 55% | 50%
RPM;<10 3,12 3,01 3,08 |2,97(3,11|3,02| 3,13 | 3 | 3,17 |2,99
SUi>10 40% |40% | 35% | 35% |35%| 35% | 45% |42% | 40% |30%
RPM;>10 28,01 |135,09| 27,54 24,43| 35 |33,24| 25,68 |33,15| 30,75 |34,29
SU;>50 10% | 10% | 10% | 10% [15%|20% | 5% |11% | 5% |20%
RPM;>50 303,49| 450 |295,61| 400 {430 | 500 |342,88| 420 (745,18| 380

The results of the experiments are collected and displayed as boxplots in Figures
[6.2 and [6.3. From these plots, we can gather a few general conclusions, such as: These
plots show that as the rate limit increases for all experiments, both SR and NRL_FR
generally increase. In contrast, RL_F' R naturally decreases. However, we observe a slight
decrease of SR for C4, C6, C7, and C10, and a considerable reduction of NRL_FR for
C5 and C9 when we turn off rate limiting. Then, a rate limit value of approximately 75
requests per minute should be selected for C4 and C6, where N RL__F' R starts decreasing
with a negative impact on RL_ F' R, especially for C4. However, for C7 and C10, applying
a more significant rate limit value of around 150 requests per minute is more appropriate,
where NRL__F'R starts decreasing and RL__F'R only slightly increases. On the other
hand, for C5 and C9, rate-limiting only makes sense when applying a value of fewer than
25 requests per minute. However, the RL__F'R increase is too high in this case, and SR
dramatically decreases, especially for C5. Applying rate-limiting for C1 and C3 is an
obvious choice for a value of around 150 requests per minute, with a bit of impact on SR
and a very slight increase in RL__F R for C3. Finally, disabling rate limiting is best for

C2; unfortunately, we cannot make any visual decision regarding CS.

To evaluate the accuracy of our model, we compare the data collected from the
experiments with the data calculated using the model. To have an approximation of the

probabilities P! P giture and P

e cCess atelimit>» We have run each experiment many times

and selected the probabilities that best fit our model. We plan to improve our proposed
model and omit the last step in future work. The resulting data are shown in Table
First of all, we notice that Pf,;,,,. is highest (more than 83%) when rate limiting is
disabled. Also, P!,....s is highest when rate limiting is enabled, except for C9, whose

variation is hardly noticeable. This shows that Rate Limit plays an essential role in
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increasing system reliability properties, but it may also degrade these properties if not

correctly configured.

6.5.6 Results analysis: Experiments using GCP

To generalize the results of our experiment on the private cloud, we have run it on GCP as
well. This is to avoid any bias that might affect the results from using a private cloud, test
our model on a realistic public cloud environment, and open the door to experimentation
in other public clouds and environments. We used the workload configurations described
in Table [6.4 and compared the data collected from the experiments with the data
calculated using the model in Table [6.6. We have used the workload configurations in
the private cloud with few adjustments.

From Table [6.6, we conclude that for C6, enabling rate limiting does not make sense
since it drastically decreases SR and increases RL__F'R, with only a slight decrease
in NRL FR. However, we notice a significant decline of NRL_ F R when applying
a rate limit of 150 requests per minute for all remaining configurations, although the
increase in RL__F R and decrease in SR are still very high. Unlike when using the private
cloud, both P?,..... and PJtc wilure Nave the highest values when rate limiting is disabled,
which confirms the latter conclusions. This is mainly due to the GCP’s high reliability
against the selected workload configurations. Notice that box plots corresponding to

GCP experiments are not shown here for space reasons and are included in the replication

packagd]

6.6 Prediction error and threats to validity

To evaluate the accuracy of our model, we calculate its prediction error using the Mean

Absolute Percentage Error (MAPE) [TB17]. Then, we discuss the threats to validity.

6.6.1 Mean Absolute Percentage Error

We have run each experiment, using the workload configurations described in Tables
[6.3 and [6.4, more than 50 times to show that the prediction error gets smaller with

the increase of the number of runs and then stays relatively stable. A single run of

"https://doi.org/10.5281/zenodo . 6560270
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6.6 Prediction error and threats to validity

an experiment takes about 2.5 hours without considering the intermittent crashes and
recovery times. Let 7o, 7y be the number of configurations in our experiments, equal

)
experiment

to 50 using the private cloud and 30 using GCP. Also, let rateinodel and rate
denote the model and experiment values respectively, corresponding to SR, NRL_FR
and RL_FR for each configuration ¢. Then, we have:

Neconfig ) _ 7
MAPE — 100% Tatemodel Tatee:cperiment
= ' ;
Ncon fig i=1 Tateea:pem‘ment

As seen in Table the overall prediction errors decrease with the increasing number
of runs for the experiment on the private cloud and reach stable values relatively early
for the GCP experiment. After 50 runs we reach a prediction error of 17,7% for SR%,
2% for NRL _FR%, and 16,89% for RL_FR% using a private cloud and 16,73% for
SR%, 3,69% for NRL FR%, and 16,24% for RL__F R% using GCP. All the errors are
below the target prediction error of up to 30% for Cloud-based architectures [MA02],
and thus explainable with network infrastructure imperfections such as latency and
unforeseen errors. Thus, the predictions are acceptable since they are close to reality and

are sufficient to make broad architectural decisions.

6.6.2 Threats to validity

In our study, we have simulated workloads from only a limited number of desktop
clients per experiment, simultaneously generating the workload configurations of users’
requests, as described in Section [6.5.3] This could be a threat to validity since, in
real-world scenarios, we usually have one desktop client per user. In our case, the
shared network bandwidth would have reduced the values configured for RPM,;<1o,
RPM;~190 and RPM;>59. We have monitored these values in real time and adjusted
them accordingly to mitigate this issue.

The benchmark workload scenarios we used in our study are based on four homogeneous
microservices, with only one service and one database per server. We have not considered
the case where we have a heterogeneous environment, and we did not replicate the
services to increase their availability, for example. Thus, our model does not consider
server-side details like the number and type of services (such as database services, third-
party services, and so on). Also, our model assumes that computational and network

resources are continuously available with a low risk for errors (e.g., issues with locks,
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authorization/authentication) and bottlenecks, which is not valid in the real world. To
exclude this threat, server-side configurations, and these resources, including potential
errors, need to be integrated into our study. Please note that our model focuses on the
API level only; from an abstract point of view, it does not matter whether a service is
unreliable or slow because of the database or the service implementation. While this
mitigates this threat to a large extent, it cannot be excluded that specific backend effects
would influence the results on Rate Limit that can be observed at the API level.

A similar threat is that we used a limited number of E-commerce or business-related
benchmark workload scenarios that might not represent non-business workflows. There
is the threat that different applications and scenarios would yield substantially different
experimental results. However, we plan to extend our study to other benchmarks and
applications in the future. Again, we are only interested in the properties observable
at the API level. Nonetheless, the model might have to be extended or changed to
be applied to substantially different kinds of microservice technologies and concepts.
However, as many microservice technologies and concepts exist, covering them in one
experiment is virtually impossible. Hence, the study is based on plain (vanilla) RESTful
services, and we have chosen the E-commerce/business domain as enterprise applications

with many users are often rate-limited.

6.7 Conclusion and future work

Concerning RQ2.1, we have developed an analytical model to provide distributed system
engineers and architects insights into which specific value to choose as a rate limit
given a workload situation. We have empirically validated the model using 50 different
configurations in a private cloud and an additional 50 different configurations in GCP
with more than 2000 hours of runtime. We found that the prediction error generally
decreases with more runs or stays stable and stands at 16,89% for RL FR%, 2% for
NRL FR% and 17,7% for SR% using a private cloud and 16,73% for SR%, 3,69% for
NRL_FR%, and 16,24% for RL_FR% using GCP, after 50 runs. These prediction
errors are reasonably close to reality, given some indeterministic effects, such as network

latency, that we have not included in our model.

Concerning RQ2.2, we conclude that applying Rate Limiting may increase the reliab-
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ility properties of APIs, given a specific workload situation. However, finding the right
balance between improving the success rate and keeping the failure rate at a certain
minimum level is not trivial. We have provided the first step towards a solution by
providing an empirically tested analytical model to accurately predict a configuration’s
and workload’s impact on those variables. This model also presents a solid method for
adaptively fine-tuning rate limits. Since we cannot cover all microservice technologies
and concepts, we provide an approach that can be extended to other technologies and
concepts. Hence, the study is based on plain RESTful services. We have also realized a
ready-to-go service mesh-based infrastructure that could be used to evaluate Rate Limit
using its other different variations [SMPZ23|. It can also be used to experiment with
other API patterns as described in the next chapters.

In future work, we aim to improve the analytical model by varying other parameters
like the total duration of the experiment T" and trial duration ¢ and including different
server configurations, workloads, benchmark scenarios, and resource management. Also,
we plan to generalize the model by applying it to other technologies, applications, and
architectures.

In this chapter, we have partly responded to RQ2 by providing an analytical model to
predict the reliability impact of Rate Limit. In Chapter [8] we use that analytical model
when combining Rate Limit with Request Bundle and Load Balancing for performance

and reliability evaluation.
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Figure 6.1: SR results from all the experiments (50 runs)
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Table 6.5: Results from the model and the experiments using the private cloud (50 runs)

Probability % Model Experiment
PstuccessP}ailureprtateh:mit SR NRL_FRRL_FR| SR NRL_FRRL_FR
5| 16,61 | 66,85 16,54 |2,96| 0,05 4,91 |7,01| 0,05 8,66
25| 16,65 | 67,03 16,32 |6,16| 0,05 1,72 |7,64| 0,04 1,65
Cl |75| 16,59 | 68,61 14,8 |7,73| 0,05 0,14 |7,74| 0,05 0,22
150 16,56 | 83,44 0 7,87 0,05 0 7,73 0,05 0
oco| 16,52 | 83,48 0 7,85 0,07 0 7,731 0,07 0
5| 16,62 | 66,77 16,61 |2,64| 0,02 4,77 | 5,8 0,02 9,68
25| 16,634 | 66,776 | 16,59 |5,48| 0,019 1,58 (6,63 0,02 2,22
C2 |75] 16,648 | 67,252 16,1 6,9 | 0,026 0,51 6,89 0,03 0,53
150 16,58 | 83,42 0 7,4 0,04 0 6,92| 0,04 0
oco| 16,61 | 83,39 0 7,41 0,02 0 6,97| 0,03 0
5| 16,61 | 66,709 | 16,681 [3,71| 0,005 9,22 |8,33| 0,005 13,79
25| 16,6 66,68 16,72 |8,36| 0,02 4,56 9,72 0,02 6,75
C3 |75| 16,56 | 66,63 16,81 |10,3| 0,04 2,59 (10,36 0,04 3,35
150 16,56 | 83,44 0 12,85 0,08 0 [10,99 0,08 0
oo | 16,55 | 83,45 0 12,84/ 0,09 0 |11,01) 0,09 0
516,591 | 66,717 | 16,692 [2,33| 0,003 5,11 |5,78| 0,003 11,85
25| 16,543 | 66,607 | 16,85 |5,16 0,01 2,27 16,77| 0,01 4,36

ConfigRL|

c4 |75] 16,59 | 83,41 0 [7,41] 0,034 0 |74]| 0,036 0
150| 16,585 | 83,415 0 [741] 0,04 0 |745] 0,04 0
oo | 16,581 | 83,419 0 74| 0,04 0 |7,37] 0,04 0

5| 13,63 | 69,59 | 16,81 [2,98| 061 | 6,16 |6,78| 0,61 | 9,61
25| 14,92 | 68,98 | 16,1 [6,25] 0,83 | 2,67 [8,03] 083 | 2,65
c5 |75| 15,1 | 68,1 16,8 |8,42| 0,87 | 047 [841| 088 | 1,46
150 14,5 | 85,5 0 8,49| 1,27 0 |822] 1,25 0
0| 15 85 0 8,78 0,98 0 |[85| 096 0
5| 19,84 | 63,468 | 16,692 |3,53| 0,008 | 7,07 |6,9| 0,008 | 13,47
25| 16,47 | 66,63 | 16,9 |6,6]| 002 | 399 |7,02] 002 | 667
o6 |75] 16,1 | 65,6 18,3 [7,97] 005 | 2,59 |7,74] 005 | 2,65
150] 16,52 | 83,48 0 [10,52] 0,09 0 |[81| 0,09 0
oo| 16,52 | 83,48 0 [10,51] 0,09 0 |[7,94] 0,09 0
5] 16,24 | 66,96 | 16,8 (2,97 001 | 841 |818| 0,01 | 11,05
25| 16,32 | 65,87 | 17,81 [9,37| 0,07 | 1,94 [959| 0,07 | 2,62

c7 |75] 164 | 66,6 17 98| 013 | 146 |9,75] 0,13 | 1,73
150] 16,31 | 66,79 | 16,9 [10,31 021 | 0,86 |9,91] 021 | 0,72
oo| 16,2 | 838 0 [11,07 0,32 0 |9,72] 0,32 0

5| 15,27 | 67,41 17,32 |2,24| 0,02 4,87 |5,34| 0,02 9,13
25| 15,9 65,35 18,75 |5,45| 0,09 1,59 (6,26 0,09 2,4

)

Cc8 |75| 16,24 | 83,76 0 6,95 0,18 0 654 0,18 0
150, 16,1 | 83,9 0 6,89 0,24 0 |667] 027 0
| 16 84 0 6,85 0,28 0 669 0,28 0

5 | 16,654 | 66,677 | 16,669 [3,09| 0,001 | 7,63 |8,37| 0,001 | 9,95
25| 16,653 | 66,656 | 16,691 [9,23| 0,005 | 1,49 |9,47| 0,005 | 2,38
c9 |75] 16,652 | 66,648 | 16,7 |9,71| 0,006 | 1,01 |9,67| 0,006 | 1,09
150 16,654 | 66,646 | 16,7 [10,43 0,007 | 0,29 |9,83| 0,008 | 0,27
oo | 16,659 | 83,341 0 [10,72] 0,005 0 |9,82] 0,005 0
5| 16,62 | 66,69 | 16,69 |3,34| 0,002 | 506 |581| 0,002 | 9,33 79
25| 16,54 | 66,46 17 [6,41] 0,01 | 1,99 |6,92| 001 | 2,03
c10 (75| 16,55 | 66,25 | 17,2 [7,19] 0,01 | 1,21 |7,08] 0,014 | 1,18
150| 16,61 | 83,39 0 8,38 0,03 0 |[7,28] 0,03 0
| 16,6 | 834 0 8,37 0,03 0 |[721] 0,03 0
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Table 6.6: Results from the model and the experiments using GCP (50 runs)

Probability % Model Experiment
ConfigRL
Pl ccess }ailum Ttatelim“ SR NRL_FRRL_FR|SR|NRL_FRJRL_FR
5| 16,62 | 66,711 | 16,669 |0,27 0 11,22 (0,21 5E-5 14,88
25| 16,42 | 66,889 | 16,691 | 1,1 | 0,001 10,39 (0,99 0,001 13
Cl |75 16,51 | 66,79 16,7 |2,96| 0,01 8,52 2,76 0,01 10,92
150/ 16,61 | 66,68 16,71 |5,76| 0,004 5,72 15,26/ 0,006 7,65
oo | 16,63 | 83,37 0 11,47 0,025 0 18,83 0,02 0
5| 16,62 | 66,711 | 16,669 |0,15 0 10,67 |0,14 0 13,93
25| 16,28 | 67,029 | 16,691 |0,65| 0,001 10,13 |0,65 0,001 12,57
C2 |75| 16,378 | 66,922 16,7 |1,89| 0,015 8,91 (1,83 0,015 11,04
150| 16,563 | 66,727 | 16,71 |3,68| 0,004 7,13 3,59 0,004 8,54
oo | 16,647 | 83,353 0 10,81 0,012 0 16,47 0,012 0
5| 16,62 | 66,711 | 16,669 |0,24 0 10,79 (0,21 2E-5 13,76
25| 16,473 | 66,836 | 16,691 |1,14 0 9,89 (1,01 0,001 12,31
C3 |75 16,51 | 66,79 16,7 |2,97| 0,012 8,04 2,81 0,012 9,92
150 16,61 | 66,68 16,71 |5,71| 0,005 5,31 15,23 0,005 6,56
| 16,63 | 83,37 0 11,01f 0,02 0 8,52 0,02 0
5| 16,62 | 66,711 | 16,669 |0,15 0 9,05 10,14 0 11,86
25| 16,34 | 66,969 | 16,691 |0,68| 0,001 8,52 (0,66 0,001 10,79
C4 |75 16,37 | 66,93 16,7 |1,84| 0,018 7,35 (1,89 0,018 9,24
150| 16,586 | 66,704 | 16,71 |3,55| 0,002 5,65 (3,63 0,002 6,4
oo | 16,655 | 83,345 0 9,2 | 0,006 0 [5,81 0,007 0
5| 16,62 | 66,711 | 16,669 |0,24 0 12,28 0,2 0 12,28
25| 16,367 | 66,942 | 16,691 |0,96| 8E-4 11,56 (0,97 8E-4 11,56
C5 |75| 16,45 | 66,85 16,7 |2,45| 0,012 10,06 2,69 0,012 10,06
150| 16,583 | 66,707 | 16,71 [4,58| 0,002 7,94 (5,15 0,002 7,94
oo | 16,656 | 83,344 0 12,52 0,008 0 18,94 0,008 0
5| 16,62 | 66,711 | 16,669 |0,16 0 11,2 [0,14] E-4 15,23
25| 16,3 | 67,009 | 16,691 |0,73| 9E-4 10,62 (0,66 8E-4 14,21
C6 |75| 16,39 | 66,91 16,7 |1,88| 0,012 9,46 (1,88 0,013 12,22
150/ 16,56 | 66,73 16,71 |3,56| 0,002 7,79 13,53 0,002 9,83
oo | 16,662 | 83,338 0 11,35 0,003 0 16,67 0,003 0
5| 16,62 | 66,711 | 16,669 |0,30 0 10,38 10,20 0 13,36
25| 16,473 | 66,836 | 16,691 |1,23| 6E-4 9,45 | 1 6E-4 12,09
C7 |75| 16,49 | 66,81 16,7 |2,71| 0,013 7,96 2,76 0,012 9,51
150/ 16,61 | 66,68 16,71 |4,94| 0,002 5,73 15,29 0,003 5,75
oo | 16,646 | 83,354 0 10,67 0,01 0 18,96 0,01 0
5| 16,62 | 66,711 | 16,669 |0,15 0 9,82 10,14 0 9,97
25| 16,31 | 66,999 | 16,691 |0,69| 0,001 9,28 (0,66 0,001 10,79
C8 |75 16,37 | 66,93 16,7 |1,87| 0,017 8,08 (1,89 0,018 9,24
150/ 16,581 | 66,709 | 16,71 |3,64| 0,002 6,32 (3,63 0,002 6,4
oo | 16,655 | 83,345 0 9,96| 0,006 0 15,81 0,007 0
5| 16,62 | 66,711 | 16,669 |0,25 0 9,66 (0,21 0 13,2
25| 16,436 | 66,873 | 16,691 |0,99| 9E-4 893 | 1 9E-4 12,66
C9 |75 16,39 | 66,91 16,7 |1,73| 0,01 8,17 2,72 0,01 10,38
150| 16,525 | 66,765 | 16,71 |2,65| 0,003 7,26 15,01 0,003 7,08
| 16,65 | 83,35 0 9,91| 0,009 0 19,42 0,009 0
5| 16,62 | 66,711 | 16,669 |0,15 0 11,12 |0,14 0 15,65
251 16,345 | 66,964 | 16,691 |0,66 0 10,6 0,66/ 0,001 14,84
C10 |75| 16,41 | 66,89 16,7 |1,80| 0,009 9,46 (1,85 0,009 12,94
150| 16,556 | 66,734 | 16,71 |3,47| 0,002 7,79 13,60, 0,003 10,68
| 16,85 | 83,42 0 11,21 0,05 0 6,71 0,06 0
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Table 6.7: Calculated MAPE for all configurations up to 50 runs

Private Cloud GCP
RN %NRL_FR%RL_FRY%SRY%NRL_FR%RL_FR%
10 |21,02] 822,73 59,66 |17,01] 61,69 16,41
20 |21,18] 94,51 2345 |17,00 16,49 16,41
30 16,85 831 16,33 |16,38] 16,58 17,07
10 [2004] 24 1765 [1629] 14,05 16,90
50 | 17,7 2 1689 |16,73] 3,69 16,24
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7 Evaluation of API Request Bundling and
its Impact on Performance of

Microservice Architectures

The widespread adoption of Microservice architectures has posed many challenges re-
garding API design for these architectures. Several API best practices and patterns
have been proposed that could help API designers ensure API quality attributes such as
reliability, availability, and performance. API Request Bundling, which is the focus of
this chapter, is one of those patterns that aims at optimizing performance. The pattern
promises substantial performance gains but can also lead to significant drawbacks such
as increased development effort and application complexity. So far, there is little to no
rigorously acquired knowledge to judge whether applying Request Bundling is worth the
costs in a given Microservice architecture. To improve this situation, we performed an
empirical study based on a Microservice-based open source business application using
realistic workload scenarios. We used a service mesh-based infrastructure as it provides
support for fast and dynamic deployment of different versions of the same microservice.
This tremendously reduced the time and efforts of experimenting different configurations
of the Request Bundle pattern. To estimate the performance impact of Request Bundling,
we derived a regression model and performed a multivariate regression analysis. These
selected regression models can help distributed system engineers and architects estimate
the gain in performance in terms of round-trip time, with or without Request Bund-
ling. Our approach, followed in the chapter, can be customized to other Microservice

architectures or to study other performance-related Microservice patterns.
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7 Evaluation of API Request Bundling and its Impact on Performance

7.1 Introduction

In this chapter, we study Request Bundle, which is not as prominent as Rate Limit, but
it has the particularity that it needs to be evaluated very early in any software project
development. However, the evaluation has to be realized at runtime, which is the main

challenge that we try to address to answer the first part of RQ2.

Numerous quality aspects of Microservices APIs have been identified in the context of
critical application design decisions to be made by software architects |ZSZ"18|. The
Request Bundle pattern [ZSL™21], described as part of the Microservice API (MAP)
pattern is a commonly used Microservice API pattern that can be used to optimize
Microservice API performance-related qualities. In particular, it can be used to reduce
communication overhead, such as throughput, latency, and bandwidth use between API
clients and backends. Instead of sending many messages, API clients can bundle all these
messages and send them in fewer chunks, which can considerably reduce network use and
overall roundtrip times of messages. As a downside, some complexity and latency may
be introduced on both the client and server-side due to the larger amount of data to be
processed at once. Usually, the number of messages is decreased, and the size increases.
Support for request bundling requires design and implementation efforts both on the
client and server sides. It also increases the complexity of the messages and the message

processing architecture.

To determine the real impact of request bundling on performance and whether the
aforementioned complexity and efforts are justifiable and worth the costs, we have conduc-
ted an empirical study based on a Microservice-based open-source business application
using realistic workload scenarios. Firstly, we aim to establish a better understanding of
the Request Bundle pattern through its empirical evaluation using a service mesh-based
infrastructure. Secondly, we try to quantify the possible performance gains using such
a pattern and provide a model to estimate it in applications and workloads similar to
the tested open-source application. Thirdly, we provide a method of studying such
optimization techniques, which can be easily adapted to other patterns or to study the
Request Bundle pattern in the context of substantially different applications. We aim to

answer the following research questions:

!See: https://microservice-api-patterns.org/
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7.2 Related Work

RQ2.3 What is the performance impact of the Request Bundle pattern in a realistic

application and workload setting?

RQ2.4 a) How can we evaluate the Request Bundle pattern empirically, and how
can we measure its performance impacts? b) What method(s) can be used to
study such optimization techniques (or related patterns) for Microservices API

communication?

In our empirical study, we have gathered data from a representative and modern
Microservice-based setup. We have deployed the Lakeside Mutual applicatio an open-
source system implemented based on experiences with real-life applications, on the Isti
service mesh. The installation is hosted on a private Cloud. We have studied different
scenarios in this application with and without request bundling and with different message
bundle sizes. In total, we ran 30 tests on a private Cloud with a total running time
of more than 15 hours (including setup times) and a total number of 8160 messages
per repeated experiment run (at least 5 times). Based on the data from this empirical
experiment, we created four regression models that can be used to estimate the total
round trip time from the API client to the backend to evaluate the response time or
performance of an API request with or without request bundling.

The chapter is organized as follows. We present some background about request
bundling in Section In Section [7.4] we provide details about our proposed regression
model. We evaluate this model empirically in Section Section presents an analysis
of the data collected and the regression models selected. Finally, threats of validity are

discussed in Section and we conclude in Section [7.8

7.2 Related Work

There are two types of request bundling. The first one consists of sending one single
bundled request and receiving one single bundled response. The second one sends one
single bundled request but receives multiple responses instead. Further, a Request Bundle
might consist of non-dependent or dependent batch requests [Sinl8|. This chapter focuses

on the first type of request bundling using non-dependent batch requests.

2c.f. https://github.com/Microservice-API-Patterns/LakesideMutual
Shttps://istio.io/v1.4/
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7 Evaluation of API Request Bundling and its Impact on Performance

Request bundling is a well-known technique already implemented widely for optimiz-
ation in Web browsers [Sch15,/AP20,|Gys19]. Also, it has been introduced as a way to
optimize energy consumption in mobile applications by detecting and bundling multiple
HTTP requests into one [LLGH16]. Some Cloud providers (e.g. [bra2l]) propose request
bundling as a paid feature for reaching better performance and lowering costs. However,
there are no indications or guidelines on how and when to use this technique. In addition,
although some studies have praised the overall performance gains achievable with request
bundling [Sinl8], there is no concrete information about what performance improvements
to expect in a given situation.

Many API-related empirical studies have exhibited a set of recommendations to improve
API performance. Wittern et al. [WCD™19] have studied GrathLP_-] interfaces in practice
as a query language that can improve API performance by using fewer client-server
roundtrips and reduced response message sizes. An OpenAPbased framework has been
proposed by Bucaille et al. [BCIEDC20]| to test non-functional properties of REST APIs
such as performance and availability. Park et al. [PJJC14] presented a REST-MapReduce
framework specific to mobile Cloud computing to increase the performance of both REST
OpenAPI service and MapReduce. However, those studies are technology-dependent and
environment-specific. There is no platform-agnostic model proposed, as is the case in our
study, by using the well-known and widely-used Request Bundle pattern as the object of

the research.

7.3 Background: Request Bundling

Request Bundle advises defining a bundle of messages as a container that assembles
multiple individual requests in a single request message. The bundle message usually
contains metadata such as the number and identifiers of individual messages. Request
Bundle can be found in many public and private APIs (see, e.g., the known uses
in |ZSL™21]). The basis of this optimization is that in many cases, clients are able to
“foresee” that requests can be bundled automatically; that is, in those cases, if supported
by the Microservice API, the optimization can be applied automatically by client-side

tools without human intervention. For example, consider users on the client side visiting

“https://graphql.org
Shttps://swagger.io/specification/
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linked data pages, and a message is needed to retrieve each page. The client application
could profile user behavior and prefetch the typical next pages visited by the user with a
Request Bundle.

To make the decision for or against using a Request Bundle, regardless of whether it is
human or automated decision making, it needs to be understood whether the effort is
worth the costs and if, in the specific design situation (for human decision making) or
runtime decision (if decision making is automated), a substantial performance gain can
be achieved. In particular, the additional effort needed to implement a more complex
API endpoint and corresponding clients needs to be considered as the costs of the use of
the pattern. Reducing the number of messages does not imply that less information is
exchanged. Thus, the remaining messages need to carry more complex payloads. This
chapter deals with the problem that, so far, empirical data and models that can help to

make such decisions based on solid and empirical ground are missing.

7.4 Regression model

7.4.1 Independent and dependent variables

We define the dependent variable total_time as the total round-trip time taken to process

an API client request:

total__time = network__time + backend_time (7.1)

Where network__time is the round-trip time spent between the API client and the
API Gateway, and backend_ time is the round-trip time spent from the API Gateway to
the database or backend service (in case no database call is made).

On the backend, we define a number of variables to characterize the operations executed
in the backend (see Table [7.1)). Those variables should enable our model to estimate the
time spent during backend computations.

Then, we have:
backend time = inmem_time + db_time + dist_time

= inmem__ weight - inmem__calls (7.2)

+ db_weight - db__calls + dist_weight - dist__calls
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Here, inmem_ weight is the weight factor corresponding to the number of in-memory
operations inmem__calls, db_weight is the weight factor corresponding to the number
of database operations db_ calls, and dist__weight is the weight factor corresponding to
the number of distributed operations dist_ calls. We introduce the weights to ease the
application of our model and enable adjusting our model to different applications and
environments. That is, the effort in applying the model can be eased because by using
the weights, it is possible to simply count the number of operations to generate a new
estimate using our model if acceptable weight values have been measured before.

In summary, to make an estimation with our model, a model user needs to count the
number of calls of the different types in the operations that are candidates for request
bundling. In addition, to adjust our model, the number of calls of each type should be
measured to obtain mean performance measurements to determine the weights. Both
are rather straightforward (e.g., with a simple counting script and simple source code

instrumentation).

Using equations ([7.1)) and (7.2), we get:

total _time = network__time + inmem__time + db__time
+ dist_time
= network__time 4+ inmem__weight - inmem__calls

+ db_weight - db__calls + dist_weight - dist__calls

Finally, we introduce two additional categorical variables, which describe if request
bundling is used or not and which kind of RESTful operation type that is executed,
respectively: Get, Update, or Create (see Table m Please note that Delete could be
added here but is not included, as the Lakeside Mutual application does not use it in our

scenarios.

7.5 Empirical study

In this section, we describe our empirical study. First, we define the scope of the study.
Second, we give an overview of the open source application or prototype we have selected
for our study, and that executes the tasks or functions that we measure in our experiment.

Then, we provide details about the used hardware and software configuration of our
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Table 7.1: Definition of Parameters

Independent variable‘ ‘Description

. . Time spent in milliseconds by in-memory operations
mmem__time
when executing a function.

inmem__calls Number of in-memory operations when executing a function.
X Time spent in milliseconds by database operations
db_time
when executing a function.
db__calls Number of database operations when executing a function.
. X Time spent in milliseconds by distributed calls
dist__time
when executing a function.
dist__calls Number of distributed calls when executing a function.

Categorical variable indicating whether request bundling
request__bundle
is used or not.

Categorical variable indicating which function
method
is executed.

Dependent variable ‘ ‘Description

Total round trip time in milliseconds between the API client
and backend.

total _time

Private Cloud. After that, we describe the developments and deployments realized as
well as the measurement tools. Finally, we describe how to launch the experiment or the
workload. Finally, we discuss our experiment design and hypotheses. We have followed
the guidelines proposed in [RMR ™18, Woh12].

The study’s data set and further analyses are provided as an open data set for enabling

reproducibility of our resultsﬁ

7.5.1 Scope definition

The goal of the empirical study is to analyze API request bundling usage for the purpose
of predicting its impact on the performance of a Microservice-based application from the
perspective of API clients. It is a multi-test within object study quasi-experiment where
one single object is evaluated using a set of subjects. The context involves as subjects the
sizes of the requests, which were preselected, the methods used, and a flag indicating
whether request bundling is used or not. Details are provided in Section The object
is a close to real-life microservices-based application, available online, and developed with

the goal to mimic professional microservice/API design (details provided in Section [7.5.2]).

Shttps://doi.org/10.5281/zenodo.5107982
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We have deployed this application on a modern Private Cloud (details are described in

Sections [7.5.3} [7.5.4] and [7.5.5).

7.5.2 Lakeside Mutual application

Lakeside Mutua is a Java-based open-source system implemented based on experience
with real-life applications. It implements an insurance company services to customers and
employees. It is composed of four frontend microservices and four backend microservices,
and the latter are the focus of our study. We are particularly interested in three functions

that are provided by these microservices:

Get customers returns a list of customers using their IDs. It can be used by both
customers and employees. However, a customer can only get information using
the customer-self-service-backend microservice. On the other hand, an employee
can get information about all customers using the customer-management-backend
microservice. Both call the customer-core microservice that takes care of the fetch
database operations. This function can be invoked with or without using request

bundling.

Update customers’ addresses changes the addresses of a list of customers. Again, it
can be used by both customers and employees under the same conditions listed for
the first function. This function did not support request bundling in the original

application. Request bundling support for it has been implemented by us.

Create insurance quota requests creates a list of insurance quota requests for a given
customer. It can be realized by customers using the customer-self-service-backend
microservice, which then forwards the request to the policy-management-backend

microservice. Request bundling for this function had to be implemented by us.

7.5.3 Configuration details

We have executed the experiments on a Private Cloud that consists of 3 Ubunt 18.04.5
LTS Virtual Machines (VMs) on top of vSphereﬂ 6.7 environment. Each of these VMs

"https://github.com/Microservice-API-Patterns/LakesideMutual
8https://releases.ubuntu.com/18.04/
%https://www.vmware.com/products/vsphere.html
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hosts a Minikube instance version 1.14.2 with 8 dedicated CPU cores Intel Xeon(R) CPU
E5-2650 v4 @ 2.20GHz and 20 GB of system dedicated memory. Each Minikube instance
hosts a Kubernetes engine version 1.14.2 and Istio version 1.4.3.

The central Minikube instance contains the central Control Plane, Kong Ingress
Controlleliﬂ version 0.8.0 and the customer-self-service-backend microservice built using
Java version 8. The 3 remaining microservices are also built using the same version of
Java and accessed using the aforementioned Ingress Controller through YAMIL-defined
Kubernetes Endpointg'!| and Ingress Ruled'? On the client side, one Ubuntu 18.04.5 LTS
virtual desktop is used to launch HTTP requests into the Private Cloud. The virtual
desktop has 2 CPU cores Intel Xeon(R) CPU E5-2650 0 @ 2.00GHz with 8 GB of system

memory.

7.5.4 Development and deployment details

To test request bundling in the three functions described in Section we have
implemented two additional methods in the microservices source code, which are the

following:

changeAddresses(), which takes as input a comma-separated list of IDs and ad-
dresses, is added to both customer-management-backend and customer-core mi-
croservices API specification. This method updates those customers’ data with the

new provided addresses.

createlnsuranceQuoteRequests(), which takes as input a comma-separated list of
IDs and other information about the insurance is added to the customer-selfservice-
backend microservice API specification. This method creates insurance quota

requests for the customers.

Also, the source code is instrumented to compute the independent variables defined
in our regression model described in Section which are db_time, inmem_ time and

dist__time, which required only trivial instrumentation.

https://github.com/Kong/kubernetes-ingress-controller
Yhttps://kubernetes.io/docs/concepts/services-networking/service/
12https://docs.konghq. com/kubernetes-ingress-controller/1.1.x/guides/getting-started/
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Each of the microservices is running as a containerized Docke image deployed on
a multi-clustered Istio service mesh with one single shared control plandﬂ With each
of these microservices running on a separate VM, the communication between them is
established using Edge prozies or Sidecars (see Chapter |4) over a private network. An
API gateway [Ric20] or Front proxy is responsible for intercepting incoming or ingress
communication from API clients. For that purpose, the Kong API Gateway is used by
integrating it to Istio [KC20).

7.5.5 Launching the experiment

Each experiment consists of executing a Shel script on the virtual desktop that executes

CUR HTTP requests on the Private Cloud API Gateway and does the following;:
Create a list of preauthorized customers;
Get customers data with and without request bundle;
Update customers’ addresses with and without request bundle;
Create insurance quota requests with and without request bundle;

The dependent variable total_time, defined in our regression model described in Section
is recorded in the output file for each of the above operations. Also, backend_ time
is calculated using the HTTP headers X-Kong-Upstream-Latency and X-Kong-Proxy-
Latency provided by Kong API Gatewa On the server side, the independent variables
db__time, inmem__time, and dist__time are collected and computed using the output log

file of each microservice.

7.5.6 Experiment design and hypotheses

In our study, we aim to measure the effect of using request bundling on API performance
or response time. The size of the request bundle is chosen in a predefined interval setting.

We have limited the maximum request bundle size to 50 to be realistic. Our experiment

Bhttps://hub.docker. com
Yhttps://archive.istio.io/v1.4/docs/setup/install/multicluster/shared-vpn/
https://www.shellscript.sh

https://curl.haxx.se/docs/manpage . html
"https://docs.konghq.com/gateway-oss/0.10.x/proxy/
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follows the one factor with two treatments balanced design since, in each trial, we either
use request bundling or not on all the functions described in

Hence, we define the following experiment hypotheses:

The null hypothesis Hy states that request bundling has negative or no effect on

API performance.
The alternative hypothesis Hy states the opposite.

Those hypotheses were checked for each combination of using request bundle (Yes/No),
tested function (Get/Update/Create) and request bundle size (5 intervals), which totals
30 tests.

7.6 Data collection and analysis

7.6.1 Multivariate regression analysis

As described in Section the variables total_time, inmem_ time, db_time, and
dist__time data are directly collected from output log files on client and server sides. The
remaining variables inmem__calls, db__calls, and dist__calls are directly counted in the
source code. Table shows the data collected for experiments using request sizes of 10,
20, 30, 40, and 50.

As a result of our analysis using R languag we obtained the four regression models
described in Tables Notice that the categorical variable method(Create) is not
shown since it was selected as the reference category, so its coefficient equals zero [Stal8|.
The same applies to the categorical variable request_bundle(N), in case no request
bundling is used.

As Table shows, all the models have very low (F-Statistic) p-values and very high
Adjusted R-squared values, which clearly hints that they have a very high statistical
significance. However, we cannot give a definite conclusion without analyzing the residuals.

To verify the applicability of the linear models described in Table we first have
to check that the residuals follow a normal distribution. Figures 1 to 4 (provided in our

open data se show the Histograms of Residuals of all those models. Except for Model

Bhttps:/ /www.r-project.org
https://doi.org/10.5281/zenodo. 5107982
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Table 7.2: Data collected during the experiments

Request bundle?[FunctionSizeInmem__ callsinmem_ timeDb__callsDb__timeDist__callsDist__timeTotal_time
50 2600 55,07355 50 46,597509 50 929,328941 1673
40 2080 45,576909 40 38,590982 40 1112,832109 1949
Get 30 1560 40,305603 30 38,190849 30 772,503548 1432
20 1040 19,344074 20 15,071418 20 380,584508 819
10 520 11,842218 10 11,648897 10 301,508885 511
50 1500 15,338561 100 97,869806 50 828,791633 1794
40 1200 13,156796 80 90,622794 40 722,22041 1710
No Update | 30 900 9,710725 60 74,760225 30 581,52905 1330
20 600 5,964218 40 33,33821 20 343,697572 701
10 300 3,493898 20 22,846122 10 168,65998 332
50 1600 491,892331 100 95,342467 50 1721,765202 3088
40 1280 437,888573 80 82,19147 40 1485,919957| 2833
Create | 30 960 327,063494 60 60,522121 30 1143,414385 1999
20 640 252,230347 40 37,559331 20 856,210322 1422
10 320 118,169791 20 23,961 10 364,869209 678
50 241 5,02067 50 17,598524 1 46,380806 97
40 201 8,473363 40 20,126167 1 43,40047 112
Get 30 161 7,883633 30 17,62739 1 49,488977 92
20 121 2,044953 20 6,320683 1 37,634364 70
10 81 1,563875 10 7,096915 1 23,33921 55
50 937 14,533892 100 75,450795 1 63,015313 302
40 757 16,697279 80 84,001458 1 28,301263 330
Yes Update | 30 577 10,811141 60 64,232514 1 17,956345 187
20 397 5,966065 40 29,861325 1 18,17261 115
10 217 3,649556 20 15,518327 1 12,832117 70
50 3488 46,408423 100  (120,666903 50 1660,924674] 1945
40 2798 41,364438 80 81,855359 40 1291,780203 1945
Create | 30 2108 36,585093 60 68,053868 30 1414,361039 1600
20 1418 25,210233 40 38,04053 20 1129,749237| 1244
10 728 19,248005 20 25,998748 10 355,753247 440
Table 7.3: Models’ description
ModelInterceptInmem__ timelinmem__callsdb _ timedb__calls/dist__timeldist__callsrequest__bundle(Y) methodmethod
(Get) |(Update)
1 -54,585 1,506 X 4,074 X 1,192 X -312,011 331,758 | 312,936
2 -94,019 1,795 -0,081 X X 0,968 17,01 -76,891 226,742| 330,915
3 165,215 1,695 -0,077 X X 0,576 25,034 -75,963 X X
4 602,925 X -0,194 X 7,8 X 35,105 -296,56 -386,275| -637,184
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Table 7.4: Models’ summary

Adjusted R-squaredF-Statistic: p-valueJarque-Bera: p-valuelLjung-Box: p-value
Model 1 0.9815 <2.2e-16 0.8407 0.1378
Model 2| 0.9835 <2.2e-16 0.7316 0.09669
Model 3| 0.9767 <2.2e-16 0.2867 0.03966
Model 4] 0.9247 6.338e-13 0.8405 0.1169

2 and 3, the rest of the histograms display approximately a bell curve shape, which
suggests that the residuals of Models 1 and 4 are probably normally distributed. Model
2 and 3’s Normal Q-Q Plots, in addition, show that most of the points lie straight on the
line. So, there is no reason to believe that the residuals are not normally distributed.

Multi-Fit Studentized Residual diagrams are Studentized Residual diagrams with
multiple variables as independent variables. Studentized Residuals can detect potential
outliers in the models. They are reliable since they consider each observation a potential
outlier, remove it, and refit the regression model. This process is repeated until all the
observations are tested. As we can see in Figures 1 to 4, very few outliers are observable,
with no obvious outliers in Models 2 and 3, and there is an overall clear constant variance
exhibited by all the models.

To validate these observations, we have run Jarque-Bera tests on all models, and the
results are shown in Table [7.4. The null hypothesis H for these tests tells us that the
residuals are normally distributed. With a significance level o = 0.05, we fail to reject the
null hypothesis for all the models, confirming that these models’ residuals are normally
distributed.

To check whether these residuals are independent, we use the Ljung-Box tests described
in Table [7.4. The null hypothesis Hy for these tests shows that the residuals are not
autocorrelated. With a significance level o = 0.05, we fail to reject the null hypothesis for
all models except for Model 3, which is thus discarded from further analysis. Therefore,
Models 1, 2, and 4 residuals are independent and are selected for total_time prediction

calculations.

7.6.2 Selected models

Based on the analysis from the previous section, we have selected Models 1, 2, and 4 to

produce our prediction data. Model 4 produces two negative values for the predicted
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total__time, and so it is discarded from further analysis. Figures 5 to 10 (provided in
our open data se compare the models’ values of predicted total_time and its actual
measured values when using the different methods with and without using request bundle.
A visual inspection confirms that the estimation for most methods with or without
request bundling provide reasonably close values. Some notable specific observations are:
It is observable that all models work best in case we do not use request bundling and for
the Create method using request bundle. In the case of the Get method using request
bundle, the models are best when we have at least 30 requests bundled. For the Update
method using request bundle, Model 1 makes the best predictions for total_time.

To compare the two selected models, we have calculated their prediction errors using
the Mean Absolute Percentage Error (MAPE) [TB17]. We found that models 1 and 2
have prediction errors that are equal to 16% and 21% respectively, which are below the
target prediction error of up to 30% for Cloud-based architectures [MA02|, and thus
explainable with network infrastructure imperfections such as latency and unforeseen

CIrors.

7.7 Validity evaluation

As shown in Table [7.4] the models proposed display a very high statistical significance,
which provides some confirmation for the conclusions from our experiment. Also, in
Section we have accurately verified our statistical test assumptions concerning
residuals’ normality, and the error rate is very low since we have conducted the tests
using a significance level of 0.05. The instrumentation used in the tests and described in
Section encourages a very high reliability of the measures. However, there might be
a threat of validity regarding the reliability of treatment implementation since we have
made some changes to the application as explained in Section While those were
rather small and following the same development methods used in the rest of Lakeside
mutual application, an impact of those changes on the results cannot be fully excluded.

On the client side, the dependent variable total time was measured using the Linux-
provided date utility for calculating the elapsed time between the start and end of an

API call. Similarly, on the server side, the independent variables inmem__time, db_time,

2Onttps://doi.org/10.5281/zenodo.5107982
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and dist_time are measured using JAVA provided time utility integrated into the source
code. There is no reason to believe that these measurements lack accuracy. The rest of
the independent variables inmem__calls, db__calls, and dist__calls are manually counted,
which was convenient considering the limited number of calls in the application we
used. However, this is regarded as a threat to validity of other large applications. To
alleviate this threat, we plan to develop a script that can generate the counting results
automatically.

We studied only the Lakeside Mutual open-source application. While it is a realistic
business application, realized with state-of-the-art technologies, it cannot be excluded
that no results can be generalized to other applications. In particular, generalization
to non-business applications might be problematic. In our study, we only considered
three methods (although the most common) that might be a threat to validity, especially
for other types of applications. Also, the instrumentation employed is very specific and
technology-dependent. To generalize our approach, we plan to apply our models to other

applications and technologies.

7.8 Conclusion and future work

In this chapter, we evaluated the impact of API request bundling on the performance of
Cloud-based benchmark based on a realistic application.

To answer RQ2.3, we have evaluated the impact of request bundling by empirically
calculating the total round-trip time using 30 different workload settings. As shown
in Table [7.2) and Figures 5 to 10, it is clear that total_time decreases considerably
when using request bundle and independently of the workload setting. As a result, we
successfully reject the null hypothesis Hy described in Section and confirm that
request bundling positively impacts performance independently of the workload setting.

Concerning RQ2.4, we presented a regression model that can be used to estimate
the performance impact of request bundling. This can be easily elaborated by counting
inmem__calls, db__calls, and dist__calls, given appropriate mean weights values measured
before as described in Section [7.4. We have empirically validated the model using a
realistic application and reported four regression models using the data collected. After

data analysis, we selected two models that best fit. These models generate prediction
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errors that are substantially below the target prediction error of up to 30% for Cloud-
based architectures. Further, it is important to note that a rough estimation is usually
good enough for making architectural design decisions, as those are usually decided at
an early project stage. In addition to those models, we have defined an approach that
not only can be used for request bundling evaluation using a specific workload setting
and application but can also be applied to other optimization techniques and patterns.
Indeed, this approach is supported by a service mesh infrastructure that provides all the
functionalities needed including fast deployment and monitoring.

In future work, we plan to validate our model using other workload settings, applications,
and technologies. For that purpose, we aim at automating the instrumentation used for
counting inmem__calls, db__calls and dist__calls, in order to be able to use it in larger
applications. We also plan to integrate other parameters into our model, especially those
related to network latency and error management.

In this chapter, we answered the first part of RQ2 by evaluating the impact of Request
Bundle on the performance of a microservices-based benchmark application. In the next
chapters, we extend the study by combining Request Bundle with Rate Limit and Load

Balancing and evaluate that combination with regard to performance and reliability.
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Analysis

There are many challenges in maintaining the desired quality of service levels in modern
microservice and cloud applications. Numerous techniques and patterns, such as API
Rate Limit, Load Balancing, and Request Bundle, have been suggested for API services
and clients to improve quality properties related to performance and reliability. However,
no study has measured the impact of these techniques and their combinations in a specific
configuration, especially using a large distributed system workload setting. This chapter
experimentally studies the effects of combining the API Rate Limit, Load Balancing, and
Request Bundle patterns based on a realistic, third-party microservice-based application
deployed in a private cloud and on the Amazon Web Services cloud (AWS) using 130
different configurations. We have run each configuration 500 times in the private cloud,
totaling more than 4500 hours of runtime, and 200 times on AWS, totaling more than 3900
hours of runtime. Experimenting with such complex and compound scenarios would not
be possible without the support of the employed service mesh-based infrastructure, which
provides the tools and functionalities to implement and monitor different combinations of
those API patterns. We developed regression models from the collected data to predict
the performance and reliability impacts of combining such techniques and patterns. We
found that the models provide acceptable prediction errors below 30% on the private cloud
and AWS. Further, we found that the models work best in highly reliable environments
like AWS. In addition to the concrete analyses provided in our work, we propose a
general and largely automated method that can be followed iteratively to evaluate similar

techniques and patterns for their quality properties.

99



8 Combining API Patterns in Microservice Architectures

8.1 Introduction

In this chapter, we leverage the previous research findings regarding the impact of Rate
Limit and Request Bundle on reliability and performance respectively. Now, we combine
those API patterns with Load Balancing in a more complex experimentation setup. Then,
we evaluate the impact of such a combination on both quality properties, which answers
the last part of RQ2.

With the emergence of cloud and microservices-based architectures, many challenges
and issues have arisen due to these architectures’ high versatility and volatility. As an
essential aspect of such architectures, API design plays a significant role in having seamless
and reliable access from API clients to backends [Surl9|. Hence, it has become crucial to
evaluate current techniques, best practices, and their combinations to achieve the desired
quality of service properties. This chapter focuses on reliability and performance qualities
and the tradeoffs between them. Improving one of these quality properties should not
degrade the other. Unfortunately, objective support for choosing the right combination
of API patterns to balance such quality properties in distributed systems is lacking so
far. Also, no realistic and large-scale datasets exist that can be used as a basis for that
support.

Many API patterns and techniques related to microservices APIs are recommended
in the literature [ZSZ*18,/Hig20,Hig21] to achieve desired quality properties such as

performance and reliability. Three of the most common API patterns in this context are:

Request Bundle as already described in Chapter [7]is a technique used on both
client and server sides to reduce communication overhead caused by exchanging
too many messages between both sides. This is usually achieved programmatically
on both the API client and backend by adding up the data in those messages
to form one block of data to be sent simultaneously. However, some complexity
might be introduced since the client and server sides must handle large chunks of

data |ZSL*21].

Rate Limit (see Chapter @ can be enabled only on the server side to limit the
number of requests from API clients at a specific time. This can be achieved
by keeping track of the requests per API client by storing this information in a

database. When the maximum limit of requests is reached, the API client is blocked
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until the reset time. This pattern is usually realized using Front or Edge Proxies
described in details in Chapter [4, depending on the target scope of the application.
As a result, it can prevent excessive and abusive API clients’ requests [Mad20)].

However, it might also create bottlenecks and traffic congestion.

Load Balancing at the API level is usually realized using API Gateways [Ricl8,
HBTCP20|. It works by distributing the load over multiple node instances to avoid
overloading or underloading them [MA19]. This is realized using Load Balancing
algorithms like round-robin, random, and weighted algorithms that keep track of
the API requests and their assigned node instances utilizing a database. However,
this might also create bottlenecks and performance degradation, especially when

the Load Balancing algorithm is not configured correctly.

Those are essential API patterns to study because they are commonly used techniques
for optimizing the performance and scalability of APIs. By studying these patterns,
developers can learn how to implement them effectively in their APIs and gain a deeper
understanding of how they work and how they can be used to improve the performance
and scalability of their APIs.

Studying these patterns in combination is particularly useful because they are often
used in real-world API architectures and might influence each other’s performance
and scalability. By understanding how these patterns can be combined and used,
developers can understand more comprehensively how to design and build performant
and scalable APIs. Additionally, studying these patterns in combination can help
developers understand the trade-offs and potential challenges in using them together. It
can help them to make informed decisions about which patterns are most appropriate for
their specific use cases.

Our study first presents a regression model we have developed to quantify the perform-
ance and reliability impacts of such combinations of patterns. Then, we experimentally
evaluate the model using a large-scale setup and a realistic, third-party microservices-
based application deployed on a service mesh-based infrastructure. Please note that
besides providing concrete data and analyses for the studied patterns that can, e.g.,
be used during early architecting, our approach can also be used as a general and
largely automated method that can be applied iteratively to study other combinations of

optimization techniques and patterns.
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We aim to answer the following research questions:

RQ2.5 What method(s) can be used to experimentally study and evaluate possible
combinations of the Rate Limit, Load Balancing, and Request Bundle patterns

concerning the performance and reliability impacts on microservices API?

RQ2.6 What are the performance and reliability impacts of possible combinations

of those patterns in a realistic application and workload setting?

We have set up a modern cloud-based infrastructure to answer these questions using
the Isti service mesh. Istio provides several features natively, like Rate Limit and Load
Balancing as described in Chapter {4} using its integrated Envo proxy. We used this
infrastructure to measure widely-used industry practices. We have selected the Lakeside
Mutual applicationE] as our benchmark application, which is a realistic, third-party
application (i.e., the authors were not involved in its development) developed based on
practitioner experiences using several API best practices.

The benchmark tests were realized based on nine different API operations of the
benchmark application using or not using Request Bundle. Then the other two patterns
were added in different combinations for each case. The tests were executed 500 times
on a private cloud and 200 times on AWSH for each configuration, equivalent to 130000
repetitions in total and more than 4500 hours of runtime using the private cloud and
52000 repetitions on AWS and more than 3900 hours of runtime, generating a huge data
set.

We believe this is a realistic, large-scale experimental study (designed to fulfill the
first methodological principle for reproducible performance evaluation in Cloud Com-
puting [PVB™19]). Our benchmark is provided as open accessE] and can be used to run
similar tests for other API patterns and combinations of API patterns and reproduce our
study.

Next, we developed regression models that could be used for guidance to architect

similar types of microservice applications, as in our benchmark application, and present

"https://istio.io/

’https://www.envoyproxy.io

3c.f https://github.com/Microservice-API-Patterns/LakesideMutual
‘https://aws.amazon.com

Shttps://doi.org/10.5281/zenodo . 7692007
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8.2 Related work

a complete and largely automated method to apply iteratively in different contexts and
settings. We found that the models provide acceptable prediction errors on the private
cloud and AWS since they are lower than 30% for Cloud-based architectures [MA02].
The models work best in highly reliable environments such as AWS.

The chapter is structured as follows. More detailed background about API Load
Balancing, Request Bundle, and Rate Limit is provided in Section [8.3] Then we describe
our approach in Section After that, we present our regression model in Section
Section [8.6 provides details about our experiments setup and running the experiments.
Then, the data generated are collected and analyzed in Section [8.7.1] Section [8.8
thoroughly discusses the results and threats to validity. Finally, we conclude in Section[8.9}

8.2 Related work

Many experimental studies have studied performance and reliability prediction models
in software architecture. Wartika et al. [WGNA19] proposed applying a Bayesian
algorithm to evaluate the performance of a software complexity prediction model based
on three requirements: user, system, and software specifications. Another study [BKR09]
performed a similar parametric approach by using the Palladio component model and a
simulation tool based on that model to realize performance predictions. In contrast to
the previous studies, Wang et al. [WZ18| proposed an approach to defining a reliability
prediction model based on a deep learning neural network. The authors also claim that
their approach is experimentally proven to be more accurate than the other approaches.
A more relevant experimental study [CGJ'22] suggested the methodology MIPaRT to
evaluate the performance and reliability of microservice systems continuously. The authors
use the Markov model to randomly generate valid and invalid requests to the backend to
explicitly force failure and ex-vivo testing to generate raw data for performance-reliability
analysis. None of these studies have focused on API patterns and their combination
impact on performance and reliability as we did in our research.

Many studies have proposed solutions to improve load balancing efficiency in mi-
croservices architecture and their future directions [WWL™21]. Yipei et al. [NLL18]
argue that existing load-balancing strategies lack optimization and suffer from network

congestion and complexity. They propose a chain-oriented load-balancing algorithm
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(COLBA) to solve these problems and claim it is more efficient than existing load-balancing
strategies. Similarly, XiaoDong et al. [LJSZ18| propose a shortest queue-waiting-time
load balancing algorithm (SQLB) that outperforms classical load balancing algorithms.
In addition, the authors experimentally demonstrate that this algorithm generates a
low prediction error. On the other hand, Rusek et al. [RL18] show that decentralized
load-balancing algorithms are more efficient than centralized ones by analyzing their time
complexity. Another study used scenario calculus to formally analyze load balancing
impact on scalability and capability of microservices [ZWB18]. It demonstrates that
elastic round-robin scheduling is more scalable than shortest-waiting queue scheduling.
Li et al. [LYW™22| developed the DWLOAD (Dynamic Weight Loading) algorithm to
maintain high efficiency and reliability of load balancing in a microservices environment.
This was mainly realized by calculating and recording the real-time weights of the hosting
servers. BLOC, a self-managing load balancing system, was also proposed [BW22] to
provide a second layer control for service mesh load balancers in microservices architec-
tures using other patterns like Rate Limit. Lastly, an online decision algorithm based
on Lyapunov optimization techniques was proposed to distribute the load in a hybrid
cloud cost-effectively when a flash crowd event occurs [NLL115]. As a result, only a few
studies have evaluated the impact of load balancing on reliability. Also, they have yet to

consider combining it with other patterns such as Request Bundle either.

Although Request Bundle and Rate Limit API patterns have been studied experiment-
ally in Chapters [6]and [7} their combinations with other API patterns and techniques have
not been the subject of any experimental study in the scientific literature. This represents
a significant gap in understanding the impact of widely used API practices such as Rate
Limit and Load Balancing and their combinations. Also, there is no way to measure
the impact of those API patterns and their combinations on some important quality
properties of a specific configuration setting, such as performance and reliability. This
chapter closes this gap by presenting an experimentally validated regression model using
a real-life microservice-based application and setting. This model could also support the

existing simulators and prediction models.
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8.3 Background about Load Balancing, Request Bundle and
Rate Limit

Load Balancing is a technique to distribute the load evenly between two or more resources
to avoid overloading or underloading them. This technique can be performed either on
cloud resources level [KK19] or service level [XG20]. Our study mainly focuses on service
level load balancing, a feature provided by service meshes like Istio (see Chapter 4).
Indeed, Istio provides four methods to achieve load balancing. While the round robin
method dispatches API requests to replicas using a particular order, the random method
does it randomly. On the other hand, the weighted method explicitly assigns a percentage
weight to each node instance. More interestingly, the least requests method gives the

largest weight dynamically to the node instance with the least number of requests.

Request Bundle (see Chapter [7) generally consists of containerizing multiple messages
into one containing additional information related to those messages, such as identifiers.
Instead of sending many messages to the API backend, request bundling encapsulates
those messages into one, avoiding unnecessary chatty communication. However, some
complexity might be introduced on both the API client and server, which might also
cause bottlenecks and traffic congestion. In our study, we limited the bundle size to 50
to reduce the likelihood of those issues. Request Bundle is a general practice already
adopted in many APIs [ZSL*21]. Since those APIs and others without request bundling
constantly evolve, measuring the impact of using such a practice and its combination

with other API patterns regarding performance and reliability is crucial.

Rate Limit has also been the focus of many studies |[ZSZ'18,|SZZ 18| (see Chapter @,
but has also not been studied with combinations of other patterns and techniques. It is
usually implemented using an API Gateway [Ric20] and ensures that API providers are
not overwhelmed by an intentional or unintentional flood of requests from API clients.
Rate Limit plays an essential role in maintaining the desired level of quality property
related to performance and reliability, and combining it with a billing strategy or a Rate
Plan |[ZSL*20c] makes it even more effective. However, efficiency drastically decreases
by including mandatory patterns like API key |ZSL*20c| to keep track of API clients.
In our study, we use Istio, which supports two types of rate-limiting: global and local

rate limiting. While the former is activated globally on the service mesh level, the latter
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triggers each service instance of the mesh.

8.4 Approach overview

Figure illustrates the patterns and combination scenarios we have considered in
our study. Finding an optimal point or area in possible solutions where performance
and reliability are maximized is not straightforward without additional information. So,
we need first to identify parameters and metrics to estimate the localization of this
point or area. Also, this optimal point or area might change in time due to unforeseen
circumstances like resource saturation. Thus, we need to identify a model that accurately
considers chosen and third-party parameters related to resource management. We have
also defined metrics that could estimate the localization of the optimal point or area in
the space of possible solutions.

Combining the three patterns and techniques we have considered in our study must
be carefully decided. For example, in many situations, it will not make sense to use
Request Bundle with Rate Limit, since otherwise, we would have large API requests
that overload the backend before Rate Limit is triggered. Also, using Request Bundle
with Load Balancing is a logical choice to not overwhelm one node on the backend with
large API requests to handle. However, using Request Bundle along with Rate Limit
might not work correctly since the backend would be already overloaded after only a
few API requests. Then, it would be wiser to introduce Load Balancing, too, to avoid
such a scenario. Also, combining patterns generates costs and complexity, which should
be justified in advance by accurately measuring the foreseen improvements of those
combinations on performance and reliability. There should be a way to find a balance
between high performance and reliability in conjunction with low costs and complexity
and, if required, find the best combination to handle a specific workload configuration,
which is the aim of our model.

Our proposed regression model employs data extracted from API or API Gateway, API
clients, and API backend or microservices. The data extraction is realized by considering
each possible combination of the patterns in our study. The iterative process illustrated
in Figure makes the approach dynamic and adaptive, depending on the usage period

and the cloud setting. That means the same regression model could dynamically extract
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Figure 8.1: Approach overview

the performance and reliability indicators in a completely different cloud environment.
Please note that these indicators would only represent a rough estimation to the software
architect for decision-making. More accurate predictions, like the usage period, would

need more parameters to consider in the regression model.

8.5 Regression model description

8.5.1 Independent and dependent variables

As previously stated in Section our work is motivated by the high uncertainty in the
scenarios covered in Figure [10.3 to localize the optimal point or area in the combination
of the patterns to achieve optimal performance and reliability. In addition, the optimal
selected point or area might change in time due to unforeseen circumstances like resource
saturation. Hence, given a specific workload configuration, we first need to define a model
that could help us measure the performance and reliability impact.

Our study has considered two types of independent variables: numerical and categorical.
The first type of variables includes rpm, which is the number of requests per minute for
a specific workload setting, api_users which is the number of API users that generate
load for that particular workload setting, rate_ limit, which is the maximum predefined
number of requests allowed per API user per minute, bundle_ size which indicates the
size of the request bundle, in case it is used and methods__count which reflects the
number of methods that are considered in the study. The second type of variables

includes request__bundle and load_balancing, which indicate whether Request Bundle
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and Load Balancing are used respectively. It also includes method, which indicates the

APT operation executed on the backend: Get, Update, Delete, or Create. (see Table |8.1]).
The first dependent variable we have considered is total__time, equivalent to the total

round trip time spent by API requests to be completely fulfilled. It is defined as:
total time = network__time + backend_time

network__time is equivalent to the round-trip time spent by API requests from the
API client and the API Gateway, and backend_ time is the round-trip time spent from
the API Gateway backend service(s) and maybe database(s). The prior study needed
to include server details concerning program execution and database time. As these
details are not required here, we employ rpm as an API client parameter that is more

straightforward to calculate to define total__time as follows:

api__users .

. bundle__size;

total _time = g _—
i1 rpm;

where,

10...50, if request_bundle = Yes.
bundle_size =
1, otherwise.

9

The second dependent variable is failure_rate, which indicates these API requests
failure percentage. Here, we do not distinguish failure rate due to rate limiting and

failure rate due to other reasons than rate limiting. We define:

methods__count load_weight;

i=1 TPy - load_balancers ratefllmlti’
. . _load weight; N
if rpm; Toad Balancers = rate__limit;

failure_rate = < A load_balancers > 1

Pt .

nt 1 3 . .

5 t __Jfailure . ¢oilure_ratel, otherwise.
api__users —

The load balancing algorithm determines load_weight;. In our study, we exclusively
used the weighted load balancing algorithm, and thus their values are fixed and known
in advance along with methods_ count and load__balancers. Therefore, these variables
are not included in the following regression analysis. P}Zailwe and failure rate' denote
the probability of failure during each time interval ¢ and the corresponding failure rate

as proposed in Chapter [0 This is a Bernoulli distribution composed of n; trials and is
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Table 8.1: Definition of Parameters

Independent variable

Description

rpm

The number of requests per minute for API users.

api__users

The number of API users sending the requests.

rate_ limit

The value of the applied rate limit ranging from 100 to 1200

(100 increments).

request__bundle

Categorical variable indicating whether

request bundling is used or not.

bundle_size

The request bundle size ranges from 10 to 50 (10 increments).

load__balancing

Categorical variable indicating whether

load balancing is used or not.

load__balancers

Number of load balancers.

load__weight

Percentage of requests that is forwarded to a specific backend

instance.

method

Categorical variable indicating the method executed by API users.

methods__count

Number of methods executed by API users.

Dependent variables

Description

total _time

The total roundtrip time spent for requests

between API client and backend.

failure_rate

The percentage failure rate of API requests.

not considered further in the current study, so these parameters are not included in the

regression analysis.

8.6 Experimentation setup

8.6.1 Application under study

We have decided to choose Lakeside Mutua]lﬁ] application, which is a real-life applic-

ation developed to make in practice various microservice API patterns like Request

Bundle |ZSL*21]. Indeed, we have primarily extended the application to support request

bundling on the following functions (provided in the replication packageﬂ and designed

to fulfill the fourth methodological principle for reproducible performance evaluation in

Cloud Computing [PVB*19]):

Update customers using their IDs by application customers or administrators. Get

customers already supports request bundling.

Shttps://github.com/Microservice-API-Patterns/LakesideMutual
"https://doi.org/10.5281/zenodo . 7692007
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Create/Get/Delete insurance quota requests using their IDs, which application

customers do.

Create/Get/Update/Delete insurance policies done by the application administrator

using policy-management-backend microservice.

Request Bundle is enabled by implementing a new dedicated chain of methods on the
backend supporting a list as an input parameter instead of one parameter at a time for
each API operation described above. For example, getCustomers() method now gets a
list of customers’ IDs instead of one ID at a time. Rate Limit and Load Balancing are
both supported by Istio through EnvoyFilteIE] and virtual servicesE] respectively. The full
implementation details are provided in the replication package.

We are executing nine different API functions on the backend with and without
using Request Bundle. In our study, we could have used an existing benchmark. Other
cloud benchmarks exist, like those proposed in the context of Cloudsim [CRB*11] and
PerfCompass [DNWG14], but they are relatively low-level. They are defined at the
network rather than the business application level, which is relevant for request bundling.
As a consequence, there are no usable cloud application-level benchmarks. Even if some
existed, they likely would not apply to our study, as we would need them to use request
bundling. Instead, we defined realistic scenarios based on Lakeside Mutual’s request

bundling functions described above.

8.6.2 Infrastructure details

We have used a private cloud hosted in our University data center for our experiment. It
is composed of 11 Ubunt 18.04.5 LTS Virtual Machines (VMs) installed on VSpher
6.7 environment. Each of these VMs runs a Minikube instance version 1.20.0 with eight
dedicated CPU cores Intel Xeon(R) CPU E5-2650 v4 @ 2.20GHz and 20 GB of system
dedicated memory. Each Minikube instance executes a Kubernete engine version

1.20.2 and Istio version 1.10.0.

Shttps://istio.io/latest/docs/tasks/policy-enforcement/rate-1limit/
nttps://istio.io/latest/docs/concepts/traffic-management/
https://releases.ubuntu.com/18.04/
Yhttps://www.vmware . com/products/vsphere.html
2https://kubernetes.io
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8.6 Experimentation setup

Table 8.2: AWS cost details (in US Dollars)

Service Cost
EC2-Other 1783,53
EC2-Instances 1369,52

Elastic Container Service for Kubernetes| 356,67
EC2-ELB 356,67

Tax | 701,98
Total 4211,89

There are two Cluster environments that we have set up to differentiate API requests
that are handled with and without load balancing. The first Cluster comprises two
replicated central Minikube instances containing the central Control Plane and the
customer-self-service-backend microservice built using Java version 8 each. Replication
is also done for Minikube instances running customer-management-backend and policy-
management-backend, which are built using the same version of Java and accessible using
Ingress Controller YAML-defined Kubernetes Endpoint and Ingress Rule The
replicas share one Mong (latest version) database instance. The second Cluster does
not support load balancing, and thus there is no replication.

On the client side, two Ubuntu 18.04.5 LTS virtual desktops inject HTTP requests into
the private cloud. Each virtual desktop has 2 CPU cores Intel Xeon(R) CPU E5-2650 0
@ 2.00GHz with 8 GB of system memory.

We have also run the same experiment on AWS using a four-node Amazon Elastic
Kubernetes Services (EKY'%) cluster. The costs of using AWS are described in Table
(designed to fulfill the eighth methodological principle for reproducible performance
evaluation in Cloud Computing [PVBT19] and not applicable for the private cloud).

8.6.3 Running the experiment

Each virtual desktop executes a Shel]E] script with 130 different configurations of bundle

sizes ranging from 10 to 50, rate limits ranging from 100 to 1200 set on server-side (oo

13https://kubernetes.io/docs/concepts/services-networking/service/
"“https://docs.konghq. com/kubernetes-ingress—controller/1.1.x/guides/getting-started/
5https://www.mongodb . com

https://aws.amazon.com/eks/

"https://www.shellscript.sh
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if rate-limiting is disabled), and whether request bundling is used or not. The script

executes the following depending on the configuration:
Create a predefined number of APT users;
Get customers’ data with or without request bundling;
Update customers’ addresses with or without request bundling;
Create/get/delete insurance quota requests with or without request bundling;
Create/get/update/delete policies with or without request bundling;

Those API requests or methods are executed using load balancing in only the first
Cluster, as stated in Section We have run the script 500 times for each configuration
in the private cloud, totaling 130000 repetitions and more than 4500 hours of runtime,
and 200 times on AWS, counting 52000 repetitions and more than 3900 hours of runtime
(designed to fulfill the second methodological principle for reproducible performance
evaluation in Cloud Computing [PVBT19)]). total_time is calculated at the end of each

trial, and failure_rate is calculated when switching from one configuration to another.

8.7 Multivariate regression analysis

8.7.1 Data collection and analysis

All the data are collected from output log files on the client side. Due to the large set
of data collected (130 configurations tested), we have decided to include it in an online
Appendi

We have realized data analysis using R languagelf]. Tables @ and M list the
combined models that we generated from the data collection for total_time prediction
on the private cloud and AWS, respectively. Tables and list the combined models
that we generated from the data collection for failure_rate prediction on the private
cloud and AWS, respectively. We have only collected data concerning the independent
variables that we have experimentally varied as described in Section Notice that

®https://doi.org/10.5281/zenodo. 7692007
Yhttps://www.r-project.org
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8.7 Multivariate regression analysis

Table 8.3: Combined models’ description on the private cloud: total time prediction

Total time

MOdellnterceptLoad balancingRequest bundleRate limit/API usersRPM|Method deleteMethod getMethod update
1 745,1 294,9 -79,37 0,0051 36,78 -0,12 -334,9 -1009 17,53
2 338,4 294,9 -79,73 0,0051 36,78 -0,12 X X X
3 297,6 295,2 X 0,0052 36,74 -0,12 X X X
4 489,7 X -80,66 0,0048 36,85 -0,13 X X X
5 448,4 X X 0,0049 36,81 -0,13 X X X
Table 8.4: Combined models’ description on AWS: total time prediction
Model Total time
InterceptLoad balancingRequest bundleRate limit{API usersRPMMethod delete¢Method getMethod update
1 8504 620,5 -5872 0,19 310,4 |-16,71 -662,4 -1852 -1349
2 7406 592,8 -5845 0,19 310,4 |-16,72 X X X
3 297,6 295,2 X 0,0052 36,74 -0,12 X X X
4 489,7 X -80,66 0,0048 36,85 -0,13 X X X
5 448,4 X X 0,0049 36,81 -0,13 X X X
Table 8.5: Combined models’ description on the private cloud: failure rate prediction
Model Failure rate
InterceptLoad balancinglRequest bundleRate limit{API usersRPM|Method deleteMethod getMethod update
1 46,02 -11,63 -38,59 -0,0025 -0,088 |0,0058 n/a n/a n/a
2 46,02 -11,63 -38,59 -0,0025 -0,088 [0,0058 X X X
3 26,2 -11,46 X -0,0024 -0,1 0,0062 X X X
4 40,05 X -38,54 -0,0024 -0,091 |0,0059 X X X
5 20,34 X X -0,0024 -0,11  |0,0063 X X X
Table 8.6: Combined models’ description on AWS: failure rate prediction
Model Total time
InterceptLoad balancingRequest bundleRate limitAPI usersf RPM [Method deleteMethod getMethod update
1 -1,76 0,81 3,13 0,00017 0,059  |-0,0045 -0,07 n/a n/a
2 -1,77 0,81 3,13 0,00017 0,059  |-0,0045 X X X
3 -1,43 0,66 X 0,00024 0,041  |-0,0004 X X X
4 -1,38 X 3,01 0,00017 0,059  -0,0045 X X X
5 -1,11 X X 0,00024 0,041  -0,0043 X X X
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Table 8.7: Combined models’ summary: total time & failure rate prediction
Private Cloud AWS
Total time Failure rate Total time Failure rate

Adjusted [F-Statistic| Adjusted |[F-Statistic| Adjusted |[F-Statistic| Adjusted [F-Statistic
R-squared| p-value [R-squared| p-value |R-squared| p-value [R-squared| p-value

0,2452 <2.2e-16 0,5925 <2.2e-16 0,6438 <2.2e-16 0,09809 <2.2e-16

0,1683 <2.2e-16 0,5925 <2.2e-16 0,6383 <2.2e-16 0,09806 <2.2e-16

0,1677 <2.2e-16 0,3641 <2.2e-16 0,6113 <2.2e-16 0,05358 <2.2e-16

0,1599 <2.2e-16 0,5717 <2.2e-16 0,6374 <2.2e-16 0,08846 <2.2e-16

0,1593 <2.2e-16 0,3439 <2.2e-16 0,6094 <2.2e-16 0,04708 <2.2e-16

T | W N |-

the method variable is not significant using model 1 concerning failure_rate prediction
but highly significant using the same model concerning total_time prediction. Also,
the coefficient values relative to load_balancing and request_bundling reflect the case
where they are enabled. In other words, when they are disabled, the values of those
coefficients are zero, as described [Stal8|. The same applies to method create that gets
zero value for its coefficient in model 1.

On the private cloud and as shown in Table [8.7, the F-statistic p-value is very
low for all the models, and the Adjusted R-Squared is relatively high, especially for
models 1, 2, and 4 regarding failure_rate prediction. The latter is even higher on
AWS regarding total_time prediction but lower regarding failure_rate prediction.
However, no conclusion can be made without analyzing the models’ residuals. We
used Anderson-Darling’s and Henze- Zirkler’s tests to realize residuals’ univariate and
multivariate normality. As clearly shown in the models (provided in the online Appendix{m_jl7
the histograms are not curvy-shaped, indicating that the residuals are not normally
distributed. This is confirmed by the Chi-Square Q-Q plots and Scatter plots showing
that the points are widely spread and do not form any obvious straight line. The
perspective 3D plots deny residuals multivariate normality as well. Since the normality
of residuals, one of the assumptions of MANOVA (Multivariate Analysis of Variance), is
violated, we have decided to perform MANOVA Pillai’s Trace test statistics for further
analysis [Bob21].

As shown in Table all the variables have very high significance since their p-values

are very low. As a reminder, this significance increases as a variable’s Pillai value gets

2Ohttps://doi.org/10.5281/zenodo . 7692007)
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8.8 Discussion and threats to validity

Table 8.8: Models summary (on the private cloud): Pillai’s Trace test
Model 1 Model 2 Model 3 Model 4 Model 5
Pillailp-value|Pillai|p-value[Pillaip-value|Pillai/p-value|Pillai p-value
rpm 0,15 |<2.2e-16| 0,15 [<2.2e-16| 0,14 |<2.2e-16| 0,16 [<2.2e-16| 0,15 |<2.2e-16
api_users | 0,08 |<2.2e-16 0,07 [<2.2e-16| 0,07 |<2.2e-16| 0,07 |<2.2e-16| 0,07 |<2.2e-16
rate__limit 0,1 |<2.2e-16] 0,1 [<2.2e-16| 0,07 [<2.2e-16| 0,1 |<2.2e-16| 0,07 |<2.2¢e-16
request__bundle| 0,32 |<2.2e-16| 0,32 |<2.2e-16| n/a n/a | 0,32 |<2.2e-16| n/a n/a
load_balancing| 0,04 |<2.2e-16| 0,04 |<2.2¢e-16| 0,03 [<2.2e-16 n/a | n/a | n/a | n/a
method 0,07 |<2.2e-16| n/a | n/a |n/a| n/a |n/a| n/a |n/a| n/a

Variable

Table 8.9: Models summary (on AWS): Pillai’s Trace test
Model 1 Model 2 Model 3 Model 4 Model 5
Pillai|p-value|Pillai/p-valuePillai/p-value|Pillai p-value|Pillaip-value
Tpm 0,16 |<2.2e-16 0,16 |<2.2e-16| 0,54 [<2.2e-16| 0,15 |<2.2e-16| 0,54 |<2.2e-16
api_users 0,34 |<2.2e-16| 0,33 [<2.2e-16| 0,38 |<2.2e-16| 0,33 [<2.2e-16| 0,38 |<2.2e-16
rate_limit 0,02 |<2.2e-16| 0,02 |<2.2e-16| 0,02 |<2.2e-16| 0,02 |<2.2e-16| 0,02 |<2.2¢-16
request__bundle| 0,11 |<2.2e-16| 0,11 |<2.2e-16| n/a n/a 0,11 |<2.2¢e-16| n/a n/a
load_balancing| 0,01 |<2.2e-16| 0,01 |<2.2¢e-16| 0,01 [<2.2e-16| n/a | n/a | n/a | n/a
method 0,01 |<2.2e-16) n/a | n/a |n/a| n/a |[n/a| n/a |n/a| n/a

Variable

closer to 1. As a result, we notice that request__bundle is the best predictor in models 1,
2, and 4 on the private cloud. On the other hand, load_ balancing has the lowest Pillai
value in models 1, 2, and 3. Also, each specific variable’s Pillai value remains stable in
the models where the variable is used. Concerning AWS, Table [8.9 also shows that all
the variables have very high significance. However, we see clearly that api_users and
rpm are the best predictors in all the models, and the rest of the variables have lower

significance.

8.8 Discussion and threats to validity

8.8.1 Models comparison

Let us compare the models we have found in detail, first for their performance and then for
their reliability impacts. Figure shows that total time in model 1 is very sensitive

to bundle__size, thus a large performance degradation starts very early. In contrast,

21A1l the figures in this section were realized using the Plotly package provided by R language; see
https://plotly.com.
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Figure 8.2: Performance analysis (on the private cloud)
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Figure 8.3: Performance analysis (on AWS)

rate__limit does not show any clear impact on performance. All the remaining models
overlap, meaning they have similar behavior concerning performance. bundle_size
does not play a role in models 2 and 4, but increasing rate_ limit slightly decreases
performance. Also, load_balancing has no apparent effect on performance. As a result,
model 1 is only usable in architectures where Request Bundle is not the preferred option
and high performance is required. For example, this is where API messages are already
large and need a high amount of bandwidth. On the other hand, the remaining models
are more suitable when API messages are small and should use Request Bundle. This
reduces the impact of Rate Limit on performance consequently and keeps it manageable,

as clearly shown in the figure. Figure realized using AWS-generated data, confirms
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Figure 8.4: Reliability analysis (on the private cloud)
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Figure 8.5: Reliability analysis (on AWS)

the conclusions above with a degraded performance overall due to latencies and timeouts
usually occurring in public clouds.

In Figure [8.4, we can see that the models diverge but show a similar trend as in
Figure Model 1 is also susceptible here and witnesses a massive increase in reliability
at the highest value of bundle_ size for all values of rate_limit. The remaining models
exhibit a gradual reliability increase, with the increase of rate_limit. In models 2
and 4, bundle__size does not play a role, too. Here, load_balancing impacts reliability,
especially in model 2. Like the conclusions drawn regarding performance analysis, model 1
is suitable for architecting systems that exchange large API messages where bundle_ size

is less than or equal to 10. Also, the remaining models can be used by systems exchanging
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smaller API messages using (or not using) Request Bundle. However, at this time,
the impact of Rate Limit on reliability is influenced by load_balancing and illustrated
specifically by models 2 and 3 in the figure.

Figure realized using AWS-generated data, shows a different trend for the models.
The increase in failure_rate when increasing bundle size is mainly due to the lack of
scalability since we have only used one AWS cluster as described in Section [8.6.2] For
models 2 to 5, failure_rate is higher in Figure due to lower latency, which increases
failure_rate due to Rate Limit. For model 1, as the bundle size increases, more requests

get bundled, which produces fewer rpm and thus less failure_rate due to Rate Limit.

8.8.2 Tradeoff analysis

We have investigated different combinations of API patterns like Clircuit Breaker and
Rate Limit. We have not considered such combinations since they did not show any
interesting dependencies from which design advice can be derived. For instance, Circuit
Breaker may directly hinder the real impact of Rate Limit on reliability. In contrast, the
selected combinations have revealed a clear understanding of their impact on reliability
and performance. We perform an API patterns tradeoff analysis from the experimental
data to validate and complement the models’ analysis presented above. We analyze
tradeoffs of using Load Balancing with firstly Rate Limit and secondly Request Bundle in
terms of performance and reliability impact. Thus we also study tradeoffs between the
two investigated quality properties.

Load Balancing vs. Request Bundle. As seen in Figure Load Balancing has a
clear negative impact on performance, especially when bundle_ size gets higher starting
from approximately 30 requests. That is because processing large chunks of data by
only one load balancer quickly creates a long waiting queue, which could be resolved
by adding more load balancers. This trend is partially confirmed by Figure realized
using AWS-generated data, with a significant degradation in performance explainable by
latency and timeouts that usually occur on public clouds. However, as bundle__size gets
higher, Load Balancing improves performance considerably, unlike in the private cloud.
Also, both patterns do not impact reliability, as depicted in Figure Models 1 and 2
include load__balancing and request__bundle, but only Model 2 is recommended in case

of Request Bundle usage, as stated in the previous section.
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Figure 8.7: Load Balancing vs. Request Bundle: performance perspective (on AWS)

Load Balancing vs. Rate Limit. On AWS, the failure rate remains very low, mainly
due to the high reliability provided by public clouds and latency that prevents Rate
Limit activation. On the other hand, Figure shows that Load Balancing reduces the
failure rate on private cloud, especially when the rate_ limit value is very high; though,
this is hardly noticeable when its value is between 200 and 600 requests per minute.
Otherwise, as mentioned earlier, Load Balancing reduces the impact of Rate Limit on
reliability. This could also be reinforced by using additional load_ balancers. However,
this could also lead to bottlenecks and traffic congestion, as depicted in Figures [8.11
Performance degradation is higher on AWS, and the highest total_time value is collected

at a rate_limit of approximately 800 requests per minute, as depicted in Figure [8.12
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Figure 8.8: Load Balancing vs. Request Bundle: reliability perspective (on private cloud and AWS)
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Figure 8.9: Load Balancing vs. Rate Limit: reliability perspective (on the private cloud)

Notice that Load Balancing has no obvious impact on performance because, as stated
previously, only one cluster is used. Here, we consider Models 2 and 3 since Model 1 is
not influenced by the rate_limit as far as reliability is concerned, as mentioned in the

previous section. Also, model 3 is best where load__balancing has the lowest impact on
reliability.
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Figure 8.10: Load Balancing vs. Rate Limit: reliability perspective (on AWS)
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Figure 8.11: Load Balancing vs. Rate Limit: performance perspective (on the private cloud)

8.8.3 Models evaluation

To evaluate the accuracy of the models, we have used the Mean Average Error (MAE)
calculations for failure_rate prediction errors using the private cloud and AWS data.
We have also used the Mean Absolute Percentage Error (MAPE) estimates for total_time
prediction errors. The results are reported in Table [8.10] Usually, it is advised to use
MAPE for calculating model prediction error . However, as failure_rate usually
equals 0, MAPE is not applicable, and MAE is the next preferred choice. We see that all

models’ prediction errors on both clouds are lower than 30%. This is often considered to

be acceptable for Cloud-based architectures [MA02]. These numbers are good enough,
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Figure 8.12: Load Balancing vs. Rate Limit: performance perspective (on AWS)

Table 8.10: Calculated MAE and MAPE for failure_rate prediction errors and total time prediction errors

respectively

Private Cloud AWS
MAE%MAPE%MAE%MAPE%
19,72 28.51 1,56 24,83
19,72 | 27,99 1,56 24,83
27,25 28,44 1,33 24,58
19,67 28,97 1,48 24,82

27,95 29,51 1,29 25,3

Model

QU | W (N

especially when used for early architecting, where orders of magnitude are needed rather
than precise predictions. We also observe that the prediction errors are lower on AWS
compared to the private cloud, especially regarding failure_rate. This is explainable by
the large latency gap that diverges the two environments and that we have not included in
the models. Indeed, in the private cloud, the latency is very low, and thus failure_rate
due to Rate Limit is high compared to AWS. It demonstrates that the models work best

in high-latency environments like public clouds.

8.8.4 Threats to validity

In the model presented, we have carefully selected the independent variables and varied
them in such a way as to comprehend their causal effect relationship to performance
and reliability. We have also generated five models of all possible combinations of those

independent variables. As described in Table [8.8, all the models present very high

122



8.8 Discussion and threats to validity

statistical significance, which emphasizes the causal effect relationship, and thus mitigates
many related internal threats to validity. However, we could have unwillingly made errors
in the experiment’s selection and implementation of some scenarios. The workloads could
also not be representative of a real-world benchmark. We have mitigated this issue by

covering several widely used scenarios in the experiment.

As described in Table [8.8] all the models present very high statistical significance but
with different Pillai values. We have also found that these values for specific variables
remain stable from one model to another. This could be biased because we only used a
unique setup for the experiment described in Section [8.6.2, leading to a construct threat
of validity. To mitigate this threat, we have run the same experiment in the public cloud

AWS.

In our experiment, we have considered the API patterns Request Bundle and Rate Limit
and their combinations with Load Balancing. We have used a limited and predefined
range for bundle__size, rate_limit, and load_balancers. Also, we have used only local
rate-limiting and weighted load balancing and ran the experiment 500 times on the private
cloud but only 200 times on AWS. This is mainly due to the limited scope and time of
the experiment. However, this could lead to an external threat to validity regarding the
generalizability of the results. We plan to mitigate this issue by extending our research
to other types of Rate Limit and Load Balancing. We also plan to generalize our results
by increasing the load_ balancers, bundle__size values, and the number of experiment

runs on AWS.

A similar threat to validity could be caused by using only one application deployed on
one private cloud and one public cloud for the experiment. However, the application is
a large open-source application developed using industry best practices by experienced
professionals. Also, we plan to further mitigate this issue by running the experiment in

other infrastructure environments and settings.

In Section we have explained that extended modifications of the Lakeside mutual
application have been made to enable request bundling. This might engender the reliability
of treatment implementation thread of validity. We will validate our models using other

applications and settings to waive this threat.
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8.9 Conclusion and future work

In this chapter, we evaluated the impact of combining the API patterns Request Bundle,
Rate Limit, and Load Balancing on the performance and reliability of a cloud-based
benchmark based on a realistic application and setting.

To answer RQ2.5, we have first presented a regression model to predict the impact of
combining the API patterns above on performance and reliability. Then, we validated
that model by experimenting with a real-life application and cloud setting. We repeated
the experiment of 130 configurations 500 times in the private cloud, which took more than
4500 hours of runtime and 200 times on AWS, totaling more than 3900 hours of runtime,
generating a vast dataset. The data collected are then used to create five distinctive and
highly significant models. Besides providing general experimental insights, our models
can be used during early architecting. In cases where an environment needs concrete
numbers, our approach presents a complete and largely automated method applicable
iteratively in different contexts and settings with the support of highly configurable
service mesh-based infrastructure.

As of answering RQ2.6, we used the experiment-generated data to present five models
with very high statistical significance. As described in Section [8.8] we have found a
distinctive impact of those API patterns on performance and reliability. These models
could be used in the early phases of architecting distributed systems to evaluate the
impact of combining such patterns on those quality properties. As discussed in Section 8.8}
Model 2 is recommended when combining Request Bundle and Load Balancing, and
Model 3 is best when combining Rate Limit and Load Balancing. Also, Model 1 is only
usable when we have large API messages and Request Bundle is not used. The remaining
models are suitable otherwise. All the models provide the lowest prediction errors on
AWS. For future work, we plan to add more variables to our model, including those
already defined in Section [8.5.1] and fixed in advance due to the time and scope of the
experiment and include other Load Balancing algorithms and API patterns.

In this chapter, we generated benchmark data from a complex experimentation setup
that combines Rate Limit, Request Bundle, and Load Balancing. We also provided strong
prediction models for performance and reliability impact measurement when combining
such patterns. In the next chapter, we use the benchmark data generated to realize a

complete and automated pipeline for API reconfiguration.
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Towards API Self-adaptation
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9 Automated Pattern-Based
Recommendation for Improving API
Operation Performance and Reliability in

Cloud-Based Architectures

The extensive use of APIs as the entry point to many Cloud-based applications has created
challenging problems, especially concerning API quality properties such as performance
and reliability. API best practices and patterns, such as bundling requests, rate limiting,
or load balancing, have been proposed to solve these challenges. Unfortunately, no
study investigating the impact of existing API practices and patterns on such quality
properties exists beyond informal recommendations. In this chapter, we fill this gap
by proposing a pattern-based, automated recommendation approach to improve the
performance and reliability of API operations. We provide a benchmark suite based
on a realistic open-source microservice application deployed on the service mesh-based
infrastructure already described in the previous chapter to enable the automatic generation
of comprehensive decision tree models. These models are then processed to generate API
design recommendation algorithms to improve API operations regarding performance and
reliability stored in catalogs for reuse. We validate our algorithms using extensive data sets
generated by running the benchmark on a private cloud and AWS. For both environments,
based on the decision tree models automatically generated from the measured data, API

design recommendation algorithms have been calculated using our approach.
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9.1 Introduction

The current chapter is a follow-up work of Chapter |8 We use the benchmark data already
generated in this chapter to build decision tree models. From these models, we develop
algorithms that are the essence of the self-adaptation approach we present in the current
chapter and which answers the first part of RQ3.

The widespread use of cloud-based applications accessible through APIs has led to
many challenges regarding the quality of these APIs, especially when deployed on a large
scale. To cope with such challenges, API design has become an essential building block
in achieving the desired level of quality properties for the APIs. API design prevents
degrading such quality properties and concerns refactoring APIs based on runtime usage
observations. While already an extensive set of API patterns and best practices has been
proposed |ZSL*22,ZSZ*18,Hig20,|Hig21], today, no support beyond informal guidance
on API quality exists. This is particularly unsatisfactory for measurable properties such
as performance and reliability. In addition, it is often unclear which effect a combination
of different patterns would have when just following such informal guidance. Thus, API
designers need to improve their APIs based on these informal recommendations by trial
and error, which is costly and likely does not lead to optimal results.

This chapter aims to study the possible combinations of Rate Limit, Request Bundle and
Load Balancing and, based on the gathered data, automatically generate recommendations
to enable refactoring or adaptions of API design to optimize these combinations concerning
their performance and reliability impact. This work is based on Chapter [8] in which
possible pattern combinations have been studied by providing an initial service mesh-
based empirical study resulting in a regression model, which had the aim to quantify the
impact of combining such API patterns on API performance and reliability. However,
such a model is static and does not consider parameters like the application type and
usage period. For this reason, in this chapter, we have substantially extended these
empirical studies to provide a novel automatic and dynamic API design recommendation
approach based on decision tree modeling, which is the core contribution of this chapter.

We aim to answer the following research questions:

RQ3.1 What are the different decision criteria that should be considered to evaluate

the impact of combining Request Bundle, Rate Limit, and Load Balancing patterns
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on API performance and reliability?

RQ3.2 How can we select the best combinations of these patterns and API

operations in terms of performance and reliability impacts?

We provide a benchmark suite based on a real-life application deployed on modern cloud-
based infrastructure. In the prototype implementation for experiments, the Isti service
mesh and the Envo proxy were used as a widely used combination of representative
modern infrastructure tools that enable to combine features like Rate Limit and Load

Balancing (see Chapter (4.

We use the data generated in the experiment to automatically construct decision tree
models for each combination of those API patterns to answer those questions. Then,
we develop API design recommendation algorithms to select the best combination of
API patterns and operations in terms of performance and reliability impacts using these
decision trees. These algorithms are stored in catalogs for reuse. Please note that such
reuse of our empirical results makes sense in similar settings (business application on
a similar private cloud or AWS configuration) to get initial estimates. Also, we have
derived generic recommendations on pattern combinations that were yet unknown or not
yet empirically proven (see Section . We propose an API design recommendation
pipeline that essentially re-runs our benchmark in such a new setting or configuration to
get exact recommendation algorithms or estimates in vastly different configurations. Our
approach automatically generates and validates the necessary decision trees and API

design recommendation algorithms in this context.

The chapter is organized as follows. Our research methods are summarized in Sec-
tion [9.3. Next, we describe our approach in Section [9.4. In Section [9.5, we analyze
the data and develop the API design recommendation algorithm. Then, we provide a
discussion and threats to validity in Section Finally, we conclude and describe future
work in Section 9.7

"https://istio.io/
Zhttps://wuw.envoyproxy.io
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0.2 Related work

Many studies have suggested different approaches for dealing with self-adaptive systems
to improve quality properties like performance and reliability. Self-adaptation was a
topic that emerged in early Service-oriented Architecture (SOA) research as a way to
increase resiliency [dHS11]. Garlan et al. [GCH'04] presented Rainbow as a reusable
infrastructure for system developers to realize self-adaptation cost-effectively. Layaida
et al. [LHO5] presented PLASMA as a component-based framework for building self-
adaptive multimedia applications. The framework is based on a hierarchical composition
and reconfiguration model. Adapt! [JRSG21] plug-in architectures were proposed as an
external adaptation solution to achieve full self-adaptation functionality. The middleware
approach |[GEL™06] was introduced to enable this externalization through application and
service mirroring. However, all of these approaches are general and not API-centric. They
are also not applicable to highly versatile environments like Cloud-based architectures.

The decision tree modeling approach has also been the subject of many studies in the
literature. Rathore et al. [RK16] presented a decision tree-based approach to predict
software faults. Another similar military-based research developed a decision tree model
to identify fault-prone software modules [KABT96]. Chui et al. [CCW98| provided an
approach based on decision tree modeling considering the time of data collection to
improve performance prediction rate without affecting prediction accuracy. Decision tree
modeling has also been combined with other techniques, like Bayes in the transportation
world, to build a lane-changing assistance simulation model [HES14] to increase the safety
of passengers. These extensive use cases and others for decision tree modeling to predict
the performance and reliability of diverse applications show that the approach followed
in this chapter is relevant.

Lawin et al. [LPY21] evaluated the effect of using GraphQL and REST technologies on
the performance of massively used API. They figured out that the first technology is the
better choice when data frequently change, while the second stands out when there is a
need for multiple requests. While these studies and others have proposed robust models
and interesting results to derive API configuration recommendations based on specific
settings and technologies, those models and recommendations lack important properties
like self-adaptation and easy reuse. Also, they treat each API pattern individually, not in

combination with others, and deal with specific technologies. In this chapter, we try to fill
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Table 9.1: Definition of Parameters

Independent variable||Description

rpm The number of requests per minute for API users.

api_users The number of API users sending the requests.

rate_ limit The value of the applied rate limit ranges from 100 to 1200 (in increments of 100).

request__bundle Categorical variable indicating whether request bundling is used or not.

load_balancing Categorical variable indicating whether load balancing is used or not.

method Categorical variable indicating the method executed by API users (get, delete, update, or create).

Dependent variables ||Description

total__time The total roundtrip time spent for requests between API client and backend.

[
[
[
[
[
bundle_size || The request bundle size ranges from 10 to 50 (in increments of 10).
[
[
[
[
[

failure_rate The percentage failure rate of API requests.

this gap by proposing a complete self-adapted and agnostic API design recommendation

pipeline.

9.3 Research methods

Our approach is based on a dataset generated in a prior study which we describe first.

Then, we provide details about the benchmark used to evaluate the model.

9.3.1 Regression model

The study considered two types of variables: numerical and categorical. The first
type of variables includes rpm, api_users, and bundle_ size, collected at the client-
side, rate_limit, which (if enabled) is set at the server-side, and total_time and
failure_rate which are collected at the server-side. The second type of variables
includes request__bundle and load__balancing, which indicate whether Request Bundle
and Load Balancing are used respectively. It also includes method, which indicates the

API operation executed on the backend (see Table [9.1).
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9.3.2 Benchmark description

As no benchmark for studying API operations existed, a novel benchmark was developed
for the study based on the open-source Lakeside Mutua application that is realistic
and developed based on real-life experience and makes use of several microservice API
patterns such as Request Bundle [ZSLT21] described in details in Chapter (7| (already
implemented for the API operation: get customers).

Based on a manual analysis of which other API operations could benefit from Request
Bundle, the application was extended to support Request Bundle in the following API
operations: create, delete, and update. The implementation follows the same style as
the existing bundle implementation in Lakeside Mutual. The application is composed of
four Java-based microservices packaged using Mave containerized using Docke and
deployed on the Istio service mesh. Containers orchestration is realized using Kuberneteﬂ
Database per service model is used when Load Balancing is inactive. Otherwise, the
database is shared by the service and its replica. Istio is used since it provides various
functionalities out of the box like Rate Limit and Load Balancing (see Chapter [£). On the
client side, the workload is defined using Shel script covering all possible combinations
of the API patterns under study.

To evaluate the impact of the combination of those API patterns on performance
and reliability, we present the benchmark described in Table [9.2 generated from earlier
experimental data. In the benchmark, the authors of this study define bundle_ size
ranging from 10 to 50, which reflects the bundle size, in case Request Bundle is active.
They also define rate_ limit ranging from 100 to 1200, in case Rate Limit is active.
Otherwise, rate_ limit = co. load__balancing is a categorical value indicating whether
Load Balancing is used or not.

The benchmark was run on a private Cloud provided by the University Data Center
and AWS| Infrastructure details are provided in Table [9.3. Both experiments were

executed covering 130 different configurations 500 times on the private cloud and 200

3https://github.com/Microservice-API-Patterns/LakesideMutual
“https://maven.apache.org

Shttps://hub.docker.com

Shttps://kubernetes.io

"https://www.shellscript.sh

Shttps://aws.amazon.com
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9.4 Approach description

Algorithm 1 API design recommendation (AWS)

for each method € methods do
if api_users < 14 then
bundle_size = 10 and
range(rate_limit, [150, 0o]) and
combination = LB A RB A RL
else if api_ users < 24 t.hen
bundi

LEIDARLNE

Algorithms
catalog

|Validated algorithm

l:_svze {30, 40, so}) and
_limit, [150, o]} and

13: combination = LB A RB A RL

14: end if

15: end for

algorithm

Deploy Validate Reconfigure
Load dat 9
application benchmark RERE Algorithm API

Benchmark suite Decision trees generation API recommendations

Figure 9.1: API design recommendation pipeline

times on AWS, totaling 130000 repetitions, more than 4500 hours of runtime in the
private cloud, and 52000 repetitions on AWS, and more than 3900 hours of runtime. A
small portion of the data collected is summarized by calculating the mean and shown in

Table The full dataset is provided in an online appendix®}

9.4 Approach description

Modern applications expose many APIs accessible by API clients and interoperable with
other third-party applications. However, part of these APIs is rarely (and sometimes
never) exploited by the API clients and applications. The regression model described
briefly in Section could be used to find the right combination of API patterns to
improve performance and reliability. However, this approach is static and does not include
parameters like the application type and usage period. Since this kind of parameter is
hard to consider in the model, we further developed an approach introducing decision
trees using the model parameters and the data generated in the experiment described in
Section We then automatically generate an API design recommendation algorithm

from the decision trees that could enable APIs to adapt at runtime. Details are provided

*nttps://doi.org/10.5281/zenodo. 7691350
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in the next section.

Figure represents the API design recommendation benchmark pipeline that continu-
ously delivers API improvement recommendations to a target platform, described in Step
1. The benchmark is configured using the target cloud setting during this initial step,
and the application is deployed. In Step 2, the benchmark suite is executed to generate
data which are then collected along with this target configuration to verify whether it
exists in the configurations catalog in Step 3. If that is the case, the benchmark selects
the corresponding algorithm with the collected data to generate API recommendations
in Step 4. Otherwise, data are extracted and analyzed in Step 3 to create decision trees,
which are then used to develop new algorithms with the collected data. After validation,
these algorithms are used to reconfigure API and added to the algorithms catalog in
Step 4. The configurations and algorithms catalogs are continuously synchronized and

updated for each newer version of the target application and cloud setting.

9.5 API analysis and recommendations

In this section, we provide details of our API analysis approach. Then, we use this
analysis approach to generate API design recommendation algorithms from the private

cloud and AWS data collected using the proposed benchmark.

9.5.1 API analysis

The data generated using the experimentation described in Section are analyzed
utilizing the package rpartlf] provided by R languagdﬂ This package builds classification
and regression models using a two-phase procedure. First, it selects the variables that
best split the data into two groups and recursively repeats this until the subgroup is too
small or there is no further improvement. Secondly, the resulting tree is reevaluated by
selecting the subtree with the lowest risk. We have generated 14 decision trees covering
all API patterns and method combinations for each cloud type (private cloud and AWS).
The decision trees in Figures to are used to generate the algorithms for AWS. The

remaining figures are for the private cloud.

“https://cran.r-project.org/web/packages/rpart/rpart.pdf
Yhttps://www.r-project.org
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Figure 9.2: Load balancing, request bundle & rate limit combined: Performance decision tree on AWS (milliseconds)

Let’s take as an example the case when combining Rate Limit, Request Bundle, and
Load Balancing on AWS in Figures to The first figure shows the case where all
the patterns are combined. The performance here is best when api_users < 14 with
total__time = 853ms. Regarding reliability, Figure [9.3 adjusts the value of rate_limit
to > 150 for maximum reliability. When api_users < 24, the best combination is
Request Bundle and Rate Limit in Figure where total_time ranges between 730ms
and 1270ms depending on the value of rpm. The range values of rate_limit do not
change as described in Figure (9.7 The remaining and extreme case with api_users > 24
is illustrated by the first figure with a maximum value of total_time = 1534ms (not
considering the case where rpm < 207 with the probability of occurrence =~ 0%). Those
conditions are generated for specific applications and cloud settings in a certain period.
To do that in real-time, we need to construct algorithms based on those decision trees that
must be run continuously, as explained in Section [9.4. The following Section describes

our algorithms in more detail.

9.5.2 API design recommendation algorithms

Let LB, RB, and RL denote Load Balancing, Request Bundle, and Rate Limit, respectively.

Each possible combination is described as:

combination € {LBANRB,LBANRL,RLANRB,LBARBARL}

Algorithms [ and [2are generated from the data collected on both AWS and the private
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Figure 9.3: Load balancing, request bundle & rate limit combined: Reliability decision tree on AWS (% failure)
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Figure 9.4: Load balancing & rate limit combined: Performance decision tree on AWS (milliseconds)

cloud, respectively, to determine the best API patterns and methods combinations.
The values corresponding to rate_limit, rpm, and api_users are generated from the
collected data. Each new data collection will yield values specific to the application
settings and usage period. In Algorithm [1] in case api_users < 14 or api_users > 24,
then the conditions that are displayed are extracted from the decision trees depicted in
Figures and as described in the last section. The case in the middle is illustrated
by Figures and Algorithm [2] follows the same logic using different decision trees
depicted in Figures [9.8] to
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foreach method € methods do

end

if api__users < 14 then
bundle_ size = 10 and

range(rate_limit, [150, oo]) and
combination = LB AN RB A RL

else if api_ users < 24 then
bundle_ size = 20 and

range(rate_limit, [150, oo]) and
combination = RL AN RB

else

range(bundle_ size, {30,40,50}) and
range(rate__limit, [150, co]) and
combination = LB N\ RB N\ RL

end

9.5 API analysis and recommendations

Algorithm 1: API design recommendation (AWS)

foreach method € methods do

end

if api__users < 14 then
bundle_size = 10 and
range(rate__limit, [650, co]) and
combination = LB N RL
else if api_users < 24 then
bundle_size = 20 and
combination = LB N RB
else if api_users < 34 then
bundle__size = 30 and
if rpm > 1900 then
‘ range(rate_limit, [150, oo]) and
combination = RL N RB
else
‘ range(rate_limit, 650, co]) and
combination = LB N RL
end
else
range(bundle__size,{40,50}) and
if rpm > 2071 then
‘ range(rate_limit, [150, oo]) and
combination = RL N RB
else
‘ range(rate_limit, [250, oo]) and
combination = LB\ RB AN RL
end

end

Algorithm 2: API design recommendation (private cloud)
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Figure 9.5: Load balancing & rate limit combined: Reliability decision tree on AWS (% failure)
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Figure 9.6: Rate limit & request bundle combined: Performance decision tree on AWS (milliseconds)

9.6 Discussion and threats to validity

In this section, we first discuss the generalizability of the results and the possible design

advice. Then, we provide some threats of validity that we may encounter.

09.6.1 Discussion

The following results are observed from both generated algorithms [1]and [2. While the
outcomes of these algorithms differ in several cases, we also observe some similarities,
which are discussed in the following.

Load balancing & request bundle combined: This combination is beneficial when
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rpm is not very high, if at all since else it would overload the API backend with large
messages and create congestion in the load balancer. It is illustrated in Algorithm [2 that
this combination is only recommended with relatively low api_ users and bundle__size in
the private cloud. However, for AWS, our algorithms do not recommend this combination.
The combination should be used in applications with a limited or dedicated number of
users, like a private company website.

Rate limit & request bundle combined: When using the private cloud, this
combination might be used in highly demanding environments with high values of

api__users and rpm. Rate Limit plays a significant role in preventing the backend from
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Figure 9.10: Load balancing & rate limit combined: Performance decision tree on the private cloud (milliseconds)

being overwhelmed. Also, when combined with Request Bundle, Rate Limit does not
cause a high failure rate, increasing reliability from the API clients’ perspective. However,
Request Bundle has to be supported on both the client and server side, increasing
complexity and costs.

Load balancing & rate limit combined: The combination is to be used when
api__users and rpm are relatively low due to using one load balancer. Adding more load
balancers will make the combination more scalable. It should also be used with relatively
high values of rate_limit(> 650). This shows that Load Balancing plays a significant

role in distributing the load and alleviating the role of Rate Limit in preventing server
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Figure 9.12: Rate limit & request bundle combined: Performance decision tree on the private cloud (milliseconds)

overload and decreasing both performance and reliability. The combination should not

be used in highly versatile environments like AWS.

Load balancing, request bundle & rate limit combined: The combination is
recommended in relatively extreme situations when either api_ users or rpm are relatively
high. Request Bundle plays a crucial role, especially on AWS, by preventing the load
balancer from overloading when api_users and rpm are very high. The combination is
the most flexible and should be used in highly versatile applications like Social Media

and E-commerce.
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Figure 9.13: Rate limit & request bundle combined: Reliability decision tree on the private cloud (% failure)

9.6.2 Threats to validity

In any modeling study, a couple of threats to validity need to be considered and mitigated
by workaround solutions or future improvements.

The first threat to validity is regarding the algorithms presented in the last section. We
considered all methods to be the same because the type of the method had a negligible
effect on the total_time calculated. However, we do not exclude the general case where
in some situations, some types of methods might take much longer execution times than
others. To mitigate this issue, we plan to add a method_time variable to our model in
future work.

Also, the API pattern implementations used in our model are particular to the
configuration used in a prior study. For instance, only one load balancer and one type of
rate limiting are used. This could lead to an external threat of validity regarding the
general applicability of our model. While the dataset used for different configurations
might be completely different, we believe that the automation and cyclic process of the
tree decision modeling to generate best-case scenarios is still valid. Nevertheless, we must
validate that using different datasets from different configurations and settings.

The proposed benchmark might be biased because it is based on only one open-
source application. We tried to mitigate this issue by selecting a realistic open-source
application (based on real-life experience in the domain) by former practitioners. As

the authors were not involved in the application writing, the bias that we could have
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influenced the experiment outcomes this way is mitigated. We selected diverse operations
from the application to represent a realistic operation set in the benchmark. However,
the application is a business system. Systems with vastly different loads might have
different characteristics and need other benchmarks. For these reasons, we cannot claim
generalizability beyond the system represented well by this benchmark.

Our results might not be generalizable beyond the environments and technologies used
in our study. We tried to mitigate this threat by using two very different environments,
the private cloud and AWS. We only tested one configuration on each, but as our
approach requires rerunning the benchmark on a new environment to provide accurate
recommendations, dealing with this threat is part of our approach. We believe that
for similar private or public cloud scenarios, our generated algorithms will likely give a
reasonable estimate but no precise recommendations. This would be good enough for

design advice but not for automatic adaptations based on our approach.

9.7 Conclusion and future work

To answer RQ3.1 and RQ3.2, we have developed algorithms based on decision trees
generated for each combination of the studied API patterns.

Regarding RQ3.1, we have found that the api_users and rpm values are the main
criteria for each decision on those algorithms. We also conclude that each recommended
combination of API patterns is relevant to a specific configuration setting. Specifically to
the configuration in this chapter, Load Balancing and Request Bundle combined should
only be used with a limited number of api users, preferably in a dedicated environment.
Similarly, the combination Load Balancing and Rate Limit should be avoided in public
clouds, for example. Instead, all the patterns should be combined unless the cost and
complexity of Request Bundle is an issue.

Concerning RQ3.2, not only have we developed algorithms from decision tree models
to generate the best combinations of these patterns in terms of performance and reliability
impacts, but we also propose an entire API design recommendation pipeline that generates
those algorithms automatically by re-running our benchmark using new settings and
configurations with the support of the service mesh-based infrastructure. The validated

algorithms are then stored in a catalog for re-use if the same configuration setting is
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triggered.

Our generated algorithms can provide for private or public cloud scenarios similar to
our experiment setting a good estimate which would be good enough for design advice.
Also, using our approach in a self-adaptation scenario is possible, i.e., to run automatic
adaptations based on our approach. But for this, we need to re-run our benchmark on
the target environment to provide precise recommendations.

In future work, we plan to run the API design recommendation pipeline for new
configurations and settings. We also aim to integrate new parameters into our model,
like the methods execution time.

The approach presented in this chapter answers the first part of RQ3. It has also
made it possible to combine the dynamic approach for API pattern evaluation we have
utilized so far in the dissertation with the static analysis, which is the work suggested in

the next chapter.
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Table 9.2:

Time(ms), FR=Failure Rate(%)

9.7 Conclusion and future work
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Table 9.3: Infrastructure details of the experiments

Private cloud AWS
cl 11 Ubuntqﬂ 18.04.5 LTS Virtual Machines (VMs) Amazon EKS Clusteliﬁ‘
uster
installed on vSpher 6.7 environment. composed of four EC instances pool.
Ubuntu 18.04.5 LTS virtual desktops are used to inject HTTP requests into the private cloud.
Clients Each of the virtual desktops has 2 CPU cores
Intel Xeon(R) CPU E5-2650 0 @ 2.00GHz with 8 GB of system memory.
Minikube 1.20.0
Kubernetes 1.20.2
Istio 1.10.0
Number of clusters 2 1
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10 Microservices API| Analytics: Bridging
the Gap Between Runtime and Static
Analysis for Enhanced Software Quality

Building the API recommendation pipeline in the previous chapter has sparked the
possibility of integrating that dynamic approach with the static analysis to answer the
last part of RQ3. The combined approach has emerged to take advantage of both
strategies’ strengths and overcome their weaknesses.

Microservice architectures are widely used for creating highly scalable and adaptable
systems. However, managing the complexity of distributed services in cloud-based
environments can be challenging. Traditional methods for analyzing software architecture
are not well-suited for microservice systems. We suggest Microservice API Analytics as a
new approach to address this challenge, combining static code analysis, runtime behavior
analysis, and tracking system development and evolution. A holistic quality model is
proposed to evaluate and assess microservices APIs throughout their lifetime, enabling
better decision-making for service architects and self-adaptation of the microservice
system.

The widespread adoption of microservice architectures has led to the development of
highly scalable systems in which it is possible to react promptly to new and changing
requirements. Managing distributed services, particularly in cloud-based environments,
can be challenging and create high maintenance efforts [STVDH18,MBMR21|. While the
initial promise was to reduce overall complexity by breaking down monolithic systems into
smaller, more manageable microservices, this has not always been the case. Microservice
architectures can sometimes increase complexity by introducing new challenges, such as
data consistency or complex interactions across services [STVDH18|.

A vital challenge in a service architect’s daily work is taming the complexity of
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these distributed microservice systems and better understanding the outcomes of their
architectural decisions. However, existing methods for analyzing the qualities of software
architecture are only of limited use when it comes to microservice systems. Established
software quality metrics like coupling or cohesion may work sufficiently for monolithic
applications but are not well suited to track the interactions between distributed services
using asynchronous communication protocols. Also, most microservice systems evolve
organically, and changes affecting their API design are often more feature-driven than
based on improving architectural qualities [SZ21]. Consequently, the overall architecture
of these systems often exists only in an implicit form without clear visualization or
understanding of the whole system [BDC22|. What is still understandable in cohesive
monolithic designs can become very complex when the system size reaches several
hundreds of dynamically interacting services. Analyzing this behavior during runtime is
a very challenging task.

There have been efforts to fill this analytical gap regarding microservice systems.
Most of these approaches focus only on single and isolated attributes. Some studies
analyze static artifacts such as Docker configuration files or source code [BDC22|. Others
examine the behavior of a microservice system during runtime [TRAT17] or investigate
its evolution over time |[TAST20|. These are all significant contributions, but they only
illuminate a partial aspect of the whole. To understand highly dynamic and complex
systems such as microservice architectures, a novel approach is needed that combines all
existing practices into a new and holistic analysis strategy.

The work we present in this article is a first step in this direction. Our research on
Microservice API Analytics aims at defining such a holistic quality model. We aim to
evaluate and assess microservices APIs’ essential and critical aspects throughout their
lifetime, including static code analysis, runtime behavior checking, and tracking these
systems’ whole development and evolution cycles as a basis of self-adaptation of the

microservice system.

10.1 Challenges in Microservice APl Analysis

When analyzing microservices, we must consider the central part of their communication,

their APIs. The API of a service is its only public interface that clients (or other services)
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can access to establish a connection with the service and request information. As such,
many properties of a service architecture, like its dependencies, security aspects, or data
payloads, highly depend on the design and interactions of its APIs. There are different
approaches to evaluating the structure and properties of a microservice system via its

APIs, with static analysis often being one of the first methods used.

Static analysis generally refers to investigating only assets available without executing
the system. Relying solely on the OpenAP specification is often not sufficient, as not
all systems use this technique to document their APIs, and while there also exists a
counterpart for asynchronous communication (AsyncAPIED, it is not yet widely adopted.
Instead, we focus on reconstructing a system’s architectural model. While this can
include every asset part of the development process, the vast majority are source code
and configuration artifacts [BDC22|. Such a static API analysis has several advantages,
especially regarding microservice systems. First, setting up and starting a system
comprised of several dozens or hundreds of services can be time-consuming and require
considerable computational and network-related resources. Second, to run the system,
all artifacts must be well-formed and compileable (ideally without runtime errors), a
constraint not always guaranteed during development. In contrast, a static analysis relies
only on file artifacts, requiring less setup time. It can be done in much shorter intervals,
making it well-suited for integration into a continuous development process. Since the
system does not have to run for the analysis, one can also investigate all possible call

paths between services, not only those invoked during runtime.

And yet, despite its advantages, this approach is not free of challenges: Due to the
polyglot nature of many microservice systems, extracting all relevant information from
the underlying source code artifacts is not trivial. To gather all relevant data and analyze
their semantics, one has to parse and understand the structure of the code. A standard
way of doing this is by reconstructing an abstract syntax tree (AST) that hierarchically
describes an application’s implementation structure. Unfortunately, this method is
language-specific, i.e., a parser that can construct an AST from a Java program cannot

be reused to analyze an application written in Go or Rust.

In contrast to monoliths, microservices systems often use various programming lan-

"https://www.openapis.org/
*https://wuw.asyncapi.com/
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guages and many technologies with different kinds of configuration files (e.g., Docker,
Kubernetes, API Gateway, and so on). Even if two services are implemented in the same
language, they could still vary in the used frameworks or technologies [Tho15]. While
this may sound odd, having such a variety is a crucial characteristic and advantage of
microservice development. Teams are no longer bound to a specific language. Instead,
they can choose the language they see as the best fit for their task and preferences.
The ability to choose from several languages makes it also easier for companies to find
experienced developers, enabling them to recruit from a larger pool of experts. However,
this language and technology variety makes AST generation and analysis for microservices
rather costly. Reconstructing a complete system’s architecture would require configuring
and maintaining several different language parsers at once — not an easy task regarding
the high update frequency of some languages like, for instance, C# or Typescript. This,
and probably their popularity, might be the main reason that, so far, most research in

this area focuses only on Java-based microservices (see, for instance [BDC22,F'S16]).

Complementary to the static analysis, to analyze runtime behavior, we realize a
benchmark-based model by executing a benchmark application representative of real-world
microservices-based systems. By generating relevant data after a long benchmark run,
we can build models to help us understand its behavior. Also, this can solve issues of the
static analysis described above, like the validation of configuration artifacts used and the

burden and costs of writing different parsers for different programming languages.

Our research evaluates the impact of API patterns on the quality properties of mi-
croservice systems, including reliability and performance [MZ21,MZP22, MZ23] using
analytical and regression modeling. We have proven that the Request Bundle generally
has a positive impact on performance and provided robust models that can be customized
to predict its performance impact on different applications and infrastructure settings.
We have also proposed an analytical model that predicts the impact of Rate Limit on
reliability by calculating the ratio of the requests’ failure rate over the success rate. In
our latest research, we further combined the two patterns above with Load Balancing
and analyzed the impact of that combination on the performance and reliability of
microservice systems. We produced highly significant regression models and a completely
automated method that can be used iteratively and in multiple configurations and

application environments.
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Like the static perspective, the runtime analysis perspective also presents many
challenges to getting accurate results acceptable to developers. First, a benchmark
microservices-based application has to be selected to be a functional representative
system that meets the experimentation requirements. This can be challenging, especially
when the application needs to be customized to meet particular needs. Thus, the de-
veloper must also acquire the proper programming language skills, which could make
the benchmark selection much more difficult. Second, that perspective requires running
the microservices-based system for a considerable time to generate datasets that are
representative enough, which consumes a lot of hardware and memory resources and
higher costs. Of course, while ongoing, the experiment has to be continuously monitored
to ensure its smooth execution. This requires the availability of the developer, who
must solve technical problems that usually occur promptly to ensure the experiment-
ation is on time. Last but not least, collecting the needed data and analyzing them
requires considerable effort and high proficiency in automation and scripting. This is
a big challenge as the dataset generated is usually huge, and analyzing it would also
require a lot of hardware and memory resources, which are costly. These actions would
need to be realized continuously and iteratively to adapt to changing requirements and
configurations of the benchmark, which refers to self-adaptation. The self-adaptation
itself presents a significant challenge as it requires the development of robust algorithms

with the appropriate set of parameters and conditions.

10.2 Microservice APl Analytics

Overcoming these limitations when analyzing and evaluating the quality of microservices
is the primary goal of our research. Our new approach focuses on the public APT of each
service. It consists of several new analysis strategies for each stage of the development
cycle, including the planning, implementation, runtime, and maintenance phases. Each
phase consists of different artifacts providing a specific view of certain aspects of a
service’s quality. By combining all our findings, we aim to form a holistic analytical
tooling to support architects in their decision-making process and to help prevent any

potential architectural problems in advance.

Our approach is based on two main concepts: (1) The analysis of static development
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and configuration artifacts, such as the source code or Docker configuration files, and (2)
the analysis of the benchmark execution results. That includes all parameters and values
measurable during the operation of the benchmark, including traffic data and log files.
The following sections provide an overview of the different approaches and how we plan

to combine them into a unified analysis method.

10.2.1 Source Code Detector-based Analysis

In contrast to the static analysis approaches explained in the previous section, our work
follows a different approach. We developed a technology called source code detectors
— lightweight parsers that search the underlying source code artifacts only for specific
keywords and structures. Our detectors rely on the Python library pyparsin which in
turn relies on the concept of Parsing Expression Grammars (PEGs) [For04], a technique
similar to regular expressions or context-free grammars but easier to implement and use.
Since the effort required to write a single detector is very small, extending the analysis
process to additional languages is relatively easy.

We successfully applied our detector approach to several microservice reference sys-
tems and reconstructed a model of the communication structures down to single API
operations. Compared to conventional, parser-based techniques, our approach is much
more language-agnostic and can significantly reduce the effort of maintaining different
tools per language. In contrast to many existing methods, our approach also detects
many important technical details of microservice architectures, such as synchronous
communication and asynchronous interactions within the various services.

Going further, by interpreting our communication model as a graph structure, we
formally defined a set of architectural metrics we used to measure and evaluate specific
characteristics of a system, like dependencies between APIs that may increase the coupling
between services or even result in cyclic communication calls [GZ21].

In another work, we applied our model to estimate the level of data excessively exposed
by a single microservice API [GZ22]. We identified the data transferred between APIs
and analyzed whether the calling APIs processed all requested data attributes or whether
data was transferred unnecessarily (see Figure for an example of this behavior).

This unwarranted transfer can be problematic in many ways, as it increases the message

Shttps://pypi.org/project/pyparsing/
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Figure 10.1: Example of Excessive Data Exposure: The collect-data AP request more data from the customer

and product APTs than required by the client. This creates an avoidable security risk [GZ22].
payload and presents an additional security risk in case of a potential data breach. We
could measure the level of data exposed per API based on our findings. Our approach
allows software architects to identify and reorganize data-excessive APIs to minimize
data exposure. (See the Static Analysis section of Table for a selection of the metrics
we were able to derive from our model [GZ21,GZ22]). Of course, these metrics are only
exemplary and are more of a starting point to show the possibilities of purely static
analysis methods.

However, even if our detector approach might overcome some of the limitations
of existing analysis methods, there are scenarios where more than static analysis of
code artifacts is required to create a model expressive enough to cover all aspects of a
microservice architecture. Implementations can sometimes be very complex, and although
our technique can detect and follow call chains through several object hierarchies, some
code constructs are out of our scope. For example, our detectors might identify a strong
communication cycle between two APIs — in most cases, a severe issue as these cycles
could result in a potential communication deadlock. However, the implementation may
contain conditional checks that avoid these scenarios (e.g., by aborting the communication
attempt after several tries). Detecting such branches in the code would require more

sophisticated analysis than we currently use. It may even require the examination of
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Table 10.1: Metrics description (selected metrics from |[MZ21|MZP22,|MZ23|GZ21|/GZ22|)

Perspective

Metric

Description

Static Analysis

cycRatio

The Cycle Ratio for a specific API operation measures the count of cyclic
communication paths originating from the API. A high value (>1) suggests

strong coupling, indicating a need for further investigation.

domainCycRatio

The Domain Cycle Ratio. Cyclic calls can either happen through direct calls
between two APIs or by transferring domain events asynchronously.
Asynchronous transfers are harder to track as they’re implicit in domain logic.

This metric helps detect such cycles.

ede

Ezxcessive Data FExposure is a metric to calculate the amount of data attributes
an API receives unnecessarily, i.e., the API receives data but does not process it

in any form.

edes

Ezxcessive Data Exposure Severity extends the previous metric.
Each exposed attribute is ranked as low, medium, or high severity. High severity

exposes in a breach could lead to attackers accessing sensitive data.

Runtime Analysis

rpm

The number of requests per minute for API users.

api__users

The number of API users sending the requests.

request__bundle

Categorical variable indicating whether request bundling is used or not.

inmem__calls

Number of in-memory operations when executing a function.

Input Metrics
db__time

Time spent in milliseconds by database operations when executing a function.

dist__calls

Number of distributed calls when executing a function.

method

Categorical variable indicating the method executed by API users.

total time

The total roundtrip time spent for requests between API client and backend.

failure__rate
Derived Metrics

The percentage failure rate of API requests.

NRL_FR

Per-minute number of requests failed for other reasons than rate limiting.

SR

Per-minute number of requests succeeded.

RL_FR

Per-minute number of requests failed due to rate limiting.
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different artifacts like source code, container compositions, or other configuration files
at once. Also, more than static analysis is needed to track the frequency of a specific
API call. Suppose our investigation revealed that a single API operation uses a large
payload that could significantly affect the system’s performance. During production, it
could still turn out that, since clients call this API only occasionally, the problem would
be negligible. These and other cases show scenarios where static analysis methods can be
insufficient and are better combined with additional strategies, such as runtime analysis,

to achieve optimal results.

10.2.2 Runtime Benchmark-based Model for Self-adaptation

Analyzing microservices API at runtime is a big challenge, especially when hundreds or
thousands of them are involvedﬂ Service meshes [MZ19] are notable solutions used by
major cloud providers like Googl to support analytics. They provide monitoring tools
and dashboards like Grafana[ﬂ and tracing tools like Zipkirﬂ to improve the observability of
such complex environments. Unfortunately, these tools need to be extensively configured,
and dedicated teams have to extract the necessary data and analyze them using a
third-party machine learning tool, which is costly and error-prone. Also, microservices
API usually evolve and frequently change due to new business needs or infrastructure
requirements. This has to happen smoothly without degrading service availability and
performance. So, there is a need for a continuous process that takes care of such sudden
changes and evolutions with minimum human intervention.

In our approach, we have defined various exemplary, widely-used API patterns and
measured their impact on quality properties like performance and reliability. The Request
Bundle [MZ21] pattern consists of grouping several API requests into a single one. This
would avoid chatty communication between clients and servers. However, this could also
generate a large payload that could quickly cause traffic congestion. Also, clients and
servers must support the Request Bundle pattern, which adds up a layer of complexity.
To accurately measure the performance impact of the pattern, we developed a regression

model using predefined parameters (some of them are listed in Table [10.1]). We validated

“https://www.cloudzero.com/blog/netflix-aws
Shttps://cloud.google.com/anthos/service-mesh
Shttps://grafana.com

"https://zipkin.io
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the model using 30 different workload settings on our University’s private cloud. We
have also studied Rate Limit [MZP22] pattern and its impact on reliability from the API
client perspective. The pattern protects API services from unwanted bursts of requests,
which could increase their reliability. However, selecting the right value of rate limiting
is not trivial, as simply reducing it too much might be too restrictive and thus unreliable.
To find a balanced value of Rate Limit, we developed an analytical model based on the
workload on the client side and Bernoulli distribution of success and failure rates on the
server side. We validated the model using 100 configurations on the private cloud and
Google cloud (GCP@.

Combining the two previously described patterns with Load Balancing to evaluate
both the performance and reliability impact on Microservice systems was the subject of
one of our latest research [MZ23|. In this study, we generated several robust regression
models based on parameters shown in Table Each of these models is specifically
adapted to a particular pattern combination scenario. We validated those models on the
private cloud and Amazon cloud (AW@ and provided a completely automated method

that can be applied to various application and configuration settings.

In our experimentation, we used a modern infrastructure Isti service mesh to deploy
and analyze our selected benchmark application. A service mesh is a dedicated network
layer that aims to facilitate developing and maintaining services and microservices.
Indeed, the developers do not need to care about the network complexity, which is the
responsibility of the service mesh. It provides resiliency features like timeouts and retries,
enforcing security using mutual TLS, A/B testing, and canary deployments using traffic
shifting. Service meshes are composed of service or edge proxies called sidecars that
implement those features out of the box. One notable proxy is Envo which Istio
uses. The proxy can also play the role of front proxy or API gateway. Those proxies
are managed by a central control plane or data plane that distributes configurations and
security policies, collects telemetry for observability and monitoring, and so on. There

exist several flavors of service meshes with different settings and philosophies. Some can

8https://cloud.google.com
%https://aws.amazon.com
Ohttps://istio.io/docs/concepts/what-is-istio/
Yhttps://www.envoyproxy.io
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be installed on-premise like Istio and Linkerd"?| and others in public clouds like Anthog"|
on GCP.

We can understand a system’s behavior by running it for a long time and generating
relevant data. We developed models based on selected data generated by infrastructure
logging on both the client and server sides. These data were then analyzed using the
R languag We used Bernoulli distribution and time series to develop an analytical
model to measure the impact of Rate Limit on the reliability of microservices from a
client perspective [MZP22]. The model is described using equations and .
Analytics tools support provided time series data to build that model. We deployed
a benchmark e-commerce application on top of Isti service mesh to generate the
data. The experiment was executed on the private cloud and the GCP cloud. Some
defined input metrics in Table were considered in the model’s development, like rpm
and api_ users. Different values for those metrics were set as input for the empirical
validation of this model to cover a wide range of possible workload scenarios. Derived
metrics like NRL_F'R help users evaluate our reliability approach, for example. The
model’s prediction error stands at the maximum of 17% in both environments, which is

reasonable in highly versatile environments like the cloud.
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We also developed a regression model to evaluate the impact of Request Bundle on

the performance of microservices this time [MZ21]. We implemented the pattern using

“https://linkerd.io
13https://cloud.google.com/anthos/service-mesh
“https://www.r-project.org
https://istio.io/docs/concepts/what-is-istio/

157


https://linkerd.io
https://cloud.google.com/anthos/service-mesh
https://www.r-project.org
https://istio.io/docs/concepts/what-is-istio/

10 Bridging the Gap Between Runtime and Static Analysis for Enhanced Software Quality

Table 10.2: Models’ description

. i i . . . methodmethod
ModellInterceptInmem__ timelinmem__callsidb __time/db__callsdist__timedist__callsrequest__bundle(Y)
(Get) |(Update)
1 -54,585 1,506 X 4,074 X 1,192 X -312,011 331,758 | 312,936
2 -94,019 1,795 -0,081 X X 0,968 17,01 -76,891 226,742 | 330,915
Experiment [l Model 1 Model 2 Experiment [l Model 1 Model 2
3000 2000
1500
o ®
g 2000 g
© T 1000
] S]
= 1000 =
500
0 I 0 .
10 20 30 40 50 10 20 30 40 50
Size Size
Create w/o request bundle Create with request bundle

Figure 10.2: Models (1 & 2) vs experiment using Create method

a real-life application called Lakeside Mutua We defined parameters relevant to
performance measures, including db_ time, inmem__calls, and some categorical variables
like request__bundle (see Table . The best models, described in detail in Table
perform well with less than 21% total_ time prediction error. Figure compares the
models’ predicted performance data with the experimental data when triggering the

Create method.
For example, using Model 1 from Table total__time for the method Get using

request__bundle(Y) can be calculated as:

total_time = —54,585+ 1,506 x inmem__time
44,074 x db__time
41,192 x dist_time
—312,011 4 331,758

(10.3)

As in real life, those patterns are not employed individually and are usually combined,
so we are building a more general approach that combines the abovementioned patterns,
which can also be applied to other patterns and aspects. The approach is based on an

API recommendation pipeline based on a benchmark suite, which will help to alleviate

https://github.com/Microservice-API-Patterns/LakesideMutual
16X means that the corresponding variable is omitted
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the challenges discussed in the previous section. That self-adaptive system takes care of
the whole process, from extracting and analyzing data to generating relevant information
for early architecting decisions. This system is based on a benchmark suite executed
against a given configuration and setting and generates relevant data. These data are then
analyzed using the modeling approach described above to generate API recommendation
algorithms, which are then stored for reuse. More detailed information is provided in our

study [MZ23].

10.3 The combined approach for microservices APl-analytics

As discussed in the previous section, coping with microservices architectures’ challenges
is not trivial. From a runtime perspective, we propose a self-adaptive system based
on a benchmark suite that automatically generates new configuration data from the
real-time usage data and logs. The benchmark suite is executed using a provided
configuration and setting to generate a large dataset from which relevant data can be
extracted. These data are then analyzed using the modeling approach described in the
previous section to generate new API recommendation algorithms. Those algorithms
are then mapped to the specific configuration and settings provided and stored in a
repository for reuse. The benchmark suite is installed on top of a service mesh or similar
framework that provides several functionalities, like observability and monitoring tools.
Running the benchmark suite will generate the data and logs needed for the analysis
phase using different applications and configuration settings. We develop regression and
analytical models that analyze these data and provide real-time API reconfiguration
recommendations. This approach would not only alleviate several challenges concerning
the runtime perspective by omitting the burden of installation and configuration, for
instance. It will also make valid configuration files and logs easily accessible for static
analysis.

Figure [10.3 illustrates the combination of the data generated by the benchmark suite
experiment and metrics from static analysis to define the model. The combined model is
then executed using the target configuration parameters to generate indicators of quality
properties like performance and reliability. The software architect could finally use those

indicators to fine-tune API configuration continuously until reaching his performance or
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Figure 10.3: Approach Overview: The insights from the static analysis process are combined with the results from
various benchmark runs to form a holistic quality model, allowing software architects to make more

qualified architectural decisions.

reliability target.

As a concrete example for combining the static and runtime analysis perspectives,
consider a microservice system with rigid constraints on performance and payload — e.g.,
an online social media platform that has to serve several thousand or even millions of user
requests per second. In the first approach, our static analysis technique could identify
the data excessively exposed between APIs. Stripping all these data attributes away
from the payload would narrow the transfer to only the information strictly necessary for
the concrete use cases. But an integral aspect of network communication — the message

overhead, like protocol and header information — is currently not included in our analysis.
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This payload may depend on the used protocol and its concrete implementation in lower
abstraction levels. Thus, its impact is not trivial to determine by reading only the source
code on the application level.

From the runtime analysis perspective, we define the Request Bundle pattern, already
described in Table as a categorical variable along with bundle__size. The pattern,
which can be detected using static analysis, brings up the abstraction needed to alleviate
the abovementioned issues by providing a platform-agnostic model to evaluate the impact
of using or not using Request Bundle on the performance of a microservice-based system.
In addition, this would exhibit a clear tradeoff between the transmitted data’s security,
avoiding unnecessary data transfer, and its actual impact on the backend’s performance
so that software architects have enough accurate information for better decision-making.

By combining architectural metrics from static analysis to runtime data, we would
further reduce the uncertainty of using or not Request Bundle since we could measure its

impact on performance in advance concerning the security of the exchanged data.

10.4 CONCLUSION

Microservice architects face many challenges and complexity that they must deal with
promptly. Technologies like service meshes significantly overcome most of the daily
issues encountered by providing advanced resilience, security, and observability features.
However, they still need tremendous work and human intervention to keep everything
running smoothly, which is costly and error-prone. This chapter proposes a self-adaptive
approach with a human architect in the loop that combines run-time and static analytics
to provide software architects with API reconfiguration recommendations for better and
faster decision-making, which answers the last part of RQ3.

In future work, we plan to build a fully automated API recommendation pipeline based
on a benchmark suite and a knowledge catalog. This catalog is reconstructed when a
new configuration or application is set in the benchmark suite. Otherwise, it is reused

for faster output and higher efficiency.
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11 Conclusion

In this doctoral thesis, we have addressed all the problems described in Section [3.1 by
answering research questions detailed in Section [1.3. Here, we are wrapping up all our

contributions (see Section [3.2]) that have built up the major parts of the dissertation.

In Part I, we conducted a qualitative investigation focusing on service mesh established
practices and introduced a formally defined ADD (Architectural Design Decision) model.
Our study involved analyzing 14 architectural design decisions, encompassing 47 decision
outcomes and 77 decision drivers based on our research findings. Through our uncertainty
reduction assessments, we demonstrated that organizing knowledge within our ADD
model can significantly decrease uncertainty. Our future endeavors include integrating
our ADD model with other aspects of microservice design and DevOps practices and
empirically validating a theory derived from our initial uncertainty reduction estimates.
Additionally, we aimed to validate our ADD model through real-life case studies involving
field practitioners. Furthermore, our investigation revealed various architectural design
decision possibilities in implementing service meshes, particularly highlighting the robust

support these technologies offer for API pattern implementation, which answers RQ1.

In Part III, we distributed valuable insights to system engineers and architects into
selecting an appropriate rate limit under various workload conditions. Our findings
suggest that implementing Rate Limit can enhance the reliability properties of APIs
under specific workload scenarios. However, achieving the optimal balance between
improving success rates and maintaining failure rates at an acceptable minimum level
poses a non-trivial challenge. We have taken the initial step toward addressing this
challenge by developing and empirically testing an analytical model capable of accurately
predicting the impact of configurations and workloads on these variables. Moreover, our
model offers a robust approach for dynamically fine-tuning rate limits. Additionally, we

have established a readily deployable service mesh-based infrastructure for evaluating
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Rate Limit along with its various implementations. This work answers RQ2 for the Rate

Limit specific part.

On the other hand, we introduced a regression model designed to gauge the per-
formance impact of the Request Bundle pattern and a regression model to predict the
performance and reliability implications of combining those API patterns with Load
Balancing, which completes answering RQ2. Subsequently, we validated these models
through experimentation with a real-world application deployed in a cloud environment.
In addition to offering valuable experimental insights, our models are applicable during
the early stages of system architecture design. Our approach presents a comprehensive
and largely automated methodology for environments requiring precise numerical values
facilitated by a highly configurable service mesh-based infrastructure, which can be

iteratively applied across various contexts and settings.

It is worth noting that while these models offer accurate estimations, they may not
fully account for network infrastructure imperfections such as latency and unforeseen
errors, which were not explicitly considered during the development of the analytical
and regression models. However, these estimations typically suffice for architectural
design decisions made during the early stages of a project. We have also devised an
approach to evaluating these API patterns and their combinations within specific workload
settings, applications, and other optimization techniques and patterns. This approach is
bolstered by a service mesh infrastructure that furnishes essential functionalities, including
rapid deployment and monitoring, thereby supporting comprehensive evaluation and

implementation of various optimization strategies.

In Part IV, we further developed that approach to answer the last RQ3 by deriving
algorithms from decision tree models to determine the optimal combinations of these
patterns regarding their performance and reliability impacts and proposing a compre-
hensive API design recommendation pipeline. This pipeline automates the generation
of these algorithms by iteratively re-running the benchmark generated in Part III using
new settings and configurations supported by the service mesh-based infrastructure.
Once validated, these algorithms are stored in a catalog for future reuse should the
same configuration setting be reencountered. Additionally, our generated algorithms
can provide reliable estimates for both private and public cloud scenarios, akin to our

experimental setup, thus offering valuable design guidance. Furthermore, our approach
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can be employed in self-adaptation scenarios, enabling automatic adjustments based on
our recommendations. Last but not least, leveraging a combination of this approach and
static analysis would further enhance the speed and quality of decision-making processes

in API reconfiguration for software architects.
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