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1. Introduction

1.1. Background and significance of preclinical research
The World Health Organization (WHO) estimates that nearly 20 million people received a new
cancer diagnosis in 2022.1 In 2022 cancer accounted for 3 in 10 premature deaths caused by
noncommunicable diseases among individuals aged 30-69 years and ranked among the top
three causes of mortality in this age group in 177 of 183 countries. This disease is one of the
most significant challenges for society, public health and the economy in this century.2 The de-
velopment of novel therapies to treat cancer requires the international exchange of highly sen-

sitive genetic and health data, as well as human biospecimens.3

In an era of rapidly advancing biomedical research and global collaboration, the responsible
processing and sharing of genetic and health data have become a key challenge. Preclinical
cancer research is essential for developing new therapies and understanding tumor biology. It
relies on the systematic collection and analysis of diverse biological materials and associated
genetic and health data. Utilizing such data and genetic material is subject to high ethical stand-
ards as well as strict data protection regulations.* Innovative models such as PDX and organ-
oids illustrate these challenges.> While these models are regarded as state-of-the-art tools in
oncology research, e.g. to predict therapeutic response, they raise complex questions about the
governance of biospecimen and associated data, illustrating the intersection of data protection,

ethics and scientific innovation.

International cooperation is particularly critical in oncology, where access to genetically di-
verse patient populations enables the identification of rare mutations, the validation of bi-
omarkers and the development of targeted therapies.6 EU-China collaborations, strategically

prioritized under Horizon Europe,” provide researchers with access to China’s large patient

1 Ferlay at al., Global Cancer Observatory: Cancer Today, World, https://gco.iarc.who.int/media/globocan/factsheets/popula-
tions/900-world-fact-sheet.pdf (accessed 01.02.2026).
2Bray at al., Global cancer statistics 2022: GLOBOCAN estimates of incidence and mortality worldwide for 36 cancers in 185 coun-
tries, CA Cancer ] Clin 2024, 229-230; Bray et al., The Ever-Increasing Importance of Cancer as a Leading Cause of Premature Death
Worldwide, Cancer 2021, 3029-3030.
3 Wildiers/Adam/O’Reilly/et al, Enhancing Clinical Cancer Research Through Sharing of Data and Biospecimens, JAMA Oncology
2025, https://jamanetwork.com/journals/jamaoncology/article-abstract/2843053 (accessed 19.12.2025).
4 See Ktr, Cell Line Establishment Methods: Biomedical Research Advances and Challenges, Stem. Cell. Res. Reg. Med. 2023, 103-
105; Si et al, Tumor organoids in immunotherapy: from disease modeling to translational research, Journal for ImmunoTherapy
of Cancer 2025, 1-14; National Cancer Institute, National Cancer Institute, Biospecimen Best Practice Introduction,
https://dctd.cancer.gov/data-tools-biospecimens/biospecimens-biobanks/resources/best-practices/biospecimen-re-
sources/intro (accessed 31.10.2025); Siolas/Hannon, Patient Derived Tumor Xenografts: transforming clinical samples into mouse
models, Cancer Research 2013, 5315-5319.
5 See Jung, Human Tumor Xenograft Models for Preclinical Assessment of Anticancer Drug Development, Toxicological Research
2014, 4; Morton/Houghton, Establishment of human tumor xenografts in immunodeficient mice, Nature Protocols 2007, 247-250;
Yang et al, Tumor organoids for cancer research and personalized medicine, Cancer Biology & Medicine March 2022, 319-332.
6 Sirugo/Williams/Tishkoff, The Missing Diversity in Human Genetic Studies, Cell 2019, 26; Wang et al., Targeting rare tumors: new
focus for clinical research in China, EMBO Molecular Medicine 2023, 1-4.
7 The EU has funded the IMMUNOCAN research collaboration (research partners: Fudan University Shanghai Cancer Center
(China) and Institut Mérieux (France)) between 2012 and 2015 to foster medical partnership between China and EU states aimed
at the discovery of immune system profiles that potentially act as individualized indicators for cancer (European Commission
(CORDIS), Toward enhancing activities of European institutions in the FDUSCC-IM cancer research joint institute in China,
https://cordis.europa.eu/article/id/92712-euchina-collaboration-combats-cancer (accessed 31.10.2025)).
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base and unique genetic diversity.8 For example, the EGFR mutation occurs more frequently in
Asian patients (in approx. 49 percent of cases), compared to 13 percent in European cohorts.
This mutation functions as a biomarker for targeted therapies in non-small cell lung cancer and
determines eligibility for highly specific medications. This example demonstrates why access
to Asian patient data is crucial in preclinical research. It enables the identification and valida-
tion of biomarkers that would otherwise remain undetected in predominantly European da-

tasets.?

Even though research collaborations across borders are important for preclinical research,
regulatory discrepancies present significant barriers to effective collaborations. China’s data
protection framework, as well as sector-specific regulation such as the Biosecurity Law and
Human Genetic Resources (HGR) Regulations, frames genetic data as a national strategic re-
sourcel?, subject to strict export controls and mandatory state approvals. This security-focused
approach contrasts with the EU’s rights-based model under the GDPR11, creating ethical and
legal tensions in joint research projects.12 The dynamic evolution of these regulatory regimes
adds further complexity, requiring ongoing monitoring and adaptation by researchers and in-

stitutions.13

International standards, charters and guidelines, such as the Charter of Fundamental Rights of
the European Union (CFR), the CIOMS’ International Ethical Guidelines for Health-related Re-
search Involving Humans (CIOMS Guidelines), the Declaration of Helsinki (DoH) and Declara-
tion of Taipei (DoT) by the World Medical Association (WMA) provide additional frameworks

for ethical data processing in biomedical research. These standards emphasize autonomy,

8 The WHO'’s Global Cancer Observatory reports on 4,82 million new cancer cases and 2,57 million cancer deaths in China in 2022;
Ferlay et al, Global Cancer Observatory: Cancer Today, China, https://gco.iarc.who.int/media/globocan/factsheets/popula-
tions/160-china-fact-sheet.pdf (accessed 01.02.2026); Bray et al., CA Cancer ] Clin 2024, 229-263.

9 Medizinische Universitdit Wien, EGFR-Mutationen reagieren unterschiedlich auf Behandlung, https://www.meduni-
wien.ac.at/web/ueber-uns/news/detail/egfr-mutationen-reagieren-unterschiedlich-auf-behandlung/ (accessed 19.12.2025);
Melosky et al., Worldwide Prevalence of Epidermal Growth Factor Receptor Mutations in Non-Small Cell Lung Cancer: A Meta-Anal-
ysis, Molecular Diagnosis & Therapy 2022, 13; Midha/Dearden/McCormack, EGFR mutation incidence in non-small-cell lung cancer
of adenocarcinoma histology: a systematic review and global map by ethnicity (mutMapll), Am ] Cancer Res 2015, 2894.

10 McKibbin/Shabani, Genomic Data as a National Strategic Resource: Implications for the Genomic Commons and International
Data Sharing for Biomedical Research and Innovation, Journal of Law, Medicine & Ethics 2023, 301-302.

11 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General
Data Protection Regulation), O] L 119, 04.05.2016.

12 j/Cong/Liu, Research under China’s personal information law, Science 2022, 713-715.

13 For example, the European Commission has issued a proposal for the Biotech Act on 16. December 2025 (See European Com-
mission, Press Release: New measures to make EU health sector more innovative, competitive and resilient, https://ec.eu-
ropa.eu/commission/presscorner/detail/en/ip_25_3077 (accessed 19.12.2025)).

2



transparency and fairness and are widely adopted in both EU and international research con-
texts.!* They provide a foundation for evaluating the ethical and legal dimensions of cross-bor-
der research collaborations, particularly related to consent and the protection of vulnerable

populations.

This thesis explores how privacy and innovation can be balanced in EU-China preclinical can-
cer research collaborations, focusing on the regulatory frameworks and practical challenges
involved. While the focus is on preclinical research in oncology, the findings have broader rel-
evance for other areas of biomedical research, offering insights that extend beyond oncology
and preclinical research to broader questions of global research governance and compliance

strategies.

By analyzing the intersection of data protection, ethics and innovation through the lens of EU-
China collaboration, the thesis aims to contribute to operational guidance for researchers and
institutions. It further offers a detailed use case to illustrate real-world data flows, regulatory
hurdles and compliance solutions, adding to academic and practical understanding of EU-China

research collaborations and the utilization of genetic data and material for innovation.

1.2.Research questions, objectives and methodology

1.2.1. Research objectives
The central objective of this thesis is to analyse and compare the legal and ethical frameworks
governing the processing and cross-border sharing of genetic data, health data and human bi-
ospecimens between parties located in the European Union and Mainland China. Additionally,
the thesis identifies practical challenges arising in research collaborations and develops com-

pliance strategies to address them, illustrated through a practical use case.
More specifically, the thesis has the following goals:

(i) To examine the legal provisions under the EU’s GDPR and China’s data protection and sec-
tor-specific laws (Personal Information Protection Law, Data Security Law, Cybersecurity
Law, Biosecurity Law and Human Genetic Resource Regulation) that regulate the use and
international transfer of sensitive/special category data, namely genetic and health data

and human biospecimens.

14 Charter of Fundamental Rights of the European Union, O] C 326, 26.10.2012; CIOMS, International Ethical Guidelines for Health-
related Research Involving Humans, Geneva 2016, https://cioms.ch/wp-content/uploads/2017/01/WEB-CIOMS-
EthicalGuidelines.pdf (accessed 01.02.2026); World Medical Association, Declaration of Helsinki - Ethical Principles for Medical
Research Involving Human Participants, issued in June 1964, last amended October 2024, https://www.wma.net/policies-
post/wma-declaration-of-helsinki/ (accessed 01.02.2026); World Medical Association, Declaration of Taipei on Ethical Consider-
ations regarding Health Databases and Biobanks, issued in October 2002, last amended October 2016, https://www.wma.net/pol-
icies-post/wma-declaration-of-taipei-on-ethical-considerations-regarding-health-databases-and-biobanks/ (accessed
01.02.2026).
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(ii) To assess how ethical principles - particularly informed consent and the protection of vul-
nerable populations - are implemented and interact with legal requirements in cross-bor-
der research.

(iii) To identify practical compliance challenges faced by researchers and institutions operating

across jurisdictions and to highlight possible compliance strategies.

1.2.2. Research questions
The thesis addresses one primary research question and three secondary questions. In this
thesis, “research collaboration(s)” refers specifically to preclinical cancer research collabora-

tions involving health data, genetic data and/or human biospecimen.
The primary research question is:

How do the EU’s GDPR and China’s data protection laws (PIPL, DSL, CSL) and sector-specific reg-
ulatory frameworks (Biosecurity Law, HGR Regulations) regulate the utilization and sharing of
genetic data and human biospecimens in cross-border preclinical cancer research between par-

ties located in the EU and China?

The focus is on cancer research, as this field typically utilizes genetic data and human genetic

material such as tumor specimens.
The primary research question is supplemented by three additional research questions:

1) What are the key differences and overlaps between the EU’s GDPR and Mainland China’s
data protection regime and sector-specific regulations regarding cross-border data trans-
fers and how do these differences impact research?

2) How can ethical principles, specifically informed consent and the protection of vulnerable
populations, be operationalized in EU-China preclinical cancer research collaborations?

3) What practical challenges do researchers face in complying with the GDPR and Chinese

regulations and how can those be addressed in operational practice?

1.2.3. Methodology and thesis structure
The core methodology of this thesis is a comparative legal analysis of the European Union and
Chinese frameworks governing the data protection aspects of the collection and handling of
genetic material and data, with a particular focus on preclinical cancer research collaborations.
This includes a detailed examination of the relevant aspects of the European Union’s General

Data Protection Regulation (GDPR) (especially Article 3, 9, 44-49 and 89 GDPR)?5, the Chinese

15 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General
Data Protection Regulation), O] L 119, 04.05.2016.
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Personal Information Protection Law (PIPL)!6, Data Security Law (DSL)'7, Cybersecurity Law
(CSL)!8 and sector-specific legal instruments such as the Chinese Biosecurity Law (CBL)!? and
the Human Genetic Resource Regulation (HGR-Regulation)?2?. In addition, the analysis covers
several supplementary guidance documents and international standards governing data trans-
fer aspects, HGR specifications and international ethical guidelines. Methodically, the thesis
follows a triangular approach, that combines a descriptive presentation of the relevant norms,
a systematic normative comparison, as well as a risk-based assessment of their practical impli-

cations.

This thesis focuses on a doctrinal and comparative approach. It first describes the relevant reg-
ulations and soft law in the EU and China. The comparison then shows where the two systems
align and where they diverge in practice. The evaluative comments and practical assessments
are clearly separated from the descriptive parts in Chapter 6 and Chapter 7 and reflect the au-

thor’s own interpretation.

The analysis focuses primarily on (i) the legal grounds for processing genetic data and human
biospecimen, (ii) consent requirements and transparency obligations, (iii) cross-border data
transfer mechanisms from the EU to China and vice versa and collaboration requirements, (iv)
enforcement mechanisms and (v) data localization and sovereignty-related constraints. The
legal comparison aims to identify areas of convergence and divergence, with particular atten-
tion to how these differences impact international research collaborations. In parallel, this the-
sis assesses ethical standards in biomedical research. This includes evaluating informed con-
sent models, the protection of vulnerable populations and the roles of ethics committees. Prac-
tical challenges for scientific research and potential compliance strategies are additionally crit-

ically analyzed.

At the same time, this thesis aims to take a critical view towards the current fragmentation of
legal and ethical frameworks governing EU/China research collaborations. Both jurisdictions

pursue legitimate objectives, such as data protection, national security and scientific integrity.

16 Personal Information Protection Law (PIPL), issued 20.08.2021, original: https://www.cac.gov.cn/2021-
08/20/c_1631050028355286.htm, English translation: http://en.npc.gov.cn.cdurl.cn/2021-12/29/c_694559.htm (accessed

01.02.2026).
17 Data  Security Law of the People's Republic of China (DSL), issued 10.06.2021, original:
https://www.moa.gov.cn/ztzl/zhnyzxd/zcfg/zybs/flfg/202501/P020250115579606737948.pdf, English translation:

http://www.npc.gov.cn/englishnpc/c2759/c23934/202112/t20211209_385109.html (accessed 01.02.2026).
18 Cybersecurity Law of the People's Republic of China (CSL), issued 07.11.2016, original: https://www.cac.gov.cn/2016-
11/07/c_1119867116.htm, English translation: https://www.lawinfochina.com/Display.aspx?Look-
Type=1&Lib=law&Cgid=283838&Id=22826&SearchKeyword=&SearchCKeyword=&paycode= (accessed 01.02.2026).
19 Chinese Biosecurity Law (CBL), issued 18.10.2020, amended 2024, original: http://www.xinhuanet.com/politics/2020-
10/18/c_1126624481.htm, English translation: https://www.lawinfochina.com/display.aspx?id=43149&lib=law (accessed
01.02.2026).
20 Regulation of the People's Republic of China on the Administration of Human Genetic Resources (HGR Regulation), issued
28.05.2019, original:  https://www.gov.cn/zhengce/content/2019-06/10/content_5398829.htm, English  translation:
https://www.chinalawtranslate.com/en/p-r-c-regulation-on-the-management-of-human-genetic-resources/ (accessed
01.02.2026).
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However, the cumulative effect of divergent consent models, cross-border data transfer re-
strictions and localization leads to disproportionate practical barriers for collaboration. These
barriers manifest in long approval timelines, multiple compliance processes and legal uncer-

tainties that potentially discourage parties from engaging in joint projects.

The research draws on primary legal texts, regulatory guidelines, academic literature and pol-
icy reports. Chinese sources are used in English translation. Where no publicly available Eng-
lish translation exists, a translation of the cited Chinese source is provided in Appendix 3. Due
to limited judicial interpretation and a dynamic regulatory environment, supplementary Q&A

documents and guidance from Chinese authorities were also considered as soft-law sources.

Limitations include the restricted availability of judicial interpretations in China, potential
translation ambiguities and the dynamic regulatory environment particularly in relation to
cross-border data transfer mechanisms and aspects related to HGR. Chinese national bodies,
such as the Cyberspace Administration of China (CAC) and the National Health Commission
(NHC) frequently issues new interpretive or guiding documents (e.g. Q&A on Data Outbound
Security Management Policy?! or Q&A on Issues Related to the Management of Human Genetic
Resources (Part V)22, issued in October 2025). Due to lengthy peer-review processes for aca-
demic literature aimed at ensuring academic standards are upheld, such new guidance docu-
ments are often not yet interpreted in academic literature. Their reflection is limited to non-
academic sources such as law firm updates. Lastly, the heterogeneous implementation of rele-
vant norms within the EU remains a practical challenge, however this thesis focuses on legis-
lation at EU level, not considering Member State laws and deviations from core principles in
detail. The thesis only addresses selected ethical considerations related to data privacy and

does not cover other important ethical considerations, such as animal welfare.

The thesis is structured as follows: Chapter 2 outlines practical data processing in preclinical
cancer research and research collaborations, Chapter 3 examines the relevant legal frame-
works, Chapter 4 addresses cross-border data transfer mechanisms, Chapter 5 discusses ethi-
cal considerations, Chapter 6 highlights practical challenges and corresponding compliance

strategies and Chapter 7 presents the conclusion.

21 Q&A on Data Outbound Security Management Policy, issued 31.10.2025, original: https://www.cac.gov.cn/2025-
10/31/c_1763633376984070.htm (accessed 01.02.2026), English translation available in Appendix 3.

22 Q&A on Issues Related to the Management of Human Genetic Resources (Part V), issued 11.10.2025, original:
https://www.nhc.gov.cn/qjjys/rlyczygl/202510/f04ebf5bc27a47e5alac6f370b3c5ec3.shtml  (accessed 01.02.2026), English
translation available in Appendix 3.
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Additional materials, such as a tabular comparison of core aspects of Chinese and EU law, a
Transfer Impact Assessment for the use case established in Chapter 6 and translations of Chi-

nese sources are provided in the appendices.



2. Data processing in preclinical cancer research and research collaborations

This chapter briefly outlines the practical aspects of data processing in preclinical cancer re-
search collaborations, focusing on biospecimen types, data categories and workflow stages. It
further describes the use of xenograft models and organoids to highlight how biospecimens

and data are utilized in preclinical research in practice.

Commonly used human biospecimens in preclinical cancer research include tumor tissue,
blood samples and cellular derivatives, which are used to generate genomic, transcriptomic
and phenotypic datasets. These are essential for understanding tumor biology and evaluating
therapeutic efficacy.23 The data processed in this context include genetic sequences (e.g.
DNA/RNA sequences, expression profiles), phenotypic profiles and clinical metadata, such as
demographic data, imaging results and treatment outcomes. All of these data categories fall
under the GDPR’s definition of special categories of personal data and corresponding provi-

sions in Chinese law.24

A typical data lifecycle in preclinical cancer research collaboration involves several stages.
First, the biospecimens and associated data are collected from patients and in some cases from
healthy donors who may serve as control (e.g. blood samples). The biospecimens and data are
typically sourced from clinical procedures such as biopsies and autopsies?> and processed for
their initial purpose, such as medical treatment and are potentially pseudonymized at this
stage. They are stored in biobanks, which act as repositories for long-term preservation and
reuse. Biobanks not only facilitate access to biological material but also manage associated per-
sonal data, including health data and genetic information.26 Data and samples undergo quality
checks to ensure scientific validity and compliance and are then analyzed locally and, where
permitted, collaboratively, using multi-omics2” and computational methods. They may also be
shared with research partners, including across borders, subject to legal and ethical safe-
guards. In the next step, samples and data may be reused for answering new research questions

or destroyed if no longer needed.28

23 See Ktr, Cell Line Establishment Methods: Biomedical Research Advances and Challenges, Stem. Cell. Res. Reg. Med. 2023, 103-
105; Siolas/Hannon, Cancer Research 2013, 5315-5319; Si et al., Journal for InmunoTherapy of Cancer 2025, 1-14; National Cancer
Institute, National Cancer Institute, Biospecimen Best Practice Introduction, https://dctd.cancer.gov/data-tools-biospecimens /bi-
ospecimens-biobanks/resources/best-practices/biospecimen-resources/intro (accessed 31.10.2025).

24 Article 9 GDPR; Morton/Houghton, Nature Protocols 2007, 247-250; Yang et al., Cancer Biology & Medicine March 2022, 319-
332.

25 Morton/Houghton, Nature Protocols 2007, 247.

26 Annaratone et al., Basic principles of biobanking: from biological samples to precision medicine for patients, Virchows Archiv
2021, 234-236.

27 Multi-omics is the biological analysis of data of various "omes”, e.g. genome, transcriptome and proteome (Bersanelli et al., Meth-
ods for the integration of multi omics data: mathematical aspects, BMC Bioinformatics 2016, 168).

28 Annaratone et al., Virchows Archiv 2021, 234-235; Staunton et al.,, Frontiers in Genetics 2022, 91-92.
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Two advanced model systems, human xenograft models2® and organoids3?, play a central role
in preclinical cancer research. Xenograft models involve implanting human tumor tissue into
immunodeficient mice, preserving the genetic characteristics of the original tumor. This allows
researchers to explore metastatic behavior and responses to therapeutic treatments in vivo.3!
There are two main types of xenograft models: Cell Line-Derived Xenograft (CDX) models are
generated from established human cancer cell lines, maintained and cultured in vitro and im-
planted into rodents.32 Patient-Derived Xenograft (PDX) models are generated by transplant-
ing tumor material from primary cancer patients, collected from autopsy and biopsy, directly
into mice. This allows researchers to study novel treatments and establish therapies personal-

ized for the individual patient.33

Organoids, by contrast, are three-dimensional cultures derived from patient cells that mimic
how human tissue is structured and behaves. Both xenografts and organoids enable research-
ers to study tumor behavior, drug response and resistance mechanisms in controlled settings.3+
As noted, CDX-models and organoids are created utilizing human cell lines. The process of cell
line establishment is complex, involving extracting and growing cells from sources like organs,
embryos or tissue.3> Immortalized cell lines used in CDX models and organoids are typically

sourced from commercial repositories.36

29See Khandelwal et al, Next-Generation Sequencing Analysis and Algorithms for PDX and CDX Models, Molecular Cancer Research
2017,1012-1016; Morton/Houghton, Nature Protocols 2007, 247-250.
30 See Si et al, Journal for InmunoTherapy of Cancer 2025, 1-14; Yang et al, Cancer Biology & Medicine March 2022, 319-332.
31See Morton/Houghton, Nature Protocols 2007, 247-250; Khandelwal et al,, Molecular Cancer Research 2017, 1012-1016.
32 Das/Das, Orthotopic PDX and CDX Mice Model for Cancer Stem Cell Research, in: Pathak/Banerjee/Bisgin (eds.), Handbook of
Animal Models and its Uses in Cancer Research (2023) 503-504.
33 Jung, Toxicological Research 2014, 4; Morton/Houghton, Nature Protocols 2007, 247-250.
34 See Yang et al, Cancer Biology & Medicine March 2022, 319-332.
35 Ktr, Cell Line Establishment Methods: Biomedical Research Advances and Challenges, Stem Cell Research and Regenerative Med-
icine 2023, 103-105.
36 The most prominent ones are the American Type Culture Collection (ATCC)(USA), the Leibniz-Institute DSMZ and the European
Collection of Authenticated Cell Cultures (ECACC) (See Mirabelli/Coppola/Salvatore, Cancer Cell Lines Are Useful Model Systems
for Medical Research, Cancers 2019, 9); One of the most prominent cell lines are the HeLa Cell Lines, stabilized in 1953 from a
cancer patient named Henrietta Lacks. The derivation of the HeLa cells makes a significant milestone in cell biology. The cells
played an important role in enabling the development of the polio vaccine and have been cited in more than 16.000 publications
in cancer research (See Mirabelli/Coppola/Salvatore, Cancers 2019, 2-4).
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3. Legal frameworks for data protection in the EU and China

3.1.Overview of key data protection laws and sector-specific regulations
The landscape of data protection legislation in the context of preclinical cancer research col-
laborations between researchers in the European Union and in China is shaped by a complex
interplay of general data protection laws complemented by sector-specific regulations. Under-
standing this regulatory environment is essential for researchers and institutions navigating

cross-border projects that involve genetic data and human biospecimen.

Atthe core of the European Union’s data protection regulation is the Regulation (EU) 2016 /679
of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data
and repealing Directive 95/46/EC (General Data Protection Regulation, GDPR).3” The GDPR
establishes comprehensive rules for the processing of personal data, including the processing
of special categories of personal data such as genetic and health information. The GDPR is re-
nowned for its extraterritorial reach, robust data subject rights and stringent requirements for
transparency, consent and security. In the context of scientific research, the regulation pro-
vides specific derogations and safeguards designed to balance personal data protection while
advancing innovation and research.38 In the EU, biobanking and the use of human biospeci-
mens, such as in PDX-models, are subject to national laws and ethical guidelines that comple-
ment the GDPR.39 Since a detailed examination of EU-Member State laws would be beyond the

scope of this thesis, the thesis focuses on Union law and international ethical guidelines.

China’s regulatory framework, in contrast, is characterized by a combination of general data
protection statutes with targeted sectoral rules. Together, the PIPL, Data Security Law (DSL)*0
and Cybersecurity Law (CSL)#! form China’s overarching regulatory framework for collecting,
processing and transferring personal information, which particularly emphasize national se-
curity and data sovereignty.42 These laws are supplemented by sector-specific instruments

such as the Human Genetic Resources (HGR) Regulations*? and the Chinese Biosecurity Law

37 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General
Data Protection Regulation), O] L. 119, 04.05.2016.

38 See especially Article 3, 4, 9, 44-49 and 89 GDPR.

39 Staunton et al., Appropriate Safeguards and Article 89 of the GDPR: Considerations for Biobank, Databank and Genetic Research,
frontiers in Genetics 2022, 1-2.

40 Data Security Law (DSL), effective 2021.

41 Cybersecurity Law (CSL), effective 2017.

42 See McKibbin/Shabani, Journal of Law, Medicine & Ethics 2023, 301-313.

43 Regulation of the People's Republic of China on the Administration of Human Genetic Resources (HGR Regulation), issued
28.05.2019, original:  https://www.gov.cn/zhengce/content/2019-06/10/content_5398829.htm, English  translation:
https://www.chinalawtranslate.com/en/p-r-c-regulation-on-the-management-of-human-genetic-resources/ (accessed
01.02.2026).
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(CBL)#, which impose additional requirements on handling, export and ethical oversight of

genetic material and associated data.

This chapter provides an overview of the key legal instruments governing data protection and
sector-specific regulations in the EU and China. It sets forth the foundation for the subsequent
analysis of how these frameworks impact preclinical cancer research collaborations, with par-

ticular attention to the challenges and compliance strategies in cross-border projects.

Since one of the core aspects of cross-border research collaborations is the transfer of personal
data and obligations related to data localization and collaboration, those topics are discussed

separately and in detail in Chapter 4.

3.2.European Union: GDPR and research data
The European Union’s General Data Protection Regulation (GDPR) provides a comprehensive
regulatory framework governing the processing of personal data, setting out the conditions
under which the Regulation applies to controllers and processors in and outside the European

Union.45

Article 3 GDPR determines the territorial scope of the legislation, marking a significant expan-
sion of the applicability compared to previous EU data protection legislation. The establish-
ment criterion as defined in Article 3(1) GDPR ensures that any personal data processing car-
ried out by entities established in the EU is governed by the GDPR. This is independently as to
where the processing of personal data is taking place and as to whether the entity processing
the data is the controller or processor.#6 Processing personal data “in the context of the activi-
ties” of an EU establishment is sufficient for GDPR to apply.*” The second criterion determining
the need for GDPR compliance is the targeting criterion.*8 It extends the applicability of GDPR
to non-EU controllers and processors that either target individuals in the Union by offering

goods or services on the Union’s market or that track the behavior of persons within the EU.49

The processing of genetic data and human biospecimen falls therefore within the scope of
GDPR, when it occurs in the context of the activities of a data controller established in the Un-
ion, even if the processing is carried out by a processor or joint controller located in China,

provided that there is a demonstrable link to the EU-based operations of the data controller.50

4 Chinese Biosecurity Law (CBL), issued 18.10.2020, amended 2024, original: http://www.xinhuanet.com/politics/2020-
10/18/c_1126624481.htm, English translation: https://www.lawinfochina.com/display.aspx?id=43149&lib=law (accessed
01.02.2026).
45 Article 3 GDPR.
46 EDPB, Guidelines 03/2018 on the territorial scope of the GDPR (Article 3), Version 2.1, adopted on 12.11.2019, 4-5.
47 EDPB, Guidelines 3/2018, 2019, 9.
48 Article 3(2) GDPR.
49 EDPB, Guidelines 3/2018, 2019, 13.
50 Recital 22 GDPR.
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The GDPR provisions apply to every stage of the genetic research lifecycle. From the initial
collection of human specimens and related personal data, through the storage and preparation
to the utilization of the data and material for secondary research purposes and the destruction
or depletion of biospecimens.5! Genetic data is explicitly defined in GDPR as “special category
of personal data”, information which is highly sensitive in nature due to its potential for mis-
use.52 Additionally, it contains not only information about the specific person the genetic data
were derived from, but potentially also about their family members.53 Genetic data is defined
in GDPR as personal information reflecting an individual’s inherited or obtained genetic traits
and provides distinctive insights into this person’s health status and physiology. Itis classically
derived from the examination of biological materials - such as DNA (chromosomal, deoxyribo-
nucleic acid), RNA (ribonucleic acid) or other molecular components - that reveal genetic char-

acteristics unique to the individual.54

Biological specimens per se do not constitute personal data under GDPR, however the act of

deriving data from the genetic material corresponds to the collection of genetic information.55

Processing of special-category data is prohibited unless a ground in Article 9(2) GDPR applies,
notably explicit consent (Article 9(2)(a) GDPR), substantial public interest (Article 9(2)(g)
GDPR), public interest in the area of public health (Article 9(2)(i) GDPR) and scientific research
(Article 9(2)(j) GDPR) in conjunction with Article 89 GDPR. Processing special categories of
personal data based on Article 9(2)(g), (i) or (j) GDPR must be laid down in Union or Member
State law with safeguards. The Member States can further impose supplementary rules or con-
straints for the processing of biometric, genetic or health data.56 European case law57 suggests
that the concepts of necessity and public interest are interpreted as requiring a “pressing social

need”, rather than serving predominantly private or commercial interests.>8

3.2.1. Consent and transparency
Human biospecimens and genetic data are frequently obtained by healthcare institutions and

subsequently stored in biobanks. This typically occurs in the context of clinical trials, routine

51 Hallinan, Broad consent under the GDPR: an optimistic perspective on a bright future, Life Sciences, Society and Policy, 2020, 1.
52 Article 9 GDPR.

53 Shabani/Borry, Rules for processing genetic data for research purposes in view of the new EU General Data Protection Regula-
tion, European Journal of Human Genetics 2018, 149.

54 Article 4 (13) GDPR, Recital 34 GDPR.

55 Faymann et al, Digital health innovations — Good practice guide for obtaining consent for the use of personal health information
for re-search and innovations, https://www.cencenelec.eu/media/CEN-CENELEC/News/Workshops/2023/2023-03-15%20-
%20Digital%20Health/draftcwa.pdf (accessed 01.02.2026), 30.

56 Article 9(4) GDPR.

57 See ECHR 07.12.1976, 5493/72, Handyside v. the UK; ECHR 26.03.1987, 9248/81, Leander v. Sweden.

58 EDPS, A Preliminary Opinion on data protection and scientific research, published 06.01.2020, https://www.edps.eu-
ropa.eu/sites/default/files/publication/20-01-06_opinion_research_en.pdf (accessed 01.02.2026), 23.
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medical treatment or through targeted donations specifically intended for biobanking and re-
search purposes.5® Due to their sensitive nature, GDPR typically requires explicit consent from
data subjects for the processing of their genetic data. Consent must meet certain requirements,
as stated in Article 4(11) GDPR, to be valid, namely it must be specific, freely given, informed
and unambiguous. 60 In this sense “specific” refers to a sufficiently clear and limited scope of
processing. “Freely given” refers to the absence of any form of force, and “informed” means
that sufficient information have to be communicated to the data subject enabling them to un-
derstand the circumstances and consequences of the processing. Lastly, “unambiguous” refers

to a clear intention to consent, expressed through a definitive act of agreement.6!

Data controllers are required to provide transparent information about the scope and nature
of data processing, including the types of personal data involved, the methodology of pro-
cessing and any third parties with whom the data might be shared.62 However, in the context
of scientific research, particularly in preclinical research, it is often difficult to anticipate all

future use cases at the time of data collection and extraction of samples.

The legislator acknowledged this challenge and introduced the concept of broad consent in
Recital 33 GDPR. Broad consent allows data subjects to consent to the processing of their data
for certain areas or phases of scientific research, rather than for a narrowly defined project.
The controller does not need to fully specify all future processing purposes. However, the flex-
ibility is limited. Broad consent is only permissible where it is objectively impossible to define
and specify all purposes at the outset. And even then, the research domain must be described

as precisely as possible.63

Importantly, Recital 33 is not a standalone legal basis. It merely interprets the consent require-
ments under Article 6 and Article 9 GDPR and does not exempt controllers from meeting the
conditions set outin Article 4(11), namely that consent must be specific, informed, freely given
and unambiguous.6* Herbst (2016) however, raises the question whether broad consent can

even meet the requirement of being informed.65

59 Herbst, Rechtliche und ethische Probleme des Umgangs mit Proben und Daten bei grofien Biobanken, Datenschutz und Datensi-
cherheit 2016, 371.
60 Recital 32 GDPR.
61 Hallinan, Life Sciences, Society and Policy, 2020, 5.
62 Article 13 and 14 GDPR.
63EDPB, Guidelines 05/2020 on consent under Regulation 2016/679, adopted on 04.05.2020, 30-31, para. 155-156 and 159.
64 See EDPB, Guidelines 05/2020, 2020, 30-31, para. 156.
65 Herbst, Datenschutz und Datensicherheit 2016, 373.
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When relying on broad consent, controllers should implement robust safeguards to mitigate
risks associated with a less specific consent. Measures such as pseudonymization, data mini-
mization, and, where technically feasible, anonymization are recommended.s¢ The EDPB fur-
ther highlights that (broad) consent can be withdrawn at any time, while also recognizing that
this might erode specific kinds of research where data has to be linked to a person.6” Further-
more, the reasonable expectations of data subjects impose constraints on the secondary use of

genetic data for research purposes.é8

For scenarios where the processing purpose cannot initially be determined, the EDPB suggests
an iterative approach in the form of a “dynamic consent” as a recommended best practice.®?
This model allows data subjects to consent to the purposes in a general manner and for specific
steps of a research project that are already defined at the beginning. Before each new project
stage, the data subject shall be asked to consent for the following step.”’ Advocates of this con-
sent model highlight benefits such as improving transparency, communication and recruit-
ment, especially when utilizing technology for automatically selecting and approaching data
subjects. Dynamic consent further allows withdrawal from individual processing steps and
purposes, instead of the usual “all-or-nothing” approach when it comes to consent and its with-

drawal.”!

Ethical implications of consent and practical challenges are discussed in detail in Chapter 5 and
6.

3.2.2. Research exceptions and safeguards
The GDPR seeks to balance privacy with scientific progress by introducing a derogation for
scientific research related data processing in Article 89, provided that appropriate safeguards

for the rights and freedoms of the data subject are in place.”2

This “research exception” must be stipulated in Union law or Member State law and might al-
low derogations from certain data subject rights. Namely the right of access’3, the right to rec-
tification?4, the right to restriction of processing7s and the right to object’6. Additionally, the

member states have the authority to introduce additional provisions, including restrictions,

66 EDPB, Guidelines 05/2020, para. 157, 160 and 161.

67 EDPB, Guidelines 05/2020, para. 163; see also: CIOMS, International Ethical Guidelines for Health-related Research Involving
Humans, 2016, Guideline 9.

68 Recital 47, Recital 50 GDPR.

69 EDPB, Guidelines 05/2020, para. 159.

70 Kaye et al., Dynamic consent: a patient interface for twenty-first century research networks, European journal of human genetics
2015, 143-144.

71 1bid, 144-145.

72 Staunton et al., frontiers in Genetics 2022, 1-2.

73 Article 15 GDPR.

74 Article 16 GDPR.

75 Article 18 GDPR.

76 Article 21 GDPR.
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particularly concerning the utilization of genetic, biometric or health data.”” The legal basis
stipulated in EU or Member State law must additionally meet certain requirements, such as (i)
being appropriate in relation to the purposes pursued, (ii) preserving the fundamental nature
of the right to data protection and (iii) include obligations on appropriate safeguards protect-
ing the rights and freedoms of affected individuals.’® The latter must include Technical and
Organizational Measures (TOMs), particularly targeting data minimization, pseudonymization

or anonymization whenever feasible.”9

To date, several Member States have implemented Article 89(1) GDPR governing safeguards
for scientific research related data processing, such as the Austrian Research Organization Act
(Forschungsorganisationsgesetz; FOG)80 or § 27(1) BDSG in Germany8!. The GDPR itself does
not define what constitutes appropriate safeguards, however, additional studies conducted by

the EDPB82 and by researchers83 provide various suggestions.

The 2019 EDPB study analyzing twelve Member State legislations, guidelines, Code of Conduct
and soft law, concludes that first and foremost requirements on pseudonymization and anon-
ymization shall be put in place. The study further highlights measures relating to access control
and logging, encryption, confidentiality obligations imposed on staff and appropriate training
requirements. All of the measures should be regularly monitored. Further (mandatory)
measures are the involvement of independent ethics reviews, appointing a Data Protection Of-

ficer (DPO) and conducting a Data Protection Impact Assessment (DPIA).84

3.2.3. Pseudonymization and anonymization
The key concept of the European data protection regulation is that of “personal data” which
determines the material scope of GDPR as described in Article 2(1) GDPR. In GDPR “personal
data” is defined in Article 4(1) as “any information relating to an identified or identifiable natu-
ral person (‘data subject”); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical, physiological,

genetic, mental, economic, cultural or social identity of that natural person” 85

77 Article 9(4) GDPR.
78 Recital 52 and 53 GDPR; Duguet/Herveg, Safeguards and Derogations Relating to Processing for Scientific Purposes: Article 98
Analysis for Biobank Research, in: Slokenberga/Tzortzatou/Reichel (eds.), GDPR and Biobanking, Law, Governance and Technol-
ogy (2021) 108.
79 Article 89(1) GDPR; Recital 156 GDPR; Staunton et al., frontiers in Genetics 2022, 1.
80 Forschungsorganisationsgesetz BGBl 1981/341 version of BGBI 1 52/2023.
81 Bundesdatenschutzgesetz (BDSG), BGBI 12017, No 65.
82 See EDPB, Study on the appropriate safeguards under Article 89(1) GDPR for the processing of personal data for scientific re-
search, Final Report, published 07.09.2021.
83 See Staunton et al., frontiers in Genetics 2022, 1.
84 EDPB, Study on the appropriate safeguards required under Article 89(1) of the GDPR for the processing of personal data for the
scientific research, 2019, 64.
85 Article 4(1) GDPR.
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While the processing of personal data is subject to GDPR, the processing of anonymous data is
not. Data are considered anonymous when they are stripped entirely of any information, which

would allow the identification of the data subject.86

The GDPR has further introduced the concept of pseudonymous data in Article 4(5) GDPR, re-
ferring to the processing of personal data in a way in which it can no longer be directly linked
to an individual without utilizing additional information, such as a code or a key, provided that
the additional information is handled separately and in a secure manner.8” Processing data in
a pseudonymous manner is subject to GDPR. Pseudonymous data are commonly regarded as a
safeguard under GDPR, as it reduces the risk of identification of the individual by linking the
data to the specific person difficult. At the same time, it allows the controller to analyze and,
whenever necessary, to connect multiple data sets containing information on the same indi-
vidual. As pseudonymous data can still be used to re-identify an individual using additional
information, even if this information is stored separately, it is considered personal data, subject

to GDPR, unless anonymity conditions are met.88

While using data in an anonymous or pseudonymous manner is highly encouraged??, achieving
anonymization of genetic data is challenging in practice due to its uniqueness by nature, as well

as its potential for re-identification.

Marnau, Berrang and Humbert (2018) argue that while the effective anonymization of genetic
data is challenging due to its unique nature, it is not entirely impossible. The authors emphasize
that the feasibility of anonymization should be assessed on a case-by-case basis, taking into
account the specific context and available safeguards.?? Herbst (2016) notes that anonymiza-
tion in biobanking contexts can potentially be achieved by deleting the pseudonym key that
links samples and data, thereby preventing re-identification.? While the author discusses
anonymization strictly in the context of pseudonym-key removal in a biobanking setting, more
recent literature emphasizes that genetic data may remain inherently identifiable even when
with such measures in place. Alser et al. (2016) and other authors state that re-identification of
genetic data is feasible even when data are pseudonymized or aggregated, due to its inherent

identifiability and cross-referencing potential with public datasets.2 This theoretical risk is

86 Recital 26 GDPR; Purtova, The law of everything. Broad consent of personal data and future of EU data protection law, Law,
Innovation and Technology 2018, 45.

87 Recital 26 GDPR.

88 EDPB, Guidelines 01/2025 on Pseudonymisation, adopted on 16.01.2025, 3; see also: EC] C-413/23 P, ECLI:EU:C:2025:723,
EDPS v. SRB.

89 EDPB, Guidelines 01/2025, 2025, 3.

90 Marnau/Berrang/Humbert, Anonymisierungsverfahren fiir genetische Daten, Datenschutz und Datensicherheit 2018, 83.

91 Herbst, Datenschutz und Datensicherheit 2016, 375.

92 Alser et al, Can you Really Anonymize the Donors of Genomic Data in Today’s Digital World? In: Garcia-Alfaro/Livraga/Roud-
ier/Soriente (eds.), Data Privacy Management, and Security Assurance (DPM 2015, QASA 2015), Lecture Notes in Computer Science
(2016), 237-244; see also Shabani/Borry, European Journal of Human Genetics 2018, 149-156; Shabani/Marelli, Re-identifiability
of genomic data and the GDPR, EMBO reports 2019, 1-5.
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substantiated for example by the 2024 lawsuit against 23andMe, where the US Attorneys Gen-
eral argued that genetic data, even when claimed to be anonymized, remains too sensitive to
be commercialized without explicit informed consent, due to its inherent identifiability and re-

identification potential.93

3.2.4. Data subject rights in research
Under the GDPR, individuals are granted a wide range of rights aimed at ensuring transpar-
ency, control and accountability when their data is being processed. These rights are stipulated
in Chapter 3 of GDPR and include rights to access, rectification, erasure, restriction of pro-
cessing, objection and data portability. The right of access, in particular, should enable data
subjects to control the lawfulness of how their personal data is being processed. Controllers

are obligated to handle such requests without undue delay and respond transparently.94

However, where the processing of personal data is carried out for scientific research purposes,
the exercise of these rights may be significantly curtailed. Article 89(1) GDPR allows for dero-
gations from certain data subject rights, provided that appropriate safeguards are in place and
the exercise of those rights would seriously impair or make the research objectives unattaina-
ble. The safeguards must be in accordance with GDPR and guarantee data minimization. Yet,
the GDPR remains vague on what constitutes such safeguards, leaving considerable discretion

to Member States and data controllers.%

In sum, while the GDPR provides a solid framework for data subject rights, its research exemp-
tions under Article 89 GDPR introduce significant limitations. These limitations are not inher-
ently problematic, provided that they are counterbalanced by meaningful safeguards. How-
ever, the current lack of clarification and harmonization poses challenges for both compliance

and ethical integrity in EU-based and international research collaborations.

3.3. China: Personal information protection and genetic data laws
The following sections will examine the Chinese regulatory landscape, focusing on the PIPL,
the Human Genetic Resources (HGR) Regulations, and their implications for international ge-
netic research. This structure allows for a focused comparison of the EU and Chinese regimes

before turning to the operational challenges of international research partnerships.

Data Protection and data privacy in China are not regulated in one comprehensive piece of data

protection legislation but rather spread across different regulations and laws. The three core

93 DataGuidance, USA: AGs sue to prevent 23andMe from selling customer genetic data without consent, https://www.dataguid-
ance.com/news/usa-ags-sue-prevent-23andme-selling-customer-genetic (accessed 01.02.2026).
94 Article 5 and 12-22 GDPR; Recital 59 and 63 GDPR.
95 Staunton et al., frontiers in Genetics 2022, 8-9.
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legal frameworks related to data protection and data security in China are: the Personal Infor-
mation Protection Law (PIPL), the Data Security Law (DSL), as well as the Cybersecurity Law
(CSL).%6

In addition to the privacy and data security frameworks, domain-specific laws governing hu-
man genetic materials need to be adhered to when processing and transferring genetic mate-
rial and data. Particularly relevant and in detail discussed in this chapter are the Human Ge-

netic Resources Regulation (HGR-Regulation) as well as the Biosecurity Law.
The next sections examine the most relevant legislative frameworks in detail.

3.3.1. Personal Information Protection Law (PIPL)
The PIPL is China’s first dedicated data protection statute, coming into force in 2021. It aims to
strengthen data protection as the digital transformation in China and globally is surging.?” Be-
fore the PIPL became effective, data protection regulations were spread throughout numerous
norms, laws and regulations.?® The legislation establishes a framework that governs the pro-
cessing including collection and transfer of personal information, with particular emphasis on
safeguarding individual privacy and national security. % The law applies to both domestic and
foreign entities that process personal data of individuals located in China.1% Personal infor-
mation means any data, whether held electronically or in another form, that can identify an

individual, either on its own or in combination with other data.101

“Sensitive Personal Information”, as defined in Article 28 PIPL, covers data whose exposure or
improper handling could lead to discrimination or severe harm to a person’s safety or dignity.
This data category explicitly includes medical and health data, biometric data, location data
and personal data of minors under the age of 14. The handling of sensitive personal infor-

mation is subject to heightened protection requirements.102

The definition of health data is set out in the Information Security Technology - Guide for
Health Data Security (GB/T 39725-2020), a non-binding national standard issued by Chinese

authorities that outlines best practices for safeguarding personal health data. Article 3.2 of the

9 DLA Piper, Data Protection Laws in China, https://www.dlapiperdataprotection.com/index.html?c=CN (accessed 01.02.2026).

97 He, When data protection norms meet digital health technology: China’s regulatory approaches to health data protection, Com-
puter Law & Security Review 2022, 1.

98 Ibid, 7.

99 Wang/Du, Cross-Border Health Data Transfer for Scientific Research Purposes in China: Legislation, Practice, and Challenges,
in: Compagnucci/Fenwick (eds.), International Transfers of Health Data: A Global Perspective, Perspectives in Law, Business and
Innovation, Springer 2025, 190 f.

100 Article 3 PIPL.

101 Article 4 PIPL.

102 Article 28 PIPL.
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Guide defines health data as personal health data and electronic information related to an in-
dividual’s health and medical matters, originating from the processing of personal health in-

formation.103
Anonymous data is not considered personal data according to the PIPL.104

Under the PIPL, the role functionally equivalent to the GDPR “Controller” is referred to as the
“Personal Information Processor”. This concept should not be confused with the “Processor”
as defined in Article 4(8) GDPR. The PIPL defined the Personal Information Processor as “or-
ganizations and individuals that, in personal information processing activities, autonomously de-
cide processing purposes and processing methods”.1%5 For the purposes of clarify and con-

sistency, this thesis refers to this role as the “Controller” or “Data Controller”.

Under the PIPL seven legal grounds are recognized for the processing of personal information.
These include informed consent, necessity for the performance of a contract, compliance with
legal duties, emergency response, public interests including journalism, processing of public or
lawfully disclosed data and other statutory exceptions.106 Notably, the PIPL does not recognize
legitimate interest of the controller or another party or scientific research as legal grounds.107
This means researchers must obtain explicit consent when handling personal data for research
purposes. For the processing of sensitive data, such as health data, separate consent is required

in any case.108

With regard to general processing principles, personal data processing must serve clear and
legitimate objectives and remain aligned with its intended purpose, while minimizing the im-
pact on the rights and interests of data subjects.199 Data controllers must transparently provide
information to data subjects about the purpose of the data processing, its necessity and the

implications it has on their interests and rights.110

Certain derogations from data subject rights are nevertheless permitted. When authorized by
administrative regulation or law, the right to be informed and make decisions may be re-

stricted.!! Similarly, the right to deletion may not apply in cases outlined in Article 18(1) and

103 Article 3 Information Security Technology - Guide for Health Data Security (GB/T 39725-2020), issued 14.12.2020, original:
http://www.phic.org.cn/zcbz/bzypj/bzgf/gjbz/202408/P020240819570037182147.pdf, English translation:
https://www.codeofchina.com/standard/GBT39725-2020.html (accessed 01.02.2026); see also Wang/Du, in: Compagnucci/Fen-
wick (eds.), International Transfers of Health Data, Perspectives in Law, Business and Innovation, Springer 2025, 190.
104 Article 4 PIPL.
105 Kennedy, The “Gold” Standard - China finalises the long-anticipated Standard Contract under the Personal Information Protec-
tion Law, Computer Law & Security Review 2023, 2.
106 Article 13 PIPL.
107 Li/Cong/Liu, Research sunder China’s personal information law, Science 2022, 713.
108 Article 28-29 PIPL.
109 Article 6 PIPL.
110 Article 30 PIPL.
111 Article 44 PIPL.
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Article 35 PIPL, such as when data is required for fulfilling legal obligations or statutory du-
ties.112 In addition, state organs may process personal data without consent when necessary to
fulfil statutory duties related to national security, public safety or criminal investigations.!13
However, this exemption is not absolute. The scope, scale and sensitivity of data processing
must still be proportionate to the intended purpose of data processing.11* These exceptions,
while narrower and less detailed than those found in the GDPR, reflect the PIPL’s attempt to

balance individual privacy with broader legal and administrative interests.

3.3.2. Data Security Law (DSL)
The DSL115 is in effect since September 2021. It complements the PIPL by regulating data pro-
cessing activities of personal as well as non-personal data within China’s jurisdiction and es-
tablishes a framework for regulatory oversight and security supervision. The DSL’s extraterri-
torial applicability covers the processing of data outside of Mainland China that compromise
public interests, national security or the rights of Chinese citizens and organization. Conse-
quently, foreign entities engaging in business operations targeting China or whose data prac-
tices may significantly affect Chinese interests are advised to ensure compliance with the

DSL.116

To regulate data processing and security, Article 21 DSL mandates a national classification sys-
tem based on the data’s significance to economic and social development and the degree of risk
it could pose to national security or public interests if compromised. This top-down classifica-

tion model is complemented by sector-specific standards.!1?

In October 2024 the Data Security Technology - Rules for Data Classification and Grading
(GB/T 43697-2024)118 took effect, providing the data classification rules and definitions of the

relevant data categories in accordance with the PIPL, DSL and CSL.

“Core Data” refers to information that is highly comprehensive, precise, large-scale or deeply
detailed within a specific domain, group, or region. If such data is misused or shared unlawfully,

it could have a direct impact on political stability and national security.!1? In case a genetic

112 Article 45 PIPL.

113 Article 35 PIPL.

114 Article 6 PIPL.

15 Data  Security Law of the People's Republic of China (DSL), issued 10.06.2021, original:
https://www.moa.gov.cn/ztzl/zhnyzxd/zcfg/zybs/flfg/202501/P020250115579606737948.pdf, English translation:
http://www.npc.gov.cn/englishnpc/c2759/¢23934,/202112/t20211209_385109.html (accessed 01.02.2026).

116 Article 2 DSL; Chen/Sun, Understanding the Chinese Data Security Law, International Cybersecurity Law Review 2021, 209-
210.

117 Chen/Sun, International Cybersecurity Law Review 2021, 210-211.

118 Data Security Technology - Rules for Data Classification and Grading (GB/T 43697-2024), issued 21.03.2024, original:
https://www.tc260.org.cn/upload/2024-03-21/1711023239820042113.pdf?mc_cid=b0acb1lc7ee&mc_eid=627c47469b  (ac-
cessed 01.02.2026), English translation available in Appendix 3.

19 bid.
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dataset used for research purposes is considered large scale or impacts national security (e.g.

national biobank or pandemic response) it is most likely considered Core Data.

“Important Data” includes data revealing data subjects’ health, biosafety, genetic and clinical

information. Genetic data and HGR will almost always be considered Important Data.120

The DSL requires that Important Data undergo a security assessment ahead of being trans-

ferred abroad, which is addressed in detail in Chapter 4.121

3.3.3. Cybersecurity Law (CSL)
The Standing Committee of the National People's Congress (NPCSC) adopted the Chinese Cy-
bersecurity Law in 2016, and it came partially into effectin 2017, with an 18-month implemen-
tation timeline for the data localization rules. This legislation is seen as a cornerstone of China’s
digital governance, and it has played a crucial role in establishing legal standards for cyberse-
curity and data protection.122 The classification of the data controller under the CSL determines

the law’s applicability and specific security obligations.

Of particular relevance are the roles of Critical Information Infrastructure Operator (CIIO) as
well as the Network Operators, as those are subject to heightened security obligations includ-
ing localization requirements. The concrete definitions are not explicitly outlined in the CSL,
instead, their interpretation is delegated to implementing rules.123 For the purposes of this the-

sis, particular attention is paid to the obligations applicable to CIIOs.

The “Regulations on Critical Information Infrastructure Security Protections” provide a defini-
tion of Critical Information Infrastructure and clarify what qualifies an operator as a CI10.12¢ A
“Critical Information Infrastructure” refers to vital digital infrastructure and systems whose
compromise could significantly threaten national security, economic stability, essential ser-
vices and the public good. The Regulations on Critical Information Infrastructure Security Pro-
tections highlight examples of industries, such as telecommunication, technology, industry and

public services.125 On 28 October 2025, the legislature adopted amendments to the CSL, which

120 Chen/Li, Is cross-border transfer of China’s human genetic data an impossible mission? Human Genetics 2025, 3; Appendix G
of the Data Security Technology - Rules for Data Classification and Grading (GB/T 43697-2024), issued 21.03.2024, original:
https://www.tc260.org.cn/upload/2024-03-21/1711023239820042113.pdf?’mc_cid=b0acb1c7ee&mc_eid=627c47469b  (ac-
cessed 01.02.2026), English translation available in Appendix 3.
121 Article 30 DSL.
122 Parasol, Al Development and the ‘Fuzzy Logic’ of Chinese Cyber Security and Data Laws, Cambridge University Press 2021, 94-
95; He, Computer Law & Security Review 2022, 7.
123 Measures for the Security Assessment of Data Exports, issued 07.07.2022, original: https://www.cac.gov.cn/2022-
07/07/c_1658811536396503.htm, English translation: https://www.chinalawtranslate.com/en/exdata-export-security/ (ac-
cessed 01.02.2026); Parasol, Cambridge University Press 2021, 98-99.
124 Regulations on Critical Information Infrastructure Security Protections, issued 30.07.2021, original:
https://www.gov.cn/zhengce/content/2021-08/17 /content_ 5631671.htm, English translation: https://www.chinalawtrans-
late.com/en/Regulations-on-Critical-Information-Infrastructure-Security-Protections/ (accessed 01.02.2026); Gamvros/Wang,
Data Protection Report, “Am I a CII operator?” - New regulation in China provides more clarity, https://www.dataprotectionre-
port.com/2021/08/am-i-a-cii-operator-new-regulation-in-china-provides-more-clarity/ (accessed 20.12.2025).
125 Article 2 Regulations on Critical Information Infrastructure Security Protections.
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entered into force on 1 January 2026. The amendments affect fines and penalties, e.g. increas-
ing fines for CIIO to RMB 10 million. Additionally, the amendments broaden the law’s extrater-
ritorial scope, to cover any actions by foreign entities that compromise China’s overall cyber-
security and not just that affect China’s critical information infrastructure, as it has been be-

fore.126

3.3.4. Sector-specificregulations: HGR Regulations and Chinese Biosecurity Law
In addition to China’s overall data protection regime, sector-specific regulation plays a pivotal
role in shaping the legal landscape for preclinical research involving genetic data and human
biospecimen. Two legislative instruments are particularly relevant in this context: the Human
Genetic Resources Regulation (HGR Regulation), including supplementary legislation!2?, and
the China Biosecurity Law (CBL) 128. The State Council issued the HGR Regulations in 2019, with
the Regulation entering into force on 1 July 2019. By contrast, the NPC Standing Committee
adopted the China Biosecurity Law in October 2020, which entered into force on 15 April 2021.
The laws are supplemented by several Q&A documents issued by the National Health Commis-

sion (NHC) as well as other guidance materials.129

The HGR Regulations establish a comprehensive regime for the collection, use, preservation
and specifically outbound transfer of human genetic materials and associated data. They intro-
duce strict requirements for foreign collaboration, ethical review and data access, reflecting
China’s strategic interest in safeguarding its genetic resources.130 These provisions are partic-
ularly significant for international research partnerships, as they impose mandatory submis-
sions to China’s National Health Commission (NHC) and grant Chinese institutions active in-

volvement throughout the research lifecycle.131

126 Decision of the Standing Committee of the National People's Congress on Amending the Cybersecurity Law of the People's
Republic of China, issued 29.10.2025, original: https://www.gov.cn/yaowen/liebiao/202510/content_7046194.htm, English
translation: https://www.lawinfochina.com/display.aspx?lib=law&id=45904 (accessed 01.02.2026); DLA Piper, CHINA: Amend-
ments to Cybersecurity Law Effective 1 January 2026, https://privacymatters.dlapiper.com/2025/11/china-amendments-to-cy-
bersecurity-law-effective-1-january-2026 (accessed 03.01.2026); Mayer Brown, China Finalises Amendments to the Cybersecu-
rity Law What Businesses Need to Know Before 1 January 2026, https://www.mayerbrown.com/en/insights/publica-
tions/2025/12 /china-finalises-amendments-to-the-cybersecurity-law-what-businesses-need-to-know-before-1-january-2026
(accessed 03.01.2026).

1272023 Measures for Ethical Review of Life Sciences and Medical Research Involving Human Beings (2023 Measures), issued
18.02.2023, original: https://www.nhc.gov.cn/qjjys/c100016/202302/6b6e447b3edc4338856c9a652a85f44b.shtml, English
translation: https://www.lawinfochina.com/display.aspx?id=40963&lib=law (accessed 01.02.2026); Implementation Rules for
the Regulations on the Management of Human Genetic Resources (MOST Implementing Rules), issued 01.06.2023, original:
https://www.most.gov.cn/xxgk/xinxifenlei/fdzdgknr/fgzc/bmgz/202306/t20230601_186416.html], English translation:
https://www.chinalawtranslate.com/en/Implementation-Rules-for-the-Regulations-on-the-Management-of-Human-Genetic-Re-
sources/ (accessed 01.02.2026).

128 Chinese Biosecurity Law (CBL), issued 18.10.2020, amended 2024, original: http://www.xinhuanet.com/politics/2020-
10/18/c_1126624481.htm, English translation: https://www.lawinfochina.com/display.aspx?id=43149&lib=law (accessed
01.02.2026); see also Wang/Wang/Zhang, Bioethics in China’s Biosecurity Law: forms, effects, and unsettled issues, Journal of Law
and the Biosciences 2021, 2.

129 The NHC has issued five Q&A documents between April and October 2025, a document containing Frequently Asked Questions,
as well as a service guide providing details on licensing and filing requirements. The documents are translated in Appendix 3.

130 See McKibbin/Shabani, The Journal of Law, Medicine & Ethics 2023, 301-312.

131 Article 7, 18 and 21-24 HGR Regulation.
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The CBL complements the HGR Regulations by providing a broader framework for biosafety
and bioethics and affirms the state’s sovereign authority over all HGR and biological materials
within its territory. This aspect underscores the strategic value of these resources and serves
as ajustification for the introduction of regulatory mechanisms governing the acquisition, stor-
age, utilization and distribution of biological material and HGR.132 The CBL addresses eight key
domains, including epidemic control, laboratory safety, biotechnology governance and the se-
curity management of human genetic and biological resources.133 The latter is of particular rel-
evance to this thesis as it intersects both data protection and ethical oversight in cross-border

research.

Together the HGR Regulations and the Biosecurity Law form a sector-specific regulatory
framework that not only governs the domestic handling of genetic data but also imposes sig-
nificant constraints on international collaboration and data sharing. The following sections will
address the scope, definitions and obligations embedded in these laws, with a focus on impli-
cations for EU-China preclinical research. Transfer-specific requirements under the HGR Reg-

ulations and the CBL are addressed in Section 4.5.

3.3.4.1. Definition and scope of Human Genetic Resources (HGR)
The HGR Regulations treat human genetic resources as a matter of public interest and national
security.134 Article 2 of the HGR Regulations define HGR as both the physical materials, such as
biospecimen containing genetic substances, genes and genomes (“Human Genetic Material”)
and the data derived from the human biological samples (“Human Genetic Information”).135
This dual scope ensures that the regulation applies not only to tangible biological samples, such
as human tissues, cells or other biospecimen, but also to digital genetic information, which is
increasingly important to preclinical research, especially in fields such as Computational Biol-
ogy136 or Al driven genomics. Not in scope under the HGR Regulations are medical imaging

data, clinical data and protein and metabolic data.t37

132 Article 3-4, 36-38 and 53 CBL, see also McKibbin/Shabani, The Journal of Law, Medicine & Ethics 2023, 301-312;
Wang/Wang/Zhang, Journal of Law and the Biosciences 2021, 1-15.
133 Article 2 CBL.
134 See Article 1 HGR Regulation.
135 Article 2 HGR Regulation.
136 See Carnegie Mellon University, What is Computational Biology, https://cbd.cmu.edu/about-us/what-is-computational-biol-
ogy.html (accessed 17.08.2025).
137 Article 2 MOST Implementing Rules.
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Following the changes in regulatory oversight of the HGR legal regime from the Ministry of
Science and Technology (MOST) to the National Health Commission (NHC), the latter contin-
ued the efforts to narrow the scope of what is understood as HGR and ease the compliance

procedures in their Guidelines from early 2025.138

Certain biological materials, e.g. bodily fluids, swabs and specimens such as urine, feces, serum
and plasma are not subject to HGR oversight if they contain only minimal residual genetic con-
tent. As a result, these materials can be collected, used and exported without requiring NHC
approval.139 Whole blood, all cell types, tissue samples, semen, blood and bone marrow smears,
as well as hair with follicles, still fall within the scope of HGR material. Notable, whole blood
drawn from a patient is treated differently than plasma or serum that is transferred from the
hospital to laboratories for testing. The latter scenario would not be in scope of the HGR frame-
work.1%0 Part II of the Q&A explicitly highlights two specific exemptions from the HGR regula-
tion: (i) commercial human cell lines, which refers to immortalized cell lines used in manufac-
turing or research that do not include identifiable sample information and (ii) cell-derived Xen-
ografts (CDX). Patient-derived Xenografts (PDX) are explicitly classified as HGR materials, to
which the HGR Regulations apply.14! Immortalized cell lines that are utilized for scientific re-
search are exempted, if associated sample data are removed and they cannot be attributed to
an individual.’#2 The HGR provisions apply to collecting, utilizing, preserving and making HGR

available.143

3.3.4.2. Security management of HGR
Chapter IV of the CBL requires all entities handling HGR to implement risk-preventing systems
including biosafety protocols, incident reporting mechanisms and contingency plans for data

breaches or data misuse.

138 Covington, China’s NHC Issues Updated Guidelines on Human Genetic Resources Management, https://www.coving-
tonblogs.com/2025/04/18/chinas-nhc-issues-updated-guidelines-on-human-genetic-resources-management (accessed
01.02.2026).

139 Questions V.1, IV.2 and IV.3. FAQ regarding Human Genetic Resource Management, issued 27.03.2025, original:
https://www.nhc.gov.cn/qjjys/rlyczygl/202503/39a747744f2242068fdaf39b0452e11le.shtml (accessed 01.02.2026), English
translation in Appendix 3.

140 Administrative Licensing for the Collection of Human Genetic Re-sources in China Service Guide, original:
https://www.nhc.gov.cn/qjjys/rlyczygl/202503/3b99b808608240878f866e53ce3a8e36/files/1746832742892_58540.pdf (ac-
cessed 01.02.2026), English translation available in Appendix 3.

141 Q&A on Issues Related to the Management of Human Genetic Resources (Part II), issued 09.04.2025, original:
https://www.nhc.gov.cn/qjjys/rlyczygl/202504/17f9863c65c742d4b31ccb745e26082a.shtml (accessed 01.02.2026), English
translation available in Appendix 3.

142 Q&A on Issues Related to the Management of Human Genetic Resources (Part I), issued 01.04.2025, original:
https://www.nhc.gov.cn/qjjys/rlyczygl/202504/e9974e2f7a324590947485b74d796b71.shtml (accessed 01.02.2026), English
translation available in Appendix 3.

143 Article 3 HGR Regulation.
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3.3.4.3. Domestic data localization and pre-approval requirements
In addition to the localization requirements established in Article 37 CSL, the HGR Regulations
and the CBL establish sector-specific duties for the domestic handling of HGR, covering the col-
lection, use, preservation and oversight. These include prior approval or record-filing with the
NHC for specified HGR activities, even when HGR are processed exclusively within China. For
instance, activities involving sensitive genetic sources (e.g. important genetic families or spe-
cific regions) may require approval, whereas purely domestic clinical trials that do not involve
the provision of HGR to foreign parties typically proceed via record-filing with the NHC. While
these obligations apply independently of any outbound transfer, they may determine whether

and under what conditions a transfer could later be permitted.144

144 Article 36-38 and 53 CBL; Article 2, 3, 7 and 21-24 HGR Regulation; Article 14 and 33 MOST Implementing Rules;.
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4. Cross-border data transfers, data localization and collaboration require-
ments
4.1. Introduction to cross-border transfers and collaborations
International data flows are a cornerstone of modern preclinical research, enabling collabora-
tive innovation across borders. In the context of EU-China biomedical partnerships, however,
these flows are governed by complex and often divergent legal frameworks. The GDPR priori-
tizes fundamental rights and data protection continuity across borders. By contrast, the PIPL
emphasizes national security and sovereign control, reflecting broader concerns related to in-

dustrial policy and geopolitical considerations.

This section examines the legal architecture governing international data transfers, with a par-
ticular focus on GDPR Chapter V and PIPL Article 38 and the implications for EU-China preclin-
ical cancer research collaborations. It highlights the mechanisms available to researchers, such
as adequacy decisions and standard contractual clauses including transfer impact assessments
and explores how these tools interact with sector-specific obligations, including China’s HGR

Regime and Biosecurity Law.

Additionally, the section addresses requirements for collaborations, including Joint Controller-
ship under Article 26 GDPR, which frequently arise in research collaborations involving several
parties. Finally, the section addresses the governance implications of data sovereignty and data
localization. While the EU promotes the free flow of data within its internal market and asserts
regulatory authority over data processed abroad, China enforces localization mandates for CI-
[0s and large-scale data. These contrasting approaches create a dual compliance landscape that

researchers must navigate.

4.2.EU legal framework for international data transfers and joint control-
lership

GDPR’s chapter V establishes the framework governing the international transfer of personal
data, aiming to ensure that the level of data protection guaranteed within the EU is not under-
mined when data are transferred to third countries or international organizations and pro-
cessed there. The transfer regime also extends to onward transfers from such third countries,

subjecting them to equivalent safeguards.14s

A data transfer to third countries is only lawful if the recipient country either ensures an “ade-

quate” level of data protection or if appropriate safeguards are in place.

145 Article 44 GDPR and Recital 101 GDPR.
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4.2.1. Adequacy decision under Article 45 GDPR
The European Commission can recognize a country’s adequate level of data protection by
adopting an adequacy decision based on Article 45 GDPR. Such a decision is adopted following
an assessment by the European Commission, an advisory opinion by the EDPB and formal en-
dorsement by representatives of Member States.146 All countries that are currently recognized
as providing an adequate level of data protection are published in the Official Journal of the
European Union and listed on the European Commission’s website. China is not among those
countries.1#” Adequacy decisions are granted based on factors such as legal order, a governing
legal framework, access by public authorities to personal data, effective enforcement
measures, independent supervisory authorities and international commitment to data protec-

tion frameworks. They are evaluated periodically at a minimum interval of four years.148

The consequences of such an adequacy decision are that personal data can be transmitted from
the European Union and European Economic Area (EEA), including the EEA EFTA States Nor-
way, Liechtenstein and Iceland, to the designated third country without the need of additional
safeguards. Essentially, data transfers to those countries are treated equivalently to intra-EEA

data transfers.149

For outbound data transfers to a third country for which no adequacy decision under Article
45(3) GDPR exists, data may be transferred only if sufficient safeguards are in place. Addition-
ally, individuals must be granted enforceable rights along with access to effective judicial rem-

edy in the recipient country.150

The safeguards for international data transfers are listed under Article 46(2) GDPR. The sec-
tion provides detailed information on the transfer mechanisms under GDPR, most relevant for

international research.

4.2.2. Standard Contractual Clauses and Transfer Impact Assessment
Under Article 46(2)(c) GDPR the European Commission can establish standard contractual
clauses (EU-SCCs) through the procedure defined in Article 93(2) GDPR. These clauses are rec-
ognized as a valid transfer mechanism for ensuring adequate data protection when transfer-
ring personal data to countries outside the EEA. According to a survey conducted by [APP & EY

in 2019, EU-SCCs are the most commonly used method of data export from the EU, with 88%

146 European Commission, Adequacy decisions, https://commission.europa.eu/law/law-topic/data-protection/international-di-
mension-data-protection/adequacy-decisions_en (accessed 01.02.2026).
147 [bid.
148 Article 45 (2) and (3) GDPR.
149 European Commission, Adequacy decisions, https://commission.europa.eu/law/law-topic/data-protection/international-di-
mension-data-protection/adequacy-decisions_en (accessed 01.02.2026).
150 Article 46 (1) GDPR.
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of survey-respondents stating that they utilize EU-SCC as a mechanism for outbound data

transfers, followed by the - then still valid — Privacy Shield with 60%.151

In order for the EU-SCCs to be considered appropriate for safeguarding outbound data trans-
fers, they need to be agreed upon between the data exporter located in the Union and the data
importer located in a third country. The content of the EU-SCCs cannot be adapted, besides
choosing the relevant modules and options offered, completing placeholders and Annexes or
including further safeguards. If the parties wish to modify the core text, they must seek ap-
proval from the competent data protection authority for such “ad hoc clauses" pursuant to Ar-

ticle 46(3)(a) GDPR.152

While the EU-SCCs remain a valid transfer mechanism for data transfers to any countries lack-
ing an adequacy decision, stricter transfer conditions apply since the Schrems II ruling and
relying on EU-SCCs alone is no longer sufficient.153 Data exporters must assess via a Transfer
Impact Assessment (TIA) on a case-by-case basis whether the legal system in the recipient
country offers a level of protection that is substantially equivalent to GDPR standards. The as-
sessment shall include whether public authorities, such as intelligence services, have access to
the transferred data and whether such access is limited and subject to judicial oversight. Any
specific aspects of the transfer should be considered. This ranges from the data flow structure,
parties to the processing activities, planned cross-border flows, nature of the recipient and the
intended use of the personal data.154 If the assessment shows that EU-SCCs alone cannot guar-
antee an adequate level of protection, additional safeguards must be put in place. These range
from technical (e.g. encryption), contractual (e.g. transparency obligations towards the data
exporter) or organizational (e.g. internal policies) as outlined in the EDPB’s Recommendations
01/2020. The EDPB Recommendations further stress the importance of documenting this pro-
cess carefully and reviewing it regularly. 155 There are several practical guidelines and recom-
mendations on the TIA assessment publicly available.156 The data transfer must be stopped or
omitted in case no suitable measures are available. This shall ensure that the level of protection

required under GDPR is maintained, even when data leaves the sphere of the EEA.157

151 IAPP-EY, Annual Privacy Governance Report 2019 https://assets.contentstack.io/v3/as-
sets/bltd4dd5b2d705252bc/blt4eeb51e4cacccc06/Governance_Report_2019.pdf (accessed 07.02.2026), 77.

152 European Commission, New Standard Contractual Clauses - Questions and Answers overview, https://commission.eu-
ropa.eu/law/law-topic/data-protection/international-dimension-data-protection/new-standard-contractual-clauses-questions-
and-answers-overview_en (accessed 01.02.2026).

153 According to German Data Protection Conference (Datenschutzkonferenz) the new SCCs and TIA stem from case law of the EC]
(See Durmus, Praktische Durchfiihrung von Transfer Impact Assessments (TIA), Datenschutz-Berater 2023, 48).

154 Golland, Anforderungen an Transfer Impact Assessments bei Datentransfers in unsichere Drittlander, Datenschutz-Berater
2021, 229.

155 EDPB, Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU level of pro-
tection of personal data, Version 2.0, adopted on 18.06.2021.

156 See Durmus, DSB 2023, 48.

157 EDPB, Recommendations 01/2020, 2021, 4 and 8.
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The Commission adopted two new versions of the EU-SCCs on 4 June 2021, merely a year after
the CJEU deemed relying solely on the existing EU-SCCs to be not sufficient for securing data
transfers to third countries.!58 Besides offering EU-SCCs for governing intra-EU controller and
processor relationships for meeting Article 28(3) GDPR requirements, new EU-SCCs according
to Article 46(2)(c) GDPR following the Article 93(2) GDPR procedure have been established.!5?
The new set of clauses must be used from 27 June 2021 onwards. For existing data transfers

the transition period for establishing the new set of clauses has ended on 26 December 2022.160

The 2021 EU-SCCs are structured in a modular manner. Depending on the roles of the exporter
(party located in the EEA) and the importer (party located outside the EEA) four different
transfer constellations can be covered: (1) module 1: controller-to-controller constellation; (2)
module 2: controller-to-processor constellation; (3) module 3: processor-to-(sub-)processor

constellation and; (4) module 4: processor-to-controller constellation.161

4.2.3. Alternative data transfer safeguards
In addition to EU-SCCs, data transfers to third countries lacking an adequacy decision may be
based on safeguards provided for in Article 46 GDPR.162 In its FAQs on the Schrems II judge-
ment, the EDPB clarifies that the CJEU’s standard for assessing an essentially equivalent level
of data protection applies not only to transfers based on EU-SCCs, but to all transfer mecha-
nisms under Chapter V GDPR.163 By contrast, a TIA is not required where a data transfer is
based on derogations set out in Article 49 GDPR for specific transfer situations.¢4 Such dero-

gations must, however, be interpreted restrictively and assessed on a case-by-case basis.165

Alternative data transfer mechanisms, namely Binding Corporate Rules, codes of conduct and
certifications, approved ad-hoc contract clauses and derogations for specific situations, are set

out in the following sections.

158 Reuter/Voigt, Die neuen EU-Standardvertragsklauseln - Best Practice, DSB 2022, 309.
159 European Commission, New Standard Contractual Clauses - Questions and Answers overview European Commission.
160 Reuter/Voigt, DSB 2022, 309.
161 bid, 309.
162 Article 46 GDPR.
163 EDPB, Frequently Asked Questions on the judgment of the Court of Justice of the European Union in Case C-311/18 - Data
Protection Commissioner v Facebook Ireland Ltd and Maximillian Schrems, adopted on 23.07.2020, point 2.
164 CNIL, Transfer Impact Assessment (TIA): the CNIL publishes the final version of its guide, published on 09.07.2025,
https://www.cnil.fr/en/transfer-impact-assessment-tia-cnil-publishes-final-version-its-guide (accessed 01.02.2026).
165 EDPB, Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679, adopted on 25.05.2018, 2; EDPB, Statement
on the Court of Justice of the European Union Judgment in Case C-311/18 - Data Protection Commissioner v Facebook Ireland and
Maximillian Schrems, published 17.07.2020, https://www.edpb.europa.eu/news/news/2020/statement-court-justice-european-
union-judgment-case-c-31118-data-protection_en (accessed 01.02.2026).
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4.2.3.1. Binding Corporate Rules
Pursuant to Article 47 GDPR, Binding Corporate Rules (BCR) may be used to govern interna-
tional data transfers within a group of undertakingséé or enterprises engaged in joint commer-
cial activities. The BCRs require prior approval by the competent supervisory authority follow-

ing the consistency mechanism laid down in Article 63 GDPR.

However, they may be relied upon only after a TIA has been conducted, as BCRs are legally
binding solely on the participating entities and their employees. Public authorities, including
security agencies, cannot be bound by BCRs, as they are not parties to the internal rules.167 To
be approved, BCRs must meet several requirements outlined in Article 47 GDPR, ranging from
detailed explanations on the nature of the data transfers, to reflecting the key GDPR princi-
plesté® and addressing onward data transfers to recipient outside of the BCR framework. For
BCRs to be relied upon, they must guarantee enforceable rights to data subjects, including the

right to lodge complaints and seek compensation.

The EU-based group entity must accept liability for breaches committed by non-EU entities
unless it can demonstrate that it was not responsible for the event, giving rise to the damage.16°
A mandatory component of the BCR consists of procedures for complaint handling, internal
audits, training and cooperation with supervisory authorities. The parties to the BCRs must
ensure their staff who have regular access to personal data receive appropriate and ongoing
training. One key element of BCRs is the duty to inform the supervisory authority where a legal
obligation in a recipient country would seriously undermine the safeguards provided for in the
BCR.170 This includes requests by public authorities, such as security or law enforcement agen-
cies, to disclose personal data including situations arising under foreign surveillance legisla-

tion.171

4.2.3.2. Approved Codes of Conduct and Certification Mechanisms
Approved Codes of Conduct (CoCs) pursuant to Article 40 GDPR, as well as approved certifica-
tion mechanisms under Article 42 GDPR, may serve as appropriate safeguards for transfers of
personal data to third countries within the meaning of Article 46(2)(e) and (f) GDPR.172 In both
cases, they may only be used if the data importer assumes binding and enforceable obliga-

tions.173

166 Recital 37 GDPR.

167 CJEU C-311/18, ECLI:EU:C:2020:559, Schrems II, para. 125.

168 Article 5-11 GDPR.

169 Article 82(3) GDPR.

170 Article 47 GDPR.

171 Gabauer/Holler, Dateniibermittlung in die USA: Auswege aus dem digitalen Lock-down?, Dako 2020, 80.
172 Article 40 (3) GDPR; Article 42 (2) GDPR.

173 Gabauer/Héller, Dako 2020, 80.
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In the context of preclinical research, Codes of Conduct may constitute a practical and compli-
ant instrument for safeguarding the transfer of research data to entities located outside the
EEA. In particular, several sector-specific CoC addressing the processing and transfer of genetic
and health data, including for secondary research purposes, are currently under develop-

ment.174

At EU level, the European CRO Federation’s GDPR Code of Conduct for Service Providers in

Clinical Research has been approved pursuant to Article 40 and 41 GDPR.175

In addition, several national supervisory authorities have approved domestic CoCs under Arti-
cle 40 and 41 GDPR, primarily addressing sector-specific data processing activities within their

respective jurisdictions:

e Italy: Veneto Region - Code of conduct for the use of health data for educational purposes
and scientific publication17é

e Poland: Code of Conduct for the Healthcare Sector!’” as well as the Code of Conduct con-
cerning the Protection of Personal Data Processed in Small Medical Facilities!78

e Spain: Spanish Code of Conduct of the Pharmacy Sector for clinical trials and pharmacovig-

ilancel79

Matar et al. (2022)189 proposed a CoC designed to facilitate international genetic data sharing,

in their article published in Developing World Bioethics.

4.2.3.3. Approved ad hoc contract clauses
Data transfers to third countries can also be permitted through individually negotiated con-
tracts, provided these are approved by the competent supervisory authority subject to Article

46(3) GDPR. Unlike EU-SCCs, those ad hoc clauses are tailored to the specific circumstances

174 The Innovative Medicines Initiative (IMI) Code of Practice on Secondary Use of Medical Data in Scientific Research Projects was
established prior to GDPR under the Data Protection Directive (See Innovative Health Initiative, Code of Practice on Secondary Use
of Medical Data in Scientific Research Projects, published 27.04.2014, https://www.ihi.europa.eu/sites/default/files/up-
loads/documents/reference-documents/CodeofPractice_SecondaryUseDRAFT.pdf (accessed 01.02.2026)); Currently the “Bi-
obanking and Biomolecular Resources Research Infrastructure - European Research Infrastructure Consortium” (BBMRI-ERIC)
is working on establishing a "Code of Conduct for Health Research” (See BBMRI-ERIC, A Code of Conduct for Health Research,
https://code-of-conduct-for-health-research.eu/ (accessed 20.12.2025).
175 European CRO Federation, GDPR Code of Conduct, https://eucrof.eu/gdpr-code-of-conduct/ (accessed 01.02.2026); The code
is not publicly available, but can requested using the link on the European CRO Federation’s website: https://eucrof.eu/gdpr-code-
of-conduct/.
176 Garante per la protezione dei dati personali, Regione Veneto - Codice di condotta per I'utilizzo di dati sulla salute a fini didattici
e di pubblicazione scientifica, published 14.01.2021, https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-dis-
play/docweb/9535402 (accessed 01.02.2026).
177 Okregowa Izba Lekarska w Szczecinie, KODEKS POSTEPOWANIA DLA SEKTORA OCHRONY ZDROWIA, issued 23.11.2020,
https://www.oil.szczecin.pl/upload/files/KODEKS%20POSTEPOWANIA%20DLA%20SEKTORA%200CHRONY%20ZDROWIA.p
df (accessed 01.02.2026).
178 Urzad Ochrony Danych Osobowych, The first Polish code of conduct compliant with the GDPR approved,
https://uodo.gov.pl/en/553/1325 (accessed 01.02.2026).
179Agencia Espafiola de Proteccién de Datos, Codigo de Conducta regulador del tratamiento de datos personales, published Febru-
ary 2022, https://www.aepd.es/documento/codigo-conducta-farmaindustria-cc-0007-2019.pdf (accessed 01.02.2026).
180 Matar et al., A proposal for an international Code of Conduct for data sharing in genomics, Developing World Bioethics 2022,
344-357; this CoC proposal has been funded by the SIENNA project, part of the EU’s Horizon 2020 program.
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and individually agreed upon by the parties involved.!8! Approvals can be refused if the clauses
are not sufficiently governing the transfer.182 Due to the lengthy approval process and the po-
tential of refusal of such an approval, relying on individual ad hoc clauses may entail significant

practical uncertainty.

4.2.3.4. Derogations for specific situations
When neither an adequacy decision, nor any of the other appropriate safeguards as set out in
Article 46 GDPR are available, a transfer to a third country may be carried out under one of the
exemptions for specific scenarios provided for in Article 49 GDPR. The derogations are de-
signed for very specific and limited circumstances (hence “specific situations”) and must be
interpreted narrowly. One option is the explicit consent of the data subject that must include
transparent information on the potential risks arising from the transfer due to the lack of an

adequacy decision or any of the safeguards.183

A second option is provided in Article 49(1)(b) and (c) GDPR, which permit a transfer when it
is necessary for the performance of a contract, including pre-contractual steps, between the
data subject and the controller, or when it is necessary for the conclusion or performance of a
contract between the controller and a third party undertaken for the benefit of the data sub-
ject.184 Relying on these derogations is permissible only if the transfer is occasional and genu-

inely necessary for the performance of the relevant contract or pre-contractual steps.185

Other permissible legal grounds for outbound data transfers are compelling public interests
stipulated in Union or Member State legislation (Article 49(1)(d) GDPR), legal claims (Article
49(1)(e) GDPR, vital interests (Article 49(1)(f) GDPR and limited public registers (Article
49(1)(g) GDPR).

Finally, transfers are allowed based on necessity and compelling legitimate interests of the
controller which must be balanced against the data subjects’ interests. This derogation only
applies where the transfer is occasional, affects a small number of individuals and additional
safeguards are put in place. Additionally, the supervisory authority has to be informed, and the
controller must provide the data subject in addition to the information required under Article
13 and 14 GDPR with transparency on the transfer as well as on the specific legitimate inter-

ests.186

181 Knyrim/Gerhalter in: Knyrim (Ed.) DatKomm Art 46 DSGVO (2023), para. 70.
182 Gabauer/ Héller, Dako 2020, 80.

183 Article 49 (1)(a) GDPR.

184 Article 49 (1)(b) and (c) GDPR.

185 Recital 111 GDPR; EDPB, Guidelines 2/2018, 2018, 5.

186 Article 49 (1) subpara. 2-4 GDPR.
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4.2.4. EU data transfer decision tree
The following decision tree summarizes the stepwise approach for lawful international data
transfers under the GDPR and provides the reader with a concise overview of key transfer con-

siderations.

Is there an adequacy decision for the
recipient country (Art 45 GDPR)?

No

Can appropriate safeguards be

implemented (Art 46 GDPR)? No further transfer mechanisms
« Standard Contractual Clauses required. Regular monitoring if adequacy
« Binding Corporate Rules decision is still valid.

« Approved Codes of Conduct

+ Certification Mechanisms

Are data subject rights enforceable and
are effective legal remedies available?

Yesl
No
Conduct a Transfer Impact Assessment sad . der Art 49 GOPR
(TIA) per EDPB Recommendations s a derogation under

01/2020. applicable?
In case of gaps, implement

technical/contractual/organizational
measures. No

‘ Yes

Does the TIA reveal risks that cannot be
mitigated by technical/contractual/ Transfer only for specific,
organizational measures? occasional cases.

Yesl
No

Is a derogation under Art 49 GDPR
applicable?

Data transfer is not permitted.

Proceed with transfer.

Transfer only for specific,

. Suspend/stop transfer.
occasional cases.

Figure 1: Decision Tree for EU Data Transfers

4.2.5. Joint Controller Agreement (JCA)
Regardless of any data transfers, the GDPR mandates in Article 26 GDPR the conclusion of a
Joint Controller Agreement (JCA), in case multiple parties jointly decide on the aims and meth-
ods of processing personal data. In such a case the parties are considered Joint Controllers.187

Practical implications related to the JCA are analyzed in Chapter 5.

Under Article 26(3) GDPR, read in conjunction with Article 82(4) GDPR, joint controllers are
subject to joint and several liability where a GDPR breach causes damage, subject to exemption
from liability if one controller can demonstrate that it is not in any way responsible for the

event giving rise to the damage.188 Conversely, where one party strictly follows the docu-

187 Article 26 GDPR.
188 Article 82(4) GDPR.
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mented instructions of another and does not influence the purpose or essential means, a con-
troller-processor constellation is indicated and should be governed by Article 28 GDPR, rather

than Article 26 GDPR.

The Court of Justice has repeatedly emphasized that joint controllership is a functional concept,
not dependent on formal labels or equal degrees of influence. Even limited, but “decisive influ-
ence on the purposes and means”18 may suffice to qualify an entity as a joint controller.19 Re-
cent case law has also shown that joint controllership may exist for specific phases of a broader
processing chain, while other phases remain outside their joint determination.19! In research
collaborations, role analysis should therefore be granular, e.g. by dataset and processing step,

and documented before any data sharing occurs.

The JCA could potentially reflect internal indemnity and cost-sharing arrangements consistent
with Article 82 GDPR and clarify procedures for handling complaints (Article 77-79 GDPR),

supervisory authority investigations (Article 58 GDPR) and fine-related considerations.192

4.3.China’s Cross-Border Data Transfer (CBDT) regime
4.3.1. Key laws and regulations governing CBDT
The PIPL, as well as other laws and regulations, cover legal requirements related to data trans-

fers out of the territory of Mainland China. Those are specifically:

— Personal Information Protection Law (PIPL) in force since 01. November 2021 covers gen-
eral principles for CBDT.

— Measures for the Security Assessment of CBDT in force since 01. September 2022 govern-
ing the security assessment, relevant thresholds and procedures.

— Measures on Contracts for the Export of Personal Information (SC Measures) in force since
01.]June 2023 and establishing Chinese SC, thresholds for filing with the CAC and the formal

procedure related to the Chinese SC.193

189 EDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR, Version 2.1, adopted on 20.07.2021, para.
30.

190 CJEU C-604/22, ECLI:EU:C:2024:214, IAB Europe, para. 58-59.

191 CJEU C-604/22, ECLI:EU:C:2024:214, IAB Europe, para. 71.

192 Article 58 GDPR, Article 77-83 GDPR; EDPB, Guidelines 04/2022 on the calculation of administrative fines under the GDPR,
Version 2.1, adopted on 24.05.2023.

193 Measures on Standard Contracts for the Export of Personal Information (SC Measures), issued 03.02.2023, original:
https://www.cac.gov.cn/2023-02/24/c_1678884830036813.htm, English translation: https://www.chinalawtrans-
late.com/en/personal-information-export-contract/ (accessed 01.02.2026).

34



— Provisions on Promoting and Regulating the Cross-Border Flow of Data, in force since 22
March 2024, govern the data export oversight and exemptions from transfer re-
strictions.194

— Free-Trade Zone’s CBDT Rule issued on 30. August 2024 (Beijing FTZ Data Outbound Neg-
ative List) and 08. February 2025 (Shanghai FTZ Data Export Negative List) implementing
sandbox areas for further simplification of CBDT requirements via elevated thresholds for

specific industries, such as the pharmaceutical industry.195

The PIPL has introduced strict rules governing the cross-border transfer of personal data. If
personal data are intended to be transferred out of China, one of four transfer mechanisms

must be used:

(1) passing a Security Assessment organized by the State Cyberspace Administration of
China (CAC) (Article 38(1) and in accordance with Article 40 PIPL);

(2) concluding a Standard Contract for Cross-border Transfer of Personal Information with
the data importer, using the template provided by the CAC1%;

(3) obtaining certification from an institution accredited by the CAC97; or

(4) relying on other transfer mechanisms as provided by applicable laws or regulations or

as determined by the CAC.198

Requirements and thresholds for the different transfer mechanisms are regulated in various
administrative regulations such as the Critical Information Infrastructure Security Protection
Regulations!%9, the Measures for the Security Assessment of Data Exports200, the Provisions on
Promoting and Regulating Cross-border Data Flows?201, as well as the Measures on Standard

Contracts for the Export of Personal Information (SC Measures)202.203

194 Provisions on Promoting and Regulating the Cross-Border Data Flows, issued 22.03.2023, original:
https://www.cac.gov.cn/2024-03/22/c_1712776611775634.htm, English translation: https://www.chinalawtrans-
late.com/en/Provisions-on-Promoting-and-Regulating-the-Cross--Border-Flow-of-Data/.
195 Beijing FTZ Data Outbound Negative List, issued 30.08.2024, original: https://www.bei-
jing.gov.cn/zhengce/zhengcefagui/202409/t20240902_3787646.html, no English translation available, English summary:
https://english.beijing.gov.cn/investinginbeijing/two_zones/updates/202409/t20240914_3891329.html (accessed
01.02.2026); Shanghai FTZ Data Export Negative List.
196 Standard Contract for Cross-border Transfer of Personal Information, https://www.glo.com.cn/UpLoad-
File/Files/2023/3/1/11535343a7a943e1-f.pdf (accessed 01.02.2026).
197 The certification seems to be intended to facilitate data transfers within a group of companies, similarly to Binding Corporate
Rules under GDPR; See Kennedy, Law, Computer Law & Security Review 2023, 1.
198 Article 38 PIPL.
199 Regulations on Critical Information Infrastructure Security Protections.
200 Measures for the Security Assessment of Data Exports.
201 Provisions on Promoting and Regulating the Cross-Border Flow of Data, issued 22.03.2024, original:
https://www.cac.gov.cn/2024-03/22/c_1712776611775634.htm, English translation: https://www.chinalawtrans-
late.com/en/Provisions-on-Promoting-and-Regulating-the-Cross--Border-Flow-of-Data/ (accessed 01.02.2026).
202 Measures on Standard Contracts for the Export of Personal Information (SC Measures), issued 03.02.2023, original:
https://www.cac.gov.cn/2023-02/24/c_1678884830036813.htm, English translation: https://www.chinalawtrans-
late.com/en/personal-information-export-contract/ (accessed 01.02.2026).
203 See Wang/Du, in: Compagnucci/Fenwick (eds.), International Transfers of Health Data, Perspectives in Law, Business and Inno-
vation, Springer 2025, 190-209.
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When personal data are shared with a foreign data recipient, the data controller must addition-
ally acquire separate, purpose-specific consent of the affected individuals and must inform
them about particular aspects of the data processing. The information must include the name
as well as contact details of the foreign recipient, purpose and methodology of processing, af-
fected data categories and the procedures by which they can exercise their rights under the

PIPL vis-a-vis the foreign recipient.204

4.3.2. Security evaluation approval by the CAC
In 2024, the Cyberspace Administration of China (CAC) adopted the Provisions on Promoting
and Regulating the Cross-Border Flow of Data (CBDF Provisions), which clarify the circum-
stances under which Chinese parties must rely on a CAC-organized security assessment for
cross-border data transfers in accordance with Article 40 PIPL.205 Any Critical Information In-
frastructure Operator (CI10)2% transferring personal information or critical data abroad must
seek prior security evaluation approval. Critical Data, also known as Core Data, includes infor-
mation that, if compromised, could pose risks to national security, public safety, economic sta-
bility or social order.207 Additionally, where a non-CIIO data controller transfers either critical
data or personal data (not including sensitive data) relating to more than 1 million individuals

or sensitive data of more than 10.000 individuals, such an approval is also required.208

Before data controllers apply for a security assessment, they must conduct a self-assessment
to identify and assess potential threats that may arise in the context of cross-border data trans-

fer.209

The Q&A on Data Cross-Border Security Management Policies issued by the CAC clarifies that
“General Data”, information that is neither personal data nor classified as Important or Core

Data, may be transferred internationally without additional regulatory procedures. The Q&A

204 Article 39 PIPL.

205 Provisions on Promoting and Regulating the Cross-Border Flow of Data; Wang/Du, in: Compagnucci/Fenwick (eds.), Interna-
tional Transfers of Health Data, Perspectives in Law, Business and Innovation, Springer 2025, 190-191.

206 “Critical Information Infrastructure” is defined in Article 2 Regulations on Critical Information Infrastructure Security Protec-
tions and covers key network infrastructure and information systems across vital sectors such as telecommunication, energy,
finance, transportation, public services and national defense (see Wang/Du, in: Compagnucci/Fenwick (eds.), International Trans-
fers of Health Data, Perspectives in Law, Business and Innovation, Springer 2025, 208-209).

207 Definitions are stated in Data Security Technology - Rules for Data Classification and Grading (GB/T 43697-2024); see
Wang/Du, in: Compagnucci/Fenwick (eds.), International Transfers of Health Data, Perspectives in Law, Business and Innovation,
Springer 2025, 191-192.

208 Article 7 of the Provisions on Promoting and Regulating Cross-border Data Flows; See Wang/Du, in: Compagnucci/Fenwick
(eds.), International Transfers of Health Data, Perspectives in Law, Business and Innovation, Springer 2025, 208-209

209 [bid; Article 5 Measures for the Security Assessment of Data Exports.
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also introduces practical reliefs. Corporate groups are permitted to submit consolidated appli-
cations. Additionally, the validity of approved security assessments can be extended from 2 to

3 years under certain conditions.210

4.3.3. Chinese Standard Contract
On 24 February 2023 the CAC has issued the long-anticipated Measures on Standard Contracts
for the Export of Personal Information (SC Measures), including the template for the Chinese
Standard Contract.2!! The controllers that base their transfers on the Standard Contract are
required to review their transfer processes within the transition period in order to fulfill the
obligations under the PIPL and the SC Measures. Kennedy (2023)212 argues that she expects the

Standard Contract to be the most relevant transfer mechanisms moving forward.

The SC Measures clarify that the Standard Contract may be used only where all of the following
conditions are met: (i) the data controller is not classified as a CIIO; (ii) it processes personal
data relating to fewer than 1 million individuals in total; and (iii) since 1 January of the preced-
ing year, it has transferred personal data relating to fewer than 100.000 data subjects or sen-

sitive data relating to fewer than 10.000 individuals.

Additionally, there might be scenarios where laws and regulations specifically require utiliza-
tion of other transfer mechanisms. Segmenting data transfers into smaller batches in order to
bypass the mandatory security assessment is prohibited under Article 3 SC Measures, but it is

unclear under which exact conditions such a segmentation would be considered illegitimate.?!3

The Standard Contract specifies that separate consent must be obtained for any outbound
transfer of personal data. For data subjects under the age of 14, parents or legal guardians can
consent on behalf of the minor.214 Additionally controllers are also required to inform individ-
uals of their third-party beneficiary rights, which become effective if the data subject does not

object within 30 days.215

The Chinese data controller must further ensure and take reasonable steps to confirm that the

foreign data importer implements adequate data protection measures. The Standard Contract

210 Question 1, 8 and 9 Q&A on Data Export Security Management Policies, issued 09.04.2025, original:
https://www.cac.gov.cn/2025-04/09/c_1745906286623776.htm (accessed 01.02.2026), English translation available in Appen-
dix 3; Huld, China Clarifies Cross-Border Data Transfer Rules: Key Takeaways from Official Q&A (I), China Briefing,
https://www.china-briefing.com/news/china-clarifies-cross-border-data-transfer-rules-official-qa/ (accessed 05.10.2025).
211 The SC Measures are in effect since 1 June 2023, including a 6-month long grace period, for any transfers established prior to 1
June 2023; Article 13 SC Measures; Standard Contract for Cross-border Transfer of Personal Information (See Kennedy, Law, Com-
puter Law & Security Review 2023, 2).
212 Ibid, 1.
213 Kennedy, Law, Computer Law & Security Review 2023, 1.
214 Article 2(3) Standard Contract.
215 Article 5 SC Measures; Article 2(4) Standard Contract.
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specifically mentions TOMS, such as encryption, anonymization, de-identification and access

control measures.

The Standard Contract must be used without modifications unless this is explicitly permitted
by the CAC. Supplementary clauses might be added only in case they do not contradict the core
provisions of the Standard Clauses.216 This means that companies that already have existing
contracts in place, such as Data Processing Agreements or Intercompany Data Transfer Agree-
ments, must revise those in order to ensure alignment with the updated regulatory frame-

work.217

The controller has to submit the Standard Contract, as well as the mandatory Personal Infor-
mation Protection Impact Assessment (PIPIA), to the respective authorities within 10 working
days after the Standard Contract has become effective.218 The authority does not formally ap-
prove the documents, as the data controller is liable for the accuracy of the filed records.21? In
case of any changes to the processing activity and data transfer affecting core aspects, the
Standard Contract as well as the PIPIA has to be redone and filed with the regulatory authority
again. Core aspects in this regard are considered the purpose, scope, sensitivity or retention of
the exported personal data, significant adaptations to the legal framework of the importing
country affecting the data subjects’ rights or any other developments affecting data protection

rights.220

Concluding the Standard Contract obligates the foreign data importer to (i) implement TOMs
(encryption, access controls, de-identification), (ii) assist the exporter in fulfilling data subject
rights, (iii) notify the exporter of government access requests or conflicting laws and (iv) being

subject to Chinese supervisory oversight where applicable.221

4.3.4. Certification by accredited institutions
Certifications by accredited institutions, as established under Article 38 PIPL, offer an alterna-
tive mechanism for legitimizing the transfer of personal information outside of China. The “Im-
plementation Rules for Personal Information Protection Certification” define standards for ob-
taining certifications. A controller aiming at acquiring a certification for cross-border data han-
dling must comply with the requirements established via the “Security Certification Specifica-
tions on Cross-Border Processing of Personal Information v2.0” (TC260 Guidelines).222 The

TC260 Guidelines demand joint legal accountability, regular compliance audits, openness to

216 Article 6, SC Measures; Article 9(1) Standard Contract.

217 Kennedy, Law, Computer Law & Security Review 2023, 2.

218 |bid, 2-3; The PIPIA is discussed in Section 4.3.5.

219 |bid 2; Article 8 SC Measures.

220 Kennedy, Computer Law & Security Review 2023, 2.

221 See SC Measures; Article 2-9 Standard Contract.

222 See Guo/Li, Cross-border data flow in China: Shifting from restriction to relaxation? Computer Law & Security Review 2025, 6.
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regulatory supervision, respect for individuals’ rights and documentation of all cross-border
data activities.223 While certification can streamline compliance for routine operational data,
it does not replace sector-specific approvals and export controls for genetic material and de-
rived information, which remain subject to HGR Regulations and mandatory Chinese partner

involvement.224

4.3.5. Personal Information Protection Impact Assessment (PIPIA)
The Chinese legislation mandates conducting a Personal Information Protection Impact As-
sessment (PIPIA) in certain circumstances. When personal data are transferred abroad and
based on a security review organized by the CAC, a certificate by an accredited institute or on
a Standard Contract, a PIPIA is mandated.22> This assessment has to be documented and rec-

ords are stored for at least three years.226

The PIPIA must include an assessment of various key aspects ranging from assessing the law-
fulness, necessity and proportionality of the processing purpose, to the nature, volume and
sensitivity of the data and associated risks to the affected individuals. Further, the data import-
ers capacity to fulfill data protection obligations through adequate TOMs, the potential for data
being compromised and the availability and mechanisms to uphold data subjects’ rights, the
influence of the foreign jurisdiction’s legal framework on contract enforceability and any addi-

tional elements that may affect data security must be considered for the assessment.227

The essence of the PIPIA slightly differs depending on the transfer mechanisms utilized and is

regulated in the respective Implementing Rules.228

223 Article 5.1(j), Article 5.2.2(e), Article 6.1(d), article 6.1(f), Article 6.2(f) TC260 Guidelines cited by Mok, Secretariat of the Na-

tional Information Security Standardization Technical Committee, Cybersecurity Standard Practice Guidelines: Specifications for

the Security Certification of Cross-Border Personal Information Processing Activities V2.0 (Draft for Comments), China Law &

Practice 2022, https://www.proquest.com/docview/2737578271?parentSessionld=eLb%2BAjU0%2FbVCdzAc5ykU15ron-

haMRn1PZ%2Bs4a%2F1Bol0%3D&pq-origsite=primo&accountid=14682&sourcetype=Trade%?20]Journals (accessed

01.02.2026).

224 Article 7 CAC Provisions; Article 21-22 HGR Regulation; Chen/Li, Human Genetics 2025, 3-4; Wang/Du, in: Compagnucci/Fen-

wick (eds.), International Transfers of Health Data, Springer 2025, 192-193.

225 A PIPIA is mandatory if sensitive personal data is processed, data is used for making automated decisions, data processing is

delegated, data is shared or disclosed or transferred abroad or in any other processing circumstances that significantly affect data

subjects’ rights and freedoms. (Article 55 PIPL; see Huld, How to Conduct a Personal Information Protection Impact Assessment

in China, https://www.china-briefing.com/news/how-to-conduct-a-personal-data-impact-assessment-in-china/ (accessed

03.01.2026).

226 Article 2(5), 2(7) and 2(8)(iii) Standard Contract.

227 Article 56 PIPL; Kennedy, Law, Computer Law & Security Review 2023, 2; Article 7 SC Measures.

228 See for example Article 5 SC Measures; Huld, How to Conduct a Personal Information Protection Impact Assessment in China,

https://www.china-briefing.com/news/how-to-conduct-a-personal-data-impact-assessment-in-china/ (accessed 03.01.2026).
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4.3.6. Other legal bases, recent regulatory clarifications and Free Trade Zones
Beyond the main mechanisms for cross-border data transfers, Article 38(4) PIPL provides that
transfers may also rely on “other conditions required by law, administrative regulations or the

CAC" 229

The CBDF Provisions introduce several exemptions and administrative simplifications. General
Data - that is, data which is neither personal nor classified as Important or Core Data - may
now be transferred internationally with fewer formalities when processed in contexts such as
academic collaborations, marketing or production and manufacturing.230 Data that benefits
from these relaxed requirements includes, for example, CDX model data, as such xenograft
models are typically generated from established commercial or public cell lines and do not
contain donor-related information. 231 Data not initially generated or collected in China can also

be transferred without outbound data transfer restrictions.232

The CAC’s Q&A on Data Export Security Management Policies issued in April 2025 further clar-
ifies that consolidated applications are permitted for multinational corporate groups.233 These
clarifications reduce administrative burden for large research consortia or pharmaceutical
companies with China-based entities collaborating internationally. Further, the Q&A states
that the validity of approved security assessments can be extended under specific circum-
stances from 2 to 3 years,23* providing greater stability and predictability for long-term re-

search collaborations that involve cross-border flow of data.

In addition, the regulatory framework now grants Free Trade Zones (FTZs) a unique role in
facilitating cross-border data flows. FTZs may establish their own negative lists identifying

data categories that trigger compliance procedures for export.

Personal data that is not included on those lists may generally be transferred internationally
subject to reduced regulatory requirements. This approach, clarified in the CAC’s 2025 Q&A,
shall harmonize and streamline data export requirements across different FTZs, reducing re-
dundant compliance efforts for research and business data that is not classified as personal or
important. As more FTZs publish and implement negative lists, covering a growing range of

sectors, research institutions and companies operating within these zones benefit from a more

229 Article 38(4) PIPL; Guo/Li, Computer Law & Security Review 2025, 5.

230 Article 3 CBDF Provisions; Guo/Li, Computer Law & Security Review 2025, 5.

231 Das/Das in: Pathak/Banerjee/Bisgin (eds.), Handbook of Animal Models and its Uses in Cancer Research, 503-504; Covington,
China’s NHC Issues Updated Guidelines on Human Genetic Resources Management, https://www.coving-
tonblogs.com/2025/04/18/chinas-nhc-issues-updated-guidelines-on-human-genetic-resources-management (accessed
01.02.2026).

232 Article 4 CDBF Provisions; Guo/Li, Computer Law & Security Review 2025, 7.

233 See Question 8 Q&A on Data Export Security Management Policies.

234 See Question 9 Q&A on Data Export Security Management Policies.
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predictable and efficient pathway for lawful international data transfers, provided the data

does not fall under restricted categories.235

These changes are intended to reduce redundant compliance burdens and support interna-
tional business operations. However, it is important to note that these exemptions do not apply
to Important Data or CIIO data which remain tightly regulated. The flexibility also does not
override sector-specific requirements for HGR or sensitive health data, which remain subject

to strict approval and compliance obligations. 236

In practice, controllers should carefully segment data flows and document the legal basis for
each transfer, ensuring that any reliance on these alternative transfer mechanisms is sup-

ported by current CAC guidelines and does not conflict with HGR or biosecurity regulations.237

4.3.7. Decision tree for Chinese data export requirements
The following decision tree illustrates the regulatory steps for cross-border data transfers from

Mainland China:

Is Important Data transferred?

N
Is non-personal data exported,
does a scenario-based exception apply or Yes
is the transfer included in the negative list Exempted
of Free-Trade Zone's CBDT rules?
/
Is the data exporter a Critical Information ‘

Infrastructure Operator (CIO)?
Sensitive
Personal Data
=10.000 data ‘ ‘ < 10.000 data

Personal Data
subjects subjects

HRG Data
Additional
approval from or

‘ filing with NHC.

<10.000 data
subjects

z 1 Million data
subjects

=10.000 data
subjects

Chinese SCC
filing or filing or

) certification certification
Security Security
E ted
Assessment xempte Assessment

Figure 2: Decision Tree for China’s Data Export Requirements

Chinese SCC

235 See Question 2 and 3 Q&A on Data Export Security Management Policies; Article 6 Provisions on Promoting and Regulating
Cross-Border Data Flows.
236 See Article 1-5 HGR Regulations and MOST Implementing Rules.
237 See Article 3-6 Measures for the Security Assessment of Data Exports.
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4.4.Cross-border data flow communication mechanism
Recent developments in EU-China data governance have led to the establishment of a formal
Cross-Border Data Flow Communication Mechanism, intended to facilitate dialogue and prac-
tical solutions for international data transfers. In August 2024, the EU and China launched this
mechanism with the aim of addressing regulatory uncertainties and enhancing administrative
coordination for cross-border data flows, particularly in sectors such as research and innova-

tion.238

The mechanism seeks to promote greater transparency and predictability for organizations
engaging in cross-border collaborations. According to the European Commission, it provides a
structured platform for exchanging information on regulatory changes, discussing sector-spe-
cific challenges and clarifying compliance requirements for data transfers between the EU and

China. 239

While the mechanism does not create legally binding obligations or alter existing legal require-
ments, it reflects an effort to support regulatory dialogue and administrative cooperation. In
this sense, the initiative signals a shared interest in balancing data protection objectives with
the practical needs of scientific and economic collaboration, without modifying the underlying

legal framework applicable in either jurisdiction.

4.5. Sector-specific transfer restrictions and collaboration requirements

4.5.1. Collaboration requirements
Chinese law imposes strict collaboration requirements for any research involving Human Ge-
netic Resources. These requirements are sector-specific and an important compliance instru-
ment for any international research partnership. Non-domestic organizations (“Foreign Coop-
erating Parties”)?40 are banned from utilizing Chinese HGR24! except where they cooperate
with a domestic scientific research institute, medical institute or academic institute (“Chinese
Cooperating Party”). 242 Both parties must jointly apply for approval with the NHC and must
indicate the methods used to lawfully acquire HGR.243 In case data are newly derived from HGR

material during the collaboration, no additional filing is needed.24

238 European Commission, EU and China launch Cross-Border Data Flow Communication Mechanism, https://policy.trade.ec.eu-
ropa.eu/news/eu-and-china-launch-cross-border-data-flow-communication-mechanism-2024-08-28_en (accessed 20.12.2025).
239 |bid.

240 This includes institutions founded or governed by such a non-domestic organization or person (Article 21 HGR Regulation).
241 utilizing” includes the collection, preservation and abroad provision of Chinese HGR (Article 21 HGR Regulation).

242 Article 21 HGR Regulation; A “foreign entity” is defined as either being established or being effectively controlled by offshore
parties. Control is hereby defined as holding over 50 percent shares of having decisive influence over strategic decisions, even via
contractual arrangements (See Article 12 MOST Implementing Rules).

243 Article 33 MOST Implementing Rules; Article 22 HGR Regulations.

244 Article 36 MOST Implementing Rules.
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Depending on the circumstances, the collaborations are either formally approved by the NHC
or have to be notified to the regulator. In an effort to simplify regulatory procedures, the NHC
provided exemptions from the approval requirement in the 2025 FAQ document. If the foreign
cooperating party is responsible solely for electronic data capture services, approval or notifi-
cation to the NHC is not needed. Similarly, when a foreign entity sponsors a clinical trial, e.g. by
providing the investigated active ingredient or financial support for the trial, without engaging

in the exchange of research data, the approval and notification can be dismissed.24

A requirement for international research collaboration is that the activity does not impose a
threat to public health and national security or public interests in China, and the HGR used are
sourced through legitimate channels. In addition, each party must obtain ethics review ap-

proval in accordance with the requirements applicable in its respective country or region.24é

Additionally, it is mandated that any information, data and records created from Chinas HGR
must be unrestricted accessible to the Chinese Cooperating Party and a backup copy must be
provided to them. Chinese researchers and institutions must be actively involved throughout
the entire research process.z4” Within six months after the expiration of the authorization, the
Chinese party must continue to provide information to the authority concerning aspects such
as the use and disposal of HGR in China as well as the use, recording and storage of all data

collected during the research collaboration.248

Based on those requirements, it can be argued that they primarily serve to ensure state over-
sight over genetic material and data. This governance model entails extensive access and in-
volvement rights for the Chinese cooperating party, with implications for data protection, in-

tellectual property management and the degree of state influence over research activities.

4.5.2. Sectoral transfer restrictions
China’s regulatory framework for HGR imposes strict sector-specific restrictions that operate
in addition to the general mechanisms. The 2019 HGR Regulation, together with the MOST Im-
plementing Rules?%9, establishes that any transfer of HGR materials or HGR-derived data
abroad requires prior approval or filing with the competent Chinese authority, currently the

National Health Commission (NHC).250

245 Question I1.5, I1.6 and 11.7 FAQ regarding Human Genetic Resource Management; Covington, China’s NHC Issues Updated Guide-
lines on Human Genetic Resources Management, https://www.covingtonblogs.com/2025/04/18/chinas-nhc-issues-updated-
guidelines-on-human-genetic-resources-management (accessed 01.02.2026).
246 Article 22 HGR Regulation.
247 Article 14 MOST Implementing Rules.
248 Article 22 HGR Regulation; Article 35 MOST Implementing Rules.
249 Implementation Rules for the Regulations on the Management of Human Genetic Resources (MOST Implementing Rules), issued
01.06.2023, original: https://www.most.gov.cn/xxgk/xinxifenlei/fdzdgknr/fgzc/bmgz/202306/t20230601_186416.html, Eng-
lish translation: https://www.chinalawtranslate.com/en/Implementation-Rules-for-the-Regulations-on-the-Management-of-Hu-
man-Genetic-Resources/ (accessed 01.02.2026).
250 Chen/Li, Is cross-border transfer of China’s human genetic data an impossible mission? Human Genetics 2025, 3-4.
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Sharing HGR from China abroad is only permissible in the following scenarios:

(i) Open access is granted to the foreign party by the Chinese party that owns the data. A
prerequisite for this constellation is the filing of the collaboration with the NHC by the
Chinese party owning the HGR, as well as the provision of any transferred data as a
backup to the competent authority. In this context, a lawful basis and the necessity for
each proposed activity involving HGR data must be demonstrated. The filings further
include a self-evaluation assessing and documenting the potential risk associated with
the data being disclosed or transferred to the foreign party.25!

(ii) The sharing of HGR data is an aspect of the cross-border research collaboration that

has been officially authorized.252

The NHC is required to conduct a security review in specified circumstances including where
HGR of Important Biological Families are provided abroad, where HGR stem from sensitive
places or where exome or genome sequencing data relating to more than 500 individuals are
shared as well as in other situations that could affect public health, compromise national secu-
rity or undermine the state’s social interests.253 Where HGR additionally meet the definition of
Important Data under Chinese law, a CAC security assessment may be required in parallel, as
set out in the 2024 Provisions.2>* The Q&A on Data Export Security Management Policies con-
firms that the regulatory framework for cross-border transfers is limited to personal infor-
mation and Important Data. For the identification of Important Data in biotechnology and ge-
netics, it refers to Appendix G of the Data Security Technology - Rules for Data Classification

and Grading.255

These requirements apply regardless of whether the data qualify as personal information un-
der the PIPL. Accordingly, compliance with the general cross-border data transfer regime does
not exempt research actors from compliance with HGR-specific controls.256 The scope of these
restrictions is defined broadly, encompassing both the use and cross-border transfer of Human

Genetic Resources.

251 Article 36 MOST Implementing Rules.

252 Article 27 and 28 HGR Regulations.

253 Article 37 MOST Implementing Rules; McKibbin/Shaban, Journal of Law, Medicine & Ethics 2023, 304; “Important genetic fam-
ilies” are defined as blood-related individuals, where hereditary diseases or genetic traits (excluding common conditions such as
diabetes or hypertension) continue over at least three generations within the family (Article 27(1) Implementation Rules; Admin-
istrative Licensing for the Collection of Human Genetic Resources in China Service Guide, original:
https://www.nhc.gov.cn/qjjys/rlyczygl/202503/3b99b808608240878f866e53ce3a8e36/files/1746832742892_58540.pdf,
English translation available in Appendix 2); “HGR of specific regions” describe HGR of populations that lived isolated or in unique
environments over a long period of time and have developed distinct physiological traits or adaptive characteristics (Article 27(2)
Implementation Rules; Administrative Licensing for the Collection of Human Genetic Re-sources in China Service Guide, original:
https://www.nhc.gov.cn/qgjjys/rlyczygl/202503/3b99b808608240878{866e53ce3a8e36/files/1746832742892_58540.pdf,
English translation available in Appendix 2).

254 Article 7 Provisions on Promoting and Regulating the Cross-Border Flow of Data.

255 Question 1 and 5 Q&A on Data Export Security Management Policies.

256 [bid.
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Any export of HGR, whether for collaborative research, commercial use or other purposes, trig-
ger obligations to obtain regulatory approval. Notably, the implementing rules clarify that cer-
tain categories of biomedical data, such as routine clinical records or imaging, are not classified
as HGR information and may be transferred under the general data protection framework, pro-

vided they do not contain or reveal genetic sequence data.z5’

Pilot programs in Chinese Free Trade Zones (FTZs) have introduced industry-specific pilot
measures, including for the biopharmaceutical sector. FTZs such as Shanghai have published
negative lists that specify which categories of data may be exported subject to reduced regula-
tory requirements. However, these pilot measures do not override the core localization re-
quirements for Important Data and their practical impact on preclinical cancer research re-

mains limited and continues to evolve in practice.258

The Biosecurity Law reinforces these controls by framing HGR as a strategic national asset,
subjecting transfers to risk-based scrutiny and, where relevant, security review. This means
that even where general outbound transfer provisions or Free Trade Zone exemptions might
otherwise apply, HGR-related transfers remain highly regulated and require separate han-
dling.25% In practice, this dual-track approach obliges researchers to segment data flows and
ensure that any transfer involving HGR is supported by the necessary approvals and with doc-

umentation of the legal basis for each transfer.260

In summary, the sector-specific transfer restrictions for HGR and related bioscience data in
China create a parallel compliance regime that must be addressed independently of general

data transfer mechanisms.261

4.6. Data sovereignty and data localization requirements
“Data Sovereignty” refers to a regulatory concept under which states assert authority over data
governance through domestic and regulatory frameworks, particularly where data processing
is perceived to implicate national interests, security or public order. The manner in which data
sovereignty is governed is inherently different in China and in the EU.262 While the EU’s regu-

latory framework is fundamentally oriented towards enabling the free movement of data

257 Question 1 and 5 Q&A on Data Export Security Management Policies.
258 Article 6 Provisions on Promoting and Regulating the Cross-Border Flow of Data; International Services Shanghai, New list to
aid outbound data flows, https://english.shanghai.gov.cn/en-Latest-
WhatsNew/20240520/e66e1b5b4f894f6b9c6c1fldcecc0a76.html (accessed 20.09.2025).
259 Chen/Li, Is cross-border transfer of China’s human genetic data an impossible mission? Human Genetics 2025, Human Genetics
2025, 3-4, 7; McKibbin/Shaban, Journal of Law, Medicine & Ethics 2023, 303-304.
260 [bid.
261 [bid.
262 See Chen, Research on Data Sovereignty Rules in Cross-border Data Flow and Chinese Solution, US-China Law Review 2021,
261-263; Yun, China’s Data Sovereignty and Security: Implications for Global Digital Borders and Governance, Chinese Political
Science Review 2025, 178-181.
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within the internal market263, China’s data laws impose stringent rules on sharing personal
information across borders. Specifically, the DSL, CSL and the PIPL implement a regulatory
framework for data sovereignty that treats domestic data storage as a regulatory baseline, with
cross-border data transfers permitted only under defined and closely supervised conditions.264
In this frame, policy objectives extend beyond privacy or cybersecurity to national security,
economic competitiveness and strategic autonomy, with exclusive national control and asym-

metric access pursued as policy goals.265

4.6.1. The EU perspective
The EU grounds its data governance framework on the protection of fundamental rights, with
comprehensive data protection laws serving as the primary regulatory instrument.266 Within
the Union, there is no overarching legal requirement to store research or health data within a
particular member state. The GDPR focuses on the conditions and safeguards for transferring
personal data to third countries.2¢7 Recent legislative developments, such as the European
Health Data Space (EHDS)2¢8, further structure access to, and the secondary use of, health data
across Member States by promoting interoperability and common governance mechanisms,
without introducing general data-residency obligations. The EHDS aims to facilitate access,
quality and re-use of health data for research and innovation, while channeling such uses
through harmonized access frameworks rather than geographical data-localization require-
ments.269 The GDPR, in addition, extends its reach by applying to data handled by EU-based
controllers or processors, even if their data are physically located outside the Union, thereby
strengthening the EU’s ability to exercise regulatory authority over personal data.2’® For EU-
based controllers, the primary legal consideration is therefore not where data must be stored,
but rather how international transfers can be lawfully executed, typically through mechanisms
such as adequacy decisions, EU-SCCs and TIAs.27! Transfers to countries outside the EU are
only permitted if the applicable transfer mechanism ensures a level of protection essentially
equivalent to that required by EU law, as extensively discussed in Section 4.2. This approach
reflects the EU’s broader strategy to exercise regulatory influence and promote its data-pro-

tection standards beyond its territorial borders.272

263 The GDPR aims to not only regulate the protection of personal data, but also the “free movement of such data” as per the official
title of the Regulation.

264]bid para. 155; Wang/Du, in: Compagnucci/Fenwick (eds.), International Transfers of Health Data, Perspectives in Law, Business
and Innovation, Springer 2025, 188.

265 McKibbin/Shabani, The Journal of Law, Medicine & Ethics 2023, 301-302.

266 Gao, Chinese ] Int Law 2023, para. 74; Chen, US-China Law Review 2021, 264.

267 See Article 44-49 GDPR.

268 Regulation (EU) 2025/327 of the European Parliament and of the Council of 11 February 2025 on the European Health Data
Space and amending Directive 2011/24/EU and Regulation (EU) 2024/2847, O] L 2025/327, 05.03.2025.

269 See European Health Data Space.

270 Chen, US-China Law Review 2021, 264.

271 Article 44-49 GDPR; see also Hallinan, Life Sciences, Society and Policy 2020.

272 Chen, US-China Law Review 2021, 264.
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At the same time, the EU’s data governance instruments, such as the Data Governance Act?73
and EHDS?74, structure and condition international sharing of non-personal health and genetic

data.

There is one EU framework that is regularly sparking discussions on data sovereignty require-
ments. The European Cybersecurity Certification Scheme for Cloud Services (EUCS), which is
part of the EU Cybersecurity Act?7s, is intended to establish a framework for standardized cy-
bersecurity certification for cloud solutions in the Union.27¢ The first draft of the European Cy-
bersecurity Certification Scheme for Cloud Services (EUCS) published by ENISA in December
2020277 included sovereignty requirements specifically for the highest level of cybersecurity
standards (High+). The aim was to ensure that the cybersecurity level High+ could only be
achieved if data are hosted in Europe.2’8 The proposal has been highly debated.279 In the sub-
sequent draft from March 2024, data sovereignty requirements for High+ level security were

omitted. A published final draft is, at present, not publicly available.280

4.6.2. China’s localization regime and data sovereignty strategy
Several jurisdictions?8!, including China, impose data localization requirements as part of
broader cybersecurity and national security strategies. China’s approach to data governance is
distinctly different from the EU’s fundamental rights model. It prioritizes national security and

cyber sovereignty, embedding localization requirements in core statutes.282

273 Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on European data governance and
amending Regulation (EU) 2018/1724 (Data Governance Act), O] L 152, 03.06.2022; Article 5 Data Governance Act empowers the
Commission to adopt delegated acts establishing specific conditions for the international transfer of public sector data considered
highly sensitive, such as many types of health and genetic data as identified by the Data Governance Act.
274 See specifically Article 61 EHDS.
275 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union
Agency for Cybersecurity) and on information and communications technology cybersecurity certification and repealing Regula-
tion (EU) No 526/2013 (Cybersecurity Act), O] L 151, 07.06.2019.
276 Eckhardt/Hoffmann, EU Cloud Certification at an Impasse, https://www.cep.eu/eu-topics/details/eu-cloud-certification-at-an-
impasse.html (accessed 19.10.2025); ENISA, EUCS - Cloud Services Scheme, issued December 2020, https://certification.enisa.eu-
ropa.eu/document/download/c14f76c8-99e8-4900-a2c2-a412fa3ab071_en?file-
name=EUCS%20%E2%80%93%20Cloud%20Service%20candidate%20cybersecurity%20certification%20scheme.pdf (ac-
cessed 01.02.2026); European Commission, EU Cloud Certification  Scheme, https://ec.europa.eu/news-
room/cipr/items/713799/en, accessed 19.10.2025.
277 Eckhardt/Hoffmann, EU Cloud Certification at an Impasse, https://www.cep.eu/eu-topics/details/eu-cloud-certification-at-an-
impasse.html (accessed 19.10.2025); ENISA, EUCS - Cloud Services Scheme, 2020.
278 European DIGITAL SME Alliance, Changes to the EU Cloud Services Cybersecurity Certification Scheme put EU citizens’ data at
risk: A Call for Digital Sovereignty, https://www.digitalsme.eu/changes-to-the-eu-cloud-services-cybersecurity-certification-
scheme-put-eu-citizens-data-at-risk-a-call-for-digital-sovereignty (accessed 19.10.2025).
279 Several stakeholders have issued opinions, such as the European Banking Federation (EBF, Joint Statement on EUCS,
https://www.ebf.eu/wp-content/uploads/2023/11/Joint-Statement-on-EUCS.pdf (accessed 23.12.2025)), the European
DIGITAL SME Alliance (European DIGITAL SME Alliance, Policy Paper, EU Certification Scheme for Cloud Services: An opportunity
for Europe’s Digital Sovereignty, https://www.digitalsme.eu/digital/uploads/Policy-Paper-EU-Certification-Scheme-for-Cloud-
Services.pdf (accessed 23.12.2025)) and the Federation of German Industries (BDI) (BDI, European Cybersecurity Certification
Scheme for Cloud Services (EUCS), https://english.bdi.eu/publication/news/european-cybersecurity-certification-scheme-for-
cloud-services-eucs (accessed 23.12.2025)).
280 Eckhardt/Hoffmann, EU Cloud Certification at an Impasse, https://www.cep.eu/eu-topics/details/eu-cloud-certification-at-an-
impasse.html (accessed 19.10.2025).
281 QOthers are Russia and Pakistan (see DLA Piper, Collection and Processing in Russia, https://www.dlapiperdataprotec-
tion.com/?t=collection-and-processing&c=RU#insight (accessed 01.02.2026); Global Network Initiative, Data localization: A
Global Threat to Human Rights Online, https://globalnetworkinitiative.org/data-localization-a-global-threat-to-human-rights-
online/ (accessed 23.12.2025)).
282 Chen, US-China Law Review 2021, 261-273.
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Article 37 CSL requires Critical Information Infrastructure Operators (CIIOs) to store personal
data and Important Data generated or collected within Mainland China on local Chinese serv-
ers. Where it is necessary to transfer such information abroad, the CSL mandates a security
assessment unless otherwise provided by law.283 The PIPL reinforces those requirements for
CII0s and extends the localization obligations to entities processing large volumes of personal
or sensitive data.284+ What constitutes processing at scale is defined by CAC implementing rules.
Processing personal data of more than one million individuals, as well as the processing or
transfer of sensitive personal data above thresholds specified by CAC rules, is considered pro-

cessing at large scale.285

China’s HGR regime imposes de facto localization requirements through the collaboration re-
quirement as stipulated in Article 7, 21 and 24 HGR Regulation. This includes the requirement

to provide full access and a backup to the Chinese partner.

In addition to HGR-specific rules, Chinese health sector regulations require that population
health information (PHI) be stored on servers located within China. While these rules are pri-
marily directed at medical institutions, they have practical implications for research collabora-
tions, as clinical partners are often subject to these considerations. This reinforces the need for

onshore data repositories and careful management of cross-border access rights.28é

Further, the accumulation and preservation of Chinese HGR in Mainland China by foreign enti-
ties is effectively prohibited,287 and strict guardrails on direct access to HGR by non-domestic
researchers are in place. 288 These requirements function as a de facto localization mandate for
both physical samples and digital data, regardless of whether the data transfer regime would

otherwise permit cross-border movement.

Beyond localization mechanisms, China's HGR and biosecurity regime is explicitly strategic. As
McKibbin and Shabani (2023) argue, Chinese policies treat genetic data as a national strategic
resource, prioritizing national autonomy and national and economic security, alongside scien-
tific aims.289 In practice, this translates into sole national autonomy over HGR and government-
overseen collaborations, with approvals, domestic storage and backups and security reviews

acting as gatekeepers for international access.2%

283 Article 37 CSL; Gao, Chinese ] Int Law 2023, para. 135-136.

284 Article 40 PIPL.

285 Article 4 Measures for the Security Assessment of Data Exports.

286 Wang/Gregg/Du, Regulatory barriers to US-China collaboration for population health research, Cell Genomics 2022, 2-4.

287 Article 7 HGR-Regulation restricts foreign entities, institutions and persons from collecting or preserving Chinas HGR within
China and from providing China’s HGR abroad.

288 Wang/Du, in: Compagnucci/Fenwick (eds.), International Transfers of Health Data, Perspectives in Law, Business and Innova-
tion, Springer 2025, 192 f.

289 McKibbin/Shabani, Journal of Law, Medicine & Ethics 2023, 301-302.

290 [bid, 302-304.
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These developments entail several systemic consequences for international research collabo-
ration and data governance. The increasing prioritization of national strategic interests in the
regulation of genetic data places considerable strain on established principles of reciprocity
and mutual benefit, for example by restricting data access for foreign partners and by intro-

ducing uncertainties regarding the long-term availability of shared datasets.291

McKibbin and Shabani further argue that those laws and strategies already have a chilling effect
on cross-border scientific cooperations with Chinese partners. The authors state a case in
which genetic data associated with an international publication was retracted at the request of
the Chinese institution.292 This example highlights the heightened uncertainty for researchers
resulting from the discretionary and often not transparent nature of security review proce-

dures.293

291 [bid, 307.
292 Cai et al., Retraction Note: 11,670 whole-genome sequences representative of the Han Chinese population from the CONVERGE
project, Scientific Data 2020, 1.
293 McKibbin/Shabani, Journal of Law, Medicine & Ethics 2023, 304 and 307.
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5. Ethical and consent framework

Ethical considerations are a core aspect of biomedical research, particularly when human bio-
specimens and sensitive genetic and health data are utilized and when research includes vul-
nerable individuals. While research must create value for society to be justified, respect for
human rights and fair treatment of research participants and communities remain non-nego-

tiable.29%4

The Declaration of Helsinki (2024) confirms that research purposes “can never take precedence
over the rights and interests of individual research participants”.295 However, as a non-binding
ethical instrument, its impact depends on its translation into legal governance, Ethics Review
Committees (ERC) decisions and local legislation, a critical factor when ethical principles in-

tersect with GDPR and PIPL compliance.2%

As EU and China follow fundamentally different regulatory philosophies, this creates complex-
ity for cross-border research.29? The Chapter 5 addresses the research question “How can eth-
ical principles, specifically informed consent and the protection of vulnerable populations, be op-
erationalized in EU-China preclinical cancer research collaborations?”. It examines frameworks
such as the EU Charter of Fundamental Rights of the European Union, CIOMS Guidelines, Dec-
larations of Helsinki, Declaration of Taipei and the Belmont Report298, focusing on informed

consent, ethical review mechanisms and protection of vulnerable populations.

5.1. Ethical principles in biomedical research
Biomedical research implicates several fundamental rights enshrined in the Charter of Funda-
mental Rights of the European Union (CFR)2%, including human dignity, the right to the integ-

rity of the person, respect for private life and the protection of personal data.300

294 CIMOS Guideline 1, 1.

295 DoH 2024, para 7.

2% Bibbins-Domingo/Brubaker/Curfman, Editor’s Note: The 2024 Revision to the Declaration of Helsinki: Modern Ethics for Medi-
cal Research, Journal of the American Medical Association 2025, 30.

297 See Article 28-30, 40, 60 and 63-67 PIPL, Article 7, 9 and 21-24 HGR Regulation, Article 14 and 33 MOST Implementing Rules
and Article 36-38 CBL.

298 Charter of Fundamental Rights of the European Union, O] C 326, 26.10.2012; CIOMS, International Ethical Guidelines for Health-
related Research Involving Humans, 2016; The National Commission for the Protection of Human Subjects of Biomedical and Be-
havioral Research, The Belmont Report, Ethical Principles and Guidelines for the Protection of Human Subjects of Research, issued
18.04.1979, https://www.hhs.gov/ohrp/sites/default/files/the-belmont-report-508c_FINAL.pdf (accessed 01.02.2026); World
Medical Association, Declaration of Helsinki, 2024; World Medical Association, Declaration of Taipei, 2016.

299 Charter of Fundamental Rights of the European Union, O] C 326, 26.10.2012.

300 Article 1, 3, 7,8, 31 and 21 CFR.
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Article 3 CFR explicitly requires informed consent and prohibits making profit from the human
body. These principles bind EU institutions and apply to research under EU law, including any

research funded by the EU, such as Horizon Europe projects.301

International ethical frameworks and guidelines, such as the CIOMS’302 International Ethical
Guidelines for Health-related Research Involving Humans303 (CIOMS Guidelines), the WMA'’s
Declaration of Helsinki3%4 and Declaration of Taipei3?s, the Principles of Biomedical Ethics by
Beauchamp and Childress (first edition published in 1979; 8th edition published in 2019)306

and the Belmont Report (1979)307, further play a pivotal role in medical and genetic research.

The Belmont Report (1979) establishes three core principles: (i) Respect for persons, which
includes voluntary participation and providing participants adequate information, especially
for those with limited autonomy, (ii) beneficence, which obliges researchers to maximize ben-
efit and minimize harm; and (iii) justice, which ensures fair distribution of research benefits
and burdens so that no group is disproportionately exploited or excluded.308 However, the Bel-
mont Report offers little guidance for today’s highly data-intensive biobanking operations and
secondary use enabled by Al and lacks operational guidance. Those gaps are visible when Bel-
mont’s general consent guidance is compared with CIOMS specific rules for data and biospeci-

men collection, storage, secondary use and governance.39

The CIOMS Guidelines are designed to offer internationally recognized ethical principles and
operational details on topics such as informed consent, privacy and data protection, commu-
nity engagement and protection of vulnerable groups.31° Principle 32 DoH explicitly addresses
the acquisition, handling, storage and secondary use of biological materials and data and links

to the DoT for governance.

Kurihara et al. (2024) argue that the DoH should more explicitly address dynamic consent, the

sharing of patient-level datasets and include a stronger link to the DoT, specifically relevant for

301 Article 51 CFR; Article 19 Regulation (EU) 2021/695 of the European Parliament and of the Council of 28 April 2021 establish-
ing Horizon Europe - the Framework Programme for Research and Innovation, laying down its rules for participation and dissem-
ination, and repealing Regulations (EU) No 1290/2013 and (EU) No 1291/2013; European Research Council, Ethics guidance,
https://erc.europa.eu/manage-your-project/ethics-guidance (accessed 09.11.2025).
302 Council for International Organizations of Medical Sciences (CIOMS).
303 Established by the CIOMS in collaboration with the World Health Organization, first version issued in 1982, latest revision in
2016; see CIOMS Guidelines, p. viii-ix.
304 WMA, Declaration of Helsinki, 2024.
305 WMA, Declaration of Taipei, 2016.
306 See Beauchamp/Childress, Principles of Biomedical Ethics, 8th ed (2019).
307 See The National Commission for the Protection of Human Subjects of Biomedical and Behavioral Research, The Belmont Re-
port, 1979.
308 |bid, 6-10; Nagai/Nakazawa/Akabayashi, The creation of the Belmont Report and its effect on ethical principles: a historical
study, Monash Bioethics Reviews 2022, 157-170.
309 See The National Commission for the Protection of Human Subjects of Biomedical and Behavioral Research, The Belmont Re-
port, 1979, 6-8; CIOMS Guideline 11 and 12.
310 Guideline 7 (Community Engagement), Guideline 9 (Individuals capable of giving informed consent), Guideline 10 (Modifica-
tions and waivers of informed consent); Guideline 11 (Collection, storage and use of biological materials and related data), Guide-
line 12 (Collection, storage and use of data in health-related research), Guideline 15 (Research involving vulnerable persons),
Guideline 16 (Research involving adults incapable of giving informed consent), CIOMS Guidelines, 2016.
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Al and the use of real-world data for secondary purposes.3!1! The 2024 DoH revision improved
the fairness principles but left gaps requiring interpretation by ethics committees on the men-

tioned aspects and complementary frameworks.312

The DoT establishes additional ethical principles and a governance layer for secondary use of
data and specimens in biobanks and health databases.313 The definition of Biological Material
covers biospecimen of deceased persons, requiring prior consent for post-mortem research or
next-of-kin authorization and creating a dual regime to GDPR which excludes post-mortem
data from its scope. The DoT further addresses consent, transparency and ethics committees’

approval and monitoring.314

Other important international standards for biomedical and genetic research covering ethical
concerns are the NIH (National Institutes of Health, USA) “Seven Principles for Ethical Re-
search”315, the OECD “Recommendation of the Council on Human Biobanks and Genetic Re-
search Databases” (2009)316, the UNESCO “Universal Declaration on Bioethics and Human
Rights” (2005)317, “ICH E6 Good clinical practice - Scientific guideline” (first adopted in 1996,
last revised in 2025)318, “ISO Standards for Biobanking” (ISO 20387:2018)319 and specifically
relevant for Al driven analytics, the WHO “Guidance on Ethics & Governance of Al for Health”
(2021)320, Although some of these frameworks were developed decades ago, they continue to

shape modern research governance and retain relevance today.

When translating international ethical principles into operational practice for EU-China collab-

orations, some challenges emerge.

311 Kurihara et al., Declaration of Helsinki: ethical norm in pursuit of common global goals, frontiers in Medicine 2024, 1-2.

312 WMA, Revised Declaration of Helsinki adopted by the global medical community, strengthening ethical standards in clinical
research involving humans, https://www.wma.net/news-post/revised-declaration-of-helsinki-adopted-by-the-global-medical-
community-strengthening-ethical-standards-in-clinical-research-involving-humans/ (accessed 04.01.2026).

313 Article 3 DoT.

314 Principle 1, 4, 8, 11-15 and 19 DoT; Recital 27 GDPR.

315 National Institutes of Health, Guiding Principles for Ethical Research, https://www.nih.gov/health-information/nih-clinical-
research-trials-you/guiding-principles-ethical-research (accessed 01.02.2026).

316 See OECD, Recommendation of the Council on Human Biobanks and Genetic Research Databases, adopted 22.10.2009,
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0375 (accessed 01.02.2026).

317 See UNESCO, Universal Declaration on Bioethics and Human Rights, adopted 19.10.2005, https://www.unesco.org/en/legal-
affairs/universal-declaration-bioethics-and-human-rights?hub=387 (accessed 01.02.2026).

318 While the International Council for Harmonization’s Good clinical practice guidelines are focusing on clinical trials, they include
standards on consent and oversight also relevant for preclinical research (See European Medicines Agency, ICH E6 Good Clinical
Practice - Scientific Guideline, issued 1996, last amended 2025, https://www.ema.europa.eu/en/ich-e6-good-clinical-practice-
scientific-guideline (accessed 01.02.2026)).

319 See International Organization for Standardization, ISO Standards for Biobanking, ISO 20387:2018, issued 2018,
https://www.iso.org/standard/67888.html (accessed 01.02.2026).

320 See World Health Organization, Ethics and governance of artificial intelligence for health, adopted 28.06.2021,
https://www.who.int/publications/i/item/9789240029200 (accessed 01.02.2026).
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First, the Declaration of Helsinki, as well as China’s MOST Implementing Rules mandate inde-
pendent ethics review in each jurisdiction.32! While intended to safeguard research partici-
pants, this leads to duplications and extended timelines. Ethical principles cannot resolve these

bureaucratic delays as they arise from legal rather than from ethical requirements.

Second, harmonizing secondary use and consent governance remains complex. The CIOMS
Guidelines and the DoT endorse governed broad or dynamic consent for the reuse of data and
biospecimens.322 However, aligning these models with GDPR’s Article 89 safeguards and
China’s PIPL and HGR requirements for purpose-specific consent and mandatory filings means
that governance details, such as transparency measures, the scope of reuse and boundaries of
consent withdrawal, must be defined already in the research protocol to remain compatible

with both systems.323

Finally, the non-binding nature of ethical codes such as the Declaration of Helsinki and the Dec-
laration of Taipei limits their enforceability. Compliance depends on whether and how those
principles are embedded into ethics committee practice, joint oversight agreements and com-
mitments and ministerial filings. The CIOMS Guidelines emphasize that research should gener-
ate social and scientific value that benefits society. However, if the ethical principles cannot be

enforced, they remain merely theoretical and fail to translate into practice.324

Beyond questions of enforceability, the role of ethical frameworks must be understood through
their legal status. Ethical guidelines do not create binding obligations and cannot override stat-
utory requirements, administrative approvals or national security controls in neither the EU
nor China. Their normative influence depends on the extent to which they are embedded in
domestic law, mandated by ethics committees or operationalized through regulatory over-

sight.325

5.2.Ethical review systems
Ethical review is essential for protecting participants, yet in cross-border research it can be-
come a bottleneck. In practice, however, many challenges in EU-China collaborations stem not
from ethical conflicts per se, but rather from regulatory divergence and structurally different

administrative oversight systems.

Frameworks such as the Declaration of Helsinki mandate independent review in each jurisdic-

tion, but they do not provide mechanisms for resolving conflicting decisions or timelines. Dove

321 Principle 23 DoH; Article 31 MOST Implementing Rules.
322 CIOMS Guideline 11 and 12, 41-49; Principles 11-15 DoH.
323 Article 31 MOST Implementing Rules.
324 Kurihara et al., frontiers in Medicine 2024, 1-2; Bibbins-Domingo/Brubaker/Curfman, Journal of the American Medical Associa-
tion 2025, 30.
325 See Article 288 Treaty on the Functioning of the European Union, O] C 115, 09.05.2008.
53



and Garattini (2018) emphasize that inconsistency, duplication and insufficient communica-
tion among ethics committees are among the most prominent challenges. As a common thread
the authors have identified the challenge of trust building between IRBs, relying on reviews

and decisions taken by each other.32¢

In the EU, ethical review is a cornerstone of biomedical research and should ensure compliance
with legal and ethical standards. The system remains fragmented due to the lack of a single,
harmonized system for ethical review. Instead, ethical oversight is governed by a combination
of EU directives, national laws and international guidelines.327 All genetic and biomedical re-
search involving human participants must be reviewed and approved by an independent Re-
search Ethics Committee (REC)328. These committees assess the scientific validity, risk-benefit
ratio, informed consent process, data protection measures and the protection of vulnerable
groups.329 The Clinical Trials Regulation330 introduced coordinated assessments for clinical tri-
als but leaves the composition and procedures of RECs to national law.331 GDPR adds additional
complexity. While Article 89 GDPR permits research derogations, it does not harmonize ethics
review standards, leaving ethics committees to interpret safeguards potentially inconsist-
ently.332 This potentially results in fragmented requirements, with variations in REC proce-
dures and capacities across EU Member States. Such a fragmented approach may create chal-
lenges for multi-centered and cross-border research, particularly in collaborations with non-

EU partners.

China’s ethical governance of biomedical and life science research evolved significantly follow-
ing global controversy surrounding the He Jiankui gene-editing case.333 In 2018, the researcher
used CRISPR technology334 to edit the genomes of human embryos, resulting in the birth of
genetically modified children, which was intensively debated in both the public and aca-
demia.335 Following these debates, the “Measures for Ethical Review of Life Sciences and Med-
ical Research involving Human Beings” (2023 Measures) have been issued.33¢ The 2023

Measures broadened oversight to all research involving human participants, biospecimen and

326 Principle 23 DoH.

327 Haimberger, Datenschutz, 30 ff.; CIOMS, International Ethical Guidelines for Health-related Research Involving Humans, 2016,
Guideline 23.

328 Also known as Institutional Review Boards (IRB).

329 CIOMS, Guideline 23; Haimberger, Datenschutz, 30 ff.

330 Regulation (EU) No 536/2014 of the European Parliament and of the Council of 16 April 2014 on clinical trials on medicinal
products for human use, and repealing Directive 2001/20/EC, O] L 158, 27.05.2014.

331 Article 2, 4 and 7 Clinical Trial Regulations.

332 Staunton et al,, frontiers in Genetics 2022, 2-3.

333 See Greely, CRISPR’d babies: human germline genome editing in the ‘He Jiankui affair’, Journal of Law and the Biosciences 2019,
116.

334 CRISPR stands for ‘Clustered Regularly Interspaced Short Palindromic Repeats’, See Greely, Journal of Law and the Biosciences
2019, 116.

335 |bid, 116.

336 2023 Measures for Ethical Review of Life Sciences and Medical Research Involving Human Beings (2023 Measures), issued
18.02.2023, original: https://www.nhc.gov.cn/qjjys/c100016/202302/6b6e447b3edc4338856c9a652a85f44b.shtml, English
translation: https://www.lawinfochina.com/display.aspx?id=40963&lib=law (accessed 01.02.2026).
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health related data, including research at universities and research institutes.337 Institutions
must establish independent ethics review committees with a diverse membership, regular
training and clear conflict-of-interest management.338 Reviews must address scientific and so-
cietal value, risk-benefit analysis, informed consent, confidentiality and protection of vulnera-
ble groups.339 China’s approach integrates ethical oversight with national security objectives
and data sovereignty objectives.340 This potentially creates structural tension with interna-
tional frameworks, that emphasize collaborative partnerships.34! For cross-border research,
ethics approval is required both from Chinese and foreign institutions. Exemptions apply for
anonymized or publicly available data, for already existing human samples or cell-lines from

biobanks that have been sourced in line with ethical standards.342

Joint ethical review models are increasingly proposed to address duplication and ineffi-
ciency.343 These models aim to facilitate mutual recognition of ethical approvals, harmonize
consent documentation and data protection standards and promote transparency, accounta-
bility and participant trust across jurisdictions.344 Key recommendations include the develop-
ment of shared ethical review protocols based on international guidelines. Joint Ethical Review
would further include the establishment of clear procedures for cross-border consent, data
sharing, the handling of data subject rights and the encouragement of ongoing dialogue be-

tween regulators, researchers and the participant communities.345

However, the practical implementation of joint ethical review remains challenging. While in-
ternational guidelines provide a normative foundation for shared standards, they do not re-
solve the underlying legal and institutional differences between the EU and China. For example,
the CIOMS Guidelines recommend collaborative partnership and capacity-building, but do not
specify how to operationalize mutual recognition in the face of liability concerns.34¢ The ethical
review framework for EU-China research reflects both convergence and divergence. While
both jurisdictions emphasize autonomy, transparency and data subject protection, their legal
and institutional approaches differ significantly. Bridging these gaps requires not only legal

harmonization but also operational collaboration through joint review models. While there is

337 Article 2 2023 Measures.
338 Article 5-10 2023 Measures; As per Article 13 2023 Measures, Ethics committees are subject to institutional and participant
supervision, with mandatory registration, annual reporting and quality control systems.
339 Article 17 2023 Measures; Gang/Peng, Biotechnology Law Report 2023, 152.
340 See Article 8 MOST Implementing Rules; Article 53 CBL.
341 CIOMS Guideline 8.
342 Article 32 2023 Measures.
343 See Cavaleri et al,, A roadmap for fostering timely regulatory and ethics approvals of international clinical trials in support of
global health research systems, Lancet Global Health 2025, €769-e777; Dove et al., Research Ethics. Ethics review for international
data-intensive research, Science 2016, 1399-1400; Dove/Garattini, Expert perspectives on ethics review of international data-
intensive research: Working towards mutual recognition, Research Ethics 2018, 1-25; Rothstein et al., Streamlining ethics review
for international health research, Science 2022, 825-826.
344 CIOMS, Guideline 23.
345 CIOMS Guideline 24.
346 CIOMS Guideline 8.
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a growing movement toward harmonization, significant differences in legal culture, regulatory

detail and enforcement remain.34”

Mutual recognition of ethics reviews could reduce inefficiency and inconsistency, but diverging
frameworks, liability concerns and institutional trust barriers make implementation challeng-
ing. Without enforceable mechanisms, joint ethical review risks remain aspirational rather
than feasible. This process requires coordinated efforts, leadership and demonstrable value
through improved communication, harmonized procedures, and operational planning.348 The
lack of legal mechanisms for recognizing foreign ethics committee review decisions in both the
EU and China means that researchers must often navigate duplicative, time-consuming and

sometimes inconsistent review processes.

5.3.Consent from an ethical perspective
International frameworks such as the Declaration of Helsinki, the Belmont Report and the
CIOMS Guidelines emphasize that consent must be freely given, informed and comprehensible,
supported by independent ethical review. Generally, consent should be documented and re-

newed in case of substantive changes in any aspects of the study. 349

The EU permits broad and dynamic consent models. Ethically, broad consent, while offering
flexibility for future research, raises questions about whether such consent fulfils the require-
ment of being informed when future uses of the data are unknown at the time of consent col-

lection. 350

Dynamic consent enhances transparency and control, but introduces new ethical challenges,
e.g. when severely ill patients are repeatedly contacted for consent, raising questions about
autonomy and proportionality in research governance.35! Frequent requests for consent can
further lead to consent fatigue, where participants approve without fully considering the im-
plications. Additionally, reliance on digital platforms for exercising dynamic consent can raise
concerns about accessibility and equity, specifically for individuals with limited technology lit-
eracy and resources.352 These factors show that while dynamic consent mitigates some limita-
tions of broad consent, it creates new ethical and practical dilemmas requiring careful govern-

ance.

347 Gang/Peng, China Releases Document on Ethics Review of Life Sciences: Comments and Compliance Guideline, Biotechnology
Law Report 2023, 153.

348 Gove/Garattini, Research Ethics 2018, 14-25.

349 CIOMS Guideline 9 and Guideline 10.

350 Recital 32 GDPR; Hallinan, Life Sciences, Society and Policy 2020, 5-7; Herbst, Datenschutz und Datensicherheit 2016, 373.

351 Hinold, Die Zuverlassigkeit eines “broad consent” in der medizinischen Forschung - a never ending story? ZD-Aktuell 2020,
beck-online.beck.de (accessed 01.02.2026).

352 Prictor/Teare/Kaye, Equitable Participation in Biobanks: The Risks and Benefits of a “Dynamic Consent” Approach, frontiers in
Public Health 2018, 4.

56



Scholars debate the primacy of consent as a legal basis. Hallinan (2020) argues for explicit con-
sent to uphold informational self-determination3s3, while Bord and Caruana (2021) highlight
that consent is often legally fragile and advocate for a broader application of Article 9(2)(j)
GDPR in conjunction with Article 6(1)(e) GDPR for research in the public’s interest. Also, ex-
plicit consent could be potentially ethically problematic in scientific contexts, for example if
study participants depend on participating in a clinical trial to receive innovative treatment.
This debate is critical for EU-China collaborations, where fragmented implementation of GDPR
provisions create uncertainty for cross-border data exchange. The GDPR does not establish a
strict hierarchy among the available legal bases for processing, leaving the choice of an appro-
priate legal to be determined on a case-by-case basis, which might be ethically complex in cer-

tain research contexts. 354

China’s legislators emphasize informed, purpose-specific consent, particularly for sensitive
data such as genetic information.355 Legislation mandates consent for any activity involving
human genetic resources (HGR), including cross-border transfer. Consent must generally be
documented in writing and, if this is not feasible, oral consent supported by documentation
including audio/video records is an option. The informed consent must include detailed dis-
closures regarding the scope and method of data use, confidentiality measures, participant
rights (including withdrawal, compensation and access to new information) and the handling
of biospecimens. Where biological samples are involved, the form must also specify their type,
quantity, intended use, storage conditions, potential for reuse or external provision and de-

struction protocols.356

The EU and China have distinct ethical approaches to consent. The differences create ethical
and operational tensions in cross-border research, particularly for biobanking and secondary
data use. Harmonizing consent documentation requires addressing language, cultural differ-

ences and divergent legal requirements.357

353 Hallinan further supports this view by referencing Recital 33 GDPR, which endorses broad consent for scientific research, sug-
gesting a legislative preference for consent where feasible (Hallinan, Life Sciences, Society and Policy 2020, 6).
354 Borg/Caruana, Alternative Legal Bases for Processing Health Data for Scientific Research Purposes, Masaryk University Journal
of Law and Technology 2024, 6-11, 20 and 21; Hallinan, Life Sciences, Society and Policy 2020, 6.
355 The foundational principle of the PIPL, as stated in Article 1, is the protection of the rights and interests of individuals in relation
to their personal information. In line with this objective, researchers engaging in data collection must ensure that participants are
adequately informed of their rights prior to giving consent. The data subject rights, which are broadly aligned with international
data protection standards, such as GDPR, include the ability to access and obtain copies of their personal data (Article 45 PIPL), to
correct inaccuracies (Article 46 PIPL), to request deletion under certain conditions (Article 47 PIPL) and to transfer their data to
other entities (Article 45 PIPL). Individuals also retain the right to be informed and to exercise autonomy over how their data is
processed (Article 44 PIPL), including the right to withdraw consent at any time (Article 16 PIPL). When handling sensitive per-
sonal data, such as genetic data, the PIPL imposes heightened obligations on the Controller. According to Article 28 PIPL, such data
may only be processed where there is a clearly defined purpose, demonstrable necessity and robust protective measures in place.
Moreover, separate consents must be obtained for each category of sensitive data (Article 29 PIPL) and Controllers must explain
both the necessity and potential impact of the processing to the data subjects (Article 30 PIPL).
356 Article 9 HGR Regulations; Article 33 and 36 2023 Measures.
357 McKibbin/Shabani, Journal of Law, Medicine & Ethics 2023, 301-304; Staunton et al., frontiers in Genetics 2022, 5-8.
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Preclinical studies and biobanking present consent challenges for secondary use. Re-contact-
ing donors for each new purpose is often impractical, yet ethical integrity demands participant
control over their biospecimens and data.358 Ethical consent must include clear information
about the limits of anonymization, the potential for data sharing and the boundaries of with-

drawal rights.359

Drawing on international standards and the analysis in previous sections, ethically valid con-
sent in EU-China preclinical research should meet several criteria. Consent materials must be
accessible and understandable, considering language and cultural differences. Translation and
community engagement are essential to ensure that participants genuinely understand their
choices.360 Robust governance, such as pseudonymization, data minimization and independent
oversight, must complement consent models to enable ethically sound secondary use in pre-

clinical research.

5.4.Secondary use of data and biospecimen
Secondary use is particularly relevant in the context of biobanking and large-scale data repos-
itories, where samples and data may be reused for new scientific questions that could not have
been anticipated at the time of initial consent.361 A core challenge is the need to re-consent,
particularly under Chinese law where purpose-specific consent for each new use case is man-
dated.362 Re-contacting donors for secondary use is often highly impractical, particularly for
pseudonymous samples and when re-identification would compromise privacy safeguards. In
biobanks additional barriers include outdated contact information, high administrative costs

and the sheer scale of patient cohorts that make re-contact efforts resource intensive. 363

In contrast GDPR permits broad consent as already discussed in detail.36¢ Equally pressing is
the risk of re-identification, as genetic data and linked biospecimens remain inherently identi-

fiable despite pseudonymization, making full anonymization unrealistic. Empirical studies and

358 [bid.

359 Ibid.; see also: Alser et al. in Garcia-Alfaro/Livraga/Roudier/Soriente (eds.), Data Privacy Management, and Security Assurance
(DPM 2015, QASA 2015), Lecture Notes in Computer Science, 237-244; Marnau/Berrang/Humbert, Datenschutz und Datensicher-
heit 2018, 4-6.

360 The DoH, the DoT and the 2005 UNESCO Universal Declaration on Bioethics and Human Rights address the involvement of local
communities via community consent, consultation and interest. The CIOMS Guidelines further encourage the engagement of com-
munities and participants throughout the research life cycle (Staunton et al, frontiers in Genetics 2022, 6-8; see also CIOMS Guide-
line 7).

361 Mathews et al., Secondary Use of Patient Tissue in Cancer Biobanks, The Oncologist 2019, 1577.

362 Article 28 and 29 PIPL.

363 See Chen/Berkman/Hull, Recontacting participants for expanded uses of existing samples and data: a case study, Genetics in
Medicine 2017, 884-885; Mathews et al., The Oncologist 2019, 1582-1583.

364 Recital 33 GDPR.
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regulatory commentary underscore that identifiability persists even after multiple de-identifi-
cation steps, with linkage attacks across datasets posing additional risk.3¢5 International guide-
lines, most notably the CIOMS Guideline 12 and the Declaration of Taipei, require that such

risks are mitigated through robust governance and transparency.366

Both EU and Chinese frameworks cover the need for ethics committee review, yet diverge on

consent flexibility, creating operational complexity for cross-border research.367

5.5.Protection of vulnerable populations
The CIOMS Guideline 15 states that vulnerable individuals require special protection as they
may have limited capacity to safeguard their own interests. However, they should not be ex-
cluded from health-related research unless there is a valid scientific justification for their ex-
clusion.3¢8 This means that the consent process has to be adopted and additional safeguards
and oversight are needed to prevent exploitation. Permission from a legally authorized repre-
sentative must reflect the participants’ preferences and values and if the participant later gains
capacity, their consent must be obtained. For individuals not capable of consenting, the risks

of a specific study must be minimized.369

Both, the GDPR and China’s 2023 Measures emphasize the protection of vulnerable groups,
such as persons with disabilities, children, pregnant women and the elderly. In the EU, GDPR
and related ethical guidelines require specific safeguards for vulnerable populations, including
adapted consent processes and additional ethical scrutiny.370 National laws (e.g. Austrian FOG)
may provide further detail. Yet practical challenges persist in ensuring meaningful protection.
In China, the 2023 Measures mandate special protection for vulnerable groups but lack de-
tailed guidance on implementation. Ethical review committees are responsible for assessing
risk, ensuring appropriate consent and monitoring ongoing protection, but capacity and con-

sistency vary across institutions.371

Finally, there is a risk that, in wanting to avoid any legal or ethical risk, research and ethics
committees may exclude vulnerable groups from research altogether, thereby denying them
the potential benefits of participating in scientific research. This highlights the need for bal-

anced governance that combines strong safeguards with inclusive participation.372

365 See Marnau/Berrang/Humbert, Datenschutz und Datensicherheit 2018, 83-85; Shabani/Marelli, EMBO reports 2019, 2-5;
366 DoH para. 32; CIOMS Guidelines 11 and 12; Mathews et al., The Oncologist 2019, 1577-1578.
367 Gang/Peng, Biotechnology Law Report 2023, 149-151.
368 CIOMS Guideline 16, 61.
369 CIOMS Guideline 16, 61-63.
370 Article 8 GDPR; Recital 38, 51 and 75 GDPR; Article 17 2023 Measures; CIOMS Guideline 15.
371 Article 17 2023 Measures; Gang/Peng, Biotechnology Law Report 2023, 152-153.
372 CIOMS Guideline 15 and 16.
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6. Practical challenges and compliance strategies in EU-China research collabo-
rations
Preclinical cancer research collaborations between the EU and China offer unique scientific
opportunities but also present complex legal, ethical and operational challenges. This is espe-
cially the case when genetic and health data as well as genetic materials are accessed by and
shared among several research parties. To illustrate the practical compliance challenges in a
tangible manner, the following section introduces a fictitious use case that maps the life cycle
and data flows of a preclinical research collaboration between parties based in the EU and
China. Building on this model scenario, the chapter develops a structured analysis of key fric-
tions between the two regulatory systems and outlines compliance strategies derived directly

from these conflicts.

6.1.Fictional use case: EU-China PDX research
In the fictional use case, an EU-based pharmaceutical company collaborates with a Chinese on-
cology institute to develop patient-derived xenograft (PDX) models from tumor samples col-
lected in Mainland China. The cooperation aims at testing a novel compound developed by the
pharmaceutical company with the goal of assessing its efficacy across genetically diverse tu-
mor samples. The project requires the transfer and analysis of sensitive genetic and clinical

health data, as well as biospecimens across jurisdictions.

In this use case, the Chinese institute is the controller for the collection and storage of human
biospecimens in the institute’s biobank, the creation of new PDX models and source sequenc-
ing, subject to HGR approvals373 and PIPL requirements for any outbound data transfer374 The
EU party is the controller for designing its compound testing, conducting joint analysis and
managing any EU import of the resulting analytics data, subject to the GDPR, in particular Chap-
ter V for transfers from the EU to China. The parties jointly conduct the study and analyze the

data.

The fictional use case illustrates typical governance constellations, allocation of roles and reg-
ulatory conflicts that arise in cross-border EU-China research constellations. Its purpose is to

enable a structured discussion of compliance challenges.

6.2. Core compliance challenges
The following sections address the core compliance challenges arising from the fictional use
case and provide a structured assessment of the legal and operational frictions that shape

cross-border EU-China research collaborations. Where relevant, each subsection includes a

373 According to the HGR Regulation, the MOST Implementing Rules and the FAQ regarding Human Genetic Resource Management.
374 Article 38 PIPL and CBDF Provisions.
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brief description of what the identified risk means for the PDX collaboration described in Sec-

tion 6.1.

6.2.1. Divergent legal frameworks
EU-China research collaborations must navigate fundamentally different legal frameworks,
which differ in scope, definitions and regulatory philosophy.37> These divergences generate
substantive conflicts regarding permitted processing operations, transfer conditions, ethical
review standards and allocation of regulatory responsibilities. In the PDX scenario, this diver-
gence becomes visible because the EU partner must comply with Article 9 and Article 44 ff
GDPR for the same analytics steps for which the Chinese partner must apply PIPL and HGR

requirements, resulting in parallel compliance obligations.

In the context of the use case, the parties must ensure that the processing and transfer of sen-
sitive data and biospecimens comply with the applicable requirements under GDPR, PIPL and
sector-specific Chinese regulations. Particular attention must be given to the differing scopes
of application (e.g. certain biospecimens such as plasma or CDX models may fall outside the
HGR regime).376 Clear allocation of roles and responsibilities, as well as continuous monitoring
of evolving Chinese and EU requirements, is essential to avoid regulatory gaps and inconsistent

compliance approaches.

6.2.2. Divergent consent models and ethical requirements
A major source of complexity lies in divergent consent models and ethical requirements. GDPR
allows for broad or dynamic consent for scientific research, offering some degree of flexibility
for secondary use. Where permitted by Member State law, GDPR recognizes scientific research
as alegal ground for processing special category data (Article 9(2)(j) GDPR in conjunction with
Article 89 GDPR). In contrast, China’s PIPL mandates purpose-specific consent and separate
approvals for sensitive data and cross-border transfers, with no general research exemption.
This creates constraints for long-term or evolving research projects, as changes in scope or
purpose frequently trigger a renewed consent requirement under PIPL.377 Further, both juris-
dictions require independent ethical review, which may result in duplication, delays and in-

consistent requirements in cross-border projects.

In the context of the use case, these differences mean that consent forms and ethical approvals

must be carefully designed to satisfy both EU and Chinese requirements, particularly regarding

375 Compare Article 1 (2) GDPR and Article 1 DSL; See Creemers, China’s emerging data protection framework, Journal of Cyberse-
curity 2022, 1-2.
376 See Q&A on Issues Related to the Management of Human Genetic Resources (Part II) and Questions 1V.1, IV.2 and IV.3. FAQ
regarding Human Genetic Resource Management.
377 See EDPB Recommendation 05/2020; Recital 33 GDPR; Article 13 and 28-30 PIPL; Li/Cong/Liu, Science 2022, 714-715; Staun-
ton et al., frontiers in Genetics 2022, 7-8.
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secondary use and cross-border sharing. This becomes relevant when EU-driven analytics can
rely on broad or dynamic consent for secondary use, whereas the Chinese partner must initiate

arenewed PIPL-compliant consent process if the scope of the analytics changes.

To manage these divergences in a PDX collaboration, the following recommendations can be

delivered:

— Develop a harmonized consent framework, combining a layered information sheet (EU)
with explicit, purpose-specific consent elements (China). Such harmonization enhances
consistency but cannot replace re-consent mandated by PIPL.

— Ensure clear and consistent information on data reuse, cross-border transfers and with-
drawal rights, reflecting both GDPR and PIPL requirements.

— Plan a structured re-consent process for China whenever the research purposes, scope or
data use changes in a way that triggers PIPL or HGR obligations.

— Assess whether broad or dynamic consent can be used, or whether processing of data col-
lected in the EU can be based on Article 9(2)(j) GDPR in conjunction with Article 89 GDPR,
where Member State laws provide an appropriate legal basis and safeguards.

— Prepare bilingual, harmonized ethical review documentation to minimize discrepancies
across review bodies.

— Coordinate parallel ethics review procedures in the EU and China to reduce administrative

duplication and mitigate unnecessary delays.

6.2.3. Localization requirements and sector-specific controls
Despite recent reforms378, research collaborations involving Chinese HGR and sensitive data
face strict localization and sector-specific obligations under Chinese law. These obligations ap-
ply before any outbound transfer is considered and primarily govern domestic storage, on-

shore processing and regulatory approvals inside China.

Under the CSL and PIPL, localization requirements typically necessitate that certain categories
of personal information and “Important Data” be stored and processed physically within Main-
land China. This may require local infrastructure or partnerships with Chinese cloud providers.
China’s localization regime is anchored in the CSL, which obliges CIIOs to store personal infor-
mation and Important Data domestically. The PIPL and its implementing rules further intro-
duce volume-based triggers for outbound data transfers, defined through thresholds and pro-

cedural requirements in CAC regulations.379

378 Such as the CBDF Provisions and the CAC’s Q&A on Data Export Security Management Policies.
379 Article 37 CSL; Article 40 PIPL; Measures for the Security Assessment of Data Exports.
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Even remote access by foreign researchers to data stored in Mainland China is treated as a
cross-border transfer, triggering filings and security assessments under CAC rules.380 Any ex-
port of HGR materials or associated information requires prior approval or record filing with
the NHC. Collaborations must also ensure domestic access and backups for Chinese partners

throughout the project lifecycle.38!

Additionally, health sector rules require Population Health Information (PHI) to be stored lo-
cally in China. This is applicable primarily for medical institutions and therefore indirectly ap-
plicable to research projects with clinical partners.382 In practice, this necessitates onshore
storage for PHI and careful management of role-based access, even where data are not formally

classified as HGR.

Applied to the PDX scenario, the sequencing data generated in China must remain stored and
analyzed onshore, restricting the EU partner to strictly necessary remote sessions, each of

which qualifies as a cross-border transfer requiring additional filings.

To address these localization and sector-specific constraints, the following measures are rec-

ommended:

— Segment data flows and environments to separate HGR/PHI/sensitive personal infor-
mation from other research data, ensuring that only data legally subject to localization
strictly remain onshore.

— Use onshore compute and analysis in China where required by law and restrict remote ac-
cess to strictly necessary, role-based sessions. Treat any remote access as a cross-border
transfer for compliance purposes.

— Maintain legally required backup copies and continuous domestic access for the Chinese
partner, in line with NHC/HGR access obligations.

— Plan NHC filings/approvals early, mapping HGR scope, roles and repositories to avoid de-
lays or ex post regulations.

— Implement a standing regulatory monitoring tied to localization triggers and sectoral

thresholds, ensuring ongoing compliance with evolving Chinese requirements.

6.2.4. (Foreign) collaboration requirements and sector-specific restrictions
When personal data and HGR materials are processed in collaboration, particularly when this
collaboration spans across borders, it is subject to specific collaboration requirements. Where

GDPR applies, a Joint Controller Relationship must be contractually established. In parallel,

380 Question 5 Q&A on Data Outbound Security Management Policy.
381 Article 7, 21, 24, 27 and 28 HGR Regulations; Article 37 MOST Implementing Rules.
382 Wang/Gregg/Du, Cell Genomics 2022, 2-4.
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Chinese law imposes mandatory domestic-partner and approval requirements for any foreign
involvement in projects using Chinese HGR. Together, these regimes create structural compli-
ance tension, especially regarding allocation of responsibilities, access rights and approval

workflows.

6.2.4.1. Joint controller relationship
In multi-party research collaborations, joint controllership typically arises in several aspects
of the project. Examples include when the research protocol is co-designed (e.g. selection of
endpoints, animal models and sequencing methodology), the parties jointly decide on the data
model (e.g. identifiers, pseudonymization keys and access roles) or establish shared analysis
environments.383 This constellation arises directly in the PDX use case, as both parties jointly

determine endpoints, sequencing steps and analysis logic.

Given the GDPR’s territorial scope, its obligations may extend to a Chinese research partner
when the processing is linked to the activities of an EU entity - in this use case, the EU-based
pharmaceutical company. A JCA may therefore be required even if one partner is located out-
side the EEA.38¢ A Joint Controller Agreement does not replace Chapter V GDPR requirements.
[t applies in addition.

Under Article 26(1) GDPR, joint controllers must clearly and transparently set out how they
allocate their respective duties for ensuring compliance, in particular with respect to Article
13 and 14 GDPR information obligations and the handling of data subject rights stipulated un-
der Article 15-22 GDPR. The fundamental aspects of the JCA must be made transparent to data
subjects.385 The JCA should therefore (i) specify which party provides privacy notices to data
subjects, (ii) identify a contact point for data subjects to exercise their rights and (iii) set inter-

nal timelines and evidence standards for responding to data subject requests.

Additionally, joint controllers must ensure appropriate technical and organizational measures
(Article 32 GDPR), define responsibility for personal data breach detection, notification and
communication (Article 33 and 34 GDPR) and agree on DPIA responsibilities (Article 35
GDPR).386 Where special-category data are processed, the JCA should identify the relied-upon
Article 9 GDPR legal basis for each processing operation (e.g. Article 9(2)(a), (g) or (j) GDPR in
conjunction with Article 89 GDPR safeguards) and specify the concrete safeguards applied. The
agreement must further address records of processing activities (Article 30 GDPR), retention

schedules, logging/audit and the cooperation duties between the joint controllers including

383 See for example related to in vivo preclinical research study design: Moctezuma-Ramirez et al,, Designing an In Vivo Preclinical
Research Study, Surgeries 2023, 544-555; EDPB, Guidelines 07/2020, 2021, 22.

384 Article 3(1) and (2) GDPR; Article 44-49 GDPR; EDPB Guidelines 3/2018, 2019, 4-5, 9, 13.

385 Article 26(1) and (2) GDPR, Article 13-22 GDPR.

386 Article 32-35 GDPR.
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onward transfers.38” While Article 26 GDPR does not mandate a specific form, a written agree-
ment is best practice for accountability purposes and to make its essential terms accessible to

the data subjects.

As already stated, a JCA is not a transfer tool. If personal data are disclosed from the EEA to a
recipient in a third country, Chapter V GDPR applies. In the absence of an adequacy decision
for China, joint controllers must implement appropriate safeguards under Article 46 GDPR, in

practice EU-SCCs and conduct a TIA with supplementary measures where needed.388

The JCA should therefore coexist with the selected EU-SCC module matching the factual roles
of the parties for the data flow in question as well as the TIA and its technical/organizational
supplements (e.g. encryption at rest/in transit, split-key or controlled-compute access, strict

role-based access controls), as they govern different aspects.389

On the Chinese side, the JCA cannot replace or dilute sector-specific obligations under the HGR
Regulations and Biosecurity Law. The JCA should acknowledge the parallel tracks, specifically
assigning responsibility for Chinese approvals and filings and reflect Chinese backup and ac-

cess duties for the domestic partner where applicable.390

6.2.4.2. Chinese sectoral collaboration requirements
Chinese law imposes strict collaboration requirements on foreign entities processing Chinese
HGR. Foreign organizations are prohibited from independently utilizing Chinese HGR. Instead,
they must partner with a domestic institution, jointly apply for approval with the NHC and
grant the Chinese party full access (including a backup) to any data processed and generated
during the course of the research collaboration.39! The NHC plays a central role in supervising
compliance, requiring joint submissions392 and ensuring that Chinese parties retain full access

to research data and backups throughout the project lifecycle39.

Applied to the use case, the EU-based pharmaceutical company cannot independently collect
or analyze Chinese patient-derived tumor samples. It must formally partner with the Chinese

institute, and both must jointly submit the research protocol, ethics approvals and the cooper-

387 Article 30 GDPR.
388 Article 46(2)(c) GDPR; CJEU C-311/18, ECLI:EU:C:2020:559, Schrems II; see also EDPB, Recommendations 01/2020 Annex 2.
389 Article 46(1) GDPR; EDPB, Recommendations 01,/2020.
390 Article 21-24 HGR Regulation; Article 14 MOST Implementing Rules (continuous access/backup).
391 Article 14 and 33 MOST Implementing Rules.
392 Article 33 MOST Implementing Rules.
393 Article 14 MOST Implementing Rules.
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ation agreement to the NHC for approval before any collection, analysis or transfer of PDX mod-
els or analytics data can occur. All data and materials generated from Chinese HGR must be

fully accessible to the Chinese institute and a backup copy must be provided.394

These requirements again highlight the necessity of early planning and negotiation with the
Chinese partner. Additionally, the NHC application with a clear HGR scope must be prepared
early on. To demonstrate compliance, any filing or approvals should be properly documented.
Lastly, it must be ensured that the backup is provided to the Chinese partner. Contractual ar-

rangements managing data access and, importantly, intellectual property are essential.

6.2.4.3. Summary of practical measures and strategies
To address sector-specific and foreign collaboration requirements, the following strategies are

recommended:

— Establish a clear and detailed Joint Controller Agreement (JCA) that allocates compliance
responsibilities, data subject rights and technical and organizational measures between EU
and Chinese partners.

— Ensure the JCA’s essence is made available to data subjects, e.g. as part of a privacy notice
or by publishing the contents on a publicly available website.

— Conduct a granular analysis of the roles for each phase of the research project and docu-
ment responsibilities for data protection, data breach notification and conducting a Data
Protection Impact Assessment (DPIA), e.g., in the JCA.

— Ensure all foreign collaborations involving HGR comply with Chinese requirements for do-
mestic collaborations, including access and backup obligations under the HGR Regulations
and the Biosecurity Law.

— Clarify whether statutory exemptions under the HGR framework apply and document the
justification.

— Maintain ongoing documentation to demonstrate compliance with both regimes.

— Engage in early planning and negotiation to anticipate and address sector-specific re-

strictions and approval timelines.

6.2.5. Cross-border data transfer mechanisms
Cross-border data transfer mechanisms present another challenge. China is not recognized as
providing an adequate level of data protection under GDPR, requiring the use of Standard Con-
tractual Clauses or other safeguards, mandatory Transfer Impact Assessment and supplemen-

tary measures for lawful transfers. Cross-border transfers from China abroad involving genetic

394 Questions 1.2 and II. 5 FAQ regarding Human Genetic Resource Management; Article 21 and 22 HGR Regulations; Article 31
and 33 MOST Implementing Rules; Section I, Questions 2 and 5.
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data or PDX models are subject to both general CBDT mechanisms and HGR approvals, with
thresholds for CAC security assessments.3% In the fictional use case, these requirements gov-
ern both the initial transfer of EU generated data to the Chinese institute for validation and the
subsequent return of HGR-derived analytics data to the EU partner, each triggering distinct

approval and assessment steps.

Following the HGR approval/security review, the data exporter must comply with cross-bor-
der data transfer mechanisms specified via the CBDF Provisions. These Provisions introduce
clearer thresholds and simplified exemptions.39 The specific thresholds as well as transfer

mechanisms are displayed in Figure 2.

The export of PDX models, genetic sequencing data or remote access to such data typically re-
quires prior NHC approval or security assessment before any outbound transfer can take place.
In addition, genetic sequencing data typically qualifies as sensitive personal information, so
even moderate-scale datasets may trigger a CAC security-assessment under the CBDF frame-

work.397

For the use case discussed in this chapter, genetic analytics data and health data are initially
transferred from the EU to China, where the Chinese research institute validates the data prior
to the conduct of the study. Subsequently, the Chinese party establishes PDX models utilizing
HGR obtained in China. For the purpose of this use case, research conducted on these models
is considered to take place under a joint controller constellation. Finally, analytics data are
transferred back from Mainland China to the EU party.

6.2.5.1. EU to China data transfer: Transfer Impact Assessment (TIA) and supple-

mentary measures

In the described use case, the EU party aims to transferring genetic analytics and health data
to the Chinese party for validation. China does not have an adequacy decision under Article 45
GDPR. Therefore, any transfer of personal data from the EEA to China must rely on appropriate
safeguards under Article 46 (see Chapter 4). Before any data is transferred based on Article

46(1) GDPR, a Transfer Impact Assessment (TIA) is obligatory.398 A high-level step-by-step TIA

395 Article 37-38 MOST Implementing Rules.
396 See CBDF Provisions.
397 Article 27-28 HGR Regulations; Article 36-37 MOST Implementing Rules; Question 5 Q&A on Data Outbound Security Manage-
ment Policy.
398 The aim of the TIA is to identify whether SCCs alone are sufficient or whether additional TOMs are required in order to ensure
that the level of (data) protection in the recipient country is of equivalent level to the EU (See Court of Justice of the European
Union Press Release No 91/20, https://curia.europa.eu/jcms/upload/docs/application/pdf/2020-07 /cp200091en.pdf, accessed
08.12.2025); The SCCs require that parties must warrant they have “no reason to believe that the laws and practices applicable to
the data importer are not in line with these requirements.” (Recital 19 Commission Implementing Decision (EU) 2021/914 of 4
June 2021 on standard contractual clauses for the transfer of personal data to third countries pursuant to Regulation (EU)
2016/679 of the European Parliament and of the Council, O] L 199, 07.06.2021).
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for this use case is provided in Appendix 2. This section summarizes the key legal considera-
tions relevant to the TIA. For the PDX use case, the initial analytics data cannot be shared unless
the TIA concludes that effective supplementary measures achieve essentially equivalent pro-

tection for genetic data.

Whether the SCCs alone are effective in light of Chinese law and legal practice remains con-
tested. The EDPB guidance requires that a TIA assesses the recipient country’s legislation and
practical access risk, including potential surveillance by authorities.39° For China, this includes

outbound data transfer rules, exemptions and real-world enforcement practices.

While encryption and pseudonymization align with EDPB guidance and are in theory highly
effectivet90, genetic data still poses a high re-identification risk. Additionally, joint analysis of-
ten requires raw data, making full anonymization highly impractical. While data minimization
as well as audit trails are strictly necessary, their impact on systematic state access is insuffi-
cient. SCC clauses prohibiting onward transfers or requiring suspension are unlikely to be en-
forceable under Chinese jurisdiction. Even with robust safeguards in place, the risk of access

by Chinese Authorities remains high for genetic data.40!

EDPB guidance and Schrems II ruling*02 require suspension or avoidance of transfers where
supplementary measures cannot ensure essential equivalence.403 Thus, for this use case the
transfer would only be lawful if effective anonymization can be achieved. Therefore, it would
be advisable for the EU company to either conduct the analytics themselves or by a contractor

in the EU or in a country where the TIA outcome would be positive.

If no personal data are transferred from the EU to China, but the Chinese party processes per-
sonal data and samples exclusively on behalf of the EU party, a Data Processing Agreement in

accordance with Article 28 GDPR is still required.*04

If both parties jointly determine the purposes of data processing (e.g. joint protocol design and

shared research outcomes), a Joint Controller Agreement under Article 26 GDPR is mandated,

399 EDPB, Recommendations 01/2020, 2021, para. 29-31; EU Exporters must spot supplementary measures or suspend/termi-
nate/avoid the transfer in case the exporter cannot ensure an adequate level of personal data protection. (See EDPB, Recommen-
dations 01/2020, 2021, 4).

400 EDPB, Recommendations 01/2020, 2021, Annex 2; TeleTrust/ENISA, Guideline “State of the art” in IT security, Technical and
organizational measures, adopted in 2025, https://www.teletrust.de/fileadmin/user_upload/2025-09_TeleTrusT_Guide-
line_State_of_the_art_in_IT_security_EN.pdf (accessed 01.02.2026).

401 Article 28 CBL.

402 CJEU C-311/18, ECLI:EU:C:2020:559, Schrems II.

403 Step 5 and 6 include the deployment of the supplementary measures before the transfer takes place if those are deemed effec-
tive, including proper documentation and regular reassessment of the effectiveness (Step 5), as well as the monitoring and re-
assessment of the transfer (Step 6). As the regulatory environment in China is rather dynamic, requiring monitoring of legislative
changes and potential adaptation of the TIA and supplementary measures required (See EDPB Recommendations 01/2020, 23-
25).

404 Article 28 GDPR.
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independently of any data transfers and in addition to the SCCs. As clarified in Section 6.6.1.,
joint controllership under Article 26 GDPR does not replace Chapter V GDPR requirements.
6.2.5.2. China to EU data transfer: Sector-specific and general data transfer re-
quirements
Transfers from China abroad involving PDX models or genetic sequence data require assessing
two compliance processes: general cross-border data transfer mechanisms under the PIPL,

DSL and CAC rules as well as sector-specific approvals. 405

In the use case described in Section 6.1, this directly affects the planned transfer of sequenc-
ing-derived analytic data from China to the EU, which requires NHC approval or filing and -

depending on the specific data type and volume - may also trigger a CAC security assessment.

Therefore, it is advisable to first identify the type of data intended for transfer. In case of HGR
data, the HGR Regulations impose specific transfer restrictions. Also, personal data, Important
Data or Core Data are handled differently under PIPL, the DSL and CSL.#°¢ The CBDF Provisions
and Free-Trade Zone negative lists further allow certain data to be exported with fewer for-

malities.

It is also advisable to segment data flows and separate HGR and sensitive data from other re-
search data so that only data subject to stricter controls are treated accordingly. Where HGR is
involved, the sharing scenario (open access vs. authorized collaboration) determines the ap-

plicable filings.

In case of open access, the Chinese party must file with the NHC and provide a backup copy
together with a demonstration of lawful basis, necessity and a risk self-evaluation. Data can
also be shared as part of an authorized research collaboration and require no further filing if
the collaboration has been authorized and the parties comply with all collaboration specific
requirements. The NHC may additionally require a security assessment if national security
could be affected, for example where HGR from vital genetic families, samples from sensitive
regions or large-scale exome/genome sequencing (2500 cases) are involved. As the NHC may
identify further scenarios for which a security assessment is needed, there is uncertainty re-

garding when such an assessment is required and how it will be evaluated. Where HGR quali-

405 Chen/Li, Is cross-border transfer of China’s human genetic data an impossible mission? Human Genetics 2025, 3-4.
406 For the definition of Important Data see the Appendix G of Data Security Technology - Rules for Data Classification and Grading
(GB/T 43697-2024).
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fies as Important Data under Chinese law, a parallel CAC security assessment may also be trig-
gered in accordance with the Provisions on Promoting and Regulating the Cross-Border Flow

of Data.407

Data can only be transferred out of Mainland China if the parties choose and comply with one

of the four legal transfer mechanisms (Article 38 PIPL):

— Security Assessment by CAC (mandatory for CIIOs, Important Data/Core Data or large vol-
umes of personal data or sensitive data)

— Standard Contracts (for non-CIIOs and below volume thresholds)

— Certification by accredited institutions or

— otherlegal basis as provided by law or the CAC (e.g. FTZ Negative List exemptions or CBDF

Provisions).

It is therefore required to first check the thresholds and requirements in order to identify the

proper transfer requirements. Segmenting data transfers to avoid thresholds is prohibited.

[t should be noted that transfers under the Standard Contract or Certifications require a Per-
sonal Information Protection Impact Assessment (PIPIA) to be completed and filed with the
CAC. In case data are transferred based on the Standard Contract, the contract and the PIPIA
must be filed within 10 working days after signing. In case the processing changes substan-
tially, a reassessment is required.4%8 Any outbound transfer additionally requires purpose-spe-

cific consent.

Given approval uncertainties, exporting only essential data or conducting on-site analysis in
China may be advisable to avoid triggering CBDT processes. Accordingly, the PDX scenario may

need to rely on local analytics performed in China with only aggregated outputs exported.

6.2.5.3. Compliance strategies
To address the challenges of cross-border data transfers between the EU and China, the follow-

ing strategies are recommended:

— Use Standard Contractual Clauses (SCC) and conduct a mandatory Transfer Impact Assess-
ment (TIA) for all transfers from the EU to China. Ensure that the legal, regulatory and en-

forcement contexts in China are fully considered in the assessment.

407 Article 36 and 37 MOST Implementing Rules; Article 7 of the Provisions on Promoting and Regulating the Cross-Border Flow
of Data.

408 Article 55 PIPL, Article 7, 8, 11 and 14 SC Measures.
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— Prioritize processing of human biospecimens and special-category data within the EU
where feasible. Where transfers are indispensable, limit exports to the minimum necessary
data and document necessity and proportionality in the TIA.

— Implement supplementary technical and organizational measures, such as strong encryp-
tion (with keys held in the EU), pseudonymization at source, data minimization and strict
access controls.

— Ifsupplementary measures cannot ensure an essentially equivalent level of protection, sus-
pend or avoid the transfer in line with EDPB guidance and the Schrems II ruling.

— Ensure that China-EU transfers comply with all applicable HGR and sector-specific require-
ments, including completing NHC approvals and CAC filings where required and maintain
comprehensive documentation to record compliance.

— Explicitly address CAC security review triggers (e.g. vital genetic families, sensitive regions,
exome/genome sequencing of more than 500 cases) and prepare for NHC or CAC security
assessment where applicable.

— Limit data transfers to what is strictly necessary for specific research purposes and con-
sider on-site analysis or export of aggregated/anonymized data where transfers are not
feasible or lawful.

— Document all transfer mechanisms, approvals, contracts (including SCCs and TIAs).

— Regularly review and update compliance strategies in response to changes in Chinese and
EU law and document all risk assessments and decisions, ensuring that any changes are

reflected in the TIA, PIPIA and associated contractual safeguards.

6.2.6. Technical challenges and administrative burdens
In practice, data and samples are pseudonymized multiple times. First, when human biospeci-
mens and associated data are obtained at the hospital and shared with the biobank. The bi-
obank typically assigns its own key to the samples and data. Repeated pseudonymization of
samples and data can be performed by a data trustee, who is contractually obligated to confi-
dentiality. Whenever the data and samples are shared with a third party, they should be pseu-
donymized again, resulting in no individual party holding all keys. This multi-stage pseudony-
mization structure mitigates risks under both regimes. It reduces re-identification risks and

supports necessity and minimization principles.409

By ensuring that no single party holds all the keys and by contractually ensuring the separation
of identifiers, the risk of unauthorized re-identification is minimized, even in the event of a

(data) breach. In the PDX use case, pseudonymization should occur at several stages as data

409 Herbst, Datenschutz und Daten-sicherheit 2016, 375.
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move from the hospital to the biobank, to the sequencing institution and finally to the collabo-
ration partners. The keys are separated to ensure that neither the EU nor the Chinese partner

can independently re-identify the donors.

The GDPR offers a robust framework for safeguarding data subject rights while accommodat-
ing the realities of scientific research by allowing targeted derogations under Article 89 GDPR
when combined with proportionate safeguards. However, the fragmented implementation of
key provisions, especially those concerning research exemptions and safeguards, across Mem-
ber States introduces significant legal uncertainty. This fragmentation results not only from
divergent Member State laws but also from heterogeneous interpretation by ethics committees
and supervisory authorities, including divergent views on what constitutes appropriate safe-

guards.

For EU-China collaborations, these differences have significant operational consequences.
While EU partners may leverage broad consent and research exceptions to facilitate data shar-
ing and secondary use, Chinese partners must navigate a more rigid, approval-driven system
that can impede multi-phase or cross-project research. The administrative burden of re-con-
senting, dual ethical approvals and continuous regulatory filings is particularly significant in
joint biobanking or PDX workflows. These burdens interact with localization and sectoral re-
quirements (see Section 6.5. and 6.6.), increasing coordination costs and documentation de-

mand across jurisdictions.

While the GDPR provides a comprehensive framework, its effectiveness in cross-border re-
search settings depends on the clarity of legal bases, the harmonization of safeguards, and the
operationalization of compliance mechanisms. The security management mechanisms of HGR
and biological resources stipulated in Chapter IV CBL are designed to align with China’s
broader data sovereignty agenda and are particularly relevant in cross-border research con-
texts, where foreign institutions must navigate multi-tiered approval processes and demon-
strate adherence to Chinese ethical and security standards. This regulatory model introduces
complexity for international research teams and underscores the need for harmonized compli-

ance strategies.

To address technical and administrative challenges, the following strategies may be consid-

ered:

— Implement multi-stage pseudonymization at each transfer point, combined with contrac-
tual separation of keys and identifiers. Recognize that pseudonymization (particularly for
genetic data) does not equal anonymization and must be complemented by additional safe-

guards.
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— Ensure contractual separation of identifiers and keys (e.g. via a data-trustee model), pro-
hibiting any single party from holding all re-identification elements.

— Apply robust encryption (in transit and at rest with EU-held keys), strict access controls,
logging and data minimization, considering the likelihood of identifiability of genetic data.

— Map roles and processing chains for any steps of the research project (controller/proces-
sor/joint controller/third party) and align accountability and notification and escalation
flows.

— Document safeguards specific to genetic data (e.g. pseudonymization, secure computing,
access control), as those are a critical element in Article 82 GDPR liability assessments.

— Maintain comprehensive, up-to-date documentation (e.g. safeguards, TIA, PIPIA, DPIA, con-
tracts, ethics committees’ decisions, meeting minutes).

— Continuously update the TIA/PIPIA as legal, factual and technical conditions develop. Re-
flect any changes in SCCs, Joint Controller Agreements and related instruments.

— Operationalize governance with structured registers, checklists and tools for project man-
agement that track obligations, deadlines and documentation requirements.

— Plan periodic monitoring of legal and technical developments to proactively identify com-
pliance risks and gaps.

— Embed technical and organizational measures (access controls, logging, secure environ-
ments) contractually in JCAs and SCCs, ensuring consistency with the role map and transfer
records.

— Ensurerobust documentation of the DPIA (Article 35 GDPR), ethical approvals and meeting
minutes. Documentation is essential to accountability and may mitigate enforcement ex-

posure.

6.2.7. Data subject rights and transparency
Upholding data subject rights and ensuring transparency and the possibility to withdraw con-

sent are also challenging, especially for secondary use and biobank research.

In the context of biobank research, this flexibility has led to a fragmented landscape. As Staun-
ton notes, while the GDPR formally grants data subjects rights, the actual enforceability of these
rights is often limited in practice.#10 For instance, if data are not collected directly from the data
subject, the right to information under Article 14 GDPR may be waived on grounds of dispro-
portionate effort or if providing the information would seriously impair the research pur-

pose.*11 This has direct implications for the exercise of other data subject rights, which can only

410 Staunton, Individual Rights in Biobank Research Under the GDPR, in: Slokenberga et al. (ed.), GDPR and Biobanking, Law, Gov-
ernance and Technology, 2021, 100-101.
411 Article 14(5) GDPR.
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be exercised when the data subject is aware that their data are being processed.12 Moreover,
the right to erasure is significantly constrained in research contexts. Article 17(3)(d) GDPR
explicitly exempts controllers from complying with erasure requests if doing so would impair
the research, provided that appropriate safeguards under Article 89 (1) GDPR are in place. This
means that once data are incorporated into a biobank, the data subject may lose meaningful
control over their future use.#13 The structural limitations are highlighted in EU-China collabo-
rations, where divergent consent models (see Section 6.4.) and multi-tiered approval processes
(see Section 6.6.) increase the complexity of offering effective rights mechanisms. In particular,
PIPL’s purpose-specific consent model and Chinese ethical review requirements can create op-
erational misalignment with GDPR’s research framework, which permits the use of broad con-
sent. In the fictive PDX collaboration scenario, this results in parallel obligations for handling
of data subject rights. The EU partner must respond to GDPR access, information or erasure
requests even where primary data are held in China, while the Chinese partner must manage
PIPL-compliant consent withdrawals and scope changes for data processing under their con-

trol.

To address challenges while upholding data subject rights and ensuring transparency, the fol-

lowing strategies are recommended for the use case:

— Provide layered transparent privacy notices and consent forms that reflect both GDPR and
PIPL expectations. Ensure that information about processing, cross-border sharing and
withdrawal rights is accessible, clear and tailored to the context.

— Clearly document and justify any derogations from data subject rights: Where research ex-
emptions apply (e.g. limitations on the right to information or erasure under GDPR), main-
tain a record explaining the legal and ethical grounds for these limitations.

— Establish practical mechanisms for managing data subject rights, including procedures for
withdrawal of consent (if applicable) and for handling access and information requests,
and ensure that these mechanisms are aligned with the role allocation defined in Sec-

tion 6.6.

6.2.8. Enforcement and liability risks
Finally, both EU and Chinese laws provide for significant administrative fines, including per-
sonal liability and, in severe cases, criminal sanctions for non-compliance. Differences in en-
forcement practice and risk of regulatory intervention or project suspension add to the com-

pliance risk. For EU-China collaborations, common risks include missed filings or approvals,

412 Staunton, in: Slokenberga et al. (eds.), GDPR and Biobanking, Law, Governance and Technology 2021, 92-94.
413 [bid, 97.
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segmentation of data transfers to avoid triggering security assessment thresholds+14 and defi-
ciencies in consent documentation or ethical review processes#4!5. Failure to maintain backup
and access obligations for Chinese partners can also lead to sanctions under the HGR frame-
work.#16 Given these overlapping regimes, enforcement exposure arises across multiple regu-
latory domains, requiring strategies for integrated compliance and documentation. In the PDX
scenario, the main risks are timely and complete NHC filings (incl providing backups), com-
pleteness and up-to-date TIAs/SCCs for any EU to China transfers and coherent documentation

to demonstrate compliance and alignment across both jurisdictions.

The following concise overview by statute summarizes the link between compliance chal-

lenges, risks and consequences.

6.2.8.1. PIPL
Chapter IV PIPL allows the Cyberspace Administration of China (CAC) to order rectification of
unlawful processing, confiscate illegal gains and impose administrative fines. In severe cases,
regulators may suspend or terminate processing activities or revoke business licenses. The law
also introduces personal liability for responsible individuals, including prohibitions on holding
managerial positions. 417 Financial penalties can reach RMB 50 million*18 or 5% of the previous
year’s annual turnover for serious violations. Lesser infringements may result in fines up to
RMB 1 million. These sanctions apply to breaches of general processing principles and to vio-
lations of cross-border transfer obligations under Article 38-40 PIPL. Failure to conduct a
PIPIA or to file the required documentation for the Standard Contracts constitutes a material
compliance risk in cross-border research settings.419 Applied to the PDX collaboration, delayed
or incomplete PIPIA preparation or late filing of Chinese Standard Contracts could trigger cor-

rective orders or suspension of the relevant processing activities.

6.2.8.2. DSL and CSL
These laws add obligations on data classification, localization and incident response. 420Regu-
latory authorities can impose corrective measures, confiscate illegal gains, suspend operations
and revoke business licenses.+2! Authorities can further impose personal liability on responsi-
ble managers for serious breaches, including fines and administrative sanctions.*?2 Unauthor-

ized cross-border transfers without a security assessment can lead to fines up to RMB 1 million

414 Article 3 SC Measures.
415 Article 33 2023 Measures; Article 9 HGR Regulation.
416 Article 14 and 33 MOST Implementing Rules.
417 Article 63-67 PIPL.
418 Which is roughly EUR 6,11 million as of 07. February 2026 (Exchange rate of RMB 1 = EUR 0,1222; 07.02.2026 by European
Central Bank).
419 Article 66 PIPL.
420 Article 21 and 25 CSL; Article 21 DSL.
421 Article 59 CSL.
422 Article 66 CSL.
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for CIIO0s, combined with suspension or revocation of business licenses.#23 Violations of the
DSL'’s data classification and security measures obligations*24 may trigger severe penalties up
to RMB 10 million.*?5 Failure to comply with incident response obligations can result in fines
up to RMB 1 million and, in severe cases, suspension of operations.426 The penalties scale with
perceived impact on national security and public-interest. These escalation mechanisms create
higher uncertainty for foreign research partners operating in China. For the PDX use case, a
wrong classification of data or treating remote access not as an outbound transfer could be

deemed unauthorized cross-border processing and expose the Chinese institute to penalties.

6.2.8.3. HGR Regulations and CBL
Violations of HGR approvals may lead to confiscation of samples/data, suspension or termina-
tion of research projects, and blacklisting of institutions, which restricts future filings and col-
laborations. Additional sanctions include administrative fines and, in severe cases, criminal li-
ability under the Biosecurity Law. 427 The MOST Implementing Rules (Articles 14 and 33) man-
date that Chinese partners have continuous, unrestricted access to research data and backups.
Non-compliance can lead to additional sanctions, including administrative fines and re-
strictions on future research activities.#28 The CBL (Articles 36-38 and 53) introduces a secu-
rity classification system for biotechnology activities and grants authorities the power to im-
pose penalties for breaches that threaten national security or public health. Sanctions include
fines up to RMB 10 million for severe violations, confiscation of materials and research outputs,
and suspension of laboratory operations or revocations of permits.+29 In the PDX setting, fail-
ures to provide required backups or to restrict the Chinese partner’s access to HGR-derived

data may trigger the relevant enforcement mechanisms and affect subsequent NHC filings.

6.2.8.4. GDPR
The GDPR establishes a multi-level enforcement architecture including independent national
supervisory authorities (SAs)%39, coordinated through the European Data Protection Board
(EDPB)#31 and the cooperation and consistency mechanisms#32. In intra-EU cross-border sce-

narios, the one-stop-shop mechanism designates a lead SA, while other SAs retain procedural

423 Article 66 CSL.

424 Article 21 DSL.

425 Article 45-48 DSL.

426 Article 53-55 CSL.

427 Chapter IX CBL; Article 21-24 HGR Regulation.
428 Chapter VI MOST Implementing Rules.

429 Chapter IX CBL.

430 Article 51-59 GDPR.

431 See Article 68-76 GDPR.

432 See Article 60-67 GDPR; Lampert, Data protection, privacy regulators and supervisory authorities, Bloomsbury Professional
(2020), 32-33.
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rights. 433 Under Article 58 GDPR, supervisory authorities may audit, access data, issue correc-
tive orders and suspend data transfers, potentially halting EU-China data flows pending reme-

diation.

Administrative fines (Article 83) must be “effective, proportionate and dissuasive”43*. The GDPR
distinguishes between two tiers: up to €10 million or 2% of global turnover for certain
breaches, and up to € 20 million or 4% for core violations, including unlawful transfers under
Chapter V.435 Data subjects have layered remedies: complaints to SAs (Article 77 GDPR)*3¢, ju-
dicial review of SA decisions (Article 78 GDPR)*37, direct actions against controllers or proces-

sors (Article 79 GDPR)#438, and representation by qualified non-profits (Article 80 GDPR)43.

Compensation for material and non-material damages (Article 82) requires proof of damage
and causation. CJEU rulings confirm that distress may qualify.#40 These rulings are particularly
relevant in biomedical research, where non-material harm (e.g. distress, loss of trust) might be

alleged following security incidents.

The EDPB’s Guidelines 04/2022 outline a five-step methodology for calculating fines, empha-
sizing context-specific factors such as risk profiles and safeguards like pseudonymization,
which are critical in genetic research settings. 441 Finally, Member States may add penalties for
infringements not covered by Article 83.442 This creates a further compliance layer for institu-

tions engaged in multi-jurisdictional research collaborations.*+3

For controllers in academic consortia, biobanks and the industry for which GDPR applies, typ-
ical enforcement exposures might include (i) insufficient legal basis or safeguards for special-
category data*#4, (ii) gaps in transparency towards data subjects#45, (iii) DPIA omissions for
processing activities identified as posing of high-risk to the rights and freedoms of data sub-

jects*46, (iv) inadequate security/TOMs including access restrictions and access management

433 See Article 60 GDPR; EDPB, The EDPB: Guaranteeing the same rights for all, https://www.edpb.europa.eu/system/files/2021-
06/2020_06_22_one-stop-shop_leaflet_en.pdf (accessed 02.02.2026).
434 Article 83(1) GDPR; Lampert, Data protection, privacy regulators and supervisory authorities, Bloomsbury Professional (2020),
34.
435 Lampert, Data protection, privacy regulators and supervisory authorities, Bloomsbury Professional (2020), 35-37.
436 Article 77 GDPR.
437 Article 78 GDPR.
438 Article 79 GDPR.
439 Article 80 GDPR.
440 Court of Justice of the European Union, Press Release No 191/23: Cybercrime: the fear of a possible misuse of personal data is
capable, in itself, of constituting non-material damage, https://curia.europa.eu/jcms/upload/docs/application/pdf/2023-
12/cp230191en.pdf (accessed 29.12.2025).
#1 EDPB, Guidelines 04/2022, 2023.
442 Article 84 GDPR.
443 In intra-EU cross-border cases, the lead SA coordinates draft decisions under Article 60 GDPR. Concerned SAs may raise “rele-
vant and reasoned objections” and the EDPB can adopt binding decisions under Article 65 GDPR to resolve disputes. A mechanism
designed to avoid “forum shopping” and ensure EU-wide consistency. The CJEU’s ruling C-645/19 clarified that non-SA may seize
national courts only under GDPR exceptions, such as urgency (Article 66 GDPR) or local effects, in conformity with the GDPR’s
rules (Article 55-66 GDPRY); See CJEU C-645/19, ECLI:EU:C:2021:483, Facebook Belgium, para. 11 and 75-77.
444 See Article 6, 9 and 89 GDPR.
445 Article 12-14 GDPR.
446 Article 35 GDPR.
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to genetic repositories#4’, (v) data breach notification failures448 and (vi) non-compliance with

Chapter V obligations (e.g. incomplete TIAs, missing contractual or technical supplementary

measures)*49, issues that might trigger upper-tier fines and transfer suspension under Article

58(2)(j) GDPR.

For the PDX collaboration, incomplete TIAs, inadequate TOMs for genetic-data processing and

sharing or late or incomplete data breach reporting may result in transfer suspension under

Article 58(2)(j) GDPR and other corrective orders.

6.2.8.5. Practical measures and strategies

To address enforcement and liability risks in EU-China collaborations the following strategies

are recommended:

Proactively monitor regulatory developments in both the EU and China, affecting compli-
ance obligations or enforcement risks.

Ensure early and complete submission of all required filings and approvals (e.g. NHC, CAC,
ethics committees) to avoid administrative penalties, project suspension or even being
blacklisted.

Maintain robust documentation and evidence of compliance for all regulatory require-
ments, including specifically backup and access obligations for Chinese partners, consent
documentation and ethical review processes.

Engage with authorities for clarification and guidance if needed, for example via industry
associations or law firms.

Review and regularly update your compliance strategies to reflect new trends in enforce-
ment, risk and best practices, including technical and organizational measures to reflect
state-of-the-art technical developments.

Train and educate responsible persons such as managers or researchers on personal lia-
bility risks and the importance of compliance with both EU and Chinese legislation.

Avoid risk practices such as segmenting data transfers to circumvent security assessment
thresholds.

Additionally, monitor and consider also other countries’ legislation, which might impact

your organization or institute, such as the U.S. Biosecure Act.450

447 Article 32 GDPR.

448 Article 33-34 GDPR.

449 Article 44-50 GDPR.

450 The U.S. BIOSECURE Act of 2025 (H. R. 8333) bans all entities that are the recipient of federal funding in the US to use technology
from a “biotechnology company of concern”. Those companies seemingly impose a national security risk to the U.S. (see Sec. 2 (f)
(2) (B) (iii) Biosecure Act). (Biosecure Act, U.S. Senate Bill S.3469, 119th Congress, https://www.congress.gov/bill/119th-con-
gress/senate-bill/3469/text?s=2&r=3&q=%7B%22search%22%3A%?22Biosecure%22%?7D (accessed 01.02.2026)).
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— Inthe PDX use case, these controls collectively reduce the likelihood that enforcement dis-
rupts sequencing, analysis or material exchange and support continuity of the research col-

laboration.
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7. Conclusion

This thesis has shown that cross-border preclinical oncology research collaborations between
parties located in the EU and in China are shaped by fundamentally different regulatory phi-

losophies.

The EU’s framework is grounded in a rights-based conception of data protection that empha-
sizes fundamental rights and individual autonomy, whereas China’s approach embeds per-
sonal data protection within a broader regulatory logic centered on national security and data
sovereignty. These divergent principles manifest in strict collaboration requirements, data lo-
calization mandates and complex transfer rules on both sides. Taken together, these differ-
ences limit the extent to which procedural alignment is achievable unless targeted reforms are

introduced.

The comparison demonstrates that these differences create substantial operational barriers
for international research. The GDPR provides broad and dynamic consent models, research
derogations and strong data subject rights, while China requires purpose-specific consent for
each category of sensitive data and imposes stringent export controls for genetic material and
biospecimens. The HGR Regulations and the Biosecurity Law further limit the transfers of hu-
man biospecimens, such as PDX models and genetic data, with recent guidance suggesting only
limited flexibility. Accordingly, alignment at the project level generally relies on careful seg-
mentation of roles, data categories and governance instruments, rather than on broader regu-

latory alignment.

Both jurisdictions apply layered cross-border transfer regimes — Chapter V GDPR with TIAs
and SCCs, and China’s four outbound transfer mechanisms with strict thresholds - which to-
gether result in multi-layered, often parallel compliance obligations. Data transfers from the
EU to China frequently fail in practice due to Transfer Impact Assessment requirements, while
transfers from China to the EU are constrained by HGR-based export controls. As a result, tech-
nical and organizational solutions that minimize the cross-border movement of raw data be-
come essential, including local analytical environments and architectures that support pri-

vacy-enhancing approaches.

Beyond these legal and technical constraints, ethical and procedural hurdles further compli-
cate collaborations. Consent models are difficult to harmonize and the absence of mutual
recognition between ethics review systems leads to duplicated assessments, prolonged time-
lines and legal uncertainty. Collaboration requirements, including Joint Controller Agreements

in the EU and mandatory Chinese partner involvement under the HGR regime, remain central
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elements of compliance. These conditions create a compliance landscape that is highly de-
manding and may become operationally restrictive, particularly in projects that depend on ef-

ficient sequencing and analysis workflows.

The thesis proposes several strategies to mitigate these challenges. Early regulatory monitor-
ing, precise role mapping, layered contractual frameworks and strong technical and organiza-
tional measures are essential. Awareness of exemptions - for example, the exclusion of immor-
talized cell lines or plasma from HGR oversight - can reduce administrative burdens. Where
HGR Regulations apply, researchers must secure the required approvals, maintain continuous
access for Chinese partners and implement robust safeguards such as multi-stage pseudony-
mization and encryption. These measures are derived directly from the comparative analysis

of both systems and reflect legal necessity rather than operational preference.

While the findings are rooted in oncology, the underlying insights and compliance strategies
are relevant across biomedical research involving sensitive genetic and health data. The anal-
ysis is subject to limitations, including the rapidly evolving legal environment, restricted access
to some Chinese sources and the thesis’ focus on EU-level rather than Member State-level law.
Future research should explore stakeholder perspectives, evaluate new initiatives such as the
proposal for the European Biotech Act*5!, and examine mechanisms for harmonization and co-

ordinated oversight.

Ultimately, enabling responsible and innovative international research requires not only ro-
bust legal frameworks but also practical mechanisms that facilitate cooperation, transparency
and trust. Without progress toward pragmatic forms of regulatory alignment, global biomedi-
cal research is likely to remain constrained by fragmented rules and enduring legal uncer-
tainty. In the meantime, carefully designed governance structures offer the most viable path-

ways to enabling compliant, ethically robust cross-border research.

451 European Commission, Proposal for a Regulation of the European Parliament and of the Council on establishing a framework
of measures for strengthening Union’s biotechnology and biomanufacturing sectors particularly in the area of health and amend-
ing Regulations (EC) No 178/2002, (EC) No 1394/2007, (EU) No 536/2014, (EU) 2019/6, (EU) 2024/795 and (EU) 2024/1938
(European Biotech Act), https://health.ec.europa.eu/document/download/ec1475b7-e3f9-409e-b927-fc7e69306a8c_en?file-
name=biotech_reg-com2025-1022_act_en.pdf (accessed 01.02.2026).
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8. Abstract

8.1. English abstract
Preclinical cancer research is essential for the development of new therapies and for advancing
our understanding of tumor biology. Its international orientation has become essential today.
Genetic diversity and rare mutations can only be investigated through access to diverse patient
populations. Many biomedical research projects rely on human biospecimens and personal
data obtained from multiple countries. Funding programs such as Horizon Europe specifically
support international collaborations, for example between the EU and China. At the same time,
researchers face considerable challenges when collaborating and exchanging genetic data and
biological samples. Different data protection laws (e.g. GDPR and PIPL), divergent ethical
standards and consent models, regulatory barriers to the transfer of personal data and sam-
ples, as well as the operational complexity of implementing compliance requirements, compli-
cate collaborations. This thesis provides a comparative analysis of the legal and ethical frame-
works governing the cross-border exchange of genetic data, health data and biological samples
between the EU and China. The central question is how the different legal regimes, particularly
the GDPR, PIPL, DSL, CSL, CBL and HGR Regulations, affect research practice. Furthermore, the
thesis addresses ethical aspects of informed consent and the protection of vulnerable groups,
as well as practical challenges and pragmatic compliance strategies for research collaborations.
The methodology is based on a legal analysis of the relevant provisions in both jurisdictions,
complemented by a normative assessment of international and national ethical standards. A
practical example (EU-China collaboration using PDX models) illustrates regulatory hurdles
and presents concrete compliance strategies. The findings of this thesis show that the current
legal landscape is characterized by high complexity and legal uncertainty. This may result in
lengthy preparation times and increased resource requirements. The insights gained are rele-
vant not only for oncological research, but also for international biomedical research as a whole
and offer practical orientation for researchers, institutions and industry stakeholders in deal-

ing with complex regulatory requirements.
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8.2. German abstract
Praklinische Krebsforschung ist essenziell fiir die Entwicklung neuer Therapien und das Ver-
standnis der Tumorbiologie. Ihre internationale Ausrichtung ist heute unverzichtbar. Geneti-
sche Diversitat und seltene Mutationen konnen durch den Zugang zu unterschiedlichen Pati-
entengruppen erforscht werden. Zahlreiche biomedizinische Forschungsprojekte sind auf Hu-
manproben und personenbezogene Daten aus unterschiedlichen Liandern angewiesen. Forder-
programme wie Horizon Europe unterstiitzen gezielt internationale Kooperationen, z.B. zwi-
schen der EU und China. Gleichzeitig stehen Forschende bei der Zusammenarbeit und dem
Austausch genetischer Daten und biologischer Proben vor erheblichen Herausforderungen.
Unterschiedliche Datenschutzgesetze (z.B. DSGVO und PIPL), divergierende ethische Stan-
dards und Einwilligungsmodelle, regulatorische Hiirden beim Transfer von personenbezoge-
nen Daten und Proben sowie die praktische Komplexitit bei der Umsetzung von Compliance-
Anforderungen erschweren die Zusammenarbeit. Diese Arbeit analysiert vergleichend die da-
tenschutzrechtlichen und ethischen Rahmenbedingungen fiir den grenziiberschreitenden Aus-
tausch genetischer Daten, Gesundheitsdaten und biologischer Proben zwischen der EU und
China. Im Mittelpunkt steht die Frage, wie die unterschiedlichen Rechtsrahmen, insbesondere
DSGVO, PIPL, DSL, CSL, CBL und HGR-Regulierung, die Forschungspraxis beeinflussen. Des
Weiteren widmet sich die Arbeit ethischen Aspekten der informierten Einwilligung und dem
Schutz vulnerabler Gruppen sowie den praktischen Herausforderungen und pragmatischen
Compliance-Strategien fiir den Forschungsalltag. Die Methodik basiert auf einer juristischen
Analyse der einschlagigen Vorschriften beider Rechtsordnungen, ergéanzt um eine normative
Bewertung internationaler und nationaler ethischer Standards. Ein praxisnahes Beispiel (EU-
China-Kollaboration mit PDX-Modellen) illustriert die regulatorischen Hiirden und zeigt kon-
krete Compliance-Strategien auf. Die Ergebnisse der Arbeit verdeutlichen, dass die aktuelle
Rechtslage von hoher Komplexitat und rechtlicher Unsicherheit gepragt ist. Dies kann zu lan-
gen Vorlaufzeiten und erhohtem Ressourcenbedarf fithren. Die gewonnenen Erkenntnisse sind
nicht nur fiir die onkologische Forschung, sondern auch fiir die internationale biomedizinische
Forschung insgesamt relevant und bieten praxisnahe Orientierung fiir Wissenschaftler*innen,
Institutionen und Akteure aus der Industrie im Umgang mit den komplexen regulatorischen

Anforderungen.
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https://www.nhc.gov.cn/qjjys/rlyczygl/202510/f04ebf5bc27a47e5alac6f370b3c5ec
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10.Appendices

10.1. Appendix 1: Comparative table: GDPR vs. China’s data protection
framework

Aspect

EU (GDPR)

China (PIPL, DSL, CSL, HGR, CBL)

Territorial scope

Applies to processing in the
context of an EU establish-
ment and targeting/monitor-
ing of persons in the EU (Arti-
cle 3(1) and (2) GDPR)

PIPL applies inside China and extraterrito-
rially when processing outside China pro-
vides products/services to persons in China
or analyzes their behavior (Article 3 PIPL);
DSL extends extraterritorially where activi-
ties endanger national security/public in-
terest

Material scope

GDPR applies to personal
data; anonymous data ex-
cluded (Article 2(1) and 4(1)
GDPR, Recital 26 GDPR)

PIPL covers personal information; anony-
mous information excluded (Article 4 PIPL)

Definition of genetic
data

Genetic data is a special cate-
gory (Article 4(13) and Article
9 GDPR; Recital 34)

Article 2 HGR Regulations (covers human
biospecimen and derived data)

Sensitive personal information includes
health and medical data (Article 28 and 29
PIPL)

Roles

Controller/Processor/Joint
Controller

Personal Information Processor (Article 4
PIPL) analogous to GDPR’s controller

Legal Basis (genetic
data/health data)

Special categories require Ar-
ticle 9(2) GDPR legal bases
(e.g. consent (a), public inter-
est (g), research (j); deroga-
tion for scientific research in
Article 89 GDPR including
safeguards)

Article 13 PIPL (consent, contract, legal du-
ties, emergencies, public interest); no re-
search exemption; sensitive data requires
separate consent (Article 28-29 PIPL)

Consent models

Explicit consent (Article 9 (2)
(a) GDPR); Broad consent al-
lowed (Recital 33); Dynamic
consent recommended by
EDPB

Purpose-specific separate consent for sen-
sitive data (Article 28 and 29 PIPL). For
HGR activities, informed consent required
(Article 9 HGR Regulation); oral consent al-
lowed if documented (Article 9 HGR Reg.;
Article 33 2023 Measures)

Transparency obli-
gations

Article 12-14 GDPR (clear, ac-
cessible, information on pro-
cessing, recipients, rights, etc.)

Article 30 PIPL (including purpose, neces-
sity, impact on rights); Article 36 2023
Measures (detailed disclosures for biospec-
imens: type, quantity, use, storage, reuse,
destruction)

Research exceptions
and safeguards

Article 89 GDPR (pseudony-
mization, TOMs, ethic review);
Member state laws (e.g. Aus-
trian FOG)

No explicit research exemptions; strict
compliance with consent and ethical review
(Article 8 MOST Implementing Rules)

Access, rectification, erasure,
restriction, objection, data

Similar rights under PIPL (Article 44-49

Data subject rights portability (Article 15-22 PIPL) but limited in practice; strong state
GDPR); derogations possible oversight
for research (Article 89 GDPR)
Pseudonymization (Article o .. .
Pseudonymization not explicitly define;
4(5) GDPR), anonymous data anonymized data excluded from PIPL scope
Pseudonymization out of scope (Recital 26). Ge- y P

and anonymization

netic data anonymization de-
bated; safeguards encouraged
(EDPB Guidelines)

(Article 4 PIPL); TOMs like encryp-
tion/de-identification referenced in Chi-
nese Standard Contract obligations

Cross-border data
transfers

Chapter V GDPR: Adequacy
(Article 45 GDPR); EU-SCCs
(Article 46(2)(c) GDPR); BCRs

Article 38-40 PIPL: CAC Security Assess-
ment, Chinese SC (SC Measures), Certifica-
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(Article 47 GDPR); Codes of
Conduct/Certification (Article
40-42 GDPR); Derogations
(Article 49 GDPR)

tion; PIPIA mandatory; thresholds: 21 mil-
lion individuals or = 10.000 sensitive data
(Article 7 Provisions 2024)

Transfer assess-
ments

TIA mandated post-Schrems II
for Article 46 GDPR transfer
safeguards

PIPIA required for Chinese SC, certification
and security assessment; filing within 10
working days; re-filing when material
changes occur (e.g. Article 7-9 SC Measures;
Standard Contract Articles)

Data localization

No general localization re-
quirement

Article 37 CSL: CIIOs must store personal
and Important Data in China; Article 40
PIPL: Large volumes of PI or sensitive PI (=
1 million or = 100.000) must be stored in
China; HGR export restrictions (Article 7,
21 and 24 HGR Regulations)

Sector-specific
scope/definitions
(HGR)

n.a.

Article 2 and 3 HGR Regulation: HGR = hu-
man genetic materials and human genetic
information (derived data). Applies to col-
lection, use, preservation, provision

Foreign collabora-
tion & export con-
trols (HGR)

Collaborations (domestic and
foreign) between two or more
controllers require concluding
aJCA (Article 26 GDPR)

HGR Reg. Article 7, 21-24: foreign entities
must partner with Chinese institutions;
joint application to MOST for international
collaborations; approvals/filings; continu-
ous access/backup for Chinese party (Arti-
cle 14 and 33 MOST Implementing Rules).
Export/transport of HGR requires prior ap-
proval

Ethical oversight

Independent IRBs; research
safeguards under Article 89
GDPR; ethics review encour-
aged/required by Member
State laws and biobank prac-
tice

Mandatory ethics review for HGR and hu-
man-involving life science/medical re-
search: Measures 2023; Article 8 MOST Im-
plementing Rules; dual approval for inter-
national projects (Article 31 MOST Imple-
menting Rules). Confidentiality duties for
committees (Article 10 SC Measures)

Philosophical Ap-
proach

Fundamental rights-based; in-
dividual autonomy

Data sovereignty and national security; ge-
netic data as a strategic resource (Article 53
CBL rationale)

Supervisory / en-
forcement architec-
ture

National Supervisory Authori-
ties (Article 51-54 GDPR),
with investigative/corrective
powers (Article 58 GDPR);
EDPB for consistency (Article
63 GDPR); judicial remedies &
compensation (Article 77-82
GDPR)

CAC (cross-border/data/CSL matters); NHC
(HGR approvals/oversight); ethics commit-
tees under Measures 2023; local /sector
regulators

Investigative & cor-
rective powers

Article 58 GDPR: orders to
comply, access, audits, ban
processing/transfers, rectifi-
cation/erasure, administrative
fines.

PIPL regulators can order rectification, con-
fiscate unlawful gains, suspend/terminate
services, sanction responsible individuals
(as summarized: PIPL Ch. VII). HGR/CBL al-
low confiscation of materials/data, suspen-
sion/termination, blacklisting

Fines & penalties

Article 83 GDPR: up to € 20
million or 4% global annual
turnover (higher of), or € 10
million/2% for lower tier; Ar-
ticle 84 GDPR (Member State
penalties)

PIPL Ch. VII (enforcement/penalties: signif-
icant fines, confiscation, suspensions, per-
sonal liability/role bans); DSL/CSL: fines,
suspension, license revocation, confiscation
for classification/localization/incident
breaches (as summarized); HGR/CBL: fines,
confiscations, approval cancellations, pro-
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ject suspension for unlawful collec-
tion/preservation/export or non-compli-
ance with joint submission/ethics

10.2. Appendix 2: Transfer Impact Assessment for PDX use case ad-
dressed in Chapter 6

The EDPB has issued a six-step*52 methodology for conducting a TIA:
Step 1: Know your transfers4s3

In the use case, genetic data as well as clinical health data are transferred from an EU-based
pharmaceutical company to a Chinese oncology institute for validation and joint research. The
Chinese institute acts as a controller for the biospecimen collection, PDX generation and se-
quencing. The EU company is the controller for compound testing and the import of personal

data and HGR information from Chinese individuals. Both parties jointly conduct research.
Step 2: [dentify the transfer tool used54

Chinalacks an adequacy decision.*s5 Furthermore we assume that no approved code of conduct
pursuant to Article 40 GDPR has been adopted covering the given transfer and the research
parties do not qualify as groups of undertakings, making Binding Corporate Rules (BCRs) una-
vailable.?56 The preferred transfer mechanisms would be Standard Contractual Clauses (SCC),
either Module 1 (C2C) in case the Chinese institute is considered a data controller or Module 2

(C2P) if it is a processor.457
Step 3: Assess whether the transfer mechanism is effective*58

The SCC must effectively preserve the level of data protection guaranteed under GDPR, ensur-
ing that it is not compromised in practice during the transfer to Mainland China or when pro-
cessed there.*>9 Chinese law (PIPL, DSL, HGR Regulations) impose strict data localization and
export controls, especially for HGR data. Public authorities may access data for national secu-
rity reasons, potentially undermining SCC safeguards. The TIA must consider those risks, as

well as the volume and type of data and any sectoral exemptions (see Section 4.2.2.).

452 EDPB Recommendations 01/2020, 2021; see CNIL, Practical Guide, Transfer Impact Assessment, 2025.

453 EDPB Recommendations 01/2020, 2021, 10-11.

454 ]bid, 11-13.

455 Article 45 GDPR; European Commission, Adequacy Decisions, https://commission.europa.eu/law/law-topic/data-protec-
tion/international-dimension-data-protection/adequacy-decisions_en; accessed on 08.12.2025.

456 Transfer of data, subject to Chapter V among “groups of undertakings, or groups of enterprises engaged in a joint economic
activity” (Article 47(1)(a) GDPR), may be governed by approved binding corporate rules (Article 47 GDPR).

457 Article 46(2)(c) GDPR; Recital 10 and Annex Commission Implementing Decision (EU) 2021/914.

458 EDPB Recommendations 01/2020, 2021, 14-21.

459 Ibid, 14, para. 28.
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For the use case, the following specific risks and legal landscape of the importer country must

be considered:

— The data shared is considered genetic and health data, qualifying as special category data
(Article 9 GDPR) and sensitive personal information (Article 28 PIPL).

— PDX models, as per the latest NHC guidance, are explicitly regulated as HGR material.460

— Public authorities in China may access data for national security reasons, potentially un-
dermining SCC safeguards.

— Sectoral implications and thresholds:

o HGR approval is mandatory for PDX data export.

o CAC thresholds for security assessments: more than 10k sensitive PI or 1 million
non-sensitive PI exported triggers mandatory security assessment.461

o Eveniflocal Chinese rules exempt some data from pre-review, the EU TIA must still
assess essential equivalence.

— Residual risk:

o The risk of lawful access by Chinese authorities is high for PDX data, which is con-
sidered strategic and sensitive under Chinese law. If importer countries’ laws pre-
vent compliance with SCC, a transfer shall be omitted.462

o The EDPB requires, where no supplementary measures can ensure an essentially
equivalent level of protection, the transfer must be avoided, suspended or termi-

nated.

Step 3 concludes that the assessment leads to a high residual risk for the described use case.
Where national security assessments and export controls override contractual commitments,
SCCs alone cannot guarantee essential equivalence. Without any supplementary measures, a
transfer is very likely not in line with the EDPB Recommendations 01/2020 and the outcomes

of the Schrems II judgment.
Step 4: Identify and adopt supplementary measures+63

The focus is on technical, organizational and contractual safeguards. Those measures might
include strong encryption, pseudonymization, data minimization and strict contractual (and
enforceable) obligations on the Chinese partner regarding onward transfer and data subject

rights. If supplementary measures are not effective enough the transfer should not proceed.

460 Q&A on Issues Related to the Management of Human Genetic Resources (Part V), issued 11.10.2025, original:
https://www.nhc.gov.cn/qgjjys/rlyczygl/202510/f04ebf5bc27a47e5alac6f370b3c5ec3.shtml  (accessed 01.02.2026), English
translation available in Appendix 3.
461 Article 7 of the Provisions on Promoting and Regulating Cross-border Data Flows.
462 Recital 19 Commission Implementing Decision (EU) 2021/914.
463 EDPB Recommendations 01/2020, 2021, 21-23.
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For the transfer of genetic and health data to China, the following supplementary measures are

required and must be critically assessed for effectiveness:

Technical Measures:

Strong encryption for data in transit and at rest, with keys held exclusively in the EEA.
There must be no possibility of decryption in China and confidential computing should be

considered for any data-in-use-scenarios. 464

Pseudonymization at source: Remove direct identifiers before transfer and keep keys in

the EEA.465

Aggregation: If this is feasible for the foreseen processing purposes, make only statistical
or aggregated outputs accessible in China. It shall be ensured not to share raw genetic data
in clear text.

— Additional considerations:

o Non-personal information/anonymous data or non-sensitive personal information
of low volume may fall under Chinas exemptions (<100.000 data subjects; FTZ neg-
ative list).

o Local filings may be exempt, but the TIA must document why no personal data is
involved or why anonymization is robust.#66

o Ifdatais truly anonymized the residual risk is low or conditionally acceptable.

Organizational measures:

—  Strict data minimization: Transfer only the minimum necessary data for the given research
purpose.467
— Access controls and audit logging: Document all access to shared data and maintain audit

trails.

Contractual measures:

— SCCs must include clauses prohibiting any onward transfer, ensuring the exporter is noti-
fied in case of any access requests by governments and mandating the suspension of the
transfer, in case a compliant transfer cannot be ensured.*68

— The Chinese partner must warrant compliance with HGR approvals, maintain full docu-

mentation and notify the EU exporter of any regulatory changes or access requests.

464 See TeleTrust/ENISA, Guideline “State of the art” in IT security, Technical and organizational measures, 2025, 28-36 and 40-
41; EDPB Recommendations 01/2020, 2021, Annex 2.

465 EDPB Recommendations 01/2020, 2021, para. 85.

466 See Recital 101 GDPR & EDPB Recommendations 01/2020, 2021.

467 EDPB Recommendations 01/2020, 2021, para. 137 and 138.

468 EDPB, Recommendations 01/2020, 2021, 36-41.
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Conclusion

While encryption and pseudonymization align with EDPB guidance and are in theory highly
effectivet69, genetic data still pose a high re-identification risk. Additionally, joint analysis often
requires raw data, making full anonymization highly impractical. While data minimization as
well as audit trails are strictly necessary, their impact on systematic state access is insufficient.
SCC clauses prohibiting onward transfer or mandating the suspension most likely lack enforce-
ability under Chinese jurisdiction. Even with robust safeguards in place, the risk of lawful ac-

cess by Chinese authorities remains high for genetic data.470

10.3. Appendix 3: Translations Chinese sources

10.3.1.Data Security Technology - Rules for Data Classification and Grading
The original Chinese text is available online: https://www.tc260.org.cn/upload/2024-03-
21/1711023239820042113.pdf?’mc cid=b0acblc7ee&mc eid=627c47469b

The translation has been conducted using Microsoft 365 Copilot Chat on 18.10.2025.

Chinese English

GB/T 25069—2022 R EMILLE FHIABAENX The terms and definitions defined in GB/T
25069—2022 and the following apply to this

BT A - document.

3.1 #if data 3.1 Data

FEUBEFHEEMAS XN EENIEE - Any record of information in electronic or other
forms.

3.2 EEHURE key data 3.2 Key Data

HESE BT - BEXEEAR — TS Data in specific domains, groups, regions, or
N " s with certain precision and scale, which, if leaked,
ERAER - —BRHEREL - 5 JBE | tampered with, or destroyed, may directly en-

BEBEERZEZSE BT HE2BTE - A danger national security, economic operations,
social stability, public health, and safety.
HiEEMLZ ZRRIE -

¥ NEMALESSARMBKIE—BR Note: D.ata. tbat onl_ylaffect.s the organization itj
self or individual citizens is generally not consid-

FRAERHUE - ered key data.
3.3 I EHE core data 3.3 Core Data

WA - B KIGEARSBEE SRR Data with high coverage, precision, scale, or
depth in a domain, group, or region, which, ifil-

SIEE - RAME - —EFREK - —B#WIFE | legally used or shared, may directly affect politi-
EANAS  OEEYNEAZEnESY | @l security.
1i&

FoBRODHETEQEXARERRSE AN Note: Core data mainly includes data related to
key areas of national security, the lifeblood of

MEE  REERZFmK - EBEE - &KX the national economy, important livelihoods,

NEFZWHIE  REFXER2E NG HEEN major public interests, and other data deter-
mined by relevant national departments.
Hith# e -

469 EDPB, Recommendations 01/2020, 2021, para. 90, Annex 2; TeleTrust/ENISA, Guideline “State of the art” in IT security, Tech-
nical and organizational measures, 2025.
470 Article 28 CBL.
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3.4 — % $4E general data

3.4 General Data

BDHIE, ERYEZ SR HEEE,

Other data not classified as core or key data.

3.5 4~ AE & personal information

Any information recorded electronically or oth-
erwise that relates to an identified or identifia-
ble natural person.

3.6 U™ A 1§ & sensitive personal information

3.6 Sensitive Personal Information

—EBi#EREFEER, BHSBERANA
BETRIAREABZAG  MFZE2REBE
WPIABER -

Personal information that, if leaked or illegally
used, is likely to infringe on the dignity or per-
sonal and property safety of a natural person.

3.7 17\ S #3E industry sector data

3.7 Industry Sector Data

HEEMTW IR ANUCEETT TAFERST S R
FECPUTERFERVEIE -

Data collected and generated in the course of
performing duties or business activities in a spe-
cific industry sector.

3.8 22 £ #E public data

3.8 Public Data

FRBFE] - BEAAHEEMRSIRENA
RREBATERN - AHCEBTARESE
BRANEREARRSTEFNE - FERE
& -

Data collected and generated by government de-
partments, organizations with public manage-
ment and service functions, and their technical
support units, in the course of performing public
affairs management or providing public services.

3.9 AA4R#13E organization data

3.9 Organization Data

PREBBEFLEENPWE - mERNAD
BN ANEEMARANZOEE -

Data collected and generated by organizations in
their own production and operation activities
that do not involve personal information or pub-
lic interest.

3.10 $TE#UE derived data

3.10 Derived Data

KL - REC 1210 BE - BRREE
IEmim=ErEE -

Data generated through statistical, associative,
mining, aggregation, de-identification, or other
processing activities.

3.11 ##EIEE data processor

3.11 Data Processor

HEHFEVIEENPETARAEXNERRN - MBS
AR - DA -

An organization or individual that inde-
pendently determines the purpose and method
of data processing in data processing activities.

Appendix G: Important Data Identification Guide / Mft3% G EE#IEIRAIEFE

Chinese

English

Bt G (HsEtE) EEHIERAIIER

Appendix G (Normative) Important Data Identi-
fication Guide

FEEHERAINERS 6.5b) HEM E, EE
IMNTEAEZE :

Important data identification should be based on
compliance with 6.5 b), considering the follow-
ing factors:

f) RRZRFEERHRE N, EMEEERZE N
BEXRHOEHYT, MRRERBECHE
AR, gimt TEZ I ORS H %I
IRITRE, TZRE. SMEAENMEE Uk
BRERE. EREBRME, FAAE. EX
S8 KNHKE. RNREHKTE

f) Relates to China's scientific and technological
strength, affects China's international competi-
tiveness, or relates to export control items, such
as data reflecting major national scientific and
technological achievements, or describing the
design principles, process flows, production
methods of items prohibited or restricted for ex-
port, as well as data involving source code, inte-
grated circuit layouts, technical solutions, im-
portant parameters, experimental data, test re-
ports;

102




n) REREDEABE. FAFMNARER KRB

BRRFE. BEER, XREAEKEER.
IEMER XREYSENERSE, HATHER

FIRATEEMRSE. SHEEVEHRDS, XK
NEMMARMEMSHFIE, NEZEYER
BiE. A 2B MBI E

n) Reflects biotechnology research, develop-
ment, and application, reflects population char-
acteristics, genetic information, relates to major
outbreaks of infectious diseases, animal and
plant epidemics, biosafety laboratory safety, or
can be used to manufacture biological weapons,
carry out bioterrorism, relates to invasive spe-
cies and biodiversity, such as important biologi-
cal resource data, basic research data on micro-
bial resistance;

10.3.2.Q&A on Data Export Security Management Policies

The original Chinese text,

issued

on 09.04.2025, is available online:

https://www.cac.gov.cn/2025-04/09/c_1745906286623776.htm.

The translation has been conducted using Microsoft 365 Copilot Chat on 18.10.2025.

Chinese

English

HIELERSEEBERIDZ (20255%4A8)
20255048098 14:003KR : FEMIEWN
(#TED] [2H58])
EREENEENAEFZIMNEBHELNIRZSE
EEREXER  BESNENHFELEESUS
AMARFIELRIRER - XA RINE IO

Q&A on Data Export Security Management Poli-
cies (April 2025)

April 9, 2025, 14:00 Source: China CAC
[Print][Report Error]

The Cyberspace Administration of China (CAC)
continues to strengthen the promotion of data
export security management policies, guiding
and assisting data handlers to efficiently and
compliantly carry out data export activities. Af-

BHTHR - W —EERRMENOBNEE ter studying recent inquiries, some representa-

NTREF - tive questions and answers are published as fol-
lows.

1LANAIR R h E AR i T A S IR EE Rt ? 1. How should we understand the design of

China’s data export security management sys-
tem?

% MEEREBRERIENNOHEME - HR
FFSERMMKXARE ~ R XSEFRHA -
WHIEBERNZEERETHEMRE -
AT —ZIVERENMMMNARE - hEE
UYHELHEZZEEHE - 2ARFHNE
- AMBLEE) (BIEZEAR) (PAEBR
RIFA) AR EEXBIE L& {F L AR
ME - MAMNEAZEHNABEEE - RRTE
BHENMPAGR - W THELRENERHIE
ORREVHIELENZ S ABIRELHRZEW
HANRZREERLENAZAHNER -

olpIER - T PAGRLE  AENE 7Y
fEHEZ 2T - PABSRERFINE - DARE
BERREGREZHRE - BHKRE - PE
RERTHIRELREEENNE - SERIEEE
EWHAWSFENBIREIRZE - BHERD -

A: As cross-border data flows become more fre-
quent, many countries and regions have ex-
plored institutional approaches to managing the
security of cross-border data flows, issuing a se-
ries of laws, regulations, and standards. China’s
establishment of a data export security manage-
ment system is mandated by law. The Cyberse-
curity Law, Data Security Law, and Personal In-
formation Protection Law all provide clear legal
requirements for data export activities. These
requirements do not apply to all data, but only to
important data and personal information. For
important data that must be exported, the law
provides for a system where, after a security as-
sessment determines that export will not endan-
ger national security or public interests, export
is permitted. For personal information exports,
the law provides multiple channels, including se-
curity assessments, personal information pro-
tection certification, and standard contracts for
personal information export. Overall, China’s le-
gal provisions on data export management aim
to ensure the secure and free cross-border flow
of data needed for business operations in China,
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RIS RERZEMARBRBRNTAR
BNEZHREEREANETORNEE - X T
RERNPMNEBNEEZR RN —AREIEI
BREBERY  EBRRENZXIAEHEND
AEREEHELEZE N AR LKAE IR
R o

BRLAENE - BXREBMERIAZELREL
astit (BELRZENEE) (PABR
HRtESRIINE) (REFIAEEIRE R
HE) - K (RTEMEDAERRFIAE
NAE) REEINEMN - BRHEELIRZE
M - PABRERTESE - PABRRF
IWEERIERSKIEEE - SREM - SE K
FAFTRBELREZZEETF -

while providing necessary supervision over the
cross-border flow of personal information and
important data related to national security and
public policy objectives. General data that does
not involve personal information or important
data can flow freely across borders, while im-
portant data and personal information exceed-
ing specified quantities can be exported in ac-
cordance with the law after passing a security
assessment.

To implement these legal requirements, the CAC
has successively issued the Measures for Data
Export Security Assessment, Measures for
Standard Contracts for Personal Information Ex-
port, and the Provisions on Promoting and Regu-
lating Cross-Border Data Flows, as well as the
Announcement on Implementing Personal Infor-
mation Protection Certification and supporting
certification rules. These clarify the implementa-
tion paths for security assessments, standard
contracts, and certification, and the CAC works
with localities and departments to carry out data
export security management in an orderly man-
ner according to law.

2 30fAMRIEAR[E) B BRI 30 X E R L IR A E A
BARERN—ME ?

2. How is consistency ensured in the standards
for negative lists for data export formulated by
different pilot free trade zones (FTZs)?

% (REMPSEEIEBRRNANE) R -
Rl X ol B REE D LD RIRPHIEAR
RTETHEEELREARSE  RERME
ZENEREZRASMAE - REXMEEN]
EXHEEEEERGERME - AEBRINL
BRHIERSRTRRLEZINME  TURESE
BARIPALE - 2EEFENBRRNXEE
BRRs—INelHEE - AEARFIETE
PRASIBRBREERIEN - AEBERE
ENEREEMNER N AZEZRERYIERN
BRIHITEZ - HYE - - MREEEB
R ahinmEsE  HREFRHEXTM
SRIT  ABEEHE - LM TIFRRAE
BREFEERBEIXDREFHERK - 7
UEA B B Bl 50 X 0 S 2 pm s — 20 -

A: The Provisions on Promoting and Regulating
Cross-Border Data Flows clarify that FTZs may
formulate their own negative lists for data ex-
port within the framework of the national data
classification and grading protection system. Af-
ter approval by the provincial cybersecurity and
informatization committee and filing with the
national CAC and National Data Administration,
these lists are implemented. Data not on the neg-
ative list is exempt from security assessment,
standard contract, and certification require-
ments—an innovative measure to facilitate
cross-border data flows in FTZs. During the for-
mulation of negative lists, opinions from rele-
vant authorities are fully solicited. When filing,
the CAC and National Data Administration re-
view the lists. For the same sector, if a negative
list has already been issued by one FTZ, others
may refer to it without duplicating the process.
These measures ensure that negative lists com-
ply with national data classification and grading
requirements and guarantee consistency across
FTZs.

3. ERNRXBELRAESREMCENCUE
=R ?

3. How can the scope of FTZ negative lists for
data export cover more sectors?

& B ((RAENMASEBIREBIRRNMNE )

EXEEMERNLAE EXBIERSTETHK
A0Sl | i~ U= =T R = S (DA I3 (=2 vi v
X (O8) HiEERAEEREE  WAE  E
7 TE - B BIRK B - HPIE17

A: In implementing the Provisions on Promoting
and Regulating Cross-Border Data Flows, the
CAC and National Data Administration have
completed the filing of FTZ negative lists for
Tianjin, Beijing, Hainan, Shanghai, Zhejiang, and
others, promoting cross-border data flows in 17
sectors including automotive, pharmaceuticals,
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N BEBRERNRERHIFER - EXEHK
MEBNAZEREARE JEEESZER T
hWXEEEEFIARBREIEHEIELIEAR
BE BEEZAEBRNAMEM  BEN
TSR - RTERARXEIELIER
HBRRMEMER - AIUREERGHKNE
BENAEEMW (www.cac.gov.cn) FIHEXHA B
RA XML T 1 8% -

retail, civil aviation, reinsurance, deep-sea in-
dustry, and seed industry. The CAC, together
with relevant departments, is guiding each FTZ
to formulate negative lists based on their indus-
trial development characteristics. As more nega-
tive lists are published and implemented, the
scope of coverage will expand. For updates on
the publication and implementation of FTZ nega-
tive lists, please refer to the CAC website
(www.cac.gov.cn) and relevant local FTZ web-
sites.

4 INATIRBAHIBT DN NMERHIBE L EME 2

4. How should the necessity of personal infor-
mation export be understood and determined?

E: (MABBRRIFZR) FRKAE - “UED
ANERNHEERNE - SENEN - FN35
RIBEHNEEER - B PANZFIMER/)
WE - WEPMAGR - NARTSEMAEH
WHR/IERE - AETERENAER"; B+
AEME - BRER. TBEEASEAESN - D
NERBWRGFHRN = A SEIAAE B PR IN R
A B AT IE)”

RIE L RENE - AT RERHEERERS
FBEVEBNEEER WP ANGZFMMER/)
CIRTSIAE BN E/ER - REHRA
SLHAAE B M BN RN EE4A @, &K
ERAE - BEXREENERDAZEEFREE
HEZE2 A TS  FroZ88EAES
BIRSMPWSAEMKREKR - HPABER
HIRMNERRTTE  MEEREEERLIER
ENABHMEN B RERANERNLEN
PR EIRENAEREREICEREN M ENSSE -
HIFEHEL RRSITWIE - EXREERMNESR
NRZRBEHERTWEESE] - ESMICARHE
BATW USRS IR I SIasUR N AE
BHRMEEE - AW AEEDIRRHE
AR EIRESI -

A: Article 6 of the Personal Information Protec-
tion Law stipulates that “the processing of per-
sonal information shall have a clear and reason-
able purpose, be directly related to the purpose
of the processing, and be conducted in a way
that minimizes the impact on individual rights
and interests. The collection of personal infor-
mation shall be limited to the minimum scope
necessary to achieve the purpose of the pro-
cessing, and excessive collection of personal in-
formation is not permitted.” Article 19 stipulates
that “unless otherwise provided by laws and ad-
ministrative regulations, the retention period of
personal information shall be the shortest time
necessary to achieve the purpose of the pro-
cessing.”

According to these legal provisions, the factors
for determining “necessity” include being di-
rectly related to the processing purpose, mini-
mizing the impact on individual rights and inter-
ests, being limited to the minimum scope neces-
sary for the purpose, and having the shortest re-
tention period necessary for the purpose. In im-
plementing the law, the CAC will fully consider
the business scenarios and actual needs de-
clared by data handlers when conducting data
export security assessments, and will evaluate
the necessity of personal information export, fo-
cusing on the necessity of the export activity it-
self, the scale of natural persons involved, and
the scope of personal information data items ex-
ported.

As data export involves many industries, the
CAC, together with relevant industry authorities,
is gradually refining and clarifying the business
scenarios and necessary scope of personal infor-
mation export for specific industries, providing
more detailed policy guidance for enterprises
and institutions.

SAnfelRBI EEHE 2

5. How is important data identified?

% IR (MERREZEEERA) H1+ 2
FKE - EBRBIREZRBEIL - HEFE
REXFNERE —EBEMNE - —BEZ
8ol BRI M EIFAREL - IEENA

A: According to Article 62 of the Regulations on
Network Data Security Management, important
data refers to data in specific fields, groups, or
regions, or data that reaches a certain level of
precision and scale, which, if tampered with, de-
stroyed, leaked, illegally obtained, or misused,
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OREEEBERERLRE - 77517 - HERE
CAHEEANZZHOHEE - (MIEZE2EARH
THEDEHNY) ( GB/T 43697-2024) KRG
(EEHIERAIER) RE TEERRRAF
% - BIRABERIBREREEEM - BAM
EFRFIBREEHIE -

may directly endanger national security, eco-
nomic operations, social stability, public health,
and safety. Appendix G “Guidelines for Identify-
ing Important Data” of the Data Security Tech-
nology Data Classification and Grading Rules
(GB/T 43697-2024) provides methods for iden-
tifying important data. Data handlers may iden-
tify and declare important data based on rele-
vant laws, regulations, and technical standards.

6.EEHIERESERETEEHE?

6. Does important data mean it cannot be ex-
ported?

& WTHRFHENSERIE, EEETHE
MR, ABELEZETHIAIRRBE
ERLZ2MHESAHMNRN - IHE - 2
2025538, ERERNEENAEHTHERE
LEZ2 WG TE 2984, He, 440ERIME
WREEHE  WEERACBEINTS, &
TERN15.9% ; 44T BRIRIE S K509 EEH
B T EETHIBENEERIEIUA325T,
& RIREIEIN R #7963.9%.

HARENE - (BHAASEEEIRERAN
E) R BIEMBERBERAERREE
HiE - RWHRI] - MXEMHBAF KA
ANEZHIEN - BBV BEELREZENEEN
BERIBLIEZ 2N -

A: For important data that must be exported, the
law provides a system whereby, after a data ex-
port security assessment determines that export
will not endanger national security or public in-
terests, export is permitted. As of March 2025,
the CAC had completed 298 data export security
assessment projects, of which 44 involved im-
portant data; 7 of these were not approved, a re-
jection rate of 15.9%. The 44 projects involved
509 important data items, of which 325 were ap-
proved for export after assessment, accounting
for 63.9% of the total.

It is especially noted that the Provisions on Pro-
moting and Regulating Cross-Border Data Flows
clarify that if a data handler declares important
data in accordance with relevant regulations, but
has not been notified or publicly designated as
important data by relevant authorities or re-
gions, the data handler does not need to declare
it as important data for the data export security
assessment.

7ATWIRARRERIES P I A FINEEWRY
fER ?

7. How can foreign-invested enterprises partici-
pate in the formulation of industry technical
standards?

% BREENEENAERSART WY
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A: The CAC guides relevant professional organi-
zations to attach great importance to and ac-
tively encourage the participation of both Chi-
nese and foreign enterprises in the formulation
of industry technical standards, ensuring that
the needs of all stakeholders are fully consid-
ered. First, the participation mechanism is open
and transparent. The CAC guides the National
Cybersecurity Standardization Technical Com-
mittee to adhere to the principles of openness,
cooperation, and broad participation, and to
publicly solicit working group members from so-
ciety on a long-term basis. Committee members
and working group members include a number
of representative foreign-invested enterprises,
which have equal rights and obligations with do-
mestic enterprises in participating in and dis-
cussing standards. As working group members,
foreign-invested enterprises can participate
throughout the process and fully express opin-
ions and suggestions at all stages of standard de-
velopment. Second, the standard-setting process
is open and transparent. By publicly soliciting
standard requirements and participating units,
and by publicly seeking comments on draft
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standards, all stakeholders are ensured fair and
just participation in standard formulation.

8.%’ IBRERNAEERALEMENRE
5 ?

i

8. Are there more convenient channels for group
companies to transfer personal information
across borders?

. —AE RAZRFLRNRE—REL
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A: On one hand, if multiple domestic subsidiaries
belong to the same group company and have
similar data export business scenarios, the
group company can act as the applicant to sub-
mit a consolidated application for data export
security assessment or file standard contracts
for personal information export, thereby im-
proving the efficiency of data export work. On
the other hand, the CAC is promoting the intro-
duction of management measures for personal
information export protection certification, guid-
ing third-party professional certification bodies
to certify personal information export activities.
If either the domestic enterprise or the overseas
recipient passes the certification, the enterprise
can carry out personal information export activi-
ties within the scope of the certification. For cer-
tified multinational groups, personal infor-
mation export activities can be conducted within
the group without the need to sign separate
standard contracts for personal information ex-
port with each foreign subsidiary.

9.IFIERHELRELENLERBYPELE
mmiE?

9. Is there a specific process for applying to ex-
tend the validity period of data export security
assessment results?

% (REMPSBEEBRRMNE ) HEE
HIRZ 2 A EREVAHRRO2FELCES
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A: The Provisions on Promoting and Regulating
Cross-Border Data Flows extend the validity pe-
riod of data export security assessment results
from the original 2 years to 3 years. They also
clarify that if the validity period expires and it is
necessary to continue data export activities, and
there are no circumstances requiring a new data
export security assessment, the data handler
may, within 60 working days before the expira-
tion of the validity period, apply to the national
CAC through the local provincial CAC to extend
the validity period of the assessment result.
Upon approval by the national CAC, the validity
period can be extended for another 3 years. At
present, the CAC is actively soliciting opinions
from all parties and accelerating research on the
process for extending the validity period, plan-
ning to clarify it through revised policy docu-
ments, thereby creating more convenient condi-
tions for data export by enterprises and institu-
tions.

10.3.3.Q&A on Data Outbound Security Management Policy

The original Chinese text, issued

on 31.10.2025, is available online:

https://www.cac.gov.cn/2025-10/31/c 1763633376984070.htm

The translation has been conducted using www.deepl.com/de/translator on 21.12.2025.
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Chinese

English
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5. What does “overseas” refer to in the phrase
“Data processors collect and generate data
stored domestically, while overseas institutions,
organizations, or individuals may query, re-
trieve, download, or export such data” within the
“Data Outbound Security Assessment Declara-
tion Guidelines (Third Edition)”?

Answer: The term “overseas” in the statement
“Data collected and generated by data proces-
sors is stored within China. Overseas institu-
tions, organizations, or individuals may query,
retrieve, download, or export such data” refers
to data access or retrieval activities occurring
outside of China. When personnel from overseas
institutions or organizations query, retrieve,
download, or export data stored within China by
data processors while physically located within
China—without transferring the data over-
seas—such actions do not constitute data trans-
fer activities.

10.3.4.FAQ regarding Human Genetic Resource Management

The original Chinese

text is

available online:

https://www.nhc.gov.cn/qjjys/rlyczygl/202503/39a747744f2242068fdaf39b0452e11e.sht

ml

The translation has been conducted using https://www.deepl.com/de/translator on

30.12.2025.

Chinese

English
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I. Collection and Storage Administrative Permits

1. Is it necessary to apply for both collection and
storage permits simultaneously for long-term,
large-scale cohort studies?

Answer: No. Projects with specific research ob-
jectives need only apply for collection permits.

However, if samples require long-term storage,
they must be housed in an approved storage fa-
cility.

2 FEAERMRETF I NRIARIREHR -
AEFEBRPRRET?

a8

% REE,

2. When using human genetic resources covered
by an approved preservation permit, is it still
necessary to apply for a collection permit?

Answer: No.

30 T RN EREFIME R MRS EF
o/EfrEfFimRiId & E=SEENIE, NG

ERiE ?

3. How should projects that simultaneously fall
under the scope of both data collection permits
and international scientific research cooperation
permits/international cooperative clinical trial
filings be applied for?
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Answer: Only an application for an international
scientific research cooperation permit/interna-
tional cooperative clinical trial filing is required.

4 BERMREDREIFTWAKESTMBZIREE,
Rz na B 5 2
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4. How should one apply for a change in the
name of an approved collection or preservation
permit?

Answer: According to Articles 44 and 45 of the
Implementation Rules for the Regulations on the
Administration of Human Genetic Resources, ap-
plications for changes to the name of a collection
or preservation permit must follow the proce-
dures for major changes.

SHIEXERAEETERTESMADERNERRET

—]?
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5. Does the sample size requested for collection
need to align with the research protocol?

Answer: Yes. If there is a discrepancy, a reasona-
ble explanation must be provided, clearly stating
the reasons for the inconsistency.

6AEXETUBRIEREEAER, SE5ETIEN
HEERZRICEFEMHMEKEDRER
DEREZ?
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6. After obtaining approval for the collection
permit application, do participating healthcare
institutions need to submit ethical review ap-
proval documents and a letter of commitment to
the National Health Commission?

Answer: After receiving permission for the col-
lection activity, participating healthcare institu-
tions may submit the following materials to the
National Health Commission: their own ethical
review approval documents, or proof of recogni-
tion of ethical review approval documents pro-
vided by the approved collection permit holder,
along with a letter of commitment issued by the
institution. Upon submission, they may proceed
with the collection.

—. EREfTHRFOSER

II. Administrative Licensing and Filing for Inter-
national Cooperation

LEFR & ERIREF AN WO AR 2

Z  WTEHENMERRIRER, RU_ED

BRENFRBRERBRERZHRTT . SIRBRIRE

RRNEFM-NNEEF—EHRGE, %18
EHSE T LAHR -

1. How should residual samples from interna-
tional collaborations be handled?

Answer: Residual samples retaining research
value may, in principle, be returned to the pro-
vider of the human genetic resources. Alterna-
tively, they may be temporarily stored at the lo-
cation and for the duration specified in the origi-
nal declaration, after which they shall be de-
stroyed in accordance with relevant regulations.

2RI T, BT - GRMREARESES
HIRPHEA, RBEDCHNBZ I EAL,

BREEERBEEHMRSE?
% TEE

2.In a clinical trial where all collaborating par-
ties—including the sponsor and contract re-
search organization—are Chinese entities, and
only the EDC vendor is a foreign entity, is it nec-
essary to apply for international cooperation?

Answer: No.
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3. Does the sponsor of a clinical trial intended
for market authorization need to be consistent
with the applicant listed on the clinical trial ap-
proval document, notification, or filing disclo-
sure materials?

Answer: Yes. If the sponsor of the clinical trial
differs from the applicant listed on the clinical
trial approval document, notification, or filing
disclosure materials, relevant agreements or
supporting documentation must be submitted as
attachments when completing the international
cooperation application form to clarify respec-
tive rights and responsibilities.

4 EEETRHIRKANINE, EAEGERLUMR
LTNNTTBM, REFERBEGGIE?
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4. For ongoing clinical trial projects where the
collaborating institution has changed to a for-

eign entity, is it necessary to apply for interna-
tional cooperation?

Answer: Yes, an application for international co-
operation is required. The project should be sus-
pended first and may only resume after obtain-
ing approval for international scientific research
cooperation or securing a filing number for the
international cooperative clinical trial.

SHRABREAERERFETARNOMEME, A
HHELERMSS, REFTERREMRMZE
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5. For scientific research utilizing China's human
genetic resources that is funded by foreign enti-
ties but without their substantive participation,
is it necessary to apply for an International Sci-
entific Research Cooperation Permit or file an
International Collaborative Clinical Trial?

Answer: Such scientific research, where the for-
eign party does not substantially participate,
does not obtain research-related data or infor-
mation, and does not share research outcomes
with the foreign party (e.g., a foreign pharma-
ceutical company merely provides clinical trial
drugs or partial research funding to investiga-
tors at medical institutions without sharing re-
search results), is not subject to the manage-
ment framework for international cooperation
involving China's human genetic resources.
Therefore, it does not require application for an
International Scientific Research Cooperation
Permit or filing for an International Cooperative
Clinical Trial.

6B D FEFAEIRF AR &R, BEEH
REEENEGREAES D, RNE7
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6. How should one proceed if an international
cooperative clinical trial has been filed but needs
to be converted to an international scientific re-
search cooperation permit due to changed cir-
cumstances?

Answer: The filed international cooperative re-
search activities should be promptly suspended.
When applying for the international scientific re-
search cooperation permit, submit a summary
explanation among other supporting documents.
The relevant research activities may resume
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only after the international scientific research
cooperation permit is obtained.

7B AR R ERMF MRS ENE /S Eir
BFIERITN &R, NMGRE?

E: NSHERBATEEN, EHERETE
ERNEEATNEEMRSFRRHEESE -

7. How should previously approved interna-
tional scientific research collaboration projects
that meet the requirements for filing interna-
tional collaborative clinical trials be handled?

Answer: Only when changes to the project are
required should the filing for the international
collaborative clinical trial be reprocessed based
on the revised overall content.

BEFRGFPEMBUTEZEMLERN ?
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8. What other entities are primarily referred to
in international cooperation?

Answer: Other entities in international coopera-
tion refer to organizations that, outside of
healthcare institutions, have access to human
genetic resources materials or information
within their management scope and engage in
substantive participation. These include the ap-
plicant, the lead organization, contract research
organizations, third-party laboratories, and rele-
vant participating entities.

I.ERIBEMMZMRSIETRIF IR, B
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9. When applying for administrative permits for
international scientific research cooperation, do
foreign contract research organizations or third-
party laboratories need to provide ethical re-
view documentation from their country (re-
gion)?

Answer: No.
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10. What international cooperation agreements
must be submitted for administrative licensing
of international scientific research collabora-
tions and filing of international cooperative clin-
ical trials?

Answer: International cooperation agreements
include relevant agreements between the spon-
sor, lead institution, contract research organiza-
tion (CRO), third-party laboratory, and other en-
tities. For the administrative permit application
for international scientific research cooperation,
the sponsor, lead institution, CRO, and third-
party laboratory must provide mutually signed
and stamped Chinese-language agreements. For
the filing of international cooperative clinical tri-
als, all cooperating entities (sponsor, lead insti-
tution, CRO, third-party laboratory, and other
entities) must provide signed and stamped Chi-
nese-language agreements.

11.EFr & 1FIR RIS R PR3 S AU A N
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11. How should the term “analytical unit” be in-
terpreted in the filing of internationally collabo-
rative clinical trials?

Answer: In the filing of internationally collabora-
tive clinical trials, an analytical unit refers to an
entity involved in the analysis and processing of
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genetic information from human genetic re-
sources or nucleic acid-based biomarker infor-
mation.

122 RS FiRRIL I & R PIMRQN - 24
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12. For international collaborative clinical trials
filed domestically, if testing, analysis, and resid-
ual sample disposal are conducted by domestic
entities, can the relevant information regarding
these domestic testing, analysis, and residual
sample disposal entities be submitted as an ap-
pendix to the clinical trial protocol?

Answer: Yes.

=, ERUNEHIFRERAELRS

I1I. Prior Reporting for External Provision or
Open Access of Information
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1. When should information backup and prior
reporting be conducted for articles involving the
open use of human genetic resource infor-
mation?

Answer: According to current management reg-
ulations, this should be done before the data in-
formation is made publicly available.

2RAEAFHANREEHZREE 2EE
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2. Is it necessary to back up information and
submit prior reports when utilizing publicly
available human genetic resource data?

Answer: No.
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3. What are the requirements for filling in the
storage location/URL/code for pre-reported in-
formation?

Answer: If the pre-report type is “external provi-
sion,” and the method selected is “network
transmission,” enter the transmission URL; if
“physical storage medium” is selected, enter the
recipient's address. If the pre-report type is
“open access,” and the method selected is “publi-
cation in a paper, monograph, or conference,”
enter the journal, publisher, or conference URL;
if “information platform sharing” is selected, en-
ter the platform URL/code.

4$1ﬁ1=./u\9?ﬁﬁ1§ﬁﬁﬁ’]x?ﬁf‘|¢\ B2
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4. What changes have been made to the require-
ments for applying to open data for use?

Answer: Data opening methods are categorized
as “Open Access” and “Open Access Upon Ap-
proval.” Applicants must specify the desired ac-
cess method when applying to open data. If the
applicant selects “Open Access,” the data be-
comes accessible upon obtaining a registration
number. If the applicant chooses “Access
Granted After Review,” the data user must sub-
mit an application to the backup platform. Ac-
cess is granted only after the backup platform
reviews and approves the request. Subsequently,
the applicant, data user, backup platform, and
other relevant parties must strengthen data risk
management and security reviews.
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5. When human genetic resource information
generated during project implementation is
transferred to external entities such as EDC pro-
viders or data statistics companies to carry out
relevant work in accordance with the data man-
agement provisions of the agreement, is infor-
mation backup and prior reporting required?

Answer: No. However, if the participating EDC
provider, data statistics company, or other exter-
nal entity uses relevant research data beyond
the scope of the data management provisions in
the agreement, the Chinese data information
owner among the collaborating parties must
submit a prior report for the external provision
or open access of the data information.

e, Hfthio)HR

IV. Other Matters
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1. Are materials such as urine, feces, serum, and
plasma subject to human genetic resource man-
agement?

Answer: Human genetic resources encompass all
types of cells, whole blood, tissue/ tissue sec-
tions, semen, cerebrospinal fluid, pleural /perito-
neal effusions, blood/bone marrow smears, hair
(with follicles), etc. Other human secretions,
bodily fluids, swabs, etc., that do not contain
cells do not require declaration. Biological sam-
ples such as urine, feces, serum, and plasma,
which may contain extremely small amounts of
shed, residual, or free cells or genes, are no
longer included in the scope of human genetic
resource materials management.
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2. For applications to export materials that only
involve urine, feces, serum, or plasma, is declara-
tion required?

Answer: Urine, feces, serum, or plasma are no
longer subject to the management scope of hu-
man genetic resources materials. Therefore, dec-
laration is not required for the export of such
materials.
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3. How should whole blood samples collected for
scientific research be reported when the actual
testing material is serum or plasma?

Answer: Serum and plasma are no longer subject
to human genetic resource material manage-
ment. If serum or plasma is obtained by pro-
cessing collected whole blood, it should be re-
ported as whole blood. If whole blood is pro-
cessed into serum or plasma at a healthcare in-
stitution before being sent to a testing facility,
and no genetic, genomic, transcriptomic, epige-
nomic, or nucleic acid biomarker testing is con-
ducted, that testing facility is no longer subject
to third-party laboratory management. How-
ever, if whole blood collected is sent to a testing
facility for processing to obtain serum or plasma,
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that testing facility remains subject to third-
party laboratory management.
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4. Is reporting required for human genetic re-
source information generated from testing of
genes, genomes, transcriptomes, epigenomes,
nucleic acid biomarkers, etc., using materials
such as urine, feces, serum, or plasma for scien-
tific research?

Answer: Only when involving international co-
operation, provision of information to foreign
entities, or open access to data shall the afore-
mentioned human genetic resource information
generated from testing be subject to the follow-
ing management: inclusion in international sci-
entific research cooperation permits/interna-
tional cooperative clinical trial filings, prior re-
porting requirements for information provision
to foreign entities, or open access to data.
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5. Does the project name on the ethics review
approval document need to be identical to the
project name declared for human genetic re-
sources?

Answer: Yes.

6HARAXRNEREFTES AN TE—H?
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6. Does the research proposal need to be fully
consistent with the cooperation agreement?

Answer: The content of the research proposal
should not exceed the scope of the cooperation
agreement.

7.ERMNINE, ERBEBHIED,
BEFRIZIAT, HEZIHEBAHL?
% N TERBWINAPEAREEZRRA
RERGIESREERN, RESLEHMRER
OZRIRRIBIMA RN, TENSINE
RSEEEEFEARERHUHE -

ZRAU

on

7. For approved projects undergoing modifica-
tion applications, may the research continue and
subjects be recruited?

Answer: For projects already approved to utilize
Chinese human genetic resources in interna-
tional collaborations that involve modifications,
research may proceed according to the original
approved scope prior to obtaining the modifica-
tion approval decision. Modified aspects may
only be implemented after receiving the ap-
proved modification decision.

10.3.5.Q&A on Issues Related to the Management of Human Genetic Resources

(PartI)

The original Chinese text is

available

online, issued on 01.04.2025:

https://www.nhc.gov.cn/qjjys/rlyczygl /202504 /e9974e2f7a324590947485b74d796b71.sht

ml.

The translation has been conducted using https://www.deepl.com/de/translator on

02.01.2026.

Chinese

English
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EUMEABEME 2T MALE? Are commercial human cell lines subject to regu-
. N e lation?

EERFFIERER - TEAEPEDANAT

HrrE RIS K E(EAR EZ - RAANLE Immortalized cell lines used for production or

e e 30 N I ot scientific research that have had sample-related

B EREES ’ information removed and cannot be traced back

to individuals are not subject to human genetic
resource regulation.

10.3.6.Q&A on Issues Related to the Management of Human Genetic Resources
(PartII)

The original Chinese text is available online, issued on 09.04.2025:
https://www.nhc.gov.cn/qjjys/rlyczygl/202504/17f9863c65c742d4b31ccb745e26082a.sht

ml.

The translation has been conducted using https://www.deepl.com/de/translator on

02.01.2026.

Chinese English

eSS EERNEERT AEERBME, | Are tqmor xenograft mgdels considered human
genetic resource materials?

MR FRIREY/ N EBIBIERE ( Cell-derived Xen- | Cell-derived xenograft (CDX) mouse models do

ograft, CDX) FEFAEREREMR ; & | not constitute human genetic resources materi-
. Ot €2 20 Kt 1 g ) ] als; patient-derived tumor xenograft (PDX)
B ARKIRA/NEBERE ( Patient-derived | 10use models derived from patient tumor tis-

tumor Xenograft, PDX) BF AZIEERRA | sues do constitute human genetic resources ma-
" i R K A 4 terials. If exporting PDX models is involved, an
B - 075 RPDXREIHE, NIZRARAE - & administrative permit for the export of human

RABSBEREMREIBTEFT, genetic resources materials must be applied for
in accordance with relevant regulations.

10.3.7.Q&A on Issues Related to the Management of Human Genetic Resources

(PartV)

The original Chinese text is available online, issued on 11.10.2025:

https://www.nhc.gov.cn/qjjys/rlyczygl/202510/f04ebf5bc27a47e5alac6f370b3c5ec3.shtml

The translation has been conducted using https://www.deepl.com/de/translator on

02.01.2026.

Chinese English
LA EERERREETEEm - 1. Notes on the Quantity of Human Genetic Re-

e o 3 N T . sources Declared.
AR ERITRIFO] ~ &RIME PHIRAIA The quantity of human genetic resources materi-

FBEXBEMEREEWBEBESE  NAZT als and information declared in administrative
e o e o e licensing and filing projects shall not exceed the
HEMRPHRRAMBEEBERIAE - quantity specified in the application materials'

protocols and informed consent forms.
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2. Time Limit for Extending the Validity Period
of Administrative Permits or Filings.

2EETEOF O E R A AR PREK -
BFIARBEREAFTELELTEIFINERS
WHEARY - N HEAMEREFR =T TEHAR

tend the validity period of an administrative per-

MEXDERERRELSE - BRNATRE mit or filing shall submit an application to the

. National Health Commission at least thirty
working days prior to the expiration date. Appli-
cations submitted after this deadline will not be
accepted.

Permit holders or filing entities seeking to ex-

10.3.8.Administrative Licensing for the Collection of Human Genetic Resources
in China Service Guide

The original Chinese text is available online, issued on 20.05.2025:

https://www.nhc.gov.cn/qijjys/rlyczygl /202503 /3b99b808608240878{866e53ce3a8e36 /fil
es/1746832742892 58540.pdf. An overview of all Service Guides is available online:
https://www.nhc.gov.cn/qjjys/rlyczygl/202503/3b99b808608240878f866e53ce3a8e36.sht

ml.

The translation has been conducted using https://www.deepl.com/de/translator on

02.01.2026.

Chinese

English

—. EREE AT OUEATERERAHRRN
PEARRERREX £FY) - BRERERER
AANRBEERREED - FEM RALER
HRXEEDNMATRABRAZBHFTEARK
F3000 FIMASEREFTRREENRIMEHE
# - PITRA EBRERREREARBEFTIRM R
MARKBEHZRER - ERRERAZEREEA
BEMER - BEREMRERE REEEES
EMBMERZNER  BZEEPSBEER
HRm. BEEREMRKERNE LR/
G R=RHEF=RLUL, ShE - BKB
ARBE - MAREEN RETELY,
EMEXANLBRE R BRZIRERBABRFARLIRE
TREEE FEARBREARTEREEEE
RIETEBENYE ERAENALRRERR -
REMXALUZENDHRKRR BERAXDUK
& o KMBRABMREAR AT 30005189 E
ESNEEE RRFASIRRE - BETEMR - I
KRIFF ~ FREMRSE - NRBHERAMAE
TR MR E Lo IR REIRE

I. Scope of Application

This permit applies to the collection of human ge-
netic resources within China, including the collec-
tion of human genetic resources from significant
genetic families, specific geographic regions, and
large-scale population studies involving more
than 3,000 individuals. It governs the standardi-
zation and management of such activities. The
term “human genetic resources” encompasses
both human genetic resource materials and hu-
man genetic resource information.

Significant genetic families refer to blood-related
groups affected by hereditary diseases, pos-
sessing hereditary special constitutions, or exhib-
iting specific physiological characteristics, where
members with such conditions span three or
more generations. Common diseases such as hy-
pertension, diabetes, red-green color blindness,
and hemophilia are excluded.

Human genetic resources from specific regions
refer to those from populations living long-term
in isolated or unique environments, exhibiting
distinctive constitutional traits or adaptive phys-
iological characteristics. Specific regions are not
defined based on whether they are ethnic minor-
ity settlements.

Collection activities for large-scale population
studies involving over 3,000 subjects include but
are not limited to cohort studies, cross-sectional
studies, clinical research, and constitutional stud-
ies.

116



https://www.nhc.gov.cn/qjjys/rlyczygl/202503/3b99b808608240878f866e53ce3a8e36/files/1746832742892_58540.pdf
https://www.nhc.gov.cn/qjjys/rlyczygl/202503/3b99b808608240878f866e53ce3a8e36/files/1746832742892_58540.pdf
https://www.deepl.com/de/translator

SENATELLS) - TR RETH - MRS
TSI AKBERRRESHRNS R A
RBEERFEREN  BBEANEEZRIBEALER
RERMRE 1 TBIFD - EESITRIBEALER
ERIFRRETRIFD - AEBEEHRFEMNEE
FAZLEVMM - 211 - AR/AR YA, FER.
B " - M/REREARR - [/ BEERA. X (

™ EE) F, HthAEARAOAEILY - &
B HFELTE Bk - ALBEEHRRESERE
HER - EEAH - BEAH - RWAH RctDNAZE#%

BEAEYEYSHIRER - ARSI EM
XHRR. AMEXBKER Bt ASAKE
EHRRERE BRIFLELTHEHRIR - AlRKZS

77 REMARSS - ERFBEILFE - HEFeN
FIEZFENFE - WHREARSEERTR
REEDNR - KRBEXER. TBUEAMER

T AERFORERERE A,

Collection activities conducted for clinical re-
search aimed at obtaining marketing authoriza-
tion for relevant drugs and medical devices in
China are excluded from this requirement and do
not require collection approval.

Where human genetic resource preservation ac-
tivities requiring administrative licensing also in-
volve collection, the applicant need only apply for
the human genetic resource preservation admin-
istrative license and does not need to apply sepa-
rately for a human genetic resource collection ad-
ministrative license.

Human genetic resource materials include all
types of cells, whole blood, tissue/tissue

slices, semen, cerebrospinal fluid, pleural /perito-
neal effusions, blood/bone marrow smears, hair
(with follicles), etc. Other human secretions, bod-
ily fluids, swabs, etc., that do not contain cells do
not require reporting.

Human genetic resource information includes
data such as nucleic acid biomarkers (e.g., genes,
genomes, transcriptomes, epigenomes, ctDNA),
as well as associated information on diseases,
ethnicity, etc. Other data types that do not contain
human genetic resource gene information do not
require reporting, such as disease and ethnicity.
Other data types not containing human genetic
resource information do not require declaration.
Activities involving the collection of China's hu-
man genetic resources for clinical diagnosis and
treatment, blood collection and supply services,
investigation and prosecution of illegal activities,
doping testing, and funeral services shall be con-
ducted in accordance with relevant laws and ad-
ministrative regulations and are not within the
scope of this permit.

117




