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Abstract

Machine learning models are often used by decision-makers to classify users with the goal of mak-
ing accurate predictions. However, a fundamental assumption of these ML models is often violated —
namely, that the distribution of instances after deployment matches that of the training data. When out-
comes are important to users, they may attempt to manipulate their features with the goal to achieve
a more favorable result i.e. a positive classification, a behavior known as gaming (e.g., students joining
multiple sports clubs to improve university admission chances).

As this can affect both decision-makers and users, for example by reducing classification accuracy,
various approaches address this distribution shift, such as the strategic classification framework by Hardt
et al. [2016]. However, much of the existing literature focuses primarily on linear models and assumes
that users have full information (i.e., exact information on model weights and structure) about the em-
ployed model. Yet, problems like the example above are often more complex and require non-linear clas-
sifiers. Also in many cases, full information about the model is not a realistic assumption - there can be
different information scenarios based on what information the decision-makers choose to make avaible
to the users.

In this thesis, | investigate how non-linearity and different information scenarios affect the outcomes
of classificarion under gaming. Instead of limiting the analysis to extreme information cases like full
transparency or no information, | also examine the effect of providing users with model explanations as
information. Findings show that linear and non-linear models often result in different payoffs, especially
for decision-makers. With both full transparency and full opacity (no information), the decision-makers
get better accuracy with linear models, but there were also information scenarios where non-linear mod-
els provided better accuracy. Additionally, the effects of different information scenarios vary: users tend
to incur higher costs in settings with less information, whereas decision-makers face disadvantages in
transparent cases.

Overall, this study investigates the consequences of strategic classification for both decision-makers
and users across different information scenarios and models, highlighting their often significant impact

on both parties.
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Abstract

Entscheidungstrager nutzen haufig Machine-Learning-Modelle, um Nutzer zu klassifizieren. Eine
grundlegende Annahme dieser ML-Modelle wird jedoch oft verletzt: dass die Verteilung der Instanzen
nach der Bereitstellung des Modells in der Praxis mit der der Trainingsdaten tibereinstimmt. Wenn Ergeb-
nisse flir Nutzer wichtig sind, versuchen sie méglicherweise, ihre Features zu manipulieren, um ein giin-
stigeres Ergebnis, d. h. eine positive Klassifizierung, zu erzielen. Dieses Verhalten wird als ,Gaming*“
bezeichnet (z. B. der Beitritt mehrerer Sportvereine zur Verbesserung der Studienplatzchancen).

Da dies sowohl Entscheidungstrager als auch Nutzer betreffen kann, beispielsweise durch eine ver-
ringerte Klassifizierungsgenauigkeit, befassen sich verschiedene Ansatze mit dieser
Verteilungsverschiebung, wie zum Beispiel das Framework von "Strategic Classification" [Hardt et al,,
2016]. Ein Grof3teil der bestehenden Literatur konzentriert sich jedoch primar auf lineare Modelle und
geht davon aus, dass Nutzer lber vollstandige Informationen (d. h. genaue Informationen zu Modell-
gewichten und -struktur) tGber das verwendete Modell verfiigen. Probleme wie das obige Beispiel sind
jedoch oft komplexer und erfordern nichtlineare Klassifikatoren. Zudem ist die Annahme vollstéandiger
Informationen Uiber das Modell oft keine realistische Annahme - je nachdem, welche Informationen die
Entscheidungstrager den Nutzern zur Verfligung stellen, konnen unterschiedliche Informationsszenarien
entstehen.

In meiner Arbeit untersuche ich, wie sich Nichtlinearitat und verschiedene Informationsszenarien
auf Modelle unter der Annahme von ,,Gaming® auswirken. Anstatt die Analysen auf extreme Informa-
tionsfalle wie vollstéandige Transparenz oder keine Informationen zu beschréanken, untersuche ich auch
die Auswirkungen der Bereitstellung von Modellerklarungen wie LIME als Informationen fiir Nutzer. Die
Ergebnisse zeigen, dass lineare und nichtlineare Modelle oft zu unterschiedlichen Auszahlungen fiihren,
insbesondere fiir Entscheidungstrager. Sowohl bei vollstandiger Transparenz als auch bei tiberhaupt
keine Informationen erzielen Entscheidungstrager mit linearen Modellen eine hohere Genauigkeit, es
gab jedoch auch Informationsszenarien, in denen nichtlineare Modelle eine hohere Genauigkeit liefer-
ten. Darliber hinaus variieren die Auswirkungen verschiedener Informationsszenarien: Nutzer tragen
tendenziell hohere Kosten in Situationen mit weniger Informationen, wahrend Entscheidungstrager oft
in transparenten Fallen Nachteile erleiden.

Zusammengefasst untersucht diese Studie die Konsequenzen von "Strategic Classification" fiir Entschei-

dungstrager und Nutzer in verschiedenen Informationsszenarien und -modellen.
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1 Introduction

Machine learning explores algorithms and techniques for automating solutions to complex problems that
are challenging to address using traditional programming methods. Often, its aim is to learn a model or
a set of rules from a labeled dataset (known as the training dataset) so that it can accurately predict the
labels of data points not present in the dataset [Bastanlar & Ozuysal, 2014]. As vast amounts of complex,
high-dimensional data are generated across domains, machine learning becomes essential for extracting in-
sights, often in almost real time. With its ability to handle non-linear relationships, it increasingly supports
critical decision-making processes, and more and more crucial choices are now in the hands of machine
learning algorithms. To name some examples, these algorithms dictate the information presented to us on
the internet [Perlich et al., 2014], influence employment decisions such as hiring and promotions [Brynjolf-
sson & Mitchell, 2017], impact who qualifies for loans [Bjorkegren & Grissen, 2018], and even play a role in
decisions regarding bail and parole [Kleinberg et al., 2018].

However, a fundamental assumption in underlying conventional machine learning is that the distribu-
tion of unseen instances is identical to that of the training dataset [Dundar et al., 2007]. But this may not
hold true in many real-world scenarios. For example, perpetrators of credit card fraud adapt their activi-
ties to evade detection mechanisms employed by credit card companies. Similarly, creators of email spam
tailor message templates to bypass current spam filters [Briickner & Scheffer, 2011]. Further examples of
this behavior can be seen at New York’s high school exit exams [Dee et al., 2019], and Chinas automatic air
pollution monitoring [Greenstone et al., 2022]. On Google, there are over 32 million search results for the
phrase “hack your credit score”, and also numerous videos on the same cue. For example, not closing old
credit cards is mentioned as a suggestion to improve the credit score [MoneyNerd, 2023; Gobler, 2022]. This
behavior, where individuals manipulate their attributes to receive more favorable outcomes in scenarios
where models classify them, is referred to as "gaming" in the literature [Hardt et al., 2016]. As these ex-
amples illustrate, many predictive machine learning model used in decisions affecting human lives can be
affected by the concept of gaming.

In this thesis, | examine such learning scenarios with the framework of strategic classification [Briickner
& Scheffer, 2011; Hardt et al., 2016]. Here, decision-makers are required to select a classifier before individ-
uals being classified can learn about the model and potentially modify their features. To illustrate, consider
university admissions. The decision-maker (the university) utilizes a classifier for grouping applicants into

two categories ("accepted" and "denied"). The decision-maker aims to achieve high accuracy meaning that
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truly suitable candidates are classified as accepted and others are denied. Since Contestants (applicants)
may be highly motivated to secure a positive outcome, they might attempt to manipulate their features (e.g.,
joining multiple sports clubs without participation) to improve their chances. However, this behavior may
not accurately reflect their true suitability for the university and the accuracy can decrease because of this
change in behavior. In the end, the decision-maker gains a payoff in terms of accuracy, while Contestants
receive the utility of the decision outcome on their new features minus the costs they incurred in altering
their features as a payoff.

For decision-makers, gaming often causes a decrease in model performance because the assumption of
identical distributions between training and deployment data is not met [Hardt et al., 2016]. As an example,
if Contestants only change their features without their true label changing, the number of false positives

increases. This outcome is undesirable for decision-makers.

1.1 State of the art

Various approaches exist for addressing distribution shifts, such as keeping decision rules confidential to
prevent gaming. However, this is not always possible since there is a growing societal demand for a ’right
to explanation’ regarding how algorithmic decisions are made [Goodman & Flaxman, 2017]. This need is
also getting formalized in law systems as in articles 13-15 of the European Union’s General Data Protection
Regulation. This mandates that “meaningful information about the logic” of automated systems must be
made available to data subjects [2016/679, 2016-05-04]. On top of that, even if decision-makers retain the
logic, information may leak, or it is often possible for an outsider to learn information from classification
outcomes. Therefore, counting on keeping the decision rule private is not a reliable solution.

Another approach named performative prediction involves retraining algorithms to adapt to shifts, though
this is costly and may not always guarantee convergence [Perdomo et al., 2020; Ghalme et al., 2021]. Strate-
gic classification, a subfield of performative prediction, focuses on designing robust classifiers that remain
accurate despite gaming [Hardt et al., 2016; Levanon & Rosenfeld, 2021]. This includes research on online
learning [Dong et al., 2018; Chen et al., 2020; Ahmadi et al., 2021], generalization and PAC learning[Zhang
& Conitzer, 2021; Sundaram et al., 2023], causality and effects of the distribution shift [Miller et al., 2020;
Rosenfeld et al., 2020; Shavit et al., 2020; Bechavod et al., 2021], and social perspectives such as fairness [Hu
et al., 2019; Milli et al., 2019]. Some studies distinguish between genuine improvement and faking, where
Contestants may change their features for a better classification or just to game the system [Kleinberg &

Raghavan, 2020; Barsotti et al., 2022].
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However, most of the examined models in these studies only examine linear classifiers. This is a huge
limitation as popular machine learning models as neural networks and decision trees are non-linear in gen-
eral. Therefore, there is a need to understand strategic classification in cases where decision-makers use
such non-linear models.

Moreover, these models typically make the following transparency assumption: the Contestants have
full information about the deployed decision rule. In the context of the university example, this means that
students would exactly know the classification model of the university. But this assumption is not realis-
tic in practice. Transparency regulations aren’t universally applicable. When models are kept private, there
is often no unintentional information leakage, preventing Contestants from accessing information about
the model. Lastly, even if decision-makers disclose the decision rule, there’s no guarantee that individuals
without domain knowledge of classifiers will fully understand it. There is a line of research that was look-
ing into strategic classification where Contestants only rely on information observed by classified examples
[Ghalme et al., 2021; Bechavod et al., 2022]. They demonstrate that disclosing model information does not
prevent gaming but can increase disadvantages for both players. As illustrated by data stories in Ghalme
et al. [2021], Contestants may make costly adjustments yet receive no change in classification or even a
worse outcome (e.g. a truly suitable candidate changes features and gets classified as -1) due to their noisy
model approximations. Additionally, decision-makers may encounter increased false positives and nega-
tives. In conclusion, the drawbacks of strategic behavior become more pronounced when opacity is a factor.
However, these papers only consider two cases: either Contestants have complete knowledge of the model,
knowing the exact weights, or they have no available information from side of the decision-makers except
for a small labeled sample of features and their classification label. Anyhow, there are other realistic scenar-
ios that fall between these two extremes. As previously mentioned, EU regulations require decision-makers
to provide “meaningful information about the logic involved” [2016/679, 2016-05-04], which indicates that
using model explanations could also be possible.

With machine learning models erupting, there is also a high emphasis on finding explanations for the
predictions of black box models. Algorithms are developed to make the general decision rule [Strumbelj
& Kononenko, 2014] or even separate predictions understandable [Ribeiro et al., 2016]. It is realistic that
decision-makers will also rely on these explanatory tools to fulfill transparency goals. The goal of this thesis
is to deploy linear and non-linear decision rules in different information scenarios and compare the

results from viewpoints of all the players.
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1.2 My contributions

To sum up, gaming can affect the decision-making processes that are frequently conducted by automated
machine learning (ML) models. The existing literature examines many aspects of this trend but has two
major limitations: the assumption of linearity in the classifier and the assumption that Contestants have
full information. In practice, these assumptions often do not hold. The contribution of this thesis to the
existing literature is the thorough analysis of non-linear models in strategic classification in the following

information scenarios:

1. Fullinformation about the model: Contestants have access to a black box function that maps any set

of features to the classification outcome,
2. Partial information about the model: knowledge limited to certain explanations, such as LIME values,

3. No information about the model: no direct information provided by the decision-makers, with Con-

testants only having access to a labeled sample.

As (1) and (3) have already been studied for linear models, here the comparison with respect to the payoffs of
players in non-linear models with previous results is a main point. The second information scenario, where
decision-makers employ explanations to make the decisions interpretable for the agent, is a completely new
setting as the date of the thesis.

My research questions are:

« How does the outcome of strategic classification differ for both the decision-makers and Contestants

in strategic classification when non-linear models are involved?

« How do the payoffs of decision-makers and Contestants compare in the different information scenar-

ios?

- Doesmakingthe modelscompletely or partially transparent result in higher accuracy for decision-

makers? If not, what is the magnitude of performance loss due to transparency?

- How do the features and predicted labels of the Contestants change in different information sce-
narios? In opaque scenarios, are Contestants classified as they anticipate in their optimal re-

sponse?

My hypotheses, based on the results of existing literature, are as follows. | expect that in the non-linear

case, when Contestants attempt to modify their models, the optimization process might pose greater chal-
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lenges: i.e., Contestants need more iterations to find similar objective values, hence in the same amount if
iterations linear solutions will be better for them.

Additionally, | believe that the differences between linear and non-linear models will manifest differently
in each case. Regarding the decision-makers payoffs (accuracy), | expect non-linear models to be more fa-
vorable, as they typically have with higher accuracy before the feature modification of the users (i.e., when
the IID assumption is uphold) and are subject to fewer user modifications due to the increased complexity
of the problem that results in Contestants failing to find modifications.

Finally, | anticipate that model accuracy will decline more with increasing transparency, as Contestants

would make increasingly precise adjustments that could negatively impact overall accuracy.

1.3 My methodology

In order to assess these questions, the classical framework of strategic classification proposed by Hardt et
al. [2016] is used. To address non-linearity, instead of finding a closed form solution to the optimization
problem of the Contestants, approximation algorithms are used. If Contestants have all the information
about the model, they also have a black box function of their features and prediction outcomes that these
algorithms can be applied to.

Following information scenarios were tested. (1) On one hand, Contestants can have all the information
about the model. For non-linear machine learning algorithms this means that Contestants get to know a
function f that maps from any attribute values to binary classes. (2) For the second case, Contestants get
to know the LIME predictions of their classification [Ribeiro et al., 2016]. They change their features in the
explained direction by weights defined by the feature importances in LIME. (3) In the third case, publishers
do not reveal any information. Contestants take a random sample from other Contestants in the training
set of the model and their predicted labels and estimate a linear model as in Ghalme et al. [2021]. On top
of that, | want to compare an even more naive approach for this no information scenario. Contestants take
the same random sample, but instead of using a linear estimator, they modify their features assuming a K-
Nearest Neighbors (KNN) model. This means they adjust their features as much as possible for their costs to
resemble those of individuals in the sample who were classified positively.

To answer my research questions, | conducted experiments in the following settings. First, | used a syn-
thetic clustered dataset with Gaussian clusters. Next, | use a the popular moons dataset (often used in clus-
tering problems, see [Pedregosa et al.,2018]) to also have a better comparison for non-linear models. Finally,

| compared the results with the dataset from Ghalme et al. [2021] as a benchmark. For comparison, | use vi-
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sual elements. Additionally, | created data stories similar to those in Ghalme et al. [2021], where detailed

descriptions of characteristic cases are provided.

1.4 My results

Impact of Non-Linear Models on Strategic Classification: My experiments showed notable differences in
payoffs between linear and non-linear models, particularly for the Jury. These differences depended both
on the information shared by the Jury and used by Contestants as well as on the dataset. Linear models
performed better for the Jury in terms of accuracy under full information and in the no-information imitation
setting, while non-linear models outperformed in the no-information estimation scenario. For Contestants,
individual average payoffs were largely unaffected by model type, though in some cases, overall user welfare
was significantly higher with linear models.

Effect of Information Disclosure on Jury Payoff Full transparency led to a 5-20% performance loss
compared to the best scenarios for allmodel types. Surprisingly, partial information often benefited decision-
makers more than complete opacity, suggesting that tools like LIME may offer a strategic advantage. The
results align with Ghalme et al. [2021] without contradictions in non-linear models or varying information
scenarios.

Effect of Information Disclosure on Contestant Payoff Full transparency yielded the best results for
Contestants. Providing partial information was not particularly helpful, as the no-information scenario often
resulted in better outcomes. The highest difference in the expected and true classified labels of the users
was in the no-information case.

Characteristics of best responses in different information scenarios Contestant behaviorvaries across
information scenarios. Full information and no-information with estimation appear similar, though the lat-
ter includes more suboptimal changes relative to the true decision boundary. In partial information, many
users move to similar feature values. In opaque scenarios, there are always a significant amount of users
who are not classified as they expect based on their estimations, with the no-information estimation case
showing 2-3 times more such users than the partial information case.

In my thesis, | first provide a detailed literature review in Chapter 2. Next, | introduce the necessary
background and notation in Chapter 3. Chapter 4 outlines the methodology and models used in this study.
Chapter 5 presents the experiments | conducted, along with their setup, while Chapter 6 details the results.
In Chapter 7, | interpret the findings, relate them to previous studies, and address the research questions.

Finally, in Chapter 8, | summarize the results and discuss potential directions for future research.
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Game theroetical approaches
How can we describe the interaction between users and
decision makers with game theoretical notions, i.e. as a
Stackelberg competition?

i Generalization and PAC learning

\ ’—> How to make approaches to handle strategic behaviour
better used in praxis?

Strategic classification
What if users modify their features to get a better prediction in
classification scenarios by decision makers?

Online learning
AN J Studies gaming as an iterative process instead of a one-shot

‘ ‘ ‘ game.

{ { , 1

In the dark
‘What happens if one of the main assumptions, full
transparency of information for both players, is violated?

|

My thesis

How do different information levels of the users influence the payoff of them

Incentives and casualty
How can strategic behavior be influenced to incentivize
desired changes?

Social perspective and fairness
What are the effects of strategic classification if users are in
subpopulations?

Explainability of non-linear machine

learning algorithms
and the decision makers? How can we explain the predictions of non-linear machine
+ What is the effect of non-linear model choice by the decision-makers? learning algorithms?

Source: own edit.

Figure 1: A map of the related work introduced by this thesis. Purple color shows the most related work in
Section 2.1. Blue color includes work that covers less directly related aspects in Section 2.2. Green indicates
a different topic from strategic classification, that is still important to my work in Section 2.3.

2 Literature review

This chapter presents a comprehensive overview of key historical findings in strategic classification, dis-
cusses their relevance to the topics of in this thesis. ! First, | introduce the most influental studies on this
thesis in Section 2.1. Section 2.1.1 outlines the fundamental framework that supports the majority of recent
studies in the field. This framework serves as a crucial foundation to this thesis as well, many definitions
and notations are rooted in the works introduced in this section. Section 2.1.2 offers a summary of strategic
classification in diverse user information scenarios, representing some of the closest related work. Then, |
also present further research directions in the field of strategic classification in Section 2.2. Sections 2.2.1,
2.2.2,2.2.3,2.2.4, and 2.2.5 cover less directly related aspects. They discuss various perspectives, recent
challenges and solutions in strategic classification, such as casuality and incentives, generalisation, PAC
and online learning. Finally, Section 2.3 offers insights into explainability methods for non-linear machine
learning algorithms. This section aims to delve into explainability methods as one of the key objectives of
the thesis is to explore their implications in the context of strategic classification.

The structure of my literature review is summarized on Figure 1.

2.1 Closest related work in strategic classification

In this subsection, I first intorduce the related work that contains the most similarities to my thesis.

'For grammar checking and formatting purposes, OpenAl [2024] was used. Nevertheless, all intellectual content is the sole
responsibility of the author.
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2.1.1 General framework

Hardt et al. [2016] introduced the "Strategic classification framework". They formalize the manipulation
of features and a framework to understand gaming. Similarly to Briickner & Scheffer [2011], they define
the game between decision-makers and Contestants as a Stackelberg competition. Within this framework,
the decision-maker commits to a classifier upfront, while the Contestant, in response, strategically adjusts
their features in a process they refer to as gaming. Additionally, they establish the payoffs and formalize the
optimal responses of both players through optimization problems, assuming both players possess full infor-
mation. Subsequently, they demonstrate that solving these optimizations for non-separable cost functions
is NP-hard. However, for separable cost functions, they introduce an algorithm aimed at making classifiers
more robust against gaming strategies.

Their empirical evaluation, conducted on a spam filtering problem of a Brazilian social network, illus-
trates how their algorithm outperforms a non-modified Support Vector Machine (SVM) as gaming intensity
rises. The degree of gaming is regulated by the ratio of utility to costs: a higher multiplier on utility decreases
the relative weight of costs in the optimization process and hence promotes gaming.

They also consider several potential "inaccuracies" that may arise in practice: firstly, decision-makers
lack access to the true classification of the entire distribution and can only observe a sample; secondly,
decision-makers possess incomplete information regarding the true costs; thirdly, they lack awareness of
the extent of gaming occurring.

In conclusion, the paper establishes a crucial foundation for examining gaming phenomena from a for-
malized perspective. However, this thesis diverges in several key aspects: Firstly, while they solely utilize a
specific spam dataset, | intend to explore multiple cases. Secondly, they exclusively focus on linear SVMs,
whereas my research encompasses non-linear algorithms. Lastly, their analysis is confined to separable cost

functions, whereas | employ cost functions with quadratic dependencies.

2.1.2 Inthedark - studies on user information

In the framework of strategic classification initiated by Hardt et al. [2016] substantial research has emerged.
However, the literature typically treats the transparency/opaqueness of a classifier as a dichotomy, assum-
ing that only transparent classifiers require a robust learning strategy. Nevertheless, in many real-life sce-
narios involving high-stakes classification, the situation is more nuanced.

Ghalmeetal. [2021] studied cases, where users do not know the true classification model of the decision-

makers f, but still aim to game and therefore try to learn from predictions and estimate a classification
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model f. They introduce the concept of “Price of Opacity (POP)”: i.e., the difference in expected error of a
robust classifier f when the modelis transparent to that to when it is opaque, hence in different information
scenarios. To make the assumption of opacity specific, they assume that Contestants observe a random
sample drawn from the distribution of Contestants iid and observe the labels of that sample made by f, the
truly used model of the decision-maker. They do not only want to see the payoffs of the Jury, but also explore
the so named enlargement set. This enlargement set E includes all Contestants which decision-makers
classify differently under the different information scenarios. However, they show that as these points (of
the Contestants) tend to concentrate around the classification boundary, this mass of this enlargement set
can be large even if the fisa good approximation of f. Using this new definition of the POP they state their
main result, namely a condition on having strictly positive POP. Their theorem states that if the probability
mass on the enlargement set exceeds the base error rate of f, then the POP is strictly positive and decision-
makers get a better payoff for the transparent strategy than for opaque one.

They also complement their theoretical results with experimental evaluation on a synthetic and a loan
dataset. In both cases, they use linear SVMs and the algorithm proposed by Hardt et al. [2016] as the clas-
sification models of the decision-makers. Both models are tested in three settings: (1) non-strategic, where
Contestants do not game, (2) fully informed: where Contestants perform gaming and know the classification
model exactly and (3) in the dark: where Contestants perform gaming and but only know labeled examples
and have to approximate the classification model. They visually compare the POP by plotting the error of the
two models (linear SVM and the algorithm proposed by Hardt et al. [2016]) in the different settings. To also
understand user payoffs, they project their features and the decision boundary to 2D and mark the changes
they make, as well as describing some characteristic data stories from users.

This paper shares many similarities with the goal of this thesis. However, there are some key differences.
In this thesis, two additional information scenarios are evaluated. One is situated between no information
and "full" information, while the other assumes no information but a different best response strategy of the
users with imitation. Moreover, non-linear models are also tested.

Bechavod et al. [2022] also examines strategic classification in a setting where users do not have com-
plete information about the classifier. They propose a model for the principal-agent interaction in strategic
classification, where users from different sub-populations learn information about the classifier from their
peers, similar to Ghalme et al. [2021]. However, their focus diverges from Ghalme et al. [2021] by concen-
trating on the societal implications of opacity. Their goal is to formulate machine learning algorithms that

incentivize "good" strategic behavior, i.e., true improvements, even when the model is not fully transparent
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to the users.

Technically, they assume that there are multiple sub-populations of the population of users X with differ-
ent distributions. In these populations, users are risk-averse, meaning they only wish to move in directions
that can surely improve their outcomes. They are also fully rational and have no other information about the
model except for the labels of their already classified peers. They operate with a mixed cost function com-
prising quadratic and linear components. The authors also assume that there exists a ground truth assess-
ment rule, which is linear and known to the decision-maker. This differs from the previous work of Ghalme
et al. [2021], where the ground truth rule is unknown, and only the labels are known to the decision-maker.

In the game setting of the paper, classification is an iterative process where users are classified one-by-
one. The first few users in each sub-population have no information about the model, so they cannot esti-
mate the model better than a random guess and as they are risk-averse, they do not engage in gaming. After
enough peers in their sub-population have been classified, they conduct empirical risk minimization (ERM)
on their features and labels. The goal of users is to be positively classified, as in classical strategic classifi-
cation. However, the decision-makers aim to maximize social welfare rather than accuracy. Social welfare
is defined as the average improvement of users’ true labels after best-responding, summed across groups
and averaged over the agents and the randomness of the labels.

After defining the game setting and their assumptions, they proceed to show the closed-form solution
for the best response that maximizes users’ utility and the decision-makers equilibrium classification rule
that maximizes social welfare. They also state conditions for achieving equal improvement across subpop-
ulations. Additionally, they argue that under full information and their other assumptions, the do-no-harm
principle is guaranteed, meaning the number of true positives does not decline. They then evaluate their
algorithms on two datasets, dividing them into subpopulations based on certain features. They show that
if the costs for the groups were the same, the number of true positives strictly increased. Another key find-
ing of the study is that people from significantly different age groups or countries can have very different
understandings of the scoring rule, which can lead to disparate improvements across subpopulations.

This work is differs from my thesis in multiple aspects. Their focus lies on social improvement, while this
thesis concentrates on comparing the payoffs of players in different information scenarios. They construct
subgroups, a distinction not made in this thesis. Additionally, they exclusively consider linear settings.

Barsotti et al. [2022] also consider classifiers where users do not have full information about the classi-
fier used by decision-makers. They distinguish two forms of gaming: faking and improving, whether gaming

contains a difference between a user’s true features and their reported features or not. The true label of
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users is based on their true features, however decision-makers label them based on their reported features.
When users get classified positively because they misreported their features, they call it faking, otherwise
the feature manipulation is called improvement. They formalize a difference for these two forms of gam-
ing as well, incorporating detection algorithms designed to identify and penalize faking with some success
rate. Thus, in the user’s best response problem, the optimization processincludes a choice between true im-
provement (with higher costs) and faking (with lower costs but a potential high penalty). Additionally, they
suggest that users may respond through behavioral imitation, highlighting that imitation and social learning
are major drivers of behavior adaptation. Consequently, users might directly imitate the behavior of others
rather than merely inferring the classification threshold.

They also explore different information scenarios, controlling the information users can infer about the
decision-making model by adding noise to their estimation of the threshold. With high noise, the user’s
best possible estimation is a random guess of the model threshold, while with low noise, users have full
knowledge of the decision-making model. Their results indicate that transparency leads to a greater in-
crease in the number of false positives compared to scenarios with higher noise (opacity). They suggest
that transparent feedback is highly desirable and investigate mechanisms to mitigate these risks associated
with transparency by the decision-makers. They argue that if detection is effective and the detection prob-
ability is sufficiently high, the risk - i.e. the increase in false positives due to transparent feedback - can be
minimized.

This paper shares many similarities with the goal of the thesis. It also compares different transparency
scenarios and incorporates behavior imitation into users’ best responses. However, there are significant
differences. The main difference is that in this thesis, the level of information is controlled not by a noise
parameter but by the amount and type of information that decision-makers publish. Additionally, this thesis

does not explicitly distinguish between true and observed features.

2.2 Other topics in in strategic classification

Next, | would like to introduce some other, less closely related topics to this thesis in the field of strategic
classification.

2.2.1 Early work on feature manipulations

Manipulating features to get a better outcome in a decision-making situation traces back through history

far before the work of Hardt et al. [2016], with cautionary principles like Goodhart’s Law emerging in 1975
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[Goodhart, 1976]. It warns against the pitfalls of fixating a decision rule, stating: "If a measure becomes the
public’s goal, it ceases to be a good measure." This principle, originally in financial policy, now resonates in
computer science, serving as a reminder to consider broader implications beyond mere metrics.

Early work often aimed to enhance data mining algorithms to reduce their susceptibility to feature ma-
nipulation. Dalvi et al. [2004] highlighted the risk of data being actively manipulated by users attempting to
cause the classifier to produce false negatives and proposed a classifier that is optimal for decision-makers
given the users’ optimal strategy. However, they perceived manipulation as a zero-sum game, where one
player’s gain meant another’s loss. In the context of this thesis, such assumptions may not always hold true.
There can be cases where both parties benefit from manipulation. For example, consider a car insurance
company where users opt to take additional driving courses to obtain a lower monthly insurance fee. In
this scenario, both the decision-maker (the insurance company) and the Contestant or the user (customer)
benefit. The insurance company faces a potentially lower risk of accidents, while users receive a better rate
on their insurance. In this thesis, a zero-sum assumption is not made. Situations where both players can
benefit or even where both players are adversely affected are considered.

There has been a line of research also delving into game theoretic formulations of gaming. In a study
dating back to 2009, researchers investigated prediction games where the players decide simultaneously
[Briickner & Scheffer, 2009]. They identified conditions under which these games exhibit a unique Nash
equilibrium, exploring scenarios where the cost functions of the Contestant and decision-maker were either
antagonistic or not. This differs to this thesis because it considers a simultaneous setting, i.e., the players
decide at the same time and do not have the possibility to respond to the actions of the other players.

In 2012, Briickner et al. [2012] presented a revised work of the theorems outlined in the preciously de-
scribed work of Briickner & Scheffer [2009]. Furthermore, the researchers introduced a kernelized variant
of the methodologies of Briickner & Scheffer [2009] and empirically assessed the outcomes for Nash logis-
tic regression and Nash support vector machine models. However, this also differs from the setting of this
thesis as they again consider simultaneous decisions.

In 2011, the same authors extended their inquiry to a scenario where players do not act simultaneously
[Briickner & Scheffer, 2011]. Here, decision-makers take the role of leaders by committing to decision rules
initially. Then, Contestants react, similarly to the framework of strategic classification described in the intro-
duction. The authors proceed to derive an optimization problem to determine the solution of the Stackel-
berg prediction game. Additionally, they conduct experiments using multiple spam labeling datasets. This

contrasts with the focus of my thesis. While that approach seeks an optimal classification for the decision-
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makers under the assumption of full knowledge, my thesis centers on the implications when that assump-
tion does not hold. Additionally, a Euclidean cost function is used in their work opposed to a mixed cost
function described in Section 3.1 in this thesis, and in their work experiments are exclusively conducted
with linear decision rules.

Following the trajectory of game theory, a subsequent work suggests that full-information models may
not always be plausible [GroRhans et al., 2013]. This work delves into cases where decision-makers lack
complete knowledge about the objectives of the Contestants, framing this problem as a Bayesian game. Ex-
perimentally comparing the Bayesian equilibrium strategy to the Nash equilibrium strategy, the minimax
strategy, and regular linear regression, the work demonstrates that playing the identified Bayesian equilib-
rium yields a smaller (RMSE) in Bayesian models compared to the other mentioned models. This approach
is different because it still builds and focuses on game theory. It is similar in that it does not assume full

information, yet it examines the lack of information from the perspective of the decision-makers.

2.2.2 Incentives and casualty

Strategic classification assumes that users tend to modify their features to receive better predictions. On one
hand, this modification can be made between the true and reported labels, viewing gaming as the difference
between these two, as considered by Barsotti et al. [2022] and described in Section 2.1.2. However, there is
another perspective. Miller et al. [2020] distinguish gaming based on whether the change in features causes
a change in the user’s true label. Thus, they formally differentiate between the two possible outcomes of

users manipulating their features:

« Faking refers to feature changes that alter the classification outcome without changing the true label.
Some literature also uses the term "gaming" for this concept. However, since traditional literature

defines any manipulative behavior as gaming, this thesis uses the term "faking" to avoid confusion.
+ Improvement refers to feature changes that modify both the classification outcome and the true label.

In many cases, genuine improvements resulting from strategic behavior are desired for decision-makers.
For example, an insurance company may aim to motivate safer driving. This benefits not only the company
but also the users and society as a whole, resulting in fewer accidents.

Research has as well focused on this distinction between faking and true improvement. On top of that,
there are studies on how strategic behavior can be influenced to incentivize desired changes and on under-

standing the causal relationships within decision-making models in strategic settings.
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While Bambauer & Zarsky [2018] was the first to suggest a distinction between improvement and faking
from a legal perspective, their work does not directly connect to strategic classification. Nonetheless, they
study the same problem setting.

In later work of Kleinberg & Raghavan [2020], the authors were also early to introduce a casual setting
and approached the problem from a more economical viewpoint. Here, instead of binary classification, they
deal with a continuous score that users aim to maximize. The goal of the decision-maker is not merely the
accuracy of learning but rather finding mechanisms that incentivize changes in a particular direction. They
demonstrate that if such a mechanism exists, a linear one is sufficient. However, their approach is quite
different to this thesis due to using regression instead of binary classification and also because of different
definition of payoffs due to that. On top of that, their approach is also more on how should classifiers be de-
signed to induce theright kind of effort, while this thesis focuses more on the payoffs in different information
settings.

Inthe work of Miller et al. [2020], the authors provide a comprehensive summary of previous literature on
causality and strategic classification. They formalize definitions and unify the framework of strategic clas-
sification with the framework of structural causal models. Furthermore, they formally define the difference
between improvement and faking in strategic classification, as also described in the introduction of Section
2.2.2. In their framework, they consider endogenous variables (variables that are influenced by other vari-
ables within the model) and exogenous variables (variables that are not influenced by other variables within
the model), along with a set of structural equations that determine the values of the endogenous variables.
They also assume that users only approximately best respond, meaning that the feature change of the users
is not necessarily optimal, but rather close to it. Additionally, they state that incentivized design must in-
evitably grapple with causal analysis - it is possible to learn causal understanding, and without it, incentive
design is unlikely to succeed.

Another work on causality of strategic classification by Rosenfeld et al. [2020] stresses the crucial role
of decision-makers in considering the implications of their classifiers’ recommendations, prioritizing mod-
els that not only improve predictive accuracy but also encourage safe behaviors. For instance, they argue
that even if a model suggests a negative coefficient for alcohol consumption in cardiac risk prediction, it
remains unsafe for individuals to increase their alcohol intake solely based on the model’s output. They
propose that strategic classification should be approached through the lens of model selection, where the
balance between a models accuracy and safety is key. To address this, they introduce lookahead regulariza-

tion, which weighs accuracy against induced changes. This method penalizes models that fail to sufficiently
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improve outcomes based on user actions. Distinguishing factors from this thesis include their continuous
measurement of improvement, the incorporation of certainty and uncertainty in the regularization term, as
well as the utilization of differentiable optimization layers instead of utility maximization for best response.
However, their perspective on model selection aligns with this thesis, as the research questions of the thesis
has the aim also contribute to identifying optimal models in strategic settings.

Shavit et al. [2020] contribute to a similar line of research as the previously mentioned work of Miller et
al. [2020] and Kleinberg & Raghavan [2020]. Their study introduces three different pay-off definitions for
decision-makers: maximizing true poaitive labels, predictive accuracy, and estimating the true underlying
model. They also note that changes often cannot be made independently between variables. They demon-
strate that in the absence of hidden features, all three objectives can only be jointly satisfied with perfect
approximation. Otherwise, they provide algorithms to finding optimal classifiers for all the three different
cases. Moreover, they argue that decision-makers could benefit from actively informing strategic agents,
rather than just passively revealing their decision rules. However, their study is limited to the linear case,
focusing on linear regression without exploring other linear models. Additionally, they focus primarily on
the theoretical proofs of their algorithms, whereas in this thesis, there is more emphasis on experimental
evaluations.

Bechavod et al. [2021] distinguish between "meaningful" variables, which directly impact the true label
when altered, and "non-meaningful" features that have no effect. They employ linear models both as the
true underlying model and the decision-making classifier, re-training over time. They demonstrate that even
basic actions by the decision-makers enable them to accurately identify meaningful features and motivate
users to invest in them, thereby encouraging improvement. This paper differs from this thesis primarily in
its emphasis on retraining over time, as opposed to a one-shot setting of my thesis, and its focus on linear
models rather than non-linear ones.

Haghtalab et al. [2020] aim to design classifiers that maximize improvement across the population, i.e.
social welfare. They assume that features only have a causal effect on the label and that there also exists a
true underlying scoring function. They distinguish between a true high-dimensional feature vector and a vis-
ible lower-dimensional projection, such as a representation of the individual that may include vaccination
records and health history (visible features) but excludes factors like exercise and dietary habits (true fea-
tures). Their research explores the algorithmic aspect of identifying the welfare-maximizing decision rule
within two specific settings in their model: linear classifiers and classifiers with linear thresholds. Addi-

tionally, they provide sample complexity guarantees for learning the optimal rule from samples alone. Key
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differences to this thesis include the decision-maker’s goal of maximizing welfare rather than accuracy, the
distinction between visible and true feature spaces, as well also a theoretical focus rather than applied ex-

periments.

2.2.3 Generalisation and PAC learning

Levanon & Rosenfeld [2021] highlight a significant gap despite the substantial recent work in strategic clas-
sification: algorithms for classification incorporating gaming factors remain underutilized, stating that work
in the space of strategic classification has been predominantly theoretical. Their research prioritizes prac-
tical aspects of strategic classification. This aligns with the practical focus of this thesis. Additionally, they
emphasize that strategic classification isn’t necessarily a zero-sum game; the objectives of the system and
its users often exhibit overlap.

In their work, they propose an approach called Strategic Empirical Risk Minimization (SERM), in which
they embed users’ best response mapping directly into the classifier’s learning objective. However, since
the best response is determined by an argmax operation and is therefore non-differentiable, they employ a
differentiable proxy in its place. They also challenge the assumption of fixed costs, suggesting costs can be
influenced and explore scenarios where costs are unknown. Regarding social aspects, they explore multiple
regularization methods aimed at incentivizing learned models to foster positive social outcomes, emphasiz-
ing the system’s responsibility in balancing accuracy and promoting favorable social outcomes. This article
mainly diverges from my thesis in their assumption that users are to be fully informed. However, it’s impor-
tant to note that both this study and my thesis employ the proxy method and utilize the same cost function.

Zhang & Conitzer [2021] follow a similar path by integrating the modified distribution of users into Empir-
ical Risk Minimization (ERM), much like SERM. However, their focus lies in examining the problem through
the lens of PAC (Probably Approximately Correct) learnability. They introduce the notion of incentive com-
patibility, where users are disincentivized from gaming the system. However, their work primarily consists
of theoretical analysis and guarantees as opposed to this thesis.

Sundaram et al. [2023] present a novel approach that also integrates PAC-learning with strategic classifi-
cation considerations. They introduce a richer setting where points can be assigned mixed labels based on
their preference for +1 or -1, while assuming that points retain their true labels despite gaming. They assert
that any strategic classification problem can be agnostically PAC-learned through the empirical risk mini-
mization paradigm with given sample size. Additionally, they define the strategic VC-dimension SVC(H, R, ¢),

which encapsulates the learnability of any hypothesis class H when test data points’ strategic behaviors are
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influenced by the cost function cand preference values from any set R. Their findings indicate that the more
general instance-wise costs pose significantly greater challenges in terms of both statistical learnability and

computational tractability.

2.2.4 Online learning

There is a line of research that studies gaming as an iterative process instead of a one-shot game.

Thework of Dong et al. [2018] addresses strategic classificaton as a repetitious online learning procedure.
In their setting decision-maker iteratively publishes a classifier, one users best responds, the decision-maker
learns from this response, and then republishes. The study assumes that neither the original set of features
nor the cost functions are known, so the decision-maker can only learn from the modified feature of the
users. The focus of the article is on linear classifiers, with user payoff based on the output functions value
(encoding the probability of a positive label) rather than the label. One of the significant contributions of
this study is the introduction of the concept of Stackelberg regret. Moreover, they propose a regret mini-
mization algorithm for convex optimization, which is similar to the bandit approach in general online learn-
ing as discussed by Flaxman et al. [2004]. Then, they identify the appropriate conditions under which the
best-response function of a user, written as a function of the decision-maker’s classifier, is concave. This
concavity ensures that the decision-maker’s optimization problem is convex. They develop an algorithm for
minimizing Stackelberg regret in this convex setting.

Chen et al. [2020] explore strategic classification but differs from the work of Dong et al. [2018] by not re-
lying on convexity, instead assuming less smooth utility functions for decision-makers and less smooth loss
functions for users. However, both studies share the same setting where users are strategic, and decision-
makers lack knowledge of the users’ costs and unmanipulated features. They compare two types of regret:
Stackelberg regret, as discussed by Dong et al. [2018], and external regret. They argue that achieving sub-
linear external and Stackelberg regret simultaneously is generally impossible, indicating a strong incompat-
ibility between the two. On top of that, they propose the GRINDER algorithm, an adaptive discretization
algorithm, and provide simulations to demonstrate its effectiveness.

Ahmadi et al. [2021] combine a fixed utility model with non-smooth utility for users. Their main contribu-
tion is an online learning algorithm that is robust to manipulation, capable of finding a linear classifier with
a bounded number of mistakes when costs are known. They further generalize the approach to scenarios
without knowledge of costs and with heterogeneous agents.

However, these above mentioned studies differ from this thesis in a very important point: they look at
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strategic classification as an iterative game, while in my thesis, strategic classification has a one-shot setting
similarly to [Hardt et al., 2016; Ghalme et al., 2021].

Perdomo et al. [2020] study iterative retraining from a broader perspective. They categorize all predic-
tions where the prediction influences the target as performative, with strategic classification being a specific
instance of such problems. Unlike other frameworks, they do not assume a specific cost function for the dis-
tribution shift but rather focus on the sensitivity of the data-generating distribution to changes in model
parameters, making their approach more general. They introduce Repeated Risk Minimization (RRM) that
they define as a process of retraining the model repeatedly on shifted distributions. They also define the
concept of performative stability, where a model has minimal loss on the distribution it generates when
RRM converges to an objective value. Their key findings include the necessary and sufficient conditions for
the retraining process to reach a performatively stable point with nearly minimal loss, one of which is that
the classifier’s loss function ¢ should be smooth and strongly convex. This framework is much more gen-
eral, but could also be studied in different information scenarios. However, the focus of this thesis is on the

specific case where users respond based on specific utility and cost functions.

2.2.5 Social perspectives and fairness

Hu et al. [2019] are the first to argue that in many social contexts where machine learning tools are used,
agents face different costs when altering the attributes evaluated by the classifier. They formalize a setting
where societal groups incur varying costs for modifying their features, with each group potentially having
different distributions over unmanipulated features and distinct true labeling functions. This introduces
higher uncertainty for the decision-maker due to heterogeneous groups, although the possible decision rule
has to remain non-discriminatory.

They define the payoff for the decision-maker not based on accuracy but rather as penalties for false
positives (FP) and false negatives (FN), weighted by specific costs. Their findings indicate that when the
learner is aware of the costs different groups face, the equilibrium classifier tends to reinforce existing in-
equalities. Providing subsidies to alleviate manipulation burdens for disadvantaged groups can enhance
the decision-maker’s classification performance and reduce inequality-reinforcing errors. However, this in-
tervention can also improve performance solely for the decision-maker, potentially lowering the welfare of
both groups compared to a scenario without subsidies.

In contrast, this current thesis assumes that the population is homogeneous with respect to their cost

functions.
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Milli et al. [2019] investigate another social risk of strategic classification: users with a true positive la-
bel face a higher bar to be classified correctly. The concept of social burden is introduced to measure the
expected cost that an individual with a truly +1 label needs to incur to be correctly classified. The study
demonstrates that because of this cost there is the trade-off between the payoff of decision-makers and
users in strategic classification.

Moreover, the study highlights the fairnessimpact of strategic classification. When decision-makers make
their classification algorithms robust against gaming, the incurred costs can fall unevenly on different sub-
populations, leading to disparities between these groups. They also conduct a case study on FICO scores,
which are widely used in the United States to predict creditworthiness, focusing on two subpopulations de-
termined by race ("black" and "white"). This case study validates their modeling assumptions and illustrates
the trade-offs and fairness concerns associated with strategic classification in a real-world context.

This work differs from the work of Hu et al. [2019] by focusing more on the trade-off between decision-
makers and users rather than differences between users. It also differs from my thesis, which uses non-linear
models and assumes a homogeneous population, rather than focusing on linear models, subpopulations,

and social burden.

2.3 Explainability of non-linear machine learning algorithms

In strategic classification, decision-makers use models in order to classify users. Hence, their model chocie is
also a crucial part of the game. As stated in the introduction, neural networks and other non-linear machine
learning methods are gaining popularity due to their often superior accuracy compared to linear classifiers.
However, a major drawback of these methods is their lack of interpretability. This poses a problem because
decision-makers are less likely to trust and use models they cannot interpret. Additionally, data regulations
require algorithms used in automated decision-making to provide at least “meaningful information about
the logic involved” [2016/679, 2016-05-04]. Therefore, the ability to explain both the model itself and indi-
vidual predictions is crucial in practical applications of machine learning models.

Doshi-Velez & Kim [2017] summarize the importance and definitions of interpretability in machine learn-
ing. They state that interpretability is crucial if there are significant consequences for unacceptable re-
sults. They summarize the necessity of interpretability stemming from incompleteness and argue that inter-
pretability is important for scientific understanding, safety, ethics, among other factors. Molnar [2020] also
argues that interpretability is important for a model to gain social acceptance.

Interpretability is also a foundation for gaming in strategic classification. Users need to understand a
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model to know, or at least have an estimate on how to manipulate their features to get better predictions.
This is why many studies in strategic classification focus on linear models: they argue that linear classifiers
are the most common case of classification where users game due to their easy interpretability. However,
as machine learning models become more popular, there has been a growing focus on making them inter-
pretable as well. Thus, it is plausible to assume that gaming also occurs when non-linear machine learning
models with some explanations are deployed.

There are two main directions of model explanations: global and local interpreting mechanisms. Global
methods describe the average behavior of a machine learning model and are often expressed as expected
values based on the distribution of the data. For example, the partial dependence plot, a type of feature
effect plot, shows the expected prediction when all other features are marginalized out [Friedman, 2001].
Since global interpretation methods describe average behavior, they are particularly useful when the mod-
eler wants to understand the general mechanisms in the data or debug a model. Further examples for global
explanations include Accumulated Local Effects (ALE) Plots [Apley & Zhu, 2020], feature interactions [Fried-
man & Popescu, 2008], functional ANOVA [Hooker, 2004], permutation feature importance [Breiman, 2001;
Fisher et al., 2019] and global surrogates [Molnar, 2020].

However, for users to understand their predictions, local interpretations can be even more relevant. Local
interpretations namely explain individual predictions.

An example for local interpretations are Shapley values. The Shapley values, introduced by Shapley
[Shapley et al., 1953], are a method in game theory for distributing payouts to players based on their in-
dividual contributions to the total payout. In this context, players form a coalition and share the resulting

profit from their collaboration. In the realm of machine learning, the terms "players," "game," and "payout"
take on specific meanings related to prediction and interpretability. Here, the "game" refers to the task of
making a prediction for a single instance within a dataset. The "gain" represents the actual prediction for
this instance minus the average prediction for all instances. The "players" are the feature values of the in-
stance that work together to achieve the gain (i.e., to predict a specific value). The objective is to explain the
difference between the actual prediction and the average prediction.

Other local interpretations include local surrogate models. The concept of Local Interpretable Model-
agnostic Explanations (LIME) proposed by Ribeiro et al. [2016] involves training this kind of local surrogate
models to approximate the predictions of the underlying black box model for specific instances rather than

globally.

LIME operates by generating variations of the input data and observing the resulting predictions from the
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black box model. It then creates a new dataset of these perturbed samples and their corresponding predic-
tions. An interpretable model, such as Lasso or a decision tree, is trained on this new dataset, with weights
based on the proximity of samples to the instance of interest. This local surrogate model approximates the

black box model’s predictions locally. The resulting explanations exhibit several desirable qualities:
« they are easy to interpret, as they employ an easily interpretable model as a surrogate,

+ they are locally faithful, meaning the explanations accurately reflect the model’s behavior near the

instance being predicted,
+ they are model-agnostic, as perturbed samples and predictions can be generated for any model.

This thesis evaluates the effect of using model explanations for black-box models in strategic situations,
focusing specifically on LIME. The motivation behing choosing LIME areits popularity, thatitis model-agnostic
methods and also relatively easy for laypeople to understand due to its visual outputs. However, it would
be interesting for future research to investigate and compare how different explanation methods might in-

fluence gaming behavior and outcomes.
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3 Background

In this chapter, | intorduce the used notation and definitions adopted from previous works.

3.1 Notation and definitions

| mostly base my notations on the frameworks of Hardt et al. [2016]; Ghalme et al. [2021]. The game in

strategic classification consists of two players:
+ Jury or decision-maker (e.g. University)
+ Contestant or user (e.g. University applicants)

Briefly, the Jury has to classify the Contestants into two binary classes with the goal of getting high accuracy.
The Contestants goal is to get a positive classification.

Formally, let z € X C R represent a d-dimensional feature vector describing one user. In the example
of the introducton with the university admissions, features could consist of the grades of an applicant in
different subjects. Let their population X" have distribution D, with the assumption that the users form a
homogenous population and therefore can be described with one distribution. The users are by assumption
fully rational.

There is by assumption a ground truth mapper, i.e. a true underlying classifier h : X — ), that assings
binary labelsy € Y = {—1,1} to the users. The Jury has access to a sample set of n Contestants, that is
T = {(xi,yi) }7_, with z; % D and y; = h(z;) and wants to find a classifier f : X — ) from class H that
predicts well on D. After committing to the model f, they make some information Iy describing the model
avaible to the users.

Users operate based on their payoff utility and cost functions. Their goal is to maximize their overall
utility (for ease of reference simpley utility) u : X — R = up,yoff — ¢. The payoff utility function upayef
X — R, isassumed to be linear, i.e. upayoff(2) = t - f(x). As the binary labels allow only for f(x) € {—1,1},
Upayofi(z) € {—t,t} and the maximal gain of utility is 2 - ¢. Hence, ¢ encodes the intensity of gaming: the
higher ¢, the more users are wanting to reach a label +1 and the more they are willing to manipulate their
features. The cost function ¢(z, z) is a publicly known, non-negative function quantifying the cost of feature
manipulation. It depends on a cost vector « that represents the varying difficulties associated with changing

different features. Given that ||a|2 = 1, it reflects the relative cost differences among the features. By
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assumption, a mix of linear and quadratic costs is used :
c(z,2') = (1 —e){e,2’ — @) +efz —2'[[3 (1)

where ¢ defines the weight of the quadratic element and satisfies ¢ € [0, 1].

From the definition it also shows that there is no cost of not manipulating features: ¢(x, z) = 0.

Best response. In strategic classification, users modify their features to gain a positive prediction while
incuring the least possible costs. How they do it, depends on the information I as well as their utility and

cost functions. Let A, be their utility maximizing feature vector:

Aj, = argmaxu(z') = arg max Upayofi (@) — c(z, 2') (2)
z'e

f 'eX

Ap, ¢ X — Xis aresponse mapping based on Iy, hence representing the step where users change their
features based on theirknowledge. I is the information that users possess, comprehend, and utilize in their
best response on the model f. In the university example, I could be the information on the webpage of the
university on application requirements. It is worth to remark that in neither the utility and therefore neither
the best response of the users take the true labeling function i in consideration. Users are not interested
in true improvement: their goal is only a positive classification outcome. From the specific utility and cost

functions defined above, the set of feasible and worthwhile new feature vectors can be derived:
Cyla) = {&'le(a, ') < 21, f(a') = 1} 3

Hence, users only change their features if:

1. feasibility: the costs are less than the utility they gain. As the maximal gain in utility is 2¢, users only

game if the costs are lower than that.

2. worthiness: they believe that the classification outcome of their new features is +1. This means that

users only invest in changing if the believe that they will get a +1 prediction.

Therefore, they best response mapping of the users can be rewritten as:

1/ x > ' =-1AC (Z);
N (@) # y

T otherwise.
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In words, users change their features only if they are classified negatively and there are feasible and worth-

while changes possible. Among the possible changes in C'¢(x), they choose the lowest-cost point.

Payoffs of the players The objective in strategic classification for the Jury is to find a function f that min-

imizes the strategic error:

err(f) :=Pyp{h(z) # f(Ap(2))},

This represents the probability of classification error by f when each user z strategically modifies their fea-
turesto A¢(x) in response to f.
The users optimize their best response in order to gain individual payoffs based on their utility function.

Their final payoffis: u(Ar,) = upayori(Ar,) — c(x, Ar,).

3.2 Estimation errors and related definitions

When users lack complete information about the classifier f, the label they get may differ from their esti-
mates. Henceitisimportant to identify and define the discrepancies that may arise as a result. In this section

| introduce the relevant definitions also used by Ghalme et al. [2021].

Definition 3.1 (Strategic error). The strategic error when the Jury plays f and Contestant responds to Iy is
given by:
err(f,1y) = Porp{h(z) # f(Ar,(z))}. (5)

Note that err(f, f) = err(f).

Definition 3.2 (Price of Opacity [Ghalme et al., 2021]). When Jury plays f, however Contestants do not best

respond based of f but other information, the Price of Opacity equals:

err(f, 1) —err(f, f) (6)

Thus, intuitively, the Price of Opacity or POP the difference in the error of a model in a fully transparent
and another information setting. POP depends on the model f, the information provided by the decision-
maker I; and implicitly also on the ground-truth labeling function h.

The difference in errors is caused by the different best responses of the users. These discrepancies can

be labeled as follows [Ghalme et al., 2021].
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Definition 3.3 (Disagreement set). The disagreementset S is the set of the users who are classified differently

than they expected:
Si=Aaz|f(x) # Iy(x)}

This means, users in the disagreement set have a different estimation on their label based on the information
on the model f to what they get truly classified with. For example, if a user only sees a small sample of labels

from the model, they might have a different estimation f on the model f resulting in f(x) # f(x).

Definition 3.4 (Enlargement set). The enlargement set includes all users that the decision-maker classifies

differently in different information scenarios:

S = {z|f(Ap(x)) # [(A1,(x)))}

Partition of £. The pointsin E can be partitioned further to:

ET ={z | h(z) = f(As(x)) Ah(x) # f(A1 ()}
E™ ={xz [ h(z) # [(Ap(2)) A (x) = f(Ar,(2))}

In words, E are the users who would have been classified correctly in transparent scenario, i.e. where all
possible information I is known to the users, but cause an erroneous prediction in opaque scenarios. On
the other hand, £~ are the users who would have been classified correctly in an opaque scenario, but cause
an erroneous prediction in transparent scenario.

Ghalme et al. [2021] relate this POP, E and h directly by defining:
POPT :=P,.p{r € ET}, POP™ :=P,.p{rc E~}.

From this, they deduct that:

POP = POP* — POP—

In words, the difference in errors is equal to the increase in errors due to transparency minus the decrease
in errors for the same reason.
Ghalmeetal. [2021] suggest sufficient conditions on when the price of opacity is positive. They argue that

ifthese conditions arefulfilled, transparency from the side of a Jury has better payoff to them as opaqueness.

Theorem 3.1 (Sufficient conditions on strictly positive POP [Ghalme et al., 2021]). The price of opacity is
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strictly positive, i.e., POP > 0, if the following condition holds:

P..p{x € E} > 2err(f*, f*) + 21

Where err(f*, f*) = err(f, f) — e1 and f* = argmin pcy, err(f, f).
In words, f* is the optimal strategy-aware classifier in the transparent case and €, is the chosen to be the

difference between the errors of the optimal and actual models.

Remark 3.2. from Theorem 3.1 and the definition of err( f*, f*) we can restate the condition as follows:

P..p{x € E} > 2err(f, f)

3.3 Linearity vs non-linearity

In my thesis, | aim to compare a strategic setup using both linear and non-linear model choices made by the
Jury. Therefore | want to give a small overview about the models that | am using. To achieve this, | have

selected the following model types:

Linear Model Linear Support Vector Classifier (Linear SVC) - A Support Vector Machine (SVM) [Cortes
& Vapnik, 1995] is a widely used classification model that finds the optimal hyperplane to separate data
points. Inits linear form, it is particularly effective for problems where the data is linearly separable. | chose
the Linear SVC for its strong theoretical foundation and efficient performance on high-dimensional datasets
as well as its application in previous studies in the field of Strategic classification (for example [Sundaram et

al., 2023]).

Non-Linear Models Neural Networks (NN) - Neural networks form the foundation of many Al modelsand
have demonstrated high performance with strong generalization capabilities, making them widely used.
Unlike linear models, they can learn complex patterns and decision boundaries. For this study, | chose a
simple fully connected neural network with ReLU activations [Agarap, 2019]. The network is optimized using
the ADAM optimizer [Kingma & Ba, 2017]. | decided to include neural networks due to their popularity.
K-Nearest Neighbors (KNN) - KNN [Cover & Hart, 1967] is a simple yet effective non-linear model that
classifies data points based on the majority class of their nearest neighbors. It is particularly useful for non-

parametric learning, as it does not make strong assumptions about the data distribution. | included this
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model due to its simplicity and the distinct optimization approach it introduces to the users compared to a
linear model.

Random Forest Classifier (RNF) - Random Forest is an ensemble learning method that builds on mul-
tiple decision trees and combines their predictions to improve accuracy and reduce overfitting [Ho, 1995].
| chose random forests because they represent a fundamentally different non-linear optimization problem
for the user’s best response.

For ease of reference, | refer to these three non-linear models using the short terms provided in brackets.
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4 Methodology

Next, | introduce my methodology for addressing the research questions of this thesis. First, | define the
different information scenarios that | am comparing, each characterized by the algorithms describing the
game in corresponding information scenario. Following that, | mention the linear and non-linear models
that are used. Finally, | give a general outline of the overall process of my experiments for answering the

research questions.

4.1 Information scenarios

In this thesis, three different information scenarios are compared. These scenarios vary in the information

I that users possess, comprehend and utilize for determining their best responses.

[FULL_INFO] I. Fullinformation. In this case, the decision-maker makes the classifier f public. This
means, users can access and evaluate f(z’) forany 2’ € X before being classified themselves, without any

additional costs.

[PART_INFO] Il. Partialinformation The case of partial information is also evaluated. In this scenario,
users have access to LIME explanations L(z) [Ribeiro et al., 2016] of the model for their x feature vector
before being classified themselves, without any additional costs. LIME values consist of "feature conditions"
Z and a "feature importance score" w for each feature 1, ..., d as well as a prediction of the LIME on the

instance (). In binary classification, this prediction reflects the probability of the instance belonging to

the classes.
An example:
Feature conditions 7 Feature importance score w
maths < 90 -0.3
82 < literature < 11.86 0.12
overall gpa>3.5 0.05
Prediction on the instance 0:0.22,1:0.78

Table 1: An example of L(x) within the recurring university example. Each row shows a feature condition Z
and its associated importance score w, reflecting how much that condition contributes to the model’s pre-
diction. Positive scores push the prediction toward +1, while negative scores push it toward 0. For instance,
this particular student’s math score was below 90, which contributed most strongly to a negative prediction.

The best response of users who have access to the LIME values on their features is designed as in Al-
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gorithm 1. The motivation behind the greedy approach lies in the logic of making the most effective im-
provement with the fewest possible changes. Users aim to modify their features so that negative condi-
tions—those that decrease the probability of a positive classification—no longer apply to them. To achieve
this, they adjust their features to the closest possible value that causes the condition Z to no longer hold,

specifically moving just past the threshold Z; where the condition becomes inactive.

Algorithm 1 Feature Adjustment Algorithm Based on LIME Output

Inputs:
feature vector x of user
LIME output L = [Z, w, I(x)], where list of Z feature conditions and w weights, both sorted descending
by the absolute values of w. I(z) = {lo(z),l+1(x)} contains the predicted probabilities of the instance
belonging to the classes 0 and +1.
Cost function in the form: cypye (7, 2') = (1 — &){a, 2’ — x) 4 +¢l|lz — 2'||3
Initialize Ap, <+ x, Ceumulative = 0
for each i in changeable features in descending order by the absolute values of w do
Evaluate the cost of changing the feature: ¢; = (1 — &)ay (2 — Z;) + e(x; — Z;)?
Ccumulative += C;
if ccumulative > u(f([Zi, AL;])) where A contains the other feature values not i then
Ar, < x; > The cost of change is too high, keep original feature value
else
Ar, — Z; > Change the feature to the condition specified by F'
end if
if f(Ar) = +1then
break > Stop if the desired prediction is achieved
end if
end for
Output: A,

I1l. No information In this case, decision-makers do not share any information with the users. Here,
the users have to gather information and estimate the model themselves. For that, this thesis uses a simi-
lar approach to Ghalme et al. [2021]. Users observe the features and predictions of other users, drawing a
sample T¢ of size m, T = {(x;, f(z;)}~, . If there are relations in the data, this sample is drawn as all
the neighbors of a users that are at most two edges away. If the dataset does not contain social relations, a
distance based approach is used. As in many cases, users with similar features are more connected in life.
In this case, the following weighted sampling method is used: WS(X, z, o) denotes a weighted sampling

from the population X with a Gaussian kernel centered at = and a bandwidth parameter 0. The weights

are computed as: w; = exp (7%), where d(z, z;) is the Euclidian distance between x and z;, and the
sampling probabilities are normalized such that p; = ZNwi —. The bandwidth parameter o controls the im-
j=1Wj

portance of distance. However, for being able to use ERM, the users need to have access to a sample set that

has both labels. Therefore, both sampling methods are corrected to have both labels in the sample. In the
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first case, the closest +1 labeled neighbor is sampled additionally. In the second case, rejection sampling is
used.

On this sample set T users best response in two different ways established below: either (1) they per-
form utility maximization as described in Section 3.1 or they (2) directly imitate the behaviour of their posi-
tively classified peers.

For (1) [NO_INFO_EST] they use ERM to estimate a linear SYM model on the sample set T, denoted as
f. Then, they proceed to best respond to the model the exact same way, however, as they only have an
estimate, the final label might be different to their expectations.

For (2) [NO_INFO_IMIT] they take the average behavior of positively classified individuals in T¢. They
take the subset of users in their sample that have been classified in the desired way T, = {(x;, f(z:)| f(z:) =
+1}?_, , consisting of p users, and create the average point of their features 77" = % Z(I’f(x))eTg x. The

best response of the users in this case will be:

Aimitation = 8- 71 + (1 = ) ! Z x | suchthat € [0,1] and ¢(z, Aimitation) = 2t (7)

(x.f (x)) €T
Hence, the users try to change their features to be as closed to the positive average, as possible, meaning
that they spend all their budget on it. Since they do not estimate their own label or prediction score, they
have no clear stopping point where they can be sure that they prediction is positive—so their goal becomes
getting as close as possible to 7. The exact value of /3 to find the highest feasible changes has a closed form

solution, which is summarized in Lemma 4.3.

Remark 4.1. In the no information - imitation scenario, the change vector of the best response x’ — x can be
rewritten as follows:

-z = Ajmitation — T = (6 - 1)(»7" - EP)

whereT"" = 3 3¢ fapers ¥ and Ary; =z + (1 - 6) (Il’ 2o f@)ets $>

Lemma 4.2. Contestants with given mixed cost function (see Equation 1) with € # 0 and a point they want to
. . 7P _ 1 . . . . . .
imitate 7" = - Z(L fa)ers T choose 3 in their best response algorithm (see Algorithm 1) in the following

way:

—(1 =)z =) s — /(1 — a2 —TP)2 + 4 — 7|3 2t

2¢l|lz — ="|I3

B* = max(0,

Lemma 4.3. Contestants with given mixed cost function (see Equation 1) with e # 0 and a point they want to
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imitate T = % Z(x f@)ert T choose 3 in their best response algorithm (see Algorithm 1) in the following

way:

—(1 =)o a =T )5 — /(1 -,z T2 + 4w — 7|3 - 2t
P13

* = max(0,
& ( 2||lx—T

Proof. By definition, Contestants choose the smallest feasible 5 indicating the largest change. The feasibility

constraints on beta are: 8 € [0, 1] and ¢(z, Ajmitation) < 2t. We use the equation on the mixed cost function

from Equation 1:
c(, Aimitation) = (1 — €){ct, Aimitation — #)+ + &[| Aimitation — 2|5 < 2t
Now we use Remark 4.1
(1 —e)a, (8- 1)@ =)t +e|(B - 1)(z—z")|F < 2
This is a quadratic equiation for (:
(B = 1%ll(@ =) 3+ (B~ 1)(1 - ), (x —T"))1 2t <0

Ase € [0,1]and ¢ > Othediscriminant D = (1—¢)*(a,z —2")2 +4-¢|lz—z"||3- 2t is always non-negative

hence there exists at least one exact solution * € R. If we define 31 < (39, the solutions for equality are:

—(1-e){a,z—F") —VD

(1—e){a,z -z +VD
—P |2 +
2ellz —z"|I3

=P |2
I3

1
2|l — T

b1 = +1and52:_

For all other 5 € [B1, B2] the costs are strictly less than 2¢. However, Contestants want the largest change
in their budget therefore they prefer ¢(x, Aimitation1) = 2t over ¢(z, Aimitation2) < 2t. From the property
of the mixed cost function ¢(z,z) = 0 which happens if 5 = 1 we know that 1 € [51, 52]. Hence, their

choice depends on the sign of 8. If 51 < 0 they will choose 8* = 0 and move completely to the average

1

point Ay, = 5 Z(Lf(x))eTg x. Else 81 > 0they choose 8* = ;. These two cases can be summarized as

following:

—(1 =)o,z -2 — /(1 =)o,z —ZP)2 +4-¢|lz—ZP|3-2t
+ 2

2|z — =713

8" = max(0, /1) = max(0,

38/78



g n wiversitat
_wien

University of Vienna

For the ease of reference, | used a slightly modified wording from the literature to define the FULL_INFO
case as a transparent scenario, and the other cases (PART_INFO, NO_INFO_EST and NO_INFO_IMIT) as
opaque scenarios.

4.2 The algorithms
The game setup of the different information scenarios can be summarized as:
+ Fullinformation: Algorithm 2

« Partial information: Algorithm 3

+ No information: Algorithm 4

Algorithm 2 The interaction protocol between Jury and Contestants with full information [FULL_INFO]
1: Nature selects ground truth scoring function i

Jury commits to classifier f

Jury publishes the decision rule f

Contestants observe f and predicted labels for their features (z;, f(z;))

Based on classifier f, their utility function u and cost function ¢ Contestants best respond:

Aj, = Ay = argmaxyex u(f(2')) — c(z, ')

Contestants gain u(f(Ay)) — c(x, Ay)

Jury gains acc(f) = Pap{h(z) = f(As(2))}

O N Tk W

Algorithm 3 The interaction protocol between Jury and Contestants with partial information [PART_INFO]
1: Nature selects ground truth scoring function h

Jury commits to classifier f

Contestants observe predicted labels for their features (z;, f(x;)) and LIME values L

L is a list of feature conditions F' and respective weigths w

Based on L, their utility function v and cost function ¢, Contestants best respond:

A_[f = Ay, asdescribed in Algorithm 1

Contestants gain u(Ayp) — c¢(x, Ap)

Jury gains ace(f) = Pyp{h(z) = f(AL(z))}

O N Tk W

It is important to note that in the NO_INFO_IMIT case, users do not receive information about their own
estimated label—only the labels within their sample. As a result, even users with initially positive predic-
tions may choose to alter their features, without being able to verify whether their decision is worthwhile.
Consequently, a Contestant’s payoff can even be negative.

By assmuption, the cases PART_INFO, NO_INFO_EST and NO_INFO_IMIT are defined as opaque scenar-
ios. Itis assumed that the NO_INFO cases are more opaque than the PART_INFO case, as less information is

published by the decision-maker.
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Algorithm 4 The interaction protocol between Jury and Contestants with no information
1: Nature selects ground truth scoring function h
2: Jury commits to classifier f
3: Contestants sample a set of instances and their labels T¢ of size m, T' = {(xz;, f(z;))}*, where z ~
WS(X, z, o) (see definition of weighted sampler in Section 4.1)
4: if Contestants perform utility maximization [NO_INFO_EST] then
Contestants estimate the classifier based on T resulting in the estimated model f
Based on the estimated classifier f, their utility function u, and cost function ¢, Contestants best
respond:

A=A = argir;eeu)c( uw(Ag) — ez, Ag)
: Contestants gain u(Af) — ¢(x, Aj)
8: else if Contestants imitate behavior [NO_INFO_IMIT] then
=P _ 1
Contestants calculate 7™ = 7 E(Lf(x))eTg x
10: Contestants best respond as defined in Lemma 4.3:

1
AIf = Aimitation = ﬁ@‘i‘ (1 - /8) ]; Z x
(z,f(2)€TE

suchthat 8 € [0,1] and ¢(z, Aimitation) = 2t
11 Contestants gain u(Ajmitation) — ¢(, Aimitation)
12: end if
13: Jury gains acc(f) = Poop{h(x) = f(Aimitation())}

4.3 Overall process

In this section, | provide a summary of the methodology employed to address the research questions, specif-
ically detailing how the previously introduced algorithms are applied to answer these questions.
Asmy goal isto compare the payoffs of different players using linear and non-linear models across various

information scenarios, | apply the same steps in multiple settings and two datasets. These steps are:

1. Modeltraining: The original modelis trained using the training dataset Xy,4in = {1, ...z} resulting

in a trained classifier f.

2. Simulating best responses: The best responses of the users in the test set Xt = {z1, ...z} with
the information from the trained model I is simulated using the different algortihms defined in the

section above. The result is an updated test dataset with the new features of the users

Xlost = {Ary 1, A1)

3. Evaluation: The updated model and the differences between the original and updated test datasets

with the metrics defined below.

To compare non-linearity versus linearity, | modify the model choice f during the model training step,
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keeping all other factors constant. To compare different information scenarios, | adjust the information I
during the step of simulating best responses ceteris paribus.

The experiments are conducted on three datasets: a synthetic dataset with two Gaussian clusters, a syn-
thetic dataset with two moon-shaped clusters and the dataset from Ghalme et al. [2021]. The synthetic
datasets offer flexibility in exploring various dimensions and edge cases, as well as promising easy inter-
pretability in low-dimensional cases. On the other hand, the latter dataset serves as a benchmark, allowing
for a comparison of the results from the new information scenarios with those from previous studies.

As the goal of this thesis is to compare the players’ payoffs in different settings, the following aspects are

evaluated both before and after the best responses of the Contestants:

« Jury’s payoff: Assessed by model accuracy. Formally: acc(f) = Pyp{h(x) = f(Ar,(x))}. Accu-
racy is used because it is the primary metric employed in other papers on strategic classification and

because it is the most commonly used model selection criterion, which decision-makers aim to make
?:ﬂ‘[f(AIfi)#h(Ii)]

robust. In praxis, it is evaluated as —

+ Contestants’ payoff: Evaluated as the gained payoff utility minus the cost of changing their features.
Formally: u(Az,) = upayoff(A1,) — (@, Ay, ). This metric is used because it mirrors the players’ moti-

vations and expectations, which are the most important factors driving their manipulations. Average

Z?:l (t'yi _C(Ii 7Aff )

- , Where n is the number of users.

Contestant payoff is calculated as

+ Change indicators: A user is changing their features if z ## Aj,. Let the number of changes be I. The
percentage of user changes is evaluated as [ /n. The average cost of change per change is calculated

i1 ez Ary)
as—— 7 ——.

+ Disagreement set: the number of users who get classified differently by f than they estimated based
on f. As they only have estimated labels in the PART_INFO and the NO_INFO_EST case, this measure
is only evaluated on those two. By definition, it would be always 0 for the FULL_INFO case. The pro-

portion of the disagreement set is evaluated as: Z?:lué[f(ii)#f (:)]

rEF(Ar,)=1]

+ Userwelfare: Measured asthe number of users whose classified label is +1. Formally: -

The results are visualized for varying levels of opaqueness and user utilities. Additionally, a small subset
of users from the disagreement set is sampled and analyzed to provide deeper insights into the observed

changes.
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5 Experimental setup

In this section technical details of the experiments are described. The code for the thesis can be found at

https://github.com/blank-v-248/BV-master-thesis-project.

5.1 Dataset description

Synthetic dataset There are two synthetic datasets used, as motivated above. One is a dataset with Gaus-
sian clusters, while contained two moon-shaped clusters. For the Gaussion clusters, one cluster was cen-
tered a (12,180) as the other was centered around (55,30) both with standard deviation of (20,90). The moons
dataset was created with the make_moons package from sklearn.datasets and a noise of 0.3 was used Pe-
dregosa et al. [2018].

Loan dataset Additionally, experiments are conducted using the dataset provided by Ghalme et al. [2021].
This loan dataset is created by cross-referencing two distinct sources related to the Prosper.com peer-to-
peer lending platform. The authors detail their dataset creation process: they identified the intersection of
publicly available loan data? and the network data from the work of Kumar & Zinger [2014].

The resulting dataset contains 20, 222 loan requests, each characterized by a set of informative features.
Additionally, the corresponding users are linked to others within the associated social network. This dataset

is publicly available and can be accessed through the authors’ repository °.

5.2 General settings

Across experiments, as many as possible parameters were kept the same in order to facilitate comparison.
The weight of the quadratic element in the cost function was ¢ = 0.2. The budget for changes in the users
best response was ¢ = 0.2 as it was also in the work of Ghalme et al. [2021]. In the synthetic cases, the
number of datapoints n was choosen to be n = 1138 with z € R? and y € {0; 1}, with a 10% test and 90%
training split. For the loan dataset, | used the dataset described above with the same settings and the same
subset of features as in the work of Ghalme et al. [2021], and also applied their train-test split. However, for
computational reasons, | ended up using a subset of size 500 of the training set for evaluation. Thisis because
the in order of the optimizer to work, many rounds of iterations where needed and sometimes even multiple

initializations - this made computational costs very high. Even though some of the comparing power with

"https://www.kaggle.com/datasets/yousuf28/prosper-loan
*https://github.com/staretgicclfdark/strategic_rep/tree/main/data. Downloaded on: 03.01.2025
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the baseline gets lost with using the subset, comparisons within information scenarios and model types are
not affected.

For a, the cost vector representing the varying difficulties associated with changing different features, |
choose asynthetic = (0_5 0.5) and qoan = (0.5 05 1.5 —2.5 —0.5 0,5). For the classifiers, the
following hyperparameters were selected. Since this study does not focus on optimizing the models f, |
did not conduct an extensive hyperparameter search. Instead, | used either standard parameters or values
comparable to those in Ghalme et al. [2021]. The Linear SVC was configured with a regularization parameter
of C' = 0.01 and an L2 penalty. The neural network consisted of four layers, each with 10 units, using ReLU
activations and the Adam solver, with a maximum of 1000 iterations. In the KNN model, the number of
neighbors was set to n_neighbors = 11. For the RNF model, | chose 10 estimators while keeping all other
parameters at their default values.

To ensure reproducibility, all experiments were conducted with a constant random seed.

Optimizer Forthe optimizer used in computing the Contestants’ best response, | employed the
"trust-constr" methodfromscipy.optimize,asitisageneral-purpose optimizer suitable for non-convex
constrained optimization problems. It was essential to choose an optimizer that could be applied consis-
tently across all models and that performed reasonably well -meaning it successfully found solutions in the
majority of cases.

The cvxpy package was not suitable, as it assumes convex-constrained optimization, which does not
necessarily hold for models such as NNs, RNFs and KNNs. | also experimented with other methods from
scipy.optimize, such as "COBYLA" and "SLSQP". While these often yielded better objective values (i.e.,
lower minimization results compared to "trust-constr"), they frequently failed to converge on solutions
for many instances, particularly with KNN and RNF models. This is likely due to the non-smooth nature of
their decision surfaces. Since the inability to find a solution in numerous cases introduces more distortion
than slightly suboptimal solutions, | opted to use "trust-constr" consistently in my experiments.

Foreachinstance, | defined an initial feasible starting point as a positively predicted sample, since the op-
timization constraint required a positive prediction. In the FULL_INFO setting, | selected positively predicted
samples from the training set, computed their Euclidean distances to the target instance, and chose the clos-
est feasible point as the initial starting point. The intuition behind this was similar to the NO_INFO_IMIT case,
meaning that users in real world scenarios would try to learn from positive examples amongst their peers. If

the initial attempt failed to yield a solution, | proceeded iteratively by selecting increasingly distant points—
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specifically, every 10t closest point—up to a maximum of 11 attempts. If all attempts failed, | assumed that
the instance would retain its original features.

In the NO_INFO_EST scenario, where users only had access to a subset of the training data, it sometimes
happened that no positively predicted samples by f were present in their subset—even when the model’s
true prediction f was positive. In such cases, | generated synthetic instances by sampling from a multivariate
normal distribution over X, then applied the same distance-based selection strategy used in the FULL_INFO
case.

This approach had some limitations. First, the resulting solutions were often suboptimal, with relatively
high objective values compared to closed-form solutions (where available, such as with linear models) or
those obtained via alternative optimizers. Second, the results were quite sensitive to the choice of the initial
starting point. Lastly, in some cases, the method still failed to find a solution. Nevertheless, within the scope
of this thesis, this method was the most effective overall, given its relatively high success rate in identifying

feasible solutions across different model types.

5.3 Table of experiments

In total, | tested 4 model choices on three datasets and all 4 information scenarios in the following ways:

Model and experiments Linear NN KNN RNF

Dataset Decision boundary POP | Decision boundary POP | Decision boundary POP | Decision boundary POP
Synthetic: Gaussian clusters v v

Synthetic: moons v v v v v v v v
Loans dataset v v v v

Table 2: Conducted experiments

Forall scenarios, the metrics defined in Section 4.3 are evaluated. To address the Jury’s payoffin linearvs.
non-linear and transparent vs. non-transparent cases, accuracy is used. To evaluate the Contestants’ payoff,
the previously defined overall utility, change indicators, and user welfare are assessed. These calculations
allow me to quantitatively answer my research questions.

Additionally, in the decision boundary experiments, the decision boundary, dataset, and users’ best re-
sponses are visualized to better understand the changes and their effects. These experiments also address
my second research question, focusing on how Contestants’ features and predicted labels change across dif-
ferentinformation scenarios. Since these plots are in feature space and labels also are represented with the
decision boundary, they allow for a clearer interpretation of user behavior patterns. In higher-dimensional
cases, however, | rely solely on metric-based evaluation rather than visualizations, because using dimen-

sionality reduction techniques would potentially distort the patterns.
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In the POP experiments present plots showing accuracy across various information scenarios. These vi-
sualizations provide insight into the Jury’s payoff, offering further support in answering my second research
question.

In the decision boundary experiments, the sample size m was chosen depending on the total number of

usersin the training and test set k4 n respectively, the number of total usersin the test set: m = (k+n)/75.
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6 Results

In this chapter, | present the results of my experiments. | begin with analyses on synthetic datain Section 6.1,
where [ first illustrate various scenarios using visualizations of feature changes in a linear model in Section
6.1.1. | then compare different model choices in Section 6.1.2, followed by an evaluation of various infor-
mation scenarios through the POP metric and corresponding plots in Section 6.1.3. This section concludes
with a discussion of selected data stories in Section 6.1.4.

The second half of the chapter in Section Section 6.2 focuses on loan data. Here, | once again compare
linear and non-linear model choices in 6.2.1, followed by an assessment of different information scenarios
using the POP metricin 6.2.2. Finally, in Section 6.3, | examine the impact of additional parameters, such as

the weight of the quadratic element in the cost function.

6.1 Syntheticdata
6.1.1 Understanding the feature changes

First, | simulated users’ best responses for the information scenarios defined in the previous chapter us-
ing a linear classifier on synthetic data. It is assumed that individuals’ ground truth labels h(x) remain un-
changed, hence changing the features of the users can only have impact on their predicted labels f(z) but
not on the ground truth labels h(x). This approach enables to visualize the different algorithms of infor-
mation scenarios described in Chapter 4 and allows for their interpretation in a basic scenario. The results
can be see in Figure 2. The quantitative results of the metrics defined in the section above can be found in
Appendix A.1.

We can see two clusters and that on the original data the linear model is classifying quite well with 88.6%
accuracy on the test set. In the FULL_INFO scenario, most users initially classified as 0 change their labels,
and they incur the least possible cost to do so as the best responses are along the decision boundary. A
key limitation of the thesis is evident in the plot: the optimization process does not consistently find the
exact optimal solutions. Even when provided with full information, not all shifted features align with the
decision boundary—despite this being a more cost-effective outcome. However, since a central objective
of this thesis is to compare linear and non-linear approaches, it is crucial to apply the same optimization
method for determining the user’s best response across all models. As this particular optimizer performed
best for non-linear models, it was used uniformly throughout the thesis. Even with suboptimal solutions,

the cost of change per change is very low with a value of 0.01.
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Original TRAINING data with trained LINEAR decision boundary 1: FULL_INFO best responses 3.1: NO_INFO_EST best responses
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Figure 2: Strategic classification on synthetic data. Left: Synthetic dataset with the fitted LinearSCV. Middle:
Best responses from users with full and partial information. Right: Best responses from users with no infor-
mation and sampling. The labels show the true labels of the users. A yellow outline indicates that a users
best response, i.e. their new, changed feature values, the yellow arrows connect their original and new fea-
ture values.

The PART_INFO scenario produces significantly different results: users do not move along the shortest
path to the decision boundary (i.e., adjusting both features). Instead, they typically alter only one feature
within their budget, which is in almost all cases insufficient to change their classification as user welfare
only changes by 0.8%point. We can also see on the plots that they tend to move to the same points: this
indicates that LIME often gives similar explanations to multiple users.

In the NO_INFO_EST scenario we see a similar shift to the FULL_INFO case from negative to positive clas-
sifications, though often at a higher cost with an average cost of change per change of 0.04. Also, there are
multiple Contestants, who change their features but their classification by f does not change - this is mir-
rored in the moderate average Contestant payoff of 0.16.

Finally, in the NO_INFO_IMIT scenario all users adjust their features.

6.1.2 Linearity VS non-linearity

Subsequently, | repeated the experiments altering f, the model selection employed by the Jury. For this

analysis, | opted for a synthetic scenario that necessitates non-linearity to evaluate the performance of lin-

47/78



g77% Lniversitat
wien

University of Vienna

ear versus non-linear models effectively - as with the gaussian clusters even a linear model had almost per-
fect performance making differences in accuracies harder to compare. To this end, | transitioned from two
circular Gaussian clusters to the widely-used "moons" dataset.

The results of the non-linear models introduced in Section 3.3 can be found on following figures:

+ Linear model: Figure 3

NN: Figure 4

« KNN: Figure 5

« RNF: Figure 6

Original TRAINING data with trained LINEAR decision boundary 1: FULL_INFO best responses 3.1: NO_INFO_EST best responses
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Figure 3: Strategic classification on synthetic data, f: LinearSVC

The exact numerical values for the different payoffs and results can be found in the Appendix A.1.

In the FULL_INFO scenario, every model—except the KNN model—allows all users to achieve a positive
outcome by changing their features, as indicated by a user welfare of 100%. For the KNN model, this metric
is similarly high at 99.12%. The percentage of users who made changes was also comparable across all
models, ranging from approximately 43% to 48%. The average cost per change was lowest for the linear
model at 0.01, while the non-linear models had slightly higher costs, between 0.02 and 0.03. Similarly, the

average Contestant payoff was highest in the linear case at 0.2, compared to around 0.18 for the non-linear
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Original TRAINING data with trained NN decision boundary 1: FULL_INFO best responses 3.1: NO_INFO_EST best responses
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Figure 4: Strategic classification on synthetic data, f: Neural network with 4 layers, each containing 10 neu-
rons

models. In summary, while model accuracy from the Jury’s perspective was similar across all models, a
slight distinction exists between linear and non-linear models: Contestants tend to receive better payoffs
when the Jury used the linear model.

In the PART_INFO case, the opposite is the case: the payoff of the Jury is higher for non-linear models as
for the linear model choice, as with former models had a 91.23% accuracy and latter only 87.72%. There is
also a cut as much less users changed with the linear model with only 32.46% changing, while for all non-
linear models at least 41% of the users changed their features. Average cost per change and also average
Contestant payoff are similar. In summary, while individual payoffs of the Contestants where similar across
models, in the PART_INFO case the Jury faced better payoff with non-linear models. Visually, the feature
changes seem to be similar, indicating that the LIME explanations of different models are used similarly by
the users.

In the NO_INFO_EST scenario, users approximate the model f with a linear substitute f Users modify
theirinputs the most with the linear model, showing a change rate of 48.25%, while this metricis around 47%
for the other models. However, model accuracy is the lowest also for the linear case, achieving only 52.63%
accuracy after the changes, compared to approximately 72-74% for the other models f. When examining the

Contestants’ payoffs, the models provide a similar average, with the NN and linear models having slightly
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Original TRAINING data with trained KNN decision boundary 1: FULL_INFO best responses 3.1: NO_INFO_EST best responses
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Figure 5: Strategic classification on synthetic data, f: KNN with k£ = 11

the highest value of 0.15. The average cost per change is fairly consistent for the NN, KNN and RNF models
at 0.02, but it rises to 0.09 for the linear model. Regarding the size of disagreement set, the linear model has
the lowest percentage with 2.63%, while the other models have at least 23% of users with differing labels to
what they expected. In conclusion, in this case a subtle difference between linear and non-linear models is
evident in the payoffs: the linear model offers lower accuracy, has a higher cost of change per change but
also a lower disagreement set proportion than the other models.

Inthe NO_INFO_IMIT case, there are also some differences between linear and non-linear models. Model
accuracy is the best for the linear model with 61.4%, while being around 50-54% for non-linear models. All
users modify their features, with an average cost per change of around 0.15 for the linear and 0.1 for the non-
linear models. This is reflected in the average Contestant payoff, which is 0.03 for the linear model, while for
the other models, itis around 0.08. Hence, here a conflict of interest is showing: linear models provide better

payoff for the Jury but lower payoff for the Contestants compared to non-linear models.

6.1.3 Price of Opacity

Next, | also evaluated the price of opacity as defined in Definition 3.2. The Price of Opacity in different infor-
mation scenarios is depicted on Figure 7.

On the plot’s z-axis, the sample size m is varied. As the sample size m does not influence cases where
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1: FULL_INFO best responses 3.1: NO_INFO_EST best responses
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Figure 6: Strategic classification on synthetic data, f: Random Forest Classifier with 10 estimators.

no sampling is happening, the errors of the non-strategic, FULL_INFO and PART_INFO case are horizontal
lines. The y-axis shows the error on the test set in percentage, erry (f) = |h(z) # f(Ar,(z))[/n - 100
with n being the number of instances in the test set. The grey shading shows the price of opacity between
the FULL_INFO and NO_INFO_EST case, however it is important to note that also areas between FULL_INFO
and PART_INFO as well as between FULL_INFO and NO_INFO_IMIT correspond to POP values, just for other
information scenarios.

For the linear model the price of opacity is negative for all opaque information scenarios. However, for
larger sample sizes m > 64, the difference of errors between the FULL_INFO and the NO_INFO_EST cases is
diminishing. The error in the PART_INFO case equals the error of the non-strategic model, i.e. the original
error of the test data with model f.

The non-linear models on the other hand show a distinct pattern from this, being however similar to each
other. The POP remains negative for almost all sample sizes - there is one case where the POP is positive: for
sample size m = 8§, the error of NO_INFO_IMIT is higher than the full information case with the NN model.
This can however also be a statistical fluctuation, as the difference is quite small.

In order to compare my findings to Theorem 3.1 by Ghalme et al. [2021], | also estimated the probabilities
of the enlargement set and the errors by calculating their proportions in the sample. | used |E|/n as an

estimate for P,.p{z € E}and |h(z) # f(Af(x))|/nasanestimate forerr(f, f). | calculated the size of the
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Figure 7: Price of Opacity on the moons dataset depending on sample size m with different model choices

f.
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Plot of decision surface for sample of instance 1.
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Figure 8: The sample T of user 1 (circled with pink) and their best response on the synthetic moons dataset
with model choice f being NN.

enlargement set pairwise between the FULL_INFO case and the opaque cases (PART_INFO, NO_INFO_EST,

NO_INFO_IMIT). The results can be seen in Table 3.

PART_INFO NO_INFO_EST NO_INFO_IMIT | 2-err(f, f)
Linear 48.246 2.632 11.404 96.491
NN 42.982 23.684 5.263 96.491
KNN 47.368 28.070 5.263 94.737
RNF 44,737 29.825 9.649 96.491

Table 3: Evaluation of the sufficient condition for the POP to be negative on the synthetic moon dataset.
Rows: model choice for f. Columns: the enlargement set between FULL_INFO and given information sce-
nario. All values are percentages.

Based on Theorem 3.1, if a value in one of the middle three columns is larger than the value in the right-
most column, the POP of that scenario should be strictly positive. This condition do not hold for any of the

cases, and also, there are no positive POP values accordingly.

6.1.4 Data stories

In order to better understand the estimations of users, | also plotted some cases for the NO_INFO scenarios.
The experiment is the same as before with the NN dataset, however the plots focus on the samples of a
individuals that they base their best response on.

Figure 8 shows a user form the moons datasetin the NO_INFO_EST case that is classified by the Jury with
a NN model. The user’s true label y = +1, however by the model f of the Jury they get initially classified

as 0. As thisis also the case in their linear estimation f based on their sample T, they best respond to shift
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Plot of decision surface for sample of instance 27. Plot of decision surface for sample of instance 27.
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Figure 9: The sample of user 27 (circled with pink) and their best response on the synthetic moons dataset
with model choice f being NN.

their features to the decision boundary of f In this case, they to also succeed to get a positive classification
with the model f that the Jury actually employs, as f(Af) = 1. This case is a win-win: as their true label
h(z) remains +1, from an initial false negative they get correctly classified as a +1, so also the Jury earns
higher accuracy while the Contestant gets a positive prediction as well.

But this is not always the case. In Figure 9, we see another user who is classified negatively by both the
true model of the Jury f, as well as the linear estimation of it f that the user calculates on their sample
Tc. They find a feasible and worthwhile change as a best response to their estimated model, f, however
it does not change their outcome by f as it remains f(x) = 0. This way, the Jury’s payoff from this user
is unchanged, however the user changes their features and incurs costs to do so, however they do not get
classified positively.

Another example, also noted by Ghalme et al. [2021], involves users who would have initially been clas-
sified positively, but based on their estimated model f, mistakenly believe they will be classified negatively
and thus alter their features. This occurs in the case of user 60 in the synthetic moons dataset, shown in Fig-
ure 10. The userincorrectly estimates that their original classification would be 0 and consequently modifies
their features. However, the true model would have classified them as +1 before the change—after the mod-

ification, they end up receiving a negative classification.

6.2 Loandata

Next, | conducted the same experiments on the loan dataset introduced in Chapter 5.
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Plot of decision surface for sample of instance 60.
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Figure 10: The sample of user 60 (circled with pink) and their best response on the synthetic moons dataset
with model choice f being NN.

6.2.1 Linearity VS non-linearity

To evaluate the differences in payoffs for linear and non-linear models, | ran the experiments for all 4 infor-

mation scenarios for 4 different model choices f also on the loan dataset. The results for the different payoffs

and results can be found in Tables 4, 5, 6,and 7. In these tables, each column represents an information

scenario, with the "Original" column showing performance before the feature changes, i.e. non-strategic

performance.

Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 82.40 63.60 82.20 80.00 72.80
User welfare 41.20 75.60 42.60 36.00 63.60
Average cost of change per change 0.17 0.18 0.01 0.31
Average contestant payoff 0.09 0.02 0.07 -0.18

Table 4: The results on loan data, linear model

Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 83.60 55.80 80.40 80.00 70.80
User welfare 42.80 85.40 48.40 35.60 68.00
Average cost of change per change 0.14 0.14 0.00 0.30
Average contestant payoff 0.11 0.03 0.07 -0.16

Table 5: The results on loan data, NN model

The accuracies on the test dataset were between 79%-84% for all the models before the change ("Origi-

nal" column), with the neural network performing best. Also the user welfare on the data before the change
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Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT

Accuracy 79.40 79.60 78.20 77.60 70.00
User welfare 39.40 54.80 43.80 41.60 59.20
Average cost of change per change 0.00 0.16 0.00 0.30

Average contestant payoff 0.11 0.00 0.08 -0.18

Table 6: The results on loan data, KNN model

Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT

Accuracy 81.80 52.60 81.20 79.20 69.20
User welfare 35.00 89.00 37.60 30.40 61.60
Average cost of change per change 0.08 0.15 0.00 0.28

Average contestant payoff 0.13 0.00 0.06 -0.16

Table 7: The results on loan data, RNF model

is the highest for the NN model with around 42.8% of the users being classified positively.

In the FULL_INFO scenario with non-linear models, there were some instances where the solver, related
to the Contestant’s best response problem, failed to produce a solution. If the optimization failed with the
closest positive sample from the training set, a further example was chosen as the starting point for the op-
timization - choosing new iteration points until a solution was found up to 11 tries in total. If the 11th opti-
mization also failed, it was assumed that the users did not modify their features. This decision was motivated
both by computational limitations and by a realistic setup, where users also have limited computational re-
sources. However, the issue remained for KNN and RNF models. There were more failed optimizations cases
with less-smooth decision boundaries, such as those involving KNN with 45.2% failed optimizations or RNF
with 9.4% failed optimizations - as opposed to linear and NN models with smooth predictions and 0 failed
optimizations. Changing parameters such as the maximum iteration did not solve the problem either. The
extremely high number of failed optimizations made the results on KNN models less comparable with other
models, hence for this dataset | focused my comparison of linear and non-linear models to linear, NN and
RNF models.

In the FULL_INFO scenario, the accuracies of all models dropped significantly compared to the accuracy
before the feature changes. However, the accuracy of the linear model remained slightly higher at 63.6%,
while the NN and RNF models dropped to around 55%. There were also notable differences in the propor-
tion of users who changed their responses. The highest number of changes occurred with the RNF model,
where 54% of users altered their decisions, followed by the NN model at approximately 42% and then the
linear model with 34.4%. In the KNN model, only 15.4% of the users changed their features - this low per-

centage mirrors the high number of cases where the optimization process failed to find a solution and by my
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assumption they remained at their original features. The average cost of change was highest for the linear
model, followed by the NN model, while the RNF model had the lowest average of 0.08. The average Contes-
tant payoff was highest for the RNF models with 0.13, while it was slightly lower—around 0.1—for the linear
and NN models. Here the cut between linear and non-linear models was only distinguished in the payoff
of the Jury. For the Contestants, the payoff varied more between non-linear models, showing no clear cut
between the linear and non-linear cases.

Inthe PART_INFO case, the accuracies did not differ that much for the linear and non-linear cases. There
were some differences in the percentage of user changes: the linear model has a lower rate of about 40%
while with the non-linear models always around half of the users change. Also, the average Contestant pay-
off was extremely low for every model, with the highest value of 0.03 for the NN model, 0.02 for the linear
and 0 for the RNF model. The disagreement set was the lowest for the NN model with 17%, while the linear
and RNF models had values of around 30%.

In the NO_INFO_EST case, there was no clear difference in the accuracies based on model choice as it
was around 80% for all model types. Also a similar amount of users changed with all models, around 60%
of the test set. In this case, the cost of change was quite low with all models compared to other information
scenarios. The average Contestant payoff was similar for all different model choices, between 0.07 and 0.08.
The size of the disagreement set is much larger, than in the PART_INFO case: in this case around 63% of the
users are classified differently than they "expect".

In the NO_INFO_IMIT case, the accuracies drop similarly in the linear and non-linear cases by around
10 percentage points compared to the "original" accuracy. The average cost of change is also very similar for
allthe models at around 0.3, while also the average Contestant payoffis similar at-0.18. The only differences
show in user welfare, as for the NN it is around 68%, while for the other models it is slightly lower. To sum

up, there is no disticts trend between linear and non-linear models.

6.2.2 Price of Opacity

The price of opacity is evaluated in Figure 11 for the loans dataset.

The top-left figure in Figure 11 corresponds to Figure 3 of the work of Ghalme et al. [2021]. The non-
strategic and FULL_INFO lines have identical values in both cases. Similarly, the NO_INFO_EST case, which
aligns with their "SVM (in the dark)" scenario, exhibits very similar behavior. Minor differences arise due to
variations in our sampling processes as well as the optimisation process.

Despite these differences, the main trend remains: the POP is negative with the linear model, indicating
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that the NO_INFO_EST case results in lower error compared to the FULL_INFO scenario. Additionally, all
my other opaque information scenarios also yield negative POP values, reinforcing this pattern. Only when
the sample size becomes very large does the NO_INFO_EST case show a higher error than the FULL_INFO
scenario.

For the NN model, we observe similar patterns. The PART_INFO case has the lowest error, indicating a
negative POP in this scenario. The error in the NO_INFO_IMIT case falls in the middle range and remains
relatively stable across different sample sizes. In contrast, the error of the NO_INFO_EST scenario fluctuates
significantly, even resulting in an almost zero POP for sample sizes m = 512 and m = 1024.

The KNN models results are again influenced by the high number of failed optimizations, hence they are
not evaluated in detail.

The RNF model also exhibits negative POP across all sample sizes and information scenarios. The error
in the NO_INFO_IMI case is quite high for small sample sizes, then more or less stabilizes at a lower level for
larger samples. In contrast, the NO_INFO_EST case shows a more consistent relationship with sample size
compared to other models.

Finally,  also evaluated the sufficient conditions of Ghalme et al. [2021], described in Theorem 3.1 for this

dataset as well in Table 8. Table 8 demonstrates that the estimated sufficient conditions are not met in any

PART_INFO NO_INFO_EST NO_INFO_IMIT | 2-err(f, f)
Linear 34.2 39.6 12.0 72.8
NN 37.4 49.8 17.4 88.4
RNF 51.8 59.0 32.2 94.8
KNN 15.0 16.0 19.6 40.8

Table 8: Evaluation of the sufficient condition for the POP to be negative on the loan dataset.. Rows: model
choice for f. Columns: the enlargement set between FULL_INFO and given information scenario.

case—neither for any model choice f norin any information scenario I;. There are again no contradictions

with my results.

6.3 Variations on cost function and budget

To address the generality of my results, | also conducted experiments in which | varied some parameters

that were otherwise kept constant. | evaluated these variations on the NN model using both datasets.
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6.3.1 Weight of Quadratic Element in Cost Function

Ononehand, I varied the weight of the quadratic element, ¢, in the mixed cost function described in Equation
1. By default, e was set to 0.2 in all experiments. However, | also tested two additional values: a balanced
mixture of linear and quadratic costs with ¢ = 0.5 and a more quadratic-dominant variant with ¢ = 0.8.
Detailed results can be found in Section A.1.3 of the Appendix.

The effect of different quadratic weights varies significantly between the two datasets. On the synthetic
moons dataset, higher ¢ generally leads to lower error across almost all information scenarios. However,
this pattern does not hold for the loan dataset. Here, some information scenarios exhibit similar behavior
(e.g., PART_INFO), some remain largely unaffected by changes of ¢ (e.g., NO_INFO_EST), and others show
the opposite trend, with increasing error for higher ¢ values. Regarding the payoffs of the Contestants, in the
moons dataset the average Contestant payoff decreases as ¢ increases for all information scenarios. On the
loans dataset, the average Contestant payoff remains often similar for different e values or does not show a

linear trend.

6.3.2 Budget for changes

Next, | also varied the budget for changes, denoted as ¢. According to Equation 3, users modify their features
only ifthe change is at most 2¢. By default, the budget was set to ¢ = 0.2 to align with the experimental setup
of Ghalme et al. [2021]. However, | also tested a lower budget of ¢t = 0.01 and a higher budget of t = 10.
Detailed results can be found in Section A.1.4 of the Appendix.

From the Jury’s perspective, a higher cost budget often led to lower accuracy, particularly in the FULL_INFO
and NO_INFO_IMIT cases for both datasets. However, there appears to be a saturation point beyond which
users do not make more costly changes. This effect is evident in the synthetic dataset, where the differences
betweent = 0.2 and ¢t = 10 are minimal.

From the Contestants’ perspective, directly comparing the average payoffis not straightforward, as changes
in t also affect utility. A more insightful approach is to examine the number of changes and the average cost
per change. Here, the FULL_INFO and NO_INFO_IMIT cases are again the most sensitive to ¢: with a higher
budget, a greater percentage of users make changes, and the average cost per change also increases. The
saturation effect is observed here as well.

To summarize, variations in different parameters lead to even greater variability in the results other than

variations in information scenarios and models.
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7 Discussion

In this sections, | summarize my results and their implications for my research questions and compare them
to existing literature. | structured this chapter according to my research questions: first, | compare linear
and no-linear models in Section 7.1 and then | adress the payoffs of the two players in different information

scenariosin 7.2.

7.1 Linearity VS non-linearity

One of my research questions examined how the payoffs of decision-makers and Contestants compare when
non-linear models are involved. A key challenge in the non-linear case was determining the best response of
users, as the optimization problem became non-convex at times depending on the model choice. Using non-
convex constrained optimizers from scipy.optimize proved effective for linear models and certain non-
linear cases, such as neural networks (NN), where solutions were always found—even if they exceeded the
cost budget. However, for models like KNN and RNF there were cases, where the optimization failed, even
after multiple initializations. This was especially the case for the real-world dataset with higher-dimensions.
This finding shows, that even though gaming can be applied to certain non-linear models, black box opti-
mization with scipy.optimize is not always applicable.

Regarding the payoffs of the players, the payoffs with linear and non-linear models remained highly de-

pendent on the information scenario.

« FULL_INFO: In this setting, the Jury achieved at least as high accuracy with the linear model as with
non-linear models—and in some cases, even higher. Contestant payoffs were similar across both
model types. This finding is important, as it suggests that linear models, when provided with full infor-
mation, can lead to better overall outcomes: the Jury benefits from higher accuracy, while individual

users receive comparable payoffs on average.

+ PART_INFO: Here, no consistent pattern emerges in terms of Jury accuracy across datasets. However,
in both datasets examined, Contestant payoffs did not differ significantly between linear and non-
linear models. Thisimplies that under partialinformation, the Jury may experience varying accuracies

depending on the dataset, but Contestant payoffs remain robust across model types.

« NO_INFO_EST: This scenario showed the largest discrepancies in Jury accuracy between linear and

non-linear models. In one dataset, the linear model yielded accuracy that was 20 percentage points
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lower than that of the non-linear model. Although Contestant payoffs were again similar, the overall

user welfare was significantly higher under the linear model.

« NO_INFO_IMIT: In contrast, under this setting—where the Jury only observes user behavior and imi-
tates choices—linear models performed better in terms of accuracy across both datasets. Again, Con-
testant payoffs remained similar. The last two information scenarios present an interesting asymme-
try: when the Jury provides no information, the gaming choice of the users (estimating vs. imitating)

can result in opposite outcomes in terms of Jury accuracy.

These findings emphasize that the relative performance of linear and non-linear models is contingent on

the information policy and sometimes the dataset. The key takeaways can be summed up as:

« Under full transparency, linear models are more favorable for the Jury.

Under no information with estimation, non-linear models achieve higher accuracy.

Contestant payoffs tend to be similar regardless of the model type, but

+ Overalluser welfare can differ significantly between linear and non-linear models—even when individ-

ual payoffs do not. Non-linear models often provided better overall user welfare than linear models.

7.2 Information scenarios

My second research question was how the payoffs of decision makers and Contestants compare to each
other in the different information scenarios. In this section, | would like to interpret the results from the

previous chapter from the distinct viewpoints of the two players.

7.2.1 Payoffs of the decision-maker

From the perspective of the decision-maker, the results show that in all cases, accuracy did not improve in
the strategic cases compared to the non-strategic, initial accuracy. Thus, any form of gaming harmed the
Jury’s payoff, regardless of the information scenario or the model choice f. This highlights the significance
of gaming, demonstrating that it has a consistently negative effect for the Jury. To facilitate comparison
across information scenarios, averages over the different model choices were also calculated, resultingin a
single measure for each information scenario.

In the FULL_INFO case, the decrease in accuracy was highly dependent on the model choice f, but simi-

lar across both datasets. For linear models, the results align with previous studies [Hardt et al., 2016; Ghalme
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et al.,2021], showing a substantial drop in accuracy as many users adapt their behavior — although this ef-
fect varied with different gaming budgets. Also for non-linear model choices, the effect is similar: many
users successfully game the system, leading to a significant increase in error compared to the non-strategic
performance before the feature changes.

In average over the model choices, FULL_INFO has a lower accuracy than the other information scenarios,
meaning that using a transparent policy is worse for decision-makers than sharing less information. This is
consistent with my hypothesis and the results from previous works [Hardt et al., 2016; Ghalme et al., 2021].
There were only a few cases where it resulted in better accuracy, for example the NO_INFO_EST scenario for
the KNN model on the moons dataset.

The PART_INFO information scenario has not yet been evaluated in the field of strategic classification,
so there are no prior results available for comparison. The findings of this thesis suggest that when the Jury
publishes LIME-based explanations and users base their best responses on them, the decrease in accuracy is
moderate or almost negligible. Notably, this is not due to a low number of users attempting to change their
features — a significant percentage of users did try to adapt. However, many failed to achieve a positive
prediction, as also illustrated in Figure 3. The figure shows that often many users move to the same level
in at least one of the features, probably indicating the the boundaries in the LIME explanations are similar
for users. Although users reached these boundaries of the LIME explanations, they were often unable to
change the model’s output. This suggests that the boundaries provided by LIME’s local explanations may
not accurately reflect the true global decision boundaries of the model.

Comparing this case with FULL_INFO case, the drop of accuracy in this case was smaller or comparable to
the former, resulting in a negative (or near-zero) price of opacity. Thus, using LIME explanations as a means
of model transparency appears to be a favorable choice for the Jury, as it preserved accuracy in most model
choices across both datasets. Although in some cases, accuracy under PART_INFO was slightly lower than
in the FULL_INFO scenario, the difference was minimal.

The NO_INFO_EST scenario corresponds to a setting similar to what Ghalme et al. [2021] proposed in
their work. The results of this thesis align with their findings in the linear case on the loan dataset, as ex-
pected: the non-strategic and full-information accuracies are nearly the same, and there are only slight dif-
ferences for the NO_INFO_EST case due to sampling and the different optimization processes. This align-
ment makes the other results even more valuable for comparison.

However, beyond this, the accuracy of the model in my results strongly depended on the dataset. In

the synthetic case, the NO_INFO_EST scenario led to a significant drop in accuracy compared to the non-
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strategic case, whereas in the loan dataset, the difference was minimal. A key similarity across both datasets
is the strong influence of the user sample size on accuracy. Also, for both datasets, the models linearity had
a high impact on the Price of Opacity (POP).

These results indicate that this scenario is highly sensitive to factors such as the data distribution, user
sample size m, and model choice f. The significance of these findings highlights a critical downside of this
opaque scenario compared to the transparent case — namely, its many dependencies, which makes the pre-
dictions on results in practical applications much harder. Thus, not only might the decision-maker achieve
a worse payoff than in a transparent case, but their outcomes may also vary significantly from expectations
if they misestimate m or the dataset distribution is different to what they expect (i.e. because of wrong
sampling for the training process).

The NO_INFO_IMIT case was inspired by the work of Barsotti et al. [2022], which measures results based
on the difference in false positives between strategic and non-strategic classification. While their methodol-
ogy is not identical to mine, some results are comparable. Notably, their findings show that imitation leads
to greater error compared to the non-strategic case, similar to what | observe.

Additionally, in their work, the number of imitators—comparable to the sample size m in my study—had
a decreasing effect on error: as the number of imitators increased, the error increase diminished. In my
experiments, this pattern was less consistent, with trends often remaining stable or fluctuating. However,
for certain models, such as KNN and RNF in Figure 11, a similar trend was observed.

Regarding the role of model choice in this case, no clear trend emerges from the experiments. One con-
sistent observation across both datasets is that RNF experiences the most significant accuracy drop in the
NO_INFO_IMIT case compared to the strategic setting. These findings suggest that the effects of imitation
are not strictly dependent on model linearity, though certain model choices can cause higher variation in

results.

7.2.2 Payoffs of the Contestants

For the Contestants’ payoffs, | evaluated three key aspects: the percentage of users who changed their
features, the average cost per change, and the Contestants average payoff. For the PART_INFO and the

NO_INFO_EST cases, | also evaluated the percentage of test users who had different estimations for their la-
bels to what they got classified in the end, hence the proportion of the disagreement set to the test size. This
section evaluates these results across different information scenarios from the Contestants’ perspective.

In the FULL_INFO case, users altered their features in a similar percentage and had similar average pay-
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offs for different models. Compared to other information scenarios, the FULL_INFO setting consistently
yielded the highest average payoff in both datasets and for all model types, supporting the hypothesis that
greater information leads to better user payoffs. Not only was the individual average consistently higher,
but also overall user welfare exceeded the values of other information scenarios.

In the PART_INFO case, the percentage of users who modified their features was in the middle range of
all the information scenarios, but this percentage was different for linear and non-linear models for both
datasets. The average Contestant payoff followed a stable pattern across models, though it remained con-
sistently low compared to other information scenarios. In some instances, the payoff was even zero, likely
because LIME explanations, that the users rely on, do not perfectly predict the model’s true outcome. The
average cost per change was also relatively similar across models. In summary, while the PART_INFO case
produced similar results across different models, the average payoff remained low in all cases compared to
other information scenarios.

In the NO_INFO_EST case, users almost always exhibit the second highest change rate across all infor-
mation scenarios, regardless of the dataset or model type. The average cost per change varies significantly
between datasets, ranging from near zero to moderate (0.1), and is also higher for linear models than non-
linearones. Onthe other hand, the average Contestant payoff shows little variation between models, though
it differs slightly between datasets. It is consistently the second highest among all information scenarios.
The ratio of the disagreement set is also almost always higher compared to the PART_INFO case: for the
loans dataset sometimes even being 2-3x larger than with LIME-explanations.

Ghalmeetal.[2021] point out thatin their opaque scenarios several users with initially positive prediction
also change their features. My results confirm those cases as Section 6.1.4 shows. These are the cases that
partly cause the average Contestant payoff to be less than in the FULL_INFO case.

Overall, the average Contestant payoff is largely unaffected by the decision-maker’s model choice, which
benefits Contestants since they have no control over that. Additionally, Contestants receive relatively high
payoffs compared to other information scenarios, second only to the FULL_INFO scenario, which has better
payoffs harmonizing with the results of Ghalme et al. [2021].

In the NO_INFO_IMIT case, all users modified their features across all models. This is because the as-
sumption that they do not infer anything about the model itself, relying solely on the labels provided by it.
Since Barsotti et al. [2022] does not focus on participant payoffs, there is no direct basis for comparison.
However, as even users with initially positive predictions altered their features, this scenario resulted in the

lowest average payoff among all information scenarios. The average cost per change was often close to the
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budget limit, suggesting that most users exhausted their available budget.

Overall, user payoffs were highest, on average, in the FULL_INFO case, aligning with the initial hypothe-
ses. The NO_INFO_EST scenario typically yielded the second-best payoffs, while PART_INFO and
NO_INFO_IMIT resulted in the lowest payoffs. Interestingly, this result is counterintuitive—users achieved
better outcomes when provided with no information compared to when they had access to model expla-
nations and used those. However, there were also the most users who expected a different label based on
their estimations to what the model assgned to them in the end. Notably, imitation—the simplest form of

adaptation—produced the poorest payoffs.
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8 Summary

In my thesis, | explored strategic classification, a framework that analyzes decision-making scenarios where
decision-makers choose classifiers before individuals being classified can learn about the model and poten-
tially adjust their features. The goal of the decision-makers is to achieve high classification accuracy, while
users aim to get positive predictions. Existing literature examines this setting from various perspectives;
however, previous studies lack a comparison of different amounts of information disclosed by decision-
makers to users, as well as an analysis of non-linear model choices. My research addresses these gaps.

| defined four distinct information scenarios: full transparency, partial information with LIME explana-
tions, and two cases with no information, where users base their responses on a sample. | tested these
scenarios across multiple models, including linear SVMs, neural networks, random forests, and KNNs, to
investigate differences between linear and non-linear classifiers. The experiments were conducted on two

datasets: a synthetic dataset and a loan dataset.

8.1 Key research findings

1. Impact of Non-Linear Models on Strategic Classification Outcomes My findings indicate that the there
can be differences in the payoffs between linear and non-linear models, especially for the Jury. However, the
differences depended both on the information that the Jury published and the Contestants used in their best
response, as on the data as well. Linear models provided better accuracy with full information and no infor-
mation and imitation, while non-linear models had higher accuracy in the no information and estimation
scenario. For the Contestants, the individual average payoffs were not affected by non-linearity, however
typically overall user welfare was higher for non-linear models than linear ones.

2. Effect of Information Disclosure on Jury payoff: In all cases, full transparency led to a perfor-
mance loss in accuracy compared to less transparent scenarios, reducing accuracy by 5-20% relative to the
best possible outcome among the scenarios. However, the ranking of the other information scenarios was
not as pronounced. Contrary to my hypothesis, partial information disclosure was often more beneficial to
decision-makers than complete opacity. This suggests that providing LIME explanations could be a strategic
advantage for decision-makers.

3. Effect of Information Disclosure on Contestant payoff: From the users’ perspective, full trans-
parency yielded the best results. Surprisingly, partial information was not particularly helpful, as the no-

information scenario often resulted in better outcomes. The largest discrepancy between anticipated and
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actual classifications occurred in the no information case.

3. Characteristics of best responses in different information scenarios: Based onthefigures,the best
responses for different information scenarios take different forms: not only is the set of users often different,
the same users often react differently for different information scenarios. The most similar responses show
visually between the full transparent and the no-information estimation cases, however the best responses
in the latter are often suboptimal by either being more costly or not resulting in a positive prediction. In the
partial information case, users often move to the same feature values.

Key takeaways: My results underscore a recurring theme: what benefits decision-makers often dis-
advantages Contestants, both in model choice and information scenario. However, there were counter-
examples for both aspects. For model choice, all the non-linear models proved to be benefitial for both
players compared to a linear model choice on one of the datasets. For information scenario on the other
hand, the no information with imitation case was suboptimal for both players. This highlights an impor-
tant insight: if decision-makers anticipate imitation, they may be better off providing partial information or
assisting users in estimating the model’s behavior.

Overall, my research demonstrates the diverse payoffs that arise from different model types, datasets, pa-
rameters, and information strategies. It shows how an machine learning models can not only affect decision-

makers, but also the individuals being classified - opening many further areas for further exploration.

8.2 Limitations and further research

This thesis compares linear and non-linear models across different information scenarios, but several im-
portant aspects remain unexplored.

One of the main limitations of this thesis lies in the use of imperfect optimization algorithms. Since the
focus was on black-box optimization to enable a broad comparison across different models, this came at the
cost of the optimizer not always finding the best possible solutions. Additionally, the optimizer used in this
work is highly sensitive to the initialization point. Further experiments analyzing the statistical distribution
of results based on different initialization strategies would be a valuable extension of this thesis.

Moreover, especially in the complex full-information setting, the computed best response may not accu-
rately reflect how humans would act in real-world scenarios. While some information setups, such as partial
or no-information cases, attempt to imitate realistic conditions, there is no guarantee that they fully capture
human behavior.

Future research could examine alternative optimization strategies used by individuals, particularly for
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random forests and KNN models, where challenges persist. Expanding the study to additional datasets
would help assess the generalizability of these findings. Additionally, further analysis of parameters that
remained fixed in this study—such as budget constraints, cost functions, or threshold settings in LIME ex-
planations—could provide deeper insights.

A key limitation of this thesis is its reliance on LIME for model explanations, without considering alter-
native methods. Also, with the LIME explanation the algorithm designed in this thesis allows room for im-
provement, as often it leads to changes in features that do not change the Contestants labels.

Also the inherent randomness and variability of non-linear models also introduce uncertainty, which was
not extensively analyzed, leaving room for evaluating the statistical significance of my findings. Further-
more, robustness algorithms designed to counteract gaming were excluded, as they are either tailored for
linear classifiers or incompatible with non-linear models.

Previous research differentiates between "faking" and "gaming" in strategic classification. Exploring
these behaviors under different information scenarios, particularly in non-linear settings, would be a valu-
able extension. Additionally, real-world case studies on transparency policies could refine the assumptions
underlying these scenarios, making them more applicable to practical decision-making contexts. The same

applies to users: it would be interesting to study how users in real-world scenarios modify their features.
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A Appendix

A.1 Complete results of experiments

A.1.1 Synthetic Gaussian-clustered dataset

Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 88.60 59.65 89.47 63.16 67.54
User welfare 57.02 96.49 57.89 91.23 85.09
Average cost of change per change 0.01 0.13 0.04 0.22
Average contestant payoff 0.19 0.07 0.16 -0.05

Table 9: The results on synthetic Gaussian-clustered data, linear model
A.1.2 Synthetic moons dataset

Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 87.72 51.75 87.72 52.63 61.40
User welfare 51.75 100.00 51.75 97.37 88.60
Average cost of change per change 0.01 0.05 0.09 0.15
Average contestant payoff 0.20 0.09 0.15 0.03

Table 10: The results on synthetic moons data, linear model

Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 92.98 51.75 91.23 71.93 53.51
User welfare 57.02 100.00 57.02 76.32 94.74
Average cost of change per change 0.03 0.04 0.01 0.11
Average contestant payoff 0.19 0.10 0.15 0.08

Table 11: The results on synthetic moons data, NN model
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Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 92.11 52.63 91.23 73.68 50.88
User welfare 52.63 99.12 53.51 71.05 93.86
Average cost of change per change 0.03 0.04 0.01 0.10
Average contestant payoff 0.18 0.09 0.14 0.09
Table 12: The results on synthetic moons data, KNN model
Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 91.23 51.75 91.23 72.81 54.39
User welfare 53.51 100.00 55.26 70.18 90.35
Average cost of change per change 0.02 0.04 0.03 0.11
Average contestant payoff 0.19 0.09 0.13 0.08
Table 13: The results on synthetic moons data, RNF model
A.1.3 Weigh of quadratic element in cost function
Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 92.98 53.51 90.35 80.70 56.14
User welfare 57.02 98.25 59.65 71.05 92.11
Average cost of change per change 0.08 0.09 0.13 0.21
Average contestant payoff 0.16 0.08 0.09 -0.02

Table 14: The results on synthetic moons data, NN model, epsilon =0.5
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Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 92.98 57.02 86.84 83.33 58.77
User welfare 57.02 94.74 63.16 66.67 89.47
Average cost of change per change 0.12 0.16 0.16 0.26
Average contestant payoff 0.14 0.05 0.09 -0.09
Table 15: The results on synthetic moons data, NN model, epsilon =0.8
Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 83.60 51.80 80.80 80.20 72.80
User welfare 42.80 89.80 46.80 35.80 66.00
Average cost of change per change 0.15 0.46 0.06 0.35
Average contestant payoff 0.11 -0.14 0.04 -0.22

Table 16: The results on loan data, NN model, epsilon = 0.5

A.1.4 Budget for changes
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Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 83.60 48.00 82.80 81.40 74.00
User welfare 42.80 94.40 44.40 37.80 64.40
Average cost of change per change 0.11 0.24 0.13 0.38
Average contestant payoff 0.13 -0.03 0.04 -0.25

Table 17: The results on loan data, NN model, epsilon = 0.8

Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 92.98 60.53 91.23 75.44 67.54
User welfare 57.02 91.23 57.02 72.81 82.46
Average cost of change per change 0.00 0.04 0.00 0.01
Average contestant payoff 0.01 -0.01 0.01 -0.00

Table 18: The results on synthetic moons data, NN model, t=0.01

Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 92.98 51.75 91.23 71.93 50.88
User welfare 57.02 100.00 57.02 76.32 97.37
Average cost of change per change 0.03 0.04 0.01 0.13
Average contestant payoff 9.99 5.69 7.63 9.60

Table 19: The results on synthetic moons data, NN model, t=10

Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 83.60 81.20 80.60 80.00 83.20
User welfare 42.80 52.80 48.20 35.60 44.40
Average cost of change per change 0.00 0.14 0.00 0.02
Average contestant payoff 0.01 -0.07 0.00 -0.01

Table 20: The results on loan data, NN model, t=0.01

Original FULL_INFO PART_INFO NO_INFO_EST NO_INFO_IMIT
Accuracy 83.60 42.40 80.40 80.00 42.80
User welfare 42.80 100.00 48.40 35.60 99.60
Average cost of change per change 0.27 0.14 0.02 0.67
Average contestant payoff 9.85 4.77 3.55 9.29

Table 21: The results on loan data, NN model, t =10
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