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1 Zusammenfassung der Arbeit (Abstract)

Mit steigender Relevanz der Datensicherheit in der Entwicklung des digitalen Raums, wer-
den auch Prozesse wie Hashing immer wichtiger. Jahrzehnte nach dem ersten von NIST
standardisierten Hashing Algorithmus wird Fortschritt im Bereich Datenintegritat und dig-
itale Verschliisselung immer schneller zu einem essenziellen Teil der mathematischen und
technischen Forschung. Dennoch fallen Antworten auf die Fragen ,Wozu Hashing?“ und
sWelcher Algorithmus garantiert die gewiinschte Sicherheit?* auch ihn vielen Anwender-
gruppen oft schwer. Anhand einer ausfiihrlichen Literaturrecherche bietet diese Arbeit daher
einen Uberblick iiber die von NIST standardisierten Hashing Algorithmen SHA-1, SHA-2 und
SHA-3, sowie einen Uberblick iiber deren Entwicklung durch die Betrachtung der Algorith-
men MD2, MD4 und MD5, welche direkte Vorfahren der ersten beiden NIST Algorithmen
SHA-1 und SHA-2 darstellen. Im Folgenden werden auBlerdem grundliegende allgemeine
und kryptografische Eigenschaften besprochen, welche eine Hashfunktion ausmachen. Zu-
dem werden die zu diesem Zeitpunkt bekannten effizientesten Attacken auf SHA-1 und deren
Vorgéanger demonstriert. Zuguterletzt schliet die Arbeit mit einigen Beispielen, berechnet
mithilfe eigens erstellter Implementierungen der Algorithmen in Python, welche einen Ver-
gleich der einzelnen Sicherheitslevel direkt illustrieren und einen Uberblick iiber mogliche
Verwendungszwecke bieten.



2 Abstract

With the significance of data security increasing, hashing has become a vital part of both
the computer sciences and mathematical research. Even though the first secure hashing
algorithm has been defined by NIST decades ago, research on the field of secure hashing
algorithms is now more relevant than ever. However, the choice of which security level to
use in your application can often be a hard one. Using a literature approach, this paper
offers an overview of all three secure hash algorithm families, SHA-1, SHA-2, and SHA-3,
defined by NIST so far along with an analysis of their security status, including the most
efficient known attacks for SHA-1, an algorithm pronounced insecure. It also provides an
introduction into the evolution of secure hashing algorithms, introducing MD2, MD4, and
MD5, as SHA-1 and SHA-2’s direct predecessors as well as an insight on relevant properties
for defining hash functions. Some general properties and properties specific to cryptographic
hash functions are discussed. Lastly, using implementations of all algorithms in Python,
the paper presents examples for all secure hash algorithms alongside a short guide on which
security level to use for different purposes.
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3 Introduction to Hashing

Hashing is a term used in modern computer sciences. It describes the process of mapping
a certain data item, usually numbers or strings of text, onto so-called hash values to use
them more efficiently or more practically in certain applications. As hashing is mainly used
in the computer sciences, transforming information into strings that fulfill certain criteria is
the reason hash functions have been developed and are used very frequently. The properties
that hash functions are usually required to fulfill are discussed in the following chapter. [15]

Hashing can be used to create a so-called hash table, a data structure which uses hash values
as indexes for data entries. In these hash tables information can then be searched for and,
therefore, added, deleted, or read, very quickly and effectively by searching for its hash value.
This concept not only speeds up the process of interacting with stored information but also
ideally minimizes the risk of identification errors between very similar pieces of data. This
effect is the second important reason that hash functions are a significant field of study nowa-
days, as will be the focus of this paper, namely the cryptographic application of hashing. [15]

The efficient data access and data validation through hash functions make them incredi-
bly useful in three different kinds of applications. Firstly, hashing is used for efficient data
records, where large data sets should be easily searchable. Secondly, it is a method used
in validating data, for example, if data integrity is an issue, and lastly, cryptographic hash
functions are used in modern data security. These cryptographic functions will be the focus
of this paper. [15]
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4.1
Bit

Definitions

Terms and Notation
Any binary digit with value 0 or 1.

Byte A unit of eight bits.

MD

Merkle-Damgard describes a group of functions and algorithms developed based on
the Merkle-Damgard construction.

SHA Secure Hash Algorithm.

Since hashing is a computer-based algorithm, messages are often operated on bit-wise. In
order to write and work more efficiently some terminology will be introduced here.

1.

Binary representations are grouped into 4-bit units. Each such unit can be represented
by a so-called hex digit. A hex digit is an element of the set {0,1,...,9,q, ..., f} For ex-
ample "0111" may be represented by the hex digit "7" while the hex digit "b" represents
"1011".

. A word is an "z"-bit string. Most words in hashing consist of either 32 or 64 bits. Each

word can be represented as hex digits by converting each 4-bit unit individually. For
example the 32-bit word

0100 1101 0100 0001 0101 0100 0100 1000

in hex digit representation can be expressed as "4d415448".

. Furthermore, every integer, such as the message length [ can be expressed as a word

or pair of words. Each integer 7 with 0 < i < 232 — 1 can be represented as a 32-bit
word. Similarly, positive integers up to 2% can be represented by a 64-bit word, and
so on. For example, the integer 410 = 28 + 27 + 2% 423 421 = 256 + 128 + 16 + 8 + 2
can be represented by the word "0000019a".

Nowadays, such bit-strings, such as bytes and words, are commonly bound to the big-
endian convention, which means that the most significant bit or byte is in the left-most
position of the byte or word. This convention is also called high-order first. In con-
trast, in earlier days, many definitions used low-order first, or little-endian convention,
meaning that the least significant bit or byte is stored in the left-most position. For ex-
ample, MD4 and MD5 use little-endian byte order within their words. For consistency,
this paper uses big-endian conventions in writing examples unless indicated differently.

. Lastly, an equation of the form = = x + 2’ signifies that a certain variable x is assigned

a new value overwriting the current value with a value that is computed recursively
from the previous one.

. When individual bits or bit-strings, such as bytes, words, or hash values, are concate-

nated after one another we write ||. So, for example a||b for a =1 and b = 0 would be

10.



4.2 Parameters

a,b,....,h

a;, bi, C;, di, €;

b

C

d

f,9,h4,p,q,m, 8
hg, couy h4

H®

State Array in the SHA-3 algorithm.

Working variables that are w-bit words used in the computation of hash
values.

Value of a working variable at round ¢ of computing the hash.

Width of the permutation of KECCAK-p.

Capacity of the Sponge function.

Length of the SHA-3 output string.

Functions of individual algorithms.

Buffer values.

The i*" hash value. H© is called the initial hash value, while H®) is
the final hash value, used for the final message digest.

The j* word of the i*" hash value. HS" is the left-most word of the ith
hash value.

Round index in SHA-3’s iota algorithm.

Number of zeros appended to the message in Padding.

Length of the message.

Lane size of the SHA-3 state array.

Message to be hashed.

A second message that potentially collides with the first message M in
collision attacks.

Message block of size m bits at position .

The j* word of the i*" message block. M{” is the left-most word of the
ith message block.

Number of blocks being shifted or rotated in operations on words.
Number of rounds in the KECCAK-p algorithm.

Number of blocks in a padded message.

Input of the Sponge function.

Parameter rate of the Sponge function.

Strings of characters within the hashing process.

Temporary w-bit words used while computing.

Index for temporary words 7.

Bit or Byte at the index t of a temporary word 7.

Round integer in SHA-3 algorithm.

Number of bits in a word in the SHA-3 algorithm.

The ¢ w-bit word of a message schedule.

The i-th bit of the corresponding word.

The iq-th,...,i;-th bit of a word gets changed. + symbolizes a switch
from 0 to 1 and - the reverse switch.

Arbitrary w-bit words.

Value of the i-th bit of z.

Following value of x. Also: x;y1

Pair of words. Also: (x, zx)



4.3 Operations

>+ 1D <>

Bit-wise AND.

Bit-wise OR (inclusive-OR).

Bit-wise XOR (exclusive-OR).

Bit-wise complement.

Addition modulo 2v.

Difference between two elements. The difference is calculated by integer
modular subtraction difference of the two items, so AM = M' — M
Left-shift. x < n is attained by discarding the left-most n bits of the word
x and padding the remaining word with n zero bits on the right.
Right-shift. = > n is attained by discarding the right-most n bits of the
word x and padding the remaining word with n zero bits on the left.
Rotate-left (circular left shift). Let « be a w-bit word and n be an integer
with 0 <n <w. Then ROTL"(x) = (x < n) V (x> w —n).

Rotate-right (circular right shift). Let = be a w-bit word and n be an integer
with 0 <n <w. Then ROTR"(z) = (z > n)V (z < w —n).

Right Shift. Let z be a w-bit word and n be an integer with 0 < n < w.
Then SHR"(z) =z > n.



4.4 Functions
4.4.1 MD4

MD4 uses the basic logical operators which will be used in nearly all subsequent algorithms
discussed in later sections. Each of these functions uses x,y, and z, three 32-bit words, as
an input and in turn outputs a new 32-bit word. All operations on the words are computed
bit-wise. [26]

flx,y,2) = (x Ay) V (mz A 2)

9(@,y,z) = (@ Ay)V(zAz)V(yAz2)
hz,y,z) =x®y® =

4.4.2 MD5

MD5, like MD4, uses functions built from logical operation on the input of 32-bit words
each. [27]

(z,9,2) = (x ANy) V (~T A 2)
9(x,y,2) = (x A2) V (y A —z)
hMz,y,z) =xdydz
(z,y,2) =y @ (zV —2)

pla,b,c,d, k,n,t) =b+ ((a+ f(b,c,d) + hy, + T[t] < n)
q(a,b,c,dk,n,t) =b+ ((a+ g(b,c,d) + hy + T[t] < n)
r(a,b,c,d, k,n,t) =b+ ((a + h(b,c,d) + hy + T[t] < n)
s(a,b,c,d,k,n,t) =b+ ((a +i(b,c,d) + hy + T[t] < n)

4.4.3 SHA-1

SHA-1 uses a sequence of logical functions, f; where 0 <t < 79. Each function operates on
three 32-bit words and outputs one 32-bit word. fi(x,y, z) is defined as follows: [1]

Ch(z,y,z) =(x ANy) ® (mz A 2) when 0 <t <19,
Parity(z,y,z) =xdyd z when 20 <t < 39,
ft(x7y7 Z) = o
Maj(x,y,z) =(x ANy) ®(x Az) @ (yAz) when 40 <t <59,
Parity(x,y,z) =x Sy d z when 60 < ¢ < 79.
4.4.4 SHA-2

SHA-2 functions are used in SHA-224 as well as SHA-256. This group consists of six logical
functions, each operating on 32-bit words x,y, and z, and each resulting in one new 32-bit
word. [1]

Ch(z,y,2z) = (x ANy) & (—x A 2)
Maj(z,y,z) =(xAy)®(xAN2)® (yAz)
Yo(z) = ROTR*(x) ® ROTR"™(z) ® ROTR*(x)
Y1%(z) = ROTR%(x) ® ROTR" (z) ® ROTR* ()
03°%(z) = ROTR'(v) ® ROTR"™(x) ® SHR*(x)
01%(z) = ROTRY (z) ® ROTRY(x) ® SHR" (z)



Another variant of the second secure hash algorithm, SHA-512, uses the same basic functions,
with different shifts. Each of these functions, however, operates on 64-bit words z,y, and z,
and outputs one 64-bit word. [1]

Ch(z,y,z) =(x ANy) & (—x A 2)
Maj(z,y (@Ay) @ (@A2) D (yAz)
Yo% (x) = ROTR®(z) ® ROTR*(z) @ ROTR*(x)

z) =

,2) =

(z) =

2512(x) ROTR"(x) ® ROTR"®(z) ® ROTR* ()
ob'?(x) = ROTR'(z) ® ROTR¥(z) & SHR'(z)

(z) = ) © SHR" ()

512

r) = ROTRY(z) ® ROTR* (x



4.5 Constants

Within their functions all algorithms also use certain constants in different representations
which are usually computed from mathematical objects with certain properties. The con-
stants for the algorithms discussed in this paper are defined in this section.

4.5.1 MD2

MD2 uses one constant in calculating the checksum as well as step 3 of the MD2-calculation
process. This constant is a 256-byte "random" permutation constructed from the digits of

pi.

S[p] = {41,46, 67,201,162, 216,124, 1,61, 54, 84, 161, 236, 240, 6, 19,
98,167, 5,243,192, 199, 115, 140, 152, 147, 43, 217, 188, 76, 130, 202,
30, 155, 87, 60, 253, 212, 224, 22, 103, 66, 111, 24, 138, 23, 229, 18,
190, 78,196, 214, 218, 158, 222, 73, 160, 251, 245, 142, 187, 47, 238, 122,
169,104, 121, 145, 21, 178, 7, 63, 148, 194, 16, 137, 11, 34, 95, 33,
128,127, 93, 154, 90, 144, 50, 39, 53, 62, 204, 231, 191, 247, 151, 3,
255, 25, 48,179, 72, 165, 181, 209, 215, 94, 146, 42, 172, 86, 170, 198,
79,184, 56,210, 150, 164, 125, 182, 118, 252, 107, 226, 156, 116, 4, 241,
69,157, 112,89, 100, 113, 135, 32, 134, 91, 207, 101, 230, 45, 168, 2,
27,96, 37,173,174, 176, 185, 246, 28,70, 97, 105, 52, 64, 126, 15,
85,71,163,35, 221,81, 175, 58, 195, 92, 249, 206, 186, 197, 234, 38,
44,83,13,110, 133,40, 132, 9,211, 223, 205, 244, 65, 129, 77, 82,

106, 220, 55,200, 108, 193, 171, 250, 36, 225, 123, 8, 12, 189, 177, 74,
120, 136, 149, 139, 227, 99, 232, 109, 233, 203, 213, 254, 59, 0, 29, 57,
242,239,183, 14, 102, 88, 208, 228, 166, 119, 114, 248, 235, 117, 75, 10,
49,68, 80,180, 143,237, 31, 26, 219, 153, 141, 51, 159, 17, 131, 20}

4.5.2 MD4

MD4 uses two constants, one for round 2 and one for round 3. These constants are computed
by calculating parts of the square root of 2 and 3, which are each used for their respective
rounds. [26]

V2 : 013240474631
V3 - 015666365641

However, these constants are used in hex representation with high-order digits in the left-
most positions, which signifies a change in MD4 convention. [26]

Round?2 : /2 = 52827999
Round 3 : \/§ = Bed9ebal

For the extension of MD4 other constants are used in hex representation with high-order
digits in the leftmost position. [26]

Octal Hex
Round 2 :v/2 = 012050505746 /2 = 50a28be6
Round 3 :v/3 = 013423350444 /3 = Bcadd124



4.5.3 MD5

As a constant for each of the four rounds of MD5 the algorithm uses a table of 64 elements

computed in the following way:

For i = 0 to 64:

Of these results, only the "integer" part, which is achieved by rounding down the resulting
number to an integer, is saved into the list. The resulting table in hex representation looks

like this. [27]

4.5.4 SHA-1

[d762a478
f57cO0faf
698098d8
60901122
£61e2562
d62£105d
2lelcdeb
a9%e3e905
f££a3942
adbeeadd
289b7ec6
d9d4d039
£4292244
655b59¢c3
6fa87e4f

4294967296 * | sin(7)

e8c7b756
4787c62a
8bd4f7af
£d987193
c040b340
02441453
c33707d6
fcefa3f8
87711681
4bdecfa9
eaal27fa
e6db99eb
432aff97
8f0ccc92
fe2cebel

242070db
a8304613
ff££5bbl
a679438e
265ebab1
d8ale681
£4450487
676£02d9
6d9d6122
£6bb4b60
d4ef3085
1£fa27cf8
ab9423a7
ffeffd7d
a3014314

£7537e82 bd3af235 2ad7d2bb

clbdceee
£d469501
895cd7be
4940821
e9b6c7aa
e7d3fbc8
455al4ded
8d2a4c8a
£deb380c
bebfbc70
04881d05
c4acb665
£c93a039
85845dd1
4e0811a1l

eb86d391]

For SHA-1 constant 32-bit words Ky, K1, ..., K79 are given such that

1]

4.5.5 SHA-256

=
I

5a827999
6ed9ebal
8f1bbcdc
cab2c1d6

when 0 <t <19,

when 20 <t < 39,
when 40 <t < 59,
when 60 <t < 79.

For both SHA-256 and SHA-224, sixty-four constants K{3{256}, K 1{256}, e Kg%} are required.
These sixty-four words are 32-bit representations of the first thirty-two bits of the frac-
tional parts of the cube roots of the first sixty-four prime numbers. In hex representation



}{5256}’}<f256}

g eeey

4.5.6 SHA-512

Similarly to its smaller varieties, SHA-512 also uses the constants

{256}

63

428a2f98
3956¢25bb
d807aa98
72bebd74
e49b69c1
2de92c6f
983eb5152
c6e00bf3
27b70a85
650a7354
a2bfe8al
d192e819
19a4c116
391c0cb3
748f82ee
90befffa

71374491
59f111f1
12835b01
80deblfe
efbed786
4a7484aa
a831c66d
dba79147
2e1b2138
766a0abb
a81a664b
d6990624
1e376c08
4ed8aada
78a5636f
a4506ceb

are (from left to right) [1]

b5c0fbct
923£82a4
243185be
9bdc06a7
0fc19dc6
5cb0a9dc
b00327c8
06ca6351
4d2c6dfc
81c2c92e
c24b8b70
£40e3585
2748774c
5b9ccadf
84c87814
bef9a3f7

e9bbdbab
ablcbedb
550c7dc3
cl19pf174
240calcc
76£988da
bf597fc7
14292967
53380413
92722c85
c76cb1a3
106aa070
34b0bcbb
682e6f£3
8cc70208
c67178£2

512 512 512
Ké }’Ki{ }7"'7K';[9 }

All eighty constants are 64-bit words, representing the first sixty-four bits of the frac-
tional parts of the cube roots of the first eighty prime numbers.

In hex representation



428a2f98d728ae22
3956c25bf348b538
d807aa98a3030242
72bebd74£27b896f
e49b69c19ef14ad?2
2de92c6£592b0275
983eb152eeb6dfab
c6e00bf33da88fc2
27b70a8546d22ffc
650a73548baf63de
a2bfe8ald4cf10364
d192e819d6ef5218
19a24c116b8d2d0c8
391c0cb3cbc95a63
748£82eebdefb2fc
90befffa23631e28
ca273eceea26619c
06£067aa72176fba
28db77£523047d84
4ccbd4becb3e42b6

7137449123ef65cd
59f111£1b605d019
12835b0145706fbe
80debl1fe3b1696b1l
efbed786384f25e3
4a7484aa6ea6e483
a831c66d2db43210
dba79147930aa725
2e1b21385c26¢926
766a0abb3c77b2a8
a81a664bbc423001
d69906245565a910
1e376c085141abb3
4edBaadae3418ach
78a5636£43172£60
a4506cebde82bde9
d186b8c721c0c207
0a637dc5a2c898a6
32caab7b40c72493
597£299cfc657e2a
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}<3512}’}<f512}7‘.w ;512} are (from left to right) [1]

b5c0fbcfecdd3b2f
923£82a4af194f9b
243185bedeedb28c
9bdc06a725c71235
0£c19dc68b8cd5b5
5cb0a9dcbd41fbd4
b00327c898fb213f
06ca6351e003826f
4d2c6dfcbac42aed
81c2c92e47edaeeb
c24b8b70d0£89791
£40e35855771202a
2748774cdf8eeb99
5b9ccadf7763e373
84c87814a1f0ab72
bef9a3f7b2c67915
eada7dd6cdeleble
113f9804bef90dae
3c9ebelalbcObebe
5fcb6fab3ad6faec

e9b5dbab8189dbbc
ablcbedb5da6d8118
550c7dc3d5ffbde?2
c19bf174c£692694
240calcc77ac9c65
76£988da831153b5
bf597fc7beefOeced
142929670a0e6e70
53380d139d95b3df
92722c851482353b
c76c51a30654be30
106aa07032bbd1b8
34b0bcb5e19b48a8
682e6f£3d6b2b8a3
8cc702081a6439%ec
c67178f2e372532b
£57d4f7feebedl178
1b710b35131c471b
431d67c49c100d4c
6c44198c4a475817



5 Properties of Hash Functions

As previously mentioned, hash functions are used for several different purposes. In order
to fulfill these purposes, common modern hash functions are usually required to have a
multitude of special properties. Even though required properties differ significantly across
certain areas, some basic criteria are used to ascertain whether a hash function can be
functional for any kind of application. These very general properties, which every hash
function’s value is based on, are "Uniformity", "Deterministic Behavior', and "Efficiency”".

5.1 General Properties
5.1.1 Deterministic Behavior

The most basic property that a hash function has to fulfill to be considered a proper hash
function is that it needs to be a deterministic function, which specifically means that the
mapping algorithm must be mathematically a function. Therefore, we define that for every
hashing algorithm given the same input x twice, the result H(z) has to be identical. = =
z+— H(x) = H(zx) [28]

5.1.2 Uniformity

A second property every hash function requires to be considered effective is that its output
hashes need to be as uniformly distributed as possible. This property is required of every
hash function, as clusters of hash outputs resulting from the function generating certain
hashes with higher probability can negatively influence various issues, such as security or
time efficiency in searching hash tables. [28]

5.1.3 Efficiency

Naturally, every system or application strives to work as efficiently as possible. In the field of
hash functions efficiency can be discussed separately in two different aspects: time efficiency
and space requirements. These factors indirectly depend on one another, which will be
discussed in detail in the following chapters. In cryptographic applications, such as the ones
that are the focus of this paper, time efficiency in computing the hash as well as memory
requirements for certain computational steps and values sometimes have to give way to some
extent to security requirements. [19]
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5.2 Cryptographic Properties

Additionally to these practical properties, cryptographic hash functions, such as the secure
hash algorithms, need to fulfill certain security properties. These properties are required
to ensure that encryptions using these hashing algorithms are secure from cryptographic
attacks. This means that essentially the task of a cryptographic hash algorithm is for the
hash value computed to represent the message that was hashed without revealing the message
itself. In order to do so the function is judged on the following three properties. It should
be noted that if it can be shown that a hash function lacks at least one of these properties,
it is considered insecure. Most older hash functions have been shown to have some flaws
fulfilling at least one of the properties which will be discussed and proven in the following
chapters.

5.2.1 Pre-image Resistance

The first, most basic, security property any hash function has to fulfill is pre-image resistance.
This means that given a certain hash value, meaning the output hash of a computation, no
information about the message that has been hashed is revealed. The hash function has to
be "hard to invert', which means that it is computationally infeasible, given a certain hash
value, to find the corresponding input message, or given H | finding  such that H(x) = HY
is a hard problem. [19]

5.2.2 Second Pre-image Resistance

Another, rather similar, property that is required is second pre-image resistance. Similarly
to finding a message from the output, given any message, it should also not be possible to
find a second message which produces the same message hash as the one given. Again, it
has to be computationally infeasible, given a message x and its hash H(x) to find another
message y, different from x such that H(z) = H(y). [19]

5.2.3 Collision Resistance

Lastly, cryptographic hash functions are required to be collision-resistant. This means that
finding any two distinct messages x and y such that H(x) = H(y) is a hard problem, or
more concretely computationally infeasible. [19]

It has to be noted at this point that a complete collision resistance is not possible. This is
due to the fact that a hash function takes any input of variable length and maps it onto a
hash value of fixed length. Therefore, collisions exist for every hash function, since we have
an infinite number of messages, but a finite number of possible hash values. However, since
these collisions should be distributed evenly among the possibilities, it is possible to create
hash functions where finding a collision is a hard problem. Usually when testing a hash
function for these properties, hash functions are considered secure if there are no collision
attacks with complexity below 2*/2. Similarly, pre-image and second pre-image attacks are
usually required to be of complexity below 2" for the function to be considered insecure.
This is due to the fact that a birthday attack, which will be explained in more detail later,
can be used to find collisions for any hash function with complexity around 2/2, while brute
force searches can statistically find pre-images and second pre-images for every hash function
with complexity of about 2". [18]
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6 Evolution of Modern Hash Functions

This chapter will describe hashing algorithms that are considered insecure which will be
proven to be vulnerable to potential attacks in the following chapter. The first algorithm
discussed is MD2. MD2 is an algorithm using the Merkle-Damgard construction which is
the construction used in the first two officially standardized secure hash algorithms SHA-1
and SHA-2. MD2 can therefore be considered the first descendant of modern secure hash
algorithms. The following sections will describe MD2 followed by its descendants MD4 and
MD5, eventually leading to SHA-1. [17] [1]

6.1 MD2

The following definition of MD2 follows [17].

The first step of computing MD2, as for other hash algorithms, is padding the message. The
message is padded to be a multiple of 16 bytes in length. This is achieved by adding the
required number of bytes. Suppose the message is of length {. Then k bytes of value k are

appended to the message so that [+k is a multiple of 16. If the length is already a multiple
of 16 bytes, 16 more bytes are appended.

After padding the message, a 16-byte checksum of the message is also appended. In this
step, the MD2-constant is used. Let S[p] be the [p]" element of this table. The checksum is
calculated and appended as follows.

1. The working variables cy, co, ..., c15 as well as T are initialized and each set to 0.

2. Each 16-word block M® gets processed individually in the following way.
Fori=1to N: {

(a) For t =0 to 15: {

i. ¢ is calculated by ¢; = S [Mt(i) ® T
ii. T is set to ¢; before repeating the step for ¢; 4

}
}

3. After repeating step two for every block the resulting 16-byte checksum is appended
to the message.

Lastly, in order to compute the MD2-hash, a 48-byte buffer H = hq, h1, ..., hy7, Which is ini-
tialized as 0 and the MD2-constant are required. Each 16-byte block M@ is again processed
individually.

For i =0 to N:

{

1. The working variables hg, h1, ..., hy7 are computed.

For t =0 to 15:
{
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(a) hiyie = Mt(i)
(b) hirsa = hiy16 D Iy

}
2. The working variable p is initialized as 0.

3. This step is repeated 18 times.

For 7 =0 to 17:

{

For t =0 to 47:

{
(a) h; is computed by hgj) = hl(tjfl) @ S[p].
(b) p is set to hy.

}

p is set to (p+ j) mod 256.

}
}

Finally, the message digest is

hollhi || Pl hs||hal| hs| e ||z | Bl ho || ao || at || a2 || Pas || Paal| Pas
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6.2 MD4

MD4, the second hashing algorithm using Merkle-Damgéard, was created by Ronald Rivest in
1990. It was proven to be insecure a few years later and is no longer used. However, aspects
of the algorithm have been used in later algorithms of the MD-, RIPEMD-, and SHA-family.
[31]

Before defining the MD4 algorithm, it should be noted that, unlike common modern con-
vention, MD4 uses the little-endian convention, which means that within each word the
lowest-order byte comes first. The definition of MD4, including functions and constants in
the previous chapters, follows the original Rivest definition in [26].

As common in all hashing algorithms, the first step is to pad the initial message. Suppose
that a message M is of length [. Every message M is padded in three steps. First, the bit "1"
is appended to the message, followed by several zero bits. This part of the padding adds k bits
of zero, where k is the smallest non-negative solution to the equation [+1+k = 448 mod 512.
Lastly, the number [ in binary representation is appended as a 64-bit block written as two
32-bit words. For this instance, it is important to note that not only are the words in little-
endian convention, but the two words used to represent [ are also switched. In the case of
the representation of the message length being longer than sixty-four bits, only the leftmost
sixty-four would be appended.

As a second step, MD4 initializes buffers. These buffers are initialized in hex representation,
again low-order bit first, as follows:

a = 01234567
b=89abcdef
c=fedcba98
d=76543210

It should be noted at this point that nowadays big-endian convention is usually preferred
and that MD4 is now commonly defined to use these buffers high-order first, which are the
following. [31]

a = 67452301
b=efcdab89
c =98badcfe
d=10325476

Finally, each 512-bit block M@ M® . M®) is parsed into 32-word blocks Méi), Ml(i), e Ml(?
which are each processed individually in the following way.

For i =0 to N:
{

1. Save a as Ty, b as Ty, c as T3, and d as Tj.

2. Do the following operations:
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(a) Round 1.

(b) Round 2.

)

= (d+g(a,b,c) + M7’) + 5A827999) < 5
)
)

= (c+ f(d,a, b)—l—]\/[li)
= (b+ fle,d.a) + M) < 19

= (a+ f(bc,d) + M) < 3
= (d+ fla,bc) + MY <« 7
= (c+ f(d,a,b) + M) < 11
= b+ fle,d,a) + M) <« 19
=(a+ f(bc,d) + M) <« 3
= (d+ fla,bc) + MY <« 7
= (c+ f(d,a,b) + M) < 11
= b+ fle,d,a) + M) <« 19
= (a+ f(bc,d) + M) < 3
= (d+ f(a,b,¢) + M) < 7
= (c+ f(d,a,b) + M) <« 11
= (b+ f(e,d,a) + MY) <« 19
= (a+ f(bc,d) + M) < 3
= (d+ fla,b,c) + M) < 7
( )
( )

— (a+ g(b,c,d) + M0 ) 4 5A827999) < 3

— (d+g(a,b,c) + M4 ) 4 5A827999) < 5

= (c+g(d, a,b) + M8 ) 4 5A827999) < 9

= (b+ g(c,d, a) + M + 54827999) < 13
)

= (a+g(b,c,d) + Mﬁ + 5A827999) < 3
= (d+ g(a,b,c) + M; + 5A827999) < 5
= (c+g(d,a,b) + M9 + 5A827999) < 9
= (b+ g(c,d,a) + MY + 5A827999) < 13
= (a+g(b,c,d) + M; + 5A827999) < 3
— (d+ g(a,b,c) + Mﬁ” + 5A827999) < 5

= (c+g(d,a,b) + M10 + 5A827999) < 9
= (b+g(c,d,a) + + 5A827999) < 13
— (a+ g(b,c,d) + MS” + 54827999) < 3

(
= (
= (c+ g(d, a,b) + MY + 54827999) < 9

= (b+g(c,d,a) + MY + 5A827999) < 13
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(¢) Round 3.
= (a+ h(b,c,d) + M0 + 6ED9EBA1) < 3
— (d+ h(a,b,c) + M{" + 6EDIEBA1) < 9
= (c+ h(d,a,b) + M4Z) + 6ED9EBAL) < 11
= (b+ h(c,d,a) + M12 + 6EDYEBA1) < 15
= (a+ h(b,c,d) + M2 + 6ED9EBA1) < 3
= (d + h(a,b,c) + M) + 6ED9EBA1) < 9
= (¢ + h(d,a,b) + M6 + 6ED9EBA1) < 11
= (b+ h(c,d,a) + M14 + 6ED9EBA1) < 15
= (a+ h(b,c,d) + M” + 6ED9EBA1) < 3
= (d+ h(a,b,c) + Mgl + 6ED9EBA1) < 9
= (c+ h(d,a,b) + M5 + 6ED9EBA1) < 11
= (b+ h(c,d,a) + M13 + 6ED9EBA1) < 15
= (a+ h(b,c,d) + M3 + 6ED9EBA1) < 3
= (d+ h(a,b,c) + M{) + 6EDIEBA1) < 9
= (c+ h(d,a,b) + M7’) + 6ED9EBAL) < 11
= (b+ h(c,d,a) + M) + 6ED9EBA1) < 15

3. Lastly, add the following.

a=a-+ T1
b=b+1T,
c=c+1;
d - d+T4
}
The message digest of 128 bits is
al|bllc]|d.

There is also an extension to MD4 creating a 256-bit output instead. To compute this
version, the same algorithm is used, once as described above and a second time using the

alternate constants
a’ 00112233

b . 44556677
¢’ : 8899aabb
d' : ccddeeff

as well as changing /2 and v/3 to v/2 and /3. The 256-bit message digest is

a'[bl|cl|d||al|6"l|c'[|d".
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6.3 MD5

MD5 was presented by Ronald Rivest in 1992 as an attempt to provide a strengthened ver-
sion of the previous MD4. Several attacks have been found since then, the first in 1993 and
nowadays it is not considered safe for security purposes. One of the newer, efficient proofs
of its vulnerabilities will be shown in the chapter following this. [32]

The following definition of the algorithm as well as definitions of MD5 functions and con-
stants follow the current RFC as described in [27].

As a first step, MD5 uses the same padding algorithm as MD4, its predecessor. Similar
to MD4, it also uses low-order first byte-order for its words. However, when padding the
message with the final 64-bit representation of [ the two words are not switched. Afterwards,
the MD buffer is initialized. Like the padding algorithm, MD5 also uses the same initial hash
value as MD4, which is shown here in both, the original little-endian hex representation and
the now more commonly used big-endian convention.

a=01234567 a =67452301
b=89abcdef b= efcdab89
c=1fedcba98 ¢ =98badcfe
d=76543210 d=10325476

For computing the MD5 algorithm, the message §ets parsed into message blocks M) MM M V)

each consisting of sixteen 32-bit words, MO , Ml - M1(5) Each block is processed after an-
other.
For i =0 to N:

{

1. Each word is copied into the buffer.
For j =0 to 15 :{
hy=M"}

2. Save a as Ty, b as Ty, c as T3, and d as T}.

3. The following are computed.

= p(a,b,c,d,0,7,1)
=p(d,a,b,c, 1,12,2)
=ple,d,a,b,2,17,3)
=p(b,c,d,a,3,22,4)
= p(a,b,c,d,4,7,5)
= p(d,a,b,c,5,12,6)
= p(c,d,a,b,6,17,7)
=p(b,¢,d,a,7,22,8)
= p(a,b,c,d,8,7,9)
= p(d,a,b,c,9,12,10)
= p(e,d,a,b,10,17,11)
= p(b,c,d,a,11,22,12)
p(abcd12713)
= p(d,a,b,c,13,12,14)
= p(c,d,a,b,14,17,15)
= p(b, c,d,a, 15,22,16)

SO0 UL T LR T LR T &R
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4. The following are computed.

5. The following are computed.

S0 U T LT LT AR

S0 UL T R T R0 &R

i1l
<

(a,b,c,d,1,5,17)
(d,a,b,c,6,9,18)
(¢,d,a,b,11,14,19)
(b, e, d,a,0,20,20)
(a,b,c,d,5,5,21)
(d,a,b,c, 10,9,22)
(¢,d,a,b,15,14,23)
(b,c,d,a,4,20,24)
(
(
(
(
(
(
(
(

=4q
=4q
=4q
=4

=q
=q
=dq
=dq
=q(a,b,c,d,9,5,25)
=q(d,a,b,c,14,9,26)
=q(c,d,a,b,3,14,27)
=q(b,c,d,a,8,20,28)
a,b,c,d, 13,5,29)
d,a,b,c,2,9,30)
¢,d,a,b,7,14,31)

=q
=dq
=q
q(b,c,d,a,12,20,32)

r(a,b,c,d,5,4,33)
r(d,a,b,c,8,11,34)
r(c,d,a,b,11,16,35)
r(b,c,d, a, 14,23, 36)
r(a,b,c,d,1,4,37)
(d,a,b,c,4,11,38)
r(c,d,a,b,7,16,39)
r(b, ¢, d, a, 10, 23,40)
r(a,b,c,d, 13,4,41)
r(d,a,b,c,0,11,42)
r(c,d,a,b,3,16,43)
r(b,c,d,a,6,23,44)
r(a,b,c,d,9,4,45)
r(d,a,b,c,0,11,46)
r(c,d,a,b,15,16,47)
(

=r(b,c d, a,2,23,48)
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6. The following are computed.

= s(a,b,c,d,0,6,49)
= s(d,a,b,c,7,10,50)
= s(e,d,a,b,14,15,51)
= s(b,c,d,a,5,21,52)
= s(a,b,c,d, 12,6,53)
= s(d,a,b,c,3,10,54)
= s(e,d,a,b,10,15,55)
= s(b,c,d,a,1,21,56)
= s(a,b,c,d,8,6,57)
= s(d,a,b,c, 15,10, 58)
= s(e,d,a,b,6,15,59)
= s(b,c,d,a,13,21,60)
= s(a,b,c,d,4,6,61)
= s(d,a,b,c,11,10,62)
= s(c,d,a,b,2,15,63)
= s(b,c,d,a,9,21,64)

S0 UL T LR AR T AR
|

7. All four variables are incremented by their original values.

a=a-+1T]
b = b + TQ
c=c+1T;
d = d + T4
}
The message digest, in low-order first, is
allbl|c]|d.
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6.4 SHA-1

Another family of hash functions that has been developed from the MD family is the Se-
cure Hash Algorithms or SHA for short. Hash functions of this family make up most of
the security hash functions used nowadays, which will be discussed in the next chapters.
However, the first member of the SHA family, SHA-1, is not considered secure anymore. It
will therefore be discussed here rather than in chapter six alongside its current relatives. It
should be noted that SHA-1 had a predecessor, SHA-0. However, since these two functions
were extremely similar and SHA-0 was only changed in one aspect that was shown to be
insecure, nowadays there is often no distinction made between SHA-0 and SHA-1. [1]

The description of the SHA-1 in this section follows the specification in [1].

SHA-1 is able to hash messages M of length [ where 0 < [ < 254, splitting it into eighty
32-bit words Wy, W1, ..., Wrg. The result of this algorithm is always a 160-bit message digest.
SHA-1 also uses five working variables labeled a, b, ¢, d and e as well as five words represent-
ing hash values H(gi), Hfi), ey Héi) and a single temporary word 7.

Similar to many other hash functions SHA-1 requires padding to create a message with a
length that is a multiple of 512 bit. SHA-1 uses the same padding algorithm as the MD al-
gorithms previously discussed. However, since it is common nowadays to use the big-endian
convention, the message length being appended in the end would appear with its most sig-
nificant bit in the left-most position. Even though many modern hash functions require
multiples of 1024 bits, the padding principle of SHA-1 is still unchanged and in use today.
The padding algorithm for SHA-1 is described as before.

Messages longer than 512 bits are then parsed into blocks of 512 bits MM M® . MW,
Furthermore, each block is split into sixteen 32-bit words which are denoted as partial blocks
Méz), 1(1), . Ml(?,wherel <i<N.

0)

As in previous sections SHA-1 starts by setting the initial hash value H©®. H©) consists of

the following five 32-bit words in hex.

HY = 67452301
H = efcdabs9
H2(0) = 98badcfe
HY = 10325476
HY = c3d2e1£0

Calculating the SHA-1 hash value for a message M consists of the following four steps that
are repeated cyclically once per 512-bit block, creating a total of N repetitions for the blocks
MO MO M®™ Tt should be noted at this point that the only aspect SHA-0 differed in
is missing the left-rotate in this definition.

Fori=1 to N:
{

1. The so-called message schedule is prepared by feeding message blocks into their indi-
vidual words, as well as appending M to a total of 80 words Wy, Wy, ..., Wrq.
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. Mti) when(0 <t <15
"\ ROTL (W3 & Wi_s ® Wy_1a ® Wi_15) when16 <t < 79

2. The five working variables a, b, ¢, d,and e are initialized with the (i — 1) hash value.

a = Héiil)
b= H{™"
c= HQ(i_l)
d=H{""
e = Hii_l)

3. Fort =0 to 79:

{
T = ROTL%(a) + fi(b,c,d) + e+ K; + W,
e=d
d=c
¢ = ROTL*(b)
b=a
a=T
}

4. The intermediate hash value H® is computed.

}

After these four steps have been repeated N times the final 160-bit message digest is given
by
N N N N N
H |y | 1 Y.
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7 Attacks on Insecure Hashes

As previously mentioned the algorithms defined in the previous chapter have all been proven
to be insecure in the last years. In the following section, proofs are discussed which show
vulnerability to attacks by all algorithms defined so far.

Generally speaking, there are commonly two types of attacks that are used in breaking hash
functions, collision attacks and preimage attacks. While collision attacks attempt to find
collisions of different inputs colliding in the same output hash, the pre-image attack, both in
its standard form and the second variant, the second pre-image attack, aims to directly find
the input given only the output hash. Formally, the different types are defined as follows.
[18]

1. Collision: Find m and m’ such that m # m’ and H(m) = H(m’).
2. Pre-image: Given x = H(m), find m’ such that H(m') = .

3. 2" Pre-image: Given m and xz = H(m), find m’ # m such that H(m') = z.

It should be noted here, as previously mentioned, that for an attack to be considered effective,
it usually needs to have a complexity lower than 2/2, as this is the approximate complexity
of the so-called birthday attack which can be applied to every hash function independent of
its inner workings and hence provides the upper bound of achievable security. The birthday
attack is derived from the principle of the birthday paradox. The underlying idea is that in
a room full of people the probability of two people sharing the same birthday seems quite
slim. This is because the probability of one fixed day being someone’s birthday is quite slim.
However, reversing the process by subtracting the probability of no occurring collisions from
1, quite easily shows a collision is far more likely than initially expected. Using this principle
we can estimate the complexity of a n attack by finding a collision at random to be around
22, 22

7.1 MD2

For MD2 both different principles of attack, collision attack and pre-image attack, have been
successfully produced. MD2 has been considered to be insecure since 2004 when Muller pub-
lished a first pre-image attack. [18]

Of the first type of attack, the collision attack, a first partial attack was found by Rogier
and Chauvaud in 1997. This attack finds collisions in the MD2 compression function and
therefore does not constitute an attack on the MD2 hash function, since the full function
includes a checksum block. Since then a generalization of this collision attack, as well as an
extension to the MD2 hash function have been found. All types will be discussed in this
section and follow [18].

In order to demonstrate the following attacks, [18] introduces a visualization of the MD2
hashing process using three rectangles, labeled A, B, and C. The first block, A, starts with
a row of zeros, while B, the middle block, begins with the message m. From that part down-
wards each line represents the next round with each next row being entered from the left
with the last byte of the row above and the corresponding round constant. This illustration
will be used in the following pages and is shown below as figure 1. It should be noted that
hin, as well as h,; correspond to H (i_l), the message leading into this block’s computation,
and H® | the resulting hash of this block, respectively. Moreover, the indexing of the blocks
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hin m hin®m

— (C1®%)
—

by
by

ci5+0 >

.
Ci7+16 =

hout

Figure 1: The MD2 hashing process as three separate blocks A, B, C
by [18]

in this paper has been adapted to other conventions with i representing the column and
jJ describing the index of the row for AJ. Therefore the descriptions C{° and C}2 would
correspond to C; and C}7 in the following sections.

7.1.1 A First Collision Attack on the Compression Function

This collision attack targets an MD2 version without its checksum, reducing this attack to
the MD2 compression function. Two prerequisites are required.

1. A? =0 for 0 <t < 16, meaning that the initialized buffer Hy = 0 for the first 16 bytes.
It should be noted that therefore, the first row in B and C' are identical.

2. Al = B{5,: C’{g for 1 < j < 14, so the last columns of all three blocks are also
identical.

Since each byte is computed as an XOR of two values, the one directly above and the
output of a bijective function on the adjacent byte in the current block. Either value can be
calculated, given the other two. Values are calculated as follows:

hi =h{"' @ S[hi_,]
hgfl =hi & S[hi_]
hi_y = S[hi & hi™']

Using these equations, given the conditions 1 and 2, the entire block A down to row 15 can
be computed. Note, that A} is solely computed from Aj since the working variable p is
initialized as 0. Considering this first calculation, it can be computed that all of A down
to row 15 consists of 0-bytes. These values are independent from the message. Applying
condition 2 a second time, parts of block B and C' down to row 14 can also be computed.
Selecting the missing values of B}* and B{*, the rest of block B down to row 14, including
the first row equaling m, can be computed using column A;5. From these different choices
216 different values of m can be found.

Since block A is independent from the message down to row 15, two messages collide if
adjacent byte in the current block Al A" and A®. As each of those two messages can
take 21¢ different values, 232 /2 message pairs are possible. Assuming the bits are uniformly
distributed, we can expect 232/2 % 1/2* = 27 pairs to collide.

Since this attack is in effect a birthday attack on 24 bits, a single collision can be found with
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a time complexity of approximately 2!2.

This attack can be generalized to find multicollisions. Changing requirement 2 such that
Al = Bl = Ci5 for 1 <i < k where k is some fixed value as long as 1 < k < 14

allows us to vary the 16 — k bytes BY, ..., B, ,. Consequently, as k is decreased, there
are more collisions as the messages now collide on the 17 — k bytes AX*2 ., A®. Since

the complexity of finding a collision is 28(16=%) the expected number of collisions is now
928(16-K)~1 /98(17—k) _ 98(15—k)~1

To find an r-way collision, meaning r message blocks sharing the same hash, & may be
reduced. Every set of r messages has probability 2731701 that all r messages have the
same hash. Therefore, the number of different subsets of 7 out of 28(16=%) messages is

8(16—k
<2 ( )> ~ 28(16—k)r/r!
r

and hence the expected number of r-way multicollisions is

28(16—k)r/T! . 2—8(17—k)(r—1) — 28(17—14:—1")/7,,!'

7.1.2 Collision Attack with Arbitrary Chaining Input

Following the previously described attack, further collision attacks on the MD2 compression
function have been formulated, including the following, which does not impose any restric-
tions on the so-called chaining input. The chaining input describes the state of the buffers
leading into the current step. Given a certain initial buffer hy, ..., h15, we search for messages
that, when processed from this state, yield the same output. Bis,..., Bfs and Cfs, ..., CF
are chosen arbitrarily for some k with 1 < k < 18. Using Cl;, ..., Cf and the known initial
buffer the complete block A down to row A*~1> may be computed.

We now split the message block B in a left and a right half. Given the arbitrarily chosen
Bis, ..., BY. we can choose [ € [0,64]. Using the equations from the previous collision attack,
we can calculate the middle column down to row & in block B from both sides in the following
way.

1. For 2! different values of my, ...mz, B? and C; for 1 < 7 < k can be computed. The
message bytes are stored, indexed by the computed 2k bytes, in a table T.

2. For 2 different values of msg,...my5, B2 and C2 for 1 < j < k can be computed. The
message bytes are stored, indexed by the computed 2k bytes, in a table T5.

It should be noted here that collisions on the index within each of these tables must be
handled, e.g. by storing them in a linked list.
As a next step, both tables are compared and all matches of indices are stored in another
table T', indexed by the colliding indices. For each case, the complete message should be
stored. Since there are 2! pairs, each match has a probability of about 271%*. Therefore, the
expected number of messages in T is 2216k,

The messages need to collide in 17 — k bytes. Consequently, they collide with a probability
of about 27817-%) and hence, for a collision to occur with good probability, T' needs to be
at least 24(17=%)_ For any given value k, { should therefore be chosen such that

21 — 16k = 4(17 — k) <= [ = 6k + 34.
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The complexity of this attack is dependent on the construction of Ty, Ts, and T. Computing
the 2k bytes of columns 7 and 8 of B and C, T} and T require 2 - 2/ computations, each
corresponding to about 2k 8-bit XORs, as using given values for m?,...m° part of column
6 can be pre-computed and looped through the values of m?, which corresponds to only a
single XOR for every byte in m”. Assuming a 32-bit machine, which can compute 4 XORs in
one operation, the computation can be estimated as equivalent to about 2/832 < 278 com-
pression function evaluations. It should be noted, that this can only be reasonably assumed
for values up to k = 6. Therefore, the construction and search through 77 and T3 each take
about 2!=7 compression function evaluations, hence making up a complexity of about 2/=6
for the first part.

Adding the complexity of finding collisions in 7', which requires 22~6* compression function
evaluations, the same number as the size of T, the total complexity of the attack is 276 +
22=16k - Fliminating [ as described above, we get a complexity of

26k+28 + 2—4k+68

Since we want to minimize, observing that £ must be an integer, the optimal values are
k = 4 and consequently [ = 58, which results in a complexity of around 2°3. For this attack,
the probability of success is estimated at about 0.39. Increasing [ e.g. [ = 58.6 increases
success probability already to about 0.93.

Using a meet-in-the-middle search memory requirements might be reduced to a negligible
quantity at the cost of a slight increase in time complexity. 2*17=%) solutions to the meet-
in-the-middle problem are still required, alongside their corresponding message blocks. To
further minimize memory requirements, the attack can be repeated multiple times using a
smaller value of k. A smaller k yields fewer candidate solutions per iteration, thereby reduc-
ing the memory load. However, since this approach drastically increases time complexity,
assuming a one-to-one relationship between time complexity and memory requirement seems
the most appropriate estimate.

7.1.3 Collision Attack on the Full MD2

The previously described attack can be extended to the full MD2 hash function. However,
this attack faces two complications: (1) the padding of the message must be correct and
(2) the checksum block needs to be correct. While complication (1) can easily be handled
by simply adding an additional message block of 16 bytes of value 16 to every message,
condition (2) is more complex.

To solve complication (2), a 2%°-way multicollision of messages of 65 blocks each must be
constructed. This can be achieved by a method proposed by [16], using 65 collisions with
chosen initial buffer values. According to this, one of these pairs will also collide on the
checksum block with probability p; =1 — 1/¢€.

In terms of time complexity, 2% checksums need to be computed and stored, which takes
about 16/832 ~ 2757 of one compression function evaluation for updating one checksum.
In total, computing 2% checksums therefore takes 395 2¢ - 2757 ~ 2603 compression func-
tion evaluations. Additionally, finding 65 ~ 2¢ collisions requires about 2675% = 260 time.
Consequently, time complexity is about 2603 4 260 ~ 2612 Factoring in the probability of
finding a collision in the checksum block, the final estimation of the complexity is about
2612 /p; = 2614 As memory requirements are relatively high, with the necessity of storing
265 checksums, accessing this memory may take longer than the estimated time complexity.
This is also quite close to the complexity estimate for a birthday attack on MD2, which is
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expected to take approximately 2% time.

To reduce memory requirements, a cycle-finding method for finding collisions in the check-
sums might be used. It should be noted, however, that time complexity will be increased
by this method. For example, as a trade-off 24° checksums can be pre-computed from the
first 49 message blocks and the cycle-finding algorithm can be used to iterate through the
full checksums. Since each iteration requires computing 16 = 2* "atomic" checksums, this
takes about 277 compression function evaluations. The algorithm is estimated to repeat
after 2646 checksums. Therefore, the time complexity is about 262, Adding the complexity
of finding the 2%°-way multicollision, total complexity is about 29%3. Memory requirements
in this compromise are dominated by the collision attack on the compression function which
was estimated in the previous subsection to be about 2°2.

7.1.4 Pre-image Attacks

The following sections describe three different types of pre-image attacks on the MD2 com-
pression function which can be extended to the full MD2 hash function. In the following
discussion of these three types, as well as their detailed discussion below, H® will be used
as notation for the first 16 bytes of the initial hash buffer. The three types include:

1. Type 1: Given H®™), find H® and m such that f(H® m) = H®M),
2. Type 2: Given H™) and H®, find m such that f(H©® m) = HW.

3. Type 3: Given H™) and m, find H©® such that f(H©®,m) = HW.

7.1.5 Type 1 pre-image Attack on the Compression Function

Since in type 1 attacks only H®) is given and the attacker can freely choose H®) this attack

type is always at least as efficient as type 2. When attacking MD2, this attack is more effi-
cient than types 2 and 3. Given the final hash value, the lower right part of block A can be
calculated up to the last byte of row A3. Arbitrarily fixing A} and A%, two more diagonals
can be computed, introducing a new condition for H® since Al; is computed only from H©).

Note that with fixed H™)| Al, and A%, block B is independent of the input and depends
only on the message m. We fix the last k bytes of the first row of block B arbitrarily. In
the case of a longer message being hashed in several rounds of MD2, this step is required in
each separate message block B. For each of these 23(16=%) values in B°, B is computed and
the last column stored in a table T7.

Using the fixed Al;, we can choose all 28+1) different possible initial hash buffers H® and
compute the rest of block A, as well as parts of blocks B and C'. For each option, the last
k + 1 bytes of column B, as well as the uppermost left diagonal, which can be computed
of block C starting from row C*, are stored in a table Tb.

Lastly, we search for collisions in T}, consisting of 28(16=%) values, and T, which con-
tains 28*+1Y) values. Since the collision should occur in the last k& + 1 bytes of block B,
28(16=k)+8(k+1)=8(k+1) — 98(16-k) collisions can be expected. Message pairs for each collision
are then checked for agreement in the remaining 16—k bytes of block C', which has a probabil-
ity of about 273(16=%) Therefore, we can expect to find one collision within the message pairs.
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When considering time complexity, step 1, computing the first bytes of A, can be ignored,
since it only needs to be performed once. Since we can assume that comparison on k + 1
bytes requires on average the same amount of work as computing one byte in the compres-
sion function, finding collisions using sorted tables can be expected to have a complexity of
about maz(2816=F) 28(-+1)) /832 Hence, similarly to step 1, this can be left out in terms of
optimizing time complexity by choice of k.

Therefore, creating tables T7 and T5, as well as checking message pairs for further collision
on the remaining bytes, is expected to dominate the total time complexity. Balancing the
creation of both tables by 16 — k = k£ + 1, k would result in a non-integer. Since that
complicates computation, £ may be rounded to k = 7, resulting in a total complexity of
about 2™ 4203 4+ 27.9/832 = 271, Similarly, rounding to & = 8 complexity can be estimated
to be 203 +27 4+ 261.8/832 = 271, As both options require approximately 27 memory access,
both are equally ideal and total time complexity can be estimated at about 272 in both cases.

7.1.6 Type 2 pre-image Attack on the Compression Function

In this type of attack, the initial hash value as well as the final hash value are given. Using
both, most of block A can instantly be computed. In fact, fixing only A% A can be com-
puted. Since the following attack checks every possible value of A2, this attack requires a
loop, which will increase time complexity. This loop over A2 includes an additional loop
over certain bytes of B. The idea is to find collisions in column 7 of B and C' again. The

attack is not guaranteed to have a solution but is expected to find one message which solves
f(H® m) = H®M) in the following way.

For A% = 0 to 255:
{

1. Block A is computed.

2. For all possible values of Bjy, Bi, Bi:, and Bj; do the following:

{

(a) For every value of B, ..., BY rows 1-4 of columns 0-7 of both B and C' are com-
puted. The values are stored in table 77, indexed by the 8 bytes of column 7 of
B and C'. Collisions must be handled.

(b) For every value of BY, ..., B); rows 1-4 of columns 7-15 of both B and C' are
computed. The values are stored in table T3, indexed again by the 8 bytes of
column 7 of B and C. Collisions must be handled.

(c) Ty and T, both consist of 24 values. We search for all matches between indices
and store the complete message blocks in table T', indexed by the colliding indices.
For 2'2% messages on 24 indices, we can expect 26* candidates.

(d) Every candidate message is checked. If it is a proper pre-image, it is added to the
list M. M can be expected to have one element.

}

As previously mentioned, due to the loop inside a loop, the time complexity of this attack is
rather high. There are 28 values for the outer loop and 232 different possibilities for the inner
loop on each side. Hence, if we compute the inner loop once, 2* individual elements are
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computed and stored in the two lists. This can be estimated to be a workload similar to 278
compression function evaluations, since we can compute the 8 bytes using about two 32-bit
XORs, avoiding repetitive work. Therefore, step (a) and (b) have a complexity of about
257, Since collisions between the tables can be found in linear time, step (c) takes about the
same amount. Finally, candidates need to be checked. As only 32 bytes must be computed
for each candidate on average, this step may be estimated to take about 264 . 32/832 ~ 259-6
evaluations of the compression function. Therefore, the complexity of this attack can be
estimated as (2596 +2.257) . 240 ~ 219 compression function evaluations. It should however
be noted that memory access further adds to this estimation amounting to about 2.
Memory requirements are about 24 message blocks.

7.1.7 Type 3 pre-image Attack on the Compression Function

The type 3 attack is very similar to the type 2 attack and follows the same principle. In-
stead of A, B is given. Still, the lower half of A can be computed. Guessing two bytes, A}
and A2, A can still be computed. For the type 3 attack C}, C%, 3, and Cfs are guessed
instead of the bytes of B. Accordingly, the first rows of A and C' are computed, again using
column 7 each as the meet-in-the-middle column.

Since two bytes in A need to be guessed in step 1 instead of just one, the complexity for this
attack increases to about 2'% compression function evaluations. Again, it should be noted
that including memory access, this estimate increases in this case to about 2!13.

7.1.8 Pre-image Attack on the Full MD2

The pre-image attack on the MD2 compression function can also be extended to the whole
MD2. In this case, the most efficient type of attack is the Type 1 pre-image attack which
will be discussed in this section. Instead of simply choosing the whole initial hash chaining
input, however, only an initial value H;, is given and used to compute the 28*+1) chaining
inputs H© that are required in the type 1 attack. We may do this by choosing message
blocks m? where 0 < i < 28%+2) and computing h! = f(H;,,m?) for each i. Only 1 in each
256 will produce the correct value Al that was chosen. Therefore, we end up with 28+
chaining inputs, which is the required number as described above.

Even without the checksum, the time complexity is slightly higher to the original idea of
the attack since the complexity of choosing H® is now 28*+2) instead of 28¢+1)=1  For the
optimal value k = 7 total complexity is now about 27" + 27 4 272 .9/832 ~ 2726

The idea of this attack is to find two message blocks mg and my such that f(f(H©, mg), m;) =
HW) for some given output H™). It should be noted that the probability of m; being the
checksum of my is only about 27128, Therefore, in order to achieve good probability of finding
a pre-image with checksum m;, 2'2® pre-images are required in some way. Since calculating
the attack 2'2% times is not efficient, we use Joux’s method of creating multicollisions again.
[16] The attack follows the following five steps:

1. Using a given target hash value H®) and the initial value of MD2 H©® we produce
a 2'%-way multicollision by the method of [16], starting from H®. The common
chaining output of those messages is called Hsg.

2. In step 2, the main pre-image attack on the compression function as described pre-
viously is carried out using H® = Hyy5. With good probability, this produces two
message blocks mg and m; such that f(H mg) = Hiog and f(Hygg, my) = HW).
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3. Using the checksum function g backwards, we can compute the checksum state C'x
such that g(Cx,mg) = my.

4. The first 2% checksums of the first 64 blocks of messages of the multicollision are
computed. Furthermore, the last 264 checksums of the last blocks of messages of the
multicollision are calculated, this time backward by inverting the checksum. Those
2-264 values are then searched for a collision using a meet-in-the-middle search through
the 2'2%-way multicollision. The message found is called M.

5. mx = M||my is a pre-image of H™). Tt’s checksum is m;.

In terms of time complexity, step 1 requires finding 128 collisions in the compressions func-
tion. This has a complexity of about 2647 = 27! using a Birthday attack, or 250 using the
method proposed by [16]. As discussed in previous sections step 2 has a complexity of about
2726 while step 3 has negligible complexity. Considering the tree structure of the multicolli-

sions the complexity of step 4 can be estimated as 2% evaluations of the checksum.

As step 2 dominates the attack’s complexity, it can be estimated as around 272, with com-
plexity increasing to about 27 if the collisions in step 1 are found using a Birthday attack.
Since the meet-in-the-middle attack in step 4 can be carried out using memory-less tech-
niques, memory requirements are 272, as described in the attack on the compression function.

Finding multiple pre-images can be achieved by more chaining inputs in the type 1 attack.
In fact, a 2'-way multicollision can be constructed in a time of about 27%** for 0 < t < 56.
For example, still using k = 7, choosing 2% message blocks mj, results in about 27 valid
chaining inputs and 2® expected pre-images, which would however increase time complexity
to about 2% compression function evaluations. These shorter multicollisions can also be
used to produce shorter pre-images for the full hash function. For example using the 28-way
multicollision and choosing Hss = H™) and Hj, arbitrarily and repeating for decreasing
target hashes 16 times (2%)'6 = 228 pre-images of H™) can be expected to be found,
where one can be expected to have the right checksum. Complexity in this case is about
16 - 280 = 2% However, the pre-images now have a length of 2 - 16 — 1 = 31 blocks, where
the last block is again the checksum.
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7.2 MD4

The first MD4 weaknesses have been found as early as 1991. The first complete collision
attack, finding a collision with a probability of 2722, was published by Hans Dobbertin in
1996. Since then it has also been shown that the first two rounds of MD4 are not in fact
one-way and therefore efficient pre-image and second pre-image attacks can be carried out.
Furthermore, more efficient attacks have been proposed, two of which, one collision attack
and one pre-image attack, will be presented in the following sections. [31]

The proof discussed in this section follows [31].

7.2.1 A Collision Attack on MD4

The collision attack works by selecting two messages that differ by a carefully chosen colli-
sion differential, and then deriving conditions to ensure that this differential is maintained
throughout the compression process, ultimately resulting in a full collision. Finally, mod-
ifications can be made to any random message M ensuring that almost all the sufficient
conditions hold, leading to a collision on any message chosen. This process can be per-
formed in three steps.

Step 1 In this first step we choose a collision differential with specific properties as follows:
AH=0— AHY =0

such that
AM =M — M = (AMy, AM;, ..., AM5)
AM,; = 231 AM, = 231 — 228 AMy = —216
AM; =0for 0 < <15,2#1,2,12.

Following these properties and using the definition of MD4’s hashing algorithm, all colli-
sion differentials are defined and all message word differences as well as chaining variable
differences between M to M’ for each step can be computed. The exact values for this can
be found in table 7. Steps that are left out in the table have zero difference in all relevant
columns. Hence, it can be seen that the collision differential consists of two internal colli-
sions. Those collisions can be found in lines 2-25 and 36-41.

For all of these properties to hold, the conditions which have to be met are shown in table
8. These can easily be computed by using the following propositions.

1. For the nonlinear function f(z,y,z) = (z Ay) V (-2 A z) the following properties can

be derived:
f(z,y,2) = f(—-z,y,2) if and only if y = 2z
f(z,y,2) = f(z,~y,z) if and only if z =0
fz,y,2) = f(z,y,—z) ifand only if x =1

2. For the nonlinear function g(z,y, z) = (xAy)V (zAz)V (yAz) the following properties
can be derived:
g(z,y,2) = g(—-x,y,z) if and only if y = 2

g(x,y,z) = g(x,—y,z) if and only if x = 2z
g(x,y,z) = g(x,y,—z) if and only if x =y

3. For the nonlinear function h(z,y, z) = @y ® 2z the following properties can be derived:

h(z,y,z) = -h(-x,y,z) =-h(z,~y, z) = -h(z,y, 2)
h(z,y,z) = h(—-z,—y,z) = h(z,~y, —z) = h(-z,y, —2)
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Since these conditions are sufficient for all properties to hold, if the conditions in table 8 are
met, M and M’ consist of a collision.

Since there are 122 conditions messages need to fulfill in order to collide on our prede-
fined collision differential, the probability of two messages M and M’ colliding is only 27122,
However, this probability can be improved in the next step by using message modification
techniques.

Step 2 Messages are modified by single- or multi-step modification to increase the proba-
bility of collisions.

The single-step modification modifies the message at only one step of the MD4 hashing
process according to the conditions given in table 8, thereby already increasing the collision
probability efficiently. For example, M; could be modified as:

di =di & (diy <6) @ ((dig D arg) <7)® ((din @ arn) < 10)
M1 = (dl > 7) — dO - f(ab b07CO)

In this example the probability of (M, M') colliding is already increased to 272°. However,
the probability of a collision can be further increased by other modifications which are done
in multiple steps.

The multi-step modification builds on the principle of further modifying already partially
colliding messages to create full collisions. This is achieved by selecting two messages that
collide in the first round, where all conditions of the first round hold, and changing single bits
in certain messages, thereby already increasing the collision probability to efficiently satisfy
the conditions of round 2 without influencing other aspects of the computation. Therefore,
the messages M and M’ need to partially collide in the first round and are then changed as
follows:

1. Modifications for correcting the message to fulfill the conditions of a5 are computed.
In order to satisfy all five conditions of a5, which can be found in table 8, messages
My, My, My, M3, and M4 need to be modified. For each condition, successively modify
all message blocks using the same computational method as in the single-step mod-
ification. For the example of the conditions of as, table 1 shows the computations
needed. For the first condition as 19 = c4,19, all five messages need to be modified using
i = 19. As demonstrated in the table, the other conditions require i = 26, 27,29, 32
correspondingly.

2. Modifications for satisfying the conditions of d5 are computed in the same way, using
the corresponding computations of each step. However, the last condition dyss = b4 32
is not used in this case, since it would compromise the hash computation’s internal
state, altering the messages in multiple steps and rounds.

3. Further modifications in order to satisfy the conditions of cs, b5, ag, dg, and cg are com-
puted in the same manner. However, it must be considered that some conditions will
need to be omitted again to keep the internal state intact. Furthermore, for some
conditions, special properties might need to be considered. For example in this case,
conditions for cs;,¢ = 26,27,29,32 can be computed using the internal collision as is
demonstrated in table 2.

It should be noted that the choice of modified bits, as well as the internal collision, are
simply examples derived from the particular collision differential in this specific example
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Step | Message | Shift | Modified M; Changed Chaining Value
block

1 | mg 3 | mpg+—moE+2 a" = ay[3i], by, co, do

2 mq 7 myp < (dl > 7) — d(] — dl,alnew,bo,CO
(alvb(bco)

3 mo 11 (cr > 11) — ¢cog — | ¢1,dy,a1™", by
(dhalv 0)

4 | ms 19 (by > 19) — by — | by, cq,dy, a9
(del? )

5 | my 3 my <— (a1 > 3) — a] — | ag,by,c1,d;

f(bi,e1,dh)

Table 1: Example modifications for correcting the message to fulfill as;,¢ = 19, 26, 27, 29, 32

Step | State | Message | Shift | Modified M; Changed Chain- | Extra condition
value | block ing Value in first round
6 dg ms 7 ms <— M5 + dg [’L — 9], Qag, bl, Cq dg,i_g =0
21'717
7 | me 11 o, dali — 9], a2,b1 | azi—g =19
8 bg mry 19 bQ, Co, dg [Z — 9], a9 0271'_9 = 0
9 as msg 3 mg <— Mmg — | as, bg, Ca, d2 [’l — 9] b27i,g =0
21’—10
10 d3 Mg 11 mg <— Mg — dg, as, bg, Co
21’—10

Table 2: example of using an internal collision to modify a message to satisfy cs;,¢ =
26,27, 29, 32

attack. Using a different collision differential leads to changed minimal sufficient conditions
and hence yields different necessities and options of modification which need to be considered
carefully for each condition.

Applying various modifications, as shown in the example above, yields a collision with a
probability between approximately 2% ~ 272, Since a message can be selected by changing
the last two words of the previously selected message, finding (M, M’) takes one single-
message modification for the first 14 words, which can be neglected. Each selected pair needs
two single-message modifications for the last two words, as well as about twenty advanced
modifications, each correcting one condition in the second round. In total, this amounts to
about two MD4 computations. Therefore, using the lowest possible probability of about 276,
the total complexity of this MD4 attack does not exceed 28 MD4 computations.
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7.3 MD5

Similar to the other MD-based hash algorithms, MD5 is considered insecure. The first par-
tial attack to show this has been proposed by Den Boer and Bosselaers in 1993. This attack
only finds a pseudo-collision. However, since then complete and faster attacks have been
found and the use of MD5 as a secure hashing algorithm has stopped soon after. [32]

The attack described in this section is a differential attack by Wang and Yu in the year 2014.
[32] The attack follows the same principle as the attack on MD4 in the previous section. A
collision differential is defined, and then a pair of messages is found by computing sufficient
conditions from the differential and using message modification on one of the messages to
find collisions. However, in this attack instead of one message pair of 512 bits each, two
message pairs (M@, MM) and (M©" M®™") are used, where both messages consist of two
blocks of 512 bits.

7.3.1 A Differential Collision on MD5

Step 1, similarly to MD4, describes the definition of the collision differential. For MD5 we
select a collision differential with two iterations, which will be computed using the same
techniques as for MD4, however including two separate iterations:

AH0—>AH1—>AH:O
such that

’

AM© = MO — MO =(0,0,0,0,2%,0,0,0,0,0,0,2',0,0,23,0)
AM® = MO — MM =(0,0,0,0,2%,0,0,0,0,0,0,27'%,0,0,2%,0)
AHl — (2317 231 + 2257 231 + 225’ 231 + 225).

where AH; = (Aa, Ab, Ac, Ad) is the difference of the four chaining values in the first iter-
ation. AM, is chosen to ensure a high probability of round 3 and 4 differentials to happen,
Meanwhile, AM; ensures this requirement while also producing an output difference that
can be canceled by the output difference of the variables of AH;.

The differential for the hash values of each individual step can be found in table 9.

To efficiently work with the collision differential and to start modifying the message, a set
of sufficient conditions has to be extracted from the collision differential which will then
serve as the basis for modification. Using the equations and various step differences of the
individual steps and their hash variables, the sufficient conditions for each chaining variable
are computed step by step. The complete list of conditions that make up a sufficient set to
hold the characteristics of the collision differential can be found in table 10.

As an example, the conditions for the five stages of chaining variables included in step 8 will
be computed in the following paragraphs. The differential characteristic for step 8 is:

(ACQ, AdQ, ACLQ, Abl) — Abg

For each of the chaining values, the corresponding equations they need to satisfy can be
found in table 9. For step 8, the chaining variables need to satisfy the following equations:
by = by
ay = as(7,...,22, —23]
dy = do[—T7,24, 32]
¢y = 9[7,8,9,10,11, —12, —24, —25, —26, 27, 28,29, 30, 31,32, 1,2, 3,4, 5, —06]
by = bo[1,16,—17,18,19,20, —21, —24]
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The operation used in step 8, which will be used to compute the conditions in this example,
is
by = ca + (by + f(c2,da, az) +my +t7) K 22

and therefore of course simultaneously
by = ¢+ (B + F(chy iy ) + 1) + 1) < 22,
Since parts of this can be left out, it is also useful to work just with the inner function

o7 = f(c2,da,a2) = (ca A d2) V (—e2 A ag).

We use the notation cg for the ¢y which occurs inside of the function f and cgf for the co
outside in order to distinguish these two and find that since Ab; = 0 and Am; = 0, we know
that Aby = Acy + (Apy < 22).

Using this equation and fixing one or two of the variables in f, we can reduce f to a single
variable and compute the following set of sufficient conditions of the variables of step 8.

For example for by we know that if dy11 = @211 = 1, then A¢71y = 1. Shifting by <« 22,
A¢711 is now in the first position and therefore, since Acgﬁ = 0, we know that Aby; =
Acgﬁ + A¢r711 = 1. The following conditions are computed using the same techniques:

1. Conditions for each non-zero bit in Absy

(a) Conditions by; = 0 and do1; = 1 ensure the change of the first bit of b,.

(b) Conditions dy 96 = @226 = 0, by 16 = 0 and by 17 = 1 ensure the change of the 16-th
and 17-th bit of by.

(¢) Conditions dyos = G228 = 0, by; = 0 for ¢ = 18,19,20 and by o = 1 ensure the
change of the 18-th to 21-st bit of bs.

(d) Conditions ds3 = @23 = 0 and by oy = 1 ensure the change of the 24-th bit of b,.
2. Conditions for each zero bit in Aby

(a) Condition ¢y17 = 0 ensures that the changes made in the 7-th to 12-th bit in ¢/
and the 17-th bit of @), result in no bit change in by. This can for example be
proven by the following equation:

A7, 11,12) + (Ag[17] < 22) = =26 4 28 = 0.

(b) Conditions dy; = ag; for i € {1,2,4,5,25,27,29,30,31} ensure that the change
in the i-th bit of ¢} results in no change in bs.

(¢) Conditions ¢o; = 1 for i € {13,14,15,16,18,19, 20,21, 22,23} ensure that the
change in the ¢-th bit of cg results in no change in b,.

(d) Condition dy¢ = @26 = 0 ensures that the change in the 6-th bit of ¢} results in
no change in bs.

(e) Condition agzs = 1 ensures that the changes in the 32-nd bit of ¢} and the 32-nd
bit in ds result in no change in bs.

(f) Conditions dy; = 0 for i € {8,9,10} ensure that the changes in the i-th bit of as
and the -th bit in cg result in no change in bs.
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Step | Message | Shift | Modified M; Changed Chain-
Block ing Value
2 |m 12 | my «— my +2% (di*, ay, by, co)
3 mo 17 |my «— (¢ — d¥ > 17) — co — | (¢1,d7"; aq,bp)
Ga(di®, a1, bo) — ta)
4 | ms 22 | mg <— (by—cy > 22)—by—3(cy, di”, a1)—ts | (b1, c1,dP", aq)
5 my 7 my «— (ag—by > 7)—a;—Pa(by, 1, dP") —t3 | (az, by, c1, dP)
6 ms 12 ms <— (dg—&z > 12)—d?e“’—¢5(a2,bl,cl)— (dg,ag,bl,cl)
ts

Table 3: Message Modifications for correcting as 32

Similarly to MD4, the next step modifies the message. Again we start with single-step mod-
ification to ensure that the conditions of round 1 hold. For each intermediate hash value
in the first 16 steps, all conditions are considered and a new value is computed. Using the
modified value the message is modified again. By this method, we can ensure that in round
1 all conditions hold with probability 1.

For example, the first intermediate value that holds conditions is ¢;. This variable can be
changed in the following way:

new old old 6 old 11 old 19
SR e 1 _01,7'2 _01,12‘2 _01,20'2

mie — (P — ¢4y > 17) + mg.

After modifying each word of M(© the probability of the first iteration differential holding
is 27%3 and applying the same modifications to MY | increases the probability of the second
iteration holding to 2737,

In a second round of modification, multi-step modification is used to fulfill as many condi-
tions as possible with minimal changes. For this part, different changes can be made which
influence the time efficiency of computing the necessary changes as well as the probability
of the iteration differentials holding. For example the message modifications for correcting
as 32 can be computed according to table 3.

Regarding time complexity both iterations are considered separately. In the first part, a
message M, is selected randomly and modified according to the previous description. With
probability 2737 this My and M generate the first iteration differential

AMQ — (AHl, AMl)

which is tested for its conditions by applying the compression function. Similarly, in the
second iteration, for which a random message M, is selected and modified, M; and M;+AM;
produce the second iteration differential

(AHl,AMl) — AH =0
with probability 27.
It should be noted at this point, that finding a message pair (My, M) usually requires only

one single-step modification since we only need to change the last two words of the previously
selected message.
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In total, since the only remaining computational step of two single-step modifications and
seven multi-step modifications, takes the time of approximately two MD5 operations, the
time complexity of all computations concerning the first iteration is about 23 while the
second part does not exceed 232
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74 SHA 1

The first partial attack on SHA-1 was proposed in 2005 by Wang et. al. This attack was
improved and further developed by De Canniere and Rechberger at ASTACRYPT 2006. The
following section will follow this improved proof. [4] Since then, further attempts have been
made to develop other attacks. Even though some claims have been made, no complete
attacks have been published since. Since this attack still has a very high complexity, some
still consider this hashing algorithm secure enough. However, NIST and other security insti-
tutions consider SHA-1 to be insecure since it has been proven to be vulnerable to attacks.
Therefore, NIST recommends using SHA-1’s followers SHA-2, which is its direct ascendant
and shares most of its inner workings, or SHA-3, which is a completely new algorithm. Both
algorithms will be discussed in the next chapter.

Similar to the attack on MD5 in the previous section, the collision attack on SHA-1 exploits
the likelihood of certain so-called characteristics propagating through multiple rounds of the
computation. Some properties, called linear characteristics, connect input and output of a
given step. They may be described through linear equations, since they either directly trans-
late through the computation or their probability for a certain input-output relationship is
sufficiently probable to be described in a linear model. However, most changes cannot be
this easily described. These more complex characteristics called non-linear characteristics,
cannot be simply described by linear equations. However, they still have certain non-random
properties that are useful for collision attacks. The underlying idea is that certain operations
can be considered given, while the complex, non-linear characteristics connecting most parts
of the computation can be used to gather information on the probability of certain outputs
which is in turn used to create a more efficient set of conditions for finding collisions with
high probability.

Since preparing the message by padding it and creating the message schedule is an easily
reversible process, the focus of every attack found so far lies on the computation of the
variables a, b, ¢, d, e, which start as the initial given hash values and end up making up the
final hash. It should be noted that it is sufficient to only analyze and describe the variable a
along with the word schedule, since the variables are cycled in each round, in the following
way:

bi = Qj—1,C = ROTL3O(CLZ‘_2), dz = ROTLgO(CLi_g), €; = ROTLSO(CLi_4)

7.4.1 Notation and Definitions

Throughout this proof differentials between certain words AX will be represented as a set
within a pair of words X?, containing the bit values satisfying the conditions. However, in
order to represent the complex propagation of certain characteristics over several steps, a
list of symbols, each describing the relationship between one pair of bits, will be used. The
symbols are given in table 4.

For this proof, some further notation and definitions are required. These will be given here
since they are only relevant to this section.

Def.1 Linear Characteristic: A linear characteristic is the property of a certain differ-
ential, or sequence of differentials in a message schedule or variable which can be described

by a linear equation or at least have its probability modeled linearly.

Def.2 Non-Linear Characteristic: A non-linear characteristic is the property of a cer-
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(s, zix) | (0,0) (1,0) (0,1) (1,1)
? v v v v
- v X X v
X X v v X
0 v X X X
u X v X X
n X X v X
1 X X X v
# X X X X
3 v v X X
5 v X v X
7 v v v X
A X v X v
B v X v v
C X X v v
D v X v v
E X v v v

Table 4: Notation describing the relationship of word pairs [4]

tain differential, or sequence of differentials in a message schedule or variable, whose complex
probability cannot be described by a linear equation.

Def.3 Message Freedom: The message freedom Fy (i) is the number of possibilities of
W2, given a fived VVjZ, where 0 < j < 1, without violating any linear characteristics.

It should be noted that in SHA-1 all words after the first 16 have Fy (i) = 1.

Def.4 Uncontrolled Probability: The uncontrolled probability is the probability that an
output follows a certain characteristic, given that all leading pairs follow it.

For the variable a in step ¢ of SHA-1 this is defined as follows:
P,(i)= P(A}, € AAZ-+1|A?_J- for 0 < j < 5and W7 € AW,).

Def.5 Controlled Probability: The controlled probability is the probability that there ex-
ists at least one pair of message words W? following the characteristic, such that the output
follows the characteristic, given the leading pairs follow as well.

For the variable a in step i of SHA-1 this is defined as follows:
P.(i) = P(AW}? € AW; : A7 ||A? ;€ AA;_; for 0 < j <5).

It should be noted that, in definitions 4 and 5, the range for 5 as 0 < j < 5 accounts for the
variables b, ¢, d, e by considering the last 5 stages of a while ignoring repetitive information
of steps further back.

We will use these definitions to calculate the total work factor of our collision search. In
order to do so, tree structure is used to represent the state changes of each bit throughout
the computation. If there is no information on the state of the given bit before and after a
computational step, the tree splits into four branches at each node. Using these definitions,
the number of nodes N() visited in the collision search can be considered to be a weighted
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probabilistic calculation. The average number of children of a node at step ¢ can be computed
as Fy (i) - P,(i). However, considering that only a fraction P.(¢) of the nodes at step i have
any children, the following recursion, which describes the search process until its final step
N, can be formulated:

v -
The sum of these nodes makes up the total work factor which can be written as follows:

Nyw = %5, N, (0)

1 fori =N
maz{Ny(i +1)- Fy (i)' P14), P, M)} fori< N

u c

The goal is to minimize the total work factor by introducing conditions that propagate with
high efficiency. This can be achieved in three stages.

7.4.2 Stages of Constructing Characteristics

In stage 1, high probability differential characteristics are searched. Since the expanded
message words after step 16 are entirely determined by the initial message in the first 16
words, the message freedom after step 16 is always 1. Therefore, it is most efficient to im-
pose nonlinear conditions after this step as they propagate more effectively. In order to find
suitable characteristics, the compression function is linearized and this linear variant is used
to search for characteristics. These corresponding message differences are then determined
and imposed onto the nonlinear variant, leaving out the most significant and the two least
significant bits to avoid inconsistencies caused by the nonlinear function. This first stage
creates a bottleneck for steps 1-16 which will be the focus of stage 2.

After stage 1, the probability of linear or high-probability characteristics is incredibly low.
Hence, other conditions are required. Even though the probability in this stage is not as crit-
ical as in stage 1, ideally the characteristics found should still be as sparse as possible, since
this enhances their probability of propagation. The probabilistic algorithm used in this stage
is applied directly to the compression function and uses the fact that fortunately the sparser a
characteristic is, the higher its probability of being found by imposing differences at random
unrestricted bits and calculating how the condition propagates. Those operations are focused
on steps 12 to 16 which form the bottleneck created in stage 1. This algorithm is used until
there are no unrestricted positions left. If inconsistencies are found, the computation begins
again. It should be noted that it has been found that picking x-bits and guessing their sign
reveals inconsistencies considerably faster and is therefore a way of optimizing the algorithm.

Lastly, at this stage, all necessary restrictions have been imposed and the final, third stage is
now used to further improve the total work factor. This is achieved by iterating through all
bit positions of variables, expanding message words again, and trying out potential conditions
by imposing them and checking for inconsistencies. These local optimizations are performed
until the total work factor is satisfactory. It can be found that efficiency generally increases as
long as the reduction in the size of the search tree is still higher than the expected number
of surviving leaves. Since the expected number will result to be less than 1, we know
that a message pair following the characteristic is only expected with a certain probability.
This means that the search might need to be repeated, which aligns with the example
computation.

7.4.3 Example

[4] also provide the first published example of a two-block collision characteristic with the
standard initial hash values, along with a colliding message. Their characteristic is reduced
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Figure 2: Two-block approach of producing collisions

to 64 steps, which suffices to find the collision. To calculate this characteristic, starting by
choosing a message difference, they first compute high-probability characteristics which are
treated as linear characteristics for the first block. These only allow XOR differences and
the sign of each difference is determined in a later stage of the attack. It has been found
that keeping so-called local collisions within the message difference aids in constructing the
high-probability characteristics. These local collisions are comprised of a disturbing differ-
ence accompanied by a set of correcting differences It should be noted that any variant with
fewer than 80 steps, such as the example given in this paper, can most likely use a shift
of the same high-probability characteristics as used here for an efficient computation. The
resulting output difference of the compression function is dealt with in the second block and
can therefore be nonzero after the first block. Hence, no restrictions are imposed.

After describing a pseudo-near collision by fixing the conditions of linear or high-probability
characteristics for the first block, the non-linear characteristics are computed to find a
collision-producing characteristic. These feed the zero-difference chaining variables towards
the linear characteristics, resulting in the previously mentioned modular difference of +d at
the end of block 1. Nevertheless, the same linear characteristics are used in block 2, which
further feeds the difference. This will be used to check the resulting output in a final step
since the created difference can be canceled out with the expected low-weight difference after
the last step of the second block. To achieve this, a new non-linear characteristic is intro-
duced into the second block, which takes into account the forwarded chaining input of the
second block as well as the difference between the first and second block. Lastly, we check
if the output difference of block 2, §g(hy, m;), cancels out the output difference of the first
block, dhi, making sure that
dg(hi,mq) + dhy = 0.

Figure 2 by [4] visualizes this process while tables 13 and 14 show the concrete set of char-
acteristics for block 1 and 2 of their example 2-block attack. Finally, table 5 shows two
colliding messages found by this attack, along with their colliding hash value. Note that ta-
ble 5 highlights that, for both message blocks, the bitwise differences between corresponding
words in Message 1 and Message 2 remain consistent across the first 16 words.
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i Message 1 (myg), first block | Message 1 (m;), second
block
1-4 63DAEFDD 30A0D167 3B2AB4E1 AAD112EF
52EDCDA4 90012F5F 669COBAE 5DEA4D14
0-8 ODB4DFB5 ES5A3F9AB 1DBE220E AB46A5EQ
AEG66EES6 12A5663F 96E2D937 F3ES8B63
9-12 | D0O320F85 8505C67C BES94F1C BD63F044
756336DA DFFFADB9 50C42AA5 8B793546
13-16 | 596D6A95 0855F129 A9B24128 816FD53A
429A41B3 EDSAE1CD D1B663DC B615DD0O1
i Message 2 (mg), first block | Message 2 (m7), second
block
1-4 63DAEFDE 70A0D135 3B2AB4E2 EAD112BD
12EDCDE4 70012F0D 269C9BEE BDEA4D46
5-8 ADB4DFB5 65A3F9EB BDBE220E 2B46A5A0
8EG6EES7 32A5665F B6E2D936 D3E58B03
9-12 | 50320F84 C505C63E 3E594F1D FD63F006
B5633699 9FFF4D9B 90C42AE6 CB793564
13-16 | 596D6A96 4855F16B A9B2412B C16FD578
829A41F0 2DS5AE1EF 11B6639F 7615DD23
7 XOR-difference are the same for both blocks
1-4 | 00000003 40000052 00000003 40000052
40000040 E0000052 40000040 E0000052
5-8 | AO0O00000 80000040 A0000000 80000040
20000001 20000060 20000001 20000060
9-12 | 80000001 40000042 80000001 40000042
C0000043 40000022 C0000043 40000022
13-16 | 00000003 40000042 00000003 40000042
C0000043 C0000022 C0000043 C0000022
7 The colliding hash values
1-5 A750337B 55FFFDBB CO8DB36C OC6CFD97 A12EFFEO

Table 5: Example of a 64-step collision using the standard IV [4]




8 State-of-the-Art Hash Functions

As shown in the last chapter, hash functions such as the MD-family as well as SHA-1 are not
considered secure anymore. This does not however mean that they are not still in use. Hash
functions that are proven to be vulnerable to attacks, such as SHA-1, are still often used to
check data integrity. If the hash is used for example to check whether a message or string of
data has been altered, SHA-1, or even lower levels of security, are sufficient. In that case, the
hash that is calculated from the data is checked against the original hash value which has
been stored or sent along with the message. Since the hash is not necessarily required to be
secure, easier algorithms, that require less calculation, are preferred for some applications.
For secure applications, however, only the following two should still be considered.

8.1 SHA-2

Similar to previously mentioned algorithms, SHA-2 requires padding and parsing the mes-
sage in advance. For SHA-2, both of these steps are defined identically to SHA-1, which has
already been discussed in section 4.4. Subsequent steps of the algorithm are also based on
the same principles as its predecessors. The complete definitions of all variants of the second
version of SHA in this chapter also follow the specifications in [1].

Secondly, the initial hash value also needs to be set before starting the algorithm. This value
is one of two key elements that differentiate the different variants, SHA-256 and SHA-512,
as well as truncated versions such as SHA-224, SHA-384, and SHA-512/%.

8.1.1 SHA-256

For SHA-256 the initial hash value consists of eight 32-bit words. However, in this case,
these words are hex representations of the first thirty-two bits of the fractional parts of the
square roots of the first eight prime numbers.

HYY = 62096667
H” = bb672e85
H(O) — 3c6ef372
H o _ — ab4ff53a
H) o _ — 510e527f
H(O) — 9b05688c
H(O) — 1£83d9ab
H(O) — 5be0cd19

SHA-2 can hash any message M of length [, where 0 < [ < 2%, using a message schedule of
sixty-four 32-bit words Wy, W1, ..., Ws3 as Well as eight 32-bit working Varlables a,b,c,d,e, f,g, and h
and two temporary words 77 and 75. The hash values are labeled H0 , Hy (Z) . H7( ), holding

the initial value, H® and resulting in the final hash value, H®

In SHA-2 computation, each message block M M® MO is processed in order, mean-
ing the algorithm is used N times. Addition (+) is performed modulo 232. The steps to the
algorithm are as follows:

Fori=1 to N:
{
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}

1. The message schedule, consisting of one 32-bit message block, is prepared and appended

as follows:

8

MO
Ui{QSG}(Wt—Q) + Wiz + 03256}(Wt—15) + Wi_is

0<t<15
16 <t <63

2. All eight working variables are initialized with the (i — 1)* hash value.

3. Fort =0 to 63 :
{

}

a = Hy

b= U
= i
d=H{
e= Hffl)
f= HO
g=Hg ™"
h— HOD

Ty = h+ 21 (e) + Chle, £, g) + K17 + W,

T, = 23256}(@ + Maj(a,b,c)

I
I
SO0 &L -

Lastly, after the steps have been repeated N times, once for each message block M W), the
message digest can be directly read from the final hash values. In this last step lies the
second key difference between SHA-224 and SHA-256.

For SHA-256, the message digest is 256 bits long and defined by all eight final hash values
as follows:

N N N N N N N N
HSMHM | HS | HSO N HN ) Y | B HY,
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8.1.2 SHA-224

As mentioned, SHA-224 uses the same algorithm as previously described. However, this
version requires different initial hash values. Furthermore, in SHA-224 the message digest is
a truncated version of the final hash value. For SHA-224, the initial hash value consists of
the following eight 32-bit words:

HYY = c1059ed8
H" = 367cd507
HYY) = 3070dd17
HY") = £70e5939
H = ££c00b31
1Y = 68581511
HY = 64£98fa7
HY = befadfad

The 224-bit message digest is acquired from these final hash values H®) by using only its
leftmost 224 bits
N N N N N N N
| H Y Y .

8.1.3 SHA-512

Using the same functions, as well as constants, all SHA-512 versions use the same algorithm,
with only minor definition differences in the final hash value, which is also very similar to
SHA-2. The main difference, which is also the main reason for increased security in SHA-
512, is the length of the message and words being used, since SHA-256 uses 32-bit words,
whereas SHA-512 uses 64-bit words. Within this algorithm, addition (+) is therefore per-
formed modulo 204,

SHA-512 is a group of algorithms containing SHA-512, SHA-384, SHA-512/224, SHA-
512/256 and other truncated versions. In general, all of these versions are computed the
same way, the only difference between them being the length of the final hash value, as some
get truncated in the last step. This assures that SHA-512, the base form of this algorithm,
which outputs a 512-bit final hash, can be adapted for a variety of situations by generating
shorter hashes.

In its base form, SHA-512 is able to hash messages M with length [, where 0 < [ < 2128
and results in a 512-bit message digest. It uses a message schedule of eighty 64-bit words
Wo, W1, ..., W, eight working variables a,b,c,d, e, f,g, and h, and two temporary words
Ty and T5. The words of the hash value are labeled Héi), H l(i), o ;i), holding the initial
hash value H(® and resulting in the final hash value H™).

Along with using the same functions throughout the algorithm, padding for SHA-512 follows
the same principle as previous SHA-versions. However, it is adapted to the message length.
To the original message M of length [ the bit 1 is appended, followed by k zero bits, where
k is the smallest non-negative solution to the equation [ 4+ 1 + k£ = 896 mod 1024. Lastly,
a 128-bit binary representation of the length [ of the message is appended to the message,
resulting in a padded message of length [, where 1024|l.

The padded message is then parsed into N 1024-bit blocks M MM . MM Each of
these blocks will be used as sixteen separate 64-bit words Mél), Ml(z), e Ml(g)
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Lastly, before hashing the message, an initial hash value H® needs to be set. These initial
hash values differ for the various versions of SHA-512. An algorithm for setting the hash
values of different versions will be discussed at the end of this section, after defining the
basic version of the SHA-512 algorithm itself. For SHA-512, the initial hash value is set as
a hex representation of the first sixty-four bits of the fractional parts of the square roots of
the first eight prime numbers.

HY” = 6209e667 £3bcc908
H = bb672e85 84caa73b
HYY) = 3c6e£372 £e94£82b
H") = a54f£53a5£1d36£1
HY") = 510e527f ade682d1
H = 9b05688¢ 2b3e6c1f
H” = 1£83d9ab £ba1bd6b
H” = 5be0cd19 1372179

Finally, SHA-512 is computed by processing each message block M@ M® _ M®™) ysing
the following steps:
Fori=1to N: {

1. Preparing the message schedule as follows:
Mt(i) when 0 < ¢ <15
Wy = (512} {512}
01 (Wt_z) + Wt_7 + o)) (Wt_15) + Wt—16 when 16 S t S 79
2. Working variables a,b, ¢, d, e, f,g, and h are initialized with the (i — 1)** hash value.

(i-1)
0

o=
b= H{"
c= HQ(i_l)
d=H{
o — 51'71)
f=H
g=Hg ™"
h=H{Y

3. Fort =0 to 79: {

Ty = h+ 2P (e) + Chle, £, 9) + K2 + W,
Ty = £ (a) + Maj(a, b, )
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4. The i** hash value is computed

}

Steps 1 to 4 are repeated for each block, so N times. The resulting 512-bit message digest
of the message M is then

N N N N N N N N
NEMN BN HSN) HY | B BN EY

8.1.4 SHA-384

As previously mentioned, alternative truncated versions differ in two aspects, initial hash
value and message digest. There are three commonly used versions alternating from the ba-
sic SHA-512, as well as an algorithm effectively allowing for every possible truncated variant.

SHA-384 is the most frequently used truncated variant of SHA-512 and is obtained by
computing SHA-512 following the common algorithm and truncating the left-most 384 bits
of the final hash value as a message digest, resulting in a message digest of the following

form:
N N N N N N
M HN N EN | B HN Y,

Furthermore, it is the only specialized variant using pre-defined initial hash values. Other
truncated SHA-512 variants using a specific algorithm to compute their initial hash values
will be discussed in the next section. For SHA-384, the initial hash value is defined to be the
first sixty-four bits of the fractional parts of the square roots of the ninth through sixteenth
prime numbers.

H\” = cbbb9d5d c1059ed8
H! o _ = 629a292a 367cd507
H( ) = 91590152 3070dd17
H§ ) = 152fecd8 £70e5939
H" = 67332667 ££c00b31
H") = 8eb44a87 68581511
Hé ) = db0c2e0d 64£98fa7
HY = 47b5481d befadfad

8.1.5 SHA-512/t

With the exception of SHA-384, all other truncated variants of SHA-512 follow the same
pattern, starting with an additional step of generating their initial hash values, using the
SHA-512/t IV Generation Function. This algorithm is used by all SHA-512/¢ variants, which
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includes all ¢-bit algorithms using SHA-512 with an output truncated to its left-most ¢ bits.

For SHA-512/t, t might be any positive integer without a leading zero such that ¢t < 512 and
t # 384. For example, ¢t might be 256, and "SHA-512/t" might be "SHA-512/256", which is
probably the most frequently used truncated variant of SHA-512. The initial hash value of
SHA-512/t is computed in the following way:

1.
2.

Denote H©' to be the initial hash value of SHA-512 as above.
Denote H©" to be the initial hash value computed below.

H© will be the initial value for SHA-512/¢.

.Fort1=0to?7

Hi(o) = ngo)' @ abababababababab

HO® = SHA —512("SHA — 512/t”) using H®" as the initial value, where t is the

specific truncation value.

Using H as its initial hash value, a message M is then computed using the regular SHA-
512, truncating the final hash value to its left-most ¢ bits, obtaining a message digest of
length ¢ bit.
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Table 6: Caption

8.2 SHA-3

The newest secure hash algorithm is SHA-3. This algorithm has only been in use since 2015
and fundamentally differs from previous secure hash algorithms. SHA-3 is based on the
cryptographic family K EFCCAK and uses a so-called sponge function instead of a Merkle-
Damgard construction. In contrast to previous algorithms, SHA-3 was not introduced in
order to replace its predecessor, SHA-2, which is still in use and is considered secure, but
rather to provide another secure hash algorithm in the NIST-standards. SHA-3 was devel-
oped as part of a NIST hash function competition, which began in 2006. After several rounds
of testing and slight changes within the process of the competition, SHA-3 was declared the
winner among 51 contestants in 2015. The following definition follows [2].

In this chapter the basic permutation used for SHA-3, K EFCCAK — p is defined, followed
by further specifications and alternate versions. Generally, K ECCAK — p is specified ac-
cording to two parameters: the width of the permutation, which defines the fixed length of
the strings being permuted, and the number of rounds, which are the iterations of each in-
ternal transformation. Accordingly, the permutation used in all variants of SHA-3 is usually

written as K ECCAK — plb,n,].

Before defining the permutation itself, some notational aspects have to be considered. In-
stead of saving the message string as a bit string and operating bit-wise, SHA-3 uses a
different approach by representing the message and operating on it as a three-dimensional
array. The state array A is defined to be a 5-by-5-by-w array, representing the state. Its
indices are integer triples (z,y,z), where 0 < x < 5,0 <y < 5and 0 < z < w. Each bit
is referenced by its corresponding indices in the following form: A[x,y, z]. The array along
with the naming conventions of its parts are shown in figure 3.

Since the b-bit string is saved into the array’s 5-by-5 slices, there are two more qualities
related to the state’s bit-length: the lane size w = b/25 and the binary logarithm of the lane
size | = loga(b/25). The seven possible values for these variables are given in the table below.

Before taking the form of a state array, the message is input as a b-bit string representing
the state. The state is denoted by S with indices 0 to b — 1 as follows:

S = S[OJ[IST--[ISTb = 1].

To convert the input string into an array, the state array is defined as follows. The labeling
conventions for the indices of all three dimensions are illustrated in figure 4.

Alz,y, z] = Slw(5y + x) + 2]
for all triples (x,y, z) such that 0 <2 <50<y <5, and 0 <z <w
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Figure 4: Labeling Convention for the SHA-3 State Array [2]

8.2.1 Padding
8.2.2 Algorithm 1: pad 10 x 1(x,m)

Input:
positive integer x
non-negative integer m
Output:
string P such that m + len(P) is a positive multiple of z
Steps:
1. Let j = (—m — 2) mod =.

2. Return P = 1||07||1.

8.2.3 Step Mappings

Generally, the calculation of SHA-3 consists of five different algorithms 6, p, 7, x, and A,
which will be discussed separately in the following subsections.

8.2.4 Algorithm 2: 0(A)

Input:

state array A
Output:

state array A’

Steps:

1. For all pairs (z,z) such that 0 < z < 5 and 0 < z < w let Clz,z] = Alz,0,2] ®
Alx, 1, 2] ® Alx, 2, 2] ® Az, 3, 2] ® Alx, 4, z].
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2. For all pairs (x, z) such that 0 < z < 5and 0 < z < wlet D[z, z] = C[(x—1) mod 5, z|®
Cl(x +1) mod 5, (z — 1) mod w].

3. For all triples (z,y,2) such that 0 <x <5 and 0 < z < w let A'[x,y, 2] = Alz,y, 2] ®
Dz, 2]

8.2.5 Algorithm 3: p(A)

Input:

state array A
Output:

state array A’

Steps:
1. For all z such that 0 < z < w let A’[0,0, z] = A[0, 0, z].
2. Let (z,y) = (1,0).
3. For ¢t from 0 to 23:

(a) for all z such that 0 < z < w let A'[z,y, 2] = Alz,y, (z — (t+1)(t +2)/2) mod w]|
(b) let (z,y) = (y, (22 + 3y) mod 5)

4. Return A’.

8.2.6 Algorithm 4: 7(A)

Input:

state array A
Output:

state array A’

Steps:

1. For all triples (z,y,z) such that 0 <2 < 5,0 <y <5, and 0 <z <w let A'[z,y, 2] =
Al(x 4 3y) mod 5, z, z].

2. Return A'.

8.2.7 Algorithm 5: x(A)

Input:

state array A
Output:

state array A’

Steps:

1. For all triples (z,y, z) such that 0 <z < 5,0<y <5, and 0 <z <w let A'[z,y, 2] =
Alz,y, 2] @ ((A[(z + 1) mod 5,y, 2] & 1) A A[(z + 2) mod 5, y, 2]).

2. Return A'.
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8.2.8 Algorithm 6: rc(t)

Input:

integer t
Output:
bit rc(t)

Steps:
1. If t mod 225 = 0: return 1.

2. Let R = 10000000.

3. For i =0 to t mod 225:

(a) R=0|R
(b) R[0] = R[0] & R[8]
(c) R[4] = R[4] ® R[8]
(d) R[5] = R[5] & R[8]
(e) R[6] = R[] ® R[8]
(f) R = Truncg[R]

4. Return R[0].

It should be noted here that, technically, algorithm 6 is not a step mapping itself but rather
a prerequisite to the step mapping ¢, which will be described below.

8.2.9 Algorithm 7: «(A,1,)

Input:

state array A

round index i,
Output:

state array A’

Steps:

1. For all triples (z,y, z) such that 0 <2 < 5,0 <y <5, and 0 <z <w let A'[z,y, z] =
Alz,y, z].

2. Let RC = 0",
3. For j =0tollet RC[2j — 1] = rc(j + Ti,).
4. For all z such that 0 < z < w let A’[0,0, z] = A’[0,0, z] & RC|[z].

5. Return A'.

8.2.10 KECCAK-p[b,n,]

Finally, the standard variant of SHA-3, KECCAK-p[b, n,], consists of five step mappings
used in the so-called round function Rnd which is defined as follows:

Rnd(4,4,) = «(x(x(p(0(A)))), ir)-
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8.2.11 Algorithm 8: KECCAK-p[b,n,|(S)

Input:

string .S of length b

number of rounds n,
Output:

string S” of length b

Steps:
1. Convert S into a state array A.
2. Fori, =12+ 2l —n, to 12+ 2l — 1 let A = Rnd(A4,1i,).
3. Convert A back into a string S’.

4. Return 9.

8.2.12 KECCAK-f

A specialized variant of SHA-3 is KECCAK-f a specified variant of the KECCAK-p family
where n, = 12 4 2I. Therefore,

KECCAK-f[b] = KECCAK-p[b, 12 + 2I].

KECCAK-f rounds are indexed with 0 to 11 + 2I.

For example, KECCAK-p[1600, 24] is equivalent to KECCAK-p[1600]. Accordingly, due to
the indexing described in step 2 of algorithm 7, the rounds of KECCAK-p[b, n,| exactly
match the last rounds of KECCAK-f[b] and vice versa. In such cases, the preceding rounds
are indexed by negative integers up to 0.

8.2.13 Sponge Functions

The term "sponge construction" refers to the process of constructing a function that operates
on binary input and outputs a hash of arbitrary length using three particular components,
namely:

1. an underlying function f, that operates on strings of a fixed length,
2. the parameter rate r, and
3. a padding rule pad.

Using this construction, the resulting function SPONGE[f, pad, r] is called a sponge function.
Each sponge function takes two variables as input, a bit string N and the desired output
length d, This is denoted in the following way

SPONGE[f, pad, r](N, d).

The construction is called a sponge function because it "absorbs" and "squeezes out' an
arbitrary number of bits, which are stored in the state of the function.
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8.2.14 Algorithm 9: SPONGE]f,pad,r](N,d)

Input:

string N

non-negative integer d
Output:

string Z such that len(Z)=d

Steps:

1. Let P = N||pad(r,len(N)).

2. Let N =len(P)/r.

3. Letc=b—r.

4. Let By, ..., Py_1 be the unique sequence of stings of length r such that P = Py||...||Py_1.
5. Let S = 0P.

6. For i from 0 ton —11let S = f(S @ (F;]|0%)).

7. Let Z be the empty string.

8. Let Z = Z||Trunc,(95).

9. If d < |Z|, then return Truncy(Z); else continue.
10. Let S = f(S) and continue with step 8.

The computation of SPONGE][f,pad,r|(N,d) is halted as soon as the desired number of
output bits has been produced.
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9 Examples

Despite their vulnerabilities, some older algorithms are still in use for non-cryptographic
applications. The following sections will discuss the current use cases for insecure algo-
rithms as well as secure algorithms. Additionally, there will be an extensive example for
each algorithm. The representation of the message, buffers, and individual computations
will alternate between string-, bit-, array-, and hex representation. Furthermore, leading
zeros on the left may be truncated in bit-representations of incomplete messages.

The example of MD2 will be left out, since MD2 is not used in any official capacities at the
current time, and therefore has become obsolete.

All examples are computed using an implementation in Python following the specifications
of the sources cited along their definitions. All code files are provided as an appendix to this
work. For SHA-3 the code closely resembles the implementation of [29] which was used as
an orientation.

9.1 MD4

MD4 was proven to be vulnerable early on and it has been considered insecure from 1996
onwards. [30] officially designated MD4 historic in 2004. However, its significance faded
years earlier. Therefore, nowadays MD4 has nearly vanished from use. However, there are
still some older file-sharing applications such as eMule that use the eD2k hashing protocol
which uses the MD4 algorithm. This protocol uses MD4 to compute a hash directly from
the complete file being stored or shared, which in turn is used as a file identifier. This
process cannot be considered secure against any attack. It can however be used for efficient
data storage and retrieval using the MD4 hash as a unique identifier for any file type. [5] [12]

For this example, the easiest file format, a text file, will be considered. Since a text file only
consists of the text it encompasses, this aims to show the concept of computing the hash in
an accessible way. For the following example, the modern version of MD4 with big-endian
buffer representation is used, without the extension.

9.1.1 Input

To hash our example text, the simple text-string "This is an example for MDJ." the message
first needs to be translated into binary for it to be operated on by the hashing algorithm.
The binary representation of our example text is

01010100 01101000 01101001 01110011 00100000 01101001 01110011 00100000 01100001
01101110 00100000 01100101 01111000 01100001 01101101 01110000 01101100 01100101
00100000 01100110 01101111 01110010 00100000 01001101 01000100 00110100 00101110.

9.1.2 Padding

To pad this message, we start by adding a 1-bit, followed by k& = 231 0-bits, as well as
the length of the message, 216, which can be represented in binary as the number 11011000
00000000 00000000 00000000 00000000 00000000 00000000 00000000. It should be noted
here that we are still using the little-endian convention for MD4, meaning the least-significant
bit is at the left-most position and that the remaining 64 bits are filled with zeros.

Adding all of these padding parts together and appending them to the original binary
string, the state is now 10101000 11010000 11010010 11100110 01000000 11010010 11100110
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01000000 11000010 11011100 01000000 11001010 11110000 11000010 11011010 11100000
11011000 11001010 01000000 11001100 11011110 11100100 01000000 10011010 10001000
01101000 01011101 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000001 10110000 00000000 00000000 00000000 00000000
00000000 00000000 0000000

9.1.3 Computation

After parsing the padded message into the algorithm and initializing our buffers, which are
now used in the high-order first convention, we can begin to compute block by block. Since
our message is shorter than 512 bits, and therefore has been padded to exactly 512 bits, we
only need to compute one block.

For each round, the buffers are computed using the algorithm’s defined equations. The first
equation of round one will be done as an example.

a= (a+ f(b,c,d)+ 10101000 11010000 11010010 11100110) << 3

which results in ¢ = 10011011010010110100001010011011 or a = 9b4b429b in hex repre-
sentation.

Similarly, the other buffers result in b = efcdab89, ¢ = 39afd549, and d = 4fae4dide re-
spectively after the first steps of round 1.

Computing the rest of rounds 1 to 3, the final results are as follows.
a = 475adc38,b = 551259b, ¢ = 21b66634, and d = 32cedads.

Lastly, the final additions can be computed as follows.

1000111010110101101110000111000 + 1100111010001010010001100000001
=10101110100111111111111100111001 = a
11000101010100010010010110011011 +11101111110011011010101110001001
=10101000110110000110111110101111 =D
100001101101100110011000110100 + 10011000101110101101110011111110
= 10111010011100010100001100110010 = ¢
110010110011101101101011010101 + 10000001100100101010001110110

= 1000011000000010010111101001011 =d

Representing these as hexadecimals and concatenating them one after another we get the
final hash value of

a||b||c||d = 39ff 9fae af6f d8a8 3243 7iba 4b2f 0143
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9.2 MD5

Similar to MD4, MD5 has been considered insecure for several years now. Following initial
attacks and proof of vulnerabilities, it was officially declared "cryptographically broken" in
2008. However, some databases and applications still use MD5 in hashing their passwords,
even though it is highly discouraged. There are also still instances of MD5 being used in
verifying and authenticating digital signatures and file integrity checks, which is not a secure
method, since colliding messages can be produced reliably nowadays. [21]

Another common use for MD5 is checking data or file integrity against accidental corruption.
This is still considered viable since the algorithm outputs fairly evenly distributed hashes,
keeping the chance of an accidental collision slim. A third use case for MD5 that is still
acceptable is using it for load balancing or de-duplication systems. While load-balancing
describes the process of storing information balanced over different servers in order to gain
efficiency, the de-duplication system merely aims to eliminate redundant data to improve
efficiency. In both cases, MD5 hashes of stored data are used to efficiently search for and
compare data as MDb5 still remains considerably easier and faster to compute than newer
algorithms. [14]

9.2.1 Input

Since the simplest data to be hashed in such a case is the text file, the following example
will once again use text since this enables us to visualize the changes more easily. Our MD5
example message will be "Let’s try another text for MD5." or 01001100 01100101 01110100
00100111 01110011 00100000 01110100 01110010 01111001 00100000 01100001 01101110
01101111 01110100 01101000 01100101 01110010 00100000 01110100 01100101 01111000
01110100 00100000 01100110 01101111 01110010 00100000 01001101 01000100 00110101
00101110 in binary.

9.2.2 Padding

Since padding works the same as for MD4, we can directly formulate the padded message
as: 01001100 01100101 01110100 00100111 01110011 00100000 01110100 01110010 01111001
00100000 01100001 01101110 01101111 01110100 01101000 01100101 01110010 00100000
01110100 01100101 01111000 01110100 00100000 01100110 01101111 01110010 00100000
01001101 01000100 00110101 00101110 10000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 0000000 00000000
00000000 00000000 11111000 00000000 00000000 00000000 00000000 00000000 00000000
00000000

9.2.3 Computation

Similar to MD4, we use the buffers in the now-common big-endian convention and only
need to compute one 16-word block. Again, the first computation of round 1 is given as an
example.

a=>b+((a+ f(b,c,d) + ho+T[1] < 7) = 101011111010100101000110110001000

Equivalently, the other variables are computed until their last step resulting to
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= 10000110011011011111001110000101010011
= 10001001000000110110001111000001010101
= 10001000100101011010101001110100100011
= 10000111111001010001111111000101010000

L O o

Lastly, the final additions can be computed as follows.

10000110011011011111001110000101010011 + 1100111010001010010001100000001
= 10110000100000010001010100 = a

10001001000000110110001111000001010101 +11101111110011011010101110001001
= 110000101001101001101111011110 =b
10001000100101011010101001110100100011 + 10011000101110101101110011111110
=10111110001001010111101000100001 = ¢
10000111111001010001111111000101010000 + 10000001100100101010001110110
=1001011110100100010111000110 = d

Representing these as hexadecimals and concatenating them after another we get the final
hash value of

al|bl|c||d = 5404 c202 de9b ab630 217a 25be c645 7a09
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9.3 SHA-1

SHA-1, the first cryptographic hash standardized by NIST, was declared insecure in 2011.
[20] However, in contrast to its predecessors, its vulnerabilities are not as easily exploitable,
as can be seen in the proof provided in chapter 5. Therefore, SHA-1 is still widely used in
different applications and systems. However, the limitations in cryptographic safety should
be taken into account when choosing a hashing algorithm. Since SHA-1 is insecure against
targeted attacks, larger companies that are targeted frequently, such as Google, Microsoft,
or Apple, as well as government and financial institutions have stopped using SHA-1 years

ago. [13]

Smaller companies, as well as lesser-known online services and internal data and security
management systems of certain organizations, however, still use SHA-1 in a variety of appli-
cations. Similar to MD4 and MD5, SHA-1 is used for data and file integrity checks to ensure
that no changes have been made to the given data. In the case of SHA-1, the data checked
by this method can range from stored files to online content prone to interception, such as
communication. [9]

Some software vendors also use the SHA-1 hash as an integrity check, frequently publishing it
alongside installation downloads or update files to help protect against malicious code being
embedded in their software. Users can compare the hash provided alongside the program to
the hash computed directly from the installation file before using it. In some instances, es-
pecially during updates or internal version control, systems perform this step automatically
instead of requiring the user to do it manually. [9]

Other uses of SHA-1 today include digital signatures, which aim to confirm the legitimacy
of digital messages as well as digital documents. However, governmental digital signatures,
which have become frequent in official documents, already use higher security standards,
leaving SHA-1 limited to certain applications. [9]

One rather famous example of a service that used SHA-1 until recently is Git, which used it
to distinguish changes in objects more efficiently. Since the most common use now, however,
is simply data integrity checks across different files, the example will focus again on the
simplest type of file, a text file. Similar to MD4 and MD5, only the text itself, without any
metadata, is hashed. [10] [9]

9.3.1 Input

For the purposes of this example, the text to be hashed will be "This is another example
sentence for SHA-1." or 01010100 01101000 01101001 01110011 00100000 01101001 01110011
00100000 01100001 01101110 01101111 01110100 01101000 01100101 01110010 00100000
01100101 01111000 01100001 01101101 01110000 01101100 01100101 00100000 01110011
01100101 01101110 01110100 01100101 01101110 01100011 01100101 00100000 01100110
01101111 01110010 00100000 01010011 01001000 01000001 00101101 00110001 00101110 in
binary.

9.3.2 Padding

Since padding works identically to MD4 and MD5, we can already determine the padded
message as 10101000 11010000 11010010 11100110 01000000 11010010 11100110 01000000
11000010 11011100 11011110 11101000 11010000 11001010 11100100 01000000 11001010
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11110000 11000010 11011010 11100000 11011000 11001010 01000000 11100110 11001010
11011100 11101000 11001010 11011100 11000110 11001010 01000000 11001100 11011110
11100100 01000000 10100110 10010000 10000010 01011010 01100010 01011101 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 COOVOVO0
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000010 1011000.

Notably the length [ of the message at the end of this padding step is appended in the
big-endian convention, marking the only difference from our previous examples. Setting the
initial hash values is identical to the step in MD4 and MD5.

9.3.3 Computation

As in the examples given so far, we only hash a message of one block, so we only need to
use the individual steps once. Since our example sentence consists of only one block, and
therefore exactly sixteen 32-bit words, the first part of preparing the message schedule only
consists of feeding our padded sentence into the first sixteen words of the schedule. For
inputting the remaining 64 words, the first, ¢t = 16, will be done as an example.

Using Wig = ROTLY (W3 & Wy @ Wy & W), we can search the right words, which are
highlighted in the padded sentence above, use bitwise XOR and rotate the resulting number
by 1 and thereby compute W, = 101010110000001101001011101010. Filling in each word
into the message schedule, the final result is given in hex representation below for better
readability.

Wi = 54686973 20697320 616e6174 68657220 6578616d 706¢6520 73656e74 6566365 2066672
20534841 2d312e80 0 0 0 0 158 2ac0d2ea d0be9282 5244382 65938bd4 8d473b37 8e988b&e
6d2115a4 9042297 521e312d 3b999ect df169f2b 6f1b75f2 6dbd4bfl a3lc2bfa 5156578 5beff578
1319177 be83che3 b7e025¢cc 2el2chaf 66b14142 15214e5e 81b108be 2¢6610ch 1661eedf d7604c84
525bc3ab e8e8ebdl 1b32469f 7f12a6f5 576b22d4 a470cdc3 9b14f413 2134dc78 4efdd5d6 91912866
ba0da633 11425b70 a249d882 caf66f63 9cd90515 79eb475f 9ad67f19 3578c0af 1f7f0a4df alec9ebe
b69d9dd4 al9ae92e dlab74dd fibabd2a 9f6bcbab c81d8ec8 1025329 cab6¢211 80219d16 c70b2577
3b859980 66108f98 bb933709 ce1892b2 7de09754 €3070510 521fcdba c9960c4f.

Since the initial hash values have already been initialized, we only need to copy them into
the buffers. In step 3, all computations have to be performed 80 times again. As an example,
the first round of this loop will be computed before discussing the final output of this step.
Once again, the results are shown in hex, which demonstrates that some of the hash values
are not changed but rather shifted to the next value, since some of the initial hash values
are still part of this first round. These values are highlighted below. Note also that a and T’
are the same in every step as 7' is merely used as a temporary variable transitioning values
to the next round.

T = ROTL?(a) + fi(b,c,d) + e+ K, + W, = £4140226
e=d= 10325476

d =c= 98badcfe

c= ROTL*(b) = T7bf36ae2

b=a= 67452301

a=T= £41d0226
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Repeating this step for 80 rounds, the final values are

= fbea7e4f
= a4f9beb6
= 2338f187
= 202e3a2e
= 23d917cc
= fbea7e4f.

2 >~ 2o M

Finally, intermediate hash values are computed as follows.

H” = fbeaTedf + 67452301 = 632fa150
H" = 23d917cc + efcdab89 = 13a6c355
HY = 202e3a2e + 98badcfe = b8e9172c
HY = 2338£187 + 10325476 = 336b45£d
H" = a4£9be66 + c3d2e1£0 = 68ccad56

Therefore, concatenating these five values, the resulting hash for the example sentence
"This is another example sentence for SHA-1." is 632fa150 13a6c355 b8e9172¢c 336b45fd
68ccalb6.
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9.4 SHA-2

Like all previously mentioned hash algorithms, SHA-2 is used in different fields, such as data
and file integrity checks. Moreover, like SHA-1, it is used in digital signatures to validate
the integrity of messages and documents. In the case of SHA-2, this includes governmental
or financial data. Furthermore, since there is no known viable attack on this hashing algo-
rithm, it is also frequently used for handling other sensitive data, such as hashing passwords
or ensuring data integrity and security in blockchain applications such as Bitcoin. [25]

Since SHA-2 might currently be the most widely used hashing algorithm, there are a num-
ber of diverse examples that could be used to demonstrate this algorithm. However, the
most significant differences from SHA-1 include its use for more sensitive data, its use in
blockchain applications, and its use in cryptographic protocols, such as SSL, or its newer
variant TLS, and related techniques like HMAC, which all aim to secure online data transfer
and messaging. [25]

It should be noted that in many cryptographic applications of SHA-2 the hashing process
is only the first step in encrypting data, often followed by other cryptographic functions
and encryption methods such as RSA. It should furthermore be noted that the example
computed in the following section will be the variant SHA-512.

9.4.1 Input

The most straightforward example of cryptographic uses of SHA-2 is probably the hashing
of passwords since the data hashed is short and not highly complex in itself. Therefore,
the following example will demonstrate the use of SHA-2 for hashing a common password.
It should be noted that passwords are not usually hashed on their own, but are commonly
combined with a so-called salt first. A salt is a random string of symbols, usually of a pre-
defined length, that is appended to the password before hashing and stored alongside the
hash. This provides another layer of security against brute force and pre-computed tables
of common passwords. The way in which salts are implemented into the passwords varies
across different applications. However, in this example, the salt is simply appended to the
password, which is a common and simple way to use salts. [3]

To create a realistic example, the input used in this example will be one of the most used
passwords worldwide: "Password’. Hashing without a salt would result in the same hash
for everyone using this password, which would render the user virtually unprotected from
databases of precomputed common passwords. Therefore, we will append the random salt
"x1174p9270y1" to the password, which results in the binary representation 01010000
01100001 01110011 01110011 01110111 01101111 01110010 01100100 00101010 01101100
00100001 00110111 00110100 01110000 00111001 00110010 00110111 01101111 01111001
00110001.

9.4.2 Padding

In our first step, since padding is identical to our previous algorithm SHA-1 except for
its length, we can directly compute the padded binary representation of the string "Pass-
word*!74p9270y1" to be

10100000 11000010 11100110 11100110 11101110 11011110 11100100 11001000 01010100
11011000 01000010 01101110 01101000 11100000 01110010 01100100 01101110 11011110
11110010 01100011 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
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00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 CVOVOVOO 00VOVOVO VOVOVOVO V0000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000001 0100000.

The only differences to SHA-1 are the length of the padded message, which is 512 instead
of 256 bits, and the number of bits representing the length at the end which is now fixed at
128.

9.4.3 Computation

Once again we initialize our hash values, which differ from previous algorithms, and prepare
our message schedule by inputting our sixteen words, as we again have only one block. This
time, however, fitting in words of length 64 bits, the resulting message schedule will be twice
as long. We start by computing word 16 of the message schedule as an example, the words
required for this computation are highlighted in the padded text above.

Wis = o™ (Wia) + Wy + o872 (W1) + W, = 50617373776£7264

Note that the values are given in hex representation for better readability. The following
computations will use the same representation. Filling in words 17 to 79 in the same way,
the resulting message schedule is as follows.

W, = 50617373776f7264 2a6¢213734703932 376£793180000000 0 0 000000000 0 ad
T7aal86¢c3ad3ff36 466e2edac6f03e34 fad81126a5793115 35ae4222d9536984 £3092612b2b8&H&c4
c0942eab89babaad 8c9d8abefbed7333 c4a0b660a0f54c69 £268328a3b9715d 8a722861395ed376
8cd164d04873e4de Tedf80a8e5d6¢096 d8b7e136b7df3b16 bbb33f0b7901b63e 865fc38838f5bf5b
6255918cee8d5ad al25f9b74fa50d43 e829d83408154e96 c244a2leb6324aff b6346782ab4adad4
533c0a79c30b9ace 23f0d12a67a6b0bb 8d607f13a71c32f 9670892a76120d8 a8ee6438b14d43fh
55bb65eed4f95b66 daa25a7123acl7b7 d52ebe31193f3cea b34c9edab331ef2b abeadadbb11¢2735b
dc2c424291972866 551bdeafa9db8747d el12c6eb08b684eeb 89360033343810fd 296ee5d4b684014f
9a77b03f17539cef f5be3dedabc8ade61 4dd939d4387a98d8 22854490131e7c¢60 56071bf0f84e91ab
59741987aeb493e9 3dbd80c2711c04fd 4fba700302e34ca9 2bebed80ee734ac8 aba734d146918f5f
ebbe3al8ledaldaa 27ecaf0554549a0bf 7d5ef80dd5563e9 62cal722ed172004 478a3d3cble33bb7
6¢ch3138117087ea 3519ecled8ffad98 Talceab80cd4b532 44915994b89b9th3 80fe220e79657686
5491a54f021b4ac0 afb&896891544e4d5 85140f0b1f7ecad2 464418fe6e914292 2a2ecd3522374408
b2{26bb2aed1b28d 75b6eceb76727¢05 8a6841fb2872c¢16¢ d0flede1002d893d

Similar to SHA-1, we copy the initial hash values into the buffers. As an example, the first
round of step 3 will be computed before proceeding with the final result of this loop. Using
our equations in the first round, we get the following. Note again that many of the buffer
values remain unchanged at this point. These values are highlighted, just as in the previous
example.
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Ty =h+ 3P e) + Chle, f,9) + K™ + W, =  a27a1ced93075b04

T, = 2{512}( )+ Maj(a,b,c) = 4334cibealB4£555
h=g= 1£83d9abfb41bd6b
g=f= 9b05688c2b3ebclf
f=e= 510e527fade682d1

e=d+T, = A47cal227£22491£5

Il
o
|

d 3c6ef372fe94f82b
c=b= bb672e8584caa73b

b=a= 6a09e667f3bcc908
a=T;+15, = ebaedeac346c5059

Results after the final step of this stage are

T, = 84481c7bf2025¢cc0
T5 = d23cb624£3d7c26d
h = a06e17d155201£27
g = 8ca72925636277e8
f = 23ba9f7ef5e0a2f3
e = 751b8fba78b01e67
d = Tbd0f£3007660b843
c = 6864bbc515dbe7

b = 73cd62a6ab9c4666
a = 5684d2a0ebdalf2d.

Finally, using values to update with the intermediate hash values, we get the following.

H" = 5684d2a0e5dal1£2d + 6a09e667£3bcc908 = c08eb908d996e835
HY = 73cd6226ab9c4666 + bb67ae8584caa73b = 2£35112c3066edal
H) = 006864bbc515dbe7 + 3c6ef372£fe94£82b = 3cd7582ec3aad412
HY = 7bd0££300766b843 + ab4f£53a5£1d36f1 = 2120£4626683e£34
H" = 751b8£ba78b01e67 + 510e527fade682d1 = c629e23226962138
HY = 23ba9f7ef5e0a2£3 + 9b05688c2b3ebc1f = bec0080b211£0£12
HY = 8ca72925636277¢8 + 1£83d9abfba1bd6b = ac2b02d15¢a43553
2 p Q- a06e17d155201£27 + 5be0cd19137e2179 = fcdeedeab689e40a0

Lastly, concatenating them one after another we obtain our final hash value c08eb908d996e835
2£35112c¢3066edal 3cd7582ec3aad412 2120f46a6683ef34 c629e23a2696a138 becO080b211{0f12
ac2b02d15ea43553 fcdeedea689e40al.
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9.5 SHA-3

Similar to its predecessors, SHA-3 can be used in a variety of different applications, such as
checking and verifying data and file integrity in storage and data transfers, as well as digital
signatures and certificates. However, since currently there are no known attacks on SHA-3
and it is therefore considered the most secure hashing algorithm developed so far, SHA-3 is
the preferred choice for verifying and signing sensitive data as well as cryptographic appli-
cations. SHA-3 is already adopted in certain official contexts to ensure the highest possible
security for sensitive data. [24]

Again, it is important to note that in cryptographic applications, all hashing algorithms
might be combined with other cryptographic measures to maximize security.

One famous example of a blockchain application using SHA-3 is Ethereum. Ethereum does
not use the standardized variant of SHA-3, but instead employs the original KECCAK-256
version submitted to the NIST-contest, which differs in the padding step. [8] However, since
the definition given in the previous chapter is the now standardized version, we will use
SHA3-256 in the example. Other applications use different variants and this provides for
better comparability to previous examples. Therefore, the output will be different from the
real output used in Ethereum due to slight changes in the variables used. [8]

9.5.1 Input

However, in order to effectively demonstrate a realistic application of SHA-3 being used to
hash data, the example input will follow a common Ethereum transactions. All features of
the message are as specified in [7]. Note that all samples and computations will be given in
hex representation, as this is standard for this kind of application.

According to Ethereum specifications our sample input consists of the following 9 parts. The
sample code can be created using [11]

1. Nonce: A unique number representing the count of transactions sent from this specific
adress. In our sample the nonce will be 04.

2. Gas Price: Amount of gas the user is willing to pay per unit of gas transferred. In
our sample the gas price will be 85174876e800.

3. Gas Limit: The maximum amount of gas units that can be consumed by the trans-
action. We will use a gas limit of 830186a0.

4. To: The recipient’s Ethereum adress. The adress this example transaction will be sent
to is 94a0b86991c6218b36c1d19d4a2e9eb0ce3606eb48.

5. Value: The amount of ETH transferred in this transaction. The value sent here will
be 80.

6. Data: Optional field that can be used to include information for specific contracts.
In this sample, it calls a specific function of a certain contract group and therefore is
b844 a905 9cbb 0000 0000 0000 0000 0000 0000 b5e5 dOf8 cOcb a267 c¢d3d 7035 d6ad
c8eb a7df 7ctd 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 06f0
5b59 d3b2 0000.

7. Recovery Identifier: A sender ID. Our sample ID is a0.
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8. Signature: The signiture is composed of two halves and is computed from identifying
information of the sender, such as the sender’s Ethereum adress. The signature of our
sample transaction is 48b5 5Sbfa 915a ¢795 c431 978d 8aba 992b 628d 557d abff 759b
307d 495a 3664 9353 1tf d310 ac74 3f37 1de3 b9f7 f9cb 56c0 b28a d436 01b4 ab94 953
faa0 7bd2 c804.

We can now take these individual parts and create one complete string from them. How-
ever, it should be noted here that data in Ethereum is usually encoded according to RLP
standards, which has already been done using [23]. Therefore, the RLP list prefix must be
added to the front of our sample. [6]

f8ab 0485 1748 76e8 0083 0186 a094 aOb8 6991 c621 8b36 cldl 9d4a 2e9e bOce 3606 eb48
80b8 44a9 059¢ bb00 0000 0000 0000 0000 0000 00b5 e5d0 f8c0 cba2 67cd 3d70 35d6 adc8
eba7 df7c £fd00 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0006 f05b 59d3
b200 0025 ala0 48b5 bSbfa 915a ¢795 c431 978d 8aba 992b 628d 557d abff 759b 307d 495a
3664 9353 a0a0 1fff d310 ac74 3f37 1de3 b9f7 f9¢b 56¢0 b28a d436 01b4 ab94 953 faal 7bd2
c804

Before computing the final example note that KECCAK specification defines the algorithm
to primarily work with bytes, instead of individual bits and to use little-endian convention
within bytes. Even though NIST does not explicitly state this in their specifications, this
convention will be used in the example below, as this version is commonly implemented in
instances worldwide. For better comparability, we therefore stick to this convention.

9.5.2 Padding

As with the other algorithms, we start with the padding step. To compute SHA3-256, we
use a width b = 1600 and a capacity of ¢ = 2d = 512. Therefore, our rate r used in padding
is r = 1088 bits. To pad the 1392-bits message to a multiple of 1088, we need to append 784
bits in total. Starting with the suffix 01, followed by 1, a row of zeros filling up the message,
and 1 at the end, we end up with j = (=4 — 1392) mod 1088 = 780 as the number of zeros
appended. However, as previously mentioned, using little-endian byte representation, this
translates to 06 for the suffix and the first padding byte, 80 for the final padding byte and
a total of 96 zero-bytes in-between.

9.5.3 Feeding into the State Array

After splitting the resulting message into two blocks, we can XOR the first into the state
array and process it through the whole KECCAK algorithm. The state array will be shown
in sheets starting at index zero.

The input array look as follows.

1110100001110110010010000001011110000101000001001010101111111000
0000000000000000000000000000000000000000000000000000000010111011
0000000000000000000000000000000000000000000000000000000000000000
0111110101010101100011010110001000101011100110010110101010001010
0000000000000000000000000000000000000000000000000000000000000000

1011100010100000100101001010000010000110000000011000001100000000
1101000011100101101101010000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0101101001001001011111010011000010011011011101011111111110100101
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0000000000000000000000000000000000000000000000000000000000000000

1101000111000001001101101000101100100001110001101001000101101001
0111000000111101110011010110011110100010110010111100000011111000
0000000010110010110100110101100101011011111100000000011000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000

0000011000110110110011101011000010011110001011100100101010011101
0111110011011111101001111110101111001000101011011101011000110101
1111101001011011101101010100100010100000101000000010010100000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000

1001110000000101101010010100010010111000100000000100100011101011
0000000000000000000000000000000000000000000000000000000011111101
1000110110010111001100011100010010010101110001110101101010010001
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000

9.5.4 Theta Step

The Theta step shifts and reorders the bits, resulting in the following state array.

1001110111111100011010011011011110010010101010110100000000110101
0111010110001010001000011010000000010111101011111110101101110110
0111010110001010001000011010000000010111101011111110101111001101
0000100011011111101011001100001000111100001101101000000101000111
0111010110001010001000011010000000010111101011111110101111001101

0110111100011111000000001011111010011001011001101110110111101010
0000011101011010001000010001111000011111011001110110111011101010
1101011110111111100101000001111000011111011001110110111011101010
1000110111110110111010010010111010000100000100101001000101001111
1101011110111111100101000001111000011111011001110110111011101010

1110001010101000110100100011110011010000111101011001111010011101
0100001101010100001010011101000001010011111110001100111100001100
0011001111011011001101111110111010101010110000110000100111110100
0011001101101001111001001011011111110001001100110000111111110100
0011001101101001111001001011011111110001001100110000111111110100

1000010001011101110101110000010100011100010111010011100000000010
1111111010110100101111100101111001001010110111101010010010101010
0111100000110000101011001111110100100010110100110101011110011111
1000001001101011000110011011010110000010011100110111001010011111
1000001001101011000110011011010110000010011100110111001010011111

0011011011110000111111111011110000010011100110000111001011010000

1010101011110101010101101111100010101011000110000011101011000110
0010011101100010011001110011110000111110110111110110000010101010
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1010101011110101010101101111100010101011000110000011101000111011
1010101011110101010101101111100010101011000110000011101000111011

9.5.5 Rho Step
After the Rho step shifts, the array looks such as below.

1001110111111100011010011011011110010010101010110100000000110101
0111101011111110101101110110011101011000101000100001101000000001
1010110001010001000011010000000010111101011111110101111001101011
0110110100000010100011100001000110111111010110011000010001111000
1000011010000000010111101011111110101111001101011101011000101000

1101111000111110000000010111110100110010110011011101101111010100
0111011011101110101000000111010110100010000100011110000111110110
1111111001010000011110000111110110011101101110111010101101011110
0101001000101001111100011011111011011101001001011101000010000010
0101111011111110010100000111100001111101100111011011101110101011

0111100010101010001101001000111100110100001111010110011110100111
1101010100001010011101000001010011111110001100111100001100010000
0001100001001111101000011001111011011001101111110111010101010110
1111001001011011111110001001100110000111111110100001100110110100
1000011001101101001111001001011011111110001001100110000111111110

0101000111000101110100111000000000101000010001011101110101110000
0101010101111111010110100101111100101111001001010110111101010010
1111101001000101101001101010111100111110111100000110000101011001
0011011010110000010011100110111001010011111100000100110101100011
1001111110000010011010110001100110110101100000100111001101110010

1110000010011100110000111001011010000001101101111000011111111101
0110111110001010101100011000001110101100011010101010111101010101
0110111110110000010101010001001110110001001100111001111000011111
1111010101010110111110001010101100011000001110100011101110101010
0101010110111110001010101100011000001110100011101110101010111101

9.5.6 Pi Step

The Pi step, which reorders the individual bits, results in the following array.

1001110111111100011010011011011110010010101010110100000000110101
0101000111000101110100111000000000101000010001011101110101110000
1101111000111110000000010111110100110010110011011101101111010100
1110000010011100110000111001011010000001101101111000011111111101
0111100010101010001101001000111100110100001111010110011110100111

0111011011101110101000000111010110100010000100011110000111110110
0110111110001010101100011000001110101100011010101010111101010101
1101010100001010011101000001010011111110001100111100001100010000
0111101011111110101101110110011101011000101000100001101000000001
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0101010101111111010110100101111100101111001001010110111101010010

0001100001001111101000011001111011011001101111110111010101010110
1010110001010001000011010000000010111101011111110101111001101011
1111101001000101101001101010111100111110111100000110000101011001
1111111001010000011110000111110110011101101110111010101101011110
0110111110110000010101010001001110110001001100111001111000011111

0011011010110000010011100110111001010011111100000100110101100011
0101001000101001111100011011111011011101001001011101000010000010
1111010101010110111110001010101100011000001110100011101110101010
1111001001011011111110001001100110000111111110100001100110110100
0110110100000010100011100001000110111111010110011000010001111000

0101010110111110001010101100011000001110100011101110101010111101
1000011001101101001111001001011011111110001001100110000111111110
1000011010000000010111101011111110101111001101011101011000101000
1001111110000010011010110001100110110101100000100111001101110010
0101111011111110010100000111100001111101100111011011101110101011

9.5.7 Chi Step

Next, the Chi step performs another reordering, creating the following state array.

1001010111111101011010000011110111001011000001010101010000110101
1101000110010100110111111000000000111001010100001000110101011010
1111010001111011100000111101011000110010000011011111101110011101
0110010010011100100010111000111000000100101011100010011010100011
0101001000101010001100011000111110100100001011111111011110101010

0101000001011110111011100001010110100000010100011110100111010111
0011110110100010010000010011110111101100011010100010111111010101
1101000000011000001011000001010011111110001110011101100110110010
0111101011110101001101111110011101011010111000100000101010100001
0101010101111101110100000101111100100001011011010110111100110010

0101100101000001100000010001111011010101101100011101011111001010
0010100000010101000000010000000010011111011111010111111100010111
1111100011000101101000001011101110011001111101011010010101011001
1111001111010000011110110111110110101101101110111100100100011100
0111110101001100000001010111101111110001101101111010010110011100

1011111011110000000011110101111111000011110100010100110101100011
0000001110101001001100101011111011011101011001000100110010000010
1010110101101000111110011110101100001000111100100011001001111110
1001001001000111011110000001111110000111110011111001110100111001
0100110100000010101010101001011010111111011110011100000001111100

0011011110111100101010101000011000101110100111100100101101111111

1010100001100111000111001001010101111010000011000100001111111011
1000011110000000001010101011111101100011000001111101011000101000
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1000010111100000010111110111100011101101100000100110101101110010
0101101110101011000110100010100001110110100111011011001111111011

9.5.8 Iota Step

Finally, after pre-computing the iota constants RC' =0000000000000001 for the first round
of SHA3-256, the final state array after the Iota step of the first round is as follows.

1001010111111101011010000011110111001011000001010101010000110100
1101000110010100110111111000000000111001010100001000110101011010
1111010001111011100000111101011000110010000011011111101110011101
0110010010011100100010111000111000000100101011100010011010100011
0101001000101010001100011000111110100100001011111111011110101010

0101000001011110111011100001010110100000010100011110100111010111
0011110110100010010000010011110111101100011010100010111111010101
1101000000011000001011000001010011111110001110011101100110110010
0111101011110101001101111110011101011010111000100000101010100001
0101010101111101110100000101111100100001011011010110111100110010

0101100101000001100000010001111011010101101100011101011111001010
0010100000010101000000010000000010011111011111010111111100010111
1111100011000101101000001011101110011001111101011010010101011001
1111001111010000011110110111110110101101101110111100100100011100
0111110101001100000001010111101111110001101101111010010110011100

1011111011110000000011110101111111000011110100010100110101100011
0000001110101001001100101011111011011101011001000100110010000010
1010110101101000111110011110101100001000111100100011001001111110
1001001001000111011110000001111110000111110011111001110100111001
0100110100000010101010101001011010111111011110011100000001111100

0011011110111100101010101000011000101110100111100100101101111111
1010100001100111000111001001010101111010000011000100001111111011
1000011110000000001010101011111101100011000001111101011000101000
1000010111100000010111110111100011101101100000100110101101110010
0101101110101011000110100010100001110110100111011011001111111011

9.5.9 KECCAK

These steps are repeated 24 times in the same manner, except for the change in the constants
used in the Iota step. The RC values used in each round are represented by the following
list.

RC ={

0000000000000001, 0000000000008082, 800000000000808A, 8000000080008000,
000000000000808B, 0000000080000001, 8000000080008081, 8000000000008009,
000000000000008A, 0000000000000088, 0000000080008009, 0000000080000004A,
000000008000808B, 800000000000008B, 8000000000008089, 8000000000008003,
8000000000008002, 8000000000000080, 000000000000800A, 8000000080000004,
8000000080008081, 8000000000008080, 0000000080000001, 8000000080008008}

71



The complete rounds will not be computed here, as they follow the same shifts as the first
round.

After this first block, the second block, complete with padding, is XOR-ed into the current
state array, leaving the following state array for round 2.

0000011011000010010000010000111011001100101011110100011000000110
0011011111100100001100000010001110101001010111000100100000111111
1010000111001111010100000100111100101000110110011011010010010011
1000000100010001101101100010010001010110001111111101110011010101
1000110010100111100001001111100010011111010100110000011100001110

0100101111101011010111101011001010100001110011101001110001001101
1011010001011001110111000001100100101010000101100100111111111010
0100111010011001001110000000000100001101110001011100011111110011
0010110010000111110101110010111101100111001001010011101110000011
0011100011111010110100010011000100111000011101101111011010000001

0001110100111001101011101011011111100010011101111001110011101101
0001110111000000010000010111010110111111100011010100100010110101
1011100100110001100111010100001001100011101100111001111101000101
0000000010100100010100110011010100000100011110000100110001111110
0101110111011011110010111001001101101101100101101100101010110110

1010100010011101101001101111110010100110010011111111001000000110
1000101111110000110100110100000001110111101010110010010010111010
1010011000100101110111111101001001111000011110010011001001001110
0110101001001001111100110000100100010100101111010001000000001101
0111001111011000111000010000101101101011100000110100000101010001

1100001101010101000011111011011101100101000111101001110001010101
1011100000100111111000100001000100001111111011001111001110010100
0011101011001100101001000010010100000000010010011100100100011000
0101001001000010011111000001100010110011100100101010111101110111
0110001011010010110010001110001011010010100110100110011011101111

This is processed through a second round of the complete KECCAK algorithm and, after-
wards, without the need for truncation, fed into the algorithm a third and final time. After a
last repetition of rounds 1 to 24, the final output is converted into a string, which can be rep-
resented by the hex integer d152d066 81d30d12 fa7019a2 63f5fal6 8a34cfff e6d718a6
6£91a818 7048e482.
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10 Appendix

Step | Chaining | w;,¢ | Shift Am; i-th Step Differ- | i-th Output for
Value ence M)
for M
1 aq mo 3 ay
2 | d my | 7 23T d[7]
3 | a my | 11 | 2B 1 25T [ 97 1 210 1-8, 11]
4 bl ms 19 225 bl [26]
5 a9 my 3 a9
6 d2 ms 7 213 d2[14]
7 | o me | 11 o o7 3[19, 20, -21, 22]
8 | by mr | 19 912 by-13, -14, 15]
9 |ag meg 3 210 az[17]
10 | ds me | 7 210 1 920 9% d3[20, -21, -22, 23,
-26]
11 | e Mo 11 —229 c3[-30]
12 | bs my | 19 27 b3[32]
13 Qg mi2 3 —216 222 + 225 0,4[23, 26]
14 d4 mis 7 —226 + 228 d4 [—277 —29, 30]
15 Cyq 14 11 Cy
16 b4 mis 19 218 b4[19]
17 | as mo | 3 2% — 98 931 a5-26, 27, -29, -32]
18 | ds n ) ds
19 Cs ms 9 Cs
20 | by mw | 13 216 [ 2% 97 b5[-30, 32]
21 ag mq 3 231 228 - 231 Qg [—29, 30, —32]
22 d6 ms ) dﬁ
23 Cg Mg 9 Cg
24 | be mis 13 be
25 (054 mo 3 —228 + 231 ay
36 bg 12 15 —216 231 bg [—32]
37 Q10 mo 3 —228 + 231 231 CL10[—32]
38 | dyo m1g 9 dyo
39 | cpo me 11 C10
40 | by M1y 15 b1o
41 | ayy my 3 231 an
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Table 7: Differential Characteristics in the Collision Differential of MD4 [31]




a1 | a7 = bo,7

dy d1,7 =0, d1,8 = aig, d1,11 = a1

C1 | 7 = L, C18 = L, C1,11 = 0, C126 = d1,26

bi | biii=1,b18=0,b111 =0,b19 =0

Qg | Q28 = 1, ag11 = 1, a2,26 = 0, a2,14 = b1,14

dsy d2,14 =0, d2,19 = (219, d2,20 = G220, d2,21 = 4221, d2,22 = G222, d2,26 =1

Cy | 2,13 = do13,¢204 = 0,C215 = do 15,219 = 0,290 = 0,C291 = 1,290 = 0

by | b3 =1,b214 = 1,b215 = 0,b217 = 2,17, 02,19 = 0,b200 = 0,b291 = 0,b290 = 0

az | agiz = 1,(13,14 = 1,a3,15 = 170’3,17 = 0,a3719 = 0,a3,20 = O,a3721 = 0&3,22 = 1&3,23 =

b2,23, 326 = b2,26

d3 d3,13 = 17 d3,14 = 17 d3,15 = 17 d3,17 = 07 d3,20 = 07 d3,21 = 17 d3,22 = 17 d3,23 = 07 d3,26 =

1,ds3 30 = as 3o

C3 | C317 = 1, C320 = 0, C321 = 0, C322 = 0, C3923 = 0, C326 = 0, C3,30 = 1, C332 = d3,32

b3 b3,20 - 07 b3,21 = 17 b3,22 — 17 b3,23 = (323, b3,26 — 17 b3,30 = 0) b3,32 =0

Qg | G423 = 0, Q4,26 = 0, Q4,27 = 53,27, 4,29 = b4,297 4,30 = 1, a432 = 0

dy | dioz =0,ds6 =0,dsor = 1,ds29 =1,dy30 = 0,ds30 =0

Ca | Cap9 = dang,Ca03 = 1,C406 = 1,Ca07 = 0,c409=0,c430 =0

by | bajg = 0,bs26 = a6 = 1,bs07 = 1,b499 = 1,b430 =0

as | as19 = C419,0526 = 1, 0527 = 0,a529 = 1,a532 = 1

d5 d5,19 = 05,19, d5,26 = b4,267 d5,27 = b4,277 d5,29 - b4,297 d5,32 - b4,32

C5 | C526 = d5,267 C527 = d5,27, C529 = d5,29, C5,30 = d5,30> C532 = d5,32

bs | bs29 = C520,b530 = 1,053 =0

ag Ag,21 = 1, ag,32 = 1

de | dg29 = bs.29

Ce | Co20 = dg29,C630 = do30 +1,C632 = dg 32+ 1

by | by =1

Q10 | A10,32 = 1

Table 8: Set of sufficient conditions for collisions MD4 [31]
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Step | Chaining | w; | Shift | Am, | i-th Step Difference | i-th Output for M©
Value
for M

4 bl ms 22

5 a9 o 7 231 —26 CLQ[?, ceey 22, —23]

6 | dy ms | 12 —26 4928 1 93 dy|-7, 24, 32]

7 | me | 17 —1 26 4 2B T (7, 8,9, 10, 11, -12, -
24, -25, -26, 27, 28, 29,
30, 31,32, 1, 2, 3, 4, 5,
-6]

8 | by me | 22 1— 25 — 27 — 923 by[1, 16, -17, 18, 19, 20,
-21, -24]

9 | as ms |7 1 — 2023 asl-1, 2, 7, 8, -9, -32]

10 | ds my | 12 212 4 93T ds[-13, 14, 32]

11 C3 mio 17 230 + 231 C3 [31 32]

12 | bs mu | 22 | 215 | =27 — 2B 4 23T bs[8, -9, 14, ..., 19, -20,
32]

13 | ay myp | T 224 4 231 ay]-25, 26, 32]

14 d4 mi13 12 231 d4[3 ]

15 | e mu | 17 | 20 | 25— 25 1 271 ca[4, -16, 32]

16 | b mis | 22 —2% 97 ba]-30, 32]

17 | as my 5 231 as|32]

18 | ds me | 9 27 d5[32]

19 Cs mi1 14 215 217 + 231 05[1 ]

20 b5 my 20 231 b5 [32]

21 ag ms 5) 231 CL6[32]

22 d6 mio 9 231 d6 [32]

23 Cg mis 14 Cg

24 b6 my 20 231 b6

25 ar Mg 5) ar

20 d7 mia 9 231 d7

27 Cr ms 14 Cr

34 | dy ms 11 dy

35 | co mu | 16 | 20 | 2% Co[¥32]

36 bg 14 23 231 231 bg[*32]

37 a0 mi 4 231 alo[*32]

38 le o 11 231 231 le[*32]

39 C10 my 16 231 010[*32]

45 | ayy My 4 231 a12[*32]

16 | dps mi | 11 231 d12[32]

47 C12 mis 16 231 C12 32

48 b12 mo 23 231 b12 32

49 ais mo 6 231 a13[32]

50 d13 my 10 231 dlg[-32]

51 | ci3 mys | 15 231 | 931 c13[32]

52 | bis ms | 21 231 b13]-32]
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Step | Chaining | w; | Shift | Am, | i-th Step Difference | i-th Output for M©’

Value
for M

58 | dis mis 10 231 di5[-32]

59 C15 me 15 231 C15 [32]

60 b15 mis 21 231 b15[32]

61 | aag =| my 6 231 | 231 aay = aay[32]
Q16 + Ao

62 | dd, =|my | 10 215 | 931 dd, = ddy[26, 32]
di + dy

63 | cco = my | 15 231 ccy = ccol-26, 27, 32]
C16 + Co

64 | bbg = mg | 21 231 bb, = bbo[26, -32)
bis + bo

Table 9: Differential Characteristics in the First Iteration Differential of MD5 [32]
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C1 Ci7 = 0, Ci,12 = 0, C1,20 = 0

by b1,7 = 0761,8 = 61,8,51,9 = C1,9,bl,10 = C1,10,bl,11 = 01,11,61,12 =
1751,13 = C1,13,b1,14 = 01,14751,15 = 01,15,b1,16 = 01,16,b1,17 =
01,17751,18 = 01,18,51,19 = 01,19,51,20 = 1751,21 = 01,21,51,22 =
C122,b193 = C123,0124 = 0,01 30 =1

a2 Q21 = 1,CL2,3 = 1,a2,6 = 1,a277 = 0,a2,8 = O,a279 = 07a2,10 =
0,a211 = 0,a212 = 0,a213 = 0,a214 = 0,a015 = 0,a216 =
07&2,17 = 0, az18 = O,a2,19 = O’Gz,Qo = 0>a2,21 = 0702,22 =
0, 4223 = 1, ag24 = 0, a26 = 0, 228 = 1, a2 32 = 1

dsy d2,1 = 1>d2,2 = @2,2,d2,3 = 0>d2,4 = a2,4>d2,5 = @2,5>d2,6 =
0,da7 = 1,dyg = 0,dag = 0,d310 = 0,da11 = 1,d212 = 1,d213 =
L,dy1s = 1,dy1s = 0,dap6 = 1,dogr = 1,doig = 1,dai9 =
1,d2,20 = 1,d2,21 = 1,d2,22 = 1l,da23 = 1,dy2s = 0,dz95 =
a2,25,d2,26 = 1>d2727 = 612,27,612,28 = 0>d2,29 = az,zg,dz,so =
a2 30, d2,31 = G231, d2,32 =0

Co o1 = 0,000 = 0,003 = 0,004 = 0,05 = 0,06 = 1,007 =
0702,8 = 0,02,9 = 0702,10 = 0,02,11 = 0,02,12 = 1702,13 = 1,02,14 =
1,02,15 = 1762,16 = 1,02,17 = 0762,18 = 1,02,19 = 1702,20 =
1,C2,21 = 1702,22 = 1,C2,23 = 1702,24 = 1,C2,25 = 1702,26 =
1, Co27 = 0, C2.28 = 0, C2.29 = 0, C2.30 = 0, C231 = 0, C2.32 = 0

by b1 = 0,b22 = 0,b3 = 0,094 = 0,b25 = 0,bo5 = 0,bp7 =
L,byg = 0752,9 = 1,52,10 = 0752,11 =0,b212 = 0,52,14 = 07b2,16 =
0,217 = 1,ba1s = 0,ba19 = 0,b290 = 0,b291 = 1,boos =
Lboos = 1,b206 = 0,b207 = 0,b208 = 0,b229 = 0,b230 =
0,b231 = 0,b230 =0

as az1 = lyazp = 0,a33 = l,a34 = l,azs = l,azg = 1l,a37 =
0,a3g8 = 0,a39 = l,a310 = l,a311 = l,az12 = l,az1z =
52,13,613,14 = l,a316 = 0, as 17 = 0,@3,18 = 0,@3,19 = 0,a3,2o =
0,a321 = 1,a325 = l,a326 = 1,a327 = 0,a326 = 1,a32 =
L,a330 = 1,a331 = 1,a33, =1

ds d31 = 0,d32 = 0,d37 = 1,d3s = 0,d39 = 0,d313 = 1,d314 =
O,d3,16 = 17d3,17 = l,d318 = 1>d3,19 = 1>d3,20 = 1,d3,21 =
1,d324 = 0,d331 = 1,d332 =0

C3 C31 = 0,03,2 = 1,03,7 = 1703,8 = 0>C3,9 = 0703,13 = 0,03,14 =
0,c315 = d3is5,¢316 = 1,317 = 1,318 = 0,¢319 = 0,¢320 =
0,331 =0,¢332 =0

b3 bzg = 0,039 = 1,b313 = 1,b314 = 0,b315 = 0,b316 = 0,b317 =
0, b3,18 = 0753,19 = 0,b3,20 = 1753,25 = 03,25753,26 = C3,267b3,31 =
0, b3732 = 0

Gy Q4,4 = 1,CL4,8 = O,CL4,9 = 0,G4,14 = 1,CL4,15 = 1,(14,16 = 17a4,17 =
1,6L4,18 = 1,CL4,19 = 17614,20 = 1,a4,25 = 1>a4,26 = 0704731 =
1, A4.32 = 0

dy d4,4 = 1,d4,s = 1,d4,9 = 1,d4,14 = 1,d4,15 = 1,d4,16 = 1,d4717 =
Lidsggs = 1,dsig = 0,dsp0 = 1,dsps = 0,dsos = 0,dyz =
Oa d4,32 =0

4 Caq=0,c416 = 1,c405 =1,ca06 =0,c430 = 1,430 =0

by bazo = 1,b430 =0

as as54 = bya, a516 = ba 16,0518 = 0,a530 = 0

ds dsi8 = 1,ds530 = a530,d532 = 0
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Cs C5,18 = 0, C532 = 0
bs b5,32 =0
ag — bg 6,18 = b5,187 6,32 = 0, d6,32 =0, C6,32 = 0, b6,32 = Cg,32 T 1
Cg, C12 (1334,32 =0, 512,32 = d12,32
a1z — big 13,32 = C12,32, d13,32 = 512,32 +1, C13,32 = (13,32, 513,32 = d13,32
aig — biy 14,32 = C13,32, d14,32 = 513,32, C14,32 = 14,32, 514,32 — d14,32
Q15 15,32 = C14,32
dis d15,32 = b14,32
C15 C15,32 = (15,32
bis bl5,26 =0, 515,32 = d15,32 +1
aay = Q16 + Qo 16,26 = 1, 16,27 = 0, 16,32 = C15,32
ddy = dis + do ddp 26 = 0, d16,32 = b5 32

cCyp = C16 + Co

CCo26 = 1, CCo 271 = 0, CCp,32 = dd0732, C16,32 = d16,32

Dby = 0, bbo = by + by

bb0,26 =0, 550,27 =0, bbo,32 = CCp,32

Table 10: Set of Sufficient Conditions for the First Iteration Differential of MD5 [32]
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Step | Output | w; | s; | Aw; | Output Difference of | Output of i-th step for
of i-th i-th step M
step
for M1
IV | aay, aag[32], ddo[26, 32], ccol-
ddy, ccy, 26, 27, 32], bby[26, -32]
bbg
1 aq myo 7 225 + 231 aq 26, —32]
2 dy my | 12 2° 4225 1 931 d[6, 26, -32]
3 c1 my | 17 20 + 211 4 216 4 925 4 931 1 ¢ [-6, -7, 8, -12, 13, -17,
..., =21, 22, -26, ..., -30,
31, -32]
4 by ms | 22 —2 4+ 2° 4 2% 4231 b[2, 3, 4, -5, 6, -26, 27,
-32]
5) as my | T 231 11420428 429423 as[l, -7, 8, 9, -10, -11, -
12, 13, 32]
6 do ms | 12 —216 _ 920 4 93l do[17, -18, 21, -22, 32]
7 Co me | 17 —26 227 4 931 |7, 8, 9, -10, 28, -29, -
32)
8 by my | 22 215 _ol7 _ 923 4 931 by[-16, 17, -18, 24, 25, 26,
-27, -32]
9 as mg | 7 1+ 204231 asl-1, 2, -7, -8, -9, 10, -32]
10 ds mg | 12 212 1 931 d3[13, -32]
11 C3 mio 17 231 C3 [—32]
12 b3 my | 22 | =28 | =27 — 213 1 231 bs[-8, 14, 15, 16, 17, 18,
19, -20, -32]
13 ay mi | 7 224 4 931 aq[-25, ..., -30, 31, 32]
14 dy mag | 12 231 d4[32]
15 Cy4 mug | 17 | 230 [ 23 4215 4 231 cq[4, 16, 32]
16 by mys | 22 —2%9 4 231 b4[-30, 32]
17 as mq 5 231 as 32
18 d5 meg 9 231 d5 32}
19 |cs myy | 14 | =210 | 217 4 231 cs5[18, 32]
20 b5 mo 20 231 b5 [32]
21 | ag ms | 5 231 ag[32]
22 dg mo | 9 231 ds[32]
23 | ¢ mys | 14 c6[32]
24 b6 my 20 231 bﬁ [32]
25 ar Mo 5) ay
26 d7 My 9 231 d7
27 cr ms | 14 Cr
34 dgy mg | 11 dy
35 Cy my | 16 | =25 | 231 co[*32]
36 bg mia 23 231 231 bg[*32]
37 a0 my 4 231 (110[*32]
38 d10 my 11 231 231 dlg[*Sz]
39 C10 mr 16 231 010[*32]
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Step | Output | w; | s; | Aw; | Output Difference of | Output of i-th step for
of i-th i-th step M
step
for M1
49 a1s mo 6 231 (113[32]
50 d13 mry 10 231 dlg[—SQ]
51 C13 mig 15 231 231 013[32]
52 | by my | 21 231 b13[-32]
59 C15 Mg 15 231 615[32]
60 b15 mis 21 231 b15 [32]
61 | agt+aay | myg | 6 | 23 a6 + aag = ag + aqy
62 dig+ddg | myp | 10 —215 dig + ddy = d/16 + dd6
63 | cig+ccyg | my | 15 C16 + cco = g + )
64 b16 + bbo Mo 21 b16 + bbo = b/16 + b176

Table 11: Differential Characteristics in the Second Iteration Differential [32]
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aq a1,6 — 0, aj,12 = 0, 1,22 = L, a1,27 = 0, a1,28 = 0, a1,32 = 1

d; d1,2 = 07d1,3 = O,d1,6 = 0,d1,7 = G1,7,d1,8 = G1,87d1,12 = 1,d1,13 = a1,13,d1,16 =
0,d1,17 = a1,177d1,18 = a1,18;d1,19 = a1,19,d1,20 = Gl,zo7d1,21 = 61,21,d1,22 =
0, d1,2 =0, d1,27 =1, d1,28 =1, d1,29 = a1,29, d1,30 = 01,30, d1,31 = 41,31, d1,32 =1

(&1 Ci12 = 1701,3 = 1701,4 = d1,4,C1,5 = d1,5,01,6 = 0, Ci7 = 1701,8 = 0701,9 =
1,01,12 = 1,01,13 = 0701,17 = 1,61,18 = 1,01,19 = 1701,20 = 1,61,21 = 1701,22 =
0,c106 = 1,c10r =1,c108 = 1,c109 = 1,c130 = 1,¢131 = 0,¢130 = 1

by 51,1 = C1,1,b1,2 = 0,b1,3 = 0751,4 =0,b15 = 1,016 = 0,017 = 0, b1,8 = 0751,9 =
0,110 = c110,01,11 = c111,0112 = 0,113 = 0,017 = 0,b118 = 0,019 =
L,bio0 = 0,0121 = 0,b192 = 0,b196 = 1,127 = 0,b108 = 1,b129 = 1,b130 =
1,b131 =0,b130 =1

az a1 = 0,612,2 = O,a273 =0, a24 = 0,612,5 = 1,612,6 = O,a277 = 1702,8 = 0,@2,9 =
O,az,lo = 1,CL2,11 = 1,CL2,12 = 1,CL2,13 = 0,a2,17 = 0,(12,18 = 1,@2,19 = 1,(12,20 =
1, 221 = 0, a222 = 1, a227 = 0, 228 = 1, 229 = 0, a2.30 = 0, 231 = 1, 1232 = 0

dy dyy = 0,dap = 1,do3 = 1,dy4 = 0,da5 = 1,dog = 0,da7 = 1,dag = 0,dag =
0,d2,10 = 0,d2,11 = 1,d2,12 = 1,d2,13 = 0,d2,17 =0, d2,18 = 1,d2,21 = 0,d2,22 =
1, d2,26 =0, d2,27 =1, d2,28 =0, d2,29 =0, d2,32 =0

C2 Co1 = 1702,7 =0, Co8 = 0702,9 = 0702,10 = 1702,11 = 1,02,12 = 1,02,13 = 1702,16 =
d2,16,C2,17 = 1,02,18 = 0,02,21 = 0702,22 = 0,02,24 = d2,24,02,25 = d2,25702,26 =
L, Co27 = 1, C2,28 = 0, C229 = L, C2,32 = 1,

by boi = 0,bas = 29,007 = 1,bag = 1,by9 = 1,by19 = L,bo1s = 1L,bo17 =
0,0218 = 1,b291 = 1,b292 = 1,b904 = 0,b225 = 0,b226 = 0,227 = 1,b308 =
0,b209 = 0,b3 32 = 1

as az1 = 1,613,2 = O,CL3,7 = 1,@3,8 = 1’613,9 = 17613,10 = O,a3713 = 52,137@3,16 =
0,a317 = 1,a318 = 0,a324 = 0,a325 = 0,a326 = 0,a327 = 1,a328 = 1,a329 =
]_, CL3732 =1

d3 dzy = 0,d3p = 0,d37 = 1,d3g = 1,d39 = 1,d310 = 1,d313 = 0,d316 =
1,d317 =1,d318 = 1,d319 = 0,d304 = 1,d395 = 1,d326 = 1,d327 = 1,d330 =1

C3 31 = lyezo = 1esr = l,ezg = 1,39 = 1L,ez0 = L,ezi3 = 0,c314 =
d3 14,0315 = d315,¢316 = 1,317 = 1,0318 = 0,319 = 1,320 = d320, 332 = 1,

bs bzg = 1,b313 = 1,0314 = 0,b315 = 0,b316 = 0,b317 = 0,b318 = 0,b319 =
0, 53,20 = 1753,25 = 03,257b3,26 = 03,26,53,27 = 03727,53,28 = 03,287b3,29 =
€329, b330 = €330, b330 = 1

Gy Q4,4 = 1,CL4,8 = O,a4714 = 1,CL4,15 = 1,6L4,16 = 1,a4717 = 1,(14,18 = 1,a4719 =
0,614,20 = 1,614,25 = 1,614,26 = 1,&4,27 = 1,a4,28 = 1,a4,29 = 1,a4,30 = 1,a4,31 =
0,a43,=0

dy dag = 1,dsg = 1,dyga = 1,dyys = 1,dane = 1,dair = 1,daas = 1,dsp9 =
07d4,20 = 1ad4,25 = 07d4,26 = 07 d4,27 = 07 d4,28 = 07d4,29 = 07d4,30 = 07d4,31 =
1, d4732 — O

Cy Ca4 = 0704,16 = 0,04,25 = 1764,26 = 0704,27 = 1704,28 = 1,04,29 = 1,04,30 =
1, C431 = 1, C432 = 0

by bizo = 1,b430 =0

as as4 = by, 0516 = by 16,0518 = 0,a530 =0

ds ds 18 = 1,ds5 30 = a5,30,d532 = 0

Cs cs18 = 0,530 =10

bs bs32 =0

ag — bg 6,18 — b5,187 d6,32 =0, C6,32 = 0, b6,32 = Cg32 1 1
Cy, b1o (1534,32 =1, 512,32 = d12,32
a1z — b3 13,32 = C12,32, d13,32 = b12,32 +1, C13,32 = (13,32, 513,32 = d13,32
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a14 — bia (14,32 = C13,32, d14,32 = b13,32 +1, C14,32 = (14,32, b14,32 = d14,32
ais — bis 15,32 = C14,32, d15,32 = 514,32 + 1, C15,32 = (14,32, 515,32 = d15,32 +1
a16 16,26 — 1, 16,32 = C15,32
dig d16,26 =1, d16,32 = D153
C16 c16,26 = 1, 1632 = di6,32
bis bigos = 1

Table 12: Set of Sufficient Conditions for the Second Iteration Differential [32]

—4 | 0000111101001011
1000011111000011

—3 | 0100000011001001
0101000111011000

—2 | 0110001011101011
0111001111111010

—1] 1110111111001101
1010101110001001

0 ] 0110011101000101 0110001111011010 0 0.00 0.00 1.07
0010001100000001 11101111110111nu

1 | 0000001110001111 0n11000010100000 1 0.00 0.00 1.07
100010001001000n 11010-010ulnO1ul

2 | On00100101000010 0u01001011101101 4 —3.00 | 0.00 2.07
10110-00011u0un0 --11011n100100

3 | 1u10100001110010 unn10000000000-1 5 —4.00 | 0.00 3.07
100-1un110nuuli0 001--10ululiuil

4 | 1un0010110011110 n0On0110110110100 2 —2.00 | 0.00 4.07
un1100-Oniniinul 1-01111-10110101

5 | n1ul10110101un000 ul110010110100011 4 —4.00 | 0.00 4.07
10nu10u111000010 1111--1n101011

6 | 100u100u01111nu0 10u0111001100110 7 | —=5.00 | 0.00 4.07
Oul110nuiliiuluni 1-1---101011n

7 | nn1100101n110101 00n100101010-101 7 | =5.00| 0.00 6.07
1-1111-11u1001u0 ---100nui11111

8 101110111001100u0 u1010000001100- 7 | —6.00 | 0.00 8.07
0010-0n11110uil1 -00--11-000010u

9 | 1n1u000101uuuulu 1n00010100000101 4 | =3.00| 0.00 9.07
ul1110-1010n110n0 -100-10-u1111n0

10 | 1011000101n11111 nul1101010110001- 6 —5.00 | 0.00 | 10.07
n111u-01n00un100 -011--1u0110un

11 | nnnnnnnnnnnnnnnn 1u01111111111111 9 | —9.00 | 0.00 | 11.07
nnnnnnn-nnnnnOnli | -————- Ouli0ni

12 | 0011010000001111 0101100101101101 4 —-3.00 | 0.00 | 11.07
0110000110011000 01101--1-0101nu

13 | 0100000000001000 0n001000010101- 11 | —4.00 | 0.00 | 12.07
000111100-011000 | =————- n1010n1

14 | 1001100010001100 nu00001010011-- 11 | —2.00 | 0.00 | 19.07
0-0---0110101 -—--1n1100uu
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15 | 1101101011111-1 uul01101010-1-1- 11 | —=0.07 | 0.00 | 28.07
————— 00010n -—--1-1n011n1
16 | 11111100---- 1101001010100-- 0 —1.00 | —1.00 | 39.00
————— 0-0111 ----1010101u
17 | 0000------ 1u0011100111—- 0 —1.00 | —0.99 | 38.00
_____ 1-1111 ----111011u0
18 | =-0------ —————- 01u- un00111011-0-0- 0 0.00 0.00 | 37.00
-—--0n0011nu
19 | ———————— - C n 1u1100011111-- 0 | 0.00 | 0.00 | 37.00
————1un011n0
90 | —————— T n1101001100--- 0 | —1.00 | —1.00 | 37.00
————— 011000n
. n- 1u1000110-1-0—- 0 | —2.00 | —2.00 | 36.00
———=0u1000n0
99 | —mm——m ———C n- 1n011010011--- 0 | —2.00 | —2.00 | 34.00
———-0u0110n1
93 | —m——mm - 0n10011011-—- 0 | —1.00 | —1.00 | 32.00
-—-—-011111n0
3 00101001-0-0-- 0 | —1.00 | —1.00 | 31.00
-—--001010n1
o | - ______C n- 0001110111-——- 0 0.00 | 0.00 | 30.00
----1u100100
26 | ———————— n00010000--—— 0 | —1.00 | —1.00 | 30.00
-——-0-11111n1
D n001111-1-1——- 0 0.00 | 0.00 | 29.00
----11101010
98 | - _______C ul0111110-——- 0 | —1.00 | —1.00 | 29.00
————— 11001n0
90 | - ______C n- n0011100-——— 0 0.00 | 0.00 | 28.00
----1u110010
30 | ———————= 001010-1-1-—- 0 | —2.00 | —2.00 | 28.00
----101010110
31 | - T n- u0110101---—- 0 0.00 | 0.00 | 26.00
----0u110111
30 | - _______C u101001-——— 0 | —2.00 | —2.00 | 26.00
----011111010
33 | —m———— —————_C u- 00010-1-0———- 0 0.00 | 0.00 | 24.00
---110n100000
34 | - T 1011010-——— 0 | —2.00 | —2.00 | 24.00
----001101110
35 | —m————mm o C n- 101111-———- 0 0.00 0.00 | 22.00
---010u111001
36 | ———————- ———————C ni11-1-1——-—- 0 | —1.00 | —1.00 | 22.00
----1010110u0
37 | —m—m——m 110110-——-—- 0 0.00 0.00 | 21.00
----100000000
38 | ————o- - __C n1001-————- 0 0.00 0.00 | 21.00
----010111110
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30 | ——————— ————___C ull-0-1--——— 0 0.00 | 0.00 | 21.00
----101101011

40 | ——————— - T 01010--———- 0 0.00 0.00 | 21.00
----01011100

A1 | ——————-2 ——_C 1011--———- 0 0.00 0.00 | 21.00
----100100000

4D | —————-- ——____C 00-0-0-——— 0 0.00 | 0.00 | 21.00
----100111001

7 1101-————- 0 0.00 0.00 | 21.00
-——-001111011

A4 | ——————-- . C 011-—————- 0 0.00 | 0.00 | 21.00
-—-—-10010000

45 | cmmmmmm e —C 1-1-0-————- 0 0.00 0.00 | 21.00
-—-—-101111000

T 110-————— 0 0.00 | 0.00 | 21.00
---1011010010

A7 | ————— - C 01-—————- 0 0.00 | 0.00 | 21.00
----101011000

AR | - ______C -0-0-———- 0 0.00 0.00 | 21.00
----101100001

49 | —————- —___C 10-————- 0 0.00 | 0.00 | 21.00
---1101010111

50 | ————m— - ———— — O——————— 0 | —1.00 | —1.00 | 21.00
---1010101n11

5] | ——mmm o —m—— n- 0-1--—————- 0 0.00 0.00 | 20.00
---10u100011-

5 | mmmmmmem 1-———————— 0 | —1.00 | —1.00 | 20.00
-—--001000u11

B3 | c———om = | T 0 | —2.00 | —2.00 | 19.00
---110111n00u

B4 | ——————m o C n—— B 0 | —1.00 | —1.00 | 17.00
-——-ul11011-u

BE | c———mm” o= | - C 0 | —1.00 | —1.00 | 16.00
---101010u00u

56 | ———————— —mme—— | ———— 0 —2.00 | —1.91 | 15.00
-——-0111n10u-

B7 | ——————mm - C n—— 0-——————- 0 | —1.00 | —1.00 | 13.00
---u111000-u-

< 0 | —2.00 | —1.83 | 12.00
---0-1010unilu-

5 | cmmmmmm u-- | ——————— - 1in0inliu- 0 —2.00 | —1.87 | 10.00

60 | ———————— ————— n--- | —————— 0 —2.00 | —1.00 | 8.00
---u-11000xu-0

61 | ———————= e — [ e 0 —2.00 | —1.00 | 6.00
-—-0000n01ux-

62 | ~———— - e[ e 0 —3.00 | —1.89 | 4.00
---1000n00n-x-

63 | e n-—- | ——————— 0 | —1.00 | —1.00 | 1.00
--u-10010-n-n-
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64 | ———————= ———————-
Table 13: Characteristic used for the first block of the 64-step collision [4]

i [ A4 AW, Fy | Pu(i) | B) | N0

—4 1 1111001111110001
0000010000n10011

—3 1 0110111011100000
1010001110011101

—2 ] 1100101110110010
0011110111000100

—1 1] 1001011011110100
100111001n110101

0 | 1010000000011110 0011101100101010 1 0.00 0.00 1.24
1110010101101000 101101-0111000nu

1 1111001001110010 1n1010101101000- 3 —3.00 0.00 2.24
110010-10000n1nu -0100101uiniiul

2 | uu10001001100001 0u10011010011100 2 —2.00 0.00 2.24
000001nu01un01ul 10011-11n101110

3 | 0ul10010110111100 nunl1110111101010 0 0.00 0.00 2.24
000nnnn01011ulnn 010011010n0u01n0

4 | Onu1110110110n00 nOn1110110111110 0 0.00 0.00 2.24
10uuuuOuunuululo 0010001000001110

5 | 1000111nu111u000 1u010101101000110 2 —1.00 0.00 2.24
1n11111100100001 10-00101-u100000

6 | ul1110un101n0u01 10n1011011100-10 5 —2.00 0.00 3.24
11-1011n010u1010 110--10011011u

7 | u001ul11nn0101011 11u10011111001- 6 —4.00 0.00 6.24
100n--0u011n111 -00-0-10uu00011

8 | 1n010101001ul0ini u0111110010110- 9 —7.00 0.00 8.24
0000-0-11000u011 -0--1-001110n

9 | 01001uln10100110 1n11110101100-- 12 | —10.00 | 0.00 | 10.24
100101-1-yu10100 | ————- u0001n0

10 | uuuuuuuuuuuuUUU nu0100001100010 9 —8&.00 0.00 | 12.24
uuuuuuu-1100u011 0————- n1001nu

11 | 010011101111110 1n0010110111100 6 —6.00 0.00 13.24
0011111un-0111100 1001---1n001u0

12 | 110000001011111 101010011011001 3 —2.00 | —1.00 | 13.24
1111111111111u110 001000--001010nn

13 | 011000010111111 1n0000010110111 8 —2.24 0.00 14.24
1111111-0110110n 11----n1110u0

14 | 010111111001101 uu01000110110- 12 —4.00 0.00 | 20.00
0110----01Qu0 | ————- 1u0-11nn

15 | 010100100100000 un110110000-0-0 11 —1.00 0.00 | 28.00
10-————- 00nu -——=1-0n000n1

16 | 001001001011-- 1100010100000- 0 0.00 0.00 | 38.00
—————— 10010 -----1101001n
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17 | 100000——--- On1101111101-- —1.00 | —0.99 | 38.00
_______ 1000 -----11-001utl

18 | ——0----~ ——————- Oul nnl11101111-0-1- 0.00 0.00 | 37.00
————— On0010nu

I e —— n 0u1100011010-- —1.00 | —1.00 | 37.00
———=1un000n1

20 | -0~ ———————— n0101010011—- —1.00 | —1.00 | 36.00
-——-11-10110n

T — n- 1u0001000-0-0-- —1.00 | —1.00 | 35.00
-—--0u1000n1

D e —— n- 0n010001010--- —2.00 | —2.00 | 34.00
-—--0u-011n1

93 | —————— - 1n10010111--—- —1.00 | —1.00 | 32.00
————— 00101n1

M | e T 11011111-0-1-- —1.00 | —1.00 | 31.00
----000101n1

oF | —c———-- __—___C n- 0010000100--- 0.00 0.00 | 30.00
-—--0u010000

26 | ——————- u10011101-——- —1.00 | —=1.00 | 30.00
-—--001000u0

97 | - n100100-0-0--- 0.00 0.00 | 29.00
----01010001

98 | ————- u11001101-———- —1.00 | —=1.00 | 29.00
-—--0-0-100n0

90 | —m—m——m ————C n- n1111011---—- 0.00 0.00 | 28.00
----1u110000

30 | ———————= - __C 100110-1-1--—- —2.00 | —=2.00 | 28.00
----00-00100

3 u- 10000101———— 0.00 0.00 | 26.00
----1n000111

30 | - —______C 1011010-——-—- —2.00 | —2.00 | 26.00
---0001111100

33 | —m—m—mmm o C n- 11111-0-0--—- 0.00 0.00 | 24.00
-—---0-u100101

34 | - _C 1011010-——-—- —2.00 | —2.00 | 24.00
-—---0-0000000

35 | ————mm ———C u- 100100--——- 0.00 0.00 | 22.00
---010n011010

36 | ———————- ——————C n100-0-1--—- —1.00 | —1.00 | 22.00
---0-1-11010n0

37 | ———————- - __C 010111----—- 0.00 0.00 | 21.00
-—-—-100001001

38 | - u0001--————— 0.00 0.00 | 21.00
-———0-0001101

30 | cm—mmmm 100-0-0-———- 0.00 0.00 | 21.00
-—--101010100

40 | —————m —————_C 11110-————- 0.00 0.00 | 21.00
-——-010000101
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A] | ——————- T 0011-————- 0.00 0.00 | 21.00
~---011010010

4D | —————m 00-1-0-——— 0.00 0.00 | 21.00
~---01-001100

43 | ————— - C 1010--———— 0.00 0.00 | 21.00
~---001111100

A4 | = 000-—————- 0.00 0.00 | 21.00
---11-0011100

A5 | - 0-1-0-————- 0.00 0.00 | 21.00
~---1-1100101

46 | ———————— 000-—————- 0.00 0.00 | 21.00
~--0--010010

A7 | e 11-————— 0.00 0.00 | 21.00
~---001010101

AR | - _______C -0-0-————- 0.00 0.00 | 21.00
~--1100111001

49 | - ______C 10-—————— 0.00 0.00 | 21.00
-——-0-1111110

50 | ———————— ———————_ 0-—————— —1.00 | —1.00 | 21.00
---11-1100n10

Bl | mmmmmmm n- 1-0-=—=—==—- 0.00 0.00 | 20.00
---10u010110-

52 | ——————m —————_C P —1.00 | —1.00 | 20.00
----0000001u10

B3 | cmmmmmm —mmmo— | o —2.00 | —2.00 | 19.00
---011011n10u

BAd | ———m——m = n—— - —1.00 | —1.00 | 17.00
-—--u-11011-u

BB | cmmmmmm —mmmmmem | —1.00 | —1.00 | 16.00
---111011u01u

56 | ———mmmmmm —mmmmm— | mmmm—— —2.00 | —1.91 | 15.00
---01-00n10u-

57 | =—======= —————— n-- 1-————- —1.00 —1.00 | 13.00
-—--ul01111-u-

B | —cmm—mmm o= [ T —2.00 | —1.83 | 12.00
---10-00unOu-

5O | ———m——m - u-— | ————— —2.00 | —1.87 | 10.00
-—=0n0Olullu-

60 | e - e —2.00 | —1.00 | 8.00
-—-—n-0-111xu-0

6l | e = [T —2.00 | —1.00 | 6.00
-—-0100u01lux-

62 | —————— = | ———C —3.00 | —1.89 | 4.00
--—-0-ulln-x-

63 | ————mm—— ————— u--- | ——————— —1.00 | —1.00 | 1.00
--n-10110-u-n-

64 | ———————= ———————-

Table 14: Third characteristic used for the second block of the 64-step collision [4]
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