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Abstract

This paper focuses on the histogram density estimator and examines its prop-
erties in the classical setting, as well as with regards to Differential Privacy.
Preserving privacy is an important part of contemporary statistics, and it gen-
erally entails a trade-off between accuracy and privacy. Numerous techniques
for preserving privacy have been proposed, a rather recent development is Dif-
ferential Privacy, where one releases a randomized database. In this context we
determine lower and upper bounds on the minimax mean integrated squared er-
ror of the histogram density estimator in both the classical and the differentially
private setting.



Zusammenfassung

Diese Arbeit konzentriert sich auf den Histogramm-Dichte-Schétzer und unter-
sucht seine Eigenschaften im klassischen Rahmen sowie im Hinblick auf Dif-
ferential Privacy. Ein wichtiger Bestandteil der modernen Statistik ist die
Wahrung der Privatsphére, wobei dies im Allgemeinen einen Kompromiss zwis-
chen Genauigkeit und Privatsphére mit sich bringt. Es wurden zahlreiche Tech-
niken zur Wahrung der Privatsphare vorgeschlagen, eine relativ neue Entwick-
lung ist Differential Privacy, bei der an Stelle der original Daten, eine ran-
domisierte Version herausgegeben wird. In diesem Zusammenhang bestimmen
wir untere und obere Schranken fiir den minimax mean integrated squared error
des Histogramm-Dichte-Schatzers sowohl fiir den klassischen, als auch fiir den
Fall unter Differential Privacy.
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1 Introduction

Releasing any information based on the data of individuals carries with it an
inherent risk. A malicious actor with auxiliary information has the opportunity
to draw conclusions about an individual (Gambs, Killijian, and Prado Cortez
2014, Narayanan and Shmatikov 2008, Malin and Sweeney 2004). Numerous
privacy-preserving techniques have been developed (Sweeney 2002, N. Li, T.
Li, and Venkatasubramanian 2006, Kooiman 1997), in this paper we focus on
the notion of Differential Privacy, first formalized in Dwork et al. 2006. In the
framework of Differential Privacy not the original data, but a randomized version
of it is released. This leads to a trade-off, the stronger the randomization, the
stronger is also the protection of the privacy of the individual, but the accuracy
of the inference based on the randomized data decreases.

In this context we examine the asymptotic properties of the histogram den-
sity estimator, first in the non-privacy-preserving setting (Section 2). After the
formal introduction of Differential Privacy, we also consider the estimator in this
context (Section 3). We reproduce classical results in the ordinary setting, and
show that the differentially private histogram has worst case risk bounded by

_28 28 2 28
C max {(ne) P+, n~ 26+1 } from above and by c¢max {(ne) AL, n 28+1 } from

below.



2 Classical Density Estimation

Let
P(L.B) = {mp: 0,1] = Ry [ ple)ds = 1,1p(s) — ()] < Lls - tﬂ} ,

with L € (0,00) and 8 € (0,1] be the set of continuous probability densities
on X = [0, 1], which are also in the set of Holder continuous functions H (L, 3).
Consider X1, ..., X,,, independent and identically distributed random variables
with probability density p € P(L, 8) with respect to the Lebesgue measure. The
sample size is n € N and we will denote the n-fold product measure with respect
to p as Pp.

Definition 1. Let m € N be the parameter that controls the number of bins
and their width. Define A; := [ —L] and Ay = (&1L m] for k = 2,.
Ay, represents the k-th bin. Cp(X {i | X; € Ak}| Yo Ia, (X5) is the

number of observations in the k- th bm Then py(s) == m> -, %]lAk(s) is
called the histogram density estimator at s € [0, 1].

2.1 Upper bound in the classical setting

Theorem 2.1. Consider a p € P(L, ), then an upper bound for the Mean
Integrated Squared Error (MISE) of p,, is given by

28
~ ~ m 1
Ryn(B) = By[llpn — pll3] < — + L7 (m) .

Here E,, denotes the expectation with respect to P,.

Proof. First consider the following decomposition of the MISE,

Bl ~ 518 =, | [ Gn(o) - 0P| = [ Bl50(0) ~ i)l
— [ Balpale)? = 25 (wple) + plelda
= [ Bylin(o)?] = 2B, (@)lp(o) + (o)
= [ Bylin(@)?] = Byl @) + Byl (@) — 2B @)lp(o)

+ p(x)*dx
= | Balpn@) = Eylpu(@)Pdo + [ Byl
— 9, [ ()]p(x) + pla)?)do
= | Bylin@)? — Byfpu(a) dx+/<E (@) — pla)2ds

/ Vary(pn(z dx—i—/ Bias(pn(x dx.
x



We will co
bound can

nsider these terms individually. For the variance term, an upper
be found as follows,

[ vary@a(s)ds

i

2 m
Vary (mz —]lAk > ds = %/ Vary, <Z Crla, (s )) ds
k=1

Z/ Var, (chhk ) 1 =5 [Z/Jvcn«p
va«p iVarp <Z 1a,(X; )

[i > Var, (1a,(X))) ] _m

j=1i=1

ZnVarp (]lAj (Xl)) ‘|

j=1

ZVG?"Z, ]lA X1 ] = liE ]lA X1 —Ep[ﬂAj(Xl)]Q]
> Ey[la, (X1)] — Eplla, (X))
iP(XleAj)— (X]EA ] % Zm:leeA ‘|




Now for the Bias term,

/X [Bias(pn ()] ds

Il
Mg\\

- /A *ZZEP 1a, (X)) 1a,(s) = p(s)| ds
Jj=1 J k=1i=1

S5 ED 9 WL TFINEE M} ds
=8 LM o=

:Z/AA :ZP(XiEAJ‘)—p(S)] ds

:Z/A [m P(X; € A;) ds_Z/ [ / dt_p(s)l ds
m 2

£ e

Here p(s) = mfAj p(s)dt was used, and

[, Biastzo) MZ/ :m(/&

J

S LG e G)

Therefore an upper bound for the MISE of p,, is given by

m 1\%
Ellp, —pl3l < =+ L% (=) .
Al -5l < 2 4 22 ()

Ip(t) — p(s) Idtﬂ ds

O

According to Tsybakov 2009, Theorem 1.1 the minimax optimal m is given
1
by m = n2#+1. Which leads to the following upper bound for the MISE: E, [||5, —
plI3) < 77 (L2 4 1).



2.2 Lower bound in the classical setting

This section is adapted from Tsybakov 2009, Chapter 2.

2.2.1 Reduction to minimax probability of error

This section follows Section 2.2 from Tsybakov 2009. Earlier we established an
upper bound for the MISE of p,, given by

inf sup Rpn(p) < Cvs,

P peP(L,B)

28 .
where 7, := n~ 2A+T and some constant C. To find a lower bound for this
expression, we start by considering

Eplv 1Pn = plI3] = aPy (i 15n = plI3 = @) = aPy(|lpn — plI3 = avn),  (2.1)

where a > 0 and the Markov inequality was used. This fact gives rise to the
observation, that it is now enough to identify a lower boundary for this proba-
bility. A lower bound for the minimax MISE of p,, can therefore be constructed
by considering a ¢ such that

where
Up 1= AYp- (2.2)
Further observe that

inf  sup Pp(”ﬁn _pHg > up) > inf sup Pp(”f)n _p”§ > Un),

P peP(L,B) P pe{po,p1,..-pn}

where h € N and {po,p1,...pn} CP(L,B). If

|pi — p;l|3 > 4uy, for all 4,5 € {0,1,...,h} with i # j (2.3)
then

Py, (150 = pill3 > un) = Py, (0" # 5), 5 €{0,1,..., h}. (24)
Here p* : X™ +— {0,1,...,h} is the minimum distance test, given by

* . ~ 2
P —argogmklgh\\pn Pll3-
Then inequality (2.4) follows from the fact that for k # j
* U . =~ 2 .
" #j} = {argorgr}clghllpn prllz # 7}

~ 2 . ~ 2

C{llpn —pilz = Og}gghllpn —pella}
k#j

={lpn —pjll2 = ogmkigh”ﬁ" — prll2}-
k#j



The triangle inequality and (2.3) motivate the following observation:

o — pill2 < Pk — DBull2 + lpj — Pull2
= [|pn — prll2 > |lpx — pjill2 — [Ipj — Pull2
= [P0 — prll2 > VAun — Ipj — Pnll2-

V

Therefore
{p* # 3t C{lIpn — psll2 = min Vdu, — [|pn — pjl2}
0<k<h
2

= {llPn = pjllz = VAupn = [[Pn = pjll2}
= {llpn = pill3 > un}-

For {po,p1,...,pn} that satisfy (2.3), it holds that

inf  sup  Pp(llpn — pll3 > un) > inf max B, (7 #j),  (2.5)
P pe{po.p1,---pn} T 0<j<h

where inf; is the infimum of all tests and a test is defined as a F™ =: B((0,1))"
measurable function 7 : X — {0,1,...,h}. Therefore in order to find a lower
bound for the MISE of p,, it is sufficient to find a lower bound for

= inf max, By (7). (20)

2.2.2 Lower bound of the minimax probability of error

Theorem 2.2. (Proposition 2.2 in Tsybakov 2009) Consider probability mea-
sures Py, P1, P, ..., Py on (X", F"). Further define Fgy, Ffy, ..., P, as the
absolutely continuous component of Py with respect to Py, Ps, ..., Py, respec-
tively. Then

h
vh 1 aprg ;
> — | = , J >
Th Z SUPv>0T hZPj ( ap, _v)

=1

Proof. First let v > 0 and define A; := {dj ;ilj

test 7 it holds that U?Zl{r = j} = {7 # 0} and that the events {r = j} and
{T = k} are disjoint for all j,k € {0,1,...,h} with j # k. Thus we have

> v} and observe that for any

h h
Py(r #£0) = Po(r=4)>> P;(r =)
j=1 j=1

h
>vy P({r=j}n4,),

j=1

where this inequality follows from

/ dP¢ / dr,; dpP; > / dP
0) .= i = v s
=iy Jg=gy AP (r=i}na;




for all j € {1,...,h}. Therefore

(r#0)>v Z ({r=itn4y)
N
:vZ[PJ({Tz D= Pi({r =7} \ 4))]
ZUZ[PJ'(TZJ) P;(A7)]

1 h h
AR5 S I oreven
j=1

j=1

| [
% /\

- ),

vh(fo

where 6 := %2?21 Pj(t=j) and o := 3 ZJ 1 P ( dng < v) Now consider

s Py # ) = max {Fu(r £0) e Pi(r 7))

0<j
1t

> max { vh(fy — a), x Zle(T £ 7)
j=

= max {vh(fy — «),1 — by}

> - —0}.
0r<1f191n1 max {vh(f — «),1 — 0}

Setting vh(f — o) =1 — 0 yields 0 = “vhfjll. With this

ha+1 ha +1
min max {vh(f —a),1 — 0} = min max{vh(v at —a),l—w}

0<0<1 0<0<1 vh+1 vh+1
_vh(l - a)
1+vh
Finally
vh(1—a)
> J—
o252, i #9) 2 g maxoh(h = a), 1 =0} = oy
DALY
1t vh h = I '

O

Definition 2. The Kullback—Leibler divergence between two probability mea-
sures P and Q is defined by

JwdEdp, ifP<Q,

400, otherwise.

DKL<Pa Q) = {



Lemma 2.3. (Lemma 2.2 in Tsybakov 2009) If P and Q are product measures
of the form P =@, P, and Q = ., Q;, then

Dgr(P,Q) = ZDKL P, Qi)

i=1

Lemma 2.4. (Lemma 2.5 in Tsybakov 2009) The second Pinsker’s inequality
states that if P < @, then

/max{O,lnjg}dP < Dkn(P,Q)+ w.

For a proof of this lemma, see Appendix B.2.

Theorem 2.5. (Proposition 2.3 in Tsybakov 2009) Consider probability mea-
sures Py, P1, Py, ..., P, on (X", F™), which satisfy

h
Z PO <777

where 7 € (0,00). Then for rj, as defined in (2.6) we get

vh n+Z
> 1
rhoigr<)1<1+’uh< + Inv >>
Proof. In light of Theorem 2.2 it is sufficient to verify that
h
1 i n++2
— 2 > >1
h z:: ( ) LT
for all v € (0,1). Because of the condition on the Kullback-Leibler divergence,

it immediatly follows that P; < Py and dP’ = d‘gzj
j€{1,...,h}. Therefore

dFg§ dp; 1 dPpP; 1
P; Jdspy)l=P (=L <Z)=1—P, (In—% >In-
J(dpj—”> J(dpo—v> I\ Mg, " )
dp; dP; 1
=1-P; (maX{O lndPo} +m1n{0 lndpo} > In v)
dPpP; 1
dP;
>1-— /maX{O lndPO}dP
where the Markov inequality was used. Then
drg;
P; dP 1——/max OlndPO dpP;

1 Dri(Pi P
>1—lnl<DKL(Pj,Po)+ KL(]O)>,

D‘M—‘

Pj-almost surely for all

2

v



by the Pinsker inequality, Lemma 2.4. Now the following result is given by the
Jensen inequality,

h h 2
1 1
E;\/DKL(PJ‘JDO)S E;DKL(PJ';PO) <N
And therefore
lip_ dp(ij > >17i li D (p, P)+ DKL(PijO)
he 7\ dp, =) Tl B |[TREET 2
SRR SR
- 1n% Inv

O

Theorem 2.6. (Theorem 2.5 in Tsybakov 2009) Let h > 2 and consider
P0sP1s - - -, Pn € P(L, 8), which satisfy the following conditions:

i |lpj — prll3 > 4u, >0forall 0 <j <k <hand
ii. £ Dir(Py,. Pp) < n'lnh,

where 7/ € (0, §). Then

Vh 2n’
inf sup P(|p—pl3>un) > —=[1-20 — > 0.
b peP(L.f) PP = pllz 2 ) 1+vh nh

Proof. We use Theorem 2.5 where we set n =7’ Inh and v = 1h. With this we
get

S

—=h 7' Inh+ /) Tt
e e il e
TR L g
AT SR £Vl
1++vh Inh
f

v

h , 2n/
1+\/E<1_<277Jr 1n2>>
o (s

for 7' € (0,3). The claim follows with (2.5). O

2.2.3 Comnstruction of PDF candidates

This section follows Section 2.6.1 from Tsybakov 2009. Consider a ¢y € (0, 00)

1 k—21
and define w,, := [conwﬂ-‘, Thp = L and x_ j = 1. Further define

Wn, Wn,




K(y) *exp( >]1( 1,1)(y) and

G5 A) = AL (1

Wn

B
) (K (b — 24.4)) — K (dwn(z — 2 0)),

where 0 < A < 1 sufficiently small and k& € {1,...,w,}. Now consider the
following partition of [0,1], similar to the one employed in section 2, A; :=

[0, w—n] and Ay = (w;1>%] for k € {2,...,w,} and Ay = [O,iL _1 =
(2741; aF} and A+ :(k 172212,"1]7A7,k (%a%}

Figure 1: Example of ¢1(z;\) with A\=L = =1 and w,, = 3.

0.10
1

0.05
1

0.00
1

-0.05

-0.10

00 02 04 086 08 10

Figure 2: Example of ¢1(z;\) with A=L =p5=1 and w, € {3,4,5,...,15}.
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Lemma 2.7. The function ¢, has the following properties:

i gp(zsA)=0forallz e R\ Ay and all k € {1,...,w,},

Wn,

2 2 2B+1
i [ (Gn(a;\)2de = 2L ( 1 ) K2 for all k € {1,...,wy,},

iii. fol ér(z;N)dr =0 for all k € {1,...,w,} and
iv. |or(z;A) — ¢ (y; )| < Llz —y|? with A < 2L and forall k € {1,...,w,}.
v. |p(x; A)] < 1T with A < £ for all z € [0,1] and for all k € {1,...,w,}.

Proof. We start by proving the first statement. First observe that R\ A; =
(—o0,0)U (i o0) and R\ Ay = (— oo,kwl]u(w oo) for all k € {2,...,w,}.
Then we will look at the first use of the function | K for the case k =1 ﬁrst It
is obvious that it is sufficient to examine the indicator function. We check for

which x € R it holds that 1(_q 1)(4wn(z — 24 1)) = 1. Therefore

1
—1 < 4wy (x — <l &= —<z— —
wn (2 = 24.1) 4w, v Wy, 4w,

— 0<z<
Wn,

We have shown that 1(_1 1)(4wy(z —241)) = Lforall z € (0, 7.—) C Ay 1 C

Ay and therefore K(dw,(x —x41)) =0forallz e R\ Ay D R\ A;. It can

be shown in a similar fashion that K (4w, (x —2_1)) =0forallz e R\A_; D

R\ A;. This implies the desired result for k = 1, the proof for k = 2,...,w,
follows the same structure.

Now for the proof of the second statement. Let uy = 4w, (z — x4 %) and
u_ = 4wy (x —x_ 1), then

/Ol(qbk(x;)\))gdx = /01 ()\L (u}n)ﬁ (K (uy) — K(U))>2d1‘

—a2p2 <1>2ﬁ /01 (K (uy) — K(u_))? da.

Wn
The next two equalities follow from Lemma 2.7.1 and the observation that

K(4wp(z — z44)) = 0 for all z € R\ Ay ; and K(dw,(z — z_%)) = 0 for
allz e R\ A_y for all k € {1,...,w,}. Therefore

(ug) = K (u-))* dz

) |,
)25< AM ))Qd:c—l—/A’k(K(u))zdx)
)

o ( 1K<y>>2dy+ / 1 <K<y>>2dy)

4wn

1
/ (¢ (z;N))?dr = N2 L2 <
0
a2 (L
Wnp,

= \21? (1
Wn,

>\2L2 1\
(o) e

1
w,

-1

11



The third statement follows immediately from the construction of ¢g.
To arrive at a proof of the fourth statement, we first show that K is Lipschitz
continuous. Consider

2z exp <7 T2 —112 )

K'(gj): I (== A for —1<z<1
0, otherwise
and
2(3&:471) exp 7ﬁ
K" (x) = (1—z2§4 ’2)7 for —1<a<1

0, otherwise.

Setting K" (x) equal to zero on (—1,1) provides z1 2 = :I:f/g. Then for K’

it holds that ‘K ! (:I: Y %)‘ < §7 and K is therefore Lipschitz continuous with

constant 3. This in turn implies that K € H(3,3). Then

1 B
na5) = u ) =L (- ) Ko = 2.0) = K0 (o - 2-)

n

— K(dwn(y — 24 1)) + K(dwn(y — 2 1))|

B
<AL () (Ko = 210) — Ky = 21,00

n

+ 1K (4wa(e = -0) = K (duwn(y = 2-1))
<AL (1>ﬂ <4|4wn($ — a4 k) — dwn(y — a4 )|”

W, 5

44wy, (2 — x_ k) — 4w, (y — x_7k)|ﬁ>
+ 5

48
= 8§AL|$ —yl’ < Ljz —y|°,

for A < 24%.
For the fifth statement, let K,,q, := max,e(—1,1) K(x) and consider

1 B
onai ] = AL (- ) (Gl = 21.0) = Kdwn o - x_,m‘
1" 1)’
< AL () Kmmaz| = |AL () e <|ALe7t <1,
Wn, Wnp
for A < % O

Now consider Q := {0,1}"~, the set of all binary sequences of length w,,.
Then define po(x) = 1j9,1)(2) and

Y= {pw(x) = po(z) + iwk(bk(x;/\) fwE Q} i

k=1

12



Now for w,w’ € 9,
1
- ’ 2 = w — Puw’ 2d
e =psl = [ (ufa) = pur () d
1
:/ ( —l—z:wkqbkx)\ Zwk(bkxA) dz
0
1 W, 2
:/ (Z(wk—w;ﬂ)(gbk(x;A)) dx
0

N =1 N 2
Z/ (Z Wk wfc)ﬁf)k(x;)\)) dz.
j=1785 \k=1

Using Lemma 2.7.i and Lemma 2.7.ii we get

W

I =l = Dy = [ (030 da

j=1 Aj

un A2L2 [ 1\

— 2 . K2

IR (o) e

)\2L2 1 28+1

== (w) I K||2dnam (w,w'). (2.7)

Here dpgm(w,w’) denotes the Hamming distance between w and w’, i.e. the
number of differing components between the vectors.

Lemma 2.8. If 0 < A < £

< f, then p,, € ¥ is a probability density function.

Proof. With Lemma 2.7.iii it immediately follows that

/0 po(z)dz = / pule) + 3 e =

Then according to Lemma 2.7.v, for z € A;

Do) = po(@) + 3 wrdna: A) = po(@) + wih5 (a3 A) > polr) — wi =0,

forall j € {1,...,wp}. O

As it was established in Section 2.2.1, we need to construct functions p; »,

28
where j € {0,...,w,} such that ||p;, — 2 > 4du, o< n”7 for j # k.
This can be accomplished with the previous construction, where ||p,, — pu/||3 =

L72 1 2ﬂ+1 ||K||2d ( / 1 2,3+1 d ’ W, h h" ‘.d ~
5Aham (W, w') ham (w,w’). With this considera

2 Wn, Wn

tion, it is sufficient that dpam(w,w’) o< wy,.

13



2.2.4 Lower bound of the MISE

Theorem 2.9. (Lemma 2.9 in Tsybakov 2009) The Varshamov—Gilbert bound
states that for n > 8 there exists N > 25 and {w(©®,... , w®™} C Q= {0,1}"
such that w(©® = (0,...,0) and

d}lam(w(i)7w(j)) > ga

for all 4,7 € {0,..., N} with ¢ # j.
A proof of this theorem is given in Appendix B.1.

Theorem 2.10. (Theorem 2.8 in Tsybakov 2009) Let L > 0 and 3 > 0, then
there exists ¢ > 0, such that

liminfinf sup Ep(n%nﬁn —p||§) 2 c.
n=00 Pn peP(L,B)

Proof. Let {w©® w® .. oMY C Q = {0,1}*" as in Theorem 2.9 and let
n € (0,%). Further define p;, := p,u and Pj,, as the probability measure
with respect to p;, for all j € {0,...,N}. Additionally let P, denote the

n-fold product measure with respect to p;,, for all j € {0,... ,N} and let 0 <

A < min {%, %ﬁ}. We check the assumptions of Theorem 2.6, in order to apply

it. Therefore we examine if the following holds true:

a. ||pjn — Penll3 > 4u, for all 4,k € {0,..., N} with j # k,
b. pjn € P(L,B) for all j € {0,...,N} and

. &3 Dgr(Pr, PE,) <n'InN.

For the first assumption, we recall (2.7),

N2 /1
D5 = Prnll2 = [Pt — poco |2 = (

26841 4
() KB,

n

With Theorem 2.9

N2L2 1\ w,  AL2 1\
s = mall 2 25 (o) 1K1 =2 (o) IKIE,

28+1
for all w,, > 8. Now set ng = (%)

28+1\ 2T
a1 8
Wy = ’VCOanrl—‘ > |co (() > =38,
Co

23 _1 28 1 26 28 _2B 23 _28
w?P = {conwﬂw <|(14= ¢y n2+T < (2¢0)“PnzET,

, then for all n > ng we have

and

14



We can therefore conclude that

N2 1\
2 2
O e  CO L

A2 L2
>
- 16

(2¢0) 2P0~ 751 | K |3 = 4un,

. . . . _ % oa2re —28 9
where u,, defined in (2.2), is given by u,, = an™ >+1 and a = =57~ (2co) ™ *"|| K|[3.
For the second assumption, recall the definition of p; ,,

pj’n(x) = pwm(:ﬂ) = po(x) -+ Zw](gj)d)k(x; )\)7
k=1

where wl) € Q. py(x) is a constant function on [0, 1] and according to Lemma
2.7.iv we have that ¢, € H(L, (). Since all ¢} have disjoint support, it follows
that p;,, € P(L,[) on [0,1] for all j € {0,...,N}.

For the third assumption, we use Lemma 2.3 and Lemma B.4

DKL(P Pon)—nDKL(Pjn,Pon)<nX (P]'ruPOn) (28)

:n/o (m —1)2p07n(:1c)dx

=n [ (i) — 12

_ n/o1 (po(x) + (iw,ﬁ”m(@x)) - 1>2dx
:ni/A <§1wg)¢k(m; A)) dx

:an / | («P0i(x)

—nz( ) [, @yta

<nz/ (6 xn;/ (64(2))? da

Using Lemma 2.7.ii we get

. 2272 1 26+1
Dica(Pfus Pi) < mun - () IKIE
1

g

A2[.2 2B

< () I (29
con 28+t

N2L?
— oo (26+1)

5 Co |3,
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272 2\ 35T 28+1
Setting ¢y = (%) 1 then for all n > max {no, ’7(152) 28 —‘ } we have

Dk (P}

J,m?

Fy,) < n'nﬁ <n'InN.

All assumptions of Theorem 2.6 are fulfilled, therefore for all estimators p,, it
holds that

N 2 /
sup Bﬂmn—m@>um>>'J<1_%f_ U >>0.

pEP(L,B) “1+VN In N
The claim follows from this observation. O

This result, along with the one obtained in Section 2.1, implies that

23
C > liminfinf sup n2+1R,, (D) >c,

oo P opeP(L,B)

23
for some constants ¢ > 0 and C < oco. Therefore n™ 25+T is the rate of conver-
gence of the MISE of p,,.

16



3 Density Estimation under Differential Privacy

3.1 Differential Privacy

The goal of Differential Privacy can be understood as a type of reassurance for
an individual in a database. No amount of auxiliary information, be it in the
form of private knowledge about the individual or publicly available databases,
should help with the identification of an individual. Note that preserving pri-
vacy specifies not being able to identify an individual in a database, but does
not forbid learning anything about said individual. To see this, consider an
example, where a dental clinic releases a database. Suppose this database al-
lows one to conclude that excessive sugar consumption causes an increase in
the probability of developing caries. Then for every individual in this database,
some information was gained. But this conclusion would have been reached
regardless of whether a single individual was included in the database or not.
Therefore the only reservations an individual should have about being in the
database should be if there is a risk of identification. Differential privacy is a
technique developed for this purpose.

Definition 3. Let (X, F) and (Z,G) be measurable spaces. A function Q :
X x G — [0,1] is called a Markov kernel if it has the following properties

i. G — Q(G|z) is a probability measure on (Z,G) for every x € X,
ii. z— Q(G|z) is F measurable for every G € G.
A Markov kernel is sometimes called a channel.

Definition 4. (Dwork 2006) Consider X™ = [0,1]™ and the measurable spaces
(X", F") and (Y,G). For z,2’ € X™ define the Hamming distance between x
and 2’ as dpam (z,2") = |{i : &; # 2}|, i.e. the number of differing observations.
Let € € (0,00), a Markov kernel @ : X™ x G — [0, 1] is e-differentially private if
for all measurable G € G and z,2’ € X" with dpam(z,2’) < 1 it holds that

Q(Glr) < e“Q(G2).

The € in the definition of Differential Privacy is called the privacy level, or
the privacy budget. Higher values of € represent ”"weaker” privacy protection,
lower values ”stronger”.

Definition 5. The Laplace distribution is a family of continuous probability
distributions defined on R. The probability density function of an univariate
Laplace distribution is given by f (z;u, ) = § exp (—|z — pla), where p € R is
the location and a € (0, 00) the rate parameter.

Throughout the upcoming sections, the notation Lap(u, «) will be employed
for a Laplace distribution with parameters p and «. When p = 0, Lap(a) will
be used.

Let Z := R™ and Gy := B(R™) and consider Wy, Wy, ... W,,, a sample
of size m of independent and identically distributed random variables from a

17



Lap(§) distribution. Further define for » € R™

Cl (.’L’) W1
Cg(l’) W2

C(z) = ) eNfrand W= | | e R™,
C(z) W,

where Cj(z) with k = 1,...,m is specified as in Section 2, that is Cy(z) :=
|{Z|X € Ay}l = >0 1A, (X;) with Ay == [0, 1] and Ay := (&1, £] for

= 2,...,m. Further recall that Xi,..., X, are independent and identically
dlstrlbuted random variables with probability density p € P(L, ). Consider
now the estimator p,(s) :=m > pr | ZE1a, (8) = Pu(s) + m Iy E 1, (s) =
Pn(8) + Gn(s), where Zy, := [C(X) + W]y and Z := (Z1,Z2, ..., Zm)". Let Qo
denote the conditional distribution Z|X = .

Lemma 3.1. The channel Q) is e-differentially private.

Proof. First consider

sup  [|C(z) — C(2') |1
z,x' eX™
dham (z,2")<1
m

= sup Y |Cp(x (@)

zx'eX™
dham (."L‘,:E/)<l

m n n
= osw D 1) Tag(e) - ) Lau(a)
wa'€X" g |i=1 i=1
dham (z,2")<1

= sup ZHIAk —1a, (2" = 2.

T,r GX"
Now consider the distributions of Zy|X = = ~ [W + C(z)]x and Zix|X =
2’ ~ [W + C(z')] which are given by a Lap(Ci(z), ) and a Lap(Cy(z'), §)
distribution respectively Now define fzx—, := Hzlzlf(zk;C’k(x),g) and
Qo(G|z) == [ fz1x=2(2)dA(2), for all G € Go. Therefore

QO(G|-1') _ f(; Hzl:1 f (Z§ Ck(l‘), %) d)‘(z>
Qo(Glz") fG H;cnzl f (Z§ Cr(2'), %) dA(2)

To ensure e-Differential Privacy of the channel @ it is therefore sufficient to
consider the quotient of the two Laplace densities at a single point z € R™,
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fZ|X:m(Z) ﬁ iexp( |2k — C’k(r)\e) ﬁ eXp( M)
Trpx=w(2) i g exp (- l=Gte ,>|e> 1 exp (=Gl

Xp
( |2 — Ck € lm- ik(xl)6>
r((

e

_f[ 2k — Ci( |;\Zk*0k( ))>
- ﬁe p(|ck< ) 2ck( )e)
e;p(zk L6 = Cutele

(|O ||1e> < exp (22) — exp (6).

3.2 Upper bound in the DP setting

Theorem 3.2. Cousider a p € P(L, 3), then an upper bound for the MISE of
Dn is given by

m\2 m 1\*
Rync(B) = Bpallon — 23 <8 (22) + 422 ()
po () = Epglllon — w8 <8 (52) + 212 (
Here E,, is understood to be the expectation with respect to Z, where X ~ p
and Z|X = x ~ Qo(+|z).
Proof. First consider the following decomposition of the MISE,

Epglllpn — plI3] = Epg [I5n + dn — plI3]
= qu [||Qn||2 + ”pn _p”§ + 2<(jnaﬁn _pﬂ
= Epq [Gnll3] + Epq [|I5n — plI3] + 2Epg [{Gn, B — )] -

Then for the last term in the most recent equation we get,
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A justification for the exchange of integrals in (3.1) is given in Appendix A.l.
Therefore the MISE of p,, is given by

qu[”ﬁn —p||§] =Epq [H@nH%} +Epg [Hﬁn - p||§] .

An upper bound for the second expression was established in Theorem 2.1. The
first expression can be written as

- . )
qu [”‘jn”g] = ]qu /X (mz I/Zk]lAk(S)> ds

_j:l k=1
m Wj 2
=Epq | / ) ds
_‘7:1 Aj
I m m2 m m
= ]qu Z FWJQ /A dS = Z E]qu [WJQ:I
=1 i =1

Therefore an upper bound for the MISE of p,, is given by

9 m\2 m 51 26
E,[|p, — <8(—) moz(2) .
ol 9l <8 (2) "+ 2 22 ()

O
To explore the asymptotic behaviour of this expression, the relationship
between (%)2 and 7* is crucial. Recall from Section 2, the minimax optimal
m was given by m = nﬁ, where the expression to bound was =* + L? (%)25’
This m was established by setting = = (%)w, a natural course of action is
therefore setting
m 2 1\

)= ()

2 _ (ne)®

m?28

m:(ne)ﬁ.

Now consider these two candidates for m. First let m = n 251 , which leads to

23 1\ 2 1 28
m 2 m 1 n2B8+1 n28+1 1
8(—) ++L2<> 8( ) + +L2< - )
ne n m ne n n2B+1
= %nfﬂ?% —|—n7% +L2n7%
€
= %n_% +(1 +L2)n‘%.
€

20



. __28_ _ 48
To find the dominant term, we compare n~ 26+T and E%n 25T

1 __as __2
—n 2B+T < 2B+1
€2 -
1 28 48

m\2 m 1\ (ne)ﬁ ’ (ne)?+t 1 2
s() + 24 ( o) =8 ) T
ne n m ne n (ne) 71

= (8 + L?)(ne) 71 + eFHT 5T

_ 28
Again, the dominant term is found by a comparison between (ne)” #+T and

1
€B+in BFI ,

This leads to the following observations about the asymptotic behaviour of the
2 2
MISE of py,: If €2 > n~ 25 , set m = n?71 and obtain Rpne(p) =0 (n_ 2 )

Otherwise set m = (ne)ﬁ to obtain R, ,, (p) = O <(ne)7527fl). With this, one
obtains an upper bound for the asymptotic behaviour of the MISE of p,,, given
by Rpn.e(p) < Cmax {(ne)fﬁ*fl,nfwil} for some C € (0, 0).

3.3 Lower bound in the DP setting
3.3.1 Reduction in the DP setting

We employ a similar reduction as in Section 2.2.1. Let £ be the set of e-DP
estimators. Then the earlier established upper bound for the MISE of p,, given
by

inf sup Rp77L,e(ﬁ) S CC'VL,E’
PEE peP(L,B)

28 _ 28 .
where (. 1= max {(ne)_ﬁﬂm 2B+1} and some constant C'. With the same

approach as in (2.1) and 7y, = max{(ne)_27n7%}, we construct a lower
bound for the MISE of p,, with a ¢ such that

inf  sup  Ppy(l|pn —p||§ > Up,e) > ¢,
PEE peP(L,B)
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where uy,  := ayy, e for a > 0. If

i — pjll3 > 4up, . for all 4,5 € {0,1,...,h} and i # j (3.2)
then
Pryq([Ipn = pjll3 = un,e) > Poyg(p* # 4), 5 €{0,1,..., h}. (3.3)
Here p* : Z+— {0,1,...,h} is the minimum distance test, given by

* _ A 12
p —argorgrgghllpn Pell3-

Then proof of inequality (3.3) follows the same structure as the proof of (2.4).
For {po,p1,...,pn} that satisfy (3.2), it holds that

inf sup Poy([|pn — plI3 > tn,c) > inf max Pp o(TF7), (3.4)
PEE pe{po,pr,...pn} T 0252

where inf, is the infimum of all tests and a test is defined as a F™ mea-
surable function 7 : Z — {0,1,...,h}. Therefore in order to find a lower
bound for the MISE of p,, it is sufficient to find a lower bound for r, :=
inf, maxo>j>n Pp,q(T # J)-

3.3.2 Lower bound of the MISE

Consider now datasets X, ... X" where X() € X" for all i € {0,...,h}.

Theorem 3.3. (Theorem 6 in Lalanne, Garivier, and Gribonval 2023) If Q is
an €-DP privacy channel and 7: Z — {0,1,...,h}, then

€ h h i .
Li:Q(T;«é iX@)y>1-— 1+W2j:02i:0dham(X()7X(]))
’ In(h+1)

J=0

Y

= 5 (XO@ . X)),
A proof for this theorem is given in Appendix C.1.

Theorem 3.4. (Theorem 5 in Lalanne, Garivier, and Gribonval 2023) Let
Q@ € & be a privacy channel. Then for any probability distributions pg, p1, ..., Dn
on X" it holds that

inf max P,.,(7 #j sup / SedR,
T 0>j>h pﬂI( ) REN(Pyy,.., Py, ) (xm)(ht1)

where II(P,,,...,Pp,) is the set of distributions with P,,,...,P,, as their
marginal distributions.

Proof. First observe that

=

02, Fraam 0 2 375 Zﬁ Fnr77)

B ~/(X (ht1) h-|-1 ZQ (r # | XY)dR
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then with Theorem 3.3

P «dR.
Oglja;(h (T # J) 2 /(Xn)<h+1> $

O

Theorem 3.5. (Theorem 3 in Lalanne, Garivier, and Gribonval 2023) Let
Q@ € &€ be a privacy channel. Then for any probability distributions pg, p1,---,Pn
on X" and probability measure R with P,, < R for all ¢ € {0,...,h} it holds
that

N > _ +1 J=0 P
1rT1f0r§1Ja>Xh Ppg(t#j)>1 In(h + 1)

If the probability measures are of the form PJ = P® , that is they are n-fold
product measures with respect to p; for all ¢ e {0,.. h}, then it holds that

25(13 Pr,)
L+ iy Simo Sico TH3(Py Poy)

inf max Ppq(r #j) 21~ In(h+ 1) ’

T 0>5>

where 0 is the total variation distance, Definition 6.
A proof is given in Appendix C.2.

Theorem 3.6. Let L, 3, ¢ > 0, then there exists ¢ > 0, such that

liminf inf su E <max{ ne ==y N 2ﬁ+1} D — 2) >c
L 111 pn€5pg7>(g/3) Pq (ne)~ 15n — pll2

Proof. Consider the construction of PDF alternatives, Section 2.2.3, with w,, =
[01 max{(ne)ﬁ,nflﬂ}—‘, where ¢; > 0and 0 < A < max {%, 2.}, Then we
will use Theorem 3.5 with the alternatives p;, := p,u for j € {0,1,...,N},
with N as in Theorem 2.9 and proceed by cases.

Case 1: n771 > (ne)ﬁ. Similar as in the Proof of assumption a in Theo-
rem 2.10 we conclude that

2212 1\
1Pim — Pinl2 > () K12

16 Wn,
M2L2
> S (200) 0 K3 = duge,

28
for all n > ny where n; = (%) and u, . defined in the paragraph preceding

display (3.2), is given by up. = an~ % and a = ’\2L2 (2¢1)"28||K||3. Let

P;, be the probability measure with respect to p; ., for all j € {0,...,N}
and let PP, denote the n-fold product measure with respect to p] n for all
jef{0,...,N } then according to Theorem 3.5 and the fact that P}', < P,

for allj € {O N},

N
max P; ( 7& ) >1— 1+ﬁZJ:0DKL<Pj?naP6fn)
o>i>n I J) = In(N 1 1) )
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then with (2.8)

N 272 —(2B+1) L1
o L X e T e
- In(N +1)

1
272 2 5BL1
Now setting ¢; = (%) " and defining ny as the smallest n satisfying

1+ nwm < In(N + 1) provides
14 nze
P L
02 5o N jma(T 7 5) 21 In(N +1) >0,
for all n > max{ny,na}.

71 71 . . . . .
Case 2: (ne)?+1 > n2p+1. With a similar argumentation as in Case 1 we
arrive at

A2[2 ( 1 )25
2 2
Din — Pk, > — K
|| J 16 Wy, || ||2
)\2L2
>

- (201) 7 (ne) | K[} = du

B+1
for all n > ng = ( 3 ) , where uy, ., defined in the paragraph preceding

€ B C1
display (3.2), is given by wu, . = a(ne)*ﬁ%ﬁ1 and a = %(201)_25”[(”%. Then
again with Theorem 3.5 we get

ZN+1 ZNH 20(Pi,n,Pjn)
1+6(P7 " 7n)

N+12
> _
OI>I§3>'XNPJ'”‘Q<T#]) 1 1HN+1

Now consider the Total variation distance between P;,, and P; ;,
1
6(Pz nvP ) = 5 |pl,n(x) _p],n(x)|dx
Z w,(f)qbk(m, A)— Z w,(cj)(bk(x, A)| dz
k=1
Z(w,(f)—wk )qﬁk(x A) Z¢kxA

—w, ~/A+,1 b1(z, / 4wn)\L( )BK(u)du

d;v<

Il
DO =
—
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Therefore

N+1 N+1 20(P; n,Pjn)
2D jm1 2oiml 1Py
max Pj,(r#j)>1- M ES 14+6(Pi,n,Pj,n)

0>>N - ln(N+ )
N+1 N+1 AL ()"
TR 1 L 1:% @)
>1—- L
- In(N +1)
c; (ne)iﬁﬁl abe ﬁ(ne)%
1+ ne—ta . 14 —24 .
>1 LAk e Png FF L+ P (ne) T
- In(N +1) In(N +1)
Setting ¢; = (%)/3 leads to
(ne) 74T
ne
Pyoo(r £ ) > 1 1+1+%(ne)*%>1 1+(ne)ﬁ>0
oy Ama\T 7 m(N+1) =~ W(N+1) ~

for all n > n4, where ny is defined as the smallest n satisfying 1 + (ne)ﬁ <
In(N + 1) provides. Then the claim follows from (3.4). O

Taking this lower bound, and the upper bound from Section 3.2, we get
C >inf sup max {(ne)ﬁfl n T } Rpn.c(p) > c,
P peP(L,B)

for all n > ng, where ny = max{ny,nq,nz,ns} and for some constants ¢ > 0
26 )
and C < oco. Therefore max < (ne)” 7+ n 213“} is the rate of convergence of

the MISE of p,,.
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A Appendix: Auxiliary results of Section 2

A.1 Justification for the exchange of integrals

In Equation (3.1), the following exchange of integrals takes place,

Ep [ > Wy, (3)(Pu(s) — pls))ds
X k=1
= [ w30 B )8 ((5) ~ plo)] .
k=1

To ensure the validity of this step, we have to check if the expression is absolutely
integrable and that Wy and p, are stochastically independent. The indepen-
dence of Wy and p,, is obvious, as W}, is a random variable from a Lap(5) and
Pn is based on X1,...,X,. Therefore

k=1
m m Wk _
<Epg | D [ |m Y =S Lan(s)| [Bn(s) — p(s)lds
=178 k=1
m m }
=By |3 [ |5 150~ o) ds
Jj=1"=

— 50 | 2| 2w, [, (s = plo)l s

We will consider the last term inside the expected value separately,
_ m ~—
[Bu(s) = p(s)ds = [ | == > Cila(s) = p(s)
A v

< [ |2e|+welas< [
a;ln A

:/ m+ p(s)ds < 2.
4

m
ds:/Aj ‘ﬁCj—p(s) ds

[ml| + |p(s)| ds

J

With this result, the expected value can now be bounded by

m Wk . m m
Epq / mY =~ E1a,()(Ba(s) — p(s)) ds] <Ep |3 |22
X k=1 J=1
2m? 2m? 2m? e m2e
=Epq [n |WJ:| = TEM [IW;]] = 3T T, S

The exchange of integrals is therefore justified.
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A.2 Hoeffding’s lemma
Lemma A.1l. For any random variable Y with a < Y < b almost surely, we

have
a?(b— a)? )

E [exp (aY)] < exp (a]E[Y] + 3

with a € R. This is known as Hoeffding’s lemma.

Proof. First observe that the inequality can be restated as
2 b— 2
EkmﬂMY—EDDHS@m(a(8a)>
Therefore, for the variable Y = Y — E[Y] is holds that E[Y] = 0. So without

loss of generality, we can assume that E[Y] = 0. Because of the convexity of
f(x) = exp (ax) we have

exp (ax) < 5 —~ exp (aa) + gg —a exp (ab),
— —a
for all z € [a,b]. Therefore

b—E[Y] EY]—a

<] ol B
Elexp (aY)] < g P (aa) + b P (ab)
b —a

= 5, &P (aa) + —exp (ab) = exp (g (a(b — a))),

where g(u) = #% +1In (1 + a(l%’(z("))) Then for the function g we have

—a

e g(0) =1In(1) =0,

exp(u)a
Ny) = @ 4 _— b=a_ _ _ _a _ _exp(ua_
® g (U) ~ b—a + 1+a*exp(u)a ~ b—a b—aexp(u)’

e ¢’(0) =0 and

xp(u)ab
o g'(n) = — Rt

The fact that E[Y] = 0 implies that a < 0 < b and therefore

exp(u)ab

T = T wesuE =

1
47

which follows from the AM-GM inequality, because

exp(u)ab 1
s 1 S¥/ e g
(b—aexp(u))? ~ 4
_ 2
< —exp(u)ab < b aejp(u))
< /—exp(u)ab < b= a(;xp(u)

Then, by Taylor’s theorem, there exists a 6 € [0, 1] such that

u?

g.

o(u) = 9(0) + ug'(0) + S0y (uh) = Su’g" (ub) <
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Therefore

E [exp (aY)] < exp (g (a(b — ))) < exp (O‘(b‘))

A.3 Hoeffding’s inequality

Lemma A.2. (Lemma 2.8 in Tsybakov 2009) For independent random variables
Yi,...,Y, with a; <Y; <b; for all i € {1,...,n}, then

n 2t2
P Y; —E[Y;])) >t ] <exp (—n>,

<; Z ' >ic1(bi —ai)?
for all t € (0,00). This is known as Hoeffding’s inequality.

Proof. First consider s € (0,00) and

P (Z(m— _E[Y)) > t) oy <exp (;Z(Yi - IE[K-D) > exp(sw)

i=1
< Elexp (s 355, (Vi — E[Yi)))]
- exp(st)

b

with Markov’s inequality. Further

P (i(n ~E[Y}]) = t) < ITis Blexp (s(¥; — E[Yi])]

i=1

where Hoeffding’s lemma (A.1) was used. Finally

P (im ~E[Y)) > t) < exp (82 Z?ﬂg’i —a) st) .

i=1

2 n P 2
Now consider the function f(s) = gzl:l% — st. Then for the first and

second derivatives of f it holds that f'(s) = w —t and f"(s) =

n )2
M > 0 for all s € R. Setting the first derivative equal to 0 results in

Smin = W7 and therefore
P (Y; —E[Y;]) >t ] <exp =110 74 S
p> S 0

= exp (_Z?I(Qbiz—az)Q)
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B Appendix: Proofs of Section 2

B.1 Proof of Theorem 2.9
Proof. First consider the set Q; 1= {w € Q : dpgm(w,w®) > [ 2]}, a subset of

Q without all w in a | % |-neighbourhood around w©® . Now consider a w® € Oy

and construct Qy = {w € Q1 : dpam(w,w®) > L%J} We continue in this
fashion to define

Qi ={weQ_1: dham(w,w(i_l)) > {EJ I3

8
for all i € {1,...,N} and take Qg := Q. This procedure generates the set
D = {w©® ... w1} under the restriction that N is the smallest natural

number that satisfies 21 = @. Define
A; = {w € Qi : dpam(w,w®) < LgJ},

for all i € {0,...,N}. A, is then the set of w € Q that where removed in the
construction of €2;. Observe that the A; are pairwise disjoint and Ufio A; =Q.
Further define a; := |A4;|. As A; contains the w € §; which have a Hamming
distance to w(® of at most |2, the size of this set can be bounded by the sum
of all w € O which have a Hamming distance of 0,1,..., | %], therefore

% n

a; S ()a

=0 \J

for all ¢ € {0,..., N}. Now since Zilio a; = |Q] = 2™, we can bound

(N+1)L J(?) > o,

Jj=0

o3

or equivalently
n

2
N+12> ENEI
2520 (?)
The right-hand side term is therefore
2m 1

sl e

where ¢* = P(Z < [%]|) and Z ~ Binom (n,3). Evidently we have that
7 = Z?:l Z;, where Zy,...,Z, are independent and identically distributed
Bernoulli(1) random variables. With Hoeffding’s inequality (Lemma A.2) and

the fact that E[Z;] = 3 and 0 < Z; < 1 for all i € {1,...,n} it holds that



then, with the symmetry of Z; — E[Z,] for all i € {1,...,n},

Therefore

for n > 8. The claim follows with this and the observation that
dham(w(i)aw(j)) Z LSJ + 1 > 8
for all w®,w0) € D with i # j. O

B.2 Pinsker’s inequality

To prove Lemma 2.4 (second Pinsker’s inequality), we first introduce the total
variation distance.

Definition 6. Consider the measurable space (X, F), then the total variation
distance between two probability measures P and Q on this measurable space
has the following definition:

6(P,Q) = sup [P(A) — Q(A)|.

AeF

Lemma B.1. (Lemma 2.1 in Tsybakov 2009) Scheffé’s theorem states that

PQ)Z%/Ip—qldﬂ,

where p is a a finite probability measure on (X, F) with P <« p and Q < p.

Further p := ¢- and q:= ‘;ﬁ.

Proof. First observe that we can rewrite the total variation distance in terms
of pand ¢, 6(P,Q) =sup,cr |fA(p — q)du|. Then define B := {z € X : ¢(z) >
p(z)}. Now consider

(P,Q)>Q(B) - P(B) = /q p)dp = /Ip qldp.

To prove the inequality in the other direction first let A € F, then

’/A(q—p)du‘ = /AﬁB(q—p)dqu/AnBc(q—p)dM’

<maX{/B(q—p)du/ (p— qdu} /\p qldp.

Lemma B.2. (Lemma 2.5 in Tsybakov 2009) The first Pinsker’s inequality
states

O

Dir(P,Q)

6(P,Q) < 5
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Proof. First consider the function {(z) := xlnx — x + 1 for all non-negative x.
Further define 0In0 := 0. Then the following holds:

. £0)=1,
e {(1) =0,
o ¢'(z) =Inux,

for all z € (0, 00).

Therefore &(x

0
) > 0 for all x € (0,00). Now consider the function ¥(z) :=
(z—1)2—(3+ 22)

o () =2— 3¢ (2) - (3 +22)¢"(2) = —%(f) <0 for all z € (0,00).
Then, by Taylor’s theorem, there exists a > 0 with |6 — 1| < |x — 1| such that

¢"(0) 4£(9)

Y(@) = v + ¢/ (e -1+ 2 w17 = -2 1 <o,
for all x € (0,00). With this we have shown that
4 2
@-17 < (5+52) o) B.)

for all z € [0,00). Now for the main statement of the lemma. In the case where
P is not absolutely continuous with respect to Q, the inequality obviously holds.
If P < @ on the other hand, then with Scheffé’s Theorem (Lemma B.1), we get

1 1
5(P,Q)=§/\p—q|du:§/ Oq’];—l‘du,
q>

then with (B.1) it follows that

1 4 2p p
5(P. = S+ e (B
( ’Q)SQ/q>oq\/<3+3q>§(q> :
1 g 2 p
= 2\//<3 M 3>d'u\//q>0q£<Q> e
1 P Dgky
/= InZdy =4/
2/1)q>opnq I 5

where the Cauchy—Schwarz inequality was used in the last inequality. O

32



Lemma B.3. (Lemma 2.2 in Tsybakov 2009) If P < @, then

—/min{O,lndP}dP:—/ pmin{O,lnp}dugé(P,Q),
dQ pg>0 q
dpP

where p is a o-finite measure such that P < p and @ < p. Further p := &=

dp
and q := %.

Proof. First observe that from the fact that P < @, it follows that

Py({pg > 0}) =1-P,({pg=0}) =1 - P,({p =0} U {g = 0})
>1—(P,({p=0})+P,({g=0})) =1

Therefore we have

dP dpP
— [ min<0,ln — dP:f/ min{O,ln}dP
/ { dQ} p>0 dQ
:—/ min{O,lndP}dP
pg>0 dQ

:—/ pmin{O,lnp}dM.
pg>0 q
Now define By := {¢q > p > 0}, then

—/ pmin{O,lnp}d,u:/ pmax{Oan}du
pg>0 q pg>0 p
. q . q
7/ pmax{(),ln}d,u/ pln =dp
B p By p

< / (¢ - p)du = Q(By) — P(By) < 6(P.Q).
By

Now recall the statement of Lemma 2.4, if P < @, then

/maX{O,lnjg} dP < Dkr(P,Q)+ w

Proof.

/max{(),lndp}dP/ pmax{O,lnp}d,u
dQ pg>0 q
B P . P
—/ pmax{(),ln}d,u—i—/ pmln{(),ln}d,u
pg>0 q pg>0 q
—/ pmin{O,lnp}du
pg>0 q
:DKL(PvQ)_/

pmin {O, In p} du
pg>0 q

S DKL(P7Q) + §(P7Q)7
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with Lemma B.3. Finally

/max{O,anS}dP < Dgr(P,Q) + w,

where Lemma B.2 was used in the last inequality. O

Definition 7. The X2 divergence between two probability measures P and Q
is defined by

2
X2(P,Q) = J (% -1) Q. ifP<aQ,

+00, otherwise.
Lemma B.4. (Lemma 2.7 in Tsybakov 2009) If P < @, then
Dxr(P,Q) < X*(P,Q).
Proof. First consider £(z) := xInz — 2 4+ 1 and observe that

1
05/ _t m<a,
o t+ (1 -t

for all z > 0. Then

(w12 > (2 1)% mdt

(102 —zln((I1-z)t+z)—(x—1)¢t
S =

=zlnz—z+1=¢x), (B.2)
for all € (0,1) U (1,00). Now consider

- ()

P \? a \’
:/g”>0 <dQ_1> dQ+/f“’fo (dQ_1> a6

Q

dP 2
B /jlg>0 (CZQ B 1) .

where the second term is equal to 0 because of the absolute continuity of P with

respect to Q). Then proceed by cases. Case 1: gg =1

dP ? dpP
A*PQ)=[(-=-1) dQ=0= [ In—dP = Dg.(P,
= [(G5-1) @=0= [wifar=Dera)
Case 2: dQ € (0,1) U (1,00). Consider the integral of (B.2) with respect to @

and with x = gg, then

Xz(PQ)Z/(”) Q= /( "3 Zg“)‘“?

n%dlg DKL(P Q)

t=1
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C Appendix: Proofs and auxiliary results of
Section 3

Lemma C.1. (Lemma 6 in Lalanne, Garivier, and Gribonval 2023) If a privacy
channel Q is e-DP, then for all z,z’ € X™ it holds that

DKL(Q(|$)aQ("T/)) S 6dham(xwxl)-
Lemma C.2. (Theorem 3.1 in Giraud 2021) Consider probability measures

Py, P, P, ..., P, on (X", F"). Then for any probability measure R with P; <
R for all j € {0,...,h} and any test T

h 1 h
1 L+ 575 2oim0 PrL(P), R)
—— Y P ) >1— Rl
h+1§J 5T #9) 2 n(h + 1)

This is known as Fano’s Lemma.

Lemma C.3. (Lemma 10 in Lalanne, Garivier, and Gribonval 2023) Consider
a privacy channel Q and probability measures Py, Py, Ps, ..., Py, then

1nfz (T #7) >1nfz (T #79).

Lemma C.4. (Lemma 2 in Lalanne, Garivier, and Gribonval 2023) Consider
n-fold product probability measures P} = P(()g) P = P1® P = P}(Lg) "
and a coupling R € H(Pég’n7 P1®", o P;lgm)7 then

nPr(X; # X;) = Eg(dham (X @, X9)))
for all 4,5 € {0,1,...,h}.

Lemma C.5. (Fact 4 in Lalanne, Garivier, and Gribonval 2023) Let P, ..., Py
be probability measures on (X™,F). Then there exists a coupling R €
II(Py, P, ..., Py) such that

20(P;, Pj)

X, #X; —_—
PrlXs 2 X3) < 7550m, Py

C.1 Proof of Theorem 3.3
With Lemma C.2 we get

h
——>"Q(r £ jIXV)
7=0
Ly S0 Drn(QUIXY), iy S, QUIX D))
In(h +1) :
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Then by the convexity of the Kullback-Leibler Divergence in its second argument
(Theorem 12 in Van Erven and Harremos 2014)

1 & :
mZQ@'?&j\X(]))
=0

L+ gty Yo Tio Drn (X D), Q- x @)
In(h +1) ’

>1-

finally, with Lemma C.1,

h
Z (r#41XD) =1~

7=0

1+ ot S S i (X, X0)
ln(h+1) '

C.2 Proof of Theorem 3.5
We start by considering the first inequality. First observe that

) >
1r71f0r§1]ax Poq(T#7) 2

h
: irrleOijq(T £ ).
iz

With Lemma C.3 it follows that

1nf Z Pyiq(T #7) mf Z P, (T

and with Lemma C.2 we get

L+ 1 2o Dxci(By, R)
. > _ J= J
1IT1f0r§1Ja>Xh Pyt #3j)>1 In(h + 1)

For the second inequality we use Theorem 3.4, then for a coupling R €
m(P®",...,P2") as in Lemma C.5 we have

1+ i St S dham (X @, X))
(r#4) 2 / (h+1) J

s, P 7 In(h 1 1) o
€ h h [ j
L 1+m2¢;0 =0 ER [dham(X()aX(]))}
N In(h 4+ 1) ’
With Lemma C.4
. h h
inf max P, (1 £ ) > 1+m2i=02j=OnPR(Xi7éXj)
T 0>j>h P11 J In(h + 1) ’
and finally with Lemma C.5
25(Pp, Py, )
. 1+ 5452 D D D m
1nf [ax Pp]q( T#j)>1- R
O
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