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Abstract

Quantum dot-based single-photon sources are highly appealing for various
quantum information applications due to their ability to emit single photons on
demand. This capability is especially valuable in quantum cryptography, where
the security of each cryptographic primitive is directly related to the non-classical
properties of photons. High source brightness is essential for achieving high-speed
quantum communication, while a low multiphoton contribution is crucial for min-
imizing information leakage to potential eavesdroppers.

This work focuses on the investigation of quantum dots as single-photon sources
for quantum cryptography and the future quantum internet. We simulate intra-
cavity quantum dot dynamics under three main optical pumping schemes: resonant
excitation, LA phonon-assisted excitation, and two-photon excitation. We identify
the optimal optical pumping schemes for the main quantum cryptographic prim-
itives and benchmark their performance against Poisson-distributed sources, such
as attenuated lasers and down-conversion sources. Additionally, we demonstrate
that quantum dots offer extra security benefits due to the tunability of coherence
in the emitted photon-number states.

We also experimentally investigate the non-trivial dependence of brightness and
purity of C-band single-photons with spectral detuning and pump pulse energy, for
In(Ga)As quantum dots under LA phonon-assisted excitation. This scheme shows
low sensitivity to environmental fluctuations, such as excitation power, polariza-
tion, and wavelength fluctuations, and allows for highly efficient spectral filtering
of residual pump pulses from the emitted single photons. The emitted photons
exhibit low multiphoton contribution, high brightness, and zero photon number
coherence. Thus, LA phonon-assisted excitation is promising for implementing
quantum dots in real-life quantum networks. We define the optimal pumping
conditions for LA-pumped quantum dots to achieve the highest secure key rate
in single-photon quantum key distribution and show how the optimal operation
conditions depend on the total losses of the network.

This work also summarizes the results of implementing the BBM92 quantum
key distribution protocol over a 350-meter-long deployed optical fiber, using en-
tangled photon pairs emitted by GaAs quantum dots obtained by droplet epitaxy
under two-photon excitation. Here, we demonstrate the feasibility of quantum dots
for entanglement-based protocols and make an important first step in integrating
quantum dots into future entanglement-sharing-based quantum repeater schemes.

We emphasize the importance of selecting an appropriate quantum dot exci-
tation scheme based on its brightness, single-photon purity, and photon-number



coherence, recognizing that the optimal excitation scheme may vary between spe-
cific applications. We provide a crucial roadmap for optimizing quantum dots
to maximize their potential as single-photon sources for quantum cryptography
protocols.



Zusammenfassung

Quantenpunkt-basierte Einzelphotonenquellen sind von sehr hohem Interesse
für Anwendungen im der Bereich Quanteninformation, da sie in der Lage sind
einzelne Photonen auf Bedarf zu emittieren. Besonders in der Quantenkryoptogra-
phie ist diese Eigenschaft von großer Bedeutung, da dort die Sicherheit jedes einzel-
nen kryptographischen Primitivs direkt mit den nicht-klassischen Eigenschaften
der Photonen verbunden ist. Eine hohe Helligkeit der Quellenist dabei eine wesent-
liche Voraussetzung für sehr schnelle Quantenkommunikation, während eine nied-
rige Wahrscheinlichkeit für Multiphotonen minimalen Informationsverlust an po-
tentielle Abhörer sicherstellt.

Diese Arbeit fokussiert sich auf die Untersuchung von Quantenpunkten als
Einzelphotonenquellen für Quantenkryptographie und das zukünftige Quanten-
internet. Wir simulieren die Dynamik eines Quantenpunkts innerhalb eines op-
tischen Resonators unter drei grundlegenden optischen Pumpmechanismen: res-
onante Anregung, LA Phononen-assistierte Anregung und Zwei-Photonen Anre-
gung. Wir bestimmen den optimalen optischen Pumpprozess für die wichtigsten
quantenkryptographischen Primitive und prüfen ihre Leistungsfähigkeit im Ver-
gleich zu Poissonverteilten Quellen, wie etwa abgeschwächte Laser oder Systeme
basierend auf parametrischer Fluoreszenz. Des Weiteren demonstrieren wir, dass
Quantenpunkte durch die Einstellbarkeit der Kohärenz in den emittierten Fock-
zuständen zusätzliche zusätzliche Sicherheitsvorteile bieten.

Wir führen eine experimentelle Untersuchung der nicht-trivialen Abhängigkeit
von Helligkeit und Reinheit vom spektralen Abstand sowie der Energie des Pump-
pulses durch. Die hier untersuchten C-Band Einzelphotonen wurden durch LA-
Phononenassistierter Anregung von In(Ga)As Quantenpunkten erzeugt. Dieses
Schema zeigt eine niedrige Sensitivität gegenüber umfeldbedingten Fluktuatio-
nen, wie Leistung, Polarisation und Wellenlänge der Anregung, und ermöglicht
eine hocheffiziente spektrale Filterung des restlichen Pumppulses von den emit-
tierten Einzelphotonen. Die emittierten Photonen zeigen eine niedrige Wahrschein-
lichkeit für Multiphotonenevents, hohe Helligkeit und keine Kohärenz in den Fock-
zuständen. Deshalb ist LA Phononen-assistierte Anregung vielversprechend für
Implementierungen von Quantenpunkten in Quantennetzwerken unter Praxisbe-
dingungen. Wir definieren die optimalen optischen Anregungsbedingungen für
Quantenpunkte unter LA-Anregung, um die maximale sichere Schlüsselübertra-
gungsrate für Quantenschlüsselaustausch mit Einzelphotonen zu erreichen, und
zeigen, wie die optimalen Arbeitsbedingungen von den resultierenden Verlusten
im Netzwerk abhängen.



Diese Arbeit fasst ebenso die Ergebnisse einer Implementierung des BBM92
Protokolls für Quantenschlüsselaustausch über eine 350m lange, unterirdisch ver-
legte Glasfaser zusammen, wobei verschränkte Photonenpaare verwendet werden,
welche von GaAs Quantenpunkten, hergestellt durch Tröpfchenepitaxie, unter
Zwei-Photonen Anregung emittiert werden. Dabei demonstrieren wir die Möglich-
keit, Quantenpunkte für verschränkungsbasierte Protokolle zu verwenden, und
machen einen wichtigen, ersten Schritt für die Integration von Quantenpunkten
in zukünftige Quantenrepeaterschemata basierend auf Verschränkungsaustausch.

Wir unterstreichen die Notwendigkeit an die Anwendung angepasster Anre-
gungsschemata bei der Verwendung von Halbleiterquantenpunkten. Diese richten
sich vornehmlich nach deren Helligkeit, Einzelphotonenreinheit und Kohärenz in
der Fockbasis. Wir stellen einen wichtigen Leitfaden für die Optimierung von
Quantenpunkten bereit, um deren Potential als Einzelphotonenquellen für Quan-
tenkryptographieprotokolle zu maximieren.
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1
Introduction

In recent years, significant efforts from major international companies, startups,
and researchers have been directed towards the construction of a universal quan-
tum computer. The number of qubits available on superconducting chips [1–4] or
optical platforms [5–7] is steadily increasing, and these devices may employ Shor’s
algorithm to factor large integers in the foreseeable future [8–10]. This develop-
ment poses a potential threat to the security of the RSA protocol, protocols based
on a discrete logarithm and other public key cryptosystems [11]. Classical cryp-
tography is not challenged only by the rise of quantum technologies but also by
progress in number theory, which may yield an algorithm capable of polynomial-
time factorization of large integers.

It is crucial to emphasize that this advancement currently does not pose an
immediate threat to existing cryptograms but primarily represents a potential risk
of breaking current cryptographic systems in the future. As of today, eavesdrop-
pers can archive encrypted messages beyond their current decryption capabilities.
However, as technology advances, there may come a time when these encrypted
communications can be read, placing a finite lifespan on the confidentiality of
messages. This motivates researchers to develop cryptographic protocols that are
information-theoretic secure, meaning their security doesn’t rely on assumptions
of computational complexity.

Laws of quantum theory, such as the no-cloning theorem and the uncertainty
principle, have been successfully employed to design cryptographic protocols that
provide security against adversaries with unlimited computational power [12, 13].
Over the last decades many quantum cryptographic primitives, fundamental build-
ing blocks which can be combined to build various applications, have been theoret-
ically described and demonstrated by proof-of-principle experiments [14–19]. The
most technologically mature quantum cryptographic protocol, quantum key dis-
tribution (QKD), is nowadays implemented in many real-life applications, where a
high level of provided security is required [20–25]. These advancements motivate
researchers to develop a universal quantum network, known as the quantum inter-
net, which will enable the connection of quantum computers secured by quantum
cryptography [26,27].

The development of a functional quantum internet is one of the greatest chal-
lenges in quantum information for the coming decades. Its success will largely
depend on efficient and reliable quantum hardware, such as single-photon sources,
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single-photon detectors, and quantum repeaters, ideally operating at telecommuni-
cation wavelengths [27]. An ideal single-photon source for quantum cryptography
applications must have several optimized parameters. Source brightness and low
dead time are crucial for high-speed quantum communication [28,29]. A low mul-
tiphoton component is essential to minimize the risk of information leakage to
malicious eavesdroppers [30]. Additionally, zero photon-number coherence signifi-
cantly enhances the security of various quantum cryptographic protocols, providing
robust protection against potential threats [14, 16,31–34].

Furthermore, assuming compatibility of the source with various quantum re-
peater schemes, quantum memories or multiple-photon quantum cryptographic
protocols, additional parameters such as single-photon indistinguishability, spec-
tral coherence, and the ability to emit high-fidelity entangled photon pairs must
also be considered [27]. Optimizing all these parameters simultaneously is the
current goal of researchers working on different single-photon source platforms.

The leading single-photon sources in quantum technology today are Poisson
distributed sources (PDSs), such as spontaneous parametric down-conversions
(SPDCs) and weak coherent states (WCSs), which emit photon statistics following
a Poisson distribution [14,35]. This means there is a trade-off between their bright-
ness and single-photon purity. Despite these limitations, PDSs are routinely used
in quantum information applications due to their experimental feasibility, robust-
ness, tunability, good interference properties, and ability to generate high-fidelity
entangled states [36–47].

Moreover, several ingenious techniques have been proposed to address the main
limitations of PDSs in photon-number statistics. Methods such as multiplexing
and heralding have been demonstrated to achieve high source brightness without
significantly affecting single-photon purity [48, 49]. The decoy states protocol has
enhanced the achievable communication distance of QKD by mitigating the im-
pact of the multiphoton component [15, 50]. Additionally, various active phase
scrambling methods have been developed to break the photon-number coherence
in the emitted state [29,51]. Thanks to these methods, PDSs have played a crucial
role in advancing quantum information research. However, they still fall short of
being ideal single-photon sources [14].

The main limitation of PDSs becomes increasingly critical as we consider the
development of a universal quantum internet. For cryptographic protocols in-
volving untrusted parties, such as quantum coin flipping (QCF) or quantum to-
kens (QT), the decoy-state method can’t always be implemented [14, 52]. The
presence of multiphoton components reduces the efficiency of quantum repeaters
[53, 54], while the requirement for active phase scrambling imposes technological
constraints on the maximum communication rate [29, 51]. Therefore, there is an
urgent demand for a more ideal single-photon source to address these challenges
effectively.

Single-photon sources based on semiconductor quantum dots (QDs) are re-
markable candidates for quantum cryptography as they can, in principle, emit
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photons on demand, with high brightness and low multiphoton contribution [55].
Recently, a QD under resonant excitation (RE) reached a remarkable end-to-end
efficiency of 71.2 % while maintaining a high single-photon purity of 98 % and a
high photon indistinguishability of 98.6 %. [56]. However, the most advanced QDs
currently emit in the near-infrared (NIR) spectral range around 900 nm [55]. Re-
cent developments in QDs emitting at telecommunication wavelengths, specifically
in the optical O-band and C-band, promise to achieve similar performance to their
NIR counterparts in the coming years [57–61].

This progress has motivated numerous implementations of QDs in quantum in-
formation experiments, such as boson sampling [62] and QKD [63–71]. Moreover,
many fundamental building blocks of a future quantum internet, including emission
of high-fidelity entangled photon pairs [72], quantum teleportation [73,74], entan-
glement swapping [75,76] and compatibility with quantum memories [77] have been
demonstrated with QD based single-photon sources. Recent advancements in the
deterministic growth of QDs, their integration into photonic structures such as
microcavities [55,56,78–80] and photonic crystals [81,82], and the direct coupling
of emitted single photons to single-mode fibers [83, 84] push QDs toward routine
implementation in quantum information applications.

Compared to PDS, QDs allow for various excitation schemes due to their en-
ergy levels [85, 86]. Many excitation schemes, including resonant [56, 87–89], off-
resonant phonon-assisted [90,91], and stimulated [92–94], have been proposed and
demonstrated. These schemes differ in several parameters, including reachable
source brightness, single-photon purity, photon indistinguishability, the possibility
of generating entangled photon pairs, and sensitivity to environmental fluctua-
tions [85, 86, 95, 96]. Moreover, it has been shown that resonant schemes can emit
photon states with a photon-number coherence (PNC) [94, 97, 98]. Therefore, a
suitable excitation scheme must be chosen to optimize the performance of a QD
in a given quantum information application.

The primary focus of this work is the synergy between quantum hardware and
quantum software to achieve the highest performance of quantum cryptographic
protocols using QD-generated single photons. The main motivation for our fur-
ther investigation of QDs as single-photon sources for quantum cryptography was
an experiment led by Prof. Armando Rastelli’s group (Johannes Kepler Univer-
sity Linz), in which we collaborated [68]. In this experiment, we used entangled
photon pairs generated from a QD to implement a quantum key distribution with
entangled photon pairs (EQKD) protocol between two buildings connected by a
350 m-long deployed single-mode fiber. This experiment demonstrates the fea-
sibility of QDs for entanglement-based protocols and marks an important first
step in integrating QDs into future entanglement-sharing-based quantum repeater
schemes [68]. The results of this experiment are summarized in chapter 4.

Despite the high brightness and single-photon purity of QD, their performance
in quantum cryptographic protocols did not surpass that of protocols using PDS.
To address this, together with Prof. Peter Michler (University of Stuttgart) and
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Prof. Vollrath Martin Axt (University of Bayreuth), we theoretically analyzed the
performance of a QD single-photon source in key quantum cryptographic primitives
and we compared its performance to the theoretical maximum achievable with
PDSs [52].

Our theoretical model of quantum-dot–cavity system (QDC) and security proofs
helped us to identify the optimal optical pumping scheme for these quantum
cryptographic primitives. Specifically, we elaborated on the advantages of us-
ing phonon-assisted and two-photon excitation over resonant excitation for QKD
and other primitives. Additionally, we demonstrated that QDs offer extra security
benefits due to the tunability of coherence in emitted photon-number states. This
work outlines a crucial roadmap for further optimizing QD-based single-photon
sources to achieve high performance in quantum cryptographic applications [52].
The results are discussed in chapter 5 and chapter 6.

Furthermore, we explored the advantages of longitudinal acoustic phonon-
assisted excitation (LA) pumped QDs with emission in the telecom C-band as
a core hardware component of the quantum internet. In collaboration with Prof.
Peter Michler (University of Stuttgart), we conducted an experiment demonstrat-
ing how varying the pump power and spectral detuning relative to the excitonic
transition can enhance quantum-secured communication rates and provide sta-
ble emission statistics regardless of network-environment fluctuations [99]. These
findings have significant implications for the general implementation of QD single-
photon sources in practical quantum communication networks. The overview of
the results can be found in chapter 7 and chapter 8.

Although QDs are close to becoming ideal single-photon sources, significant
research is still needed before they reach the same level of technological readiness
as PDS and this work is just one piece of the puzzle on the path toward a QD-based
quantum internet.



2
Quantum Information

Quantum information theory explores how the principles of quantum mechan-
ics enable the encoding, manipulation, and distribution of information. The con-
nection between the frameworks of physics and information is well-known from
information entropy theory, which allows us to use methods of statistical physics
to describe information protocols [100]. As a consequence of this equivalence prin-
ciple, all information must be fundamentally encoded in a degree of freedom of
a physical system. Just as classical information theory examines scenarios where
information is encoded onto macroscopic systems, using classical physics methods
like transistor voltage or electromagnetic wave modulation, quantum information
theory focuses on cases where the information carriers are so small that they adhere
to the principles of quantum mechanics.

The quantum nature introduces new principles to information theory, such as
quantum superposition and interference, as well as the no-cloning theorem. These
phenomena, unique to the quantum world, have been effectively used to build quan-
tum computing algorithms and quantum cryptographic protocols, which by their
performance surpass their classical counterparts [101–104]. As this work primarily
centres on quantum cryptography, this chapter provides a concise overview of the
framework for quantum cryptography, with a brief exploration of the principles of
quantum computing.

2.1 Building blocks of the quantum information

Every quantum information protocol is built from the same fundamental build-
ing blocks. Starting with the unit of quantum information, qubit, followed by
manipulation of the information by quantum logic gates and finishing with infor-
mation measurement. This chapter defines these foundational components and
describes their implementation on a single-photon platform, so we can use them
to build actual quantum cryptography protocols later on.

2.1.1 The qubit

A qubit, short for a quantum bit, is the basic unit of information used in
quantum computing. Unlike classical bits, whose logical value can be either 0 or 1,
a qubit can be in an infinite number of states, thanks to principles of superposition.
A qubit, as any other quantum pure state, can be represented as a complex vector
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in a Hilbert space. In this mathematical representation, we can see superposition
as a direct consequence of the vector space condition of completeness, where every
vector in a vector space can be expressed as a linear combination of the vector
space basis. In the quantum information theory the standard basis vectors of the
qubit two-dimensional Hilbert space C

2, so-called computational basis, correspond
to logical 0 and logical 1. In Dirac representation we can write the basis vectors

as |0ð =

[

1
0

]

and |1ð =

[

0
1

]

. A qubit can then be written as

|Èð = ³ |0ð + ´ |1ð , (2.1-1)

where ³ and ´ are complex probability amplitudes. Their modulus squared cor-
responds to the probability of a projection onto |0ð or |1ð, therefore they have to
satisfy the following normalization condition

|³|2 + |´|2 = 1 . (2.1-2)

From Eq. 2.1-1 and Eq. 2.1-2 we can get a more intuitive geometric represen-
tation of the qubit

|Ψð = eiµ
[

cos

(

¹

2

)

|0ð + eiϕ sin

(

¹

2

)

|1ð
]

, (2.1-3)

where ¹, Φ and µ are real numbers. The angles ¹ and Φ can be identified as a polar
angle and an azimuth respectively and we usually use them to represent qubit as
a complex vector in spherical coordinates. The factor eiµ is a global phase and
mostly it doesn’t have any observable effect and can be neglected.

2.1.1.1 Multi-qubit states and quantum entanglement

Many applications are based on multi-qubit states, which can be composed as ten-
sor products of single-qubit states, which we defined as elements of two-dimensional
Hilbert space C

2 in the previous chapter. A straightforward example of a two-qubit
state is

|0ð ¹ |1ð = |01ð ∈ C
2 ¹ C

2 . (2.1-4)

However, not all multi-qubit states can be factorized into single-qubit spaces.
An example of such a state is illustrated as follows

|Èð =
1√
2
|00ð +

1√
2
|11ð . (2.1-5)

We called these states entangled. From a mathematical perspective, an entangled
state cannot be expressed as a tensor product of single-qubit states |ÈAð ¹ |ÈBð.
The two-qubit entangled states most commonly used, due to their maximal entan-
glement, are the Bell states



2.1. BUILDING BLOCKS OF THE QUANTUM INFORMATION

7

|Φ±ð =
1√
2

(|00ð ± |11ð) , (2.1-6)

|Ψ±ð =
1√
2

(|01ð ± |10ð) . (2.1-7)

2.1.2 Density operator

In the previous chapter, we defined a qubit using a state vector |Èð within a
Hilbert space. These quantum states, represented by state vectors, are known as
pure states and serve as idealized representations based on our complete knowledge
of the quantum system. In practice, uncertainty or incomplete knowledge about
the exact state of the quantum system often arises due to interactions with the
environment, such as macroscopic experimental setups or other sources of noise. In
such cases, the quantum system is described by a statistical mixture of pure states,
known as a mixed state. To mathematically describe these general quantum states,
we now introduce the density operator. For a pure state, the density operator is
defined as

Ä̂ = |Èð |Èð = |ÈðïÈ| . (2.1-8)

The general density operator we can construct as a sum of all pure states |Èið, in
which the quantum system can be observed with given probabilities pi

Ä̂ =
∑

i

pi |ÈiðïÈi| . (2.1-9)

Now we can use probabilities requirements to define the properties of a density
operator which describes a physical quantum system

• The probabilities pi are normalized
∑

i pi = 1 =⇒ Tr[Ä̂] = 1.

• The probabilities pi are real =⇒ Ä̂ is Hermitian Ä̂ = Ä̂.

• The probabilities pi are not negative =⇒ Ä̂ is semidefinite positive Ä̂ g 0.

Unlike pure states, mixed states lack well-defined probabilities for all potential
projection outcomes. Instead, they are described by the probabilities pi associated
with different pure states that the system could be in, as described by Eq. 2.1-9.
Let’s define the purity of a quantum state as

P = Tr[Ä̂2] , (2.1-10)

intuitively if the P = 1 the Ä̂ will describe pure state and if P < 1 the state described
by Ä̂ will be mixed. Now we can list a few simple examples to get some intuition
about pure and mixed states. The density operator of pure state |1ð can be written
by using Eq. 2.1-8 as
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Ä̂|1ð = |1ðï1| =
[

0 1
]

[

0
1

]

=

[

0 0
0 1

]

. (2.1-11)

We know that by a linear combination of computational basis, we can construct
a vector, which is part of Hilbert space, so in other words it is a pure state. As
an example, take an equal superposition of |0ð and |1ð, which can be described by

state vector |+ð = 1√
2
(|0ð+ |1ð) = 1√

2

[

1
1

]

and for next we will refer it as a diagonal

state. Then the density operator of the diagonal state is

Ä̂|+ð = |+ðï+| =
1

2

[

1 1
]

[

1
1

]

=
1

2

[

1 1
1 1

]

. (2.1-12)

It’s evident that the purity of Ä̂|+ð equals one. While we have focused so far on
density operators for pure states, let’s now consider a simple example of a mixed
state. Assume an incoherent equal mixture of |0ð and |1ð pure states. To calculate
the given density operator we will use Eq. 2.1-9

Ä̂|mixð =
1

2
|0ðï0| +

1

2
|1ðï1| =

1

2

[

1 0
0 0

]

+
1

2

[

0 0
0 1

]

=
1

2

[

1 0
0 1

]

. (2.1-13)

The purity of Ä̂mix is equal to 1
2 . By comparing Eq. 2.1-12 and Eq. 2.1-17 we can

describe the physical meaning of diagonal and off-diagonal elements of a density
operator. The diagonal elements represent probabilities to observe the different
pure states and they are always real-positive values. In both of our examples,
we used the same probability amplitudes of the given pure states |0ð and |1ð, so
the diagonal elements of both density operators are the same. The difference is
coming in the off-diagonal elements, which describe coherent superposition between
different pure states and in general, they are complex numbers. A completely
mixed state is represented by a diagonal matrix as there is no coherence between
the bases’ pure states.

The purity can be a useful parameter for some applications, such as security
analysis of quantum cryptography protocols, see Ch. 2.2.3.4. However, in most
of the applications, we will be more interested in how far is our experimentally
prepared state from its theoretical image. For that, we have to define the fidelity
of a quantum state

F(Ä̂, Ã̂) = Tr

[
√

√

Ä̂Ã̂
√

Ä̂

]2

. (2.1-14)

Fidelity measures the closeness between two states represented by density op-
erators Ä̂ and Ã̂, where one denotes the experimental state and the other represents
its theoretical counterpart. In terms of measurement, fidelity can be viewed as the
probability that state Ã̂ will collapse to state Ä̂. The fidelity of experimentally
prepared quantum states is a critical parameter for the effective implementation
of quantum cryptographic and computing protocols.



2.1. BUILDING BLOCKS OF THE QUANTUM INFORMATION

9

2.1.2.1 Partial trace of a density operator

Often, we want to describe only a specific subsystem of a larger system using a
density operator, without needing to account for the entire system. This larger
system may include elements such as an environment, field, cavity, or entangled
states that we do not have access to. To address this, we define the partial trace
of the density operator, which effectively discards the information about the parts
of the system that are irrelevant or inaccessible to us. However, this process may
result in a mixed-state density operator, reflecting the incomplete knowledge about
the system as a whole.

To define a partial trace we will assume a bipartite system described by a
density operator Ä̂AB defined on a Hilbert space HAB, which is given as a tensor
product of two Hilbert spaces HA ¹HB. Then we can see a partial trace as linear
map TrB [.] from HAB → HA (or HB respectively) defined as

TrB [Ä̂A ¹ Ä̂B] = Ä̂ATr [Ä̂B] , (2.1-15)

where Ä̂A and Ä̂B are density operators describing systems on HA and HB respec-
tively. This definition describes a situation when we are tracing out the system Ä̂B
from a bipartite system, the generalisation to more-dimensional systems is quite
straightforward.

The partial trace is commonly used in many security analyses of quantum
cryptographic protocols. Therefore, a more intuitive understanding of Eq. 2.1-15
and its implementation will help for further reading. Let’s assume a Bell state Ψ+

as an example of a simple bipartite pure state. By applying Eq. 2.1-8 we can write
its density operator

Ä̂Ψ+ = |Ψ+ðïΨ+| =
1

2
[(|00ð + |11ð) ¹ (ï00| + ï11|)] =

1

2









1 0 0 1
0 0 0 0
0 0 0 0
1 0 0 1









. (2.1-16)

As a Bell state describes two entangled qubits we can easily imagine a situation
when one of the qubits is lost or we simply do not have access to it (it is held by
another party for example). Then the density operator of the remaining qubit Ä̂A
can be reached as a partial trace of the Bell state density operator Ä̂Ψ+ over the
inaccessible one

Ä̂A =
1

2
|0ðï0| +

1

2
|1ðï1| =

1

2

[

1 0
0 1

]

. (2.1-17)

We already know this density operator represents an incoherent equal mixture
of |0ð and |1ð pure states. In this case, similar to many cases in general, the result
of partial trace over a pure state is a mixed state, due to losing information about
part of the large system. In this example, we can also see an interesting feature of
maximally entangled states’ partial trace
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Tr(Ä̂AB) =
1

2
I ,where I is identity matrix . (2.1-18)

2.1.3 Quantum gates

Quantum gates, also known as quantum logic gates, are fundamental building
blocks in the quantum information theory that enable the manipulation of quantum
states. Similar to classical logic gates in traditional computing, quantum gates are
used to perform specific operations on qubits.

Quantum gates are represented by unitary matrices that describe the trans-
formation they induce on the quantum state. These matrices ensure that the
gate operation is reversible and preserves the normalization of the quantum state.
Unitary matrices are n× n complex matrices which satisfy the following property

Û Û  = Û  Û = I , (2.1-19)

where Û  denotes the Hermitian conjugate of Û . An effect of a unitary operation
on a quantum state vector can be seen as a transformation in the vector space

Û |Èð = |È′ð . (2.1-20)

The simplest example of quantum gates is a set of single-qubit gates. In prin-
ciple, any unitary 2 × 2 matrix is a valid single-qubit gate however the commonly
used ones are the following

• Pauli gates: These gates are represented by Pauli matrices and perform
specific rotations or flips on the single-qubit state. The set of these gates
includes the X gate (bit flip gate), Y gate (bit and phase flip gate), and
Z gate (phase flip gate). They are represented by the corresponding Pauli
matrices

X̂ = Ã̂X =

[

0 1
1 0

]

, Ŷ = Ã̂Y =

[

0 −i
i 0

]

, Ẑ = Ã̂Z =

[

1 0
0 −1

]

. (2.1-21)

• Hadamard gate: This gate puts the qubit |0ð or |1ð into a superposition
state, equally likely to be measured as 0 or 1. It is often used for creating
superposition states and performing basis transformations

Ĥ =

[

1 1
1 −1

]

. (2.1-22)

• Phase gates: These gates introduce a phase shift ϕ to the qubit state
without changing the probability amplitudes. The general phase gate is
then represented by the matrix
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P̂ =

[

1 0
0 eiϕ

]

. (2.1-23)

The most common phase gates are the Ŝ gate and T̂ gate

Ŝ =

[

1 0

0 ei
π

2

]

, (2.1-24)

T̂ =

[

1 0

0 ei
π

4

]

. (2.1-25)

The T̂ gate is often used in more advanced quantum algorithms, such as
Shor’s algorithm [10] and the quantum phase estimation algorithm.

In order to not produce only trivial results we have to define two-qubit gates,
which will allow us to advance operations such as entanglement generation or
quantum teleportation. Here the three most common two-qubit gates are listed

• Controlled-NOT (CNOT) gate: It is a widely used two-qubit gate which
applies a NOT gate (bit flip) operation to the target qubit if and only if the
control qubit is in the state 1

ÛCNOT =









1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0









. (2.1-26)

• Controlled-Z gate: It is also known as the controlled-phase gate or fusion
gate, and applies a phase flip to the target qubit if and only if the control
qubit is in state 1. It is the fundamental gate for cluster state generation

ÛCZ =









1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 −1









. (2.1-27)

• Swap gate: This gate exchanges the states of two qubits. It seems to be
trivial but it is crucial for the generation of complex cluster states

ÛSWAP =









1 0 0 0
0 0 1 0
0 1 0 0
0 0 0 1









. (2.1-28)
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All general qubits’ transformations can be decomposed into a set of two-qubit
and one-qubit quantum gates [105]. We then can identify the smallest set of uni-
versal quantum gates to perform any operation on an arbitrary number of qubits.
It has been demonstrated that any two-qubit quantum gate can be constructed
using the CNOT gate combined with one-qubit gates. Additionally, for one-qubit
gates, a sufficiently long sequence of H and T gates can substitute for any gen-
eral one-qubit gate. Consequently, the set {ÛCNOT , Ĥ, T̂} forms a universal set
of quantum gates, enabling the construction of a universal quantum computer
capable of implementing all types of quantum algorithms [105].

2.1.4 Measurement

In the previous chapters, we defined qubit and qubit processing. To have avail-
able all the tools, which we need to build up quantum information theory we now
need to define the measurement operation, which refers to a physical quantity that
can be measured or observed in an experiment. The measurement is defined by
a postulate of quantum mechanics as a set of measurement operators {M̂m}nm=1,
where the index m refers to a possible measurement outcome. Let’s assume the
measurement of a general pure state |Ψð then the probability of observing mea-
surement outcome m is given as

pm = ïΨ| M̂  
mM̂m |Ψð . (2.1-29)

Since the sum of probabilities for all possible measurement outcomes must equal
1, the measurement operators must satisfy the completeness relation given by

∑

m

M̂  
mM̂m = 1 . (2.1-30)

In quantum mechanics, it is well understood that the act of measurement
changes the measured quantum system, a phenomenon known as the wave function
collapse. If a quantum system |Ψð is measured and yields an outcome m, the state
immediately after the measurement is described as follows

|Ψ′ð =
M̂m |Ψð

√

ïΨ| M̂  
mM̂m |Ψð

. (2.1-31)

2.1.4.1 Projective measurement

The most straightforward example of measurement is called projective measure-
ment and it is defined as

M̂ =
∑

i

¼iP̂i =
∑

i

¼i |ÈiðïÈi| , (2.1-32)

where ¼i are eigenvalues with corresponding eigenvectors |Èið of the measurement
operator M̂ and P̂i are orthogonal projectors which obey the standard projector
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definitions: P̂ 2
i = P̂i and P̂iP̂j = ¶ij . The probability that a measurement M̂ on a

quantum state |Ψð will give a result ¼i is than given by

p(¼i) = ïΨ| P̂i |Ψð =| ïΨ|Èið |2 . (2.1-33)

Apart from probabilities of individual measurement outcomes, we are often in-
terested in an averaged value of measurement results with respect to a quantum
state. This averaged value we usually call the expected value and define as

ïM̂ðΨ = ïΨ| M̂ |Ψð =
∑

i

¼ip(¼i) . (2.1-34)

If the state |Ψð is described by its density operator Ä̂ the expectation value can be
defined as the following

ïM̂ðÄ̂ = Tr[M̂Ä̂] . (2.1-35)

A simple practical example of the projective measurement is a measurement
of a qubit, defined by Eq. 2.1-1 in the |0ð, |1ð basis, where the corresponding
measurement operators can be written as

M̂0 = |0ðï0| M̂1 = |1ðï1| . (2.1-36)

At the moment of the measurement the quantum state |Ψð immediately col-
lapses to state |Èið which corresponds to the result of the measurement ¼i. The
measurement itself then changes the quantum system. Therefore if we want to
measure two properties of one quantum system, which are described by mea-
surement operators M̂ and N̂ , the measurement results are in general dependent
on the order of our measurement. And only if the related observables commute
([M̂, N̂ ] = M̂N̂ − N̂M̂ = 0) we can measure the two properties of the system
together since the commutation equation implies an existence of a simultaneous
eigenbasis for the operators M̂ and N̂ . For this reason, it is impossible to get all
the information about a quantum system itself.

2.1.4.2 Quantum state tomography

Characterizing a real quantum state is a fundamental experimental task in quan-
tum information theory. This typically involves estimating the density operator of
an unknown state by performing a series of measurements whose outcomes fully
describe the state. This process is known as quantum state tomography. Due to
the destructive nature of measurements and the no-cloning theorem, reconstruct-
ing an unknown quantum state from a single copy is strictly impossible. Therefore,
tomography must always be performed on a set of independently and identically
prepared states.

The simplest example is reconstructing the unknown density operator Ä̂ of a
single qubit state. In this case, quantum state tomography aims to estimate the
following expectation values
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Tr[X̂Ä̂], Tr[Ŷ Ä̂], Tr[ẐÄ̂] , (2.1-37)

where X̂, Ŷ , Ẑ are Pauli gates, which were defined in Ch. 2.1.3. To fully charac-
terize a single qubit state, only three measurements are necessary. However, for
multi-qubit states, the number of required measurement settings increases expo-
nentially with the number of qubits. As a result, more efficient methods, such as
quantum witnesses, are employed for large-scale systems. While these methods do
not reconstruct the state’s density operator, they provide valuable information in
the form of purity or fidelity of the quantum states, see Ch. 2.1.2.

2.1.4.3 General concept of measurement

Projective measurements, as defined by Eq. 2.1-32, are the most commonly used
in quantum information. However, they are not the most general type of mea-
surement allowed by quantum theory. For certain applications, such as the se-
curity analysis of quantum cryptographic communication protocols, we need to
define a more general measurement concept known as a positive operator-valued
measuremet (POVM). A POVM is represented by a set of Hermitian positive
semidefinite operators Êi (POVM elements) that sum to the identity operator

∑

i

Êi = I , (2.1-38)

where the number of POVM elements can be arbitrarily high. In analogy to
quantum pure state and mixed state, we can see POVM as a statistical mixture
of projection measurement elements Êi = |ÈiðïÈi|.

2.1.5 Quantum information with photons

The previous sections established a theoretical framework for the three key
components of quantum information: the qubit, quantum gates, and the measure-
ment. Before delving into the integration of these foundational building blocks
into quantum protocols, we will provide a condensed overview of the experimental
implementation of these blocks for a qubit encoded in the polarization state of a
single photon.

2.1.5.1 Photonic qubit

A qubit can be realized using any quantum-mechanical system with two orthogo-
nal levels. However, using quantum states of light as qubits offers several practical
advantages. Photons, as decoherence-free quantum systems, enable high-fidelity
qubit implementation and operation even at room temperature [106]. Addition-
ally, they can be transmitted over long distances through optical fibers, making
photonic qubits ideal for long-distance quantum communication. Various phys-
ical encodings of such qubits have been implemented, an overview of the most
commonly used ones is provided in Tab. 2.1.
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Encoding Quantum state
of light

Commonly used
computational basis

Polarization Single photon Horizontal and vertical
linear polarization

Time-bin Single photon Early and late
time of arrival

Photon number Fock states Vacuum and
single-photon state

Quadrature Squeezed state Amplitude-squeezed state
Phase-squeezed state

Table 2.1: Frequently used photonic qubit physical implementation.

The polarization of photons is a frequently used option for implementing pho-
tonic qubits, primarily because manipulating polarization in an experimental setup
is relatively straightforward using polarizers, half- and quarter-wave plates or
electro-optical modulators. In addition, the polarization state of a single pho-
ton can be transferred to long distances, by fiber or free-space propagation, with
a minimal decrease in its fidelity. The common choice of computational basis
(|0ð , |1ð) is vertical and horizontal linear polarization (|V ð , |Hð), but without any
loss of generality, a qubit can be represented by any two orthonormal polariza-
tion state, such as diagonal and anti-diagonal linear polarization (|+ð , |−ð) or left
and right circular polarization (|Lð , |Rð). The other polarization states are used
mainly in quantum cryptography applications, where encoding to multiple bases
is needed, see Ch. 2.2.2.

In this work, we mostly assume single-photon-based qubits encoded in a po-
larization state in the Z computational basis, where |0ð = |V ð and |1ð = |Hð. The
generation of single photons is in detail described in Ch. 3.

2.1.5.2 Manipulation of single polarization photonic qubit

Any general single-qubit unitary operation, including single-qubit quantum gates,
can be decomposed into three rotations about some Bloch sphere’s axis. In the
context of polarization-encoded photonic qubits, this rotation is achieved through
propagation within birefringent material. Here, the rotation axis on the Bloch
sphere is determined by the orientation of the optical axis of the nonlinear crys-
tal, and the rotation angle is set by the total phase shift acquired during the
propagation. In practice, two types of devices are used to implement single-qubit
unitaries:

• Variable retarders: The optical axis is fixed and the birefringence is tun-
able. Usually electro-optic modulator (EOM) or liquid crystals, where the fi-
nal phase shift is linearly dependent on the controlled voltage, are used. This
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approach is chosen if fast changes of implemented phase shifts are needed
(information encoding in quantum cryptography, feed-forward operation in
quantum computing,...).

• Waveplates: The birefringence is fixed and the optical axis can be rotated.
This cost-efficient approach is widely used in applications where rapid phase
shift changes are not required.

The unitary operation corresponding to a phase shift ∆ϕ acquired from propa-
gation through birefringent material is described by a matrix from Jones calculus

Û∆ϕ =

[

eiϕx 0
0 eiϕy

]

= eiϕx

[

1 0
0 e−i∆ϕ

]

, (2.1-39)

were ϕx and ϕy are the phase shifts acquired from propagation along the crys-
tallographic axes x and y, respectively. We used ϕy = ϕx − ∆ϕ, assuming that
ϕx < ϕy, the x-axis is denoted as the fast axis. Then the matrix Û∆ϕ illustrates
the situation where the fast axis is aligned with H polarization. In the case of
EOM and liquid crystals the ∆ϕ is given as

∆ϕ =
Ãn3rV

¼

l

d
, (2.1-40)

where parameters (n, r) characterize the birefringent material, the first is the re-
fractive index and the second one is the given element of the electro-optic tensor.
On the other hand, (l, d) characterize the crystal’s geometry, where l corresponds
to the interaction length, and d denotes the electrode separation. It is evident that
the phase shift exhibits a linear dependence on the applied voltage V .

The general situation, where the fast axis of the crystal is rotated from the H
polarization plane by angle ¹ is described by the following matrix

Û∆ϕ(¹) = R̂(−¹)Û∆ϕR̂(¹) , (2.1-41)

where the rotation transformation matrix R̂(¹) is defined as

R̂(¹) =

[

cos ¹ sin ¹
− sin ¹ cos ¹

]

. (2.1-42)

However, utilizing waveplates, elements with constant birefringence, is often
the most practical and cost-effective approach. Commonly accessible materials like
quartz exhibit linear birefringence and can be manufactured with precise thickness
to achieve the desired phase shift. In practice, two types of waveplates are used:
half-wave plate (HWP) with a total phase shift of Ã and quarter-wave plate (QWP)
implementing a phase shift of Ã

2 . Waveplates with their fast axis rotated by an
angle ¹ from the H polarization plane are described by the following matrices
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ÛHWP (¹) = R̂(−¹)e−iπ
2

[

1 0
0 −1

]

R̂(¹)

= e−iπ
2

[

cos2 ¹ − sin2¹ 2 sin ¹ cos ¹
2 sin ¹ cos ¹ sin2 ¹ − cos2 ¹

]

, (2.1-43)

ÛQWP (¹) = R̂(−¹)e−iπ
4

[

1 0
0 i

]

R̂(¹)

= e−iπ
4

[

cos2 ¹ + i sin2 ¹ (1 − i) sin ¹ cos ¹
(1 − i) sin ¹ cos ¹ i cos2 ¹ + sin2 ¹

]

. (2.1-44)

In this convention, HWP and QWP correspond to rotations around an axis situated
in the X-Y -plane of the Bloch sphere. The rotation angles are 180◦ and 90◦,
respectively. The rotation axis’s orientation is given by the physical alignment of
the optical axis. It was mathematically proven that arbitrary single-qubit unitary,
so arbitrary rotation at the Bloch sphere, can be implemented by a set of three
waveplates (QWP-HWP-QWP) [107, 108]. In other words, every unitary can be
decomposed into three waveplates’ matrices

Û = ÛQWP (¹1)ÛHWP (¹2)ÛQWP (¹3) . (2.1-45)

This is a strong universal framework for the general manipulation of a single pho-
tonic qubit.

2.1.5.3 Projective measurement of polarization photonic qubits

The last building block of quantum information protocol is a single-qubit pro-
jective measurement. The straightforward way is employing the Von Neumann
approach, where the polarization basis states are coupled into two different spatial
modes. The polarization state of the photon could be then determined by state
tomography, where spatial mode occupations are measured [109].

Figure 2.1: Polarization single-qubit measurement. a) Setup for projective
measurement of single-qubit polarization state. b) Angles ¹ of a quarter-wave plate
(QWP) and a half-wave plate (HWP) to implement measurement in the free con-
jugate computational bases (X, Y, Z).
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In polarisation degree of freedom, the projective measurement is implemented
by using polarizing beam-splitter (PBS), which typically transmits H polarization
and reflects V polarization. PBS is therefore equivalent to a measurement in Z
computational basis, where detection of a single photon in transmitted port re-
veals eigenvalue +1 and in the reflected one reveals −1. A measurement in different
computational bases can be implemented by performing single-qubit rotation Û
before the PBS. Assume that |e+ð and |e−ð are eigenvectors of the given compu-
tational basis with corresponding eigenvalues ±1. Then we search a rotation Û ,
which maps the eigenvector with positive eigenvalue to |Hð port and the negative
eigenvector to the |V ð port

Û |e+ð = |Hð , Û |e−ð = |V ð . (2.1-46)

From the previous chapter, we know that every single-qubit unitary can be
implemented by a set of three waveplates. Nevertheless, the present scenario is
more straightforward since our goal isn’t to find a unitary mapping from any
arbitrary state to another arbitrary state. Instead, we aim to map an arbitrary
state to |Hð and |V ð. Consequently, employing just one QWP and one HWP
together with the PBS proves sufficient to implement Von Neumann measurement
in any computational basis, see Fig. 2.1. The first QWP maps the general positive
eigenstate to the linear plane of the Bloch sphere

ÛQWP (¹QWP ) |e+ð = ³R |0ð + ´R |1ð , |³R|2 + |´R|2 = 1 , (2.1-47)

where ³R and ´R are real probability amplitudes. The following HWP transform
the general state in the linear plane to |Hð

ÛHWP (¹HWP )ÛQWP (¹QWP ) |e+ð = |Hð . (2.1-48)

As was defined in Ch. 2.1.4.2 a measurement in three measurement bases (X,Y
and Z) is needed to reconstruct the single-qubit state by quantum tomography
approach. The corresponding angles ¹QWP and ¹HWP can be found based on
the result of Ch. 2.1.5.2 and they are listed for the three computational bases in
Fig. 2.1.

2.2 Quantum cryptography with single photons

Quantum cryptographic protocols are based on quantum-mechanical laws and
can inherently resist eavesdropping attempts even from adversaries with unlimited
power [12, 14]. Quantum cryptography is more than just secure key (SK) sharing
represented by well-known QKD [14], it enables applications such as remote coin
flipping [110] or bit commitment [16]. To describe quantum cryptographic pro-
tocols we will use three model parties, as illustrated in Tab. 2.2. The first two,
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Alice and Bob, are the communication parties who execute the protocol [11]. Al-
ice generates quantum states and encodes information onto them. She transmits
these states through a quantum communication link to Bob, who performs mea-
surements. In a general scenario, a third party known as Eve, the eavesdropper,
enters the scene intending to compromise the protocol. Eve aims to read the shared
information or manipulate the protocol to her advantage. This chapter provides a
summary of fundamental quantum cryptographic protocols, offering insights into
security proofs and Eve’s potential hacking strategies.

Name of
the party

Icon used
in this work

Available resources

Alice Single-photon source,
Single-qubit gates (state encoding)

Bob Single-photon detectors
Single-qubit gates (measurement bases)

Eve All resources allowed by laws
of the nature

Table 2.2: Overview of model parties used for the description of quantum
cryptographic protocols.

2.2.1 The no-cloning theorem

Classical information can be copied arbitrarily many times which allows us to
easily work with our data, amplify information transmitted through communica-
tion networks, and operate the global classical internet effectively. But this prop-
erty also opens security loopholes, which can be exploited for data interceptions.
On the other hand, quantum information has a completely different nature and
already in 1982, the impossibility of creating an independent and identical copy of
an unknown quantum state was proven [111,112]. This statement is known as the
no-cloning. Undoubtedly, the theorem sparked the rapid advancement of quantum
cryptography. It took only one year until no-cloning was used to construct the first
cryptographic protocol, quantum money [113], followed soon by the most famous
BB84 QKD protocol [12]. Even the foundation of the most advanced modern pro-
tocols remains rooted in the straightforward concept that quantum information
cannot be copied. It is important to note here, that the no-cloning theorem is true
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only for unknown quantum states. If we know the density operator of the state,
by knowing the state preparation procedure, for example, we can prepare as many
copies of it as we want. This principle is used in quantum state tomography, as
described in Ch. 2.1.4.2.

This crucial property of quantum information can be easily seen from the
linearity of quantum mechanics. Let’s assume we have a quantum copy machine,
which can copy quantum information from state S to state C. The copy machine
is fed by blank states |bðC , we can imagine it as blank paper sheets which we put
into a regular copy machine. For simplicity, we will use a general one-qubit state
|ÈðS = ³ |0ðS + ´ |1ðS as the state S. The ideal quantum copy machine should
then work as follows

(³ |0ðS + ´ |1ðS) |bðC = ³ |0ðS |bðC + ´ |1ðS |bðC
−→ ³ |0ðS |0ðC + ´ |1ðS |1ðC , (2.2-1)

where the arrow represents the ideal quantum copying process. If our quantum
copy machine works properly it has to be able to copy arbitrary quantum states
without knowing the probability amplitudes ³ and ´.

|ÈðS |bðC −→ |ÈðS |ÈðC =

³2 |0ðS |0ðC + ³´ |0ðS |1ðC + ³´ |1ðS |0ðC + ´2 |1ðS |1ðC . (2.2-2)

As we see these two equations are in direct contradiction and therefore the ideal
quantum copy machine cannot exist.

2.2.2 Quantum-cryptographic primitives

Quantum-cryptographic primitives are fundamental building blocks, which can
be combined with one another to provide various security guarantees in applica-
tions such as online banking, anonymous messaging, software licensing and digital
signatures [13]. In this work four main quantum cryptography primitives are in-
vestigated, QKD [14, 15, 114, 115], quantum bit commitment (QBC) [16, 17, 36],
QT [18,31,116], QCF [19,110,117]. For their overview see Tab. 2.3.

2.2.2.1 Quantum key distribution

QKD is one of the most mature quantum-cryptographic primitives developed so
far. It has successfully transitioned from proof-of-principle laboratory experiments
to practical implementation in real-life scenarios, such as metropolitan networks
[20–22], fiber links connecting cities [23,24], and even intercontinental land-space-
land connections [25].

In general, QKD protocols allow two parties, Alice and Bob, to establish a uni-
formly distributed SK over a public quantum channel. The parties could use this
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Protocol Description Application

Quantum key
distribution
(QKD)

Alice and Bob wish to establish
a secret key over an
eavesdropped channel

message encryption,
digital signatures,
authentication

Quantum bit
commitment
(QBC)

Alice sends a bit to Bob, such
that:

• Alice cannot change the
bit after committing to
its value.

• Bob cannot discover the
value until she reveals it.

multiparty computing,
verifiable secret
sharing,
zero-knowledge proofs

Quantum
tokens
(QT)

Alice issues a token or program
to Bob, such that he may use it
once and only once.

unforgeable money
and credit cards,
license protection,
one-time programs,
unique voting tokens

Quantum coin
flipping
(QCF)

Alice and Bob wish to remotely
toss a fair coin, such that none
of the two parties can bias the
outcome towards:

• any value (generates ran-
domness): Strong QCF

• their preferred, opposite
value (there is a winner
and a loser): Weak QCF

multiparty computing,
unbiased e-voting,
secure online gaming

Table 2.3: Main quantum primitives. A description of each primitive and its
variants is provided, along with example applications to illustrate the role of each
primitive within quantum networks.
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Figure 2.2: BB84 Quantum key distribution protocol scheme.

SK to encrypt their classical messages in the future. The quantum link between
Alice and Bob is controlled by an eavesdropper, Eve, who tries to obtain some
information about the shared key. Due to the no-cloning theorem, Eve cannot
perfectly retrieve the sent information while her measurements introduce addi-
tional disturbance at the communication channel. Therefore Alice and Bob can
reveal the presence of unwanted eavesdroppers with arbitrarily high probability by
detecting a level of an error introduced on the sent information during propagation
through the quantum link.

Let’s describe the QKD protocol in its most standard BB84 form [12]. We
will assume that Alice and Bob are connected by a public quantum channel and
a public authenticated classical channel. The protocol can be divided into two
main phases, quantum communication and classical communication, see Fig. 2.2.
During the quantum phase, Alice prepares a sequence of four random quantum
states, which are eigenstates of two conjugate bases, which are usually chosen as
Z basis (eigenstates |0ð and |1ð) and X basis (eigenstates |+ð and |−ð). Alice
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correlates the logical ”0” with the nonorthogonal states |0ð and |+ð, while the
logical ”1” is associated with states |1ð and |−ð, respectively. The set of such four
states is generally called BB84 states [12].

Alice sends the prepared states to Bob by the quantum communication link.
He measures the received states in randomly chosen bases (X or Z basis). It be-
comes evident that if Bob measures the state using the same basis as Alice did, he
will obtain the logical information that Alice encoded. On the other hand, if the
preparation and measurement bases are not aligned the output of the measure-
ment is random. Therefore after the quantum communication phase, Bob informs
Alice about his measurement basis via the authenticated classical communication
channel and Alice in the same fashion informs Bob about her preparation bases.
After that, they both discard events when the measurement and preparation bases
aren’t aligned. Because Alice and Bob chose the bases randomly and indepen-
dently they discard statistically 50 % of the events. At the end of that procedure,
the so-called sifting phase, which is the start of the classical communication phase,
both should have the same string of logical ”0” and ”1”, which we call the sifted
key.

In real-life protocols, the strings of Alice and Bob aren’t the same after the
sifting phase due to the present noise. This can have several sources, such as
channel-environment noise, quantum state preparation error, quantum state mea-
surement error or in the worst-case scenario the noise can be fully associated with
Eve’s presence. The level of noise is investigated in the parameter estimation
phase. Let’s define here the quantum bit error rate (QBER), which is the key
parameter to judge the security of realistic QKD protocols. The QBER represents
the probability that a generic bit of Bob’s sifted string is different from the cor-
responding bit of Alice’s sifted string. To estimate QBER value, Alice and Bob
disclose a random subset of their strings and compare them. If the estimated
QBER is higher than the theoretical security threshold of the given protocol, the
presence of Eve can be detected and the sifted strings can’t be used to establish
a SK. If the QBER is lower Alice and Bob have more shared information than
Eve has access to and the protocol is secure. For detailed theoretical calculation
of secure QBER threshold see Ch. 2.2.3. The subset of sifted strings used for
parameter estimation is discarded.

Alice’s and Bob’s strings aren’t still the same due to the effect of noise, which
occurred during the quantum communication phase. Therefore they implement
classical error correction codes, which, in the ideal scenario, leads to the same
classical strings on both sides. In the first step, Alice and Bob collaborate to
generate a syndrome, a set of classical information derived from the observed
errors in the parameter estimation phase. The syndrome serves as a fingerprint
of the error pattern and helps identify which qubits are affected and how they
are changed by the error. Using the syndrome information, Alice and Bob apply
an error correction code to correct the errors in their respective received data.
This process ensures that both parties obtain an identical, error-free version of the
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shared SK. However the error correction codes leak a finite amount of information
to Eve, therefore a privacy amplification procedure has to be implemented. Here
Alice and Bob sacrifice a fraction of their error-corrected key as an input to serve
as a key for 2-universal hashing. By this process, the probability of Eve gaining
any information about the SK is reduced to a negligible amount. The final sifted
strings constitute the SK.

In the real-life point-to-point implementation of the QKD protocol, the final
secure key rate (SKR) is affected by losses of the communication channel, such as
losses of used optical fiber or propagating losses in free space. The maximum SKR
which parties can share over a lossy link is upper-bounded by the SK capacity of the
channel, which can be defined by Pirandola-Laurenza-Ottaviani-Banchi (PLOB)
bound [118]

SKRPLOB = −log2(1 − ¸) ≈ 1.44¸ , (2.2-3)

where ¸ is the transmission of the lossy communication link. This theoretical limit
for SKR can be overcome by implementing quantum repeaters in the communica-
tion channel. Recently a few protocols overcoming the repeater-less rate-distance
limit of standard QKD were proposed. The first one was twin-field quantum
key distribution (TF-QKD) [115], where the measurement setup is delegated to
a third untrusted party, called Charlie, situated halfway between Alice and Bob.
The quantum states sent by Alice and Bob travel only half the communication
distance of standard QKD. The secure key is extracted from the resulting single-
photon interference at Charlie’s station, therefore the secure key rate scales with
the square root of the channel transmittance instead of scaling linearly as was
described in Eq. 2.2-3.

Since the TF-QKD protocol relies on first-order single-photon interference, Al-
ice and Bob must share a global phase reference, making experimental implemen-
tation technically challenging [37, 119]. The more recent mode-pairing quantum
key distribution (MP-QKD) protocol overcomes the need for global phase lock-
ing [120]. It is based on second-order single-photon interference, with the encoded
key bits and bases determined during data post-processing. This advantage makes
the implementation of MP-QKD more accessible compared to the twin-field pro-
tocol, while still maintaining the square root dependence of the SKR on channel
transmission [121].
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2.2.2.2 Quantum tokens

This primitive allows a central authority to issue quantum state-based tokens.
Thanks to the no-cloning theorem there is no method to produce identical copies of
such tokens by anyone but the authority. Such a property is called unforgeability
[113]. The famous application of this primitive is quantum money, which can
prevent credit card double spending [31,122] or guarantee user privacy [123].

Various QT protocols are available, ranging from private-key to public-key
systems, offering either quantum verification [113] or classical verification [122].
Certain schemes necessitate quantum memory [18,31], while others eliminate this
strong requirement by implementing no-signalling constraints [123]. In this sec-
tion, we present the original Wiesner’s quantum money [113] as a straightforward
example of a private-key quantum token scheme with quantum verification that
assumes quantum storage and can provide information-theoretic security for un-
forgeability. The protocol is illustrated in Fig. 2.3.

Figure 2.3: Wiesner’s quantum money protocol scheme.



CHAPTER 2 • QUANTUM INFORMATION

26

In Wiesner’s scheme, the BB84 quantum states of each quantum banknote
are encoded according to a random secret classical key, which is known by the
central authority (Alice), and a bank or a mint usually represents it. In addition
to the quantum state, Alice assigns a unique serial number to each banknote and
sends it to a client (Bob). The fundamental properties of BB84 state ensure that
a dishonest Bob willing to duplicate the money state will introduce errors in at
least one of two states, due to no-cloning. These errors will be detected during
verification by Alice when Bob decides to spend the given banknote. During the
verification process, Alice connects the banknote serial number with her saved SK,
measures the quantum state in the correct basis and compares the measurement
outcomes with the saved information. If they correspond with each other Alice
will approve Bob’s transaction otherwise she will reject it.

2.2.2.3 Quantum strong coin-flipping

A strong QCF protocol allows Alice and Bob to generate and agree on a random
bit. Regardless of the lack of trust between them, they wish to ensure that the
bit is truly random. Therefore the QCF is called fair if a given bit is chosen with
probability 1

2 . This probability represents the probability that two honest parties
will agree on bit 0. When it equals 1

2 , then the probability of obtaining bit 1 is also
1
2 . In a dishonest protocol, each of the two parties can force a preferred outcome

i ∈ {0, 1} with probability Pi = 1
2 +ϵ(i) where ϵ(i) is the protocol bias. The protocol

is balanced of Alice’s and Bob’s cheating probability are equal, however, this is
not a general case.

Achieving information-theoretically secure strong QCF with an arbitrarily small
bias is beyond the reach of quantum mechanics alone [124, 125] and requires em-
ploying additional space-time constraints [126], which increase the experimental
complexity of protocol implementations. Nevertheless, it has been demonstrated
that even in the absence of such constraints, quantum mechanics can yield strong
QCF protocols that outperform classical counterparts in terms of information-
theoretic security and bias [127].

To achieve a fair and balanced strong QCF Alice usually doesn’t generate
states encoded in standard BB84 bases. Instead, the four coin-flipping states must
allow for an extra free parameter y ∈ (12 , 1), which will be varied to guarantee the
security of the protocol. The states generated by Alice are defined as

|Ψ³,0ð =
√
y |0ð − (−1)³

√

1 − y |1ð ,
|Ψ³,1ð =

√

1 − y |0ð − (−1)³
√
y |1ð ,

(2.2-4)

where ³ ∈ {0, 1} denotes the encoding basis. The four states used in the protocol
are then {Ψ0,0,Ψ0,1,Ψ1,0,Ψ1,1}.

In the strong QCF protocol Alice generates N random states in randomly
picked bases ³ and sends them to Bob. He measures all the received states in
random bases ³ and informs Alice about the position of the first measured state
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Figure 2.4: Quantum strong coin-flipping protocol scheme.

and the value of his randomly generated classical bit b. Alice then reveals the
encoding bases and the bit value encoded in that state. If their bases are aligned
and Bob’s result of the measurement doesn’t agree with Alice’s encoded bit they
abort the protocol. In all the other cases they agree on the result of the coin flip
as [(cj + b) mod 2], here cj is the value of the measurement outcome of the state,
which Bob labelled as the first detected one [110]. The strong QCF protocol is
described in Fig. 2.4.

2.2.2.4 Quantum bit commitment

QBC protocol can be described by its two phases: the commit phase and the open
phase. In the commit phase, honest Alice chooses a bit b ∈ {0, 1} and provides
honest Bob with some form of evidence that she committed to one of the bit values
without revealing her choice. The involved parties wait for some agreed time and
then continue with the open phase, where honest Alice reveals b to honest Bob.
In the ideal protocol, Bob doesn’t know anything about the committed bit value
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until Alice reveals her choice (hiding property) and at the same time, Alice cannot
change the committed bit value (binding property).

Figure 2.5: Quantum bit commitment protocol scheme.

Similar to strong QCF, the quantum version of bit commitment cannot provide
perfect information-theoretic security for both parties without additional space-
time constraints [128, 129]. However, this strong restriction can be circumvented
by placing restrictions on dishonest Bob’s storage capabilities [128,129].

Here we focus on the quantum protocol from [16], secure under noisy storage
assumption. The protocol is illustrated in Fig. 2.5. In this protocol, we assume
that Alice and Bob agreed to wait in the middle of the commit phase for time
∆t, which is significantly longer than the storage time of all existing quantum
memories. During the commit phase, honest Alice generates N BB84 states and
sends them to Bob. He performs random X or Z measurements at each of the
states and reports to Alice about states, which were lost. Alice makes a string Xn

from bits, which she encodes in the states detected by Bob and waits for the given
time ∆t. Then Alice sends all the preparation bases to Bob, he makes a string
Xm from his measurement results where their bases were aligned. Alice commits
to a bit value C ∈ {0, 1}, choses a hash function h and calculate E = C · h(Xn).
She sends {C,E} and closes the commit phase.

At the beginning of the open phase, Alice sends the string Xn and the commit-
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ted bit C to Bob. He calculates a value of control committed bit as B = h(Xn)·E.
If B = C and Xn agree with Xm Bob accepts the bit commitment. In all the other
cases he rejects it.

2.2.3 Security of quantum cryptography

In this chapter, we will examine the security of a quantum cryptographic pro-
tocol using a QKD protocol as an example. We will first describe the simplest
eavesdropping strategy, the intercept-resend attack, and then outline the optimal
attack on an ideal QKD system. Following this, we will address the practical secu-
rity of QKD protocols, which are no longer ideal and involve various types of errors.
We will specify security proofs for QKD protocols where PDSs are employed.

2.2.3.1 Intercept-resend attack on ideal QKD

The intercept-resent attack is the basic eavesdropper strategy against many quan-
tum cryptographic primitives. Eve interrupts the quantum communication channel
and measures all the states, which Alice sent to Bob. She either randomly chooses
measurement bases from Bob’s set or measures all the quantum states in one base,
which is optimized to maximise the success of her strategy. Later we will see, which
one of these two approaches is more efficient. In general, the basic intercept-resent
attack is not an efficient eavesdropping strategy and can be easily spotted by Alice
and Bob due to the high level of produced noise. We will study the success of this
attacking technique on BB84 QKD protocol as described in Ch. 2.2.2.1.

Consider a scenario where Eve breaks the protocol and performs measurements
on every state sent by Alice using a random basis (either X or Z). Subsequently,
she prepares a new quantum state based on the measurement results and chosen
basis and sends it to Bob. Because Alice and Eve chose their bases randomly
the probability that they will be aligned, which is also Eve’s success probability,
is 50 %. In all the other states Eve will just introduce noise. Bob chose his
measurement bases also randomly and therefore he will spot the error introduced
by Eve in half of the cases. We can then easily see that QBER introduced by this
simple intercept-resend attack is 25 %. Eve after this attack has at least the same
amount of information as Bob and the SK cannot be established.

In the second scenario, Eve will measure all the states in general bases {|¹ð , |¹§ð}
defined by two orthonormal vectors in two-dimensional Hilbert space

|¹ð = cos
¹

2
|0ð + eiϕ sin

¹

2
|1ð , (2.2-5)

|¹§ð = sin
¹

2
|0ð − e−iϕ cos

¹

2
|1ð . (2.2-6)

Eve will then assign a logical bit ”1” (corresponding to Alice’s states |1ð, |−ð) to
outcome |¹ð and logical bit ”0” (corresponding to Alice’s states |0ð, |+ð) is signed
to Eve’s outcome |¹§ð. We can now calculate conditional probabilities
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Alice’s
state

Eve’s
measurement
outcome

Eve’s
measurement
probability

Bob’s error
probability

|0ð |¹ð P (¹ | 0) = cos2 θ

2 P (1 | ¹) = sin2 θ

2

|¹⊥ð P (¹⊥ | 0) = sin2 θ

2 P (1 | ¹⊥) = cos2 θ

2

Table 2.4: Probability that Bob will get an error in the result during
the intercept-resend attack with fix Eve’s measurement bases for Alice’s
state |0ð.

P (¹ | 0) = P (¹§ | 1) = cos2
¹

2
, (2.2-7)

P (¹ | +) = P (¹§ | −) =
1 + sin ¹ cosϕ

2
. (2.2-8)

By considering a sifting scenario, we can use Bayes’s theorem to demonstrate that
Eve’s probability of guessing Alice’s state, based on her measurement outcomes in
the general basis |¹ð , |¹§ð, is given by the following equations [102]

P (0 | ¹) = P (1 | ¹§) = P (¹ | 0) = P (¹§ | 1) = cos2
¹

2
:= PZ

E , (2.2-9)

P (+ | ¹) = P (− | ¹§) = P (¹ | +) = P (¹§ | −) =
1 + sin ¹ cosϕ

2
:= PX

E , (2.2-10)

where PZ
E and PX

E are probabilities that Eve will decode a state, which Alice
sent in Z or X bases. For bases defined by angles ¹ = Ã

4 and ϕ = 0 these two
probabilities will equal

PZ
E = PX

E := PE ≈ 0.85 . (2.2-11)

We see that Eve’s success probability, PE , is now higher compared to the scenario
where Eve measures randomly in the Z or X bases. Now, we will estimate QBER
associated with this attack. The intuition behind the calculation is shown in the
example for Alice’s state |0ð, see Tab. 2.4. Then for the probability that Bob will
get an error in the measurement result if Alice prepared the state in Z-bases, we
can write

P (1 | 0) = P (1 | ¹)P (¹ | 0) + P (1 | ¹§)P (¹§ | 0) =
sin2 ¹

2
, (2.2-12)

PZ
error = P (0 | 1) = P (1 | 0) . (2.2-13)

The same calculation can be done also for Alice’s state in X-bases, where we get
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PX
error = P (− | +) = P (+ | −) =

1 − sin2 ¹ cos2 ϕ

2
. (2.2-14)

Because Alice changes Z and X bases randomly the final QBER can be calculated
as an arithmetic average of these two probabilities

QBER =
(PZ

error + PX
error)

2
=

1 + (1 − cos2 ϕ) sin2 ¹

4
. (2.2-15)

If we calculate it for the bases defined by angles ¹ = Ã
4 and ϕ = 0 we get 25 % as in

the previous case. The intercept-resend attack always introduces high noise to the
protocol. Therefore, it is not an ideal hacking strategy for BB84 QKD protocol.

2.2.3.2 Optimal attack on ideal QKD

To determine the minimum QBER that Eve can introduce during a successful
attack on the ideal BB84 QKD protocol, we will assume that Eve has access to an
ancilla system of arbitrary dimension, which she can entangle with Alice’s states.
Throughout the protocol, all of Alice’s states interact with Eve’s ancillae, which
she can store in a lossless quantum memory. Eve will then use an optimal coherent
measurement based on the information obtained during the sifting phase.

The security proof for this type of abstract attack is based on the concept
that QKD aims to share maximally entangled states between Alice and Bob. We
can map the QKD protocol to an entanglement distillation protocol [130], which
starts with a set of non-maximally entangled states and, through local operations
and classical communication, produces a smaller number of states with a higher
degree of entanglement. This approach closely parallels the general framework of
the BB84 QKD protocol discussed in Ch. 2.2.2.1.

By optimization over the set of all possible POVMs, it was shown that BB84
QKD can be secure with a data rate of at least

SKRmin = 1 − 2H2(ϵ) , (2.2-16)

where ϵ is QBER of the protocol and H2(ϵ) is Shannon binar entropy defined as

H2(x) = −xlog2x− (1 − x)log2(1 − x) . (2.2-17)

The SKR defined by Eq. 2.2-16, reaches 0 for QBER around 11 % [130], which is
regarded as the minimum acceptable level of the error caused by Eve’s successful
attack on the protocol. In simpler terms, the QBER arising from technical imper-
fections in the QKD implementation must always be below 11 % for the ability to
detect Eve’s presence, otherwise the QKD implementation is not secured.
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2.2.3.3 Practical security of QKD

Up to this point, we have not considered any practical imperfections in QKD
implementation, such as finite key effects, errors in state preparation and mea-
surement, or multi-photon contributions in the states generated by Alice. These
imperfections introduce errors into the final protocol and open the door to various
new strategies for successfully attacking the protocol. In practical security, we ac-
count for a defined small error, denoted by ϵ, which arises from all these protocol
imperfections., and then we will say about such QKD protocol, that it is ϵ secure.

Before we delve into the details of practical security, let’s first summarize the
general security criteria that will serve as the foundation for the subsequent se-
curity proofs. We will start by defining an ideal SK based on the following three
requirements:

• Requirement of correctness: Alice’s and Bob’s key bit strings are identical.

• Requirement of secretness: The key bit string is known only by Alice and
Bob.

• Requirement of uniformity: The final shared key has to be uniformly random.

We can decompose the error ϵ into two components, ϵ = ϵcor + ϵsec, which quantify
how the practical SK deviates from its ideal correct and secret image. Let KA and
KB represent the classical registers of Alice and Bob, respectively, and assume
they have the same length m. The state shared among Alice, Bob, and Eve in a
general QKD protocol can then be described by the following joint state

Ä̂ABE =
∑

kA,kB

Pr(kA, kB) |kAðïkA| ¹ |kBðïkB| ¹ Ä̂
(kA,kB)
E , (2.2-18)

where kA, kB ∈ {0, 1}m are the key logical bits of Alice and Bob, Pr(kA, kB) is a
probability of getting given logical bits values of kA, kB and Ä̂E is Eve’s quantum
state, which is correlated with the key strings. In the ideal scenario, Alice and
Bob possess identical key strings, kA = kB = k, and the shared key is uniformly
random, so we can write

∑

kA,kB
Pr(kA, kB) = 2−m. Additionally, Eve has no

information about the key, her state Ä̂E is independent of k. This we can describe
by an ideal joint state

Ä̂idealABE = 2−m
∑

k

|kðA ïk| ¹ |kðB ïk| ¹ Ä̂E . (2.2-19)

We will say about real QKD protocol that it is ϵ-correct if the following in-
equality holds

Pr(kA ̸= kB) f ϵcor . (2.2-20)

In the same fashion, we will call a real QKD protocol ϵ-secure if the joint state
share between Alice and Eve Ä̂AE is close to its ideal image Ä̂idealAE .
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min
Ä̂E

1

2
(1 − pabort)∥Ä̂AE − Ä̂idealAE ∥1 f ϵsec , (2.2-21)

where ∥Â∥1 is trace norm, pabort is probability that the protocol will aboard and
Ä̂idealAE can be define directly from Ä̂idealABE as

Ä̂idealAE = 2−m
∑

k

|kðA ïk| ¹ Ä̂E . (2.2-22)

Now we can put all the requirements together and say that QKD protocol is ϵ
secure and correct if the following holds

min
Ä̂E

1

2
(1 − pabort)∥Ä̂ABE − Ä̂idealABE∥1 f ϵ . (2.2-23)

2.2.3.4 Practical security of quantum cryptography with Poisson dis-
tributed sources

To estimate the expected SKR of a practical QKD protocol, we need to define
Alice’s source of quantum states. In the following analysis, we will assume that
Alice holds a PDSs, such as a WCSs source or a source based on SPDC. PDSs rep-
resent easy-to-use and robust technologies, making them widely used in quantum
cryptography applications [14]. As we will discuss in the Ch. 3.1, PDSs generate
quantum coherent states, which can be mathematically described as a coherent
superposition on photon-number states

|³ð = e−
|α|2

2

∞
∑

n=0

³n

√
n!

|nð , (2.2-24)

where ³ is a coherent state amplitude and it is in general complex number and |nð
in a photon-number state. From here we can define the average photon number as

µ =| ³ |2 . (2.2-25)

To see how information, in our case BB84 states, is encoded into the coherent
state we may express the coherent state in two modes [14]

|³´kð =

∣

∣

∣

∣

ei¹
³√
2

〉

¹
∣

∣

∣

∣

ei(¹+ϕk)
³√
2

〉

, (2.2-26)

where the index ´ ∈ X,Z indicates Alice’s preparation basis, the index k ∈ {0, 1}
gives the encoded logical bit, ¹ is a global phase and ϕk ∈ {0, Ã2 , Ã,

3Ã
2 } is a relative

phase between the modes and it is given by {´, k}. In the context of an attack on
a quantum cryptography protocol, Eve must gain access to the relative phase ϕk
to reveal the information encoded in the quantum state.

The most common security analyses for QKD protocols using PDSs or coher-
ent states assume that the global phase ¹ is continuously randomized through a
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phase-scrambling process [14, 131]. If the global phase is not randomized, the se-
curity of the protocol implementation is significantly compromised [132], as also
demonstrated by experimental quantum attacks showing that a QKD protocol can
be vulnerable when the phase is not randomized [33,133]. When we randomize the
global phase of the coherent state we get a new state in the form of a number-state
mixture

Ä̂µ =
1

2Ã

∫ 2Ã

0
d¹ |³ei¹ðï³ei¹| =

∞
∑

n=0

Pµ(n) |nðïn| = e−µ
∞
∑

n=0

µn

n!
|nðïn| , (2.2-27)

where Pµ(n) is the probability distribution for the photon-number states in the
given coherent state characterised by the average photon number µ, which is de-
scribed by Poisson distribution as Pµ(n) = e−µ µn

n! .
From this point onward, we will assume that Alice has PDSs with an actively

scrambled global phase, and her state before encoding information is represented
as a mixture of number states, as shown in Eq. 2.2-27. We can now calculate the
expected SKR for a practical QKD protocol. Let Yk denote the yield of a k-photon
state, which is the probability of a click on Bob’s detector resulting from Alice’s
k-photon state.

Yk = Y0 + (1 − Y0)
[

1 − (1 − ¸d¸t)
k
]

, (2.2-28)

where ¸d represents Bob’s detection efficiency, ¸t denotes the channel transmission,
and Y0 is the probability of a dark count, which is the likelihood of the detector
clicking in the absence of a signal. We define the gain Qk as the combined proba-
bility that Alice generates a k-photon state and Bob successfully detects it

Qk = Pµ(k)Yk . (2.2-29)

Then we can lower-bound the SKR after privacy amplification and error cor-
rection as following [134]

SKR g 1

2
[Q1(1 −H2(ϵ1)) − fQµH2(Eµ)] , (2.2-30)

where Qµ is a gain of the signal state and Eµ is its QBER. Additionally, ϵ1 stands
for the QBER generated by single-photons only, f represents the error-correction
efficiency based on a one-way classical code assumption, and H2(x) is Shannon
binary entropy as it was defined by Eq. 2.2-17.

In practical sources, such as PDSs, multi-photon contributions are unavoid-
able and introduce additional security loopholes. Specifically, Eve can split a
multi-photon pulse, where each photon carries the same encoded information, and
store one of these photons in a lossless memory for a delayed-choice attack. Mean-
while, Alice and Bob cannot distinguish whether a detection click results from a
single-photon or multi-photon component. In other words, they cannot directly
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determine Q1 and ϵ1 in Eq. 2.2-30. As a result, Eve can alter the photon statistics
of the state without being detected by Alice and Bob. To account for this, we
assume the most conservative scenario where all losses and errors are attributed
to the single-photon contribution, implying Yk = 1 and ϵk = 0 for k g 2. This
scenario can seen as separating multi-photon states, which may leak information
to Eve, from single-photon states, which do not. We can then proceed to estimate
the parameters related to the single-photon contribution as

Q1 g
∞
∑

k=0

Qk

∞
∑

k=2

Pµ(k) , (2.2-31)

ϵ1 f
EµQµ

Q1
, (2.2-32)

Eµ =
1

Qµ

∞
∑

k=0

ϵkQk , (2.2-33)

ϵk =
ϵ0Y0 + ϵd

[

1 − (1 − ¸d¸t)
k
]

Yk
, (2.2-34)

where ϵd is detection error probability, which comes from setup imperfections.
This conservative assumption, that SKR derives solely from single-photon

states, imposes strong limits on the mean photon number µ and the secure commu-
nication distance between Alice and Bob. To ensure the protocol remains secure,
Alice must minimize the multi-photon contribution by keeping the mean photon
number low. Additionally, she can further optimize the mean photon number based
on the setup efficiency ¸ to achieve the highest possible SKR at given setup losses.
For a rough estimate, the optimal mean photon number can be approximated by
the formula µopt ≈ ¸ = ¸d¸t [135].

2.2.3.5 Decoy state method

The decoy-state method is the most widely used practical countermeasure against
the security loopholes associated with multi-photon components in QKD protocols,
such as the photon-number splitting (PNS) attack discussed in Ch. 2.2.4.1. In the
previous security analysis, we assumed that Eve could fully exploit the multi-
photon components, and since she controls the communication channel, Alice and
Bob cannot differentiate whether detection is coming from a single-photon or a
multi-photon component. Consequently, they pessimistically assume that all the
losses and errors come only from single photons, which, as we saw, significantly
restrict the value of the final SKR. Quantitatively, this assumption typically limits
the secure communication distance of practical QKD protocol to below 30 km [134],
assuming a loss of 0.21 dB/km for single-mode telecommunication optical fiber at
1550 nm.

This significant limitation was effectively mitigated by employing the decoy-
state method [136]. Instead of sending WCS at a single optimal mean photon
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number, Alice varies the intensities of the coherent states across different pulses.
After Bob detects the signals, Alice reveals the mean photon number µ for each
pulse. This allows Alice and Bob to separately assess the transmittance of each
photon-number component and tightly bound the single-photon detections. Since
Eve lacks information about Alice’s decoy-state preparation, she cannot adapt her
attack strategy to the different photon-number statistics and therefore she will
always change the statistics of signal and decoy-state differently. In general, the
decoy-state method significantly enhanced the performance of QKD with practical
sources, demonstrating that the SKR is linearly dependent on the setup efficiency
¸, compared to the quadratic dependence observed in standard QKD systems, see
Fig. 2.6

Figure 2.6: Comparison of secure key rate of BB84 QKD and Decoy state
QKD protocols. The parameters of acqkd protocol were fixed as: alignment error
rate ed = 2 %, dark count probability Y0 = 10−9, detection efficiency ¸d = 100 %,
and error-correcting code inefficiency f = 1.2. The curves were calculated as the
best performance of randomized-phase PDS.

The conventional source for the decoy method is a phase-randomized WCS
source, where Alice has the capability to randomly modulate the mean-photon
number for each pulse. This is typically achieved by using an actuated laser with
a fast variable attenuator. The main assumption for the decoy-stated QKD security
analysis is that the signal state and decoy state are identical apart of their mean-
photon number. Consequently, Eve is not able to differentiate between signal
pulses and decoy pulses based on her photon-number measurements. Alice and
Bob can estimate the protocol parameters, such as a gain Qµ and QBER Eµ, for
each mean-photon number based on the following equations

Qµ =

∞
∑

n=0

Pµ(n)Yn , (2.2-35)
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EµQµ =
∞
∑

n=0

Pµ(n)ϵnYn , (2.2-36)

where Yn and ϵn are the yield and error of the n-photon number component,
respectively. And Pn is Poisson distribution of coherent state with mean-photon
number µ given as Pµ(n) = e−µ µn

n! . Following the security analysis given by Eq. 2.2
-30 we estimate the SKR as the following

SKR g −QµH2(Eµ) +Q1 [1 −H2(ϵ1)] , (2.2-37)

where the Qµ and Eµ can be obtain from experimental data and Q1 can be calcu-
lated as Q1 = Y1µe

−µ.
To achieve the security benefits of the decoy-state method, it is not necessary to

use an infinite number of different WCS intensities. In practice, a limited number
of intensities suffices for accurate parameter estimation. The most commonly used
decoy-state method involves coherent states with three distinct intensities: 0, ¿, µ.
Here, states with a mean photon number of µ are used as signal states, while states
with intensity ¿ < µ and vacuum states with intensity 0 are utilized for parameter
estimation [134].

2.2.4 Practical attacks at a quantum cryptographic protocol

Up until now, we have primarily focused on the theoretical aspects of attacks on
the QKD protocol. We described the intercept-resend attack, which has proven to
be suboptimal, see Ch. 2.2.3.1. Moreover, in the previous chapter, we also defined
the most common countermeasure to attacks using multi-photon contributions in
a real photonic state, used in QKD implementations.

Here, we will move beyond theoretical approaches and describe several practical
attack implementations. These have proven to be quite powerful and significantly
limit the security of practical quantum cryptography protocols [14, 137].

2.2.4.1 Multi-photons attacks

The first group of attack strategies lies on a multi-photon component of the quan-
tum state generated by Alice’s imperfect single-photon source. Currently, the most
common sources in quantum cryptography are WCSs [14] whose photon number
distribution follows Poisson’s statistics and therefore there is a non-zero probability
of multi-photon generation, see Eq. 2.2-24.

The PNS attack is a well-known strategy that leverages pulses containing two or
more photons with the same encoded information to gain partial knowledge of the
SK in QKD protocols [135]. In the first phase, Eve uses a quantum non-demolishing
measurement to detect multi-photon pulses. Based on the measurement outcome,
she either blocks the pulse if it contains only a single photon or splits a multi-
photon pulse into two. In the latter case, she stores one of the photons and
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sends the other to Bob. During the reconciliation phase, she can potentially gain
significant information about the SK.

To understand the effectiveness of the PNS attack, consider a BB84 protocol
with a fiber link that has losses of (1 − ¸t). The probability that a single-photon
pulse generated by Alice’s PDS will be transmitted to Bob is given by (1−e−(1−¸t)).
Conversely, the probability that at least one photon from a two-photon pulse
sent by Alice will reach Bob is (1 − e−2(1−¸t)). As the communication channel
experiences losses, Bob’s detection events will increasingly be based on Alice’s
multi-photon pulses.

In general, we assume Eve can replace the lossy link with a lossless one. In
this scenario, she can simulate channel losses by blocking single-photon pulses and
fully exploit multi-photon pulses to obtain substantial information about the SK
without being detected by Alice and Bob. The simplest countermeasure to the
PNS attack is the decoy-state method, as described in Ch. 2.2.3.5.

2.2.4.2 Phase-discrimination attacks

As we discussed in Ch. 2.2.3.3 the global phase randomization of the used WCS
stands as one of the most fundamental assumptions in QKD security proofs. Only
if the overall phase is equally spanned over the interval [0, 2Ã] the original WCS
pure state is reduced into a mixture of photon-number states, see Eq. 2.2-27. Let’s
discuss Eve’s strategies if this fundamental assumption doesn’t hold and the phase
is not perfectly scrambled.

The security of the decoy-state method relies on the assumption that signal and
decoy states share identical characteristics, making them indistinguishable. This
assumption holds only when the phase of the utilized WCS is entirely random.
In contrast, if the phase is not scrambled, Eve can employ an unambiguous state
discrimination (USD) type attack, enabling her to differentiate between signal and
decoy states without perturbing the state sent by Alice. Subsequently, she can
implement the PNS attack on the signal states and transmit the decoy ones to
Bob without any action [33].

An effective countermeasure against phase discrimination attacks is the imple-
mentation of a robust phase-randomization technique for WCS. Phase scrambling
is commonly achieved using an active phase modulator. However, this method
limits communication rates to just a few MHz [138]. To achieve higher rates,
up to several GHz, phase randomization based on laser gain switching is often
employed [51].

An attenuated semiconductor laser diode is a commonly used source of WCS in
quantum cryptography. In general, the lasing process begins with the spontaneous
emission of a photon, which is then amplified within the laser gain medium. In
the case of a laser diode, this amplification is driven by an electric field. The
initial photon sets the global phase of the generated laser beam. To actively
randomize the phase from pulse to pulse, the laser can be switched on and off
between each pulse generation. Each pulse originates from its own spontaneously
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emitted photon, which is independent of the previous one and therefore each pulse
has an independent global phase reference. For semiconductor laser diodes, this
operation can be easily achieved using a current pulse drive [51].

2.2.4.3 Side-channels attacks

In reality, Eve’s capabilities extend beyond relying solely on imperfections in Alice’s
phase-scrambling technique. She can actively manipulate the phase-randomization
process. Let’s suppose Alice employs laser gain switching for phase randomization,
where every WCS pulse starts from an independent spontaneously emitted pho-
ton. However, the same process can be triggered by a seed photon with a given
characteristic, which comes to the laser gain media from the outside environment.
This is the basic motivation for the laser seed-control attack [139], where Eve holds
her own semiconductor laser diode with the same characteristics as Alice’s one and
uses it to back-propagate WCS pulses to Alice. If some of Eve’s photons reach the
gain media of Alice’s laser diode, they can serve there as seed photons to start the
next lasering process and Eve can fully determine the phase of all Alice’s WCS
pulses.

The laser seed-control attack is the first example of so-called side-channels
attacks, which exploit a physical implementation of quantum cryptography pro-
tocols. These attack strategies are performed via channels or mediums that are
created as a side effect of the main practical hardware implementation. A famous
example is the Trojan horse attack (THA) [140], where Eve sends a back prop-
agated light to Alice or Bob as a probe of their physical setups. From the back
reflection, she can get all the information about the encoded state or measurement
bases.

Detectors are significantly more vulnerable to side-channel attacks than the
source. Since Eve controls the communication channel, she can send various types
of radiation to Bob. Because he is unable to adequately isolate his laboratory and
close off all potential side channels, he is likely to receive Eve’s signals in most
scenarios.

An example of such hacking strategies is the detector blinding attack (DBA)
[141,142]. Let’s consider a scenario in which Bob uses common avalanche photodi-
odes (APDs) as his single-photon detectors. When these detectors are exposed to a
high-energy optical pulse, known as a blinding pulse, they switch from their single-
photon operation mode to a linear mode. In this linear mode, only optical pulses
with energy above a certain threshold trigger a click response. Consequently, Bob
records these clicks but cannot distinguish between those resulting from single-
photon detection under normal conditions and those caused by the blinding pulses
in linear mode.

In a typical DBA protocol, Eve initiates the attack by blinding Bob’s detectors
with a high-energy optical pulse. She then performs an intercept-resend attack,
where she measures the quantum states sent by Alice using randomly chosen bases.
Based on the outcomes of these measurements, Eve sends coherent pulses with
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energy just above the detection threshold of the blinded detectors to Bob. If Bob
uses the same measurement bases as Eve, he will obtain the same measurement
outcome. If their measurement bases are not aligned, the optical pulse splits into
two, with each pulse having energy below the detection threshold, resulting in no
click recorded by Bob. This typically introduces an additional 50 % loss, though
Eve can compensate for these losses using her lossless communication channel.
This strategy allows Eve to recover the entire SK without increasing the QBER.
The DBA attack is not limited to APDs, it has also been demonstrated against
other single-photon detector platforms, such as superconducting nanowire single-
photon detectors (SNSPDs) [143].

The other possible side-channel attacks on detectors investigate double-clicks
[135], time dependence of detector efficiency [144] or issues with time synchroniza-
tion [145]. In theory, Eve can use any possible side channel, including gravitation
waves or X-ray beams to name the most outstanding ones, to make Alice’s and
Bob’s devices work to her advantage. To make a practical implementation of a
quantum cryptography protocol secure against these attacks is therefore a real
challenge mainly due to their huge variety. Although several practical counter-
measures have been implemented [146], they often come at the cost of reduced
setup efficiency.



3
Quantum-light sources

The intensive development of quantum-light sources in recent decades has been
strongly motivated by the increasing demand for emerging quantum technologies,
such as quantum computing, cryptography, quantum metrology, and sensing [147].
The diverse applications harness specific quantum states [5, 14, 148–152], and the
ideal quantum light source for each application should generate the required state
with near-perfect fidelity on demand. In this context, the focus of this thesis is
on applications in single-photon quantum cryptography, where the fundamental
state is a qubit encoded in a general degree of freedom of a single photon, as previ-
ously described in Chapter 2.1.5.1. Various platforms for single-photon generation
have been explored, including spontaneous parametric down-conversion [48, 153],
nitrogen-vacancy centres [154], trapped atoms [155], biomolecules [156], and semi-
conductor quantum dots [55].

3.0.1 Quantum light

Before we start describing quantum light sources more in detail, let’s look at
the theory of quantum light itself. The electromagnetic field in free space can be
described by vector potential A⃗, which satisfies the wave equation given as

−∆A⃗+
1

c2
∂2A⃗

∂t2
= 0 , (3.0-1)

where c is the speed of light in vacuum. We assumed the Coulomb gauge ∇ ·
A⃗ = 0. In this specific condition, the longitudinal part of the vector potential is
transformed away and A⃗ is fully defined by its transverse part. The transverse
part of electric intensity can be then defined as a negative time derivative of the
vector potential E⃗T = −∂tA⃗.

For a quantum description of the electromagnetic field, we have to replace A⃗
with its quantum mechanical operator Â. To do so we will use an analogy between
the electromagnetic field and harmonic oscillator. Let’s assume a cubic region of
a space with volume V . We can imagine it as a cubic cavity, which just doesn’t
have any real boundaries, we call such an object quantization cavity. The vector
potential of running wave under quantization cavity boundaries can be written as

A⃗(r⃗, t) =
∑

k⃗

∑

¼∈{1,2}

e⃗
k⃗,¼

(A
k⃗,¼

ei(−Ékt+k⃗r⃗) +A∗
k⃗,¼

ei(Ékt−k⃗r⃗)) , (3.0-2)
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where the oscillation mode k is described by its wave vector k⃗ and polarization state
¼. Then Ék is the frequency of the mode k and e⃗

k⃗,¼
is the unit vector describing

its propagation direction. The total radiative energy of the field is given as a sum
of all time-independent contributions from all the modes

ER = ε0V
∑

k⃗,¼

Ék(A
k⃗,¼
A∗

k⃗,¼
+A∗

k⃗,¼
A

k⃗,¼
) . (3.0-3)

The Hamiltonian of the radiative field can be written as a sum of harmonic
oscillators describing the individual modes k⃗¼ [157]

Ĥ
k⃗¼

=
ℏÉk

2
(â

k⃗¼
â 
k⃗¼

+ â 
k⃗¼
â
k⃗¼

) = ℏÉk(n̂
k⃗¼

+
1

2
) , (3.0-4)

where â 
k⃗¼

and â
k⃗¼

stands for creation and annihilation operator of mode k⃗¼. We

defined photon number operator as n̂
k⃗¼

= â 
k⃗¼
â
k⃗¼

.The operator n̂
k⃗¼

states how

many photons are in the mode e⃗
k⃗,¼

. The mean photon number of a mode denoted

as ïn̂
k⃗¼
ð = n

k⃗¼
, serves as a crucial metric for assessing the properties of light

states. Together with the photon number variance, (∆n̂
k⃗¼

)2 = ïn̂2
k⃗¼
ð − ïn̂

k⃗¼
ð2,

we will employ these parameters to distinguish between various light states and
classify light sources. We can define amplitude operators of vector potential as

Â
k⃗,¼

=

√

ℏ

2εV Ék
â
k⃗¼
,

Â∗
k⃗,¼

=

√

ℏ

2εV Ék
â 
k⃗¼
.

(3.0-5)

Now we have all the building blocks to set up the operator of the electric field as

Ê = −∂tÂ(r⃗, t) =
∑

k⃗,¼

e⃗
k⃗,¼

√

Ékℏ

2εV
(â

k⃗¼
e−i(Ékt−k⃗r⃗) − â 

k⃗¼
ei(Ékt−k⃗r⃗)) . (3.0-6)

From here on we will assume only one mode field, so just one combination of k⃗
and ¼.

3.0.1.1 Coherent states

Coherent state |³ð describes a quantum light emitted by a single-mode laser well
above its threshold [158]. It is defined as the eigenstate of the annihilation operator
â |³ð = ³ |³ð with eigenvalue ³ representing a complex amplitude of the coherent
state. Therefore the coherent state remains unchanged after a one-photon absorp-
tion. It can be expressed in the basis of the photon number operator [157]
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|³ð = e−
|α|2

2

∞
∑

n=0

³n

√
n!

|nð . (3.0-7)

Then the probability distribution P for the number of photons in the given coherent
state |³ð is described by Poisson distribution

P (n) =| ïn|³ð |2= e−|³|2 | ³ |2n
n!

. (3.0-8)

Because of the specific distribution, the coherent states are often called Poisson
distributed states. The mean photon number of a coherent state is given as

n = ï³| n̂ |³ð =| ³ |2 . (3.0-9)

The variance of a coherent state is then given as

(∆n)2 =| ³ |2= n . (3.0-10)

Any light state with larger (smaller) variance is called super (sub)- Poissonian
light.

3.0.1.2 Fock states

The Fock state or photon number state |nð is defined as the eigenstate of the
number operator n̂ |nð = n |nð and it is a direct result of electromagnetic field
quantization. The eigenvalue n is the number of photons in the given Fock state.
The photon number is fully determined and the probability distribution of the
photon number is then described by the Kronecker ¶-function. Therefore the mean
photon number in a Fock state is equal to the number of photons in the state with
a variance equal to zero

n = ïn| n̂ |nð = n , (3.0-11)

(∆n)2 = 0 . (3.0-12)

The classical electromagnetic theory is unable to describe this sub-Poisson
statistic, therefore we call such a state of light non-classical.

3.0.1.3 Thermal state

The thermal state describes black-body radiation and it is defined as an incoherent
mixture of different Fock states. To describe this mixed state, we employ the
density matrix operator, defined as follows [157]

Ä̂ =

∞
∑

n=0

P (n) |nðïn| , (3.0-13)
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where P (n) stands for the probability of a certain number state and it follows the
Bose-Einstein distribution

P (n, n) =
nn

(1 + n)(n+1)
. (3.0-14)

The variance is given as

(∆n)2 = n2 + n . (3.0-15)

The fluctuation in photon number is larger than the mean photon number,
therefore we call this state chaotic light. The thermal state is a typical example
of light with the super-Poissonian statistics.

3.0.1.4 Correlation functions

To characterize these quantum light states, we need to analyze the correlation prop-
erties of photons. This will involve establishing first- and second-order correlation
functions using creation and annihilation operators. The first-order correlation
function describing light field correlations is defined as

g(1)(t, Ä) =
ïâ (t) â(t+ Ä)ð
ïâ (t) â(t)ð . (3.0-16)

It characterizes the coherence properties of light. If g(1) is not time-dependent it
can be used directly to calculate the coherence time of the light

Äc =

∫ ∞

−∞
dÄ | g(1)(Ä) |2 . (3.0-17)

The spectral distribution will be then given by a Fourier transformation of the
time-independent first-order correlation function

s(É) =
1

2Ã

∫ ∞

−∞
dÄ e−iÉÄg(1)(Ä) . (3.0-18)

The second-order correlation function relates to the intensity auto-correlation,
allowing us to differentiate between various light states by examining its value at
zero time delay, Ä = 0. It is defined as follows

g(2)(t, Ä) =
ïâ (t) â (t+ Ä) â(t+ Ä) â(t)ð
ïâ (t) â(t)ðïâ (t+ Ä) â(t+ Ä)ð . (3.0-19)

For a light that follows Poisson statistics, such as the coherent state, the value of
g(2)(0) = g(2)(Ä = 0) equals 1. In the case of nonclassical light, as Fock states, pho-
ton antibunching is a common feature, leading to g(2)(0) < 1. It’s also possible for
the second-order correlation function to exceed 1 at zero delay. This phenomenon,
known as photon bunching, is characteristic of thermal states, where g(2)(0) = 2,
indicating a higher probability of detecting two or more photons simultaneously.
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3.0.2 Properties of quantum-light sources

When characterizing a quantum light source, two key parameters are typically
considered. The first is the fidelity of the generated quantum state, and the second
is the source’s determinism, which reflects the probability that a trigger, such as
a laser or electric pulse, will successfully generate the desired state.

Our primary focus here will be on single-photon sources and therefore the
properties of generated single photons will be crucial parameters to describe the
source itself, see Fig. 3.1. The ideal single-photon source generates identical single-
photons on demand, so the emission efficiency is equal to unity. In the case of
quantum light sources, this property is often called brightness [86]. Real sources’
brightness is always < 100 %, which means that some photons are missing in the
ideal continuous stream. As we will see later small brightness reduces the source
performance in its application, such as limiting the complexity of quantum com-
puting algorithms or communication speed of quantum cryptographic protocols.

The ideal single-photon source generates the number state |1ð. Instead of
measuring the fidelity of the generated state referring to its theoretical picture
we usually characterize the real source by a set of parameters, which are easy to
measure and give a straightforward intuition, of how to given source will perform
in various applications. The first of these parameters is single-photon purity, which
describes the probability that the generated wave packet includes only one photon.
This is measured by the static second-order correlation function on zero delays
g(2)(0), which is for the ideal case of the one-photon number state equal to zero.

Another fundamental characterization parameter is coherence, which, similar
to classical light, can be described as the phase stability of the generated wave
packet over time. This is measured by the first-order correlation function and di-
rectly influences the spectral linewidth of the generated photons. Beyond spectral
linewidth, photons can also be differentiated based on various other parameters,
including the temporal width of the wave packet, polarization, carrier frequency,
time jitter, or spatial mode profile. Photons that are identical in all of these pa-
rameters are considered indistinguishable. Since various mechanisms can reduce
the indistinguishability of photons from quantum light sources, measuring the mu-
tual two-photon interference visibility provides insight into the actual degree of
indistinguishability.

When the brightness and single-photon purity are below 1, another critical
parameter becomes important for characterizing the source. The relative phase
between different photon number components in the generated state, known as
PNC, plays a significant role in the practical applications of single-photon sources.
This can be evaluated through number state purity, which determines whether the
generated state is pure or mixed in photon number bases.
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Figure 3.1: Properties of quantum light source. a) The ideal single-photon
source generates a stream of identical single photons, where a photon is gener-
ated for every single excitation (laser pulse, electrical pulse. etc.). b) For sources
with brightness lower than 100 % not every excitation trigger leads to single-photon
emission and some photons are missing in the continuous stream. c) If there are
multi-photons present in some cases we say that the single-photon purity is lower
than 1, which is usually described by a non-zero second-order correlation func-
tion for zero delay g(2)(0) > 0. d) The loss of single-photon coherence is usually
schematized as a broken line in the single-photon wave packet. e) The generated
single photons can still differ in some of their properties, rendering them partially
distinguishable, so their mutual two-photon interference visibility is lower than 1.
The indistinguishability can be reduced by many factors, such as different wave-
length/frequency, phase variations or time jitter. This figure is a variation of the
figure published in [86].

3.0.2.1 Brightness

The brightness, a fundamental parameter of single-photon sources, has led to some
confusion within the scientific community. Currently, there is no widely accepted
method for measuring brightness or a clear consensus on its precise definition. Typ-
ically, brightness is characterized as the sum of all photon-number probabilities,
excluding the vacuum state, expressed as follows

B =
∞
∑

k=1

pk . (3.0-20)

This definition can be viewed from an experimental perspective as the probabil-
ity that a single-photon detector with unit efficiency, connected to the source,
will register a detection event when the source is excited. Due to the normal-
ization of probabilities this definition restricts brightness values to be less than
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or equal to one. However, this definition does not convey information about the
single-photon emission probability. Mostly in theoretical works, we can also see
brightness defined as an integration of all photon contributions in a given time
interval normalized by the number of excitation events in that interval [91]. Based
on this definition brightness is not normalized to 1. This definition doesn’t include
the probability that the excitation event will turn into an emission and therefore
is not really useful for general source characterization. From now going we will
stick to the definition given by Eq. 3.0-20.

Figure 3.2: Schemes for brightness measurement. Brightness is experimen-
tally defined as the probability that a single-photon detector with unit efficiency,
connected to the source, will register a detection event when the source is excited.
a) The direct brightness measurement. The number of detected clicks is normal-
ized to the number of excitation events. b) The heralded brightness measurement
scheme is typical for single-photon sources emitting two correlated photons, such as
down-conversion sources or three-level solid-state sources. Here we count only the
events, where both the detectors click and normalize it by clicks of the heralding
detector.

We also distinguish between direct brightness and heralded brightness, see
Fig. 3.2. In the case of the first one, we have a threshold detector with unit
efficiency directly connected to the source and count all the emitted events. The
heralded scenario is then typical for single-photon sources emitting two correlated
photons, such as down-conversion sources or three-level solid-state sources. Here
we count only the events, where both the detectors click and normalize it by clicks
of the heralding detector. The heralded brightness then tells us the probability,
that there is a photon in the main channel if a heralding photon is emitted.

The last thing that brings an ambiguity to brightness definitions is where the
brightness is measured. The first idea is to count all the emission events without
looking at their spatial mode and polarization. This brightness we usually call
the quantum efficiency of the source, counts all wave packets emitted to a space
without any information if we can collect them. The more realistic is the first lens
brightness, which counts all the emission events at the first lens of the setup, usually
the collection lens. It includes only the events emitted in the spatial modes, which
a lens of a given numerical aperture can collect. The most realistic one is then
the fiber brightness. It includes all the losses during filtering out residual pump
beam and collecting the emission events to a single-mode fiber. Therefore the
fiber brightness gives us direct information about counts which we can use for our
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experiment or application. The last brightness specification can done by assuming
only one polarization of the emitted photons, then we speak about polarized fiber
brightness.

3.0.2.2 Single-photon purity

Single-photon purity refers to the probability that a generated wave packet will
exclusively contain a single photon. In a general context, purity can be defined as
the probability of a single photon normalized to the brightness of the source

P =
p1
B

. (3.0-21)

Single-photon purity is commonly determined through the second-order corre-
lation function, as defined by Eq. 3.0-19. The function value in zero delay g(2)(0)
describes multi-photon contribution in generated wave packets. This can be mea-
sured using the standard Hanbury-Brown and Twiss experiment (HBT) [159], as
illustrated in Fig. 3.3. The measurement can be performed directly or in its her-
alded version. In the case of down-conversion sources the heralded measurement
of g(2)(0) becomes crucial. Direct measurements in such cases reveal the thermal
nature of the source, originating from a spontaneous process following a Bose-
Einstein distribution. On the other hand, the heralded photons follow the Poisson
distribution, where the multiphoton component scales with the pump power.

Figure 3.3: Schemes for g(2)(Ä) measurement. Experimentally the single-photon
purity is determined from the value of the second-order correlation function in zero
delay g(2)(0), which is measured by Hanbury-Brown and Twiss (HBT) experiment.
a) The direct HBT measurement. b) The heralded HBT measurement scheme is
typical for single-photon sources emitting two correlated photons.

Let’s describe the direct HBT experiment more in detail. The wave packets
generated by a source under pulsed excitation are directed to a 50 : 50 beam
splitter (BS), followed by two single-photon threshold detectors with unit efficiency.
The outputs of these detectors are then sent to correlation electronics, which assess
the time delay between coincident detection events, where both detectors register
a click. Correlations are analyzed across multiples of the source repetition periods,
reflecting coincidences for photons emitted in different pulses. The magnitude of
the peak at zero delay, where coincidences occur only if more than one photon is
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present in the given wave packet, provides valuable insight into the single-photon
purity. However, the second-order correlation function doesn’t include all the
information to derive single-photon purity as was defined by Eq. 3.0-21.

Usually, the source is characterized just by the g(2)(0) value. But in some cases,
such as security analyses of a quantum cryptographic protocol, we need an esti-
mation of the multi-photon contribution based on experimental characterisation of
the given source. Here we will describe one of the possible bounds for multi-photon
contribution, which was published in our work [99]. We bound pk⩾2 starting from
the second-order auto-correlation function, along with the reasonable assumptions
for single-photon sources that pk⩾4 = 0 and p1 > pk⩾2,

g(2)(0) =
2p2 + 6p3

(p1 + 2p2 + 3p3)2
=

2pk⩾2 + 4p3
(p1 + 2pk⩾2)2

×
[

1 +
p3

p1 + 2pk⩾2

]−2

≃ 2pk⩾2

(p1 + 2pk⩾2)2
, (3.0-22)

and then truncate it at the zeroth order in Taylor expansion in p3. Computing the
error F (p1, p2, p3) introduced by our approximations on the g(2)(0), we note that
F (p1, p2, p3) > 0 for all pk ∈ (0, 1) with k = 1, 2, 3 proving that the right-hand side
of Eq. 3.0-22 provides an actual lower bound and F (p1, p2, 0) = 0 showing that it
holds tight in the limit of vanishing p3. After rewriting 3.0-22 as a lower bound
and expressing it in terms of brightness B,

g(2)(0) g 2pm
(B + pm)2

, (3.0-23)

we expand the Taylor expansion to 2nd order in pm and rearrange again

p2m +

(

2B − 2

g(2)(0)

)

pm +B2 g 0. (3.0-24)

Since pm g 0 and 1 g B g 0, the inequality has only one solution for a single-
photon source (i.e. 1

2 g g(2)(0) g 0 [160])

pm f 1 −Bg(2)(0) −
√

1 − 2Bg(2)(0)

g(2)(0)
. (3.0-25)

This holds for any source with sub-Poissonian emission and provides an explicit
bound which only depends on experimentally accessible parameters [99].

3.0.2.3 Photon indistinguishability

The photon indistinguishability describing the mean overlap of two light wave pack-
ets can be measured by Hong–Ou–Mandel (HOM) experiment [161], see Fig. 3.5.
In the ideal case, two indistinguishable single-photon wave packets are sent to the
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two inputs of a 50 : 50 BS with perfect spatial and temporal overlap and we ob-
serve quantum interference. The probability amplitudes ”both photons reflected”
and ”both photons transmitted” vanished due to destructive interference given by
the relationships between the reflection and transmission coefficients of the BS.
So in the ideal case, both photons can be found in the same BS output and we
observe only events ”the first photon reflected/the second photon transmitted” and
”the first photon transmitted/the second photon reflected”, where each of them has
a probability equal to 1

2 . This bunching can be characterized by the visibility of
the quantum interference VHOM and corresponds to photon indistinguishably M .

To calculate the interference visibility we first measure the second-order co-
incidence count C∥ by two threshold single-photon detectors with unit efficiency
placed in two BS outputs. For normalization, the input wave packets can be made
maximally distinguishable by varying an accessible degree of freedom, commonly
the arriving time at the BS or polarization of the photons. This cancels the quan-
tum interference effect and we will observe also the events, where each photon is
stated into a different BS output. This yields a coincidence count C§ and then we
can calculate

VHOM = M =
C§ − C∥

C§
, (3.0-26)

where the coincidence counts are integrated over the entire wave packet temporal
duration, as any temporal post-selection artificially increases photon indistinguish-
ably M . The indistinguishability of real single-photon sources is reduced by its
imperfect single-photon purity (g(2)(0) > 0), where the additional multi-photon
terms give additional coincidences in both C∥ and C§. For real sources with high

single-photon purity, where we can use an assumption g(2)(0) j 1, it is common
to define the corrected indistinguishability M∗ = M + g(2)(0), which describes the
wave packet overlap for all degrees of freedom other than photon number.

The indistinguishability of a pulsed pumped single-photon source is typically
measured through HOM interference between two consecutively emitted photons.
This measurement uses an unbalanced Mach-Zehnder interferometer, where one
of the arms introduces a delay equivalent to the time separation of two consecu-
tively emitted photons, denoted as ∆Ä . Subsequently, we observe HOM interfer-
ence between these two photons on the interferometer’s second BS. However for
some sources, typical for solid-state single-photon sources, the degree of indistin-
guishability generally depends on the chosen time delay between the interfering
photons [87]. In this case, a measurement of indistinguishability between photons
emitted further apart can be crucial.

In cases where sources emit two correlated photons, their mutual indistin-
guishability is often assessed. In such instances, we allow the two photons emitted
by the same pump pulse to interfere on one BS and measure the interference visi-
bility. The spatial overlap of the two wave packets on the BS limits the final VHOM ,
and for precise characterization, a fiber BS is often employed to erase limitations
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Figure 3.4: Schemes for photons’ indistinguishability measurement.
Photons’ indistinguishability is experimentally measured as visibility of
Hong–Ou–Mandel (HOM) 2-photon interference. a) The interference between two
consecutively emitted photons is measured with an unbalanced Mach-Zehnder in-
terferometer, which delays one of the photons by time separation between the ex-
citation pulses. The two photons then temporarily and spatially overlap at the
second beam splitter (BS) and we observe HOM interference. b) The measurement
of HOM interference visibility between two photons emitted by one excitation event,
typical for sources of correlated photons’ pairs.

associated with alignment precision.

3.0.2.4 Coherence

Like classical light, the coherence of single photons can be described as a measure
of the temporal phase stability of the light. The coherence is described by the
first-order correlation function g(1)(Ä), defined by Eq. 3.0-16, which can be mea-
sured directly by the Fourier-transform spectroscopy. The measurement scheme is
based on an unbalanced interferometer, we chose the Mach-Zehnder system, one
of the interferometer arms is fixed and the length of the second one can be carried
by a tunable delay line, see Fig. 3.5. The length of the implemented delay is de-
pendent on the temporal profile of characterized wave packets. But for common
single-photon sources delay lines with a range up to several nanoseconds with a
resolution of sub-femtosecond are used. The delay is varied and the signal in one
of the outputs is detected. Due to the delay variation the relative phase between
the interferometer arms is changing and oscillating between constructive and de-
structive interference conditions. This we can observe by oscillations of the signal
intensity with visibility

V =
IMAX − IMIN

IMAX + IMIN
, (3.0-27)
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where IMAX and IMIN stands for maximal and minimal detected intensity, respec-
tively. The function of V over the relative time delays Ä between the interferometer
arms is equal to the real part of the first-order correlation function g(1)(Ä).

Figure 3.5: Scheme for photon coherence measurement. The photon coher-
ence characterized by the first-order correlation function g(1)(Ä) is directly measured
by the method of the Fourier-transform spectroscopy. The measurement scheme is
based on an unbalanced Mach-Zehnder interferometer, where one of the interferom-
eter arms is fixed and the length of the second one includes a tunable delay line. The
signal in one of the outputs is measured during the delay is varied. The function
of interference visibility over the relative time delays Ä between the interferometer
arms is equal to the real part of the first-order correlation function.

Alternatively, the coherence property can be computed through measurements
in the spectral domain. The g(1)(Ä), as a consequence of the Wiener-Khintchine
theorem, is expressed as the inverse Fourier transformation of the spectral linewidth
of the given wave packets, see Chapter 3.0.1.4.

3.0.2.5 Photon-number coherence

A PNC is a consequence of photonic state purity in the Fock basis. As discussed
in Chapter 2.2.3.3, the significance of this parameter in the realm of quantum
technologies is widely recognized. However, it is not typically encompassed in ”the
ideal single-photon source definition” [86]. Our paper, in particular, introduced
PNC primarily to the solid-state single-photon sources community as a fundamen-
tal parameter essential for validating the potential applications of a source [52].

To characterize a state in photon-number bases, a state tomography can be
used to reconstruct the complete density matrix. This measurement relies on ho-
modyne or heterodyne detection techniques, which makes it experimentally chal-
lenging [162–164]. Therefore, for simplicity, we will assume that the state consists
only of a vacuum and a one-photon contribution. In such a scenario, the 2 × 2
density matrix in the Fock bases can be reconstructed only from probability ampli-
tudes and the coherence of the relative phase between the one-photon and vacuum
components. The measurement of PNC between only the two lowest number states
is commonly employed for characterizing phase-scrambled coherent states in quan-
tum cryptography [51]. Therefore, for intuition purposes, we will assume that this
measurement serves as a sufficient witness for the overall state purity.
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Figure 3.6: Scheme for photon number coherence measurement. The photon
number coherence (PNC) is characterised by interference between two consecutively
emitted wave packets. In comparison with the HOM effect, we are not focused on
the two-photon interference but on interference between one photon and vacuum.
The measurement setup is based on an unbalanced Mach-Zehnder interferometer,
which delays one of the photons by time separation between the excitation pulses.
By a phase shifter, we can tune the relative phase between the arms from 0Ã to
2Ã. The scouts at the second BS output are measured individuals in dependence
on relative phase, the PNC can be calculated from the interference visibility.

Here we will describe an interference technique for PNC estimation [51,97]. In
the same fashion, as in the case of the indistinguishability measurement, the core
of the setup is an unbalanced Mach-Zehnder interferometer, where the longer arm
adds a delay ∆Ä equal to the temporal separation of two consecutively generated
wave packets, see Fig. 3.6. For PNC measurement, we add a phase shifter, which
can scan the relative phase from 0Ã to 2Ã between the interferometer arms and we
will not look at correlations between the second BS outputs, but we will measure
the counts independently. For the following description name the second BS inputs
A,B and the outputs C,D.

Let’s assume that wave packets at the BS input are indistinguishable and we
can describe them as pure states in the photon-number basis

|ÈAð =
√
p0 |0Að +

√
p1e

i¹ |1Að
|ÈBð =

√
p0 |0Bð +

√
p1e

i(¹+ϕ) |1Bð (3.0-28)

where ϕ is the relative phase implemented by the phase modulator and p0+p1 = 1.
In an extreme case, where p1 = 1 the interference of these states turns into the
already discussed HOM effect and we will observe a bunching of photons on the
BS outputs 1

2(|2C0Dð − |0C2Dð). If p1 < 1 the mean photon number at the BS
outputs will oscillate with amplitude equal to p0 [97]

NC,D = p1(1 ± p0 cosϕ) . (3.0-29)

This outcome shouldn’t be surprising, considering that the state tomography in
Fock bases can be achieved through homodyne detection. The setup outlined here
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simply substitutes the local oscillator with the previous emission from the same
source. While this modification enhances experimental feasibility, it does come
with a limitation, we are restricted to sensitivity to the relative phase between
only the two lowest number states. Let’s consider a more general case, where a
state at the BS input is described as a combination of pure and mixed state, we
can write its density matrix as follows [97]

Ä̂ = ¼Ä̂pure + (¼− 1)Ä̂mixed ,

Ä̂pure = |ÈiðïÈi| , where i = A,B ,

Ä̂mixed = diag{p0, p1} . (3.0-30)

The parameter ¼ is equal to state purity in the photon-number basis and it is
normalized to 1. It can be shown that normalized counts at the BS outputs will
oscillate as

nC,D =
NC,D

NC +ND
=

1

2
(1 ± ¼2p0

√
M cosϕ) , (3.0-31)

where M is the mean wave packets overlap, which includes photon indistinguisha-
bility and other spatial overlap at the BS and can be measured as VHOM at the
same setup. Therefore if we know the vacuum probability amplitude and VHOM

we can measure PNC between the two lowest number states by simply varying
the relative phase between the interferometer arms and fitting the interference
visibility from the measured data.

As was already mentioned, this technique is really strong in terms of its exper-
imental simplicity and the fact that it is based on the standard HOM setup. How-
ever, it gives a state purity in terms of the one photon Fock state, as was described
by Eq. 3.0-28. The states generated by real sources are in general more complex
and include multi-photon contributions. In such cases, this technique just gives an
intuition about the full density matrix under strong assumption [52]. On the other
hand, if we need to characterize higher Fock states generated from our source we
have to always employ the full number-state tomography routine [162–164].

3.1 Poisson-distributed sources

All the sources that generate states following a Poisson distribution in their
photon-number probabilities will henceforth be referred to as PDS. In general,
this broad definition encompasses two main technologies: weak coherent state
sources and spontaneous parametric down-conversion sources. While PDSs, in an
approximation of low probabilities, can be utilized as single-photon sources, they
do not theoretically fulfil the ideal single-photon source definition. Due to the
Poisson distribution, their brightness and single-photon purity are not indepen-
dent parameters, and we always need to seek a sufficient trade-off for the given
application.
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Despite their limitations in photon-number statistics, primarily owing to their
experimental feasibility, robustness, tuneability, good interference properties, and
the ability to generate high-fidelity entangled states, PDSs are the leading sources
in quantum technology. Key experiments in quantum cryptography [36–39], quan-
tum computing [40–43], and quantum sensing [44–47] have been implemented using
PDS sources. This has been made possible mainly through clever techniques such
as multiplexing, heralding, or decoy states, which overcome their statistical limi-
tations. Therefore, when evaluating a single-photon source based on its potential
for application in quantum technology, we must not only compare it with the
general definition of the ideal single-photon source [86] but also compare it with
the performance of a PDS source in the given application. This chapter describes
PDSs, even though they are not the focus of this work. We will need to compare
the performance of QD single-photon sources in quantum cryptographic protocols
with them.

3.1.1 Weak coherent state sources

WCS sources rely on strongly attenuated coherent states produced by a laser
source. As a result, these sources offer a practical and accessible method for
generating probabilistic single-photon pulses. Due to their evident experimental
simplicity, they find widespread use in quantum cryptographic applications, par-
ticularly in implementations of the QKD protocols [14].

The probabilities of multi-photon contributions in the WCS follow a Poisson
distribution and can be computed using Eq.3.0-8. Because all the photon-number
probabilities are strongly correlated, it is impossible to generate only a single-
photon pulse in a given time interval with certainty. Primarily, the multi-photon
probabilities need to be carefully adjusted by varying the level of attenuation for
a given source application. However, we are consistently constrained by the trade-
off between source brightness and single-photon purity. Let’s leverage the findings
from our earlier QKD practical security analyses, as detailed in Chapter 2.2.3.3,
to illustrate the application of WCS sources.

In the context of the QKD BB84 protocol, the presence of multi-photon contri-
butions introduces security loopholes, such as the PNS attack, significantly com-
promising protocol security. Consequently, strong attenuation is necessary to min-
imize multi-photon components. Therefore WCSs with a mean photon number
per pulse µ, as defined in Eq. 2.2-25, lower than one are typically employed to
ensure acceptable QKD protocol security [14]. This weak regime constrains the
ratio between multi-photon and single-photon probabilities to µ

2 with a cost of
a high vacuum component 1 − µ, limiting the maximum communication rate of
cryptographic protocols. Moreover, given its coherent state nature, the generated
state is pure in a photon number basis. For the majority of applications in quan-
tum cryptography, its phase has to be actively scrambled, as discussed in Chapter
2.2.3.3.

However for some applications, particularly for QKD, we can use clever counter-



CHAPTER 3 • QUANTUM-LIGHT SOURCES

56

measures against multi-photon-based security loopholes. One of the most widely
recognized techniques is decoy states, which allow us to use higher µ, reaching
higher communication rates without making compromises on the protocol secu-
rity, see Ch. 2.2.3.5.

The big limitation of WCS sources apart from the trade-off between brightness
and single-photon purity is also limited HOM interference visibility to 50 % because
of multiphoton emission [165, 166]. This makes WCS sources unfeasible for two-
photon interference-based applications.

3.1.2 Spontaneous parametric down-conversion sources

These sources are based on the optical 2nd order nonlinear process of SPDC,
where a single pump photon spontaneously decays into photon pair, signal and
idler, with lower frequency

|1ðÉp
→ |1ðÉs

+ |1ðÉi
. (3.1-1)

The process must follow the laws of energy and momentum conservation and there-
fore the following constraints, known as phase-matching conditions, must be sat-
isfied

Ép = És + Éi

k⃗p = k⃗s + k⃗i . (3.1-2)

The spontaneous decay of the pump photon via a virtual energy level into
two photons satisfying the phase-matching conditions is classically forbidden. In
classical description, two fields, pump and signal, are needed at the input, and
then phase-matching conditions fully define the generated idler. Therefore the
classical approach can’t be used for SPDC description and we usually define the
process as an amplification of quantum vacuum energy fluctuations by a strong
pump field, where only the vacuum modes fulfilling phase-matching conditions are
amplified [167]. In the second quantization, we can write interaction Hamiltonian
describing the SPDC as

Ĥint = ℏg(âpâ
†
sâ

†
i + h.c.) . (3.1-3)

where g is the coupling constant, which is dependent on used nonlinear media.
From the Hamiltonian, we can easily see that it describes the annihilation of one
pump photon and the creation of two photons, signal and idler. In a parametric
approximation, we can replace the general pump field with a coherent state |³ð.
And because the coherent state is an eigenstate of the annihilation operator with
eigenvalue ³ we can simplify the interaction Hamiltonian

Ĥpar = ℏg(³â†sâ
†
i + h.c.) . (3.1-4)
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For fixed interaction time we can now write a general solution of the Schrodinger
equation in the following form

|ÈSPDCð = e−itĤpar |³ð |0ðs |0ði =

= |³ð |0ðs |0ði − itℏg³ |³ð |1ðs |1ði − itℏ2g2³2 |³ð |2ðs |2ði + ... (3.1-5)

From the solution, it is evident that SPDC sources generate a superposition
of photon pairs. The two-photon term is linearly dependent on the pump power
³, while other photon-number probabilities adhere to a Poisson distribution. In
reality, the creation and annihilation operators are dependent on frequency, wave
vector and polarization and therefore the full quantum description of the SPDC
process is not trivial.

SPDC sources find widespread use in quantum technology, and as a result,
various implementations exist, categorized by the phase-matching condition (type-
I, type-II, type-0 ), the spectral properties of the signal and idler (degenerated,
non-degenerated), the source geometry (colinear, non-colinear), or whether the
generated photon pair is entangled in some degree of freedom.

Given the significance of these sources in the development of quantum technol-
ogy, let’s describe one of the commonly used SPDC sources based on ´−Barium
Borate (BBO) birefringent crystal in detail [168]. The II-order phase-matching
conditions result in the emission of single photons along two cones—one containing
V-polarized photons and the other containing H-polarized ones. By adjusting the
tilt of the optical axis of the crystal, these cones can overlap. In these overlapping
regions, Bell states |Φ±ð can be directly generated from the crystal by carefully
balancing the coupling efficiencies and compensating for the walk-off between the
two polarizations. Similar to WCS sources, SPDC sources produce states with
photon number probabilities that follow the Poisson distribution and are pure in
photon number bases. However, the strength of SPDC sources lies in the genera-
tion of correlated photons, allowing for the use of heralding techniques and even
the generation of entangled photon pairs.

3.2 Quantum dots single-photon sources

Another method of single-photon state generation relies on the excitation of
discrete energetic levels. In contrast to WCS or SPDC sources, the brightness
of these sources can inherently be independent of single-photon purity. Various
solid-state single-photon sources, including nitrogen-vacancy centers [154], trapped
atoms [155], biomolecules [156], and semiconductor quantum dots [55], are being
explored. Nonetheless, our attention will be specifically directed towards QD,
which are nano-sized inclusions of one semiconductor type within a second one
with a larger bandgap energy.

One common fabrication process for QDs is based on Stranski–Krastanov
growth (SKG), where one semiconductor material is deposited onto another (ma-
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trix) with a different lattice constant [86, 169, 170]. Induced mechanical stress
between the two materials, which is relaxed by the formation of a 2D strained
layer (wetting layer) and 3D islands, representing QDs. The structure is covered
by a capping layer usually made of the same material as the matrix. The shape of
QDs produced by SKG is similar to a plano-convex lens, with a large radius and
small thickness [86]. To obtain higher symmetry, which is crucial for entanglement
generation [171,172], other QD growth techniques, such as droplet epitaxy can be
used [173–175]. The QDs fabrication is usually made by methods of molecular-
beam epitaxy (MBE) or metalorganic vapour-phase epitaxy (MOVPE).

QDs made by SKG or droplet epitaxy are self-formed and therefore they ex-
hibit random spatial positions and spectral distribution. The light emission from
an ensemble of many QDs fabricated within one grow is characterized by inho-
mogeneous broadening due to variations in their size and the local environment.
However, these QDs, which are situated away from processed interfaces, so they
are well isolated from the local environment defects, demonstrate close to unity
quantum efficiency and low dephasing [55].

QDs hold great promise for quantum technologies, primarily due to their theo-
retically achievable high brightness, approaching unity, and ultra-low multiphoton
contribution in the emitted photonic state. However, their main limitations stem
from the requirement for operation at low temperatures, typically around 4 K, and
the random distribution due to the probabilistic growth method, leads to variations
in spectral and temporal characteristics of emitted photons. This variability poses
challenges in scaling QDs for applications relying on interference among multiple
sources. The emitted quantum state from a QD is given also by the excitation
scheme employed to achieve population inversion on the QD’s energy levels. The
next chapter will focus on the details of the main QD’s excitation schemes.

3.2.1 Energy levels

The energy potential of a QD can be expressed as a product of the component
along the growth direction, denoted as the z-direction, and the in-plane component.
Given the small extension in z-direction, this can be described as a quantum well
where only one bound state can be considered due to the large energy splitting.
The in-plane component (x, y) can be represented using the model of a quantum
harmonic oscillator with energy given as

Enx,ny
= ℏÉx

(

nx +
1

2

)

+ ℏÉy

(

ny +
1

2

)

, (3.2-1)

where nx and ny are quantum numbers in x and y direction. Assuming a QD
potential symmetrical in x and y the in-energy levels can be described as

Es = ℏÉ (s+ 1) , (3.2-2)

where É = Éx = Éy and we introduced a new quantum number s = nx + ny
numbering the QD’s shells, which are in the analogy to atom physics named in the
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order s, p, d, ... The degeneracy of each shell is expressed as 2(s+ 1), accounting
for possible spin orientations. The projection of angular momentum is further
characterized by an additional quantum number, denoted as l = nx − ny, which
has values between −s and +s. The matrix material is characterized by the band
gap and band structure of the bulk semiconductor. The wetting layer is modelled
as a quantum well, forming a step-like offset from the band gap of the matrix
material, see Fig. 3.7.

Figure 3.7: Schematic depiction of QD’s energy levels. a) Schematic depiction
of the QD’s confinement potential as a function of the energy E surrounded with
matrix and wetting layer with conduction band (upper part) and valence band (lower
part). QD is represented in the harmonic potential approximation which discrete
energy into levels for a single charge carrier indicated by the quantum numbers s
and l. b) Schemes of the charge carrier configuration of different multi-particle
states (exciton X, negatively charged exciton X- and biexciton XX).

For the following, we will assume only three multiparticle states, which all are
located at s-shell, as illustrated schematically in Fig. 3.7. It is exciton state (X)
consisting of one electron and one hole, charged exciton state, also called trion,
which can be positively charged X+ (one electron, two holes) or negatively charged
X- (two electrons, one hole). And finally biexciton state (XX) where s-shell is fully
occupied by two electrons and two holes. All of these states, apart from X, exhibit
no dark state, therefore radiative recombination of an electron-hole pair in the
s-shell with opposite spins is always possible. It is important to note, that states
occupying higher shells, such as a double-charged exciton, also exist, however, they
are out of the scope of this work.
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3.2.2 Excitation schemes

QDs can be excited under different optical pumping schemes, resulting in dis-
tinct outcomes such as brightness, single-photon purity, indistinguishability, or pu-
rity of the generated photonic state in Fock bases [85, 86]. The different schemes
also have different experimental complexity and robustness against environmental
fluctuations [86]. Therefore a detailed understanding of QD’s excitation scheme is
crucial for the effective utilization of QDs in quantum technology applications [52].
This work provides a detailed description of six primary excitation schemes, as il-
lustrated in Fig. 3.8.

Figure 3.8: QD’s excitation schemes. a) Resonant excitation (RE), b) Longitu-
dinal acoustic phonon-assisted excitation (LA), c) Adiabatic rapid passage (ARP),
d) Resonant two-photon excitation (TPE), e) Phonon-assisted two-photon excita-
tion (LA-TPE) and f) Stimulated two-photon excitation (sTPE).

The commonly used excitation scheme for QDs is RE, where the excitation
laser is in resonance with the X energy level [55]. This primarily results in decou-
pling from all dephasing processes and the generation of highly indistinguishable
single photons [88]. However, single-photon purity is still limited by re-excitation
probability and, in general, due to state dynamics following Rabi oscillation, RE is
sensitive to excitation power fluctuations [95]. Moreover, the requirement to sup-
press the excitation field commonly done based on cross-polarization extinction
limits the brightness, which can otherwise theoretically reach unity, typically to
50 % in the absence of specially tailored QD-microcavity systems [86].

The RE sensitivity to excitation field fluctuations was overcome by pumping the
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Table 3.1: Summuary of QD’s excitation schemes properties. The table was
made from the following references: Resonant excitation (RE) [88,95,97,98,176,177],
Longitudinal acoustic phonon-assisted excitation (LA) [52,90,91,98,178], Adiabatic
rapid passage (ARP) [179], Resonant two-photon excitation (TPE) [98,164,172,180–
183], Phonon-assisted two-photon excitation (LA-TPE) [91,184,185] and Stimulated
two-photon excitation (sTPE) [93]. The duration of the excitation pulse is denoted
as T , and µ represents the decay rate of the X state.

two-level system (2LS) with a spectral chirped pulse, a scheme known as adiabatic
rapid passage (ARP), which achieves similar performance to RE. While the system
dynamics do not follow Rabi oscillation, the brightness and purity remain almost
constant within a broad interval of excitation powers [179]. The experimental
complexity of ARP is demanding, and this scheme is hardly used in reality.

A promising scheme for real-world applications is LA, which relies on off-
resonant pumping and uses phonon decay to achieve population inversion [186].
The excitation is robust against environmental fluctuations, and the excitation
laser can be easily spectrally suppressed due to different wavelengths [90, 178]. It
has been demonstrated that LA can theoretically reach higher single-photon pu-
rity than RE [91]. However, quantum efficiency and photon indistinguishability
are limited by phonon interaction [90].

More complex excitation schemes involve the pumping of a three-level sys-
tem (3LS) (in practical QDs, the system is a four-level one due to the energy
split of the X state by the fine structure splitting (FSS) [86]). This system can
be resonantly pumped by resonant two-photon excitation (TPE). The population
inversion decays with equal probability through one of the two cascades, result-
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ing in the emission of two photons in either H or V polarization. Consequently,
the two generated photons are entangled [85]. Moreover, TPE achieves ultra-high
single-photon purity and enables easy spectral separation of the pump and the two
emitted photons [180]. While TPE follows Rabi oscillation, making it sensitive to
excitation field fluctuations, the time entanglement of the two generated pho-
tons significantly restricts their indistinguishability to ∼ 66 % [181]. Off-resonant
pumping of the 3LS with additional phonon decay known as phonon-assisted two-
photon excitation (LA-TPE) improves the excitation scheme robustness while the
other specification remains very similar to resonant TPE [184,185].

The main limitation for single-photon generation of TPE and LA-TPE can be
improved by stimulating one of the two cascades with an additional laser pulse with
fixed polarization, this scheme is called stimulated two-photon excitation (sTPE).
Apart from reaching theoretically perfect indistinguishability it also provides po-
larized brightness, which makes the scheme highly appealing for future applica-
tions [93].

All the excitation schemes are described more in detail in the following chapters
and their performances, advantages and technological challenges are summarized
in Tab. 3.1

3.2.2.1 Resonant excitation

QDs under RE are commonly used triggered sources of high-quality single pho-
tons [55, 87, 88, 177]. The RE can greatly suppress decoherence processes, leading
to the generation of highly indistinguishable single photons [88, 177] with nearly
transform-limited linewidth [176]. On the other hand, the single-photon purity of
emitted photons is constrained by the non-zero probability of spontaneous emis-
sion followed by a system re-excitation during a single pump pulse which leads to
multi-photon emission [95].

The spectral degeneracy between the excitation laser and emitted photons re-
quires separation, typically achieved through polarization filtering, incurring sig-
nificant collection losses, which can be as high as 50 % [86]. Nevertheless, this
limitation can be overcome by exploiting dichromatic pumping [187], charge exci-
ton recombination in asymmetric cavities [188] or spatial separation of pumping
field and emitted single photon with the use of photonic structures [189]. To date,
the highest fiber brightness of QDs, reaching 71 %, has been achieved with a cavity-
enhanced system under RE [56]. Recently, it was shown that the photonic state
emitted from RE is pure in the photon-number bases, making this scheme suitable
for on-demand Fock states generation [97]. The decoupling from dephasing mech-
anisms and the potential for significant enhancement through a photonic struc-
ture make resonant excitation a fitting pumping scheme for high-performanceQD
single-photon sources [87, 88].

RE of QDs can be simply modelled by an ideal 2LS, with ground state (G)
and X which are energy separated by ℏÉ0, where the frequency of pumping field is
ÉL = É0. In the following, we will apply the quantum trajectory model to derive
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the photon number probabilities of the state produced by this pumping scheme,
as outlined in [95].

Assume that the 2LS is resonantly driven by an optical pulse in time t = 0
in the rotating wave approximation. Then the system will coherently oscillate
between G and X in dependence on the pump pulse area A(t), which is defined as

A(t) =
1

ℏ

∫ t

0
dt′µE(t′) , (3.2-3)

where µ is system’s dipole moment and E(t) is amplitude of pulse electric field. If
the system is initially prepared in the state G, it can be represented as a coherent
superposition after interacting with the pump pulse

|Ès(A)ð =
√

1 − Pe(A(t)) |Gð + e−iϕ
√

Pe(A(t)) |Xð . (3.2-4)

Here, ϕ is a phase given by the pumping field and Pe(A(t)) is a possibility that the
system will be excited by a pulse of area A(t). This probability can be written as

Pe(A(t)) = sin2

(

A(t)

2

)

, (3.2-5)

which shows that the oscillations are perfectly sinusoidal. Assuming an initial
state of G, A = Ã

2 corresponds to a superposition state of G and X, A = Ã leads
to a full inversion and A = 2Ã puts the 2LS back to G. Such oscillations of 2LS
populations with pump pulse area are called Rabi oscillations and they are specific
for resonant pumping schemes.

The pump pulse of length T can run an arbitrary number of rotations between
G and X. The next calculations will be made in area theorem approximation, which
assumes that Rabi oscillations are a function of the total interaction area of the
pulse. So the probability of finding 2LS in X after the interaction is Pe(A(t = ∞)).
In reality, the pulse power is distributed only over the pulse length T , so we can
assume A(∞) ≈ A(T ).

Let’s now investigate photon-number probabilities of the state generated by
resonantly pumped 2LS. At any time when the state is excited, spontaneous
emission can happen and restart the state to grand state and, in some sense, also
restart the area theorem [95]. We can define the spontaneous decay rate of the
excited level as

µx =
1

Äx
, (3.2-6)

where Äx is life time of X. Now we can easily calculate the spontaneous emission
rate as µxPe(A(t)). Then, the system is again excited within the same pump pulse
and follows the deterministic evolution given by the area theorem until the next
spontaneous emission or until the pump pulse is still present. This process will
repeat until the pulse fully interacts. After the pulse, the system can decay only
spontaneously. Based on the described system dynamic we can construct inclusive
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probabilities Fn, which describe the probability that n and more photons will be
emitted

Fn =

∫ ∞

0
dt1

∫ ∞

t1

dt2 ...

∫ ∞

tn−1

dtnfn(t1, ... , tn) , (3.2-7)

where tn are photons’ emission times and fn(t1, ... , tn) is associated probability
density. We will assume short-pulse approximation T j Äx, where the average
excited state has a dominant probability that it will not spontaneously decay
within the pump pulse interaction window. We will now show how fn(t1, ... , tn)
are constructed on the easy example of f1(t1) in assumption of a square pulse
pulse.

First, we will define f1(t1) for times within pump pulse duration 0 f t1 f T .

The probability of zero emission before t1 is given as e
1

2
µxt1 , which multiplied by the

true instantaneous emission rate µxPe(A(t1)) gives us the first inclusive probability
density

f1(t1) ≈ µx sin2

(

A(t)

2

)

e
γxt1
2 if 0 < t1 < T . (3.2-8)

Now we will look at system evaluation after the interaction with the pump pulse,
times t1 > T . In such case, the excited level can emit only spontaneously with
characteristic exponential decay and the first inclusive probability density for times
after the pulse interaction is given as

f1(t1) ≈ µx sin2

(

A(∞)

2

)

e
γxT

2 e−µx(t1−T ) if T < t1 . (3.2-9)

From the probability densities, we can calculate the first inclusive probability
as defined by Eq. 3.2-7

F1 = µx

∫ T

0
dt1 sin2

(

A(t)

2

)

e
γxt1
2 + µx sin2

(

A(∞)

2

)

e
γxT

2

∫ ∞

T

dt1e
−µx(t1−T )

(3.2-10)
Analogically we can construct all the higher inclusive probability densities and
by related integration derive the inclusive probabilities. The full derivation can
be found in the paper by Fisher, where this RE description based on quantum
trajectories was introduced [95]. Here we just write down the final equations for
the first three inclusive probabilities for square pump pulse in approximation of
short pulses
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F1 ≈ e−
γxT

2

(

sin2

(

A(∞)

2

)

+
µxT

2

(

1 − sin(A(∞))

A(∞)

))

F2 ≈ e−
γxT

2

µxT

8

(

2 + cos(A(∞)) − 3
sin(A(∞))

A(∞)

)

F3 ≈ e−
γxT

2

(µxT )2

64A(∞)2
(

4(A(∞)2 − 6) − (A(∞)2 − 24) cos(A(∞)) + 9A(∞) sin(A(∞))
)

(3.2-11)

These results we can directly use to construct parameters, which we already
know. The brightness of resonantly pumped QD is equal to F1, the photon-number
probabilities are defined as P1 = F1−F2 and P2 = F2−F3, and then we can define
second-order correlation function as g(2)(0) ≈ 2P2

(P1+2P2)2
. Now we can estimate the

brightness and purity of the source just from the exciton lifetime Äx and pump
pulse length T .

Figure 3.9: Photon-number probabilities for state generated by a two-level
system resonantly pumped by square pulsed of T = 0.3/µx. Photon statistics
calculated for an ideal two-level system in an approximation of short pulses and
assuming area theorem. a) Probabilities of generating single photon (P1) and two
photons (P2) in dependence on pump pulse area. b) The second-order correlation
function g(2)(0) calculated from derived probabilities P1 and P2. The insert shows
the total source brightness following the Rabi oscillations.

Here we characterize a system defined by µxT = 0.3, see Fig. 3.9. We see that
the QD’s brightness follows the Rabi oscillations, however, it doesn’t reach zero
for the even-Ã pulses due to the non-zero probability that a photon will be emitted
spontaneously within the pulse duration. The interesting consequence of the area
theorem and spontaneous decay during the pulse interaction is the high probability
of two photons emission for even-Ã pulses, which is even higher than the probability
of emitting just a single photon. Therefore at the minima of Rabi oscillations, we
can observe bunching of the second-order correlation function g(2)(0).
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To evaluate the source performance in the optimum (Ã-pulse) we can, in the
short pulse approximation, use the following estimations of two-photon probability
and purity

P2 ≈
µxT

8

g(2)(0) ≈ µxT

4
. (3.2-12)

It’s evident that the single-photon purity gets worse with longer pulses. However,
in reality, employing extremely short pulses does not further enhance g(2)(0). This
limitation arises from the simplifications made in the model of the 2LS. The
use of short pulses introduces spectral broadening due to Fourier transformation
properties. Consequently, these short pulses not only resonantly pump the 2LS
but also exhibit spectral overlap with higher-lying states [190]. As a result, the
pumping mechanisms other than RE contribute to the degradation of single-photon
purity for short pulses. Therefore, an optimal pumping pulse is short enough while
being narrow in spectra to pump only the RE process selectively. Typically, pulses
of around 10 ps are employed [55].

For the sake of completeness, it is worth noting here that in the case of long
pulses where µxT k 1, the photon-number probabilities will follow the Poisson
distribution [95].

3.2.2.2 Longitudinal acoustic phonon-assisted pumping

In general, RE suffers from its sensitivity to pump fluctuations. The brightness
and purity of the resonant scheme are significantly influenced by pump pulse power
due to Rabi oscillations, as illustrated in Fig. 3.9. Additionally, for RE, the pump
must be in resonance with the 2LS, making any wavelength fluctuations a limiting
factor for excitation probability. These obvious limitations of RE can be overcome
by LA, where the pump is positively detuned from X within the longitudinal
acoustic phonon sideband, with its peak typically positioned around 1 meV above
the excitonic level.

Efficient light-phonon coupling is defined by the spectral phonon density, de-
noted as J(É), which exhibits a broad maximum [186,191]. In the phonon-assisted
process, the dephasing time is shorter than the pump pulse length. As a result, LA
does not exhibit Rabi oscillations [91,186]. Instead, a typical brightness saturation
is observed with varying pump power. Consequently, LA provides stable emission
unaffected by small pump power and spectral fluctuation [90, 91]. This stability
allows for pumping many slightly different QDs with a single excitation laser, rep-
resenting a significant advancement toward the scalability of these sources [185].

Due to the spectral detuning of the pump laser from the X level, the single-
photon spectral emission line in LA is laser-free, so there is no necessity for po-
larization filtering as required in RE. This allows the single photons generated
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by LA to be separated through lossless spectral filtering. Additionally, the high
population of the X state is achieved through adiabatic undressing, resulting in
a delay from the pump pulse and a reduction in the re-excitation probability.
As a result, LA can provide higher overall brightness and greater single-photon
purity compared to RE [90, 91]. The HOM visibility is constrained by emission
time uncertainty (jitter) coming from phonon decay, limiting the visibility values
to < 90 % [90, 178]. Because of the fast decoherence mechanisms and suppressed
Rabi oscillations we assume that the PNC is close to zero and the generated pho-
tonic state is mixed in the Fock bases [52], which was recently confirmed by an
experimental investigation [98].

Let’s look briefly at the physical description of LA. We will assume that the
pump laser detuned above the X level is still far from XX and we can treat QD
as 2LS [186]. Then the phonon-assisted pumping can be described as a three-step
process consisting of optical dressing, phonon relaxation and adiabatic undressing
illustrated by Fig. 3.10.

Figure 3.10: Scheme of longitudinal acoustic phonon-assisted pumping. a)
Scheme of QD’s states in laboratory frame (|Gð , |Xð), rotated frame (|GRð , |XRð)
and optically dressed states (|Èupð , |Èdownð), which are driven by a pump laser
detuned by ∆ from the X. b) Time evolution of the optically dressed states within
the Gaussion pump pulse duration.

Switching on the pump laser will transfer the QD energy states to new bases
commonly known as laser-dressed states defined as

|Èupð = cos Θ |GRð + sin Θ |XRð
|Èdownð = − sin Θ |GRð + cos Θ |XRð , (3.2-13)

where |GRð and |XRð are ground and excited state in rotating frame and Θ is
mixing angle given by

tan Θ =
ℏf

∆ + ℏΩ
, (3.2-14)
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where f represents the pumping field strength, the detuning from X in the lab-
oratory frame is denoted as ∆, and Ω represents the Rabi frequency, which can
be calculated as ℏΩ =

√

(ℏf)2 + ∆2. The two dressed state are split by effective
Rabi splitting

ℏΛ(t) = ℏ

√

∆2 + Ω(t)2 . (3.2-15)

The assumed time dependence of Rabi frequency arises from the time-dependent
pump field. Assuming that the system is excited by Gaussian pulses, the effective
Rabi splitting between the dressed states will follow the Gaussian envelope of the
pulse.

Both of the dressed states have an excitonic component allowing for relaxation
between them through the emission of a phonon with energy equal to the effective
Rabi splitting. The states’ energy separation is typically on the order of a few
meV therefore it can be easily overcome by a longitudinal acoustic phonon [191].

As the laser intensity drops out the admixing of the dressed states is reduced
and the relaxation is stopped. With decreasing the pump intensity the states are
undressed, ideally in an adiabatic manner. The lower dressed state |Èdownð is then
transformed into the X state in the laboratory bases, boosting the X population,
but only after the pump pulse [91]. This population inversion boost is observable
in the case of Gaussian pump pulses, where undressing is a continuous process
following the decay of the pump intensity. on the other hand, for rectangular
pulses with an instant intensity drop, the X boost will not occur [191]. The
maximal population inversion of 2LS reachable by LA can be in the assumption
of Gaussian pump pulse of a high pulse area estimated as [186]

CX − CG = tanh

(

ℏ∆

2kBT

)

, (3.2-16)

where CX and CG are population of X and G in laboratory bases. Therefore
at lower temperatures ∼ 4 K the inversion of LA pumped process can be > 90%,
which allows to reach high brightness of this pumping scheme [91,186]. The photon
emission probability is low during the phonon relaxation process, primarily because
of the diminished population of X. Only after the inversion is boosted up by
adiabatic undressing the photon emission grows. Since this occurs just after the
pump pulse, the re-excitation is minimized and photons with high single photon
purity are emitted [91].

3.2.2.3 Resonant two-photon excitation

The non-zero probability of photon emission during the presence of the excitation
pulse, resulting in re-excitation and multi-photon emission, stands as a fundamen-
tal limit to the single-photon purity achievable through RE of a 2LS. However, this
strong constraint can be overcome by TPE of the exciton-biexciton cascade [180].
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In addition to achieving significantly higher single-photon purity, TPE is an ap-
pealing pumping scheme due to its capability to generate high-fidelity entangled
photon pairs on demand [172,182,192].

The XX energy is shifted from 2X by a binding energy Eb which is a conse-
quence of the Coulomb interaction of the electron-hole pairs. Therefore the XX
level can be pumped by a two-photon absorption process, where the energy of the
pump laser is detuned by Eb

2 from the X energy. A typical spectrum for TPE
is presented by the insert of Fig. 3.11.The spectral separation between the pump
and the photons emitted from the X and XX decays allows for effective filtering of
the strong pump field. This approach, in principle, leads to higher single-photon
counts compared to the typical outcomes of RE, where more complex pump field
suppression methods are necessary.

TPE is a resonant process and therefore it follows Rabi oscillations which scale
linearly with the pulse area defined as

ATPE(t) =
1

ℏEb

∫ t

0
dt′(µE(t′))2 . (3.2-17)

In contrast to the pulse area defined for RE by Eq. 3.2-3, here, the intensity of
the pulse electric field is squared. This is a consequence of the nonlinear nature of
the two-photon absorption process. Therefore more pump power will be needed
to reach the first inversion of the system by TPE (Ã-pulse).

Let’s compare RE and TPE based on the single-photon purity of the emitted
state. In the short pulse approximation, we demonstrated that the two-photon
generation probability for RE is linearly dependent on the pump pulse length,
given by P2 ≈ µT

8 . This re-excitation process can be schematically written as
|Gð → |Xð → |Gð → |Xð. In contrast, two-photon emission in the TPE process
occurs only through the following sequence: |Gð → |XXð → |Xð → |Gð → |XXð.
This sequence we can use to derive the emission probability density for TPE. We
again assume short-pulse approximation, area theorem and square pump pulses.
The first emission |XXð → |Xð can be described by the Rabi oscillation factor,

well known already from RE description, µxx sin2
(

A(t)
2

)

, where µxx is the decay

rate of biexciton level. After the first emission, the system is exclusively in |Xð,
which is not driven by the pumping field, therefore the emission |Xð → |Gð con-
tributes by spontaneous emission factor µxe−µxt. Finally, the re-excitation of XX

level contributes again by the Rabi factor µxx sin2
(

A(t)
2

)

. The inclusive emis-

sion probabilities can be derived using a similar approach to what we did for RE
in Chapter 3.2.2.1, with the addition of the spontaneous emission factor arising
from the X decay. The complete result can be found in Hanschke’s paper [180].
Here, we simply present the final estimations of the two-photon probability and
single-photon of the state purity generated by TPE driven by a Ã-pulse
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P2 ≈ µxxµxT
2 Ã

2 − 8

8Ã2

g(2)(0) ≈ µxxµxT
2 Ã

2 − 8

4Ã2
. (3.2-18)

Compared with RE the two-photon emission probability is quadratic dependent
on pulse length T and therefore for short pulses TPE generate single-photon state
with significantly higher purity, see Fig. 3.11.

Figure 3.11: Comparison of simulated values of g(2)(0) for RE and TPE as
a function of the pump pulse length. The calculation was made in short pulse
approximation assuming square pump pulse and area theorem. The XX lifetime
was set as Äxx = 1

2Äx. The insert shows a scheme of modelled TPE spectrum.

On the other hand, the indistinguishability of single photons generated by
TPE is strictly limited compared to RE, where it can theoretically be equal to
unity [88,177]. In TPE processes, the decays of the XX and X states are causally
connected, resulting in emitted photons that are partially entangled in the time
domain [181,183]. Consequently, this entanglement influences the temporal profiles
of single photons, leading to linewidths that are not transform-limited. The degree
of this entanglement depends on the lifetimes of the XX and X states, defining the
upper bound of the HOM visibility for photons generated by TPE

V TPE
HOM =

1

1 + Äxx/Äx
. (3.2-19)

The XX can be for a general QD approximated as Äxx ≈ 1
2Äx [193]. Therefore, the

HOM visibility of TPE process can be bounded by ∼ 66 %. This limitation can
be overcome by designing photonic cavities in a manner that only the transition
|XXð → |Xð will be enhanced by the Purcell effect. This selective shortening of
the XX lifetime can improve the upper limit for the VHOM. However, it is crucial
to note that TPE will never achieve ideal photon indistinguishability.
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TPE, similar to RE, is a coherent process, where the system and pumping are
described by a pure state outlined in Eq.3.2-4. Consequently, one would anticipate
that the resulting photonic state is also pure. The PNC of photons generated
through the transition |Xð → |Gð in the context of TPE was recently studied
using the approach delineated in Ch. 3.0.2.5 [94]. Notably, the active control of
relative phase in the interferometer wasn’t used in this work, and based solely on
random phase evolution, it was concluded that there is no PNC observed. Although
photon number state tomography has not yet been done with QD. However,
from detailed studies of exciton-biexciton cascades on different systems, such as
microwave photon generators, we know that the state generated from TPE process
is pure and has a form of [164]

|ÈTPEð =
√
p0 |0x0xxð +

√
p1 |1x1xxð + . . . . (3.2-20)

We are already aware that the method detailed in Chapter 3.0.2.5 is capable of
measuring the purity of a state only in reference to the pure state |0ð+|1ð. Selective
measurement of PNC on the X photon is equivalent to tracing out XX photon from
the pure state defined by Eq. 3.2-20 and assessing the coherence of the resultant
state. Tracing out a part of the pure state always results in a mixed state, therefore
such a measurement fails to provide any insights into the original state’s purity.

The intriguing feature of TPE is its ability to generate entangled photon pairs
on demand. Assuming perfect in-plane symmetry of QD’s confinement potential,
then the intermediate X states in the H and V exciton-biexciton cascade are de-
generate in energy. The combined two-photon state of the emitted X and XX
photons are in the polarization space represented by the maximally entangled Bell
state

|ϕ ð =
1√
2

(|HxHxxð + |VxVxxð) . (3.2-21)

In the general case, however, the symmetry is imperfect and the energy levels are
split by a finite FSS. The generated state can be described as

|ÈTPE(t)ð =
1√
2

(|HxHxxð + e−
i
ℏ
St |VxVxxð) , (3.2-22)

where S is the magnitude of FSS splitting and t is the time difference between the
XX and X photons. The state describes a maximally entangled state, where the
phase oscillates with an angular frequency S

ℏ
, which leads to |ÈTPE(t)ð oscillations

between |ϕ ð and |ϕ−ð Bell states. However, the state is maximally entangled at
each single time difference, the real measurements are based on time averaging and
the measured state can be described by a density matrix representing a statistical
mixture

Ä̂TPE =
1

Äx

∫ T

0
dt e−

t
τx |ÈTPE(t)ðïÈTPE(t)| , (3.2-23)
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where we integrate over the measurement time window T . This density matrix
can be then used to calculate the estimated state fidelity.

To reach higher fidelities of the generated entangled state we can either ap-
ply time filtering, so decrease our measurement window and reduce brightness,
or use QD with symmetrical confinement potential. The droplet etching method
can be used to grow highly symmetrical QDs reaching entanglement fidelity of
generated state up to 94 % [172]. The fidelity can be further improved by mechan-
ical stretching of QD by piezo actuators, which leads to complete suppressing of
FSS and fidelities up to 98 % [72]. The reason, why even for zero FSS the fidelity
of entangled state does not reach unity was explained only recently by breaking
the confinement potential symmetry by pump pulse generated Stark shift. This
effect is persistent throughout the TPE process, thus imposing a fundamental
constraint on the maximum achievable fidelity [194, 195]. Nevertheless, the phase
evolution within the state defined by Eq. 3.2-23 is deterministic, allowing for its
complete compensation to reach the perfect fidelity. With this motivation, various
approaches, such as utilizing electro-optical modulators [196] or rotating wave-
plates with the given angular frequency [197], have been suggested to counteract
the phase evolution in the generated state.

3.2.2.4 Stimulated two-photon excitation

The primary constraint associated with TPE is the restricted HOM visibility. This
limitation can be addressed by stimulating |XXð → |Xð transition with an addi-
tional laser pulse, this pumping scheme is referred to as sTPE. Same as in the
standard resonant version the sTPE leads to single-photon generation with ultra-
low multi-photon component. The precisely timed stimulation pulse prepares X
in a predetermined time, which reduces the timing jitter given by XX lifetime and
consequently enhances photon indistinguishability [93]. Furthermore, the polar-
ization of the stimulation pulse selectively determines one of the decay cascades,
|XXð → |Xð → |Gð. Consequently, the emitted single photons are exclusively in
either the H or V polarization state [92]. Therefore sTPE can reach the highest
polarized brightness from all of the assumed pumping schemes.

Let’s assume the exciton-biexciton cascade, where we will now distinguish be-
tween the two X states as XH and XV. The system dynamic is given by Rabi
oscillations dependent on the pump pulse area defined by Eq. 3.2-17, same as
TPE. A short excitation Ã-pulse, with time width Tpulse j Äx inverses the sys-
tem and XX population reach almost unity. After the excitation, the system
follows free evolution and it starts decay to XH and XV with equal probabilities.
A stimulation Ã-pulse with a fixed polarization, just assuming H polarized pulse,
is implemented with a delay ∆t. Such pulse inverters population between XX and
XH. H polarized single-photon is then emitted from transition |XHð → |Gð.

Independently on the delay between excitation and stimulation ∆t the second-
order correlation function g(2)(0) of the emitted single-photons is two magnitudes
lower than for RE, see Fig. 3.12 However, for short delays, where the two pulses
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Figure 3.12: Single-photon purity and indistinguishability for sTPE in
dependence on the delay between excitation and stimulation pulse. a)
Calculated second-order coherence of the |XHð → |Gð transition compared with the
value for RE of X (dashed line). b) Calculated photon indistinguishability. Figure
taken with small changes from [93].

temporally overlap, we see a sharp peak of g(2)(0) as a consequence of Äxx reduction
which increases the re-excitation probability. The peak is directly followed by a
steep dip, where for delays ∼ 0.02Äx second-order correlation function reaches
its minima even lower than for TPE, which comes from strong suppression of
probability that the system will freely decay via the V cascade. Then the g(2)(0)
value is practically constant for longer ∆t and it is approximately equal to single-
photon purity reachable by TPE [93].

The maximum indistinguishability is reached when both of the pulses still have
a small temporal overlap and then it decreases to its local minimum (∆t ∼ 1.4Äx.
At this delay, the stimulation pulse effectively increases the time jitter by re-
exciting the XX by the transition |XHð → |XXð. For longer delays, most of
the population already decays by |XHð → |Gð before the stimulation pulse and
therefore the indistinguishability reaches the standard TPE limit given by Eg. 3.2
-19 [93].

The recent measurement of the PNC between the |0ð and |1ð photon number
states of single photons emitted by sTPE has demonstrated that the generated
state is pure in Fock bases [94]. This sets apart this excitation scheme from TPE,
where the PNC is limited to even photon states, as detailed in Eq. 3.2-20.

Generally, the use of sTPE appears well-suited for various applications, thanks
to its high polarized brightness with ultra-low multi-photon emission, potential
spectral suppression of excitation and stimulation pulses, and high indistinguisha-
bility ∼ 99 % [93, 94]. However, it is important to note that the general improve-
ment of polarized brightness and HOM visibility over TPE was possible only by
sacrificing entangled photon pairs generation.

3.2.2.5 Phonon-assisted two-photon excitation

Similar to the case of a 2LS, a longitudinal-acoustic phonon can be employed to ini-
tiate an exciton-biexciton cascade. This off-resonant approach is called LA-TPE.
It combines the benefits of TPE, such as achieving high single-photon purity and
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generating entanglement, with the resilience of LA phonon against fluctuations in
the excitation field [184].

It was demonstrated that LA-TPE achieves comparable brightness and single-
photon purity to TPE [184, 185]. Additionally, it appears that even the fidelity
of entanglement remains unaffected by phonon decay [185]. Although the PNC
has not been explored to date, it is reasonable to assume that, similar to 2LS,
incoherent phonon interactions will result in mixed-state emission.

The primary constraint of LA-TPE is the relatively high excitation power
needed to reach the maximal population inversion, which is the highest of all
the presented schemes here. The positively off-resonant detuning of the excitation
laser causes its spectral line to shift toward the X. The sift is usually ∼ 1 meV,
coming from the spectral phonon density J(É). The combination of a small spec-
tral line separation and high excitation power makes the spectral suppression of
the pumping field challenging [184]. Consequently, LA-TPE is suitable for QDs
with larger binding energy Eb.

3.2.2.6 Adiabatic rapid passage

Resonant schemes, represented by RE and TPE, face a significant challenge due to
the strong dependence of photon-number probabilities on factors such as excitation
power, dipole momentum, or interaction time. One approach to overcome this
limitation is the utilization of off-resonant schemes, where phonon interactions are
used to reach population inversion, resulting in the suppression of Rabi oscillations.
Another option, in contrast to these off-resonant methods, involves employing an
ARP, wherein a QD is resonantly pumped using a spectrally chirped pulse [179].

During the interaction of 2LS with a chirped pulse, the energy eigenstates are
switched from |GRð and |XRð in rotated bases representation to dressed states |Èupð
and |Èdownð, which are expressed as coherent superpositions of the original states,
as shown in Eq. 3.2.2.2. The 2LS initiates in |GRð and during the interaction with
the pulse it adiabatically evolves along the dressed state to |XRð [179], when the
excitation laser frequency due to the chirp sweeps around the resonant frequency
slower than Rabi oscillations.

Using a positively chirped pulse (red detuned) will make the system follow the
dressed state |Èdownð and the negatively chirped pulse will lead to evolution along
the |Èupð. In the case of negative chirp, the source will reach maximal brightness
for power ∼ 1.5Ã, where Ã-pulse is given as a pulse area for which the same 2LS
will reach maximal inversion under RE with a Furrier limited pump pulse. After
the maximum, the decrease in brightness for higher powers can be observed. This
can be explained by system relaxation from |Èupð to |Èdownð by phonon emission,
which breaks the ARP process and reduces the source brightness. On the other
hand, the positively chirped pulse doesn’t have this issue as long as a relaxation
from |Èdownð to |Èupð is based on a phonon absorption, which is hardly probable
on low temperatures, where QDs are usually operated. Therefore the ARP excited
by the positively chirped pulse is robust against pump field fluctuations and after
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the maximum of its brightness ∼ 1.5Ã the emitted photons counts are saturated
for the higher excitation powers [179].

In general ARP is a robust version of RE, which reaches comparable single-
photon purity and indistinguishability in the generated photon states. However,
the investigation of PNC for this excitation scheme remains unexplored. The prin-
cipal drawback of the ARP lies in its experimental complexity, primarily coming
from the requirement for chirped pulse preparation and spectral broad polariza-
tion suppression of the excitation pulse. Consequently, the ARP is not frequently
employed, and in scenarios demanding a robust excitation, the LA is usually pre-
ferred.

3.3 Emission in the optical communication band

Until now we have been comparing quantum-light sources based on param-
eters such as brightness, single-photon purity, or PNC. However, the central
wavelength of the emitted wave packet is also crucial, especially when aiming
to optimize the performance of associated hardware components such as commu-
nication links, single-photon detectors, optical modulators, or quantum memories
and repeaters [198]. Photons emitted within the telecom original band (O-band)
spanning wavelengths from 1260 nm to 1360 nm or the telecom central band (C-
band) defined between 1530 nm and 1565 nm, are appealing for applications in
quantum communication. This is primarily attributed to the exceptionally low
transmission loss (0.35 dBkm−1 at 1310 nm and 0.2 dBkm−1 at 1550 nm) in com-
mon silica optical fibre links [199], as well as the comparatively low background
solar irradiance and Rayleigh scattering in free space in satellite-based quantum
communication [39]. Moreover, these wavelength intervals are compatible with ma-
ture silicon platforms, which allows further information processing within complex
and highly integrated photonic chips [200,201].

Furthermore, quantum applications relying on photons within the communica-
tion band derive advantages from well-established technologies originally developed
for classical optical communications. Beyond the existing global fiber communi-
cation network operating in the optical O-band and C-band, mature telecom-
munications technology provides many advanced, off-the-shelf components such as
high-performance laser sources, fast optical modulators, and highly efficient photon
detectors [198]. These components are easily accessible due to their mass produc-
tion. The prospect of using components and infrastructures from real-world clas-
sical communication encourages quantum researchers to align their hardware with
the same communication wavelength, which holds the potential for widespread
implementation of quantum communication protocols soon.

The wavelength of emitted photons by WCS and SPDC sources can be precisely
adjusted by selecting the suitable pump laser and nonlinear crystal, enabling cover-
age of telecommunication bands [202, 203]. Therefore, these sources are currently
the most widely employed for communication protocols [204]. Various material
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platforms can host solid-state single-photon emitters within the desired wavelength
range. These include silicon carbide [205,206], carbon nanotubes [207], gallium ni-
tride [208], yttrium orthosilicate [209, 210] or atomic vapours [211]. However, all
of these have not outperformed PDSs in key parameters such as brightness and
single-photon purity [204].

During the SKG process, the strain resulting from the mismatch of lattice
constants between InAs and GaAs leads to the formation of small QDs emitting in
the near-infrared range [86]. Therefore, in the case of QDs, the leading emission
wavelength is ∼ 900 nm [55]. To shift the emission wavelength into the telecom
interval methods of spectral conversion can be employed [212,213]. It has already
been demonstrated that the frequency conversion process preserves the single-
photon purity [213, 214], indistinguishability [215] and even entanglement fidelity
[216, 217]. However, the limiting factor is the conversion efficiency reducing QD
brightness and the technological overhead [217, 218]. This process also suffers
from spontaneously emitted photons, which are not correlated to the input signal
and limit the signal-noise ratio of the converted states [218]. This constraint
impacts the security parameters of quantum cryptography protocols employing
such sources.

InAs QDs emitting single photons directly in telecommunication C-band can
be grown on the InP platform, where the lattice constants mismatch is reduced
and the formed QDs are larger compared to InAs/GaAs ones [219]. However, using
InP material is technologically challenging due to its poor heat conductivity and
fragility [220]. Also, there is no compatible binary material combination with a
large refractive index difference, which complicates the implementation of efficient
distributed Bragg reflector (DBR) structures. The significant difference between
InP and Si lattice constants limits further integration [204]. Moreover, when QDs
are fabricated by SKG method on the InP platform with a focus on C-band emis-
sion, it often leads to a high QDs density [221] and the formation of highly asym-
metric complexes known as quantum dashes or quantum wires [222–224]. The first
makes it challenging to address individual emitters, while the second contributes
to a large FSS, thereby limiting the application range of these complexes. This
can be overcome by precise optimization of the growing process [225,226] or using
droplet epitaxy [227–229].

The technological limitation of the InP platform can be overcome by employ-
ing GaAs material, which is a well-established platform for the fabrication of pho-
tonic structures, which allows to implementation of efficient binary AlAs/GaAs
DBRs. To reach the emission in telecommunication bands the strain between
InAs and GaAs has to be reduced. This is usually done via a strain-reducing
layer [57, 58, 230–232] or an InGaAs metamorphic buffer with graded In con-
tent [59–61,233–240]. The QDs based on GaAs emitting in telecom C-band recently
reached high brightness and single-photon purity by a circular Bragg grating en-
hancement [61]. The study of the potential of telecom C-band QDs based on GaAs
for implementation in quantum communication is the focus of this work.



4
Summary of "Quantum cryptography

with highly entangled photons from

semiconductor quantum dots"

This chapter summarises the paper titled ”Quantum cryptography with highly
entangled photons from semiconductor quantum dots” [68]. The experiment was
performed by the group of Professor Armando Rastelli at Johannes Kepler Univer-
sity Linz with our support. Motivated by this project we started investigating QDs’
performance in various quantum cryptographic protocols. Therefore, it is accurate
to say that this collaboration played a crucial role in shaping the theme of this
thesis.

My contribution: I collaborated with Christian Schimpf on the optical part of
the experimental setup, mainly on the design and realization of Alice’s and Bob’s
stations. I supported the measurement and collaborated on data processing, mainly
the quantum cryptography part. I investigated the performance comparison of the
used QD with PDSs in the BBM92 QKD protocol.

Emission from GaAs QDs obtained by droplet epitaxy under TPE shows a mul-
tiphoton probability as low as 8(2) × 10−5 [175, 241]. Additionally, the weak con-
finement of the multiparticle wave functions in these QDs [242], along with their
high in-plane symmetry [171], enables the generation of entangled photon pairs
with high fidelity of 0.987(8), without the need for time filtering or post-growth
tuning [72]. The high single-photon purity and entanglement fidelity contribute to
a low QBER and are therefore vital for the effective SKR of EQKD implementa-
tions [101,243–245]. Successful demonstrations of quantum teleportation [74] and
entanglement swapping with droplet-etched QD [76, 246] further promote the de-
velopment of QD-based quantum networks for long-distance communication [75].

In this work, entangled photon pairs generated by GaAs QDs at 780 nm are
employed to implement the EQKD protocol between two buildings connected by
a 350 m single-mode fiber. Using the BBM92 protocol, the key generation yields
an average raw key rate of 135 bits/s, which is reduced to 86 bits/s for the SKR,
with the QD being driven at a pumping rate of 80 MHz. A QBER as low as 1.9 %
is demonstrated over a continuous 13-hour period.
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4.1 Experimental setup

The experimental setup for EQKD implementation is illustrated in Fig. 4.1.
The parties, Alice and Bob, are located in separate buildings. Alice and the GaAs
QD-based source of entangled photons are housed in a laboratory, while Bob, as a
mobile unit, is positioned at an office desk connected to the laboratory via a 350 m
deployed single-mode fiber. The entangled photon pairs are transmitted through
the fiber, and polarization controllers correct any polarization state rotation caused
by random birefringence in the fibers.

In the BBM92 QKD protocol, Alice randomly measures one photon from the
pair in one of two conjugate bases, projecting the other photon into the BB84
state, which is sent to Bob. A 50 : 50 BS splits the incoming photons for mea-
suring the incoming photons in either of the two conjugate bases (Z or X), and
they are subsequently detected by APDs. The key sifting and other classical com-
munication parts of the protocol are carried out over a standard LAN network.
Synchronization between Alice and Bob is maintained using external 10 MHz Rb
frequency standards.

Figure 4.1: Experimental setup for QKD with entangled photon pairs. a)
Configuration of the fiber-based EQKD system using highly entangled photons from
a GaAs QD photon source. Alice and the QD are situated in the laboratory. Bob
is assembled in a transportable box placed in a separate building and connected to
the photon source via a 350 m-long single-mode fiber. The photons are analyzed in
the X and Z basis, and each outcome is assigned to a “0” or a “1” symbol. The key
sifting, as sketched in the table, is performed over a 100-Mbits/s LAN connection.
b) Illustration of the optical and electronic components of the setup.

We utilize the maximally entangled polarization state |ϕ+ð = 1√
2

(|HHð + |V V ð),
ensuring that when Alice’s and Bob’s measurement bases are aligned, they obtain
identical outcomes, thus generating a matching key string of 0s and 1s. The entan-
gled photon pairs are produced using a QD excited via TPE, driven by a pulsed
laser with a repetition rate of 80 MHz.
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4.1.1 Quantum dot characterization

The single-photon purity was determined as described in Ch. 3.0.2.2. We used
Bob’s detectors to measure the second-order correlation function, as his setup,
located in a box exposed to daylight, represents a worst-case scenario for the impact
of ambient light on the measurement. This scenario aligns with the parameter
estimation phase of the QKD protocol, which is always conducted on Bob’s side
after the communication channel. The measured values at zero time delay were

g
(2)
X (0) = 0.017(2) and g

(2)
XX(0) = 0.025(2). These values are primarily influenced

by ambient light (∼ 1000 counts per second (cps)) and dark counts from the
APDs (∼ 200 cps). The contribution of the QD single-photon emission is highly
negligible [241].

The maximum excitation pump rate for a QD sources is only limited by the XX
and X radiative lifetime ÄXX and ÄX , as no following excitation can occur before
the QD decayed to its ground state. For the used quantum dot the radiative decay
times were measured as ÄXX ≈ 120 ps and ÄX ≈ 230 ps. Therefore a pump rate
∼ 1 GHz is accessible.

The time-averaged fidelity of the generated entangled state is limited by the
FSS as the real state generated by a QD has a relative phase oscillating with the
period given by FSS magnitude as described by Eq. 3.2-22. As no time filtering
is used, the two-qubit density matrix is composed of all possible time-dependent
states weighted by their emission probability

Ä̂S =

∫ ∞

0
dt

1

ÄX
e
− 1

τX |È(t)ðïÈ(t)| . (4.1-1)

The nonzero g
(2)
X (0) and g

(2)
XX(0) approximately leads to a mixing the pure state

Ä̂S to the Wigner state

Ä̂ = (1 − g)Ä̂S + g
I
(4)

4
, (4.1-2)

where g := 1
2

(

g
(2)
X (0) + g

(2)
XX(0)

)

and I
(4) is 4 × 4 identity matrix. Now we can

finally calculate the fidelity of the state Ä̂ by using the definition from Eq. 2.1-14
as

F (ϕ+Ä̂) = Tr

[
√

√

Ä̂ |ϕ+ðïϕ+|
√

Ä̂

]2

. (4.1-3)

Because of the high symmetry, GaAs QDs grown by the droplet epitaxy typ-
ically experience a FSS magnitude on the order of S ∼ 5 µeV and it is straight-
forward to find a QD with S < 1 µeV. The QD used here exhibits S = 0.39 µeV
and g = 0.021 yielding a fidelity of F (ϕ+Ä̂) = 0.985. This aligns closely with the
experimentally measured state fidelity obtained through the tomography method,
measured as 0.987(8).
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4.2 QKD with entangled photon pairs

Before implementing the EQKD, it is essential to assess the probability of
detecting false correlations clicks due to experimental imperfections in the BBM92
measurement configuration with actual state Ä̂ given by Eq. 4.1-2. This probability,
referred to as QBER in Ch. 2.2.2.1, can be theoretically estimated as follows

QBER =
1

2

4
∑

j=1

ïOj | Ä̂ |Ojð , (4.2-1)

where |Ojð ∈ {|HðA |V ðB , |V ðA |HðB , |+ðA |−ðB , |−ðA |+ðB} corresponds to cross-
correlation measurements between Alice’s and Bob’s photons in the conjugate
basis. The QBER for the used state Ä̂ is 1.5 %.

Figure 4.2: Key generation and post-processing for QKD with entangled
photon pairs. a) Raw key rate and b) QBER over a time of 13 hours. The
dashed lines indicate the upper limits of 11 % for the BBM92 and 7 % for the
device-independent protocols. c) Exemplary encryption (encr.) of a 29.2-kilobyte
large bitmap with Alice’s key using the one-time pad method, with subsequent
decryption (decr.) with Bob’s key. The decrypted bitmaps are shown for cases
i) directly after key sifting and (ii) and iii)) after error correction and privacy
amplification. The bar charts indicate the distribution of information over Alice
(A), Bob (B), and the eavesdropper (E) after each step.

During SK generation, Alice and Bob permanently monitor the QBER by
comparing random subsets of the generated key, which they then discard. The
random choice prevents a potential eavesdropper from finding predictable time
windows, where he can attack the protocol without being detected. During the
standard run of the EQKD protocol, only a negligible part of the SK has to be
discarded for QBER monitoring. However, here we aim to record QBER with high
frequency and accuracy and therefore we sacrifice 10 % of the transmitted key for
its estimation.
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The APDs were operated in gated mode with time bin 1 ns, which is approxi-
mately four times longer than the X decay time ÄX . This detection window allows
us to include ∼ 97 % of the photons generated by the QD and suppress the number
of background photons from the ambient light.

The average raw key is 135 bits/s calculated over a time span of 13 hours
as shown by Fig. 4.2. The bit rate of the experiment is mainly limited by the
extraction and collection efficiency of the photons emitted by the QD. Additionally,
blinking [247, 248] decreases the fraction of the time where the QD is optically
active. The QD used here is active only for 30 % of the time. However, blinking is
not a fundamental limitation and can be overcome by improving the QD growing
technique. The average QBER was 1.91 %, which is close to the theoretically
calculated value given by Eq. 4.2-1. The dashed lines in Fig. 4.2 show the maximal
acceptable QBER of 11 % for EQKD [101, 244] protocol and 7 % for the device-
independent QKD protocol [245], below which it is still possible to distil a SK. We
observed a variation of QBER between 1.84 % and 2.06 % over the measurement,
which probably stems from slight changes in the fiber environment.

The finite QBER can be reduced by an error correction routine [243,246,249],
which, however, leaks a negligible part of the SK to the public channel. The
number of leaked bits can be estimated by l = 4Nq + 5

√
12Nq [243], where N is

the length of the key and q is the QBER. To erase this leaked information the
privacy amplification method is used [249]. It is based on a universal hash function,
which Alice and Bob agree on over the public channel. The privacy amplification
compresses the SK to a length of N − l.

We encrypted a bitmap using 29.2 kB of Alice’s key, see Fig. 4.2. The key
string was acquired in about 46 min. The bitmap was encrypted by applying the
bit-wise XOR operation of the original bitmap and Alice’s key. The decryption
is done by performing the same operation with the encrypted message and Bob’s
key. The bar charts in (i) to (iii) depict the distribution of information about the
key among Alice (A), Bob (B), and a potential eavesdropper (E) after key sifting,
error correction, and privacy amplification, respectively. The resulting SKR here
is 86 bits/s with zero QBER.

We demonstrated that QDs under TPE are remarkable candidates for EQKD
protocols implementations mainly because of the high fidelity of generated en-
tangled pair and high single-photon purity resulting in low QBER. Exploiting a
substantially higher extraction efficiency, increasing the pump rate to 1 GHz, and
eliminating blinking [250], raw key rates of hundreds of megabits per second are
realistic while leaving the QBER unaltered. By reducing the radiative lifetimes
via Purcell enhancement and by using timing hardware and detectors with higher
time resolution (like SNSPDs), the pump rate could even be further increased and
bring raw key rates of gigabits per second in reach.





5
Methods for “Enhancing quantum

cryptography with quantum dot

single-photon sources”

The following two chapters introduce the paper titled ”Enhancing Quantum
Cryptography with Quantum Dot Single-Photon Sources” [52] and provide a more
detailed context for it. The research project began as a general interest of two
scientists, Mathieu Bozzio and myself, to explore the potential of quantum dots for
applications in quantum cryptography. What initially seemed like a straightforward
task evolved into a complex problem, leading to the involvement of Prof. Peter
Michler’s group from the University of Stuttgart and Prof. Vollrath Martin Axt’s
group from the University of Bayreuth. Thanks to these collaborations, we were
able to deliver this comprehensive study.

My contribution: Together with Mathieu Bozzio, I defined and led the project
from its beginning. Initially, I focused on our simulations of QD emission based on
2LS and 3LS using an area theorem approximation, which provided crucial insights
for QDC simulations via Lindblad equations. I supported Michael Cosacchi on
the QDC model, particularly its implementation under TPE. Alongside Cornelius
Nawrath and Simone Luca Portalupi, I interpreted our results from the perspective
of quantum dot physics. I also worked with Mathieu Bozzio on part of the security
proofs. Finally, I was responsible for the entire data analysis.

In the paper titled ”Enhancing quantum cryptography with quantum dot single-
photon sources,” we explore how QDs can surpass currently employed sources in
quantum cryptography, such as attenuated lasers and SPDC sources [52]. So far,
QDs have been valued for their bright emission of high-quality single-photon states,
especially beneficial for quantum cryptography applications [55,68]. However, our
publication reveals that QD single-photon sources offer an additional significant
advantage through the tuning of PNC via control of the pump laser [52]. This
remarkable capability enhances security levels in various quantum cryptography
protocols, including QKD, as well as protocols extending beyond QKD, such as
QCF [110], QT [31], and QBC [16,36].
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We investigate the performance of the primary QD excitation schemes (RE,
LA, and TPE) for quantum cryptography primitives. This chapter provides a
summary of the theoretical models employed and delves into a detailed discussion
of all results. For a comprehensive understanding of the mathematical tools used
in the security analyses of quantum cryptography, refer to Appendix A.

5.1 Quantum dots dynamics and simulations

To describe the maximal performance of realistic QDs in different quantum
cryptographic primitives without the influence of experimental imperfections, such
as inefficient single-photon coupling or limited filtering of the excitation laser, we
decided to simulate QDC by the Jaynes-Cummings model, the system is illustrated
by Fig. 5.1. We were studying the QD’s emission under three main pumping
schemes: RE, LA and TPE.

Figure 5.1: Scheme of the quantum-dot–cavity system. A QD is represented
as a two-level system with a ground state |Gð and an exciton state |Xð coupled to a
lossy single-mode microcavity. The transition |Gð → |Xð is driven by external laser
pulses and the |Xð is coupled to LA phonons in a pure-dephasing manner. The QD
can decay radiatively by photon emission.

The investigated QDC consisting of a laser-driven strongly-confined self-assembled
semiconductor QD coupled to a single-mode microcavity influenced by an environ-
ment of longitudinal acoustic phonons (Ph) was modelled by the following Hamil-
tonian

Ĥ = ĤQDC + ĤPh . (5.1-1)

In this chapter, we will deliver the form of ĤQDC and ĤPh for 2LS and 3LS.

5.1.1 Model of two-level system

QDs are frequently described using the 2LS model. This simplification is ap-
plicable when the exciton level energy splitting is not observed. For instance, we
assume just a charged exciton, where no splitting is observed, or the FSS vanishes
by pumping degenerate neutral exciton by circularly polarized light [251]. In our
model, we employ circular light excitation for the neutral exciton.
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The considered 2LS consisted of an excited state |Xð at energy ℏÉX and a
ground state |Gð with energy set to zero. Assuming that the cavity supports only
a single mode with nearly resonant coupling to the 2LS, the Jaynes-Cummings
Hamiltonian can be used. Denoting the frequency of the microcavity mode by ÉC

and the coupling strength by ℏg, the QDC Hamiltonian in a frame co-rotating
with the laser frequency ÉL is given as

ĤQDC = ℏ∆ÉXL |XðïX|+ℏ∆ÉCLâ
 â+ℏg

(
âÃ̂ + â Ã̂

)
−ℏ

f(t)

2

(
Ã̂ + Ã̂

)
, (5.1-2)

where ∆ÉXL = ÉX − ÉL is the exciton-laser detuning, ∆ÉCL = ÉC − ÉL is the
cavity-laser detuning, â (â ) is the annihilation (creation) operator for a cavity
photon, Ã̂ = |GðïX| is the QD transition operator. The cavity mode is assumed to
be in resonance with the |Xð → |Gð transition, in other words, the cavity-exciton
detuning ∆ÉCX = ÉC − ÉX is equal to zero. The f(t) is the real envelope of the
driving laser, which is in our model considered to be Gaussian

f(t) =
A√

2ÃÄG
e
− t

2

2τG
2 , (5.1-3)

where A is the pulse area and ÄG is the pulse width, which can be used to calculate
full width at half maximum (FWHM) as ÄFWHM = 2

√
2 ln 2 ÄG.

The interaction between QD and the phonon environment is modeled by the
following Hamiltonian [251–255]

ĤPh = ℏ

∑

q

Éqb̂
 
q
b̂q + ℏ

∑

q

(
µX
q
b̂ 
q

+ µX∗
q
b̂q

)
|XðïX| , (5.1-4)

where b̂q (b̂ q) is an annihilation (creation) operator for a phonon with energy ℏÉq

in the mode q. The coupling between QD and Ph environment is described
by the constant Éq, which is fully determined by the phonon spectral density
J(É) =| Éq |2 ¶(É − Éq). In the assumption of harmonic confinement and linear
dispersion of mode frequencies Éq = cs | q |, where cs is sound velocity, the phonon
spectral density can be written as [254]

J(É) =
Éâ3

4Ã2ÄDℏc5s

(
Dee

−ωâ
2
a
2
e

4c2s −Dhe
−ωâ

2
a
2
h

4c2s

)2

, (5.1-5)

where the deformation potential coupling is assumed, as it is the dominant compil-
ing mechanism between electrons-phonons in semiconductor QDs [254]. De (Dh) is
the electron (hole) deformation potential, ae (ah) is the electron (hole) confinement
length and ÄD is the density of the material. Note that the electronic density ma-
trix is influenced by phonons only via the phonon spectral density J(É). For QDs
of any shape, it is always possible to obtain a spherical dot model, which generates
the identical J(É) [256]. Therefore, the smallest dimension of the nonspherical QD
has the largest influence on the phonon coupling.
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To derive the time evolution of the QDC we have to account for the radiative
decay of the QD exciton to the free field outside the cavity with rate µ and cavity
losses with rate ». Both processes are well approximated by a phenomenological
Markovian description using Lindblad superoperators acting on a density matrix
Ä̂, which can be written for general cases as

LÔ,Γ Ä̂ = Γ

(
ÔÄ̂Ô − 1

2

{
Ä̂, Ô Ô

})
, (5.1-6)

where Γ is the decay rate associated with a process described by the operator Ô

and
{
Â, B̂

}
denotes the anti-commutator of operators Â and B̂. Now the system

dynamics can be finally described by the Liouville-von Neumann equation for the
density matrix

∂

∂t
Ä̂ = − i

ℏ

[
Ĥ, Ä̂

]
+ Lσ̂,γ Ä̂+ Lâ,κ Ä̂ , (5.1-7)

where
[
Â, B̂

]
denotes the commutator of operators Â and B̂.

5.1.2 Model of three-level system

As was discussed in the Ch. 3.2.2.3 the XX can decay via two polarization-
distinguished cascades. Here, we will assume that these two oppositely polarized
modes in the microcavity have a large energetic mismatch and the external driving
has a defined linear polarization. Hence, one of the two oppositely polarized exciton
states is decoupled from the dynamics. This assumption can be made as long as we
are not interested in the entanglement generation by a 3LS. Therefore, including
the biexciton state |XXð in this situation amounts to the addition of only one
further electronic level and the QDC Hamiltonian can be written as

ĤQDC =ℏ∆ÉXL |XðïX| + (2ℏ∆ÉXL − EB) |XXðïXX|

+ ℏ∆ÉCLâ
 â+ ℏg

(
âÃ̂ + â Ã̂

)
− ℏ

f(t)

2

(
Ã̂ + Ã̂

)
. (5.1-8)

The QD transition operator now contains both transitions which are optically
excited in the QD and can be written as Ã̂ := |GðïX| + |XðïXX|. The phonon
coupling strength of the biexciton state is assumed to be twice the one of the single
exciton and the interaction Hamiltonian can be straightforwardly written as

ĤPh = ℏ

∑

q

Éqb̂
 
q
b̂q + ℏ

∑

q

(
µX
q
b̂ 
q

+ µX∗
q
b̂q

)
(|XðïX| + 2 |XXðïXX|) . (5.1-9)

Finally, the biexciton is assumed to radiatively decay with twice the exciton
decay rate µ. Therefore, the dynamical equation becomes

∂

∂t
Ä̂ = − i

ℏ

[
Ĥ, Ä̂

]
+ L|GðïX|,γ Ä̂+ L|XðïXX|,2γ Ä̂+ Lâ,κ Ä̂ . (5.1-10)
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5.1.3 Methods and parameters

We employ a numerically exact iterative real-time path integral method to
solve the Liouville-von Neumann equation for the QDC reduced density matrix
Ä̃ := TrPh [Ä̂], where the phonon subspace is traced out. Details of the method are
explained in [257–259]. We assume a GaAs QD with standard material properties
and identical confinement potentials for electrons and holes. The confinement ratio
is for GaAs fixed by the effective masses as ah = ae/1.15. The electron confinement
length ae is then the only free parameter, which scales with the size of the QD.
Here, we choose ae = 3 nm which has already produced results in good agreement
with the experiment [184,186,260].

The biexciton binding energy is set at EB = 4 meV, a notably high value for
typical QDs. Although it may be hard to find a natural QD with such rather large
EB it always can be achieved by applying biaxial stress [261]. This assumption
implies that all photons coupled to the cavity mode originate from the |Xð → |Gð
transition. The cavity loss rate is defined as » = 0.577 ps−1 which implies Purcell
enhancement of factor 10 to |Xð → |Gð transition. All relevant QDC parameters
used for the calculations are listed in Tab. 5.1.

Quantum dot-cavity coupling ℏg 0.05 meV
Biexciton binding energy EB 4 meV
Radiative decay rate µ 1 ns−1

Cavity loss rate » 0.577 ps−1

Temperature T 4.2 K
Cavity-exciton detuning ℏ∆ÉCX 0 meV

Table 5.1: Phyiscal parameters used in the simulations.

For the 2LS, we consider two different excitation conditions (RE, LA). In the
RE, the laser is in resonance with the exciton energy, i.e. ∆ÉXL = 0 and the
excitation pulse has the area A = Ã. In the LA, the laser is detuned above the
exciton energy by ∆ÉXL = −0.9 meV and the pulse has an area of A = 10Ã. In
the case of the 3LS, we only consider the TPE of the XX, i.e. 2ℏ∆ÉXL −EB = 0.

For every TFWHM chosen for the simulation, first, the pulse area A that achieves
unity occupation of the excited state (X/XX) after the excitation is identified.
This calibration is done for a standalone QD (g = 0), and without any losses
(µ = » = 0).
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5.1.3.1 Derivation of photon number populations

To obtain the multiphoton population of the cavity state we calculated the second-
order correlation function defined as

G(2)(t, Ä) = ïâ (t) â (t+ Ä) â(t+ Ä) â(t)ð . (5.1-11)

First, we average over the entire pulse sequence to obtain the correlation function
dependent only on the time delay argument Ä

G(2)(Ä) = lim
T→∞

1

T

∫ T

0
dtG(2)(t, Ä) . (5.1-12)

Then, we integrate the peak-like structure around Ä = 0, which corresponds to
the amount of multiphoton contribution within a single pulse of the pulse train,
and normalize it to the first uncorrelated side peak. This results in the probability
F2 of having two or more photons during one pulse

F2 =

∫ Tpulse/2

−Tpulse/2
dÄ G(2)(Ä)

∫ 3Tpulse/2

Tpulse/2
dÄ G(2)(Ä)

, (5.1-13)

where Tpulse is the separation of two subsequent pulse maxima within the excitation
pulse train, which corresponds to the inverse repetition rate of the used pump laser.
To estimate the probability of three or more photons emission we have to evaluate
the third-order correlation function, which is defined as

G(3)(t, Ä1, Ä2) = ïâ (t) â (t+Ä1) â (t+Ä1+Ä2) â(t+Ä1+Ä2) â(t+Ä1) â(t)ð . (5.1-14)

Similar to the second-order correlation function we now average over the pulse
sequence and get

G(3)(Ä1, Ä2) = lim
T→∞

1

T

∫ T

0
dtG(3)(t, Ä1, Ä2) . (5.1-15)

Then, the probability F3 of having three or more photons during one pulse is
calculated in close analogy with the previous as

F3 =

∫ TPulse/2
−TPulse/2

dÄ1
∫ TPulse/2
−TPulse/2

dÄ2G
(3)(Ä1, Ä2)

∫ 3TPulse/2
TPulse/2

dÄ1
∫ 3TPulse/2
TPulse/2

dÄ2G(3)(Ä1, Ä2)
. (5.1-16)

Both G(2)(t, Ä) and G(3)(t, Ä1, Ä2) are then calculated numerically following the
methods described in [262]. Finally, we define the unnormalized brightness of the
QD as

B̃ = »

∫ t0+TPulse/2

t0−TPulse/2
dt ïâ (t)a(t)ð , (5.1-17)
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where t0 is the centre time of the pulse. Just note here that the brightness counts
all the emitted photons and is therefore not restricted to a value of 1.

To calculate the probabilities of n-photon emission, we used the following as-
sumptions: F4 = 0 for 2LS and F3 = 0 for 3LS. These assumptions are based
on n-photon generation probabilities which scale as (µTFWHM)(n−1) for 2LS [95]
and (µTFWHM)2(n−1) for 3LS [96]. Using the correlation functions derived in Eq.
5.1-13 and Eq. 5.1-16, along with unnormalized brightness from Eq. 5.1-17, we
inferred the emitted photon number populations {pn} as

p1 = B̃ − 2(F3 − F2) − 3F3 ,

p2 = F2 − F3 ,

p3 = F3 ,

p⩾4 = 0 ,

p0 = 1 − p1 − p2 − p3 − p⩾4 .

(5.1-18)

Now the normalized brightness and the single-photon purity can be calculated
by standard expressions defined by Eq. 3.0-20 and Eq. 3.0-21, respectively.

5.1.4 Pumping schemes results

In this chapter, we will summarize the results of the QDC numerical simulation
for the three main excitation schemes (RE, LA,TPE). To provide a straightforward
reference, the outcomes for each excitation scheme are visually represented using a
uniform colour code in Ch. 5 and Ch. 6: RE corresponds to BLUE, LA is indicated
by YELLOW, and TPE is denoted by GREEN.

The photon number distributions corresponding to the assumed excitation
schemes were determined through the numerical solution of the Liouville-von Neu-
mann equations, employing the methods detailed in Ch. 5.1.3.1. The summarized
results are shown in Fig. 5.2. In the case of RE, the observed behaviour aligns with
expectations outlined in Ch. 3.2.2.1. As the pulse duration increases, the photon
number statistics converge toward a Poisson distribution. Consequently, the com-
ponent p0 experiences growth, while the two-photon probability p2 rises due to
a more pronounced re-excitation process [95]. Ch. 3.2.2.3 demonstrated that the
p2 component in TPE scales quadratically with pulse length, in contrast to the
linear scaling observed for RE [180]. This trend is also demonstrated by our nu-
merical simulations. Previous theoretical expectations described an increase in the
vacuum component p0 with excitation pulse length for TPE, similar to RE [180].
However, our results show the opposite behaviour. We attribute this discrepancy
with previous publications to a residual overlap with the X energy level for short
pulses, which results in only a partial population of the XX level.

In the case of LA, the photon number probability behaviour is more intricate.
For short pulses, the vacuum probability is decreasing and single-photon emission
is increasing, which is a consequence of the population inversion boost by the
adiabatic undressing process detailed in Ch. 3.2.2.2. Both probabilities reach their
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Figure 5.2: Simulation of photon-number probabilities under different ex-
citation schemes. Photon-number probabilities for resonant excitation (RE), lon-
gitudinal acoustic phonon-assisted excitation (LA) and resonant two-photon exci-
tation (TPE), where the |Xð → |Gð transition is assumed. a) vacuum probability
p0, b) single-photon probability p1 and c) two-photon probability p2.

Figure 5.3: Simulation of single-photon purity and brightness under differ-
ent excitation schemes. a) Single-photon purity and b) brightness for resonant
excitation (RE), longitudinal acoustic phonon-assisted excitation (LA) and resonant
two-photon excitation (TPE).

extremes around a pulse length of ∼ 9 ps. With longer pulses, the efficiency of
phonon excitation decreases due to lower pulse peak intensity under fixed pulse
area conditions and, in general, reduced overlap with the phonon spectral density
J(É) [91].

The brightness and the single-photon purity can be computed from the photon-
number probabilities, as illustrated in Fig. 5.3. Among the three considered ex-
citation schemes, TPE achieves the highest single-photon purity, consistent with
expectations from prior studies [180]. Additionally, there is evidence of the sup-
pression of the re-excitation process by the adiabatic undressing in the case of LA,
leading to a higher single-photon purity compared to RE. Both resonant schemes
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(RE and TPE) attain brightness close to unity in their optimal operational con-
ditions. However, the phonon excitation efficiency constrains the brightness of
LA.

As detailed in Ch. 3.0.2.2, accessing photon number probabilities is experimen-
tally challenging. Consequently, the single-photon purity is typically characterized
using the second-order correlation function at the zero time delay. The g(2)(0) was
calculated as defined by Eq. 3.0-22 from the calculated photon number probabili-
ties, see Fig. 5.4.

Figure 5.4: Simulation of g(2)(0) under different excitation schemes. The
second-order correlation function at zero time delay for resonant excitation (RE),
longitudinal acoustic phonon-assisted excitation (LA) and resonant two-photon ex-
citation (TPE).

As discussed in Ch. 3.2.2, the excitation schemes also differ in terms of PNC. By
tracing out the phonon and the cavity system from the solution of the Liouville-von
Neumann equations, we obtain a reduced density matrix describing the generated
photonic state, denoted as Ä̃. In principle, this matrix can be directly used to
calculate the state purity in the photon number bases. Unfortunately, in our case,
normalizing the components of the reduced density matrix after tracing out the
cavity system and summing up the numerical solutions in individual time steps
proved challenging. Consequently, the pn values were computed using correlation
functions instead of using the diagonal elements of the reduced density matrix.

However, the relative difference in PNC between |0ð and |1ð, characterized by
the matrix element Ä̃01, can be observed from our numerical calculations. We nor-
malized the element Ä̃01 by

√
p0p1, where p0 and p1 represent photon number prob-

abilities derived using the correlation function approach described in Ch. 5.1.3.1.
The results, normalized to one, are summarized in Fig. 5.5.

For RE, the PNC is highest, as expected, and increases with longer excitation
pulses. Spectrally narrower pulses exhibit less coupling to decoherence processes,
here represented by acoustic phonons. In the case of LA, the coherence is higher
for short pulses and then decreases as a consequence of a small spectral overlap be-
tween the excitation pulse and X energy level which partially pumps the transition
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|Xð → |Gð resonantly. The second maximum is a result of increasing brightness,
which consequently increases the error in Ä̃01 normalization. We assume that, in re-
ality, the values are even lower due to the influence of other decoherence processes,
which were not considered in our calculations [86, 263].

Figure 5.5: Simulation of coherence between vacuum and single-photon
component under different excitation schemes. The off-diagonal element
of reduced density matrix Ä̃01 normalized by

√
p0p1, where p0 and p1 represent

photon number probabilities derived using the correlation function approach. The
off-diagonal element is plotted for resonant excitation (RE), longitudinal acoustic
phonon-assisted excitation (LA) and resonant two-photon excitation (TPE).

RE LA TPE

Pump pulse length TFWHM 3 ps 8 ps 12 ps
Pump pulse area A ÃRE 10ÃRE ÃTPE ≈ 6.8ÃRE

Normalized brightness B 0.9366 0.8399 0.9526
Single-photon purity P 0.9903 0.9785 0.9988
Single-photon population p1 0.9275 0.8219 0.9514
Two-photon population p2 0.0091 0.0180 0.0012
Three-photon population p3 10−8 10−7 0

Table 5.2: Optimal photon number populations for resonant excitation
(RE), longitudinal acoustic phonon-assisted excitation (LA) and resonant
two-photon excitation (TPE).

The lowest PNC is observed for TPE, where photon number coherence be-
tween vacuum and single-photon contributions should be zero [94, 164]. Here, we
assume that the values from short pulses fall below the precision of our normal-
ization method, and the increase is attributed to a growing error with increasing
brightness, which has a more pronounced impact at these small values. While
our calculation, due to the limits of our normalization method, cannot serve as a
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precise study of state purity in photon number bases, we can infer that the PNC
between vacuum and single photon is at least two magnitudes lower for TPE and
LA compared to RE. Therefore, in the following, we will consider RE photonic
states to be maximally pure in number basis, expressed as

∑∞
n=0

√
pn |nð, while LA

and TPE states are considered to be maximally mixed in number basis, expressed
as diagonal states

∑∞
n=0 pn |nð ïn|.

For the following security proofs of quantum cryptographic primitives, an opti-
mal operation point for each pumping scheme was selected based on its brightness
and single-photon purity. The optimal photon number probabilities are summa-
rized in Tab. 5.2.

5.1.5 Collection efficiency and state encoding

To evaluate the security of quantum cryptography primitives using realistic
quantum light sources, it is essential to mathematically characterize the protocol
states, typically the BB84, encoded within the quantum light states emitted by
these sources. This chapter provides a summary of the mathematical description
of state encoding for PDSs and QDs.

5.1.5.1 Collection efficiency and state encoding for Poisson distributed
source

The state generated by PDSs can be modelled by coherent states, which were
defined in Ch. 3.0.1.1. As was described in Ch. 2.2.3.4 the encoding of BB84
states in an arbitrary degree of freedom can be expressed by writing a coherent
state in two-mode form

|³kð =

∣∣∣∣e
iθ ³√

2

〉
¹
∣∣∣∣e

i(θ+φk)
³√
2

〉
, (5.1-19)

where ¹ is a global phase and we will assume ¹ = 0 and ϕk ∈ {0, π2 , 2Ã,
3π
2 } is the

relative phase between the two modes, which can take one of four values depending
on k ∈ {1, 2, 3, 4}. The information is, therefore, encoded just with the value of
the relative phase and the mapping of qubit states to the two-mode coherent state
is given as [122]

|0ð → |³ð ¹ |vð , |1ð → |vð ¹ |−³ð ,

|+ð →
∣∣∣∣
³√
2

〉
¹
∣∣∣∣
³√
2

〉
, |−ð →

∣∣∣∣
³√
2

〉
¹
∣∣∣∣−

³√
2

〉
,

|+ið →
∣∣∣∣
³√
2

〉
¹
∣∣∣∣i
³√
2

〉
, |−ið →

∣∣∣∣
³√
2

〉
¹
∣∣∣∣−i

³√
2

〉
,

(5.1-20)

where |vð donates the vacuum state. In the following, we will assume BB84 states
encoded by the states {|+ð , |−ð , |+ið , |−ið}, which will allow us to focus only on
the second mode which contains the relative phase ϕk, and thus rewrite these
four encoded states as |³̃kð = |eiφk α√

2
ð, with k ∈ {0, 1, 2, 3} [34, 122]. To avoid
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truncating the infinite-dimensional Fock space in our state expressions, we notice
that these four specific states may be expressed in a four-dimensional orthonormal
basis {|bið} as

|³̃0ð = B0 |b0ð +B1 |b1ð +B2 |b2ð +B3 |b3ð ,
|³̃1ð = B0 |b0ð + iB1 |b1ð −B2 |b2ð − iB3 |b3ð ,
|³̃2ð = B0 |b0ð −B1 |b1ð +B2 |b2ð −B3 |b3ð ,
|³̃3ð = B0 |b0ð − iB1 |b1ð −B2 |b2ð + iB3 |b3ð ,

(5.1-21)

where the amplitudes Bi are given as

B0 =
e−

|α|2

4

√
2

√
cosh

³2

2
+ cos

³2

2
, B1 =

e−
|α|2

4

√
2

√
sinh

³2

2
+ sin

³2

2
,

B2 =
e−

|α|2

4

√
2

√
cosh

³2

2
− cos

³2

2
, B3 =

e−
|α|2

4

√
2

√
sinh

³2

2
− sin

³2

2
.

(5.1-22)

In the case of coherent states with randomly scrambled phase, which were de-
fined in Ch. 2.2.3.4, the globe phase in Eq. 5.1-19 is allowed to take random values
from [0, 2Ã] instead of a single one. Therefore the assumption ¹ = 0 cannot be
used and we have to consider also the state |eiθ α√

2
ð in the two-mode representation

of the coherent state. By integrating over all possible values of ¹, the adversary
sees a classical mixture of Fock states given by [264]

1

2Ã

∫ 2π

0
|√µeiθð ï√µeiθ| d¹ = e−µ

∞∑

n=0

µn

n!
|nð ïn| , (5.1-23)

where we used the definition of the mean photon number µ :=| ³ |2. Because the
coherent superposition of number states disappears, quantum-cryptographic secu-
rity proofs can straightforwardly follow the outcomes of quantum non-demolition
photon number measurements. In the absence of photons in the state, there is
no information content. With a single photon, the qubit security proof can be
applied. If there are more than two photons in the wave packet, perfect cheat-
ing is assumed. Therefore the randomized coherent states Ä̂k can be expressed
in a 7-orthonormal basis {|vð , |q0ð , |q1ð , |m0ð , |m1ð , |m2ð , |m3ð}, where |vð is the
vacuum state, |q0ð and |q1ð span a qubit space, and |mið constitute the four or-
thogonal outcomes which materialize the four perfectly distinguishable states in
the multiphoton subspace. Our four phase-randomized coherent states may then
be written as the following density matrices

Ä̂0 = Pµ(0) |vðïv| + Pµ(1) |+ðï+| + Pµ(⩾ 2) |m0ðïm0| ,
Ä̂1 = Pµ(0) |vðïv| + Pµ(1) |+iðï+i| + Pµ(⩾ 2) |m1ðïm1| ,
Ä̂2 = Pµ(0) |vðïv| + Pµ(1) |−ðï−| + Pµ(⩾ 2) |m2ðïm2| ,
Ä̂3 = Pµ(0) |vðïv| + Pµ(1) |−iðï−i| + Pµ(⩾ 2) |m3ðïm3| ,

(5.1-24)
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where {|+ð , |+ið , |−ð , |−ið} are the usual Ã̂x and Ã̂y eigenstates in the qubit space
spanned by |qið, and the Poisson distribution coefficients Pµ(n) are given by

Pµ(0) = e−µ , Pµ(1) = µe−µ , Pµ(⩾ 2) = 1 − (1 + µ)e−µ . (5.1-25)

5.1.5.2 Collection efficiency and state encoding for quantum dots

As demonstrated in Ch. 5.1.4, the photon number probabilities in states emitted by
QDs do not adhere to any specific mathematical distribution. Therefore, we cannot
employ a direct mathematical expression for information encoding, as we did for
PDSs. The QDs brightness and state encoding is here modelled by propagation
through a setup consisting of one BS and a Mach-Zehnder interferometer, as shown
in Fig. 5.6.

Figure 5.6: Collection efficiency modelling and state encoding. The collec-
tion efficiency of the quantum dot is modelled as a beamsplitter of reflection ¸, with
two input spatial modes as 0 and 1. The quantum information is then encoded with
a Mach-Zehnder interferometer, with tunable phase ϕ ∈ {0, Ã} for X eigenstates
and ϕ ∈ {π

2 ,
3π
2 } for Y eigenstates.

So far our simulation calculated the emission of almost ideal QDC, where the
derived brightness is equal to quantum efficiency as it was defined in Ch. 3.0.2.1.
Although the quantum efficiency of QDs is generally close to unity, the effective
brightness is significantly constrained by the overall setup efficiency. This efficiency
encompasses factors such as the collection efficiency of the emitted state or losses
from excitation laser filtering. In our scenario, we modelled the QDs collection
efficiency as a beamsplitter of reflectivity ¸, where the three input spatial modes
are labelled as 0, 1 and 2. The standard four protocol states, such as BB84, are
then encoded with a Mach-Zehnder interferometer, consisting of two beamsplitters
and a tunable phase shifter in one of the interferometer’s arms. The phase shift
ϕ ∈ {0, Ã} corresponds to the Pauli X eigenstates in a two-dimensional Hilbert
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space, and the phase shift ϕ ∈ {π
2 ,

3π
2 } corresponds to the Pauli Y eigenstates in a

two-dimensional Hilbert space.
We start with a mathematical description of the building blocks of the model

setup. The BS of reflectivity r acting on input modes (k, l) maps the input creation

operators â k, â
 
l onto the output ones b̂ k, b̂

 
l linearly as

(
b̂ k
b̂ l

)
= Ĥ

(r)
kl

(
â k
â l

)
, (5.1-26)

where the transformation matrix Ĥ
(r)
kl is defined as

Ĥ
(r)
kl =

( √
r

√
1 − r√

1 − r −√
r

)
. (5.1-27)

Similarly, the transformation matrix describing the phase shift operation P̂
(φ)
kl

acting on input modes (k, l) is defined as:

P̂
(φ)
kl =

(
1 0
0 eiφ

)
. (5.1-28)

The model setup can be then described as a series of the following matrices

Ĥ
(η)
01 Ĥ

( 1
2
)

01 P̂
(φ)
01 Ĥ

( 1
2
)

01 , where the collection efficiency ¸ model the setup losses and
the phase shift ϕ encodes the state. Now, we can propagate the input state through
the setup and calculate the output states, the full derivation can be found in the
supplementary material of our paper [52]. A general photonic pure state with
photon number distribution given by {pn} and input into the spatial mode 0 is
defined as

|Èð(c)in =

∞∑

n=0

√
pn
n!

(
â 0

)n
|000ð012 , (5.1-29)

where the (c) superscript denotes coherence in Fock basis for further convenience.
The output-encoded state is then given as

|Èη,φð012 =
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cnkl(¸, ϕ)
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|000ð012 , (5.1-30)

where

cnkl(¸, ϕ) =
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)(
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l

)(¸
4

) k

2

(1 − ¸)
n−k

2

(
1 + eiφ

)k−l (
1 − eiφ

)l
. (5.1-31)

In the following the {pn} take the values from Tab. 5.2 for each excitation scheme.

To obtain the actual collected state Ä̂
(c)
η,φ used in our security analyses, we simply

trace out over spatial mode 2
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Ä̂
(c)
η,φ = Tr2
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2

)
. (5.1-32)

Let’s look now at a case, where the input state in the spatial mode 0 is mixed.
If the photon number distribution of the mixed state is given by {pn} we can define
the state as

Ä̂
(nc)
in =

∞∑

n=0

pn
n!

(
â 0

)n
|000ð012 ï000|012 ân0 , (5.1-33)

where the superscript (nc) this time accounts for ”no coherence” in Fock basis.

The collected state for a mixed input state Ä̂
(nc)
η,φ can be derived using the same

procedure as was applied for the pure state. In essence, we set n = m in Eq. 5.1
-32 and obtain the following state

Ä̂
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η,φ = Tr2
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â 2
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0 âq1â
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2

)
. (5.1-34)

5.2 Quantum cryptography primitives with quantum dots

QDs hold a promise to be nearly ideal single-photon sources [55,86]. However,
their performance in the main quantum cryptography primitives had not been
explored until our publication [52]. This chapter presents a summary of the re-
sults from the security analyses of the main quantum cryptography protocols for
PDSs and QDs. Our primary objective is to compare the performance of QDs
under various excitation schemes (RE, LA, and TPE) with the performance of the
currently employed single-photon source technology, represented by PDSs (SPDC
and WCS) [14]. It is important to note that the single-photon state generated
by SPDC and WCS is in both cases mathematically described as a coherent state
according to Eq. 2.2-24. Therefore, throughout the following discussions, we will
not differentiate between these two technologies and will collectively refer to them
as fixed-phase Poisson distributed sources (FP PDSs) when the global phase is
fixed, allowing the state to be described by Eq. 2.2-24 as a pure state in the Fock
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basis. Conversely, we will use the term randomized-phase Poisson distributed
sources (RP PDSs) when the global phase is scrambled, leading to a state that
can be described by Eq. 2.2-27 as a mixed state in the Fock basis.

Simulations for QDs under the three excitation schemes are based on methods
outlined in Ch. 5.1. For the security analysis, the optimal operational point of each
excitation scheme was selected, see Tab. 5.2. The modelling of collection efficiency
and state encoding for both PDSs and QDs follows the procedures outlined in
Ch. 5.1.5 and the detailed description of the utilized security analysis can be found
in Appendix: A.

To be able to compare the performance of PDSs and QDs we define source
efficiency

¸(PDS) = 1 − e−µ ,

¸(QD) = 1 −
∞∑

n=0

pn(1 − ¸)n ,
(5.2-1)

where the source efficiency of PDSs, denoted as ¸(PDS), is dependent on the mean
photon number µ and the source efficiency of QDs, denoted as ¸(QD), is dependent
on the QDs collection efficiency ¸ and photon number populations {pn}, which are
for each excitation scheme summarized in Tab. 5.2.

5.2.1 BB84 quantum key distribution

QKD is one of the most mature quantum-cryptographic primitives imple-
mented so far [14]. In its simplest form, it allows two parties, Alice and Bob,
to establish a secret key over a public quantum channel, provided that a public
authenticated classical channel is available. The QKD protocol is described in
detail in Ch. 2.2.2.1. To compare the performance of all sources for BB84 QKD,
we study the protocol with and without the decoy state countermeasure, assuming
one-way classical post-processing [265], refer to Ch. A.2.1 for more details. We fix
the parameters of the BB84 QKD protocol as: alignment error rate ed = 2 %, dark
count probability Y0 = 10−9, detection efficiency ¸d = 100 %, and error-correcting
code inefficiency f = 1.2. To assess the protocol’s performance as a function of
communication distance, we consider a single-mode telecom fiber with standard
losses of 0.21 dB/km.

For BB84 QKD without decoy states, we calculated the SKR per pulse using
Eq. 2.2-30 and plotted it as a function of source efficiency, collection efficiency,
and distance in Fig. 5.7. The graph shows that the SKR reaches a maximum
for RP PDSs as a function of source efficiency, beyond which the multiphoton
component becomes too significant. In contrast, for QDs, the key rate increases
almost linearly with source efficiency, as the vacuum and single-photon components
remain dominant across all source efficiencies. At zero communication distance, the
SKR generated by QDs surpasses the theoretical maximum of the SKR generated
by RP PDSs at threshold collection efficiencies of 32 % for TPE and 36 % for LA.
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Figure 5.7: Source comparison for BB84 QKD without decoy states. a)
Simulated secret key rates as a function of source efficiency for LA and TPE QDs,
along with randomized-phase (RP) PDSs. b) Simulated secret key rates as a func-
tion of QDs collection efficiency, compared to the best performance of RP PDSs
(dashed line). c) Simulated secret key rates as a function of distance. The QDs
collection efficiencies were chosen as the intersection points from Fig b).

If we set the collection efficiencies of QDs to their threshold values and examine
how the SKR changes with increasing communication loss, we find that RP PDSs
achieve longer communication distances compared to QDs. For RP PDSs, we opti-
mize the average photon number µ to maximize the SKR at a given communication
loss, as detailed in Ch.2.2.3.4. In contrast, the collection efficiency of QDs remains
fixed, so the multiphoton component becomes too significant beyond a certain
loss, leading to a fast decrease in SKR. This can be overcome by optimizing the
collection efficiency of QDs to achieve the highest SKR at the given loss [63]. Ad-
ditionally, TPE achieves longer distances than LA due to the higher single-photon
purity of the emitted state, as shown in Tab.5.2.
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Figure 5.8: Collection efficiency comparison for BB84 QKD without decoy
states. Simulated secret key rates as a function of distance for a) RE QDs b)
LA QDs c) TPE QDs, with collection efficiencies ranging from ¸ = 10 % (bottom
curves) to ¸ = 100 % (top curves), in steps of 10 %. The optimal performance of
randomized-phase (RP) PDSs is also plotted in dashed lines, in order to identify
which QDs collection efficiencies are required to overcome PDSs for each pumping.

Figure 5.9: Collection efficiency comparison for BB84 QKD without decoy
states for low sources efficiencies ¸ f 1 %. Simulated secret key rates as
a function of distance for a) RE QDs b) LA QDs c) TPE QDs, with collection
efficiencies: ¸ = 0.05 % (bottom curves), ¸ = 0.1 %, ¸ = 0.5 %, ¸ = 1 % (top
curves). The optimal performance of randomized-phase (RP) PDSs is also plotted
in dashed lines, in order to identify which QDs collection efficiencies are required to
overcome PDSs for each pumping.

To analyze how the SKR generated by QDs performs under varying communi-
cation losses, we plotted the performance of QDs excitation schemes for collection
efficiencies ranging from 10 % to 100 % as a function of communication distance,
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Figure 5.10: Source comparison for BB84 QKD with decoy states. a) Simu-
lated secret key rates as a function of source efficiency for LA and TPE QDs, along
with randomized-phase (RP) PDSs. b) Simulated secret key rates as a function of
QDs collection efficiency, compared to the best performance of RP PDSs (dashed
line). c) Simulated secret key rates as a function of distance. The QDs collection
efficiencies were chosen as the intersection points from Fig b).
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and compared these results to the best performance of RP PDSs, as shown in
Fig. 5.8. We observe that QDs with lower collection efficiencies can achieve longer
communication distances because collection losses reduce the multi-photon compo-
nent. Thus, similar to RP PDSs, optimizing the source efficiency of QDs is essential
to maximize SKR at a given communication loss. Even with collection efficien-
cies as low as 10 %, QDs do not surpass the communication distances achieved
by the optimum RP PDSs. However, when examining lower collection efficiencies
below 1 %, QDs can surpass the maximum performance of RP PDSs, extending
the maximum communication distance by up to 40 km for QDs under TPE. It is
important to emphasize that if we optimize the QDs collection efficiency for each
communication loss to achieve the maximum SKR, similar to how we optimized
the average photon number µ for RP PDSs, then QDs will consistently outper-
form PDSs. This optimization is explored in our subsequent project [99]; for more
information, see Ch. 8 and Appendix: B.

Next, we examined BB84 QKD with decoy states, assuming an infinite num-
ber of decoy states and neglecting losses associated with their preparation. We
calculated the SKR using Eq. 2.2-37. First, we analyzed how the SKR varies with
source efficiency, collection efficiency, and communication distance, as shown in
Fig. 5.10. As observed previously, the optimal SKR generated by RP PDSs peaks
at a source efficiency of approximately 55 % and then declines. In contrast, the
SKR produced by QDs increases almost linearly with source efficiency and sur-
passes the maximum SKR of RP PDSs at threshold collection efficiencies of 33 %
for TPE and 37 % for LA. Consequently, QDs can achieve an SKR up to three
times higher than RP PDSs at zero communication distance.

Figure 5.11: Collection efficiency comparison for BB84 QKD with decoy
states. Simulated secret key rates as a function of distance for a) RE QDs b)
LA QDs c) TPE QDs, with collection efficiencies ranging from ¸ = 10 % (bottom
curves) to ¸ = 100 % (top curves), in steps of 10 %. The optimal performance of
randomized-phase (RP) PDSs is also plotted in dashed lines, in order to identify
which QDs collection efficiencies are required to overcome PDSs for each pumping.
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The decoy-state method helps to mitigate the negative impact of multi-photon
contributions on the SKR over communication distance, as discussed in Ch. 2.2.3.5.
As a result, QDs do not achieve a significant advantage over RP PDSs in terms
of reachable communication distance, despite their high single-photon purity, as
shown in Fig. 5.11.

In our analysis, we assumed an infinite number of decoy states and zero prepa-
ration losses. However, comparing BB84 QKD with and without decoy states for
QDs in a realistic setting is more complex. We aimed to address this compari-
son and explore whether the decoy-state method can enhance the performance of
QD-based QKD protocols in our follow-up work, see Ch. 8.

5.2.2 Twin-field quantum key distribution

TF-QKD was proposed as a new QKD protocol configuration to overcome the
repeater-less rate-distance limit of the standard QKD given by Eq. 2.2-3 [115]. This
protocol introduces a third untrusted party, Charlie, positioned halfway between
Alice and Bob, such that the optical fields sent by each party travel only half of the
standard QKD communication distance. As the key bits are extracted from the
resulting single-photon interference at Charlie’s station, the SKR scales with the
square root of the channel transmittance instead of linearly. The security analysis
for TF-QKD is detailed in Ch. A.2.2. Here we assume the setup alignment error
ed = 2 %, duty cycle d = 1, number of phase slices m = 16, the error due to phase
slicing is es = 1.275 % [115], dark count probability Y0 = 10−9, detection efficiency
¸d = 100 %, and error-correcting code inefficiency f = 1.2.

To compare the performance of all sources for TF-QKD, we plot the SKR
from Eq. A.2-3 as a function of source efficiency, collection efficiency, and distance
in Fig. 5.12. Subsequently, in Fig. 5.13, we illustrate the performance of RE QDs
across collection efficiencies ranging from 1 % to 100 % and compare these outcomes
to the optimal performance achieved by RP PDSs.

It is important to note here that RE is the only excitation scheme suitable
for TF-QKD because of the need for global phase reference between Alice and
Bob. The other two excitation schemes (LA and TPE) generate a mixed state
in photon number bases and therefore the global phase is naturally randomized,
see Ch. 3.2.2. Same as for BB84 QKD with decoy states, QDs is not reaching a
significant security advantage over RP PDSs with distance if the performance of
both sources at zero losses is comparable. Only if RE QDs cross the threshold
collection efficiency 29 % the security advantage over RP PDSs is gained.
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Figure 5.12: Source comparison for twin-field QKD. a) Simulated secret key
rates as a function of source efficiency for RE QDs, along with randomized-phase
(RP) PDSs. b) Simulated secret key rates as a function of QDs collection efficiency,
compared to the best performance of RP PDSs (dashed line). c) Simulated secret
key rates as a function of distance. The QDs collection efficiencies were chosen as
the intersection points from Fig b).
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Figure 5.13: Collection efficiency comparison for twin-field QKD. Simulated
secret key rates as a function of distance for a) RE QDs b) LA QDs c) TPE QDs,
with collection efficiencies ranging from ¸ = 10 % (bottom curves) to ¸ = 100 %
(top curves), in steps of 10 %. The optimal performance of randomized-phase (RP)
PDSs is also plotted in dashed lines, to identify which QDs collection efficiencies
are required to overcome PDSs for each pumping.

5.2.3 Unforgeable quantum tokens

We consider here the unforgeable QT protocol as described in [122], and we
extend its security analysis to the QDs framework in Ch. A.2.3.

To compare the performance of all sources for unforgeable QTs, we numerically
solve the problem defined by Eq. A.2-14. In this way, we plot the noise tolerance
evolution as a function of source efficiency, collection efficiency, and distance in
Fig. 5.14. For PDSs, we observe a peak noise tolerance at source efficiencies around
63 %, corresponding to the average photon number µ ≈ 1, before dropping again
as the multiphoton contribution becomes significant.

In the case of QDs, we notice a striking difference between schemes with coher-
ence (RE) and those without (LA and TPE). Despite LA having lower quantum
efficiency and single-photon purity compared to TPE (as indicated in Tab. 5.2),
the noise tolerance as a function of source efficiency is nearly the same in these
two cases. This suggests that, in this specific application, PNC is a more criti-
cal parameter than brightness or single-photon purity. However, the performance
disparity between LA and TPE becomes evident in Fig. 5.14 c), where the noise
tolerance is plotted against the collection efficiency. Due to the lower quantum
efficiency of LA, this excitation scheme needs a higher efficiency in the collection
setup than TPE to surpass the performance of RP PDSs.

Fig. 5.15 compares the performance of each source as a function of distance.
Once again, the difference between LA/TPE and RE is significant due to the
coherence feature. We notice here that the maximal distance for all sources is
much shorter than in QKD schemes since our selected QT scheme bears a maximal
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Figure 5.14: Source comparison for unforgeable quantum tokens. a) Nu-
merical optimal noise tolerance from Eq. (A.2-14) as a function of source efficiency
for RE, LA and TPE QDs, along with fixed-phase (FP) and randomized-phase (RP)
PDSs. b) Numerical noise tolerance as a function of QDs collection efficiency, com-
pared to the best performance of PDSs (dashed line). c) Numerical noise tolerance
plotted as a function of distance. The QDs collection efficiencies were chosen as the
intersection points from Fig b).

loss tolerance of 50 %, above this limit, an adversary can clone the QT without
introducing any errors [122].

The unforgeable QT protocol showcases the clear impact of PNC on its security.
This is why we chose it as the model protocol to exemplify the differences in the
performance of QDs excitation schemes in our publication [52]. For a more in-
depth discussion of these results, refer to Chapter 6, which contains a reprint of
the publication.
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Figure 5.15: Collection efficiency comparison for unforgeable quantum to-
kens. Numerical optimal noise tolerance from Eq. (A.2-14) as a function of distance
for a) RE QDs b) LA QDs c) TPE QDs, with collection efficiencies ranging from
¸ = 10 % (bottom curves) to ¸ = 100 % (top curves), in steps of 10 %. The optimal
performance of randomized-phase (RP) PDSs is also plotted in dashed lines, in or-
der to identify which QDs collection efficiencies are required to overcome PDSs for
each pumping. Single-mode telecom fiber losses of 0.21 dB/km are assumed.

5.2.4 Quantum strong coin flipping

We assume here the strong QCF protocol described in [32], we explore the
impact of photon number coherence on the protocol’s bias within the security
proof, see Ch. A.2.4 for details.

In Fig. 5.16 we show how the cheating probability evolves as a function of
source and collection efficiencies in a balanced protocol, a protocol where Alice
and Bob have equal cheating probabilities. For this example, we fix the number
of states to N = 1000 and a quantum error rate of e = 1.5 %, and calculate the
subsequent honest abort probability as

Pab = Z + (1 − Z)
e

2
, (5.2-2)

where Z is the probability that honest Bob does not register any click after N
states have been sent by Alice. To determine where QDs and PDSs reach quantum
advantage in terms of cheating probability, we define the optimal classical bound
for a balanced strong coin-flipping protocol as [127,266]

Pc = 1 −

√

Pab

2
. (5.2-3)

The cheating probability for RE is likely under-estimated, as our security proof
only considers a specific discrimination attack, as detailed in Chapter A.2.4. Con-
versely, the bounds for excitation schemes without PNC (LA/TPE) are over-
estimated, since we relied on the framework from [32], which does not provide
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tight bounds on cheating probability. As a result, RE appears to outperform LA,
as shown in Fig. 5.16. However, this does not allow us to directly conclude that
LA performs worse than RE. For comparable brightness and purity, LA should
theoretically perform better than RE, given that optimal attacks in strong QCF
protocols typically involve some form of discrimination, which is more effective in
the presence of PNC.

Figure 5.16: Source comparison for quantum strong coin flipping. Cheating
probability as a function of a) source efficiency and b) collection efficiency for a
balanced protocol with the number of states N = 1000, using RE, LA, TPE QDs,
and randomized-phase (RP) PDSs. The best achievable classical is plotted in grey
dashed lines. As discussed in Ch. A.2.4, note that the upper bounds on the cheating
probability for LA and TPE are general and may be over-estimated, while the upper
bound for RE considers a specific attack only (i.e., the cheating probability may be
higher).

Note that we have not plotted the curves for FP PDSs. For LA, TPE, and
RE QDs, the dimension of the Hilbert space is upper-bounded (since pn = 0 for
n >= 3). For RP PDSs, the required dimension is also upper-bounded, since
perfect cheating is assumed for higher photon number terms as defined by Eq. 5.1
-24. On the other hand, deriving the bounds for FP PDSs would imply solving the
semidefinite program from Eq. A.2-18 in an infinite-dimensional Hilbert space.

In Fig. 5.17, we show how the cheating probability evolves as a function of
distance for various collection efficiencies and a fixed honest abort probability
of Pab = 2.5 % (of which 1.5 % come from the error rate). Since, for PDSs, a
given abort probability can be achieved by varying either the number of states
N or the average photon number per pulse µ, we choose N to be equal to the
number of states required for the best performing QD scheme (TPE). Essentially,
the number of states N at a fixed repetition rate defines the time duration of
the protocol. Therefore the plots compare QDs to PDSs performance for a fixed
protocol duration, and fixed abort probability.
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Here, we note the striking feature that QDs performs better at lower collection
efficiencies in strong QCF, due to a lower multiphoton component. This is in
contrast with other mistrustful quantum cryptography primitives, such as QT, in
which the trade-off between brightness and single-photon purity is more crucial.

Figure 5.17: Collection efficiency comparison for quantum strong coin flip-
ping. Cheating probability as a function of distance for a balanced protocol using
a) RE QDs, b) LA QDs, and c) TPE QDs. Where the number of states N are
varied for each point to achieve Pab = 2.5 %. The best achievable classical bound
is plotted in grey dashed lines. Collection efficiencies ranging from ¸ = 10 % to
¸ = 100 % are plotted from right to left, in steps of 10 %.

5.2.5 Quantum bit commitment

We assume the QBC protocol from [16], which is secure under a bounded
storage assumption. A detailed protocol description can be found in Ch. 2.2.2.4.
In Fig. 5.18 and Fig. 5.19, we plot the security condition based on Eq. A.2-22.
Following a similar approach to [16], we consider that Alice transmits N = 108

states, and dishonest Bob’s storage size is S = 972. Additionally, we assume
an error rate of e = 2 %, detection efficiency of ¸d = 100 %, and specific free
parameters for Eq. A.2-22 as ϵ = 2×10−5, ´ = 0.007, and µ = 0.008. The security
threshold is defined by the zero value of the security parameter.

Once again, the security condition as a function of source efficiency peaks for
PDSs, beyond which the multiphoton component becomes excessively significant.
In contrast, for QDs, the condition evolves almost linearly with source efficiency
because the vacuum and single-photon components dominate at all levels of source
efficiency. To surpass PDSs in the QBC protocol, QDs only requires relatively low
collection efficiencies compared to other quantum primitives, specifically 17 % for
TPE and 19 % for LA.

For the QBC protocol, QDs also reaches an interesting distance advantage. If
we assume TPE QDs with the threshold collection efficiency 17 % the QBC will
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Figure 5.18: Source comparison for quantum bit commitment under the
bounded storage assumption. a) Security condition as a function of source
efficiency for LA and TPE QDs, along with randomized-phase (RP) PDSs. b)
Security condition as a function of QDs collection efficiency, compared to the best
performance of RP PDSs (dashed line). c) Security condition as a function of
distance. The QDs collection efficiencies were chosen as the intersection points
from Fig b).

be secured for distances up to 18 km and at a collection efficiency equal to unity it
will be secure up to 53 km. PDSs on the other hand, achieves at best only 10 km
of secure operation. Therefore, QBC could be one of the first protocols where QDs
will experimentally demonstrate a strong advantage over PDSs.
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Figure 5.19: Collection efficiency comparison for quantum bit commitment
under the bounded storage assumption. Security condition from Eq. (A.2-22)
as a function of distance for a) RE QDs b) LA QDs c) TPE QDs, with collection
efficiencies ranging from ¸ = 10 % (bottom curves) to ¸ = 100 % (top curves), in
steps of 10 %. The optimal performance of randomized-phase (RP) PDSs is also
plotted in dashed lines, to identify which QDs collection efficiencies are required to
overcome PDSs for each pumping.





6
Reprint of “Enhancing quantum

cryptography with quantum dot

single-photon sources”

Quantum cryptography harnesses quantum light, in particular single photons,
to provide security guarantees that cannot be reached by classical means. For
each cryptographic task, the security feature of interest is directly related to the
photons’ non-classical properties. Quantum dot-based single-photon sources are
remarkable candidates, as they can in principle emit deterministically, with high
brightness and low multiphoton contribution. Here, we show that these sources
provide additional security benefits, thanks to the tunability of coherence in the
emitted photon-number states. We identify the optimal optical pumping scheme
for the main quantum-cryptographic primitives and benchmark their performance
with respect to Poisson-distributed sources such as attenuated laser states and
down-conversion sources. In particular, we elaborate on the advantage of using
phonon-assisted and two-photon excitation rather than resonant excitation for
quantum key distribution and other primitives. The presented results will guide
future developments in solid-state and quantum information science for photon
sources that are tailored to quantum communication tasks.

6.1 Introduction

With the rise of quantum algorithms capable of breaking modern encryption
schemes, there follows a global response to search for stronger security levels [8–10].
While the security of most current schemes relies on the complexity of solving
difficult mathematical problems, quantum-mechanical laws can provide security
against adversaries endowed with unlimited computational power for some tasks
[14,267]. This type of security, known as information-theoretic security, motivates
research towards a quantum internet [27].

Modern communication networks rely on a handful of fundamental building
blocks, or cryptographic primitives [13, 268]. These can be combined with one
another to provide security in various applications such as message encryption,
electronic voting, digital signatures, online banking, anonymous messaging, and
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software licensing, to name a few. In order to reach information-theoretic secu-
rity through quantum primitives, information is typically encoded onto quantum
properties of light, such as photonic path, time-bin, polarization, and photon num-
ber [14]. In the quantum realm, the uncertainty principle then ensures that any
eavesdropper attempting to access quantum-encoded information, while unaware
of the preparation basis, will alter the quantum states in a way that is detectable
by the honest parties [113,267].

For such quantum primitives, it is expected that QDs-based single-photon
sources can excel by generating photons on-demand, with high brightness and
low multiphoton contribution [86, 269]. In fact, source brightness is crucial in
achieving high-speed quantum communication [29, 270], while low multiphoton
contribution minimizes information leakage to a malicious eavesdropper [30]. In
contrast to these on-demand single-photon sources, widely used PDSs, such as at-
tenuated laser states [14] and spontaneous parametric down-conversion [35], suffer
from a stringent trade-off between high brightness and low multiphoton emission.
Despite elaborate countermeasures proposed to overcome this trade-off [15, 132],
the distance and rate of secure quantum communication can be increased using
on-demand single-photon sources.

Some pioneering works have already implemented instances of QKD employing
QDs [63–69, 271, 272] or other single-photon sources [50, 273], comparing their
performance to PDSs in terms of SKR. In these works, brightness and purity
are the sole figures of merit used to establish a comparison, while the additional
tuning capabilities of QDs and their role in quantum cryptography have not yet
been investigated.

In this work, we explore novel features of QDs to enhance the performance
and security of quantum-cryptographic primitives, with an emphasis on telecom
wavelengths. We first optimize and compare the brightness and single-photon pu-
rity of three main optical pumping schemes, using realistic intra-cavity simulations
of QD dynamics. We then show how PNC generated from QDs, experimentally
demonstrated in [97], can be erased or preserved to boost the performance of
practical QKD, and match its fundamental security requirements [132, 274]. We
further explain how the field of mistrustful quantum cryptography [13, 268], not
yet implemented with QDs, can significantly benefit from this new feature. Our
findings are designed to bridge the gap between the quantum dot and quantum
cryptography communities: we optimize and benchmark QDs optical pumping
schemes for four main quantum cryptographic primitives, exploiting the combined
advantage of brightness, single-photon purity, and photon-number coherence. The
studied primitives include quantum key distribution (standard BB84, decoy and
twin-field) [14, 15, 114, 115], unforgeable quantum tokens [18, 31, 116], quantum
strong coin flipping [19, 32, 117], and quantum bit commitment [16, 17, 36] under
storage assumptions.
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6.2 Results

6.2.1 Comparison of pumping schemes

Solid-state single-photon sources can be excited under different optical pump-
ing schemes, and we aim to provide a fair comparison of their performance for
quantum cryptography. Using realistic intra-cavity simulations for GaAs-based
QD, we calculate the emitted photon-number occupations up to three photons
for RE, LA and TPE. In Fig. 6.1, we then compare each scheme’s brightness
and single-photon purity, and estimate the full-width-at-half-maximum excitation
pulse length which maximizes both properties (marked with black symbols).

RE schemes are based on resonant excitation of a 2LS [87, 177, 275]. The
spectral degeneracy of the excitation laser and the emitted photons usually imposes
separation based on polarization filtering, which may cause significant collection
losses of around 50 % [189,275]. Other methods, exploiting dichromatic pumping or
trion recombination in asymmetric cavities however, can overcome such limitations
[187,188]. Since RE exhibits Rabi oscillations of the excitonic state populations, its
brightness and single-photon purity are susceptible to pump power fluctuations—
thus presenting challenges for quantum network applications [276]. As we show in
Fig. 6.1. (a)., for a fixed RE Ã-pulse area, single-photon purity decreases with pulse
length due to re-excitation processes, while brightness decreases as the emission
statistics tend to a Poisson distribution [95,96].

The main limitations of RE may be overcome by using LA excitation schemes.
Here, the pump energy is slightly higher than the relevant excitonic transition,
and the fast emission of a longitudinal acoustic phonon precedes the population of
the excited state. Due to this additional incoherent step, Rabi oscillations vanish,
and the purity of the emitted single photons becomes less sensitive to small pump
power fluctuations [277]. Recently, it was shown that LA excitation can reach even
smaller multiphoton components than its RE counterpart [91], while still enabling
spectral filtering of the pump [90, 278]. As regards to brightness, Fig. 6.1. (b).
displays an increase with pulse length, as was experimentally demonstrated in [90].
With longer pulses, however, the peak intensity decreases for a fixed pulse area,
thus lowering the efficiency of the phonon excitation process.

RE and LA multiphoton contributions can be greatly reduced by addressing
the exciton-biexciton cascade through TPE schemes, usually employed to generate
spectrally-separated entangled photon pairs. Here, the re-excitation probability
scales quadratically with the pulse length, as opposed to linearly in the resonantly-
driven RE scheme [96], which can reduce multiphoton emission by several orders
of magnitude [279]. Moreover, TPE offers the possibility to overcome the collec-
tion efficiency limitations of RE: the spectral separation of the generated photons
allows for frequency filtering of the pump laser [182], avoiding the polarisation
filtering losses. We show in Fig. 6.1. (c). that the brightness is low for short pulse
lengths, due to a remaining overlap with the exciton transition, causing the biexci-
ton level to be only partially populated. Although the emitted exciton polarization
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is random, which would limit the brightness to half the values of Fig. 6.1. (c)., re-
cent works have shown the possibility of deterministically preparing the exciton
polarization with near-unit brightness by adding a stimulated biexciton excitation
after the original two-photon excitation [93,280,281].

Figure 6.1: Simulation of emission properties under different pumping
schemes. Simulated brightness and single-photon purity for individual pumping
schemes calculated from our numerical model (see Methods) for (a) resonant exci-
tation (RE) between ground |Gð and exciton |Xð states, (b) longitudinal phonon-
assisted excitation (LA) (c) two-photon excitation (TPE) between ground |Gð and
biexciton |XXð states. Insets show a schematic representation of each pumping
scheme (the upper grey area in the LA sketch represents the vibrational quasi-
continuum of the exciton state). Optimal FWHM pulse lengths are marked with
black disks and circles, chosen pulse areas for maximum population inversion are
ÃRE for RE and ÃTPE for TPE, while we choose 10ÃRE for LA. Simulation param-
eters are: dot-cavity coupling ℏg = 50 µeV, radiative decay rate ℏµ = 0.66 µeV,
cavity loss rate ℏ» = 379 µeV (yielding a Purcell factor of P = 10), initial system
temperature T = 4.2 K, electron confinement length 3 nm, and material proper-
ties typical for GaAs. Throughout the paper, we assume that photonic states are
maximally pure in the photon-number basis for RE, i.e. expressed as

∑
∞

n=0

√
pn |nð,

while they are expressed as diagonal states for LA and TPE, i.e. as
∑

∞

n=0
pn |nð ïn|.

6.2.2 Photon-number coherence

We now discuss the presence of coherence in the photon-number basis, a usually
disregarded feature of interest, under each excitation scheme. For PDSs such as
attenuated laser states, this quantity refers to a fixed phase relationship between
the various Poisson-distributed number states. For QDs, this will materialize as a
coherent superposition of vacuum, single and two-photon states.

In RE, it was experimentally demonstrated in [97] that the coherently-driven
Rabi oscillations translate into emitted PNC: values of coherence purity as high
as 96 % for Ã-pulse areas were measured. On the other hand, this coherence can
gradually vanish as the pump is detuned from resonance in LA schemes, along with
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the vanishing of Rabi oscillations [91, 98]. Our QD dynamics simulations support
these findings: for the optimal pulse lengths of Fig. 6.1, the normalized off-diagonal
density matrix elements of LA between the vacuum and single-photon components
are around 10 times smaller than the RE ones. Accordingly, we will assume in this
work that states emitted under RE are pure in photon-number basis, while those
emitted under LA present vanishing off-diagonal elements.

In TPE, our simulation results display off-diagonal elements around 20 times
smaller than the RE ones. Although the biexciton level follows Rabi oscillations
under resonant TPE [182,279], loss of coherence arises from a radiative decay be-
tween the biexciton to exciton state, which creates a timing jitter similar to the
phonon-induced jitter in LA schemes. We will therefore also assume that states
emitted under TPE present vanishing off-diagonal elements. Note that this as-
sumption is expected to hold for the stimulated schemes discussed in [93,280,281],
since the remaining jitter due to the biexciton-exciton transition is significantly
larger than the jitter responsible for coherence erasure.

6.2.3 Practical sources and security

We now discuss the role of brightness, single-photon purity and PNC in quan-
tum primitives involving two parties, exchanging a sequence of classical and quan-
tum (photonic) messages that do not rely on quantum entanglement. Each of
these primitives achieves a different functionality within quantum networks, and
thus also requires its own security figure of merit.

The main efficiency limitations of PDSs may be understood upon inspection
of the generated state

∑
∞

n=0Cµ (n) |nð, where the Pµ (n) = |Cµ (n)|2 coefficients
follow a Poisson distribution with average photon number µ, and {|nð} span the
photon-number basis. Increasing the source brightness (i.e., increasing µ) comes at
the cost of increasing the multiphoton components n ⩾ 2, which renders the respec-
tive quantum primitive vulnerable to attacks involving photon number splitting on
lossy channels [30]. Thus, µ is typically kept very low in quantum-cryptographic
implementations, in the range µ∼0.005−0.5 [14, 31, 32, 36], which limits the com-
munication rate. On the other hand, single-photon purity in QDs can be increased
without an intrinsic penalty on the multiphoton component. Achieving higher QDs
brightness is then ultimately a technological challenge, limited by the collection
efficiency of the source [188,269], and not a fundamental limitation as in the case
of PDSs.

In contrast to their PDSs counterparts, QDs have not yet been optimized to
suit the security requirements of quantum primitives. Most importantly, a main
assumption behind the implementation of decoy QKD and other primitives is that
the global phase of PDSs must be actively scrambled, to effectively destroy the
coherence in the number basis [132,274]:

∞∑

n=0

Cµ (n) |nð phase−−−−−−→
scrambling

∞∑

n=0

Pµ (n) |nð ïn| . (6.2-1)
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Under this assumption, the adversary’s cheating strategy is restricted to perform-
ing an attack conditioned on the photon-number content of each pulse. Many
works rely on this feature to prove the security of quantum primitive implementa-
tions [14, 15,31,32,115].

Achieving phase randomization with active phase modulation or laser gain
switching imposes practical limitations of a few GHz on repetition rates [29, 51].
These limitations, combined with the low values of µ required due to fundamen-
tal PDSs source statistics, can bring effective communication rates down to a few
MHz. Unwanted remnants of coherence in the number basis, furthermore, can
be exploited for a large spectrum of attacks, using USD for instance [33, 34]. In
contrast, as discussed in this work, QDs can be excited in such a way that this
coherence is intrinsically suppressed, thus circumventing the need for active phase
scrambling. With demonstrated Purcell-enhanced photon lifetimes of tens of pi-
coseconds [188, 282] and source efficiencies now beyond the 50 % level [188], QDs
have the potential to enable secure communication rates of tens of GHz [270], i.e.
around 3 orders of magnitude higher than effective PDSs communication rates.
This is not only true for QKD but for many quantum primitives as shown in the
following sections.

6.2.4 Quantum key distribution

A few decades after the birth of QKD [267], experimentalists started demon-
strating that QDs with low collection efficiencies can already outperform PDSs in
terms of SKR [63–66]. We first show that, while this is true for standard QKD
implemented without the decoy-state countermeasure, beating PDSs with decoy
states [15] requires much higher QDs collection efficiencies at an equal repeti-
tion rate. Our results, based on the optimal performance of pumping schemes
in Fig. 6.1, are displayed in Fig. 6.2: without decoy states (a), QDs with col-
lection efficiency 1 % are enough to outperform PDSs after 100 km, while infinite
decoy schemes (b) require at least 30 %. We should emphasize, however, that
this benchmark must be scaled by a repetition rate factor for QDs which could
achieve considerably higher repetition rates than phase-randomized PDSs. Any
state preparation losses, including modulator losses, can be absorbed in the QDs
collection efficiency, and the resulting key rate inferred from Fig. 6.2. Comparisons
can also be established using a finite (and different) number of decoy intensities
for QDs and PDSs.

The optimal pumping scheme for QKD then follows from Eq. 6.2-1: the states’
global phase must be uniformly randomized [132, 274], which implies that stan-
dard and decoy-state QKD should only be implemented with LA and TPE. Any
remaining PNC will lead to a decrease in the SKR, as shown in [274].

TF-QKD, on the other hand, requires two states, generated by Alice and Bob,
to interfere on an untrusted party’s beamsplitter [114, 115]. This forces Alice and
Bob to scramble the global phase of their states in an active manner (using a
modulator for instance), such that they can record their original fixed phase en-
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Figure 6.2: Source comparison for three main QKD schemes. Simulated se-
cret key rates using one-way classical post-processing [265,283] for (a) BB84 without
decoy states, (b) BB84 with infinite decoy states, (c) twin-field with infinite decoy
states. The continuum in each plot shows the attainable key rates for QDs rang-
ing from 1 to 100 % collection efficiencies, with intermediate curves showing steps
of 10 %. The dashed line indicates the optimal performance of randomized-phase
(RP) PDSs. For QDs, pulse lengths were chosen to simultaneously maximize the
brightness and single-photon purities from Fig. 6.1: 3 ps for RE, 8 ps ps for LA, 12 ps
ps for TPE. Chosen pulse areas: ÃRE for RE, 10ÃRE for LA, ÃTPE for TPE. photon-
number populations {pn} up to n = 3 were inferred from the subsequent values of
brightness and single-photon purity. Parameters for all plots are: e = 2 % single
photon error rate, 0.21 dB/km single mode telecom fiber losses, Y0 = 10−9 dark
count probability, unit detection efficiency, and error-correcting code inefficiency
f = 1.2.

coding. We therefore argue that twin-field schemes must be implemented with
RE QDs, in order to provide the two parties with a shared phase reference before
the scrambling. We simulate the protocol performance of [115] under these condi-
tions in Fig. 6.2. (c), assuming the implementation of decoy states. We note that
performing TF-QKD with a perfect single photon source (RE Ã-pulse and unit
single-photon purity) is impossible, since there is no accessible phase to encode
the key information. However, by decreasing the pulse area a little below Ã, in the
same manner as [97], it is possible to create a coherent superposition of vacuum
and single-photon, thus providing an accessible phase to perform the protocol.

Our results are focused on QKD implemented with discrete degrees of freedom,
such as polarization or time-bin. For completeness, we note the existence of QKD
protocols optimized for continuous degrees of freedom of PDSs, such as phase
and amplitude [284]. These can actually compete with discrete-variable QKD
over metropolitan distances, using simpler technology, but are sensitive to larger
attenuations due to heavier post-selection and noise estimation techniques [285,
286].
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6.2.5 Quantum primitives beyond QKD

Quantum cryptography presents a broad spectrum of other primitives, many
of which belong to the branch of mistrustful cryptography [13,268]: unlike in QKD,
Alice and Bob are not collaborators, but adversaries wishing to compute a common
function. Decoy-state methods are then more challenging to apply (although not
impossible for all protocols), since Alice and Bob do not trust each other.

Remarkably, the desired security properties for such primitives can be very
sensitive to PNC. In this instance, substituting PDSs by appropriately optimized
QDs can yield even more benefits than in QKD. To show this, we extend the
practical security analyses of three mistrustful quantum primitives [16, 31, 32] to
the QDs framework, and estimate the QDs collection efficiencies required to out-
perform PDSs for the relevant security figures of merit. Our performance results
are summarized in Fig. 6.3 for all primitives.

We display the performance of QDs and PDSs for one example primitive in
Fig. 6.4: unforgeable quantum tokens. This primitive allows a central authority
to issue tokens, comprised of quantum states, whose unforgeability is intrinsically
guaranteed by the no-cloning theorem, thus requiring no hardware assumptions.
One famous application is quantum money, which, in its private-key form, can
prevent banknote forgery [113], double-spending with credit cards [31, 122] and
guarantee features such as user privacy [116].

In Fig. 6.4 (a)., we compare the noise tolerance of the QT scheme from [122]
for PDSs and QDs as a function of source efficiency. Noise tolerance indicates how
much experimental error rate can be tolerated such that the unforgeability prop-
erty holds, while source efficiency is the probability that a threshold single-photon
detector will click in a lossless setting. Naturally, PDSs reach a maximal noise
tolerance for source efficiencies around 63 %, corresponding to µ ≈ 1, before drop-
ping again when the multiphoton contribution becomes too significant. For QDs,
we notice a striking difference between schemes with coherence (RE) and those
without (LA and TPE): the letters give an overhead of almost 2 % on the noise
tolerance with respect to RE at high source efficiencies. This difference is crucial
in making implementations feasible, since boosting the fidelity of quantum state
preparation and quantum storage by a few percent can be extremely challenging.
These differences are also reflected in Fig. 6.4 (b)., which identifies the collection
efficiencies at which QDs can outperform the best PDSs performance: while LA
and TPE require 44 % and 38 %, respectively, RE must be pushed to 47 % to beat
PDSs. For information purposes, we also select three state-of-the-art experimental
QDs, and show how they would perform in such a beyond-QKD protocol with their
reported values of brightness and single-photon purity.

Fig. 6.4 (c). finally compares the performance of each source as a function of
distance. Once again, the difference between LA/TPE and RE is significant due to
the coherence feature. We notice here that the maximal distance for all sources is
much shorter than in QKD schemes since our selected QT scheme bears a maximal
loss tolerance of 50 %: above this limit, an adversary can clone the QT without
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introducing any errors [122].
Our work showcases the importance of engineering optical pumping schemes

towards specific primitives. Fig. 6.3 displays non-trivial requirements for quantum
strong coin flipping for instance: unlike with decoy-state QKD and QT, QDs
perform better at lower collection efficiencies, thus rendering state-of-the art QDs
already capable of providing quantum advantage in such mistrustful primitives.
Furthermore, the absence of photon number coherence in LA and TPE allows
these schemes to reach quantum advantage over significantly longer distances than
RE schemes: for the selected protocol from [32], these values read 86 km and 36 km
for TPE and LA, respectively, vs. 25 km for RE.
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Figure 6.3: QDs performance for the main quantum primitives. A descrip-
tion of each primitive is provided, along with its main network applications, and
our chosen security figure of merit. In each case, we summarize the various QDs
pumping scheme performances and the threshold collection efficiencies T required
to outperform PDSs in a lossless setting. We then display the performance ratio
of QDs with 100 % collection over the best PDSs at zero distance (note that this
ratio has to be scaled for QDs achieving higher repetition rates than PDSs). We
then calculate the loss tolerance, both in terms of distance (in km) assuming single-
mode telecom fiber losses of 0.21 dB/km, and in terms of absolute losses (in dB) for
QDs reaching T% collection, QDs reaching 100 % collection, and randomized-phase
PDSs. All the relevant protocol descriptions, security analyses, and simulation re-
sults are provided in Ch. 5.2.
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Figure 6.4: Source comparison for unforgeable quantum tokens (quantum
verification protocol from [122]). (a) Numerical noise tolerance as a function
of source efficiency for RE, LA and TPE QDs, along with fixed-phase (FP) and
randomized-phase (RP) PDSs. Source efficiency is defined as 1− e−µ for PDSs and
1 − ∑

∞

n=0
pn(1 − ¸)n for QDs, where ¸ is the QDs collection efficiency. Photon-

number populations {pn} emitted under different QDs excitation schemes were ob-
tained from the brightness and single-photon purity results of Fig. 6.1, assuming
the optimal pulse lengths marked in black. RE photonic states are assumed to
be maximally pure in number basis, expressed as

∑
∞

n=0

√
pn |nð, while LA states

were expressed as diagonal states
∑

∞

n=0
pn |nð ïn|. Colored circles indicate the per-

formance of three state-of-the-art quantum dots, inferred from the experimental
brightness and purity values reported in [A]= [192], [B]= [287], [C]= [188], cor-
rected to unit detector efficiency. Stars indicate the potential of these quantum
dots assuming the reported collection losses, but no setup losses. (b) Numerical
noise tolerance as a function of QDs collection efficiency, compared to the best per-
formance of PDSs sources (dashed line). (c) Numerical noise tolerance plotted as
a function of distance, assuming single mode telecom fiber losses of 0.21 dB/km.
The QDs collection efficiencies were chosen as the intersection points from (b), also
summarized in Fig. 6.3.
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6.3 Discussion

We have estimated threshold collection efficiencies for which GaAs-based QD
photon sources can outperform Poisson-distributed-based implementations in four
main quantum-cryptographic primitives. The estimations include the combined
effect of brightness, single-photon purity, and photon-number coherence. We have
shown in particular that resonant excitation should be used for twin-field QKD, but
not for decoy QKD and other quantum primitives due to the unwanted presence
of photon-number coherence that violates practical security assumptions.

We believe that these results will provide a benchmark for future achievements
in quantum dot cavity structures, especially at telecom wavelengths [60, 270, 288,
289]. Although state-of-the-art dot-cavity simulation frameworks cannot account
for all characteristics of quantum dots emitting in the telecom range, current tele-
com performance [235,270,290] shows good agreement with our 900 nm framework:
the brightness and purities are not strongly dependent on the emission wavelength.
Furthermore, frequency conversion of 900 nm photons to telecom photons can cur-
rently reach efficiencies up to 57 % [291]. These extra losses can be absorbed in
our collection efficiency quantity.

We wish to encourage future QKD experiments with optimal pumping schemes,
taking into account the security assumptions provided by the quantum cryptog-
raphy community. Finally, we hope to stimulate experiments that explore the full
potential of QD-based single-photon sources for other quantum network primi-
tives like unforgeable tokens [18, 31, 116], coin flipping [32, 117] and bit commit-
ment [16, 17, 36]. We believe our analysis can be extended in future works to
multipartite entanglement-based quantum network primitives, such as secret shar-
ing [266] and anonymous messaging [292].

6.4 Methods

Our GaAs-based QD, driven by a pulsed pump laser, is modelled either as a 2LS
or a 3LS coupled to a single-mode microcavity in the Jaynes-Cummings manner.
The interaction of the QD with phonons is treated by the standard pure-dephasing
Hamiltonian [251–253,255]. In this way, we solve for the dynamics of the dot-cavity
system by employing a numerically exact path-integral formalism [257, 259, 262].
The derivation of the photon number populations, along with all practical security
analyses, are detailed in Ch. 5.1.



7
Methods for “Robust excitation of

C-band quantum dots for quantum

communication“

The following two chapters introduce the paper titled ”Robust Excitation of
C-band Quantum Dots for Quantum Communication” [99] and provide a more
detailed context for it. The experiment was part of a close collaboration with Prof.
Peter Michler’s group from the University of Stuttgart, which supplied the QDs
sample emitting in the telecommunication C-band. The LA was considered as an
intriguing excitation scheme for real-life quantum networks due to its robustness
and strong performance in quantum cryptographic protocols [52,276]. However, it
was known that the brightness and single-photon purity are nontrivially dependent
on pump power and the pump wavelength detuning from the excitonic level [91].
Therefore, we conducted this in-depth experimental study in the context of QKD
applications.

My contribution: Together with Cornelius Nawrath, I designed the setup for
quantum dot excitation and the collection of emitted single photons. I constructed
the setup in Vienna, included the spectral filtering of single photons and did the
characterization of the first QDs. Alongside Mathieu Bozzio and Lennart Jehle, I
defined the project, and together with Lennart Jehle, I collected the experimental
data. Additionally, I supported Lennart Jehle in processing the data.

In the paper titled “Robust excitation of C-band quantum dots for quantum
communication“, we experimentally investigate LA QD as a remarkable candi-
date for long-distance single-photon quantum cryptography [99]. This scheme
has already displayed high robustness against environmental fluctuations present
in real-life communication networks [276]. We described how to tailor the QD’s
photon-number statistics for QKD protocol, while simultaneously exploiting the
new security features enabled by incoherent phonon decay.

We experimentally investigated recently developed QDs emitting single pho-
tons in the telecommunication C-band [293], which is highly appealing for future
quantum network implementations. The brightness and single-photon purity of
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emitted state by LA-pumped telecom C-band QD were measured for detunings
between 0.9 nm and 3.7 nm form X energy level and for pump powers from 0 to
well beyond saturation. The obtained data were utilized to simulate the perfor-
mance of QKD protocols with and without decoy states. We also identified optimal
pumping conditions, maximizing the SKR, accounting for various protocol losses.

This chapter provides a description of the experimental setup and the inves-
tigated QDs sample. Additionally, it outlines the introduction to data processing
methods and summarizes the adapted QKD theory for QDs.

7.1 Experimental Setup

The scheme of the experimental setup is displayed in Fig. 7.1. We use an
Er-doped fiber pulsed mode-locked laser at a repetition rate of ¿rep = 75.95 MHz
to excite the QD. A spectral filter with 1 nm bandwidth inside the laser cavity
stretches the generated pulses to a pulse width of 10.1 ps (spectral width FWHM
400 pm, the pulses are not Fourier-limited). The laser provides tunability of wave-
length between 1530 nm and 1560 nm at an average output power 200 mW.

The laser pulses are then stretched by a free space pulse shaper in 4-f arrange-
ment, which is based on a reflective grating (1200 lines/mm, blaze at 1550 nm)
with efficiency ≈ 90 %, C-coated lens with a focal length of 400 mm and tunable
filtering slit. The pulses after the pulse shaper have a pulse width of 17(1) ps.

Figure 7.1: Scheme of the experimental setup. A schematic representation of
the main building blocks of the experimental setup, such as excitation pulse laser,
pulse shaper, excitation of the QD sample, filtering of the QD transition spectral
line and detection.

The pulse-shaped excitation laser beam is coupled to single-mode fiber and
then collimated by an 8 mm lens collimator. A Glan-Taylor polarizer sets the
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Figure 7.2: Time-resolved fluorescence measurement. In this measurement,
the excitation laser was spectrally detunend by 1.5 nm and a pump power of 0.89 a.u.
was used. The mono-exponential fit function (dashed line) yields a decay time of
1.07(2) ns.

excitation beam to linear polarization and the angle of the polarization is then
adjustable by a HWP. Just before the cryostat chamber, a 90 : 10 BS is placed
to separate the incoming excitation beam and single photons emitted by the QD.
Approximately 90 % of the excitation beam (depending on its polarization state)
is reflected by the BS to a power meter, which is used to control the QD excitation
power, only ≈ 10 % of the laser power is guided to the cryostat chamber, where
the QD sample is placed.

The sample design [294] features a bottom-DBR where the distance between the
23 pairs of AlAs/GaAs constituting the reflector and the semiconductor/vacuum
interface corresponds to a nominal, weak ¼ cavity, where the QD layer is situated
in its anti-node. The attribution of the QD transition to a positive trion, is based
on power- and polarization-resolved µ-PL measurements, as well as previous ex-
perimental and theoretical investigations [234, 236, 294, 295] on similar samples.
Fig. 7.2 displays a time-resolved fluorescence measurement in a semi-logarithmic
scale where an excitation power of 0.89 a.u. and spectral detuning of 1.5 nm was
used. The mono-exponential fit function yields a decay time of 1.07(2) ns.

The emission is collected by a lens (f = 3.1 mm) with an NA of 0.68. The
excitation laser suppression is realized based on two volume Bragg gratings (VBGs)
notch filters which block a spectral bandwidth (FWHM) 1.2 nm and reach an
individual suppression OD6. The QD emission is coupled by a f = 8 mm lens
collimator. For precise filtering of the QD transition line, we use a fiber-coupled
bandwidth tunable filter based on VBGs with set filtering spectral bandwidth
(FWHM) 150 pm, approximately corresponding to the QD-transition linewidth.

The full setup exhibits an efficiency of ¸setup = 0.13. The measurements of
g(2)(Ä) are acquired with a fiber-based symmetric beam splitter in a HBT config-
uration, see Fig. 3.3, using SNSPDs with an efficiency of ¸d = 0.86 each and a
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time tagging device. The detection exhibits a temporal resolution of 34 ps, given
as FWHM of the system response function. The dark counts of the used detectors
are 130 Hz for the first detector and 180 Hz for the second one.

7.1.1 Evaluation of measured time tags

For each laser detuning and excitation power, time tags from both of the de-
tectors in the HBT setup were saved. For enough statistics in the auto-correlation
data, each measurement is stopped once the coincidence counts of the uncorrelated
side peaks of the measured second-order correlation function exceed a threshold
value 700 counts at 100 ps bin width.

To determine the actual source brightness, simply adding the detection events
from both detectors is not sufficient. Doing so would result in the double counting
of contributions from multi-photon occurrences given as

B̃ = B +
∑

k⩾2

pk

(

1 − 1

2k−1

)

= B +
1

2
p2 +

3

4
p3 , (7.1-1)

where we assume that p≥4 = 0. To correct the over-counting we subtract the
number of coincidence events occurring within a single repetition period 1

¿rep
. Now

multi-photons contribute to the final brightness with the same weighting as single
photons, which follows the original definition of brightness given by Eq. 3.0-20.
Such that the corrected brightness reads as

B =
1

¿rep¸setup¸d

(

R1 + R2 − CC1,2(tcoinc =
1

¿rep
)
)

, (7.1-2)

where Ri is the raw count rate of the i−th detector and CC is the coincidence
count rate. The brightness is normalized to the setup efficiency ¸setup and the
detector efficiency ¸d. As a result, the brightness expressed in Eq. 7.1-2 is referred
to as the first lens brightness, as explained in Ch. 3.0.2.1.

For source applications in quantum cryptography, it is crucial to consider the
full repetition period when calculating the source’s single-photon purity since an
adversary has access to all the information leaving Alice’s secure laboratory. There-
fore we don’t apply any time filtering and assume only a simple background sub-
traction based on the expected coincidences arising from a dark count in at least
one of the channels computed given as

CCd
1,2 = R1R

d
2 + R2R

d
1 + Rd

1R
d
2 , (7.1-3)

where Rd
1 (Rd

2) is dark count rate at the 1st (2nd) detector.
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7.2 Parameter Estimation for Quantum Key Distribution

with Quantum Dots

For LA QDs, the emitted photon states bear very little PNC [52,98] and there-
fore it is fair to assume that the emitted state is mixed stated in photon number
bases. Under this assumption, we can use standard practical security analysis for
QKD protocol as described in Ch. 2.2.3.4 and Ch. 2.2.3.5.

We calculate SKR based on Eq. 2.2-30, respectively Eq. 2.2-37 for the decoy
the state protocol. Following the underlying theory, only single-photon states con-
tribute positively to secure-key generation, whereas multi-photon states contain
redundantly encoded information. To describe the protocol security with QDs we
aim to assess the contribution of multi-photon states from brightness and single-
photon purity, which are indeed the main source parameters conveniently measur-
able by Alice. For this, we used our theory framework described in Ch. 3.0.2.2,
which upper bound the multi-photon contribution pm =

∑

k⩾2 pk as

pm f 1 −Bg(2)(0) −
√

1 − 2Bg(2)(0)

g(2)(0)
. (7.2-1)

In contrast to the security analysis of QKD with decoy states, outlined in
Ch. 5.2.1, our approach here assumes only two decoy states. As for QDs, the
multi-photon component pn≥4 can be neglected and two decoy states are sufficient
to compute the yields and error rates, {Yk, ek}, exactly.

7.2.1 Maximum QKD-distance approximation from experimental

measures

One of the main advantages of QDs over PDSs is reaching longer commu-
nication distances in quantum cryptography protocols as was demonstrated by
Ch. 5.2.1 and Ch. 6. Therefore, estimating the maximum achievable communica-
tion distance dmax of QKD protocol for a specified source is crucial for practical
applications. However, solving Eq. 2.2-30 analytically for the channel transmission
¸ch is challenging due to its complexity. Even the precision of the numerical solu-
tion for a given photon-number distribution of Eq. 2.2-30 is limited as we have to
estimate additional protocol parameters. These parameters include single-photon
detection error, detection efficiency, dark-count probability, and inefficiencies in
error correction codes. Consequently, an analytical approximation for dmax can
offer distinct advantages, particularly when the requisite parameters are readily
accessible.

The detailed derivation of the maximal QKD-distance approximation is avail-
able in the supplementary material of [99]. Here, we provide an overview of the
primary logical steps. We start by establishing an upper bound for Eq. 2.2-30 as
follows

SKR f 1

2
Q1(1 −H2(ϵ1)) . (7.2-2)
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As the cost for this upper bounding, we have to assume that the error correction
term, fQµH2(ϵEµ

), is strictly positive. The maximum attainable distance dmax is
formalised as the minimal channel efficiency ¸min

ch for which SKR > ¶.
Assume that ¶ is small then we are studying a situation where SKR → 0.

This can happen if the single-photon gain Q1 goes to zero or H2(ϵ1) → 0. As we
assume a long-distance communication approximation where ¸ch is low, we can
focus only on the case Q1 → 0. From Eq. 2.2-29 and Eq. 2.2-31 we can estimate
the single-photon gain as

Q1 = pm

(

p1
pm

Y1 + Y2 − 1

)

g 0 . (7.2-3)

Since pm ⩾ 0 for a realistic source, the expression inside the bracket has to tend
to zero to cause Q1 → 0. By assuming Y0 j ¸ch we can simplify Eq. 2.2-28 to
Y1 = ¸ch and Y2 = 2¸ch − ¸2ch. Thus, Eq. 7.2-3 for Q1 g 0 becomes

1 f ¸ch

(

p1
pm

+ 2 − ¸ch

)

. (7.2-4)

In the long-distance communication approximation, we can assume just the linear
terms of ¸ch. Then we can write the equation as

¸ch g
1

p1

pm
+ 2

. (7.2-5)

Finally, we use the multiphoton estimation given by the Eq. 7.2-1, express the
single-photon probability as p1 = B − pm and estimate ¸min

ch by the fist fist term
of Tylor series of Eq. 7.2-5

¸min
ch ≈ Bg(2)(0)

2
. (7.2-6)

Considering the complexity of Eq. 2.2-30, the approximation is strikingly sim-
ple and follows directly from the fundamental source parameters. However, in
contrast to the precise numerical solution, Eq. 7.2-6 consistently provides an over-
estimation of the maximum distance. This systematic error originates from the
approximation’s derivation as an upper bound, mainly due to neglecting the error
correction term in Eq. 2.2-30. Generally, the overestimation tends to be in the
range of 25 − 35 km.



8
Reprint of “Robust excitation of C-band

quantum dots for quantum

communication“

Building a quantum internet requires efficient and reliable quantum hard-
ware, from photonic sources to quantum repeaters and detectors, ideally operating
at telecommunication wavelengths. Thanks to their high brightness and single-
photon purity, QD sources hold the promise to achieve high communication rates
for quantum-secured network applications. Furthermore, it was recently shown
that excitation schemes such as LA provide security benefits by scrambling the
coherence between the emitted photon-number states. In this work, we investigate
further advantages of LA-pumped quantum dots with emission in the telecom C-
band as a core hardware component of the quantum internet. We experimentally
demonstrate how varying the pump power and spectral detuning with respect to
the excitonic transition can improve quantum-secured communication rates and
provide stable emission statistics regardless of network-environment fluctuations.
These findings have significant implications for general implementations of QD
single-photon sources in practical quantum communication networks.

8.1 Introduction

The emergence of practical quantum technology paves the way to a quan-
tum internet – a network of connected quantum computers capable of reaching
computational speed-ups in various tasks such as prime factoring [10], machine
learning [40] and the verification of NP-complete problems with limited informa-
tion [296]. Although such schemes are appealing, most are technologically chal-
lenging, while the security advantages provided by quantum cryptography are more
tangible [14, 29, 297]. A broad range of quantum-cryptographic primitives includ-
ing QKD [14, 29, 297], quantum coin flipping [32, 117, 298], unforgeable quantum
tokens [18, 116, 299], and quantum bit commitment [16, 17, 36] have been devel-
oped to demonstrate some security advantage over their classical counterparts.
The success of a future quantum internet then relies on the development of funda-
mental quantum hardware (sources, repeaters and detectors) which should adhere



CHAPTER 8 • REPRINT OF “ROBUST EXCITATION OF C-BAND
QUANTUM DOTS FOR QUANTUM COMMUNICATION“

132

to these primitives’ security standards, provide high communication rates, and
operate reliably in a real-world environment [26].

Non-classical light sources such as SPDC [38, 300], nitrogen-vacancy centers
[301] and trapped atoms [302], have been used as hardware for the first quan-
tum networks. In recent years, semiconductor QDs have materialized as highly
versatile and quality single-photon sources [75,76,303–305], with outstanding end-
to-end efficiencies overcoming 57 % and the potential to reach repetition rates of
tens of GHz [304]. Such emission properties of QDs have led to the implementa-
tion of complex network building blocks relying on quantum teleportation [73,306]
and quantum entanglement swapping [75, 76, 307]. Regarding the emission wave-
length, the spectral regime of the telecom C-band (1530 nm to 1565 nm) is highly
appealing, due to its global absorption minimum in standard silica fibers, the pos-
sibility to implement daylight satellite communication [39] and the compatibility
with the mature silicon photonic platforms [200]. QDs with emission wavelengths
in and around the C-band are available on indium phosphide (InP) [28, 308, 309]
and gallium arsenide (GaAs) material system [237, 293, 294], and circumvent the
technical overhead and losses of quantum frequency conversion [310]. Embedded
in circular Bragg cavities, QDs based on the well-established GaAs platform have
simultaneously demonstrated high brightness and high purity values recently [293].

Previous works have investigated the advantages and drawbacks of various
optical pumping schemes (resonant, phonon-assisted and two-photon excitation)
in terms of efficiency, single-photon purity and indistinguishability [178, 276, 311].
On the other hand, it was recently shown that such schemes must be carefully
tuned to satisfy the security assumptions of each quantum-cryptographic appli-
cation [52]. Crucially, quantum coherences between the emitted photon-number
components must be scrambled for optimal performance, which is inherently pro-
vided by some optical pumping schemes such as LA and TPE [52]. On top of
their intrinsic security benefits, LA schemes are fairly insensitive to pump insta-
bilities like power or polarization fluctuations, making them suitable for real-life
communication networks [276, 311]. These excitation schemes are also beneficial
for QDs with a complex charge environment, while other pumping schemes such
as TPE can typically only address charge-neutral transitions. Moreover, unlike for
neutral transitions, charged excitons can enhance polarized emission in polarized
cavities, an important feature for most applications [304]. Finally, LA schemes
do not require challenging single-photon polarization filtering (contrary to the res-
onant counterpart), and thus promise an experimentally straightforward way to
obtain simultaneously high brightness and purity with high reproducibility in QD
fabrication and experimental setups [311].

In this work, we combine all aforementioned advantages of LA in the C-band,
and exploit its tunable parameters to investigate the complex dependence of bright-
ness and purity on pump power and spectral detuning. We illustrate how this
non-trivial behavior affects the security of quantum-cryptographic primitives with
the example of single-photon QKD, and how the optimal operation conditions de-
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pend on the communication distance. In agreement with theoretical findings [91],
our results show that the characteristics of LA excitation can be tuned to achieve
the ideal photon-number statistics. This optimization is reminiscent of the mean-
photon adjustment required in WCS implementations [134].

8.2 Results

8.2.1 Excitation parameter investigation

To start investigating and optimizing our excitation parameters, it is im-
portant to note that most quantum-secured applications rely on a few trusted
parameters that are typically not all experimentally accessible. Here, we infer
the photon-number probabilities {pk} from two measurements, the brightness
B =

∑∞
k=1 pk and the single-photon purity P = 1 − g(2)(0), where g(2)(0) is the

second-order auto-correlation measurement evaluated at zero time delay. We use
an InAs QD based on an InGaAs metamorphic buffer layer enabling emission in the
telecommunication C-band [294]. The tunable excitation is provided by a mode-
locked fiber laser with a pulse length of 17(1) ps and a FWHM spectral width of
210(20) pm. The QD transition line is filtered by a set of volume Bragg grating
filters (FWHM = 0.2 nm). The total setup efficiency is determined to be 13 %. For
more experimental details, see Ch. 7.1. The highest single-photon purity under
pulsed LA excitation was measured as P = 0.982, the corresponding second-order
auto-correlation measurement is shown in Fig. 8.1.

While scanning both the power and wavelength of the pump laser, we simulta-
neously measure the brightness B (experimentally evaluated according to Eq. 7.1
-2 and corresponding to first-lens brightness) and single-photon purity P . We
then compile the results in 2D maps as shown in Fig. 8.2 (a) and (b), respectively.
Due to the low phonon density at a sample temperature of ∼ 4 K we excite the
QD only with positive detunings ∆ = ℏ(Élaser − Édot) > 0. The brightness map
features a single, broad maximum around ∆ ≈ 0.8 meV(∆¼ ≈ 1.5 nm) agreeing
with similar experimental findings [184,312] and theoretical studies [313,314]. LA
excitation with sufficiently smooth pulses [191] achieves a population inversion of
the QD ground and excited state if the effective Rabi splitting of the laser-dressed
states, ℏΩeff =

√

(ℏΩ)2 + ∆2, ensures an efficient exciton-phonon coupling that
is characterized by the spectral phonon density J(É) [312, 313], for more details
see Ch. 3.2.2.2. The robustness of this scheme against power and wavelength fluc-
tuations of the excitation laser is demonstrated by the broad maximum of the
brightness in Fig. 8.2 (a) and stems from the spectral width of J(É). Thus, the
large bandwidth of the phonon interaction directly benefits a stable operation of
the QD source. Only for large detunings and weak fields, the phonon-induced re-
laxation to the exciton level fails and the brightness drops significantly. Similarly,
for high powers, the effective Rabi splitting is no longer in resonance with the
phonon interaction resulting in reduced brightness.

Besides emission efficiency, the single-photon purity of the quantum-light source
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Figure 8.1: Characterisation of the positively-charged exciton transi-
tion under pulsed LA excitation. Second-order auto-correlation measurement
g(2)(Ä) for an excitation field strength of 0.46 a.u. and a detuning of 1.5 nm. The
well-suppressed peak at zero time delay confirms the high single-photon purity
(g(2)(0) = 0.018 (1)). Further details on the analysis of g(2)(0) can be found in
Ch. 7.1.1. The inset shows a micro photoluminescence (µ-PL) spectrum of the
studied transition, including spectral suppression of the laser with an excitation
field strength of 0.89 a.u. and a detuning of 1.5 nm from the QD resonance.

is crucial to the performance of cryptographic protocols [52]. Therefore, we ana-
lyze the purity P , depicted in Fig. 8.2 (b), for the same parameter range as the
brightness. We identify a broad region of high purity at similar detunings but
shifted towards lower powers. At large detunings, the purity degrades because
the exciton state preparation via LA phonons becomes less efficient (evident by
the low brightness in the same area of Fig. 8.2 (a)) and spurious contributions
to the emission, including neighbouring QDs or a quasi-continuum of transitions,
are no longer negligible. Considering a perfect two-level system, Ref. [91] predicts
an enhanced purity for increasing excitation field strength because the phonon-
induced level inversion is delayed until the end of the pulse. As a consequence, the
a chance of a reexcitation event during the same pulse, as it is known for resonant
pumping [180, 311], would be reduced. In our experiment, however, this process
competes with, and is eventually out-weighed by, the aforementioned unintended
emission decreasing the purity at high powers significantly.

Interestingly, our experimental findings imply the absence of a trivial set of
optimal parameters (simultaneously maximizing brightness and single-photon pu-
rity), which confirms some of the complex behaviours predicted in previous theory
works [52, 91]. Instead, a careful tuning of the excitation parameters is required
for each quantum-cryptographic application. Depending on the desired security
of merit, the correct weighting of the photon-number populations {pk} used for
the optimization [52] must be defined. At the same time, fluctuations in the ex-
citation parameters produce only small changes in photon-number populations.
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Figure 8.2: Measured photon-number statistics and extrapolated QKD se-
cure key bits per pulse for LA excitation. Scanning the excitation parameters
while simultaneously measuring (a) brightness B =

∑

∞

k=1 pk and (b) single-photon
purity P = 1 − g(2)(0) of the QD emission. The white circle (square) marks the
set of excitation parameters achieving the optimal brightness (purity). From the
photon-number populations {pk}, the secure key bits per pulse (SK) are calculated
for zero distance based on the BB84 QKD protocol without (c) and with two de-
coy states (d). For more details on the parameter estimation see Ch. 7.2. The
equipotential lines indicate where the SK has dropped to {99 %, 95 %, 90 %} of
their individual SK maxima. The SK was estimated in the asymptotic limit [283],
SK = ¸sif[Q1(1 −H2(E1)) − f(E)QtotH2(Etot)], where H2 is the binary Shannon
entropy and ¸sif = 1/2. Extrapolation for a two-state decoy includes an intensity
modulator loss of 3 dB. Parameters for all plots are: single-photon detection error
ed = 0.02, detection efficiency ¸d = 0.86, dark-count probability Y0 = 1.6 · 10−6,
error-correction code inefficiency f = 1.2.

Furthermore, optimal brightness and near-optimal purity are achieved for a pump
pulse detuned by ≈ 1.5 nm from the QD transition that can be readily separated
from the single-photon emission using efficient, off-the-shelf spectral filters. This
simplifies source operation and optimizes brightness by removing the need for a
cross-polarization setup, further underlining the practicality of LA excitation for
network applications [14, 16–18, 29, 31, 32, 36, 116, 117, 297, 298]. In the following
section, we experimentally show how to perform the excitation parameter opti-
mization on the example of QKD, arguably the best-known primitive in quantum
communication.

8.2.2 Quantum key distribution

QKD allows two parties to establish a secret key over an eavesdropped chan-
nel [14,267]. In that sense, the most natural figure of merit is the number of secure
bits communicated per round of the protocol. This quantity can be computed from
two experimental parameters: the total gain Qtot, corresponding to the probability
of detecting at least one photon from a given pulse sent by Alice, and the total
error rate Etot, indicating the fraction of states for which the wrong (polarization)
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detector clicks. Naturally, only the error-free single photon states contribute pos-
itively to the secure key, while the multi-photon contribution pm leaks significant
amounts of information. Starting from experimental data, one therefore needs to
estimate the values of the single-photon gain Q1 and the single-photon error rate
E1, which are not directly accessible. In Ch. 7.2, we infer these quantities in two
ways: first by deriving an upper bound on the multi-photon emission probability

pm f 1 −Bg(2)(0) −
√

1 − 2Bg(2)(0)

g(2)(0)
(8.2-1)

and second by employing the two-state decoy approach [15,315]. Compared to
previous work [316], Eq. 8.2-1 gives an explicit expression for pm relying only on
the experimentally accessible B and g(2)(0) and provides additional intuition to
Ref. [317].
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Figure 8.3: Secure key rates of BB84 QKD for varying communi-
cation distances. Secure key bits per pulse for the LA excitation param-
eter space in a standard BB84 QKD scenario for increasing channel length
{50 km, 90 km, 130 km, 170 km} (a)-(d), where we assumed a fiber attenuation of
³ = 0.17 dB/km, typical for the telecom C-band. The white circle (square) marks
the set of excitation parameters achieving the optimal brightness (purity) as shown
in Fig. 8.2, whereas the colored hexagon marks the trade-off between the two, op-
timizing the SK at the given distance. The color scale of each map is normalized
to its maximum SK which is noted in the bottom right corner of each map. (e)
Calculating the SK for each highlighted parameter set from (a)-(d) as a function
transmission loss demonstrates how the tunability of LA excitation helps to adapt
the emission statistics to the channel. The two-state decoy protocol reduces the
SK by a factor of ∼ 3 at short and medium distances but performs better in the
high-loss regime. The parameters used to calculate the SK are the same as for
Fig. 8.2.

Following the parameter estimation, we calculate the attainable SK in the
asymptotic regime for standard and decoy-state BB84 QKD for each set of exci-
tation parameters as shown for zero communication distance in Fig. 8.2 (c) and
(d), respectively. For the decoy protocol, we include a typical 3 dB loss for a



8.2. RESULTS

137

high-bandwidth intensity modulator required to produce the decoys. While the
qualitative dependence of the SK is very similar for both protocols, the perfor-
mance gap is evident in the absolute values. Decoy states have been introduced
to handle the risk of multi-photon contributions pm, but since these are inherently
small for QDs, introducing the constant loss of the intensity modulator outweighs
the effect of an exact bounding of pm. Furthermore, recalling that quantum cryp-
tography with off-resonantly or TPE QDs does not require any modulator for
phase scrambling, adding an intensity modulator for decoy would increase the
setup complexity. Comparing Fig. 8.2 finally shows that for zero distance the
brightness (more accurately, p1) dominates the SK map making a tight bounding
of pm even less relevant.

However, the impact of the multi-photon events on the SK comes into play for
non-zero communication distances making the ideal set of {pk} no longer trivial but
dependent on the channel loss. Computing SK maps at four distances, as depicted
in Fig. 8.3 (a)-(d), visualizes the shift in source requirements. Short-distance
transmissions benefit most from a bright source, whereas high-loss scenarios such
as long-distance communication call for sources with high purity. Fig. 8.3 (e) then
shows how these four ideal parameter sets behave over distances. The difference
in performance underlines the potential of individually adjusting the excitation
conditions with respect to the channel loss. Note that the joint optimization of {pk}
by tuning the pump conditions is possible with RE or TPE but less performant.

The maximum distance for which the generation of a secure key is still possible
is of great interest for applications. Since there is no analytical expression, we
state the maximal communication distance as minimal channel transmission ¸min

ch

and find that the approximation

¸min
ch ≈ Bg(2)(0)

2
+ Y0 , (8.2-2)

where Y0 is the dark-count probability, captures the breakdown of secure key
generation due to multi-photon contributions well under realistic assumptions.
Due to its construction (effectively lower bounding ¸min

ch ), Eq. 8.2-2 always overes-
timates the distance by 30 km (see Ch. 7.2.1). Eq. 8.2-2 also implies that, within
the limits of the approximation, a brighter source reduces the maximum com-
munication distance. Counter-intuitive at first sight, this is readily explained as
the multi-photon probability pm increases with the source brightness if g(2)(0) is
unchanged (see Eq. 8.2-1). While brighter QDs further improve the SK at short
to medium distances, one must reduce the multi-photon component when com-
municating over large distances. For this purpose, simply attenuating the signal
before launching it into the untrusted channel is sufficient [316]. Note how this
approach resembles the mean-photon number optimization used for QKD with
WCSs [134]. Considering a detector dark-count probability Y0 = 10−7, single-
photon detection error ed = 0.02 and a highly pure source (g(2)(0) = 0.02), our
numerical analysis (see Appendix B) identifies the ideal brightness for maximum
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distance as B ≈ 0.9 %. This is well within the range of today’s telecom C-band
QD-technology.

Finally, we remark that implementing decoy states could be advantageous in
the long-distance regime even for highly pure single-photon sources such as QDs,
as reflected in Fig. 8.3 (e). However, for low to moderate loss, standard BB84
outperforms the decoy-state protocol.

In conclusion, we have investigated the benefits that phonon-assisted excitation
of a telecom C-band QD provides for quantum-secured applications. Besides the
convenient wavelength for communication applications, the InAs QDs provide a
deep confinement potential, typically spanning over several hundred millielectron
volts. As a consequence, their photon-number statistics are relatively insensitive
to temperature fluctuations [236]. Moreover, the source can be operated at 25 K,
which is feasible for a low-cost Stirling cryostat [293].

In addition to the previously simulated low photon-number coherence [52], the
robustness to environmental fluctuations [276] and the efficient single-photon fil-
tering, we have shown that LA excitation allows to effectively optimize the photon-
number statistics with respect to the desired application. This feature originates
from interaction with the phonon environment and is therefore not common to res-
onant excitation schemes but can be exploited by tailoring the LA pumping condi-
tions. The complex implications of phonon interactions for brightness and single-
photon purity have also been theoretically predicted for idealized systems [91].
Therefore, our observations can be generalized to other QD-based sources.

As a means of improving the emission statistics independently of the excitation
mechanism, temporal filtering of the signal was proposed [318, 319] but requires
special hardware and comes at the price of additional loss. Moreover, we show
that optimizing {pk} using only the LA pump power is as efficient as temporal
filtering with a fast and lossless modulator. Only at very large distances, temporal
filtering performs better since it also reduces the source brightness and detector
dark counts. For the calculation see the supplementary of the paper [99]

However, we note that TPE can simultaneously yield a higher brightness and
purity than achievable for any parameter set using the LA scheme [180]. Neverthe-
less, TPE – being a resonant process – is sensitive to environmental fluctuations
and thus less suitable for real-world implementations.

Furthermore, we found that even for quantum light sources with inherently
low multi-photon contribution, decoy states can push the maximum attainable
distance in QKD. Although, in consideration of the low SK at these distances and
the experimental overhead involved, we believe that decoy states are not beneficial
for QD implementations. Finally, we would like to stress that we optimized the
photon-number statistics in LA excitation with respect to QKD as an example
but the process is transferable to other quantum-secured applications [16–18, 32,
36,116,117,298,299] and prone to improve their performance.



9
Conclusion and future challenges

In recent years, QD-based single-photon sources have been steadily approaching
the performance of ideal single-photon sources, with brightness recently reaching
71 % and single-photon purity close to unity [56]. Despite these advancements,
QDs still struggle to outperform the currently commonly used PDSs in quantum
cryptographic applications [52]. Techniques such as the decoy state protocol have
partially mitigated the main limitation of PDSs in quantum cryptography, namely
the trade-off between brightness and multi-photon emission [15, 50]. As a result,
the performance of QKD is not heavily dependent on multi-photon contributions,
allowing more affordable sources, such as attenuated lasers, rather than relying on
high-performance single-photon sources. The example of decoy state protocols or
optimizing the average photon number µ nicely illustrates how a good understand-
ing of hardware, which is mostly imperfect, can improve the quantum algorithm
performance [134].

9.1 The advantages of quantum dots in quantum

cryptography

In this work, we have compared the performance of QDs and PDSs in the
main QKD protocols, see the Ch. 5 and Ch. 6. In the standard BB84 QKD
protocol without decoy states, QDs can outperform SKR achievable with PDSs
for both low and high communication link losses, due to their high single-photon
purity. In the high-losses scenario, QDs can achieve a SKR more than two orders
of magnitude higher than what is attainable with PDSs. However, the situation
changes significantly when decoy states are used. With decoy state protocols, the
impact of multi-photon components on security is minimized, making QDs less
advantageous compared to PDSs. Only QDs with high brightness (around 35 %)
can achieve a higher SKR and an ideal QD with brightness close to unity can
deliver SKR approximately three times higher than the theoretical limit of PDSs.

Given that the decoy-state method significantly enhances PDSs performance
in QKD protocol, it was worth exploring whether similar benefits could be realized
for QD-based implementations. We investigated this with InAs QD emitting in
the telecommunication C-band, see the Ch. 7 and Ch. 8. Our findings indicate
that decoy state protocols offer a minimal advantage for QD-based QKD systems.
Under reasonable loss conditions (below < 30 dB), standard QKD protocols using



CHAPTER 9 • CONCLUSION AND FUTURE CHALLENGES

140

QDs achieve higher SKR than those using decoy states. This is caused by the
additional losses from the variable attenuator. In the case of PDSs these losses
can be easily compensated by increasing the average photon number, µ. However,
QDs, being single-photon sources, do not allow for adjustments to the emitted
photon-number statistics in the same way.

QDs can be excited by various coherent and incoherent excitation schemes,
which differ in emitted single-photon statistics, brightness, photon indistinguisha-
bility, PNC, and other factors. Therefore, the performance of QDs in quantum
cryptography protocols is highly dependent on the chosen excitation scheme, where
the optimal scheme is determined by the specific protocol. One of the advantages
of QDs in quantum cryptography is the possibility of generating mixed states in
the Fock basis directly by the single-photon source. This allows the source to be
used directly in protocols that require zero PNC in the generated photonic state,
without a need for active phase scrambling. This holds the promise of achiev-
ing higher communication rates, which will not be limited by the speed of active
phase scrambling methods combined with the low values of average photon number
µ required due to fundamental PDSs photon-number statistics, but only by the
single-photon sources, detectors, and control electronics. On the other hand, some
excitation schemes, such as RE or sTPE, allow for the generation of pure states in
the Fock basis and can be used in protocols where a phase reference is required,
namely TF-QKD and MP-QKD.

Off-resonant excitation schemes, such as LA and LA-TPE, are highly appealing
for the future implementation of QDs in deployed communication networks [276].
These schemes exhibit high robustness against environmental fluctuations and al-
low for efficient spectral filtering of the residual pump. We studied LA pumped
InAs QD emitting in the telecommunication C-band as a source for the QKD pro-
tocol. Our results showed that the emitted photon number statistics can be tuned
by adjusting the excitation power and the spectral detuning of the pump field from
the excitonic level to maximize the SKR for given protocol losses, see the Ch. 8. A
similar method is used in PDSs implementations, where the average photon num-
ber µ is adjusted according to the losses to maximize the SKR, as higher losses
require lower multi-photon contributions [134].

Implementing QDs in QKD protocols presents challenges due to the necessity
for an ideal excitation scheme, optimized pump conditions, and a QD with suffi-
cient collection efficiency. Despite these challenges, QDs can surpass the theoretical
SKR limit for PDSs and potentially achieve higher communication rates, that are
limited by phase-scrambling modulators. One significant follow-up of our work
was provided by Prof. Jian-Wei Pan group, in which they first experimentally
overcame the maximal SKR for PDSs by implementing a QD in a QKD proto-
col [320]. The performance of QDs dramatically changes in quantum primitives
based on parties that don’t trust each other, such as QT, QBC, and QCF. In
these protocols, implementing the decoy states technique is not always possible,
making the minimal multiphoton component crucial for achieving high security.
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In these scenarios, the excitation schemes do not generate PNC in the emitted
photonic state, reaching higher performance. Generally, we stress the performance
of TPE, which shows high single-photon brightness with an ultra-low multiphoton
component and generates PNC only between even photon number components,
produced as photon pairs from the exciton-biexciton cascade. Thus, if we use only
one of these two photons, we obtain a mixed state in the Fock basis with single-
photon purity almost equal to unity. The TPE scheme in our study outperforms
all other studied excitation schemes (RE, LA) in all studied mistrustful quantum
cryptography primitives, see the Ch. 6.

In the example of QT, we see basic characteristics that differentiate QDs from
PDSs in security analyses for most quantum primitives. The security figure of
merit, such as the protocol noise tolerance in QT, is almost linearly dependent on
the source efficiency, unlike PDSs, where it reaches a maximum for ideal source
efficiency and then starts decreasing. This allows us to run the protocols with
highly efficient single-photon sources and achieve higher communication rates. In
the case of QT, the noise tolerance achieved by a QD under TPE is more than
twice as high as the maximum achieved by PDSs.

Even more outstanding performance of QDs can be observed in strong QCF
and QBC protocols. In the case of strong QCF, QDs achieve a quantum advantage
in terms of bias even for high source efficiencies, which can be sixteen times higher
than the maximum usable efficiency of PDSs, maintaining this advantage over long
communication distances up to 86 km of single-mode telecommunication fiber at
1550 nm. A significant increase in communication distance can also be achieved
by implementing QDs in the noisy storage QBC protocol, where QDs can stay
over the security threshold up to approximately 54 km, compared to PDSs, which
maintain security only up to around 10 km of single-mode at 1550 nm.

9.2 Practical challenges in utilizing quantum dots as usable

sources

In general, QDs enable high communication rates and long communication
distances while maintaining a high level of security for individual quantum crypto-
graphic primitives. This makes a compelling case for considering QDs as the core
hardware for future long-distance quantum networks. Additionally, proper opera-
tion of many components of the coming quantum internet, such as all-optical quan-
tum repeaters, quantum switches, and quantum memories requires high single-
photon purity, which QDs straightforwardly provide.

On the other hand, PDSs offer high technological readiness, robustness against
environmental fluctuations, room temperature operation, and low-cost determinis-
tic production, making them the leading sources in modern quantum cryptography,
despite not being ideal single-photon sources [14]. The recent progress in the de-
terministic production of QDs and effectively coupling the single-photon sources
directly to single-mode fibre [83,84] or a photonic structure [55,56,78–82] is steadily
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pushing QDs toward readiness for real-life applications. The biggest limitation of
QDs is the need for cryogenic temperatures. However, the efficient fibre-coupled
QD single-photon sources nowadays allow the operation of many of them within
one cryostat. In such setups, QDs can be deterministically grown so that their
wavelengths vary, enabling individual sources to occupy specific channels of spec-
tral demultiplex channels in the future quantum network. Off-resonant excitation
schemes, such as LA, will also allow efficient spectral filtering based on fiber Bragg
gratings. Such a system can then serve as the core hardware in a data centre of the
quantum internet, providing photonic qubits for the rest of the network. Another
approach to surpassing the need for cryogenic temperatures is developing QDs
that operate at higher temperatures, achievable by small and affordable Stirling
coolers. InAs QDs based on an InGaAs metamorphic buffer layer emitting in the
telecom C-band can be interesting sources for these applications, as they exhibit
a deep confinement potential, typically spanning several hundreds of millielectron
volts. Therefore, the emitted photon-number statistics are relatively insensitive to
temperature fluctuations up to 30 K [61,236].

9.3 Vision for quantum dots in future quantum networks

Nowadays, the quantum communication community often discusses the concept
of a hybrid quantum internet, which combines different technologies tailored to the
needs of individual users, integrated via quantum interconnections [27,321,322]. At
first, we can simply divide the quantum internet into metropolitan networks and
long-distance networks, with the latter serving as connections between metropoli-
tan ones. Metropolitan networks are characterized by small communication dis-
tances and a high number of public users. To ensure accessibility of quantum
internet to the general public, PDSs, such as attenuated lasers, are ideal sources
for these metropolitan networks due to their good performance over short com-
munication distances [14]. However, long-distance networks require high commu-
nication rates, long-distance reach, and compatibility with quantum repeaters,
switches, memories, or quantum servers. For these applications, high-quality
single-photon sources are essential, and QDs are considered a strong candidate
for this role [307,323].

The biggest challenge in the coming years will be developing efficient quantum
interconnections [321] capable of connecting QDs, PDSs, and quantum memories
to merge metropolitan networks and long-distance connections into a single, uni-
form quantum internet. These interconnections will need to align photons from
different platforms in the spectral and temporal domains. Recent advancements
in polarization-maintaining quantum frequency conversion [216, 217, 324, 325] and
time lensing techniques [326–328] show significant progress toward achieving this
goal. While QDs are unlikely to replace PDSs in metropolitan quantum communi-
cation applications, they will likely become a reliable building block of the future
long-distance quantum internet.



A
APPENDIX: Mathematical tools for

quantum cryptography

This appendix provides a concise overview of the mathematical tools and se-
curity analyses for quantum cryptography primitives with PDSs and QDs. The
toolkit described here was used to derive results presented in Ch. 5 and Ch. 6. The
text of the appendix is based on the supplementary material of our publication [52].

A.1 Semidefinite programming

Quantum theory relies on linear algebra. In quantum cryptography, security
analyses frequently involve optimizing over semidefinite positive objects to identify
the adversary’s optimal cheating strategy. These objects often take the form of
density matrices, measurement operators, or more broadly, completely positive
trace-preserving (CPTP) maps. Semidefinite programming offers an appropriate
framework for this task, enabling optimization over semidefinite positive variables
while adhering to linear constraints.

A semidefinite program may be defined as a triple
(

Λ, F̂ , Ĉ
)

where Λ is a

Hermitian-preserving CPTP map, and F̂ and Ĉ are Hermitian operators defined
in complex Hilbert spaces HF and HC , respectively. We start by defining a max-
imization problem, which will serve as our primal problem. The primal problem

maximizes a primal objective function defined as Tr
(
F̂  X̂

)
, where X̂ is positive

semidefinite variable and the given set of linear constraints is expressed as a func-
tion of Ĉ

maximize Tr
(
F̂  X̂

)

s.t. Λ(X̂) = Ĉ

X̂ ⩾ 0 .

(A.1-1)

The operator X̂ which maximizes the primal objective function within given con-
straints is the primal optimal solution if it exists, and the corresponding value of

Tr
(
F̂  X̂

)
:= sp is the primal optimal value.

In a semidefinite program, we can define a dual minimization problem asso-
ciated with each primal maximization problem. Effectively, the new variable(s)
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of the dual problem may be understood as the Lagrange multipliers for the con-
straints of the primal problem, where one variable of the dual problem is always
associated with one constraint of the primal problem. The dual problem associated
with (A.1-1) reads as

minimize Tr
(
Ĉ Ŷ

)

s.t. Λ∗(Ŷ ) − F̂ ⩾ 0

Ŷ = Ŷ  .

(A.1-2)

Similarly to the primal problem, the operator Ŷ which minimizes the dual objective

function Tr
(
Ĉ Ŷ

)
within the given constraints, if it exists, is the dual optimal

solution, and the corresponding value of the dual objective function is the dual
optimal value donated as sd.

The Lagrange multiplier method enables the identification of local extrema for
a constrained function. Consequently, the optimal value sp of the primal problem
serves as an upper bound for the optimal value sd of the dual problem, while the
optimal value of the dual problem serves as a lower bound for that of the primal.
This property is known as weak duality and can be expressed as

sp ⩽ sd . (A.1-3)

However, in many quantum-cryptographic applications, our goal is to verify that
the upper bound derived in the primal problem is tight. This means ensuring that
the local maximum is indeed a global maximum for the objective function. The
dual problem will help to prove this when there exists a strong duality

sp = sd . (A.1-4)

A.2 Security of quantum cryptography primitives

This chapter provides a comprehensive overview of security proofs for each
quantum cryptography primitive. Initially, we will provide a summary of the
established toolkit for PDSs, followed by the adaptation of security analysis for
QDs. The updated security toolkit for QDs was developed and presented in our
publication [52].

A.2.1 Security of BB84 quantum key distribution

A.2.1.1 With Poisson-distributed sources

We used practical security analysis of BB84 QKD protocol from [15, 134, 283] in
versions with and without decoys states. All the equations to calculated gain,
QBER and SKR are summarized in Ch. 2.2.3.4 and Ch. 2.2.3.5.
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A.2.1.2 With quantum dot sources

For QDs with collection efficiency ¸, we simply replace the Pµ(k) photon num-
ber coefficients in Eqs. 2.2-29, 2.2-31, 2.2-35 and 2.2-36 by the following P¸(k)
coefficients

P¸(0) = p0 + p1 (1 − ¸) + p2 (1 − ¸)2 ,

P¸(1) = p1¸ + p2

[
1 − ¸2 − (1 − ¸)2

]
,

P¸(k ⩾ 2) = 1 − P¸(0) − P¸(1) ,

(A.2-1)

where {pn} are the photon number populations from Eq. 5.1-18.

A.2.2 Security of twin-field quantum key distribution

A.2.2.1 With Poisson-distributed sources

The decoy method discussed in Ch. 2.2.3.5 can also be applied in TF-QKD, which
implies that Alice and Bob must both randomize their pulses’ global phase. How-
ever, a shared global phase reference must be established between the two parties
at some point during the protocol without revealing any information to Charlie.
In [115], the proposed method is for Alice and Bob to agree on a fixed number
of global phase slices m, equally splitting the interval [0, 2Ã), from which they
uniformly sample a global phase for each state. After Charlie discloses the mea-
surement outcomes, they reveal the chosen phase slice and sift the raw key in such
a way that they keep only the elements for which their chosen phase slices match.
Although this method may potentially leak information to eavesdroppers, alterna-
tive variants providing additional security measures have been proposed [329,330].

In this context, the SKR for TF-QKD is akin to that derived in Eq.2.2-30 for
standard decoy QKD, with a few modifications. Firstly, the channel transmittance
¸t in Eq.2.2-28 must be corrected to

√
¸t, since each optical pulse travels only half

the distance between Alice and Bob. This gives the following expression for the
yield

Y
(TF )
k = Y0 + (1 − Y0)

[
1 − (1 − ¸d

√
¸t)

k
]
. (A.2-2)

Then, an extra factor, dependent on the number of chosen phase slices m and the
duty cycle d of quantum vs. classical signals, must be added to correct the key
rate. This factor reads d

m
. Finally, the intrinsic error rate es generated by the finite

phase slicing must be taken into account on top of the overall setup alignment error
ed.This provides the following modified expression for the TF-QKD SKR [115]

SKR(TF )
⩾

d

2m

[
Q

(TF )
1

(
1 −H2

(
e
(TF )
1

))
− fQ(TF )

µ H2

(
E(TF )

µ

)]
, (A.2-3)

where H2(x) is Shannon binary entropy as it was defined by Eq. 2.2-17 and the
other variables are defined as follows
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Q
(TF )
k = Y

(TF )
k Pµ(k) , (A.2-4)

Q(TF )
µ =

∞∑

k=0

Q
(TF )
k , (A.2-5)

e
(TF )
k =

e0Y0 + (ed + es)
[
1 −

(
1 − ¸d

√
¸t
)k]

Y
(TF )
k

, (A.2-6)

E(TF )
µ =

1

Q
(TF )
µ

∞∑

k=0

e
(TF )
k Q

(TF )
k . (A.2-7)

A.2.2.2 With quantum dot sources

Same as for BB84 QKD protocol, in the case of QDs with collection efficiency ¸, we
simply replace the Pµ(k) photon number coefficients in Eq. A.2-3 by the following
P¸(k) coefficients:

P¸(0) = p0 + p1 (1 − ¸) + p2 (1 − ¸)2 ,

P¸(1) = p1¸ + p2

[
1 − ¸2 − (1 − ¸)2

]
,

P¸(k ⩾ 2) = 1 − P¸(0) − P¸(1) ,

(A.2-8)

where {pn} are the photon number populations from Eq. 5.1-18.

A.2.3 Security of unforgeable quantum tokens

The security analysis of unforgeable quantum tokens is based on the semidef-
inite programming method described in Ch. A.1 followed by Choi’s theorem on
completely positive maps [331–333].

A.2.3.1 Unforgeability analysis for quantum tokens

We assume here quantum unforgeable token protocol as was described in [122],
and we extend its security analysis to the QDs framework. A successful forging
attack is one in which two copies of the QT state are simultaneously accepted at
two spatially separated verification points, in the following analysis we will call
these copies token 1 and token 2. Let Λ be the optimal adversarial map which
produces two copies (defined in H1 ¹H2) of the following original quantum token
state living in Hini

Ä̂ini =
1

4

3∑

k=0

Ã̂
(¸,ϕ)
k , (A.2-9)

where the set {Ã̂(¸, ϕ)k} contains either the fixed-phase coherent states from Eq. 5.1
-21, the randomized phase coherent states given by Eq. 5.1-24, the QD states
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exhibiting number coherence described by Eq. 5.1-32, or the quantum dot states
without number coherence from Eq. 5.1-34. The superscripts (¸, ϕ) serve as a
reminder that these states depend on the PDS average photon number µ or QD
collection efficiency ¸, and encoding phase ϕ.

This proof makes use of the existence of a squashing model for the measurement
setup [334]. Essentially, it allows expressing the infinite-dimensional measurement
operators in a 3-dimensional space spanned by {|0ð , |1ð , |∅ð}, by imposing a con-
dition on the terminal’s postprocessing, consisting of assigning a random mea-
surement outcome |0ð or |1ð to any double click, and declaring a |∅ð flag when
no detection is registered. The probability that a verifier declares an incorrect
measurement outcome for token 1 is given as

V1 = Tr

3∑

k=0

(
1

2
|´§

k ð ï´§
k | ¹ 1

)
Λ

(
1

4
Ã̂
(¸,ϕ)
k

)
, (A.2-10)

while that for token 2 reads as

V2 = Tr
3∑

k=0

(
1¹ 1

2
|´§

k ð ï´§
k |
)

Λ

(
1

4
Ã̂
(¸,ϕ)
k

)
, (A.2-11)

where |´kð is the squashed qubit associated with the original state Ã
(¸,ϕ)
k , i.e. |´0ð =

|+ð, |´1ð = |+ið, |´2ð = |−ð, |´3ð = |−ið, and |´§
k ð is its orthogonal qubit state.

The factor 1
4 indicates that each Ã̂k is equally likely to occur, while 1

2 accounts
for the verifier’s random measurement basis choice. Using Choi’s theorem, we

may rewrite these expressions as V1 = Tr
(
Ê1(µ)J(Λ)

)
and V2 = Tr

(
Ê2(µ)J(Λ)

)
,

where Ê1(µ) and Ê2(µ) are the error operators defined by

Ê1(µ) =
1

4

3∑

k=0

1

2
|´§

k ð ï´§
k | ¹ 1¹ Ã̂

(¸,ϕ)
k ,

Ê2(µ) =
1

4

3∑

k=0

1¹ 1

2
|´§

k ð ï´§
k | ¹ Ã̂

(¸,ϕ)
k .

(A.2-12)

Following a similar method, the probability that verifier 1 (resp. 2) regis-

ters a no-detection event for a token 1 (resp. 2) reads Tr
(
L̂1(µ)J(Λ)

)
(resp.

Tr
(
L̂2(µ)J(Λ)

)
), where L̂1(µ) and L̂2(µ) are the loss operators, which contain

the projection onto the state |∅ð:

L̂1(µ) =
1

4

3∑

k=0

|∅ð ï∅| ¹ 1¹ Ã̂
(¸,ϕ)
k ,

L̂2(µ) =
1

4

3∑

k=0

1¹ |∅ð ï∅| ¹ Ã̂
(¸,ϕ)
k .

(A.2-13)
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We now search for the optimal cloning map Λ that minimizes the noise that the
adversary must introduce for both tokens given a fixed combined channel and
detection losses l. We cast this problem in the following semidefinite program for
a card with a single state,

min Tr (E1(µ)J(Λ))

s.t. TrH1¹H2
(J(Λ)) = 1Hini

Tr (E1(µ)J(Λ)) ⩾ Tr (E2(µ)J(Λ))

Tr
(
L̂1(µ)J(Λ)

)
⩽ l

Tr
(
L̂2(µ)J(Λ)

)
⩽ l

J(Λ) ⩾ 0 .

(A.2-14)

The first constraint imposes that Λ is trace-preserving, the second imposes that
the error rate measured for token 1 is at least equal to the one measured for token

2, the third and fourth impose that the losses measured for tokens 1 and 2 do
not exceed the expected honest losses, and the fifth imposes that Λ is completely
positive.

Using similar techniques to [122], it can be shown that this lower bound is
in fact optimal, and that the adversary does not succeed better by performing a
general attack on the full tensor product of the N states contained in the token.

A.2.4 Security of quantum strong coin flipping

We focus here on the quantum strong coin flipping protocol from [110], and
additionally study the effect of photon number coherence on the protocol bias in
the security proof.

A.2.4.1 Dishonest Alice

Since dishonest Alice can send any arbitrary quantum state to honest Bob, the
corresponding security proof does not depend on the emitted PDS or QD state
but depends only on the parameter encoding y imposed by the protocol, which
was defined by Eq. 2.2-4. We assume here that Dishonest Alice aims to influence
the coin flip outcome in favour of x = 0, aligning with b = c. Here, c represents a
random bit encoded in the quantum state by Alice, and b is a random classical bit
transmitted by Bob to Alice, as detailed in Chapter 2.2.2.3. Note that the security
analysis proceeds similarly for outcome x = 1 with b ̸= c.

From [110], dishonest Alice’s optimal strategy consists of sending the state

|Φ(y)
³,cð that maximizes the average probability of revealing (³ = 0, c = 0) and

(³ = 1, c = 1) or of revealing (³ = 1, c = 0) and (³ = 0, c = 1), where ³
denotes the encoding basis. Note that these four pairs yield a better cheating

strategy than the other pairs, since the states in the pairs {|Φ(y)
0,0ð , |Φ

(y)
1,1ð} and

{|Φ(y)
1,0ð , |Φ

(y)
0,1ð} have a larger overlap than the states in the pairs {|Φ(y)

0,0ð , |Φ
(y)
0,1ð}
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and {|Φ(y)
1,0ð , |Φ

(y)
1,1ð}, for more intuition see the states’ graphical representation at

Fig. 2.4.
Following the arguments from [110, 126], dishonest Alice’s optimal cheating

strategy is to create an entangled state, of which she sends one half to Bob and
saves the second half. She waits for his measurement and declaration of classical
data and finally measures her part of the state to decide which outcome she reveals.
This yields the following upper-bound on Alice’s cheating probability

Pbias
A ⩽

3

4
+

1

2

√
y(1 − y). (A.2-15)

A.2.4.2 Dishonest Bob: without photon number coherence

In general, dishonest Bob’s optimal cheating strategy involves some form of dis-
crimination problem, in which he tries to identify which state was sent by Alice
from a known and pre-agreed set of states. The works from [110,117,335] provided
a practical security analysis for PDSs, with the crucial assumption that no coher-
ence is present in the photon number basis. Consequently, we can apply these
security assessments to RP PDSs, as well as to LA and TPE QD. However, for
RE QDs, it becomes necessary to extend the security analysis to account for the
presence of PNC in the states generated by Alice.

To upper bound Bob’s cheating probability without PNC, we use the expression
derived in [110], noting that it may not be a tight upper bound. However, this does
not compromise the security of the protocol, as it only increases dishonest Bob’s
power. Similarly to dishonest Alice, we assume that dishonest Bob wishes to bias
the flip outcome towards x = 0, corresponding to b = c. Note that the security
analysis proceeds similarly for outcome x = 1 with b ̸= c. As a brief summary, the
cases in which Bob cannot perfectly cheat, considered in [110], are the following:

• A1: Alice sends only vacuum states, with probability:
P (A1) = PN

x (0).

• A2: Alice sends at least one single-photon pulse, and vacuum states, with
probability:
P (A2) = (Px(0) + Px(1))N − PN

x (0).

• A3: Alice sends one two-photon pulse, and vacuum states, with probability:
P (A3) = NPx(k ⩾ 2)PN−1

x (0).

• A4: Alice sends one two-photon pulse, at least one single-photon pulse, and
vacuum states, with probability:

P (A4) = NPx(k ⩾ 2)
(

(Px(0) + Px(1))N−1 − PN−1
x (0)

)

where {Px(k)} are the PDS coefficients from Eq. 5.1-25 for x = µ or the QD
coefficients from Eq. (A.2-1) for x = ¸.
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Assuming no coherence in photon number basis, Bob’s cheating probability can
be upper-bounded individually for each of the four cases [110]. In case A1, Bob’s
optimal strategy involves declaring a random bit b′, which will make him success-
fully bias the coin towards his desired outcome with probability P (b′|A1) = 1/2. In
case A2, Bob’s optimal strategy consists of performing a Helstrom measurement to
distinguish the quantum state, which is successful with probability P (b′|A2) = y.
In case A3, Bob’s optimal cheating strategy also reads P (b′|A3) = y. In case A4, an
optimization must be performed to find the best set of discrimination measurement
operators within the full spectrum of conclusive and inconclusive measurements.
This allows to upper bound his cheating probability as P (b′|A4) ⩽ −2y2 + 4y − 1
[110].

Summing the contributions from all four cases, and assuming that Bob can
cheat with a probability 1 in all other cases, provides the final upper bound

Pbias
B ⩽

4∑

i=1

P (Ai)P
(
b′|Ai

)
+

[
1 −

4∑

i=1

P (Ai)

]
× 1. (A.2-16)

A.2.4.3 Dishonest Bob: with photon number coherence

Extending the security proof to account for PNC in a photonic state generated by
RE QDs is challenging. In contrast to the previous subsection, the security analysis
cannot be broken down into independent components conditioned on the outcome
of a photon number measurement. Dishonest Bob can exploit the presence of
coherence to execute more comprehensive discrimination attacks.

We note that Bob’s aim is to discriminate between the following two states
sent by honest Alice with equal probabilities, in such a way that the outcome of
the flip is optimally biased towards x = 0:

Ã̂
(y,¸,ϕ)
0 =

1

2

(
Ã̂
(y,¸,ϕ)
0,0 + Ã̂

(y,¸,ϕ)
1,0

)

Ã̂
(y,¸,ϕ)
1 =

1

2

(
Ã̂
(y,¸,ϕ)
0,1 + Ã̂

(y,¸,ϕ)
1,1

)
.

(A.2-17)

There exists a broad spectrum of discrimination measurements, which may be
characterized by a set of parameters {pconc, pcorr} [126]. The first parameter, pconc,
represents the probability that implementing the POVM will result in a conclusive
outcome, indicating that one state from the pre-agreed set was identified. The
second parameter, pcorr, denotes the probability that this outcome is correct, con-
firming that the identified state is indeed the one which was sent by Alice. Fully
conclusive measurements have pconc = 1, but typically exhibit a non-unit probabil-
ity of correctness pcorr < 1 (depending on the set of states). Other measurements
may enhance pcorr by allowing some probability of inconclusive results pconc < 1.

Of course, Bob’s optimal discrimination strategy will involve optimizing over
these parameters for all N states, which is beyond our scope. Nevertheless, we
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show here how one powerful attack exploiting inconclusive measurement opera-
tors, known as USD [336,337], can already provide dishonest Bob with a cheating
advantage over states which do not exhibit PNC. Intuitively, a USD POVM will
return an outcome that is always correct (pcorr = 1), at the risk of getting an
inconclusive outcome with some probability pconc < 1. Since this attack yields
inconclusive outcomes instead of erroneous ones, Bob can repeatedly perform the
same attack on each state until the outcome is conclusive, in which case he has
identified Alice’s state without any error. If, after (N − 1) states, the attack is
still inconclusive, he may then perform a conclusive minimum-error discrimination
measurement on the last state, with pcorr < 1 and pconc = 1, whose maximum
success probability is given by the Helstrom bound [338].

To derive Bob’s cheating probability in this case, we must first justify that
USD is possible for our set of states. This entails confirming the existence of a
USD attack that provides a non-zero probability of successfully identifying the
state sent by Alice. For this, it suffices to note that the kernels associated with the

states Ã̂
(y,¸,ϕ)
0 and Ã̂

(y,¸,ϕ)
1 living in the full photon space are both non-zero [336].

Although this is enough to derive an upper bound on the success of the USD
measurement, i.e. on the value of pconc, we must find a bound that is tight in
order to provide a meaningful comparison with the over-estimated bounds from
Eq. A.2-16. For this, we once again use the semidefinite programming techniques
introduced in Ch. A.1. We extend the pure state treatment from [339] and the
discrimination problem from [340] to recast dishonest Bob’s search for the optimal
USD strategy:

max
1

2

[
Tr

(
M̂0Ã̂

(y,¸,ϕ)
0

)
+ Tr

(
M̂1Ã̂

(y,¸,ϕ)
1

)]

s.t. Tr
(
M̂0Ã̂

(y,¸,ϕ)
1

)
= 0

Tr
(
M̂1Ã̂

(y,¸,ϕ)
0

)
= 0

M̂0 + M̂1 + M̂inc = 1

M̂0, M̂1, M̂inc ⩾ 0 ,

(A.2-18)

where M̂0 and M̂1 are the POVM operators which identify the states Ã̂
(y,¸,ϕ)
0 and

Ã̂
(y,¸,ϕ)
1 , respectively, and M̂inc is the POVM operator yielding an inconclusive

outcome. All three operators serve as the optimization variables. The first two
constraints ensure that the optimal POVM operators identify the correct state with
zero error probability. Similarly to unforgeable quantum tokens, the tightness of
this upper bound can be shown by using strong duality, see Ch. A.1 and [340].

We label Bob’s optimal USD cheating probability coming from the solution of
the semidefinite program given by Eq. A.2-18, as PUSD. On the other hand, the
probability of a successful Helstrom measurement is given by [338]

PHEL =
1

2
+

1

4
||Ã̂(y,¸,ϕ)

0 − Ã̂
(y,¸,ϕ)
1 ||1 , (A.2-19)
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where || » ||1 denotes the Schatten 1-norm.
Since Bob performs the same USD based attack on each of the (N − 1) states

sent by Alice, followed by a Helstrom measurement on the Nth state, we can finally
upper-bound his cheating probability as

Pbias
B ⩽

[
1 − (1 − PUSD)N−1

]
× 1 + (1 − PUSD)N−1 × PHEL . (A.2-20)

A.2.5 Security of quantum bit commitment

We focus on the quantum bit commitment protocol from [16], under the bounded
storage assumption. This assumption strategically sidesteps the no-go theorem for
two-party computations [128,129] by imposing limitations on dishonest Bob’s stor-
age capabilities. Specifically, he is allowed to store only S out of the N quantum
states transmitted by honest Alice, within a time frame not exceeding ∆t. Simi-
lar to the BB84 QKD discussed in Chapter 2.2.3.4, the practical security analysis
assumes that states emitted by honest Alice exhibit no coherence in the photon
number basis. Consequently, we exclusively consider RP PDS and LA/TPE QD.
In this context, we adopt here the conditions provided in the supplementary In-
formation of [16] for a 3ϵ-secure quantum bit commitment implementation, where
ϵ is a fixed parameter which upper-bounds the occurrence of bad events, governed
by the Hoeffding inequality.

In a nutshell, the practical bit commitment protocol is constructed from a weak
string erasure sub-routine with errors (WSEE) [341], which is defined by a set of
parameters (N,¼, ϵ, e). WSEE provides Alice with a bit string XN and Bob with
a randomly chosen subset I ∈ [N ] and a substring X̃I . This substring is given
by the substring XI (the bits of XN corresponding to the indices in I) passed
through a binary symmetric channel that flips each bit of XI with probability e.
The security statements then read as follows:

• If Alice is honest, then the amount of information a Dishonest Bob holds
about XN is limited. Specifically, the ϵ-smooth min-entropy of XN condi-
tioned on a Dishonest Bob’s information is lower bounded by a value ¼.

• If Bob is honest, then Alice does not have any information I. That is, Alice
does not learn which bits of XN are known to Bob.

Essentially, losses allow Dishonest Bob to discard a fraction of single-photon
detection events, and keep more multiphoton events so that his chance of guessing
XN correctly is increased. The resulting min-entropy rate ¼ can thereby be cal-
culated as a function of experimental parameters {Px(k)} and {P(x¸c)(k)}, where
{Px(k)} are the PDS coefficients from Eq. (5.1-25) for x = µ or the QDcoefficients
from Eq. (A.2-1) for x = ¸, and {P(x¸c)(k)} are defined similarly, only with an
extra channel transmission factor ¸c multiplying x to account for honest losses.

Following Lemma 12 from the Supplementary Information of [16], given an ex-
perimental error rate e, channel losses ¸c, fixed parameters ϵ and (´, µ) ∈ (0, 0.01],



A.2. SECURITY OF QUANTUM CRYPTOGRAPHY PRIMITIVES

153

and considering a Dishonest Bob with bounded storage size S, we define the fol-
lowing parameters

m2 = Px(1) − P(x¸c)(0) + Px(0) − 3µ ,

m3 = 1 − P(x¸c)(k) ,

L′ = max
s∈(0,1]

−1

s
[log (1 + 2s) − 1 − s] − 3ϵ

s
,

¶ = 2
e + ´√

1−2´

1 − 4
√

5´
,

¼ = H2(¶) + 3´2 ,

M1 =
1

2µ2
log

2

ϵ
,

M2 =
log 1

ϵ

ϵ m2
,

M3 =
log 2

ϵ

(m3 − µ)´2
,

M4 =
S

m2L′ −m3¼
,

(A.2-21)

where H2(x) is Shannon binary entropy defined for 0 < x ⩽ 1 by Eq. 2.2-17. For
security to hold in a practical implementation, the following condition must hold

m2L
′ −m3¼ > 0 . (A.2-22)

If Eq. A.2-22 is true, then quantum bit commitment under the bounded storage
model can be implemented 3ϵ-securely by using a randomly constructed error-
correcting code, whenever the number of states sent by Alice

N > max{M1,M2,M3,M4}. (A.2-23)





B
APPENDIX: Photon-number

optimization via variable attenuation

For QKD implementations using WCSs, the mean photon number must be
optimized for each protocol efficiency to achieve the maximum possible SK [134].
In Chapter 2.2.3.4, we discussed that the optimal mean photon number is approx-
imately equal to the protocol efficiency µopt ≈ ¸. Here, we will apply a similar
approach to QDs, where the final source brightness can be controlled using a vari-
able attenuator to optimize the achievable SK [316].

The equation to calculate the gain, QBER, and SK of the QKD protocol with-
out decoy states were derived in Ch. 2.2.3.4, following the approaches in [134].
These calculations are based on the estimated photon-number probabilities pk. To
include the variable attenuation to our QD single-photon source we will use the
approach of the variable BS, which was derived in Ch. 5.1.5.2 and Ch. A.2.1.2.
The photon-number probabilities are then given as

p0(¸att) = p0 + p1(1 − ¸att) + pm(1 − ¸att)
2 ,

p1(¸att) = p1¸att + pm(1 − ¸2att − (1 − ¸att)
2) ,

pm(¸att) = 1 − p0(¸att) − p1(¸att) ,
(B.0-1)

where pm = pk>1 is multi-photon probability, ¸att is the probability to transmit a
photon and we assumed p2 k p3. Using the modified set of pk(¸att), we follow the
approach outlined in Chapter 2.2.3.4 to calculate the SK. For each communication
distance, we optimize the SK over ¸att to evaluate the full potential of a given QD.
The results, shown in Fig. B.1, compare the QD used in our publication [99] with
the idealized QD single-photon source.

We see that for our source parameters (B = 2.5 %, g(2)(0) = 4.3 %) as reported
in [99], the SK achievable at the QD’s maximum brightness closely aligns with
the point-wise optimized SK. This is because the experimental brightness was
already low, and further optimization through attenuation would decrease the
effective brightness (Beff(¸att) = p0(¸att) + p1(¸att) + pm(¸att)), therefore reduce
the maximum communication distance and the SK at shorter distances.

However, if we consider a QD with ideal brightness (B = 100 %) and the
same single-photon purity characterized by a second-order correlation function
g(2)(0) = 4.3 %, the advantages of adjusting attenuation according to channel loss
become evident, as shown in Fig.B.1 (b). The enveloping curve, the point-wise
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Figure B.1: Secure key bits per pulse over distance for variable signal at-
tenuation. Including a variable attenuator in the sender’s setup can improve the
secure key bits per pulse at large distances. (a)-(b) The secure key bits per pulse
as a function of distance is displayed for six effective brightness values, Beff. The
thick, black line represents the attainable secure key bits per pulse for a point-wise
optimization of Beff. The dotted vertical line indicates the approximated maximum
distance according to Eq. 7.2-6. The dark-count probability Y0 = 1.6 · 10−6 and
purity of 95.7 % correspond to the experimental data at ideal brightness excita-
tion conditions. For (a) the maximum brightness B = 2.5 % corresponds to the
experimental value whereas for (b) an ideal brightness, B = 100 %, is assumed.
(c) Point-wise optimized curves for a set of {g(2)(0), Y0} highlighting the different
influences on the secure key bits per pulse. The parameters for all plots are: single-
photon detection error ed = 2 %, detection efficiency ¸d = 86 %, error-correction
code inefficiency f = 1.2, fiber attenuation ³ = 0.17 dB/km.
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optimized SK, can now be divided into three regions. For short communication
distances up to approximately 75 km, the highest SK is achieved with a non-
attenuated QD, as at low protocol losses, the SK is primarily determined by p1. In
the next region, continuous balancing of p1(¸att) and pm(¸att) is required to achieve
the optimal SK for a given communication distance. Finally, for long distances
beyond approximately 170 km, further attenuation fails to extend the maximum
distance, as the impact of dark counts becomes dominant.

In Fig. B.1 (a)-(b) we also identify the maximum communication distance
calculated by Eq. 7.2-6 where the brightness corresponds to the ideal long-distance
brightness. We see Eq. 7.2-6 overestimates the maximal distance over ∼ 30 km as
we discussed in Ch. 7.2.1.

We analyzed the impact of single-photon purity and detector dark-count prob-
abilities Y0 on the maximum SK, assuming an ideal QD brightness of B = 100 %.
The attenuation-optimized SK for different parameter sets is presented in Fig.B.1 (c).
The first inflection point is influenced by single-photon purity, given by the multi-
photon probability pm, see Eq. 3.0-25. Higher multi-photon probabilities cause
the SK to drop at shorter communication distances because the information leak-
age from multi-photon events becomes too significant to extract a SK from the
raw key. The point at which the SK drops a second time is influenced by both
studied parameters: single-photon purity and detector dark counts. At this stage,
the probability of signal clicks becomes comparable to that of dark-count clicks,
leading to a high error rate ϵ1. Overall, we observe that single-photon purity
has minimal impact on SK at short communication distances but enhances SK
at medium distances. When combined with a low dark-count probability, it also
significantly increases the maximum achievable communication distance dmax.
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[183] E. Schöll, L. Schweickert, L. Hanschke, K. D. Zeuner, F. Sbresny, T. Let-
tner, R. Trivedi, M. Reindl, S. F. Covre da Silva, R. Trotta, J. J. Finley,
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“On-demand single photons with high extraction efficiency and near-unity
indistinguishability from a resonantly driven quantum dot in a micropillar,”
Phys. Rev. Lett., vol. 116, p. 020401, 2016.
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Zusammenfassung

Quantenpunkt-basierte Einzelphotonenquellen sind von sehr hohem Interesse für Anwendun-
gen im der Bereich Quanteninformation, da sie in der Lage sind einzelne Photonen auf Bedarf
zu emittieren. Besonders in der Quantenkryoptographie ist diese Eigenschaft von großer Bedeu-
tung, da dort die Sicherheit jedes einzelnen kryptographischen Primitivs direkt mit den nicht-
klassischen Eigenschaften der Photonen verbunden ist. Eine hohe Helligkeit der Quellenist dabei
eine wesentliche Voraussetzung für sehr schnelle Quantenkommunikation, während eine nied-rige
Wahrscheinlichkeit für Multiphotonen minimalen Informationsverlust an potentielle Abhörer sich-
erstellt.

Diese Arbeit fokussiert sich auf die Untersuchung von Quantenpunkten als Einzelphotonen-
quellen für Quantenkryptographie und das zukünftige Quanteninternet. Wir simulieren die Dy-
namik eines Quantenpunkts innerhalb eines optischen Resonators unter drei grundlegenden op-
tischen Pumpmechanismen: resonante Anregung, LA Phononen-assistierte Anregung und Zwei-
Photonen Anregung. Wir bestimmen den optimalen optischen Pumpprozess für die wichtigsten
quantenkryptographischen Primitive und prüfen ihre Leistungsfähigkeit im Vergleich zu Pois-
sonverteilten Quellen, wie etwa abgeschwächte Laser oder Systeme basierend auf parametrischer
Fluoreszenz. Des Weiteren demonstrieren wir, dass Quantenpunkte durch die Einstellbarkeit der
Kohärenz in den emittierten Fockzuständen zusätzliche zusätzliche Sicherheitsvorteile bieten.

Wir führen eine experimentelle Untersuchung der nicht-trivialen Abhängigkeit von Helligkeit
und Reinheit vom spektralen Abstand sowie der Energie des Pumppulses durch. Die hier unter-
suchten C-Band Einzelphotonen wurden durch LA-Phononenassistierter Anregung von In(Ga)As
Quantenpunkten erzeugt. Dieses Schema zeigt eine niedrige Sensitivität gegenüber umfeldbed-
ingten Fluktuationen, wie Leistung, Polarisation und Wellenlänge der Anregung, und ermöglicht
eine hocheffiziente spektrale Filterung des restlichen Pumppulses von den emittierten Einzelpho-
tonen. Die emittierten Photonen zeigen eine niedrige Wahrscheinlichkeit für Multiphotonen-
events, hohe Helligkeit und keine Kohärenz in den Fockzuständen. Deshalb ist LA Phononen-
assistierte Anregung vielversprechend für Implementierungen von Quantenpunkten in Quanten-
netzwerken unter Praxisbedingungen. Wir definieren die optimalen optischen Anregungsbe-
dingungen für Quantenpunkte unter LA-Anregung, um die maximale sichere Schlüsselübertra-
gungsrate für Quantenschlüsselaustausch mit Einzelphotonen zu erreichen, und zeigen, wie die
optimalen Arbeitsbedingungen von den resultierenden Verlusten im Netzwerk abhängen.

Diese Arbeit fasst ebenso die Ergebnisse einer Implementierung des BBM92 Protokolls für
Quantenschlüsselaustausch über eine 350m lange, unterirdisch verlegte Glasfaser zusammen, wobei
verschränkte Photonenpaare verwendet werden, welche von GaAs Quantenpunkten, hergestellt
durch Tröpfchenepitaxie, unter Zwei-Photonen Anregung emittiert werden. Dabei demonstrieren
wir die Möglichkeit, Quantenpunkte für verschränkungsbasierte Protokolle zu verwenden, und
machen einen wichtigen, ersten Schritt für die Integration von Quantenpunkten in zukünftige
Quantenrepeaterschemata basierend auf Verschränkungsaustausch.

Wir unterstreichen die Notwendigkeit an die Anwendung angepasster Anregungsschemata
bei der Verwendung von Halbleiterquantenpunkten. Diese richten sich vornehmlich nach deren
Helligkeit, Einzelphotonenreinheit und Kohärenz in der Fockbasis. Wir stellen einen wichtigen
Leitfaden für die Optimierung von Quantenpunkten bereit, um deren Potential als Einzelphoto-
nenquellen für Quantenkryptographieprotokolle zu maximieren.
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