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Abstract

The behavior of language-model-based detectors of machine-generated text and the fea-
tures they might leverage for classification are not yet fully understood. To obtain
insights into the behavior of these detectors, one can apply the explanation methods
SHAP, LIME, and Anchor. These local explanation methods indicate which parts of an
input might be used by a detector for prediction. However, the quality of the result-
ing explanations has not been assessed in detail before. This thesis conducts the first
systematic evaluation of explanation quality for this task. The dimensions of faithful-
ness and stability are assessed with five automated metrics, and usefulness is evaluated
in a user study. SHAP, LIME and Anchor explanations are generated for decisions of
three existing language-model-based detectors on a dataset of ChatGPT-generated and
human-written documents.

SHAP performs best in terms of faithfulness and stability. LIME, perceived as most
useful by users, scores the worst in terms of user performance at predicting the detect-
ors’ behavior. Anchor, perceived as least useful by users, outranks LIME in terms of
performance in the user study. LIME and Anchor each fail to surpass a random baseline
on faithfulness, while SHAP surpasses the random baseline in both faithfulness experi-
ments.
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Kurzfassung

Das Verhalten sprachmodellbasierter Detektoren fiir maschinell generierten Text und die
Merkmale, die sie zur Klassifizierung nutzen konnten, sind noch nicht vollsténdig er-
forscht. Um Erkenntnisse iiber das Verhalten dieser Detektoren zu gewinnen, konnen die
Erklarungsmethoden SHAP, LIME und Anchor angewendet werden. Diese Methoden
konnen dariiber Aufschluss geben, welche Textstellen fiir die Entscheidung herangezogen
wurden. Die Qualitdt der entstandenen Erkléarungen wurde jedoch bisher nicht im De-
tail beurteilt. Diese Arbeit fiihrt die erste systematische Bewertung solcher Erklarungen
im Kontext dieser Problemstellung durch. Die Dimensionen faithfulness (originalgetreue
Abbildung des Entscheidungsprozesses) und stability (ausreichende Sensitivitdt und aus-
reichend deterministisches Verhalten) werden mit fiinf automatisierten Metriken bewer-
tet. Usefulness (Niitzlichkeit) wird mit Versuchspersonen evaluiert. SHAP-, LIME- und
Anchor-Erklarungen werden fiir Entscheidungen dreier sprachmodellbasierter Detektoren
erstellt. Hierfiir wird ein Datensatz aus ChatGPT-generierten und von Menschen ver-
fassten Dokumenten verwendet.

SHAP schneidet hinsichtlich faithfulness und stability am besten ab. LIME und Anchor
verfehlen jeweils eine Baseline in den zwei durchgefiihrten Experimenten zur faithfulness.
LIME wird von den Teilnehmenden als am niitzlichsten empfunden, fiihrt jedoch nicht
zu messbar besserem Abschneiden in einem Versuch, in dem das Verhalten des Detektors
vorhergesagt werden soll. Anchor, von den Versuchspersonen als am wenigsten niitzlich
empfunden, iibertrifft LIME in dieser Hinsicht.
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1. Introduction

Large language models, such as ChatGPT, produce output that is often virtually in-
distinguishable from human-written text. Their ability to generate human-like text at
an unprecedented scale allows for new forms of phishing, disinformation campaigns, and
academic fraud (Crothers et al.,[2023]). Recent work has proposed language-model-based
detection methods for machine-generated text (Solaiman et al., |2019; |Guo et al. 2023;
Mitchell et al., 2023)). These operate as black-box detectors: they provide no explan-
ations for their decisions. This is insufficient for applications that demand additional
evidence or when wrong decisions can result in major consequences, as would be the case
for detecting machine-generated text in academia.

To address this, explanation methods have been applied to such detectors (Mosca
et al. 2023; Liu et al., 2023c; [Yu et al, [2023), with the majority of papers using SHAP
(Lundberg and Lee| |2017) or LIME (Ribeiro et al., 2016)). Anchor (Ribeiro et al., 2018]),
a method that produces rule-based explanations, is first applied to these detectors in this
thesis. All three of these explanation methods produce local explanations that explain
single predictions (machine-generated or not) by locating relevant elements in the input
(words in the document that influenced the prediction).

This thesis aims to test three aspects that are particularly relevant in this context:
Explanations should accurately depict the detector’s behavior (faithfulness:
\Goldberg, |2020; |Ribeiro et al., 2016} |Alvarez Melis and Jaakkolal [2018]). They should be
sensitive enough and sufficiently deterministic (stability: |Alvarez Melis and Jaakkola,
2018; Lakkaraju et al., 2020; |[Nauta et al.| 2023), and be effective at communicating the
model’s decision process to users (usefulness: Hoffman et al., [2019; Doshi-Velez and|
2017).

The main reason that warrants a dedicated evaluation for the task at hand relates
to the common generation strategy of these methods: SHAP, LIME, and Anchor are
perturbation-based methods: They track how removing, replacing, or masking tokens
within a document influences a detector’s decision. Previous work was able to leverage
coherence metrics for classification (Frohling and Zubiaga, [2021}; Liu et al., 2023c; |Croth-|
ers et al., 2022; Liu et al., 2023a). Language-model-based detectors that exploit features
of this type might be sensitive to the removal or masking of tokens, which could impact
the quality of explanations.

This thesis aims to systematically evaluate how suitable these explanation methods are
for explaining the decisions of detectors of machine-generated text through automated
metrics and a user study. The aspects introduced above are tested with two existing
fine-tuned transformer-based detectors (Guo et all [2023; Solaiman et al., [2019) and a
zero-shot method (Mitchell et all 2023).

To inform experimental design, Chapter [2] compiles current research efforts in three
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areas: The detection of machine-generated text (Section , explanation methods and
their application to the problem and, finally, approaches to evaluate the qual-
ity of explanations . Suitable experiments are subsequently adapted for detectors
of machine-generated text in Chapter To enable a comparison for the property of
faithfulness between all methods , a token removal experiment (Arras et al., 2016)
and the pointing game in Poerner et al.| (2018) are extended to rule-based explanations.
Stability is assessed with controlled synthetic data checks (Nauta et al., |2023) constructed
specifically for the task . Previous user studies have evaluated usefulness with
problems humans have an intuitive understanding of and perform well in themselves, such
as sentiment analysis or income prediction (Ribeiro et al., [2016, |2018; Hase and Bansal,
2020). Identifying patterns in a detector’s behavior is arguably more challenging for users
when they have limited knowledge about the features that might be leveraged. To keep
forward simulation experiments feasible for humans when using complex and unexplored
classifiers, an existing user study design from Hase and Bansal (2020) is extended with
a special document selection strategy. Rather than randomly selecting documents, users
are presented with pairs of documents chosen based on explanation similarity.

Figure gives an overview of the results provided in Chapter SHAP performs
best across all automated metrics. LIME explanations are perceived as most useful by
the users but decrease users’ performance at predicting the decisions of the detectors.
Generating Anchor explanations is not computationally feasible with the original imple-
mentation here. With a setup, where the search for a good explanation is terminated
early, Anchor is still able to outperform LIME in certain experiment

Fa -

pointing Game a”bf(//o
Ss,
S

Figure 1.1.: Ranking in the experiments

LA repository with code for the experiments, a copy of the explanations, and the interface of the user
study is made available at https://github.com/loris3/evaluation_explanation_quality


https://github.com/loris3/evaluation_explanation_quality

2. Literature Review

Designing experiments for evaluating explanation quality requires familiarity with the
task and models. For this purpose, this chapter compiles past research efforts in three
areas: The detection of machine-generated text (Section , explanation methods and
their application to the task , and approaches to evaluating the quality of
explanations .

A survey of past attempts to explain the decisions of these detectors serves to identify
common research objectives and types of analyses, based on which a set of properties
to evaluate explanation quality with is selected. Lastly, it is discussed how experiments
from related tasks can be adapted to the task.

2.1. Detection Methods

Thought experiments about the detection of machine-generated content predate the
emergence of the term computer science (Turing, 1950). However, this thesis only con-
siders detection efforts for text from current generative language models based on the
Transformer architecture (Vaswani et al., [2017). The problem is framed as a binary
classification task. This rules out interaction with the language model, mixtures of
machine-generated and human-written text, and paraphrasing tasks. Recent detection
approaches of this type are categorized into three groups:

2.1.1. Approaches Based on Handcrafted Features

Current generative language models are imperfect approximations of human language.
For lack of a better definition of what constitutes human text, some evaluation- and devel-
opment efforts focus on criteria like coherence, fluency, or repetitiveness (Pillutla et al.|
2021; |Gehrmann et al., 2023)). Authors attempt to capture these and similar concepts
with stylistic- and psycholinguistic features from related tasks (e.g., readability scores,
word-frequency measures, sentence- or document-level statistics). Table summarizes
selected approaches that solely rely on handcrafted features.

The success of this type of detector depends strongly on the generator and text do-
main. Some authors select their features with the dataset in mind (e.g., news articles:
Kumarage et al.|2023a, fraud detection in reviews: Kowalczyk et al.2022) making a direct
comparison of their results with detection attempts on more diverse domains unfeasible.
The gpt-2-output-dataset (Radford et all |2019), a dataset of websites and GPT-2 output
used in various papers, enables a rough estimate of in-distribution performance through-
out this chapter. On it, the simple logistic regression on TF-IDF uni- and bigrams
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baseline in Solaiman et al.| (2019) archives an accuracy of 0.74 on texts sampled from the
untruncated distribution of the largest GPT-2 model (1.5B parameters)ﬂ More soph-
isticated classifiers with handcrafted features, that were evaluated on this dataset, only
accomplish marginal gains (40.082: [Frohling and Zubiaga;, 2021)) or see no improvement
at all (Crothers et al., [2022)), whereas detectors based on fine-tuned language models
(upcoming section) archive an accuracy of 0.95 on this data in the in-distribution setting
(Solaiman et al., 2019).

Additionally, detection performance does not necessarily transfer well to new gener-
ators. [Frohling and Zubiagal (2021]) observe that detectors trained on text from larger
generators can detect that of smaller ones reasonably well if they share the same architec-
ture. The opposite does not appear to be the case (Frohling and Zubiagay, [2021} |Crothers
, . Detection also breaks down when testing with text that is obtained with
a different sampling strategy than the training data was (Frohling and Zubiagal, 2021}

\Goldstein et al. |2023; |[Holtzman et al., [2020; Solaiman et al., 2019)).
Handcrafted features have also been used as part of ensemble classifiers to improve the
performance of other methods. These are omitted for brevityf]

Table 2.1.: Approaches with handcrafted features. Only the results of the best-
performing feature-based method are reported (highlighted in bold). Super-
scripts denote an overlap in datasets

Generators
B &
AR
+ Q
AT
Paper Approach U|U| 0| U| O| Domain| Accuracy on'
|Solaiman Logistic regression on | X Web' GPT-2 1.5B:
:@ TF-IDF uni- and bi- 0.93 (Top-K=40)
grams 0.74 (full)
[Frohlin, {Logistic regression, X| X X Web'™ GPT-2 1.5B:
land _ Zubiagal | SVM, NN, Random News® 0.924 (Top-K=40)
(2021) forest} 0.782 (full)
on stylistic features GPT3: 0.786
GROVER: 0.724
|Crothers et al. | SVM on stylistic features | X | X WebT™ GPT-2 1.5B: 0.712
(2022) GPT-3: 0.585
Kowalczyk {Random forest, X Reviews | GPT-2 124M: 0.887
El (2022) Extreme gradient
boosting}
on stylistic features and
LDA Topics

Continued on next page

!GPT-2 text obtained with Top-K=40 sampling can be detected with an accuracy of over 0.9 (Frohling
| and Zubiaga) [2021} [Solaiman et al. 2019).
See |Kumarage et al.| (]20233D for an approach that also applies an explanation method.
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Generators
B &
REIEE:
+ Q
S EEels
Paper Approach U|U| 0| U| O| Domain | Accuracy on’
Kumarage Extreme gradient boost- | X X | Tweets Multi-generator dataset:
et al.| (2023b)) ing on 0.771
{stylistic features,
BOW,
word2vec}
Kumarage Linear regression on | X| X| X| X | X | News GROVER: 0.897
et al.| (2023al) {BoW, word2vec, GPT-22 0.931
journalism features} GPT-3: 0.912
ChatGPT: 0.883

! As reported in paper
2 Model size not specified

2.1.2. Fine-Tuning Language Models

As with related NLP problems, pre-trained transformer-based language models have
proven to be effective tools for detecting machine-generated text. Models like BERT
(Devlin et al.; 2019) and RoBERTa (Liu et al.,|2019b) are pre-trained on unlabeled text.
They can be adapted to new classification tasks at low cost by adding an additional out-
put layer (Devlin et al., [2019). |Ippolito et al.| (2020)) attribute the superior performance
of BERT-based detectors over many simple statistical models to their ability to capture
dependencies on both the word- and sentence-level.

The RoBERTa-based classifier in Solaiman et al.| (2019) archives an accuracy of 0.95
on the dataset with GPT-2 output introduced in the previous section (in-distribution set-
ting). Several authors also report outstanding in-distribution performance for ChatGPT-
generated text in specific domains: Liu et al. (2023b)) archive an accuracy of over 0.99 on
argumentative essays, Yu et al| (2023) a perfect AUROC score on academic abstracts,
Mosca et al.| (2023)) perfect accuracy on academic papers and |Guo et al.| (2023) an F1 of
over 0.99 on a multi-domain dataset. Moving out-of-domain, however, appears to have
similar effects as it had for detectors based on handcrafted features. [Yu et al|(2023)’s
RoBERTa-based classifier archives a perfect AUROC on their dataset of human-written
and ChatGPT-generated academic abstracts. However, the RoOBERTa based one of |Guo
et al.|(2023) trained on a Q& A dataset with ChatGPT-generated text (Section only
accomplishes an accuracy of 0.7554 on this data (AUROC 0.8191E|). Crothers et al.| (2022)
perform a cross-generator experiment where they train their RoBERTa-based detector
on a dataset with text from GPT-2 355M but evaluate on text from GPT-2 1.5B and
GPT-3. They report an accuracy of 0.715 for GPT-2 1.5B text and 0.566 for GPT-3.
One noteworthy study of Tu et al.| (2023) illustrates a ChatGPT-specific problem and
underlines the need for further research in the cross-generator setting. They collect Chat-
GPT responses to the same prompts from two time periods: before 18/01/23 and after

3 Accuracy not provided for the in-distribution experiment.
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05/03/23. The performance of a RoBERTa-based model trained on output from the first
period drops from 0.992 to 0.962 in this short timespan.

2.1.3. Zero-Shot Approaches

The approaches in this category do not require training. They do, however, require access
to either the original generator or an appropriate surrogate language model.

DetectGPT

Solaiman et al.| (2019)) propose the arguably simplest zero-shot approach: They classify
texts by thresholding on the total probability of a document under the language model
(GPT-2). Mitchell et al.| (2023) iterate on this approach and propose the perturbation
based method DetectGPT: In experiments, they compare the log probability of the ori-
ginal document under the language model with the log probabilities of small rewrites
of the document. They observe that the average drop in log probability is higher for
machine-generated documents than human-written onesﬂ Their approach is as follows:
An external model dﬂ generates perturbations of the document x. The log probability of
the perturbations and x are subsequently obtained from the original language model 6.
Mitchell et al.| (2023) define the perturbation discrepancy d as:

d(z,pe,q) = logpg(z) — E.~qlog py(2) (2.1)

A decision is obtained by thresholding on d. Comparisons with other approaches are
sparse and hindered by the use of different evaluation metrics. On the ChatGPT detection
task in |Pegoraro et al. (2023), DetectGPT (balanced accuracy 0.49) is outperformed by
the RoBERTa classifier of Guo et al.|(2023]) (0.73) operating out-of-distribution, a feature-
based classifier by [Frohling and Zubiaga; (2021) (0.585), and the out-of-domain RoBERTa
classifier of [Solaiman et al.|(2019) (0.51).

The original formulation of DetectGPT assumes access to the exact source language
model that generated the documents. Mireshghallah et al.| (2023) successfully em-
ploy smaller surrogate models with this architecture. This enables the evaluation with
ChatGPT-generated text in this thesis (Section , on which it archives an accuracy of
0.74.

DNA-GPT

Yang et al.| (2023) find that conditioning generators with machine-generated text can
lead to highly similar output across runs. They find that this phenomenon is less pro-
nounced if the generator is conditioned on human-written text and therefore propose

4Mitchell et al.| (2023) offer an alternative interpretation of their approach: When plotting the log
probabilities of the perturbations and original document on a curve, the document is likely to be
machine-generated if it lies in an area with clear negative curvature.

5The authors employ T5 (Raffel et al., 2023). Perturbations are syntactically valid natural text here
(Mitchell et al., 2023).
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to classify documents via a n-gram-based similarity metric. Specifically, this similarity
metric reflects the average n-gram overlap of the machine-generated samples with the
input document. In contrast to DetectGPT, this approach does not require access to
model internal probabilities.

The only comparison to other approaches is the one provided in the paper, where this
detector consistently outperforms DetectGPT across multiple datasets with text from
tezt—davmci—O&?ﬁ Note that [Yang et al. (2023) also propose a metric for the white-box
case, where access to the internals of the generator is granted. This metric is based on the
log probability of tokens under the model and is equivalent to that used in DetectGPT
(Equation . However, they employ the original language model as the perturbation
generator ¢, and allow more substantial rewrites.

2.2. Explanation Methods

Guidotti et al. (2018]) describe three approaches to explaining models: Outcome explana-
tions describe the model’s reasoning for a single instance (document) in isolation. Model
explanations approximate the model’s rationale globally so that its behavior is under-
stood for any input. Explanations generated for purposes of model inspection explain
single properties of a model globally (e.g., the influence of one specific feature on the
decision process). This thesis evaluates explanation methods for outcome explanations,
as all approaches identified in a survey of previous work (Section rely on explana-
tions of this type. The same applies to the output format: only feature importance type
explanation methods have been applied to the task before. Anchor (Ribeiro et al., 2018),
a method that produces rule-based outcome explanations, was found to be compatible
with the task and is evaluated here as well.

2.2.1. Additive Feature Attribution Methods

Methods of this type attempt to explain a prediction f(z) the original model f made for
an instance x with a simpler model g (Lundberg and Lee, 2017)). Instead of approximating
the complete decision function globally, ¢ is only expected to be faithful to f for z and
similar documents (Ribeiro et al., 2016; [Lundberg and Lee, [2017). While any type of
model could be used for this purpose, both approaches described in this subsection can
be categorized as additive feature attribution methods (Lundberg and Lee| 2017)). These
can be conceptualized as linear models

M
g(') =do+ > _ i+ (2.2)
=1

that do not operate on the original input « but on a binary encoding 2’ € {0, 1} where
M is the number of words in the input document (Lundberg and Lee, [2017; Ribeiro et al.|

5A model from the GPT-3.5 family from OpenAl (Brown et al [2020) that exposes the probabilities
required for DetectGPT.
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2016). For text, 2’ encodes the inclusion or omission of words in perturbed samples z
(versions of the input document where certain tokens are removed, replaced or masked).
The surrogate model g is trained on a dataset of decisions f(z) for perturbed samples
z (Ribeiro et all [2016). By analyzing the parameters of g, one can subsequently map
feature importance scores to individual tokens in . They can be presented to the user
by highlighting words in the input document (Figure . LIME and SHAP, outlined
below, vary in their strategy for finding g (Lundberg and Lee, 2017)).

I'm sorry, but I don't have FEElE
ENeNCapaPIlEEIss, including the
ability to provide current

forecasts.
To find out the weather for
tomorrow, I recommend checking a
reliable weather website, using a
weather app, or tuning in to a
local weather forecast on the
news.

Figure 2.1.: Plot of a hypothetical feature importance explanation for the decision ma-
chine on text from ChatGPT. Red (all except forecast and tomorrow) rep-
resents positive feature importance scores

LIME

Ribeiro et al.| (2016]) name two properties of good explanations they aim to address with
LIME: The generated explanation should be interpretable by humans (1), and locally
faithful to f around x (2). Their approach to training g (as formulated in Equation
is as follows: Property 1 is accomplished by limiting the length of the explanation (or size
of g) to K words. This is enforced through a complexity measure §2(g) that introduces
an infinite penalty if the explanation exceeds K tokens in length and is zero otherwise.
Property 2 is captured by a fidelity function

L= m(2)(f(2) - 9(=)) (2.3)

2,2/ €T

where samples z closer to z in the local neighborhood D around x are weighted stronger
by a weighting function WAZ'. The objective function for training g is

argmgin L(f,9,m)+Qg) (2.4)

—(1— %X 2
"For text, [Ribeiro et a1.| (120161) use a cosine distance based function 7 (z) = exp(%)
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SHAP

Lundberg and Leg| (2017) point out that an approach from cooperative game theory can
be utilized to obtain suitable explanation models. They set up g so that it provides
Shapley values (Shapley, [1953), which fulfill a set of properties that are desirable for
explanations: The first, local accuracy, requires that the output of ¢ matches that of f
for the original input x. The second property, missingness, states that a feature marked
absent in 2’ cannot be attributed importance (2, = 0 = ¢; = 0). The last property,
consistency states that the score of a feature must not decrease if the model is perturbed
so that this single feature becomes more important for the decision (Lundberg and Lee,
2017).

While the exact calculation of Shapley values is intractable for most models, [Lundberg
and Lee| propose both model-agnostic, and higher performing model specific ways of
approximating them. One of these, Kernel SHAP, is an adaptation of LIME that is
adapted so that g satisfies the properties outlined above. |[Lundberg and Lee remove the
complexity measure 2 form Equation and replace the weighting kernel 7, (z) with a
sparsity measure:

M -1
() - elz) - (M — (=)

where ¢(z’) counts the number of non-zero entries in 2z’ and M is the number of features in
x (Lundberg and Lee, 2017)). The implementation of SHAP used in this thesis calculates
Owen values (Owen|, 1977) as an approximation of Shapley values. Rather than to
individual input features, feature importance is assigned to groups of correlated features
to make computation more tractable (Lundberg), 2019).

7 (2) =

, (2.5)

2.2.2. Rule-Based Methods

Rule-based explanation methods attempt to explain a decision f(x) by a set of rules.
These rules only have to apply in the local neighborhood D around x. This restriction
has the same advantage as it had for additive feature attribution methods: It makes
expressing complex decision processes with simple rules feasible (Ribeiro et al., |2018)).

Anchor

Anchor explanations provide if-then rules (Figure . Ribeiro et al. (2018) define an
Anchor A,, for the document x as a set of tokens A,, = {t;,;} that, if present in the
document, guarantee the same decision as for x with a probability greater than 7 for
perturbations in the local neighborhood of x. For a simplified outline of their approach
when applied to text, let the only type of rules be the presence of tokens in a document,
denoted by ¢t € z. Let A’ be a rule that applies to the document to explain, e.g.,
A" = {(This € z)A(is € z)A(example € z)}. By[Ribeiro et al./s definition, A" is an anchor
A if it also applies to sufficiently many perturbations in the local neighborhood D around
x that contain the tokens from A’ and share the same prediction ({z ~ D(z|A4")|f(z) =
f(z)}). Formally, the rule has to apply to these perturbations with a precision of 7 to
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v Instances where the Detector predicts example
Document

TS 8 an BXEmBIE. @23
i 1§ the BXGIBIE.

Explanation of detector prediction .
v Instances where the Detector DOES NOT predict

example
If ALL of these words are in the text:

o
The Detector will predict 90.0% of the This is not an example.

time

Figure 2.2.: Plot of a hypothetical Anchor explanation for a detector that detects ex-
amples

be considered an Anchor:
Epianlf@=f@] =7 (2.6)

:=prec(A’)

where

(2.7)

) B {Liff(Z) = f(x)
f()=f(x) =

0, otherwise

As there can exist multiple Anchors for a document that match this definition, Anchor
aims to select those that maximize a coverage metric, defined as the probability that an
Anchor applies to any given sample in D, including those with f(z) # f(z):

max B [A(2)] (2.
—_——
:=cov(A)

Longer Anchors will typically have high precision but low coverage (Ribeiro et al.,|2018).
These are considered less effective explanations, as they typically apply to fewer instances:
Simply selecting all tokens from the input as an Anchor would in fact, as
point out, always fulfill the condition in Equation [2.6

Anchors are constructed iteratively by beam search. In each iteration, a greedy al-
gorithm attempts to extend each candidate in a set of candidate rules A. A new token
is added to a candidate A’ € A if the addition increases the precision metric in Equation
[2.6] This requires evaluating f on z ~ D(z|A’). Only the B best candidates by precision
are kept and further iterated upon. The search will terminate and return the Anchor
with the highest coverage, once a valid Anchor with prec(A) > 7 is found.
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2.3. Survey of Explanations for Detectors of Machine-Generated Text

2.3. Survey of Explanations for Detectors of
Machine-Generated Text

This section compiles previous attempts to explain decisions of detectors of machine-
generated text. Table summarizes detectors, generators, and target domains for 8
papers. Only papers that utilize text from current generative language models based on
the Transformer architecture are included here. All explain either fine-tuned language
models or detectors based on handcrafted features. Except for one, all papers include
SHAP as an explanation method. Two use LIME, and one employs a model-specific
explanation method as well (not further discussed here).

2.3.1. Research Objectives

Across all papers, three motivations for analyzing explanations could be identified: Most
use explanations to identify features and patterns their fine-tuned language models were
able to leverage (Mitrovi¢ et al.l [2023; Mosca et al. [2023; Silva and Frommbholz, |2023;
Liu et al. [2023c). One paper uses explanation methods to explore a novel dataset (Yu
et al., 2023). Two assess the extent to which individual handcrafted features prove
useful for detection (Kumarage et al., 2023a; Kowalczyk et al., |2022). And a final paper
integrates SHAP into a user-facing system to explain an ensemble classifier (Weng et al.,
2023)). It is included here merely for completeness, as it does not present nor discuss any
explanations.

2.3.2. Types of Analyses

Yu et al.| (2023), |[Kowalczyk et al.| (2022) and [Kumarage et al. (2023a)) perform a quant-
itative analysis of explanations: [Yu et al. (2023)) evaluate SHAP values on an aggregate
level for different subsets of their dataset of abstracts for academic papers: It includes
four classes of text with increasing level of ChatGPT involvement, ranging from fully
human-written to fully machine-generated documents. For each subset, they extract the
top-10 tokens by average SHAP value across all explanations. In an analysis of this
ranking, they find that the fine-tuned PubMedBERT (Gu et al., 2022) classifier uses
substantially different features between the different subsets.

Kumarage et al.| (2023a)) and Kowalczyk et al. (2022) apply SHAP to classifiers that
are based on handcrafted features. Although they still generate explanations post-hoc,
their approaches can be considered attempts of model inspection (Section: Instead of
using words or sentences as input features, they configure SHAP to explain the decision
in terms of the handcrafted features in their model. This enables the calculation of a
mean SHAP value for each feature across all documents, which is then used to rank
features by usefulnes$}

8Note that this approach is invalid if words are used as input features: Outcome explanations generated
with SHAP are only required to be locally faithful (Section[2.2.1)). Words can have different meanings
in different contexts.

11
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The remaining papers in Table 2.2 take a qualitative approach. Researchers generate
outcome explanations and attempt to find patterns by inspecting feature importance
visualizations of documents like the one in Figure[2.I] To convey the type of insights these
analyses appear to be able to provide, three broad categories of findings are summarized
here: Detectors were able to rely on sampling artifacts found in machine-generated
text (Yu et al.,2023; Liu et al., [2023c; Mitrovic et al., 2023; Mosca et al., 2023). Examples
of this include the use of rare words in unfitting contexts (Mitrovi¢ et al., [2023; [Mosca;

et al.|7 2023)), a general lack of lexical diversity, or the presence of profanities (Mitrovic

et all, [2023).

The detectors further appear to capture deviation from domain-specific norms:
The model of Liu et al| (2023c) exploits ChatGPT’s tendency to insert summaries of
results in inappropriate places like the abstract of academic papersﬂ Mitrovié et al.|
(2023) observe that ChatGPT tends to provide general descriptions of restaurants in
reviews, while humans tend to describe experiences.

Authors also observe cases where the detector appears to leverage differences in
syntax between sources. Examples are the frequent use of certain stock phrases (Mosca
et al., [2023; [Mitrovi¢ et al., 2023} Liu et al.,|2023c|), a preference for certain tenses (Mitro-
vic et all [2023), or the aforementioned tendency of ChatGPT to frequently summarize
information (Liu et al., 2023c]).

Table 2.2.: Papers that explain decisions of detectors of machine-generated text

Method
.2
A . 2
</ g g £l
E [ = =
Paper ®w| A| O | Domain | Detector < | Goals
Mitrovi¢ et al.l | X Reviews | DistilBERT M| Identifying patterns useful
(2023) for classification
fine-tuned on Chat-
GPT
Yu et all| X Academic| PubMedBERT M Analyzing class differences
(2023) ab- Al in a mixed-task dataset (full
stracts fine-tuned on Chat- generation vs. rewrites)
GPT
Comparison of top-features
between classes
Li Ll | X 1G | Wiki LSTM and DNN on | M| Identifying patterns useful
(2023c) Essays RoBERTa embeddings for classification
News trained on ChatGPT

Continued on next page

9They attribute this to the training objective of ChatGPT being QA 1, 2023c)
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Table 2.2 Continued from previous page

Method
2
A ” 2
<2 g el
anl p4 5!
Paper wn| A| O | Domain | Detector < | Goals
Mosca et all | X| X Academic| {RoBERTa, M| Identifying patterns useful
(2023) papers Galactica for classification
(Taylor et all |2022)}
fine-tuned on a mixed-
generator dataset of
{ChatGPT, GPT-3,
GPT-2, Galactica
(Taylor et all [2022),
SClIgen
(Stribling et  all
2005)) }
Silva and X Academic| Ensemble of BERT | M| Identifying patterns useful
Frommbholzl papers based multimodal for classification
(2023) transformer
(Gu and Budhkar|
2021)
and stylistic features
on ChatGPT
Kumarage X News Logistic Regressors on | A | White-box model inspec-
et al.| (2023a) stylistic features tion: explanation in terms of
trained on datasets of model-internal features
{ChatGPT, GROVER
(Zellers et al.l [2019)),
CTRL (Keskar et al.[,
01,
PPLM_ gpt2
(Dathathri et all
2020,
GPT-2, GPT-3}
Kowalczyk X Reviews | Extreme Gradient | A | White-box model inspec-
et al.| (2022)) Boosting on stylistic tion: explanation in terms of
features and LDA- model-internal features
topics  trained on
GPT-2
‘Weng et al|| X Academic| Human-in-the-loop en- | - | White-box model inspec-
(2023)) papers semble classifier for tion: Proposes the integra-
{ChatGPT, tion of SHAP into a user-
GPT-3, GPT-2} facing system

M Manual qualitative analysis of outcome explanations
A Aggregate quantitative analysis of outcome explanations
IS Integrated gradients (model-specific method)
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2.4. Evaluating Explanation Quality

This thesis focuses on three aspects that are particularly relevant for the type of manual
analysis of explanations described in Section [2.3} Explanations should accurately depict
the detector’s behavior (faithfulness: Jacovi and Goldberg, 2020; Ribeiro et al., 2016}
Alvarez Melis and Jaakkola, [2018)). They should be sensitive enough and sufficiently
deterministic (stability: Alvarez Melis and Jaakkolal, 2018} Lakkaraju et al.,|2020; |[Nauta
et al., 2023)), and be effective at communicating the model’s decision process to users
(usefulness: Hoffman et al.| [2019; Doshi-Velez and Kim) [2017). This section aims to
compile a set of experiments from the literature and to discuss their compatibility with
the chosen detectors (two fine-tuned language models and DetectGPT; Section .

2.4.1. Evaluating Faithfulness

Previous work (Ribeiro et al.l [2016; Lakkaraju et al., 2020|) has evaluated faithfulness
with simple interpretable models (e.g., decision trees or linear regression). With these,
one can easily identify which input features (words) were relevant to the decision. The
degree to which the explanation aligns with this known set of relevant features is taken
as a measure of faithfulness (Ribeiro et al., [2016)). However, one cannot expect obser-
vations from such models to transfer to language-model-based detectors with a vastly
more complex architecture. Similarly, evaluation methods that perturb the internals of
the model (Adebayo et al., 2018; [La Rosa et al., 2020)) are not applicable here, as this
thesis includes a zero-shot method.

Two evaluation methods are compatible with all detectors: |Arras et al.| (2016]) eval-
uate faithfulness with token removal experiments, where they track the effect that
removing tokens from the input document has on the detector’s decision. This can re-
veal whether the features selected by the explanation method were truly relevant to the
detector’s decision. Note that this setup raises the same concern perturbation-based ex-
planation methods do when applied to this kind of classifier: It assumes detectors behave
predictably for partial input. Controlled synthetic data checks are an alternative
type of experiment that foregoes this issue (Nauta et al., [2023). With their pointing
game, Poerner et al.| (2018]) propose a design of this type for evaluating feature import-
ance type explanations. The token removal experiment in Arras et al. (2016) and this
pointing game are further described and extended to Anchor explanations in Section [3.1

2.4.2. Evaluating Stability

For the choice of explanation methods and detectors in this thesis, assessing stability
in perturbation-based experiments (Alvarez Melis and Jaakkolay [2018; Lakkaraju et al.,
2020) is most feasible. Other setups require retraining the model (Adebayo et al., 2018;
Tseng et al., [2020; [Nauta et al., [2023), which is not practical with these detectors and not
applicable to the zero-shot method. Quantifying the stability of explanations across runs
(consistency: Nauta et al., [2023) with agreement measures is only useful to establish
a lower-bound here: For these language-model-based classifiers, one is forced to trade

14
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convergence for computation time. The properties of continuity (similar explanations
for similar documents with the same prediction) (Alvarez Melis and Jaakkola, 2018)
and contrastivity (sufficiently different explanations for similar documents but different
predictions) described by |[Nauta et al. (2023)) are alternative notions of stability that rely
on convergence to a lesser extent. A setup that tests for these with perturbations from
a language model is proposed in Section [3.2]

2.4.3. Evaluating Usefulness

Users’ performance in forward simulation experiments (Doshi-Velez and Kim, [2017) can
serve as a measure of usefulness. In these, participants attempt to predict the behavior
of the classifier with the help of explanations. Experimental setups that provide explan-
ations for all examples shown to users (Chen et al., 2020; [Nguyen, 2018; [Bang et al.
2021) allow for a comparison of different methods, but cannot verify whether showing
explanations led to an improvement in user performance. Multiphase designs (Hase and
Bansal, [2020; Ribeiro et al. 2018) can assess this, as they also measure performance
before explanations are introduced. The user study in Hase and Bansal (2020) utilizes
such a design, but evaluates with two comparatively simple binary classifiers and tasks
(sentiment analysis and income prediction). Given that the explanation methods to be
analyzed here produce outcome- and not model explanations (Guidotti et al., 2018), it
is unlikely that users will obtain a comprehensive understanding of the detector’s beha-
vior or relevant features and successfully apply that to new instances with a real-world
dataset of human and machine-generated text. A strategy to increase the feasibility of
this kind of experiment is proposed in Section

The users’ ability to predict model behavior may present an incomplete assessment
of the adequacy of an explanation method. Other researchers include rating tasks in
their evaluations (Hoffman et al., |2019; [Pruthi et al., 2020; Liu et al., [2019a; Atanasova
et al., |2020; Ribeiro et al., [2016; [Hase and Bansal, [2020). Through questionnaires, they
attempt to measure concepts like usefulness (Hase and Bansal, 2020; Pruthi et al., 2020)),
satisfaction (Hoffman et al., 2023)), helpfulness (Zhou et al., 2020)), trust (Ribeiro et al.,
2016) or other subjective task-specific dimensions of explanation quality. These can
provide further insights into the suitability of explanation methods and inform future
applications. In this thesis, perceived usefulness is measured with questionnaire items
adapted from Hoffman et al.| (2019).

2.5. Summary

This chapter discussed detection- and explanation methods, as well as evaluation meth-
ods for assessing explanation quality. Current high-performing detectors are black boxes
that benefit from the addition of explanations. Only outcome-explanation methods were
applied to the task before, with the majority of papers using SHAP or LIME for this
purpose. To gain insights into the behavior of their classifiers, researchers commonly ex-
amine individual explanations through manual qualitative analysis. With this application
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in mind, explanation quality is evaluated along the dimensions of faithfulness, stability,
and usefulness in this thesis. Existing evaluation methods for these properties require
adaptation to the task, which will be addressed in the next chapter.
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This chapter explains how the evaluation methods introduced in Chapter [2] will be used
to evaluate explanation quality for detectors of machine-generated text. It discusses how
the experiments are adapted to make them compatible with all explanation methods and
feasible to perform with the detectors selected for this thesis (two fine-tuned language
models and DetectGPT). Table provides an overview of the individual experiments
by property.

Throughout this chapter, f(d;) refers to the decision of a detector f for a document d;.
D is the base dataset of human-written and machine-generated documents {d;}. SHAP
and LIME provide feature importance scores for tokens from the input document d; as
explanations for decisions made by f (Lundberg and Lee| 2017). Those tokens that had
the strongest impact on the detector’s decision should be attributed the highest scores.
An Anchor A; ,, for the document d; is defined as set of tokens A;,, = {t;;} that, if
present in the document, guarantees the same decision as for d; with a probability greater
than 7 for perturbations in the local neighborhood of d;.

Property | Experiment Evaluation
Pointing Game Pointing Game Accuracy
. P 1.1 1201
Faithfulness J oerner et a | 018)

§ Token Removal Rate of decline/incline in accuracy when
Be] (Arras et al., |2016) masking tokens
5]
p= Consistency Agreement with Krippendorff’s « across 5
g (Nauta et al., |2023) explanations generated with different seeds
o) [ [ |
g Continuity Krippendorft’s a between the explanation of
8 (Alvarez Melis and Jaakkola, [2018) | the original document and explanations of 4
45 Stability perturbations

Contrastivity Krippendorft’s « on the explanations of the

(Nauta et al., |2023) common part;

Accuracy in two controlled synthetic data
checks

? Forward Simulation Change in user accuracy after being shown
2 | Usefulness JHase and Bansal,ﬁ2020) explanations
by Perceived Usefulness User ratings measured with three Likert
5 (Hoffman et al.| [2019)) scale items

Table 3.1.: Overview of the experiments
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3.1. Evaluation of Faithfulness

A faithful explanation method should accurately depict the detector’s behavior (Jacovi
and Goldberg, 2020; [Ribeiro et all |2016; |Alvarez Melis and Jaakkola, 2018). The first
test for this is the pointing game in [Poerner et al.| (2018). Random sentences from
the base dataset D are concatenated to form a synthetic dataset of hybrid documents
D" = {d"}. The length of these hybrid documents is set to match the mean document
length by the number of sentences in the original dataset for this thesis. It is assumed
that the detector’s decision f(d?) on such a document can be traced to segments that
were originally part of documents with ground truth y; equal to f (df) If the detector
behaves this way, a faithful explanation method should find these segments to be more
important for the decision than those originating from opposite-class documents. In the
pointing game, feature importance type explanation methods are therefore awarded hits
for a document d? if the token with the highest feature importance score ¢; ;40 € dlh was
in fact originally part of a document with ground truth y; equal to f (d?) (Poerner et al.|
2018):

Sy = U{t6d1|yz:$}
Vd; €D
hit(d,t) = {

0, otherwise

The pointing game accuracy is the fraction of documents in the dataset D" that get
awarded hits. For feature importance type explanations, it is given as:

Accpg = [ Y hit(dy',timaa)]/|1 D"
vdle D"

Poerner et al.| (2018) only evaluate feature importance type explanation methods. Note
that there is no distinction by importance between tokens within an Anchor. Further-
more, a single Anchor can span multiple sentences. Hits are therefore attributed propor-
tionally for this explanation method in this thesis: For documents with multiple valid
Anchors, only the one that applies to the highest fraction of perturbations (7) is con-
sidered in this experiment. The hit function is replaced with one that tests all tokens ; ;
specified by the Anchor A; individually and returns the average number of hits instead
of a binary value:

> vt e, hit(dl b )

| Ail

A token removal experiment as in |Arras et al.|(2016)) is performed as the second test
for faithfulness. Let d; be the original document and df a version with the k top-tokens
by feature importance towards f(d;) removed. |Arras et al. plot the accuracy of the
detector at different k£ with respect to the ground truth g; of the original documents.

hitf(dh) =

To enable a comparison with Anchor explanations, tokens from the Anchor that applies
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to the highest proportion of documents in the local neighborhood (the one with the
highest 7) are removed first and in random order in this thesis.

3.2. Evaluation of Stability

Three different notions of stability are evaluated here with purpose-built experiments.
The individual experiments aim to measure the properties of consistency, continuity, and
contrastivity described in Nauta et al.| (2023).

As will be discussed in Section[4.3] the search for good rules is terminated early to make
the computation of Anchors feasible with these detectors. Anchors are constructed with
a greedy algorithm. As set up here, the search space is not sufficiently explored to expect
consistent explanations from this process. Anchor is excluded from these experiments as
it would add an excessive amount of computation timeﬂ

Consistency The consistency across five explanations for the same document is meas-
ured with the agreement metric Krippendorft’s o (Krippendorff, |[1970)), calculated on the
explanations’ feature importance vectors.

Continuity The continuity between the explanation for the original document and ex-
planations for a set of 5 perturbations {d} is also measured with Krippendorft’s .. For
each document d; from the original dataset, a single token is randomly selected and re-
placed with an arbitrary number of tokens using T5 (Raffel et al., 2020)). The maximum
output length was set to 150 tokens. It is verified that f(d}) = f(d;) (Nauta et al., |2023).
In some instances, T5 fails to generate five unique replacements. In these cases, the token
is replaced with a random token from the vocabulary.

Contrastivity This experiment verifies that documents that are similar in content, but
are assigned different labels by the detector, get sufficiently different explanations (Nauta
et al., [2023). To obtain pairs of documents (d;, dZQ) where d; and d? are similar but get
assigned different labels, documents from the dataset are edited with a language model.
In each iteration k, one token is deleted from the end of the document. The remainder
d? is used as the prompt for facebook/opt-350m (Zhang et al., 2022), set up to generate
a perturbation d¥. Additional tokens are removed until f(d$}) # f(d;).

To encourage smaller edits, five attempts are made at every k. This strategy can pro-
duce very dissimilar documents if the first tokens in the document are highly influential
for the decision of the detectmﬂ To retain a certain level of similarity between docu-
ments, perturbations that edit more than 50% of the original document are discarded.
The resulting synthetic datasets of pairs (one set per detector) are further described in

Figure in Appendix [B]

A minimum of 900 hours based on the average generation time with the original documents on an
NVIDIA RTX 4060 GPU.
2This can be observed for documents that start with greetings like "Hi!".
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Three scores are subsequently calculated on the explanations for d; and dZQ. These
verify whether the explanations are consistent with the generation strategy: Given that
the left part of d; and d? are identical, but f (dZQ) # f(d;), one expects the new part
in d? to have had a strong influence on the detector when labeling d?. A sufficiently
sensitive explanation method should be able to detect this.

The first score (¢, ) is Krippendorft’s a for the feature importance scores on the match-
ing part of d; and d?. This enables a comparison with the results from the consistency
and continuity experiments.

A second and third score are formulated as synthetic data checks, similar to the point-
ing game introduced in Section The second score (¢inter) is calculated on the parts
that differ across the two documents, d; and d?_. It tests whether the mean feature
importance score towards f(d$?) (denoted jiz o(-)) is higher for d?i than it is for d; . A
hit function is given as:

hit _ 1, if My Q(d?i) > g Q(d;)
mier = 0, otherwise

The third score (Cintre) shares the same intuition but is defined only on d?. As the left
parts of d; and d* are identical, but f(d*?) # f(d;), one expects the generated part d?*
to have a higher average feature importance score towards f (d?) than the shared part:

. 1, if Mz Q(d?_) > Wy Q(d?*)
hitintre = .
0, otherwise

Both scores are again given as the fraction of documents in the dataset that score a hit:

Clintra,inter} = [ Z hit{intm,inter} (dlv sz)mD‘
V(d;,d$?)

3.3. Evaluation of Usefulness

Usefulness is defined here as the explanation method’s ability to improve users’ un-
derstanding of the detector’s behavior (Hoffman et al., 2019; Nauta et all 2023). To
quantify this, the design for a forward simulation experiment in [Hase and Bansall (2020))
is modified here (Figure . In phase 1 of the experiment, users inspect decisions of
the detector on a set of documents {a;} without explanations. In phase 2 they are then
instructed to predict the detector’s decision (not to guess the true document class) on a
second set {b;}. Phase 3 provides explanations for set {a;} (Figure[3.5). Users conclude
the experiment by labeling the documents from set {b;} again in phase 4. The change
in user accuracy from phase 2 to 4 is reported as a measure of performance (Hase and
Bansal, |2020). In this thesis, three additional questions from Hoffman et al. (2019) are
asked for every explanation shown in phase 3 to measure perceived usefulness. These are
provided in Figure [3.1]
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For each document, please also rate to what extent you agree with these statements:
Q1 From the explanation, I understand why the detector decided the way it did
for this document.

Select agree or strongly agree if you think the visualization presents sufficient
evidence for why the detector decided the way it did in this specific case.

Select disagree or strongly disagree if you can’t figure out why the detector
decided the way it did.
Q2 From the explanation, I now better understand how the detector works.

Select agree or strongly agree if you think this explanation increased your un-
derstanding of how the detector reasons.

Select disagree or strongly disagree if you don’t.
Q3 The information from this explanation will help me predict the detector’s
behaviour.

Select agree or strongly agree if you think you could apply this information to
the documents you labelled in the previous phase. You will do so in the next
phase.

Select disagree or strongly disagree if you don’t.

Figure 3.1.: Instructions for the Likert scale items shown in phase 3 adapted from [Hoff-
man et al.| (2019)

Document Selection Users can only apply observations about detector behavior in the
annotation phases (2 and 4) if they have seen similar cases in the teaching phases (1
and 3). Rather than using random documents, two sets of documents {a;} and {b;} are
constructed here. Each document a;, to be shown in phases 1 and 3, has a corresponding
document b; shown in phases 2 and 4. The explanations for the documents in a pair
(aj,bj) should be sufficiently similar so that the task is feasible for human annotators.
In the first step, all possible combinations of documents in the dataset are sorted by their
cosine similarity in a bag-of-words encoding of the most salient features (as in Ribeiro
et al., 2016)). A second step aims to maintain sufficient diversity across pairs: Among the
top-k most similar pairs, the n pairs that maximize coverage are chosen, defined here as
the number of features with a non-zero importance score in the global encoding.

For rule-based explanations, this strategy cannot be applied as one lacks an appropriate
similarity metric for this type of rule. Pairs are found by testing for set-equality: For
a given document a;, all other documents in the dataset that share an Anchor with a;,
and have f(d;) = f(a;) are collected. Anchors can be as short as one token long, and
documents therefore might only overlap in one word with this strategy. A second step
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1 Document selection 2 Assignment 4 users per group

Guo GXS GxL GxA

f = DetectGPT
1

Solaiman SxS SxL SxA

A 7 L7 L J
[Anchor| [ LIME | |[SHAP |
¥ ¥ 7
; 6 ’. 6 ; 6 DetectGPT DXS DxL DxA

\4
, SHAP  LIME Anchor
18 0

Q
»¥ 4 Evaluation

3 Annotation
A SHAP 12 users
Phase 1: Inspect Phase 2: Annotate
without exp. ALIME 12 users
Phase 3: Inspect Phase 4: Annotateb A Anchor < o
° with exp. H
18 18 A = phase 4 -phase 2

Figure 3.2.: Setup of the user study

is an attempt to address this: If multiple documents share an Anchor with a;, only
the document with the highest Jaccard index with a; is kept. This is done so that the
two documents share as similar of a context as possible. Finally, n pairs are selected at
random from these candidates.

Note that these selection strategies will yield different sets for different pairings of
detectors and explanation methods. The experiment will be conducted with three sets
of pairs, one per detector (Figure . Of the 18 pairs in a set, 6 will be determined by
each explanation method. Document- and explanation similarity for the three sets are
reported in Section[5.3] The datasets are balanced in respect to the detectors’ predictions,
to eliminate counting examples in phases 1 or 3 to infer the number of machine- and
human-documents in phases 2 or 4 as a strategy (Hase and Bansal, 2020).

Assignment In total, there are 9 different explanation method-detector combinations.
One user only sees explanations from one explanation method for one detector. Users
who are assigned the same detector, but different explanation methods, see the same
set of documents. Those who are assigned the same explanation method, but different
detectors do not.

Evaluation The average change in user accuracy is reported per explanation method.
Whether showing explanations leads to a significant increase in performance is assessed
with McNemar’s test (McNemar, |1947).
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3.4. Summary

This chapter described the automated metrics and the user study used to assess the
quality of explanations. Existing experiments for evaluating faithfulness expect that the
individual features selected by the explanation method can be ranked by importance.
This is not possible for Anchor explanations: For the pointing game, hits are attributed
proportionally to tokens specified by Anchor explanations. In the token removal exper-
iment, where tokens are removed in order of feature importance for feature importance
type explanations, they are removed in random order for Anchor.

Stability is assessed in three separate experiments: Consistency across re-runs and
continuity (across explanations for small perturbations) are evaluated with an agreement
metric. Contrastivity is assessed with controlled synthetic data checks, verifying whether
the explanations align with the data generation process (Nauta et al., 2023]).

For assessing usefulness, the user study design in [Hase and Bansal (2020) is extended
by a novel document selection strategy that aims to compensate for the complexity of the
task for human annotators. Perceived usefulness is measured with Lickert scale items.

The upcoming chapter describes the setup for generating explanations.

23



3. Evaluation of Explanation Quality
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Phase 1/4

Here are 18 decisions the detector made. Please review them as follows:

For each of these examples, please ask yourself the question, "Why did the detector decide this
way?".

Try to name at least one feature for each document you can point to when asked this question by
someone else.

In the next phase, you will be asked to guess how the detector labels similar documents. Use this
phase to familiarize yourself with its behaviour.

You may find this difficult, but note that you will see these exact documents again in phase 3, where

you are provided additional information from an explanation method. The first two phases provide a
baseline without that tool.

Example

If you were tasked with analyzing a detector that distinguishes between machine- or hand-made
fabric, answers to the question given above could be:

| think the detector classified the image on the left as machine-woven because of the perfectly
straight lines.

The detector might have classified the image on the right as hand-knitted because of the low thread

AWE

Machine-woven Hand-knitted
Matthew Bellemare, CC BY-SA 3.0 Hobbsansak, CC BY-SA 4.0
Input document:

Automated decision-making refers to the use of computer algorithms and other technologies to
make decisions without human intervention. These decisions can be made based on data and rules
that have been programmed into the system, and they can be made at a faster rate and with greater
consistency than if they were made by humans. Automated decision-making is used in a variety of
settings, including finance, insurance, healthcare, and the criminal justice system. It is often used to
improve efficiency, reduce the risk of errors, and make more objective decisions. However, it can
also raise ethical concerns, particularly if the algorithms or data used to make the decisions are bi-
ased or if the consequences of the decisions are significant. In these cases, it may be important to
have human oversight and review of the automated decision-making process to ensure that it is fair
and just.

The detector correctly predicted that this document is machine generated.

Detector output:
p(machine) = 100%
p(human) = 0%

Figure 3.3.: Instructions and interface for phase 1



3.4. Summary

Phase 2/4

Please try to guess the detector's prediction on these documents. Try to apply your observations
from the previous phase.

If this were a game, points are awarded if you correctly predict the detector's decision, not if you
figure out the correct answer yourself.

You may find this difficult, but note that you will see these exact documents again in phase 3 where
you are provided additional information. The results of this phase will serve as a baseline without
that tool.

Phase 4/4

Please try to guess the detector's prediction on these documents. Try to apply your observations
from the previous phase.

If this were a game, points are awarded if you correctly predict the detector's decision, not if you
figure out the correct answer yourself.

This is the final phase of the experiment.

Predictive analytics is a type of data analysis that involves using historical data and machine learn-
ing algorithms to make predictions about future events or outcomes. It involves building statistical
models that can identify patterns and relationships in data, and using those models to predict what
will happen in the future. Predictive analytics can be used in a variety of industries, including fi-
nance, healthcare, marketing, and manufacturing, to make informed decisions and optimize busi-
ness processes. Some common applications of predictive analytics include: Forecasting demand
for a product or service Identifying potential customer churn Predicting equipment failures
Detecting fraudulent activity Estimating the likelihood of an event occurring To build predictive mod-
els, data scientists typically use tools such as machine learning algorithms, statistical analysis soft-
ware, and data visualization tools. They may also use techniques such as regression analysis, deci-
sion trees, and clustering to analyze and interpret the data.

I think the detector predicted...

Figure 3.4.: Instructions and interface for phases 2 and 4
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3. Evaluation of Explanation Quality

Phase 3/4

These are the same documents you saw in Phase 1, now with explanations from an explanation
method. These should assist you in gaining a deeper understanding of how the detector makes its
decisions.

Please read the instructions on how to interpret the visualizations of the method that was assigned
to you:

SHAP

[Explanation method specific instructions]

On Rating
For each document, please also rate to what extent you agree with these statements:
[Annotator instructions for the Lickert scale items]

The detector and explanation method you see here are only one combination of several. No novel
detector nor explanation method is evaluated in this experiment.

Instructions
Proceed in the same way as you did before:
For each of these examples, ask yourself the question, "Why did the detector decide this way?".

Try to identify at least one property for each document you can point to when asked this question
by someone else.

In the next phase, you will revisit the documents you labeled in Phase 2. Base your decisions on the
behavior you see here.

The detector correctly predicted that this document is machine generated.

Detector output:
p(machine) = 100%
p(human) = 0%
Machine — «— Human
f achineiNPULS)
B 0.2 0.5 0.8 0.9992431
MK

Automated decision-making refers to the use of computer algorithms and other technologies to
make decisions without human intervention. These decisions can be made based on data and
rules that have been programmed into the system, andithey can be made at a faster rate @fi@with
greater consistency than if they were made by humans. Automated decision-making is used in a
variety of settings;including finance, insurance, healthcare, @fi@lithe criminal justice system. It is
often used to improve efficiency, reduce the risk of errors, and make more objective decisions.
However, it can also raise ethical concerns, particularly if the algorithms or data used to make the
decisions are biased or if the consequences of the decisions are significant. In these casesfit
faylbe important to have human oversight @ @review of the automated decision-making
process to ensure that it is fair and just.

strongly
disagree

strongly

disagreee neutral  agree
agree

From the explanation, | understand why the de-

tector decided the way it did for this document. O O O O O

From the explanation, | now better understand

how the detector works. O O O O O

The information from this explanation will help

me predict the detector's behaviour. O O O O O

Figure 3.5.: Instructions and interface for phase 3. Instructions on the explanation
method and Lickert scale items are omitted from this figure but provided

in Appendix [A] and Figure
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4. Technical Details and Experimental
Setup

The methods described in Chapter [3| are used to evaluate explanations from three ex-
planation methods for decisions from three detectors. This chapter describes how these
detectors and explanation methods are set up and provides details on the dataset and
user study.

4.1. Dataset

A subset of the H3 dataset by |Guo et al.| (2023) is used for the experiments. They add
ChatGPT written answers to question answering datasets from various domaingl] All
questions from WikiQA and ELI5 are removed, as the source datasets contain crawling
artifacts that make identifying human texts trivialﬂ Additionally, only documents that
are between 50 and 150 words long are kept. This is to ensure a sufficient input length
for the zero-shot detector. 1016 documents remain. Due to the high computation time
involved with generating explanations, only 30% of documents (N=305) are used. As
discussed in Section [3] additional synthetic datasets are derived from this set. The split
has an equal number of machine-generated and human-written documents.

4.2. Detectors

Three open-source black-box detectors are used for evaluation here. Forks of these meth-
ods, that interface with the experiments, are made available with this thesis.

Guo (Guo et al., 2023)

With their dataset, Guo et al.| also ship a fine-tuned RoBERTa model (Liu et al., |2019b)).
The accuracy of this detector on the sub-set for which explanations were generated is
0.99.

'ELI5 (Fan et all [2019), WikiQA (Yang et all [2015), FiQA (Maia et al. [2018), Medical Dialog (He
et al.} |2020) and a novel dataset obtained by crawling articles on computer science from Wikipedia
(Guo et al., 2023).

2E.g., extra whitespace characters at the end of sentences; markdown-style formatted URLs in ELI5,
which consists of documents from a Q&A Reddit forum where users frequently link additional re-
sources.
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4. Technical Details and Experimental Setup

Solaiman (Solaiman et al., 2019)

This detector was fine-tuned on the Webtext and GPT-2 output datasets (Solaiman et al.,
2019, Section , but uses the same base model as |Guo et al. (2023)). It is therefore
treated as an out-of-distribution detector. Its accuracy is 0.92.

DetectGPT (Mitchell et al., 2023)

This is a zero-shot method. It is set up here with a smaller language model (pythia-70m:
Biderman et al., 2023)) as suggested by Mireshghallah et al.| (2023) and accomplishes an
accuracy of 0.74. This, and reducing the number of perturbations per evaluation from
100 to 5 is done to reduce inference time from roughly 6.3 (15.8 with GPT-2) to 0.9
seconds per document. This is required to make obtaining explanations feasibleﬂ A
comparison with the original implementation is provided in Appendix

4.3. Explanation Methods

The individual explanation methods were set up as follows:

LIME

LIME trains a local surrogate model on a dataset of detector output on perturbations
(Section . The number of samples to use for fitting this model, and its size, have to
be chosen manually. The number of samples was set to 1k (default 5k) for the RoBERTa-
based detectors and 500 for the zero-shot method to match SHAP’s runtimd® The default
number of features of 10 appears appropriate for the document length used here (50-150
tokens).

SHAP

The implementation of SHAP used in this paper (Partition Explainer: Lundberg and
Lee, 2017) computes Owen values (Owenl, [1977) as a measure of feature importance.
Explanations are generated with default parameters.

Anchor

Among valid rules as outlined in Section Anchor’s search algorithm attempts to
select those that apply to the highest proportion of perturbations in the local neighbor-
hood. In its default implementation, Anchor is often unable to terminate for a single
document within an hour of runtime with these detectors. The following strategies are

3With a perturbation-based explanation method that is allowed 1,000 samples, the default parameters
for this detector would require 10° generations with GPT-2 for a single explanation.

4Resulting in an average of ~30s for the RoOBERTa-based detectors and ~415s for DetectGPT per
explanation on the original documents.
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4.4. User Study

employed here to make the computation of Anchors feasible: A low target level of preci-
sion is chosen (7 = 0.75) and a limit on the number of samples used during construction
is imposed (200 samples per candidate Anchor). This effectively terminates the search
for good Anchors early. The fallback search for the best anchor of each size when failing
to reach the target level of precision is not limited in the number of samples so that the
value for 7 reported by the explanation is truthful. Additionally, DistillBERT is replaced
with DistillRoBERTa (Sanh et al., 2020), and at most 20% of tokens are edited per
perturbation to increase their coherence. Combined, this reduces the computation time
to an average of roughly 5 minutes per explanation for the RoBERTa-based detectors
and 15 minutes for DetectGPT on the original documents. A version of Anchor that
implements these changes is made available with this thesis.

Perturbation Strategy

An experiment that tests different perturbation strategies (Figure did not single
out a method that works equally well for all detectors. In the interest of consistency,
perturbations are generated by replacing tokens with the mask token of the detector’s
tokenizer for both LIME and SHAP throughout all experiments. Also note that token
deletion, or replacement with whitespace characters, can lead to perturbations that are
too short for the zero-shot method?]

Anchor offers masking with a specified token or to perturb with a language model.
The latter strategy was used, as it was found to terminate considerably faster with these
detectors.

4.4. User Study

36 participants (B.Sc., M.Sc., and PhD students) with a background in computer sci-
ence and English reading proficiency at the C1 CEFR level or higher were recruited for
the user study. Of them, 27 stated that they had never worked with explanation meth-
ods before. Copies of the instructions on the individual explanation methods shown to
users are provided in Appendix [A] Participants were offered a compensation of €10 for
their participation. The experiment was conducted online through a purpose-built form

(Figures and [3.5)).

4.5. Summary

The H3 dataset from |Guo et al.|(2023)) is used to evaluate the RoOBERTa based detectors
of \Guo et al|(2023) and |Solaiman et al. (2019), and DetectGPT (Mitchell et al., 2023,
Section [2.1.3)). For all experiments discussed in the next Chapter, SHAP and LIME ex-

SFor short or incoherent text, DetectGPT will often fail to generate valid perturbations with T5 and
fall back to replacement with random tokens from the vocabulary after three attempts in the imple-
mentation used in this thesis. This considerably slows down inference.
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4. Technical Details and Experimental Setup

B pad [0 space [ remove
DetectGPT Guo Solaiman

0%
single-
5%-
10%-

25%-

Tokens Masked

50%-

80%

250 0 250 250 0 250 250 0 250
f(x) = m f(x) =h f(x) =m f(x) =h f(x) =m f(x) =h
Counts

Figure 4.1.: Perturbation strategy: Shift in detector output at different percentages of
tokens randomly removed or replaced. The original dataset is balanced, the
counts at 0% of tokens removed serve as a baseline. Mean of 10 runs

planations are generated by perturbation with the mask token of the detector’s tokenizer.
Anchor is set up to perturb with a language model.
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5. Results

This chapter summarizes the results from the experiments introduced in Chapter
Only aggregate results per explanation method are discussed here. Additional results for
all 9 detector-explanation method pairings are provided in Appendix [B] for reference.

Pointing Game Token Removal Consistency | Continuity Contrastivity
Accpg Aright,k:l(} Awrong,k:lﬂ &3 &4 Co Cinter Cintra
Random 0.565 51.2% 75.1% -0.167 -0.137 -0.362  0.486  0.498
LIME 0.546 46.9% 57.3% 0.192 0.459 0.079  0.598  0.587
Anchor 0.589 28.3% 100.0% - - - - -
SHAP 0.692 50.4% 62.3% 1.000 0.854 0.360 0.799 0.774

Table 5.1.: Results for the faithfulness and stability experiments

5.1. Faithfulness

In the pointing game, LIME fails to outperform the baseline of random feature im-
portance scores (Table [5.1)). A series of binominal tests (Hy : No difference between one
method and the next best in the ranking; [Sydorova et al., 2019) suggests that the dif-
ference between SHAP and Anchor, as well as the one between Anchor and the random
baseline are significant (p < 0.05). LIME is not significantly worse than the random
baseline (p=0.143).

For the token removal experiment, results for initially correct predictions (f(d;) =
y;) and initially wrong predictions (f(d;) # y;) are plotted separately in Figure to
allow for consistent interpretation of accuracy scores (Arras et al., 2016|). Table
reports the drop in accuracy at k = 10 tokens removed (Ak—1q9), corresponding to the
maximum number of tokens Anchor and LIME include in their explanations. The mean
score for five explanations with random feature importance vectors is provided as a
baseline. For f(d;) = yi, the most important features are removed first. A faithful
(feature importance type) explanation method should have a steep drop in accuracy. For
k < 10 tokens removed, the accuracy of LIME drops slightly faster than that of SHAP.
The average accuracy drops below 50% for SHAP at roughly 10 tokens masked. With
Anchor, the accuracy drops slower than for all other methods.

For f(d;) # y:, one expects the accuracy to increase. Note that few initially wrong
examples are available (105 vs. 810 initially correct cases) given the high accuracy of two
detectors. The average accuracy of LIME and SHAP does not increase faster than the
random baseline here. Anchor flips the label in all instances and thus archives a perfect
score at k = 10 for initially wrong examples.
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Figure 5.1.: Accuracy at k tokens masked. A faithful explanation method should feature
a steep decline (left) or steep incline (right). Only SHAP explanations cover
more than 10 tokens (top). Mean across all detectors, error bars at +1
standard error

5.2. Stability

Consistency For Krippendorff’s «, a score of 0 reflects an agreement by chance, 1
perfect agreement, and negative values systematic disagreement (Krippendorff, |1970).
Scoring 0.192, LIME’s consistency is far below what could be considered reliable. SHAP
(Partition Explainer) is deterministic.

Continuity SHAP’s explanations remain stable under small perturbations (o > 0.8).
Those from LIME do not, but agree with each other better than explanations from the
random baseline.

Contrastivity The reliability score of SHAP explanations on matching parts of d; and
d$ (cq) is higher than that of LIME, but considerably lower than in the consistency
and continuity experiments. SHAP ranks higher in both synthetic data checks cipter and

Cintra-

5.3. Usefulness

Document Selection Table reports the document- and explanation similarity of
pairs obtained with the proposed selection strategy. Pairs of explanations are significantly
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5.3. Usefulness

more similar than random selections, while not featuring overly similar documents. This
should increase the feasibility of the experiment for users.

(a) Document Similarity

Set Method Random Increase
Solaiman 0.17 0.12 0.05
Jaceard Guo 0.14 0.12 0.02
DetectGPT | 0.14 0.11 0.03
Solaiman 0.12 0.08 0.05
Cosine TF-IDF Guo 0.12 0.09 0.04
DetectGPT | 0.12 0.08 0.04

(b) Explanation Similarity

Set Method Random Gain
Solaiman 0.31 0.17 0.15
Cosine Similarity | Guo 0.38 0.22 0.16
of FI-Features DetectGPT | 0.24 0.11 0.14
) Solaiman 0.33 0.09 0.24
# Matching Guo 0.89 0.42 0.47
Anchors DetectGPT | 0.28 0.06 0.22

Table 5.2.: Similarity between pairs (aj, b;) in the datasets for the user study against the
mean similarity of 10 random selections (p < 0.05 bold). Cosine similarity is
given as the mean of SHAP and LIME

Forward Simulation Perceived Usefulness
Without With  Change p Ql: Why Q2: How Q3: Helpful
LIME 0.741 0.644 -13.12% 0.006 3.60 3.37 3.31
Anchor 0.694 0.699 0.67%  1.000 2.57 2.48 2.51
SHAP 0.755 0.778 3.07% 0.551 3.06 2.86 2.84

Table 5.3.: Results from the user study. 5-point Lickert scale (3 = neutral, 5 = strongly
agree)

Forward Simulation Table shows the change in user accuracy from phase 2 to
phase 4 per explanation method and the results from McNemar’s tests. SHAP is the
best-performing method, followed by Anchor and LIME. The increase in user accuracy
for both SHAP and Anchor is not significant at p < 0.05. Participants who have seen
LIME explanations perform 13.12% worse after being shown explanations than they did
before (p=0.006).

Perceived Usefulness Conversely, users rated LIME best, SHAP second, and Anchor
third across all three questions assessing perceived usefulness. For SHAP, users only
tended to agree with the first item, where they were asked whether they could understand
why the detector decided the way it did from an explanation (Figure. They disagreed
with the two other items, asking whether they better understood how the detector works
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5. Results

and whether they thought the information from the explanation would help them perform
better in the second round of annotation. For LIME, they tended to agree, for Anchor
explanations to disagree with all three statements on average.

5.4. Summary

SHAP is the best-performing method in the experiments for faithfulness and stability.
As set up here, LIME produces considerably less stable explanations than SHAP. LIME,
perceived as most useful by users, scores the worst in terms of user performance at
predicting the detectors’ behavior. Anchor, perceived as least useful by users, outranks
LIME in terms of performance in the user study. LIME fails to surpass the random
baseline in the pointing game, and Anchor does so for initially right predictions in the
token removal experiment.
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6. Discussion

This chapter provides an interpretation of the results, discusses implementation details
that explain some of the observed behavior, and offers suggestions for future evaluations
of explanation quality.

6.1. Faithfulness

Only the explanations from SHAP and Anchor are in line with the data generation
strategy more often than the random baseline in the pointing game. The token removal
experiment does not produce the same ranking: One would expect masking tokens se-
lected by Anchor to change the prediction more frequently than random masking, as
the definition states that altering tokens not part of an Anchor should not affect the
detector’s prediction. While a drop or increase in accuracy can therefore inform about
faithfulness for Anchor, one should, however, expect the change in accuracy to be less
pronounced as for the other methods: Anchor does not attempt to identify a set of
tokens that affect the decision most. It merely aims to provide a set that is important
enough to guarantee a certain outcome. It can be argued that this setup is consequently
not well suited for comparing Anchor explanations with feature importance ones. Rather
than randomly removing tokens when constructing df for rule-based explanations, future
experiments could create all possible df and use the one with the highest change in ac-
curacy. Note that this setup would have been prohibitively expensive with the zero-shot
method included in this thesis.

Anchor outperforms the random baseline and the other methods for initially wrong
predictions. The detectors do not produce enough initially wrong predictions on this
dataset to derive further insights from this.

6.2. Stability

The partition tree used by SHAP’s Partition Explainer is obtained with a deterministic
algorithm. SHAP is therefore able to accomplish a perfect score in the consistency
experiment. To increase consistency for LIME, one should increase the number of samples
so that the linear model is more likely to converge. Its parameters were chosen to match
SHAP’s runtime here. LIME scores higher in the continuity experiment than in the
one assessing consistency. This may be partially due to an implementation detail: To
ensure reproducibility, the random number generator is re-initialized to the same state
for every explanation in the continuity experiment. LIME’s perturbation method relies
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6. Discussion

on random sampling and will consequently produce similar output, if two documents are
of the same length and differ only by one token.

Lower similarity scores ¢, in the contrastivity experiment are desirable but cannot
be arbitrarily low as the explanation method should remain faithful. That LIME’s score
is lower than that of SHAP for this metric is in line with expectations: having a limited
number of features at its disposal, one would expect it to focus on the new part d?f to re-
main faithful. SHAP can attribute one feature importance score per token, which should
allow it to be more consistent on the common part than LIME. SHAP’s explanations
align with the data generation process more often than those of LIME (cipter). It also
appears considerably better than LIME at identifying that the new part is responsible
for flipping the label (cintra). Based on the results from these three experiments, SHAP
seems to be more sensitive and to produce more stable explanations than LIME.

6.3. Usefulness

Users’ perceived usefulness of a method did not align with their performance. This is in
line with the observations of Hase and Bansal| (2020) for the tasks of sentiment analysis
and income prediction. Potential causes for the difference in user ratings between SHAP
and LIME are either the shorter length of LIME explanations or the supplementary
plots presented by the explanation methods: SHAP visualizes feature importance values
in force plots (Figure while LIME provides them as a bar chart, which users are
likely more familiar with.

While it is plausible that showing LIME explanations leads to a decrease in perform-
ance given the results from the other experiments, identifying the exact cause for this
behavior would require an additional user study, which is left for future work.

6.4. Summary

The setup for a token removal experiment can inform about faithfulness for Anchor ex-
planations but is not well-suited for comparing them to feature importance type ones.
The implementation of SHAP used in this thesis is deterministic for identical inputs.
When LIME’s parameters are adjusted to match SHAP’s runtime, LIME does not pro-
duce sufficiently consistent explanations. More experiments are required to determine
what caused the difference in user ratings between the two feature importance type ex-
planation methods SHAP and LIME.
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7. Conclusion

This thesis provides the first dedicated evaluation of explanation methods for detectors
of machine-generated text. It evaluates SHAP, LIME, and Anchor explanations with
automated metrics and a user study. To enable this analysis, existing detection methods
were surveyed, illustrating that current high-performing methods operate as black-box
models. Subsequently, past attempts to explain decisions from these detectors were
categorized by their research objectives and types of analyses. It was found that most
researchers use SHAP or LIME and examine individual outcome explanations in manual
qualitative analyses. This thesis focused on evaluating the dimensions of faithfulness,
stability, and usefulness, which are particularly relevant for this type of analysis.

Existing evaluation methods for assessing these aspects were identified and adapted to
allow for a comparison of all analyzed explanation methods. Specifically, two experiments
for testing faithfulness, originally formulated for feature importance type explanations,
were extended to Anchor explanations. Stability was assessed with perturbations from
a language model in experiments specially constructed for the task. Usefulness, defined
here as the users’ ability to predict the behavior of a detector with the help of explana-
tions, was evaluated in a user study. Given the difficulty of the task for humans, it would
have been unlikely for users to obtain a comprehensive understanding of the detector’s
behavior or relevant features and successfully apply this knowledge to new instances with
a real-world dataset of human and machine-generated text. To keep the task feasible for
human annotators, users were presented with pairs of documents based on explanation
similarity rather than randomly selected documents. Additionally, perceived usefulness
was measured with Likert scale items.

The experiments were conducted with three black-box detectors (two RoBERTa-based
models and DetectGPT) and a dataset of human-written and ChatGPT-generated doc-
uments. It was found that SHAP fulfills the theoretically motivated properties of good
explanations best. However, no explanation method led to a significant increase in per-
formance in the user study. For LIME, users’ perceived usefulness of explanations did
not align with the measured decrease in performance, nor with the results from the
faithfulness and stability experiments.

The results from the user study suggest that combinations of these methods and de-
tectors should not be implemented into systems that face untrained users in their current
form. Note, however, that this experimental setup was primarily designed to determine
whether showing explanations leads to an increase in user performance. Users did not
have knowledge about the model architecture, were shown a relatively small set of explan-
ations, and spent a relatively short time interpreting them. This is not representative of
past attempts at model- or dataset inspection, where researchers have access to explan-
ations for all documents, prior knowledge about the model and task, as well as access
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7. Conclusion

to an unlimited number of examples. Based on the results from the faithfulness and
stability experiments, SHAP can be recommended for this application.

Accommodating the comparatively high runtime of LIME and Anchor was a limiting
factor for experimental design, and controlling for it arguably affected the quality of
their output. Especially for Anchor explanations, future work should assess explanation
quality without imposing this constraint.
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A. Annotator Guidelines and Examples

This method attempts to highlight words that are important for the detector's decision.

Suppose you have a detector that detects examples (it assigns the labels example or not an example to
documents).

For the document

This is an example.

where the detector predicts example, the visualization can look like this:

example not an example  This [§ an EXGMBIE.

0.31

Each word is assigned an importance score.

The words highlighted in blue increase the detector's confidence that this is an example. The words highlighted
in orange decrease it. The darker the shade, the stronger the effect.

The visualization depicted here can be interpreted as follows:
The word example appears to be more important for the detector's decision than the word This is.

The word an decreases the detector's confidence. All other words increase it.

Figure A.1.: Instructions on LIME shown in phase 3
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A. Annotator Guidelines and Examples

This method attempts to highlight words that are important for the detector's
decision.

Suppose you have a detector that detects examples (it assigns the labels
example or not an example).

For the document

This is an example.

where the detector predicts example, the visualization can look like this:

Example — «— NOT Example
frnaching INPULS)
-0.1 0.2 0.5 0.0.90106 1.1
; ; i —— ;
Sampie ) —— s~ {
i
inputs
{his)is Eflexample.

Each word is assigned an importance score.

The words highlighted in pink increase the detector's confidence that this is an
example. The words highlighted in blue decrease it. The darker the shade, the
stronger the effect.

The visualization depicted here can be interpreted as follows:

The word This appears to be more important for the detector's
decision than the word example is.

The word an decreases the detector's confidence. All other words
increase it.

The upper part of the plot provides the same information: the word in blue lowers
the confidence that this is an example, the words in pink increase it.
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Figure A.2.: Instructions on SHAP shown in phase 3




This method provides you with rules in an attempt of explaining the detector's decision.

Suppose you have a detector that detects examples (it assigns the labels example or not an example to
documents).

For the document

This is an example.

where the detector predicts example, a rule can look like this:

v Examples where the Detector predicts example
Example

This is an example. e
the )

Explanation of detector prediction
v Examples where the Detector DOES NOT predict

example
If ALL of these words are in the text:

a:.
The Detector will predict 90.0% of the -W-J

time

The box on the upper right specifies conditions that likely led to the prediction being example.

These were generated by tracking the detector's decisions on similar documents, some of which are provided in
the boxes at the bottom.

The rule depicted here can be interpreted as follows:

Of all analyzed documents, those that contained all the specified words got the prediction example in 90% of
cases.

In other words, if one were to change out any words in the document that are not in this list, e.g.,
This is the example. or This is not an example.,
one should expect the detector to still predict example 90% of the time.

The visualization is interactive. Clicking on any word in the list updates the rule and documents. Note how the
percentage decreases for shorter rules:

v Examples where the Detector predicts example
Example

@23456 >

This was an Example.

This is an Example.

Explanation of detector prediction
v Examples where the Detector DOES NOT predict

example
If ALL of these words are in the text:

=y s s @2345678>
The Detector will predict 60.0% of the The word Example.

time

Figure A.3.: Instructions on Anchor shown in phase 3
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A. Annotator Guidelines and Examples

(a) Set Guo, selected by SHAP; y; = f(d;) = machine

e

Automated decision-making refers to the use of computer algorithms and other technologies to make decisions
without human intervention. These decisions can be made based on data and rules that have been programmed
into the system, @nd/they can be made at a faster rate @fi@with greater consistency than if they were made by
humans. Automated decision-making is used in a variety of settings, including finance, insurance, healthcare, .
the criminal justice system. It is often used to improve efficiency, reduce the risk of errors, and make more
objective decisions. However, it can also raise ethical concerns, particularly if the algorithms or data used to
make the decisions are biased or if the consequences of the decisions are significant. In these casesjit fiaybe
important to have human oversight @filllreview of the automated decision-making process to ensure that it is fair

and just]
i

Predictive analytics is a type of data analysis that involves using historical data and machine learning algorithms
to make predictions about future events or outcomes. It involves building statistical models that can identify
patterns and relationships in data, -using those models to predict what will happen in the future. Predictive
analytics can be used in a variety of industries, including finance, healthcare, marketing, and manufacturing, to
make informed decisions and optimize business processes. Some common applications of predictive analytics
include: Forecasting demand for a product or service Identifying potential customer churn Predicting equipment
failures Detecting fraudulent activity Estimating the likelihood of an event occurring To build predictive models,
data scientists typically use tools such as machine learning algorithms, statistical analysis software, and data
visualization tools. They may also use techniques such as regression analysis, decision treesjandlclustering to
analyze and interpret the data.

(b) Set DetectGPT, selected by LIME; y; = f(d;) = human

machine human EXchange traded options are issued in a machine human Traditionally Gptions expired on the 3rd
Exchange way that there is no counter party risk. its Wednesday of the months of Mar, Jun,
" 00 Consider, stocks and options are held in " 0 Sep, Dec as this day was never a holiday.
OO mooe  Street name. So, for example, if | am short options s See IMM However as option use
risk. and you are long shares, no matter what lthe ploded there were monthly and
(E—.05 happens on my end, your shares are yours. [—o0s options created on different schedules.
%uus To be complete, it's possible to enter into a %Ws The exchange will specify when ff§ options
contract direct deal, where you have a contract for as expire in the contract.
" 0.05 some non-standard option, but that would d_w
that i ates.
L —— be very rare for the average investor. 008
[to exploded
[— 04 0.04
for holidaz.
[R—0.04 0.04
stocks Seﬁl
[R—0.03 0.04
into| Dec|
0.0 0.02 I
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(c) Set Solaiman, selected by Anchor; y; = f(d;) = machine

Example

It is not advisable to ignore tax obligations and
start a new business to avoid paying taxes. This
could be considered tax evasion, which is a
serious offense that can result in criminal
charges and significant penalties.Instead, you
should try to come to a resolution with the tax
authorities to pay the taxes that your company
owes. You may be able to negotiate a payment
plan or an offer in compromise to resolve the tax
debt. Ignoring the problem is likely to make it
worse, Bfillcould lead to legal action being taken
against your company.It is important to seek the
advice of a qualified tax professional to help you
understand your options and determine the best
course of action for your specific situation. They
can help you negotiate with the tax authorities
and find a solution that works for you and your
business.

Explanation of detector prediction

If ALL of these words are in the text:

The Detector will predict 60.1% of the
time

Example

It is important to note that alternative medicine,
such as homeopathy and ayurveda, should not
be used as a replacement for conventional
medical treatment for esophagus disorders. It is
important to consult with a medical professional
and follow their recommended treatment plan.

That being said, some people with esophagus
disorders may find relief from symptoms with the
use of alternative medicine in addition to
conventional treatment. If you are interested in
exploring the use of alternative medicine, it is
important to discuss this with your doctor and
make sure that it is safe and appropriate for your
specific condition.

It is also important to note that the effectiveness
of alternative medicine for esophagus disorders
has not been widely studied and there is limited
scientific evidence to support its use. Therefore,
it is important to be cautious Efiito carefully
consider the potential risks and benefits before
trying any alternative treatments.

Explanation of detector prediction

If ALL of these words are in the text:

The Detector will predict 100.0% of the
time

v Examples where the Detector predicts machine

B2345 10 =

[You do not trying to ignore tax obligations or start
ccreating new arrangements to avoid paying taxes.
[This could be considered tax evasion, which is a
iserious offense that can result in criminal
responsibility and civil penalties.Instead, you may
try to come to a resolution with the tax authorities
to pay the taxes that your company owes. You
may be unwilling to negotiate a repayment plan or
lan offer in compromise to resolve your tax debt.
Ignoring a problem is likely to make it worse, Bl
ccould lead to legal action being taken against
your company.|t is important to seek professional
ladvice of a qualified tax professional to help you
understand your options and determine the best
ccourse of action with your specific situation. They
ican help you negotiate with the tax authorities
iand find a plan that works for you and your
company.

v Examples where the Detector predicts machine

B2345 10 =

It is important to note that alternative treatments,
'such as homeopathy and ayurveda, should not be
used as a replacement for conventional medical
treatment for esophagus disorders. It is
important to consult with a medical professional
to follow a recommended treatment instructions

). Having said, some people with esophagus
disorders may find relief from symptoms with
several use of alternative medicine in addition to
iconventional medicines. If you are interested in
iconsidering the use of alternative medicine, it is
important to discuss this with your doctor and
make sure that it is safe and suitable for your
ispecific condition .

It is also important to note that the efficacy of
alternative medicine for esophagus disorders has
not been widely studied and there is limited
iscientific evidence to support this use . Therefore,
it is important to be cautious [fifllito carefully
iconsider the potential risks and benefits before
trying any alternative treatments.

v Examples where the Detector DOES NOT predict
machine

B2345 10 =

Itis not advisable to ignore tax obligations and
start a separate business to avoid paying taxes.
[This could be considered tax evasion, which is a
serious offense that can result in criminal
icharges and significant penalties.Instead, you
should try to come to a resolution with the tax
authorities and pay the taxes that your company
lowes. You may be able to negotiate a alternate
plan or an offer of compromise to resolve the tax
debt. Ignoring the problem is likely to make it
worse, @fillicould lead to legal action being taken
against your company . It is important to seek the
advice of a qualified tax arbit adviser helping you
understand your options and determine the best
‘course of action for your painful situation. They
ican help you negotiate with the tax authorities
and find a solution that works for you and your
company.

v Examples where the Detector DOES NOT predict
machine

Could not find any Examples

Figure A.4.: Pairs of documents shown to users. Users only see explanations for the first
document of each pair and annotate the second one.
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B. Complementary Results

Acc F1 AUC TN FP FN TP ms/evaluation
DetectGPT GPT-2 @100 samples 0.502 0.000 0.500 153 0 152 0 15808
DetectGPT pythia-70m @100 samples 0.705 0.579 0.704 153 0 90 62 6391
DetectGPT pythia-70m (this paper) 0.744 0.664 0.743 150 3 75 17 898
Solaiman 0.921 0.922 0921 139 14 10 142 19
Guo 0.990 0.990 0.990 153 0 3 149 18

Table B.1.: Performance of the detectors. Note that one could obtain better results for
DetectGPT when using GPT-2 by adjusting the classification threshold

(a) Guo
Explainer Score p
LIME 0.605 0.168
Random  0.635 0.000
Anchor 0.681  0.000
SHAP 0.812

(b) Solaiman

Explainer = Score p
LIME 0.402 0.004
Random  0.484 0.003
Anchor 0.492 0.000
SHAP 0.631

(c) DetectGPT

Explainer Score p
Random  0.577 0.000
Anchor 0.596 0.116
LIME 0.631 0.473
SHAP 0.635

Table B.2.: Pointing game: Per detector results. P-values from row-wise binomial tests

(a) Consistency

Explainer Detector «@
Solaiman 1.000
SHAP Guo 1.000
Solaiman  0.204
LIME Guo 0.179
Guo -0.167
Random Solaiman -0.167

(b) Continuity

Explainer Detector «
Guo 0.896
SHAP Solaiman  0.812
Guo 0.478
LIME Solaiman  0.439
Solaiman -0.137
Random  —=0 2 -0.137

Figure B.1.: Consistency and continuity: Per detector results
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B.

o4

Complementary Results

f(di) = f(d) n

& Cintra Cinter
H Random h—m 800 -0.33 0.48 0.49
o m— h 1990 -0.37 0.50 0.49
U
£ LIME h—m 80 0.08 0.39 0.74
b m — h 199 0.05 0.62 0.28
iy
) h—m 80 0.09 0.59 0.59
A SHAP  —T—— 109 005 059 0.63
Random h—m 90 -0.31 0.46 0.34
S T— 1530 -0.35 049 0.50
] h—m 9 -0.03 0.78 0.44
3
] LIME m — h 153 -0.02 0.52 0.73
h—m 9 0.14 1.00 1.00
SHAP m — h 153  0.49 0.93 0.71
Random h—m 1420 -0.37 0.48 0.51
g m — h 1480 -0.37 0.48 051
g h—m 142 0.24 0.79 0.90
s LIME - ——5 148 0.07 056 043
e
h—m 142 0.66 0.97 0.94
%5
SHAP m — h 148 0.53 0.88 0.97
(a) Per detector results
f(d;) = human — machine = f(d%)
100 DetectGPT
Guo
807 Solaiman
£ 60 -
o
S
40 1
20
0 T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0
f(d;) = machine — human = f(d%)
100 A DetectGPT
Guo
801 Solaiman
£ 60 -
o
S
40 A
20 1
O T T T T T
0.0 0.2 0.4 0.6 0.8

(b) Fraction of tokens edited until f(d$}) # f(d;)

Figure B.2.: Contrastivity: Per detector results and data on the synthetic datasets




User Acc without User Acc with ~ Change P
LIME Solaiman 0.681 0.569 -16.33% 0.057
LIME DetectGPT 0.792 0.681 -14.04% 0.134
LIME Guo 0.750 0.681 -9.26%  0.359
Anchor DetectGPT 0.806 0.750 -6.90% 0.289
SHAP DetectGPT 0.819 0.806 -1.69%  1.000
SHAP Solaiman 0.667 0.681 2.08%  1.000
Anchor  Solaiman 0.569 0.583 2.44%  1.000
Anchor Guo 0.708 0.764 7.84% 0.344
SHAP Guo 0.778 0.847 8.93% 0.227

QL 215 Q1L 3.17 Q1L  2.39

Anchor Q2 2.04 Anchor Q2 3.18 Anchor Q2 2.22

Q3 2.1 Q3 315 Q3 2.26

Q1 3.62 Q1  4.00 Q1 3.17

DetectGPT LIME Q2 297 Solaiman LIME Q2 3.81 Guo LIME Q2 3.32

Q3 3.08 Q3  3.65 Q3 3.19

Ql 254 Q1T 3.33 Q1 3.29

SHAP Q2 2.56 SHAP Q2  3.39 SHAP Q2 2.64

Q3 2.57 Q3 3.29 Q3  2.65

Table B.3.: Forward simulation and perceived usefulness: Per group results. (3 = neutral,
5 = strongly agree)
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