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Abstract

In recent years, considerable progress has been made in the quantum cryptography
field in developing and enhancing protocols such as quantum key distribution, quantum
money, or quantum coin flipping and in bringing these concepts into practical applications.
In contrast to classical cryptography, where security is commonly argued based on
computational hardness assumptions, these protocols aim to elevate security through
quantum means. Quantum key distribution, in particular, is a foundational cornerstone in
this field, illustrating how quantum principles can achieve information-theoretic security.

However, it is well-recognized that quantum cryptography does have its limitations.
Equally, achieving perfect bit commitment or weak coin flipping remains impossible, akin
to their classical counterparts. A common alternative approach is introducing relativistic
constraints into the protocols, which, while bypassing certain no-go theorems, necessitates
establishing or assuming security and trust in other aspects or parties involved in the
protocol.

This thesis will outline a quantum version of a zero-knowledge proof protocol that does
not rely on such relativistic constraints or classical computational hardness assumptions.
Instead, it offers an information-theoretic secure binding and quantum-computationally
hiding commitment scheme, achieved utilizing the method of conjugate coding — a
core element of many quantum cryptographic protocols, such as the BB84 quantum key
distribution protocol.

Building on this quantum commitment scheme, our protocol provides a quantum-
computationally secure zero-knowledge proof for N P-complete problems. While consider-
able research has already been conducted on classical and quantum zero-knowledge proofs,
this work distinguishes itself by focusing on developing a theoretically sound, practically
implementable, and robust protocol against classical and quantum attacks.
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Kurzfassung

In den letzten Jahren wurden erhebliche Fortschritte auf dem Gebiet der Quantenkrypto-
graphie erzielt. So wurden Protokolle wie Quantum key distribution (QKD), Quantum
money, oder Quantum coin flipping entwickelt und verbessert und ebenso in praktische
Anwendungen umgesetzt.

Klassische Kryptographie stiizt ihre Sicherheit in der Regel auf Annahmen zur schweren
Losbarkeit von mathematischen Problemen. Hier liegt auch der grundlegende Unterschied
zu Quantenkryptografischen Protokollen: solche unbewiesenen mathematischen Annahmen
sind nicht notwendig um die Sicherheit von Protokollen zu argumentieren, da diese auf
Quantenmechanischen Prinzipien beruhen. Das BB84 Protokoll war eines der ersten das
zeigen konnte, wie mit Quantenprinzipien informationstheoretische Sicherheit erreicht
werden kann.

Es ist jedoch auch allgemein bekannt, dass Quantenkryptographie ihre Grenzen hat.
So wurde gezeigt dass es, ebenso wie bei den klassischen Gegenstiicken, unmdoglich ist,
eine perfektes Quantum bit-commtiment Protokoll oder ein perfektes Quantum weak coin
flipping Protokoll zu erstellen.

Ein haufig alternativ gewahlter Ansatz um trotzdem informationstheoretische Sicherheit
erreichen zu kénnen besteht darin, relativistische Einschrankungen in die Protokolle ein-
zufithren, die zwar bestimmte No-Go-Theoreme umgehen, jedoch im Gegenzug erfordern,
dass Sicherheit und Vertrauen in andere Aspekte oder Parteien im Protokoll angenommen
werden.

In dieser Arbeit werde ich ein Zero-Knowledge-Protokoll vorstellen, das weder relativ-
istische Raum-Zeit-Einschrénkungen noch Annahmen zur Berechnungsschwierigkeit von
mathematischen Problemen erfordert. Stattdessen basiert das Protokoll auf einem commit-
ment scheme das informations-theoretisch binding und quantum computationally hiding ist.
Dies wird durch die Methode conjugate coding erreicht - ein haufig verwendetes Prinzip
in der Quantenkryptographie, welche auch ein Kernbestandteil des BB84-Protokolls ist.

Basierend auf dem commitment scheme ermoglicht unser Protokoll ein quantum-
computationally secure zero-knowledge proof Protokoll fiir N P-complete Probleme. Wéhrend
bereits erhebliche Forschung zu klassischen und quantenbasierten Zero-Knowledge-Beweisen
durchgefiihrt wurde, war das primére Ziel dieser Arbeit die Entwicklung eines sicheren,
und vorallem praktisch umsetzbaren Protokolls, dass resilient ist gegeniiber Angriffen von
klassichen und Quantencomputern.
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1 Introduction

1.1 Information-theoretic security via quantum information

Today’s cryptography relies on computational hardness assumptions, i.e., mathematical
problems that are hard to solve, such as prime factorization and one-way functions.
This is also known as computational security. However, these schemes have faced new
threats in recent decades, with Shor’s algorithmic discovery [Sho97] and ongoing efforts
to build quantum computers with increasing computing power. This makes widely used
encryption schemes like RSA vulnerable, hence necessitating the exploration of new security
approaches. In this regard, quantum information not only offers fundamentally new
computing resources to break some of the existing encryption schemes but a fundamentally
new way of securing information that relies on the laws of quantum mechanics. It exploits
quantum phenomena like the no-cloning theorem and quantum superposition instead of
computational assumptions [WZ82| [AB16] to achieve information-theoretic security, i.e.
security against computationally unbounded adversaries.

A prime example of information-theoretic security using quantum is quantum key
distribution (QKD), which enables the remote generation and sharing of cryptographic
keys securely. Researchers have extensively studied QKD, implementing shared keys
over long distances, up to 1000 kilometers [WYH22] |[BBR"18| [YLL20]. In classical
cryptography, a malicious third party called an eavesdropper can intercept and copy the
keys as they are sent from one party to another, but quantum mechanics prohibits this
due to the no-cloning theorem. Any attempt to extract information from a key encoded
as quantum states would alter the states, making the eavesdropping detectable.

While information-theoretic security sounds promising, practical challenges remain.
These concern experimental imperfections such as imperfect single-photon sources or
how to securely store the key once it is generated and shared over the quantum channel.
To address these concerns, ongoing research efforts have focused on various aspects of
quantum information and cryptography, exploring measurement device-independent QKD
to counter side-channel attacks on detectors [WTC21], decoy state protocols to counter
photon-number splitting attacks [LMCO05| and studying Bell inequality tests to address
security loopholes [HBD15|, [DLY16].

Despite progress, there are still open questions, particularly regarding data transmis-
sion at practical rates beyond a few hundred kilometers [ELH™ 21|, and resolving these
challenges is crucial for implementing information-theoretic secure quantum key sharing
in practice.
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1.2 Quantum cryptography beyond QKD

1.2.1 Quantum advantage for various primitives

Given the advantages of quantum information in cryptography, researchers have explored
its applications outside key exchange. They have investigated the quantum counterparts of
various cryptographic schemes and protocols, such as quantum money [Wie83|, [BDG19],
digital signatures [YFL22|, weak coin flipping [BCKD20] [NYC™23], delegated quantum
computation [SB12], and one-time programs |[RKB™18|. These schemes leverage quantum
properties to achieve security benefits that are not achievable classically. Many of these
protocols are based on conjugate coding [Wie83|, which is also the crucial ingredient of
QKD [AB16]. Conjugate coding is based on the uncertainty principle: security is achieved
by encoding a bit value in one of two conjugate bases. Since a measurement in one basis
destroys the state’s information in the other, the information is information-theoretical
securely hidden from anyone who does not know the correct encoding basis [Boz19|. A
more thorough introduction to conjugate coding will be provided later in this thesis.

However, along with revealing advantages, the study of quantum cryptography has
also shed light on its limitations. For example, certain cryptographic primitives, like
information-theoretically secure quantum bit commitment and two-party computation,
are proven to be impossible using only quantum resources [AB16|. To circumvent these
constraints, an avenue that has been pursued involves leveraging the principles established
by the second fundamental theory of physics, namely relativity. By imposing temporal
and spatial restrictions on interacting parties, efforts have been made to reintroduce the
feasibility of implementing information-theoretic bit commitment or zero-knowledge proof
protocols with perfect security [LKBT15|, JABCT21|. However, a critical drawback arises
as these protocols rely on trusted elements like GPS or third-party involvement, introducing
potential vulnerabilities that undermine claims of unconditional security. This highlights
the ongoing necessity for research regarding enhancing security for cryptographic protocols.
It furthermore presents a subjective choice: whether one is inclined to anchor security
on trusted devices under the framework of relativity, adopt and trust the assumption of
the existence of one-way functions as in classical scenarios, or leverage methods offered
by quantum mechanics and limit arising protocol vulnerabilities through binding the
potential for dishonest behavior among participating parties.

1.2.2 (Quantum) zero-knowledge

This thesis specifically focuses on zero-knowledge systems, essential tools in authentication
applications. Zero-knowledge proofs (ZKPs) allow parties to establish trust without
revealing confidential information. Typically, ZKPs involve one party proving to the
other party that they possess the solution to a problem without revealing any additional
information about the solution. Exploring ZKPs from a quantum perspective is intriguing
for several reasons.

First, exploring the potential benefits of quantum cryptography for ZKPs is interesting,
particularly how quantum encoding of information can enhance the security guarantees of
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some protocols (e.g., from computational assumptions to information-theoretic security).
Classically, ZKP protocols rely on commitment schemes, and it has been shown that
any language in the class NP, i.e., the complexity class of problems that can be verified
in polynomial-time, admits a zero-knowledge protocol if and only if the language has
an instance-dependent commitment scheme [OV08|. Further, in classical cryptography,
the existence of commitment schemes is equivalent to the existence of one-way functions
IMY?22| |[Bra22| [HILL99]. Whether a similar equivalence between commitment schemes
and one-way functions holds in the quantum context or if these can be constructed
from weaker assumptions remains open, with recent research suggesting a contrary
perspective. The presence of quantum-hard one-way functions, i.e., one-way functions
that are assumed to be hard to compute for quantum computers, is known to imply the
existence of primitives such as oblivious transfer [JB21]. However, [MY22] suggests that
non-interactive quantum commitments can be based on pseudorandom states instead
of quantum-hard one-way functions. As a result of this analysis, they conclude that
primitives like quantum ZKPs for NP and quantum-secure oblivious transfer could also
exist without quantum-secure one-way functions since quantum commitments imply their
existence. Furthermore, a similar insight is presented by [Bra22|, who demonstrated
that protocols for quantum commitment schemes or quantum oblivious transfer could
be constructed from EFI pairs (efficient quantum algorithms with statistically distant
yet computationally indistinguishable outputs). These findings raise questions about
the necessity of one-way functions in these contexts. Following up on these discussions,
quantum cryptography may offer new forms of commitment, although with a non-zero
cheating probability for one or both parties [AB16] [May97].

Second, it is necessary to reanalyze classical zero-knowledge protocols to assess their
resilience against quantum adversaries with different computational power. Some classical
zero-knowledge protocols are found to be insecure in the presence of quantum attacks,
especially those relying on intractability assumptions related to factoring and computing
discrete logarithms [AB20]. As a result, researchers are working to develop new quantum-
resistant zero-knowledge protocols [AB20], [VZ09|, [Wat09].

Proving the security of zero-knowledge protocols against quantum adversaries is a
complex task. This entails establishing that a malicious quantum verifier cannot extract
information about the problem witnesses, accounting for all potential attacks that could
be executed on the given proof system.

1.3 Contribution of this thesis

In this thesis, we present a novel quantum zero-knowledge proofs (QZKPs) protocol
for NP that aims to address the security challenges posed by quantum adversaries by
leveraging the potential of quantum mechanics. Specifically, the protocol’s commitment
scheme is based on conjugate coding, which eliminates the need for one-way functions
and relies solely on the principles of quantum mechanics.

The security of the commitment scheme against a malicious quantum verifier and
the soundness of the proof system is demonstrated through semi-definite programming.
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However, a comprehensive security analysis and the proof of the zero-knowledge property
of the protocol still require examination within the traditional simulator framework. This
aspect remains future work and represents the next step in establishing the protocol’s
sound security parameters.

Nevertheless, the security proof of the commitment scheme is a crucial initial step.
Also, to our knowledge, using the semi-definite programming method is a new approach
in the context of proving the security of ZKPs and can be integrated into the traditional
framework of simulation-based security proofs.



2 Preliminaries

2.1 Computer Science Theory

This section will cover key concepts from computer science relevant to understanding
the proof protocol construction and implementation. The chapter introduces common
terminology relevant to the later thesis sections It then introduces notions of
complexity classes [2.1.2] and further outlines the general conept of ZKPs It then
focuses on security properties of cryptographic protocols and on the core of the proof,
which involves verifying an N P-complete problem, the satisfiability (SAT) problem
The theoretical basis of the proof construction relies on the well-known Probabilistically
Checkable Proof (PCP) theorem [2.1.6] It continues to explain semi-definite programs
and the Chernoff bound theorem [2.1.8] enabling us to derive and analyze the
security aspects of the ZKP protocol.

2.1.1 Terminology

This section provides an overview of the terminology used throughout the rest of the
thesis, relevant for definitions and the protocol description.

Alphabet X

An alphabet is denoted as X. It is a non-empty set of letters/symbols. For example, we
can denote a binary alphabet as ¥ = {0, 1} with the letters 0 and 1 [Wika.

Words over an alphabet X*

A word over an alphabet can be any finite sequence, i.e., a string of letters. The set of
all strings with a length of n over an alphabet ¥ is denoted as ¥™. The set of all finite
strings (without specifying a length) is denoted as ¥* [Wikd].

Polynomial-time algorithm poly()

An algorithm is solvable in polynomial-time if the number of steps required to complete
the algorithm for a given input of size n is O(n*) for some integer k > 0, i.c., a polynomial
function of n bounds the algorithm [Acal.
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2.1.2 Complexity classes

Complexity classes distinguish computational problems by their computational hardness,
i.e., problems within the same complexity class require similar time and memory resources
for a specified computational model to find a solution. The most well-known classes are P
and N P. P refers to polynomial-time and is the class of problems for which a deterministic
Turing machine can find a solution in polynomial-time. Potential solutions can also
be verified in polynomial-time. On the other hand, NP stands for non-deterministic
polynomial-time. To be in N P, a problem requires a polynomial-time algorithm to check
the correctness, i.e., verify a potential solution. Furthermore, a non-deterministic Turing
machine can solve problems in this class in polynomial-time.

While traditional complexity classes are typically defined using a single Turing machine,
such as NP, many classes have alternative formulations in the language of interactive
proof systems [VZ09]. In an interactive proof system, two parties, a prover and a verifier,
exchange information, and the system relies on bounds for completeness (C') - the minimum
probability that a prover can convince a verifier of the correctness of a true statement when
both parties are honest, and soundness (S) - the maximum probability that a dishonest
prover can convince an honest verifier of the correctness of a wrong statement. Specific
complexity classes emerge based on values for C' and S and the number of messages
exchanged (r) between the prover and verifier.

For instance, when the verifier is a polynomial-time Turing machine and r = 1,C' =
1,8 = 0, we obtain the class NP. When we set r = 1,C = 2/3,5 = 1/3, the resulting
class is M A (Merlin Arthur). If we allow the verifier to be a quantum machine and
quantum communication between the prover and verifier, with r = 1,C =2/3,5 = 1/3,
the complexity class becomes QM A (Quantum Merlin Arthur). Furthermore, by allowing
r to be any polynomial in n, where n represents the size of the problem instance while
maintaining the parameter setting from M A, we obtain the class I P (Interactive proof)

[VZ09].

To analyze the computational complexity of problems, reductionist proofs play a crucial
role. In reductionist proofs, we can lower bound a problem’s computational complexity.
If we can reduce problem A to another problem B in polynomial-time, we know that
problem B has to be at least as hard as problem A. Thinking this further, if we know the
computational complexity of problem A, we can conclude that problem B’s complexity
lies in either the same or a higher computational complexity class. An example of this is
the class of N P-complete problems. This class is defined according to the observation
that any problem in NP can be reduced to a problem in N P-complete, implying that
problems in N P-complete are at least as hard as any problem in NP. Thus, solving an
N P-complete problem would imply solving all problems in N P efficiently. Furthermore,
it is important to note that all problems in the classes P, NP, and N P-complete are
decision problems, i.e., it can be posed as a yes-or-no question about the input.
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2.1.3 Classical ZKPs

Within the complexity classes of interactive proof systems, subclasses of ZKPs emerge.
ZKPs are interactive proof systems between a prover (P) and a verifier (V) that reveal no
information useful to a polynomial-time machine other than the validity of a statement
and, in addition to completeness and soundness, also possess the zero-knowledge property.
Goldwasser, Micali, and Rackoff introduced the concept of ZKPs in 1983 [GMRS5].
Furthermore, Goldreich et al. (1991) [GMWO91] could show that all languages in N P have
ZKP systems.

The objective of ZKP protocols is to prove that a statement ¢ belongs to a certain
language L, i.e., ¢ € L while ensuring that no additional information, apart from the
truth of the given statement, is revealed. A language L over an alphabet ¥ is a set of
words, i.e., a subset of ¥* [Wikd|. If ¢ € L, then a proof of this statement should be
accepted by a verifier with high probability. If ¢ ¢ L, any proof should lead to a rejection
with high probability. We call a proof the set of interactions or evidence presented by
the prover to convince the verifier of the correctness of the statement. Further, we call
a witness x the confidential information the prover possesses and wants to prove their
knowledge of without revealing it.

To give a more formal definition, when given a language L € NP, an input instance
¢ € L, and a binary alphabet ¥ = {0, 1}, then there exists a deterministic algorithm
V¥ x ¥* - {0,1} and a P € ¥* such that V (¢, P) = 1 with |P| < poly(|¢|). This
means that, by definition, for any language in IV P, there exists a deterministic algorithm
V that can verify the membership of an input ¢ to the language, given a proof P in
polynomial-time. Le., algorithm V takes two inputs: ¢, the instance to be tested, and P,
which represents the proof, and returns a binary output {0, 1}, where 1 signifies that the
proof is valid for ¢, i.e., ¢ € L [Lyn].

Then a ZKP for L C ¥* is a pair (P, V) that must satisfy the following properties:

o Completeness: For all ¢ € L, V accepts the input after interacting with P with
probability Po (completeness). This property ensures that if the statement being
proven is true, an honest verifier should accept the proof with a high probability
Pc. In other words, a valid proof should convince an honest verifier.

e Soundness: For all ¢ ¢ L, and for all provers P* (here the star denotes a dishonest
party), a verifier should accept the proof after interacting with P* with at most Pg
(soundness) probability. This property ensures that if the prover acts dishonestly
by providing a proof for a false statement, a verifier will reject the proof with high
probability Pg. The proof should be robust against cheating attempts by the prover.

o (Perfect) zero-knowledge: For all verifiers V*, there exists a simulator S, which is a
randomized polynomial-time algorithm, such that for all ¢ € L, {transcript((P, V*)(¢))
= {S(¢)} [Lyn]. A transcript refers to the sequence of messages the parties exchange
during a protocol run. By comparing the probability distribution of the transcript
generated during the interaction between the simulator S — which mimics the
prover P engaging in the protocol, but without having access to the witness x
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— and the verifier V', with the distribution of the transcript from the interaction
between P and V', we can determine whether the proof protocol truly qualifies as
zero-knowledge. This is the case when the distributions are identical, i.e., the above
equality holds, implying that whatever V has learned when engaging in the protocol
could have learned independently, i.e., without any knowledge about the proof [Vil].
This means that even if the verifier deviates from the ideal behavior or behaves
dishonestly, the zero-knowledge property ensures that the protocol does not reveal
any additional information about the statement beyond its truthfulness, which we
call perfect zero-knowledge.

The zero-knowledge property is crucial because it guarantees the protocol maintains
secrecy while achieving its intended purpose. It ensures that even though the verifier may
learn the truth of the statement, no other knowledge or sensitive information is leaked.
Indeed, the zero-knowledge property opens up different categories of ZKP properties that
differentiate in the strength of the notion of zero-knowledge [Wat09|. Besides perfect
zero-knowledge, there is also statistical zero-knowledge, and computational zero-knowledge.
Statistical zero-knowledge refers to the case where {transcript((P,V*)(¢)) = {S(¢)},
where € is a negligible statistical difference in the output distribution. Computational
zero-knowledge means that {transcript((P, V*)(¢)) ~. {S(¢)}, i.e., no polynomial boolean
circuit can distinguish between the output distributions. Computational zero-knowledge
is the least strong notion, where zero-knowledge is only guaranteed if we require the
adversary to be computationally bounded.

2.1.4 Computational vs. information-theoretical security

Classical ZKPs usually rely on the assumption that one-way functions exist [YMADI5],
such as the original work of Goldwasser et al. (1983) that, based on the one-way function
assumption, argued that there exists a ZKP for any language in N P. This statement
was further extended to any language in PSPACE by Ben-Or et al.[BOGG™90|, based
on the same assumption. One-way functions are functions that are easy to compute
in one direction but hard in the other: A function f : {0,1}* — {0,1}* is one-way
if a polynomial-time algorithm can compute f, but any polynomial-time randomized
algorithm F' that attempts to compute a pseudo-inverse for f succeeds with negligible
probability. This is captured in the following equation for all sufficiently large n = |z|:
Prif(F(f(z))) = f(x)] < n™¢ and is true for all randomized algorithms F', and all
positive integers c. Here, the notion hard to compute refers to the average case, in contrast
to complexity theory, where hard refers to the worst-case. Security based on hardness
assumptions is termed as computational security. However, it is important to note that
the existence of one-way functions is an open conjuncture [Wike| and, therefore, the
security of protocols based on them is not proven to hold.

Information-theoretical security is the primal goal of protocols, as it implies that it
is impossible to break such a scheme, even under the assumption of an adversary with
unbounded computational power. One protocol that achieved such an implementation was
done by Alkhani et al. (2021) [ABC™21] using relativity. The concept revolves around
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multiple provers responding to challenges from verifiers while adhering to space-time
constraints dictated by the laws of relativity. By doing so, information exchange between
the provers is rendered impossible, and verifiers can examine the provers’ responses to
obtain a convincing proof. Although information-theoretical security is achieved from
the standpoint of how the protocol implements information exchanged between the
parties, it relies heavily on devices that guarantee compliance with space-time constraints,
introducing potential security drawbacks since those devices are automatically considered
trustworthy in the scheme.

2.1.5 SAT Problems

The core problem around which the protocol of this thesis is constructed is a SAT problem
or satisfiability problem. The SAT problem was the first problem for which it was proved
to be in the N P-complete class by the Cook-Levin theorem. The theorem shows that
any problem in NP can be reduced to an SAT problem.

A formal definition of the SAT problem can be given as follows: Given a boolean
formula ¢ in conjunctive normal form (CNF), i.e., a conjunction of one or more clauses
containing several variables, one must decide whether the formula is satisfactory. The
boolean formula ¢ = C1 A Cz A ... A Cy contains n boolean variables x1, x2, ..., Tpn,
where each of the C; is a clause of the form (l;; V liz V ... V l;), with literals l;; drawn
from the set {x1, x9,...,2y, T1, T2,..., Tn }. Finding a solution means then deciding whether
or not there exists some setting of the boolean variables x = (z1,z2,...,2,) such that the
formula ¢ takes on a boolean value of true [Chal.

Different kinds of satisfiability problems differ according to the number of literals within
the clauses. For example, 3SAT is an SAT problem that follows the above definition, but
where the clauses are of the form C; = (I;1 V L2 V l;3), i.e., each clause contains precisely
three literals. For our QZKP protocol, a 2-out-of-4 SAT problem will be used. 2-out-of-4
SAT problem consists of y clauses of the form C; = (I;1 V lig V l;3 V lig), i.e., every clause
has four literals. The clauses are satisfied if and only if exactly two variables are equal to
1, i.e., if ;1 + ljo + l;3 + l;4 = 2. Per the definition of N P-complete, any problem in NP
can be reduced 2-out-of-4 SAT in polynomial-time and verified [ADKIS].

By engaging in the protocol, the prover wants to convince the verifier that some SAT
instance ¢ is satisfiable, i.e., there exists some x such that ¢ results to true, which is
equivalent to showing that it belongs to a language L - in this case, L is the language of
N P-complete problems. In the context of ZKPs, we call a satisfying assignment = the
witness of the proof. In this case, the problem instance ¢ would be a specific formula in
conjunctive normal form. If ¢ is a Yes-instance, i.e., an instance where we can find an
assignment to the literals, such that the instance results into true, we say ¢ € L. If ¢ is a
No-instance, i.e., an instance where we cannot find an assignment to the literals, such
that the instance results into true, we say ¢ ¢ L.
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2.1.6 PCP theorem

A very important concept for the protocol construction is the Probabilistically Checkable
Proof (PCP) theorem, which provides a theoretical framework for constructing proofs
in ZKP settings. With the PCP theorem, it can be shown that it is possible to rewrite
every proof for a statement of length n into a different proof of length poly(n) that
can be probabilistically checked by making only a constant number of queries to the
proof. It establishes that every decision problem in N P holds proofs that can be checked
probabilistically by a randomized algorithm with logarithmic randomness complexity and
constant query complexity: NP = PCP|O(log n), O(1)] [SA9S].

In the context of ZKPs, this can be understood as follows: A proof (e.g. the encoded
witness) is the information that a prover provides to convince a verifier of the truth of a
statement. The size of the proof is typically determined by the complexity of the problem
and the chosen encoding scheme, and it may vary depending on the problem instance. For
checking, the verifier generates an O(log n) random bit string r (randomness complexity)
that is used for choosing a number ¢ of random bits to query, where ¢ (query complexity)
is a constant O(1). Due to the hardness of approximating N P-complete problems, the
PCP theorem binds the probability of accepting a proof to a wrong statement under the
above-outlined conditions to a constant € < 1, called the soundness error JALM™98|. The
theorem has important implications: Suppose the input string ¢ of length n is in the
language L. This means that there exists a proof that will be accepted by the verifier
with a probability of one, therefore having perfect completeness. However, if the input is
not in the language, no matter what proof is presented, the verifier will accept it with a
probability of at most €. In this sense, any VP language can be expressed in a witness
format that can be verified with an error probability arbitrarily close to zero since by
running the verification process independently for ¢ copies of the verifier and requiring
acceptance from all copies; the error probability can be reduced to €' [Din0§].

The PCP theorem shows that it is possible to create NP proofs that allow for prob-
abilistic checking, where a restricted verifier can determine if an input string satisfies
a statement by reading out a constant number of bits. It states that we can write
NP witnesses in a format where the verifier accepts false statements with a bounded
probability, and this probability can be further reduced by running multiple independent
verifications.

2.1.7 Semi-definite programming

We will now explain semi-definite programming, which was used to derive the protocol’s
security. Semi-definite programs are optimization programs [VB96] that optimize a linear
objective function under linear constraints, such that solutions are positive semi-definite
matrices. The set of feasible solutions forms a convex set or a convex cone. A cone in
linear algebra is a subset of a vector space that is closed under scalar multiplication, i.e.,
C is a cone if x € C implies sx € C for all positive scalars s [Wikc]. A convex cone is
a cone (additionally) closed under addition or, equivalently, a subset of a vector space
that is closed under linear combinations with positive coefficients. We can define this as

10
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follows: for two operators X,Y € C, C is a convex cone if X + Y € C for any «, 5 > 0.
Optimizing means finding the optimal positive semi-definite matrix within the convex
set that optimizes the objective function, subject to the specified constraints. We can
associate a dual problem with the optimization problem, which we now call the primal
problem. The dual problem is obtained via the Lagrangian and Lagrange multipliers
associated with each constraint of the primal objective function.

With this, we can write a semi-definite program: Let ¢: L(Hyx) — L(Hy) be a
Hermiticity-preserving linear map and A and B be two hermitian operators in Hx and
Hy respectively. Then we can write the primal and the dual optimization problem
associated with the triple (¢, A, B) as

Primal problem
maximize (A, X) = Tr(Af, X)
subject to ¢(X) = B
and X >0

where the optimal primal value is

a=sup{(4,X): X >0,¢(X) =B} (2.1)

and

Dual problem
minimize (B,Y) = Tr(BT,Y)
subject to ¢*(Y) > A
and Y = YT

where the optimal dual value is

B=inf{(B,Y):Y =YT,¢*(Y) = B} (2.2)

[AMI12]. Using semi-definite programs to derive security, we must ensure that the
optimal value of the objective function is global. For this, one needs to show that the
optimal value « of the primal problem, giving the maximum of the primal objective
function, equals 8, the optimal solution of the dual problem, i.e.,

a=p (2.3)

This property is also known as strong duality. It will serve our purpose as a justification
for the tight security bond we will derive for our zero-knowledge protocol, i.e., no better
cheating attack probability is possible on the state for which we solve the semi-definite
program.

11



2 Preliminaries

2.1.8 Chernoff bounds

To bound the cheating probability of the respective parties engaging in the protocol,
we use a Chernoff bound argument. This tool is widely used to derive bounds on the
probability that a specific event within a finite sample closely aligns with its theoretical
expectation value.

In our case, we obtain a value p; for the probability that a dishonest party successfully
cheats in the protocol. In the following, we denote the dishonest party as a binary
variable X with two possible outcomes: successful cheating X = 0 with probability p; and
unsuccessful cheating X = 1 with probability 1 — p;. This gives a theoretical expectation
value pp =Y ;" | p; = n-p; for the expected number of times the dishonest party can cheat
successfully when the total number of trials is n (assuming the cheating probability p; is
the same for all n). However, to make statements about the security of our protocol, we
need to bound the probability that the actual mean value X = o, X, for successful
cheating is close, i.e., within some region € € [0, 1] to the expectation value u. For this,
we use the Chernoff bound theorem:

Theorem: Let X = >y X;, where X; = 1 with probability p; and X; = 0 with
probability 1 — p;, and all X; are independent. Let u =n - p;. Then,

2
(i) Upper Tail: P(X > (1+¢€)-n-p;) <e 2P for all € > 0.

62
(ii) Lower Tail: P(X < (1 —¢€)-n-p;) <e z™Piforall 0 <e < 1.
For the security proof, we are interested in upper-bounding the cheating probability of
a dishonest party and will, therefore, use the upper tail. See also

2.2 Quantum Theory Basics

This chapter will outline the fundamental quantum mechanical principles for the proof
protocol. In addition to these basic concepts, a comprehensive understanding of quantum
channels and the Choi-Jamiolkowski isomorphism is crucial. These con-
cepts play an important role in formulating the semi-definite programs utilized for the
security analysis in this thesis. Furthermore, a brief overview of fundamental quantum-
cryptography protocols will be provided [2.3] This background will pave the way for a
detailed exploration of the ZKP protocol’s construction. Notably, the protocol is grounded
in the same quantum cryptographic approach that underpins QKD and quantum money,
namely, conjugate coding.

2.2.1 Quantum state space

Mathematically, quantum mechanics is formulated within Hilbert spaces, which are
complex vector spaces equipped with an inner product. In this framework, quantum

12
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states can be described as state vectors {|1))} in the vector space. The basis of a Hilbert
space is orthonormal, satisfying the relation

(4lk) = djx (2.4)
and complete, given by
n—1
Yol =1 (2.5)
i=0

where the dimension can be finite or infinite. It is important to note that the choice of
basis vectors is arbitrary and does not have a physical interpretation beyond its connection
to measurements. Expanding a state vector [¢) in a chosen basis {|i)} is expressed as:

n—1
) = cili) (2.6)

i=0
where ¢, ...,cp—1 are complex coefficients linked to the probabilities of finding the
system in the corresponding state upon measurement. A commonly used basis in Hilbert
spaces is the set of eigenstates of a specific observable of interest. For instance, when
describing a qubit, which is a two-level pure quantum state, the computational basis

{]0),|1)} is typically chosen. In this case, the state can be written as

¥) = a|0) + 5[1) (2.7)

where |a|? and |B|? correspond to the probabilities of measuring the qubit in the
respective states |0) and |1) when the projective measurement observable M, = |0) (0| +
|1) (1] is measured.

Apart from the state vector representation in Hilbert spaces, a quantum state can also
be defined as a square-integrable function over continuous variables in a Banach space.
The mapping between these two formalisms is established by associating the wavefunction
value ¥ (z) with the x-th component of the Hilbert space state vector [¢) in the basis
{|z)}, which consists of the eigenvectors of the position operator & [Mar]. With that, we
get

() = (xl) (2.8)

meaning the wavefunction is the projection of the state vector |¢)) onto the continuous
position basis {|z)}. The Hilbert space spanned by the basis {|z)} is an example of an
infinite-dimensional Hilbert space, necessary when the quantum system is described using
eigenvectors associated with observables possessing continuous eigenvalues. However, for
further discussion, we will only consider finite-dimensional Hilbert spaces.

Bloch sphere:

13
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Another frequently employed representation of quantum states is the Bloch sphere.
This three-dimensional geometrical representation offers an intuitive depiction of quantum
states, mainly when the wavefunction phases play a crucial role. Although the wavefunction
phase is not directly measurable, the relative phase gives rise to interference effects when
interacting with other wavefunctions. In the Bloch sphere representation of a qubit,

the state is parametrized by two angles (6, ¢). The state vector of a qubit can then be
expressed as:

1) = cos(0/2) |0) + € sin(6/2) [1) (2.9)

where the two angles 6 and ¢ specify the rotation of the state vector on the Bloch
sphere.

Figure 2.1: Bloch sphere representation

The vectors corresponding to the axes of the Bloch sphere are the eigenvectors of the
three Pauli matrices:

14
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In terms of the computational basis vectors {|0),|1)}, we can express the following
states:

+) = 500)+11)), |-)=Z5(10) — 1)

S

and

[+i) = 55(10) +i[1)), =) = J5(10) —i[1))

These basis states can also be obtained by introducing relative phase shifts ¢:

[+) = 5(0) +e[1)), |-) = J5(10) + 7 [1))

and

i) = 2=(10) + ¢ 1)), |- = 20+ 1))

The phase shift can be interpreted as a rotation of the state vector around the corres-
ponding axis (in this case, the z-axis), with the angle representing the amount of phase
shift. It is worth noting that |0) L |1), |[+) L |—) are orthogonal, meaning that their
wavefunctions have zero overlaps.

2.2.2 Quantum operators

Operators describe physical processes that induce changes in the state vector of a system or
represent physical system properties that can be measured. When acting on a Hilbert space,
operators map one state to another within the same or a different Hilbert space. Operators
representing different transformations must possess certain properties to describe the
physical reality accurately.

Observables pertain to measurable properties of a system, such as position, energy, or
momentum, and are represented by hermitian operators. Hermiticity (and thus linearity)
is required to ensure that these operators’ eigenvalues and measurement outcomes are
real, which is a fundamental postulates of quantum mechanics.

Similarly, the time evolution of quantum states, governed by a hermitian Hamiltonian,
follows the requirement of being unitary for a closed system. Unitary operators represent
reversible and deterministic evolutions of quantum states, preserving normalization and
the inner product. Quantum operations involving non-unitary transformations include
measurements and decoherence.

Mathematically, the distinct operator definitions possess the following properties:

Linear operators:

A(er [91) + 2 [1ha)) = c1 A1) + cad [1ha) (2.10)

This property implies that an operator acting on the superposition state of two distinct
states behaves as if it acts on each state individually.

15
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Hermitian operators:

A=A (2.11)

(Aylg) = (v|A9) = (A'ylg) (2.12)
Ala)=ala), acR (2.13)
(ala;) = i, (2.14)

A Hermitian operator can be decomposed into its eigenvalues and eigenstates, known
as spectral decomposition

A=>"xila)(al (2.15)
a
Here, |a) (a| represents the projection onto the eigenspace of the operator.

Unitary operators:

(UulUv) = (u|v), w,veV (2.16)
This property indicates that unitary operators preserve inner products and, consequently,
the norms of quantum states. Furthermore,
N S
vUu =UU=1. (2.17)

This corresponds to the observation that unitary operations are reversible.

2.2.3 Mixed states

Mixed states generally describe quantum states, encompassing both quantum and classical
aspects. They can be understood as statistical mixtures of different states |¢;), each with
a corresponding probability p; of being obtained in a measurement. When there are a
total of IV states, and the state |¢;) appears N; times in the mixture, the probability of

|1;) is given by

N;

pi= 55 where Zpi =1. (2.18)
1

These probabilities p; are purely classical and do not represent quantum uncertainty.
Mixed states are represented by density matrices, which are positive semi-definite operators
acting on the Hilbert space. A density matrix possesses the following properties:

e p' = p (hermiticity)

16
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e Tr(p) =1 (normalization)
e p >0 (positivity)

The density matrix can be expressed as the sum of its eigenstates |1);) with corresponding
probabilities p;

N
p=">pilvs) (Wil (2.19)

i=1
The unitary evolution of a density matrix can be written as

N

| 2 ot
p—UpU" =" pU ) (| U (2:20)
i=1

The expectation value of an observable A that measures the state p is computed as
(A) = Tr(pA). (2.21)

2.2.4 Quantum measurement

Quantum measurements, unlike unitary evolutions governed by a Hamiltonian operator,
involve interactions with an external system, resulting in a non-closed quantum system.
While unitary transformations are reversible, quantum state measurements are inher-
ently irreversible. In the previous section, hermitian observables were introduced as
quantum mechanical operators associated with measurable properties of a quantum sys-
tem. Measurements are often associated with hermitian observables, known as projective
measurements onto the orthogonal eigenstates of the observable. In such measurements,
the outcome corresponds to one of the eigenvalues, and the state collapses into the
corresponding eigenstate. This is evident when expressing the observable in its spectral
decomposition

M=) mP,. (2.22)

Here, P, represents the projector onto the eigenspace of M associated with the
eigenvalue m. Since eigenvectors of hermitian matrices are mutually orthogonal, requiring
the measurement operator to be hermitian is equlvalent to ensuring the orthogonality of
the projection operators for the observable: M, M 1 =0m m/M

However, there are cases where measurements are performed on properties that do not
have corresponding observables, such as weak measurements, quantum state estimation,
and information-based measurements. Thus, quantum measurements are defined more
generally as a collection of measurement operators M,, that act on the state space of
the measured system. This framework, known as positive operator-valued measurement
(POVM), allows for a broader range of measurements. The operators in a POVM can be
any positive operators satisfying the completeness relation
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S My My, = 1. (2.23)

Here, M,, represents the measurement operator associated with outcome m, and the
probability of obtaining outcome m when the system is in state |¢) is given by

p(m) = (| My, Myalth), (2.24)

where we require p(m) > 0 for any vector [¢)). This equation is known as the Born rule.
After the measurement, the system is left in this state

Min [4)

V (W1 My M |10)

Unlike projective measurements, the measurement operators in a POVM are not
necessarily orthogonal projectors onto the eigenstates of a specific observable. Thus,
the POVM framework provides a more general measurement framework, allowing for
outcomes that may not be associated with the eigenstates of a particular observable.

(2.25)

2.2.5 Quantum channels

A quantum channel is the most general operation that maps an input quantum state to an
output quantum state. It encompasses various transformations: unitary transformations as
reversible operations, noisy channels introducing noise or decoherence, and measurement
channels that describe transformations occurring during quantum measurement. In
essence, it formalizes the transmission and processing of quantum information. To be
physically realizable, a quantum channel must satisfy certain properties. First, it should
be a linear map. A linear map N acts linear on its input, meaning that

N(api + Bp2) = aN(p1) + BN (p2) (2.26)

Additionally, a quantum channel must be a positive map N > 0 that maps positive
operators p > 0 to positive operators, such that

o=N(p) >0 (2.27)

represents a valid positive operator again. Indeed, we require an even stronger property
known as complete positivity (CP). A map is considered completely positive if and only if

(N ®id)(p) >0 (2.28)

where N ®id is a linear map acting on p € H®H with H = C%. This condition ensures
that a positive input state is mapped onto a positive output state, even when the map N
acts only on a subspace of a larger Hilbert space, i.e., transforms only a subsystem of the
density matrix. Complete positivity is a more stringent requirement than positivity.
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A quantum channel can also be trace-preserving (TP) or trace-decreasing to a quantum
state p satisfying T'r(p) = 1. When talking about completely positive and trace-preserving
(CPTP) maps we require the channel to be trace-preserving, which means that the channel
needs to satisfy

Tr(N(p)) =1 (2.29)

|[Eis|. Furthermore, any CPTP map N can be decomposed as a sum of Kraus operators
Ay,

N LN -t r R ~t
N(p) = AwpAr' = peAr V) (x| Ay (2.30)
=1 =1

and the operators need to satisfy

.
A A =1. (2.31)
k=1
The smallest number r for which such a decomposition can be achieved is called Klaus
rank. For unitary transformations, » = 1 since they can be expressed with only a single
operator matrix.

2.2.6 Choi-Jamiolkowski isomorphism

There are various ways to represent quantum channels. One convenient approach is using
the Choi-state and the corresponding Choi-Jamiolkowski isomorphism, also known as
channel-state duality. This isomorphism establishes a one-to-one correspondence between
quantum channels and Choi-states.

The intuition behind this is as follows: Consider a map T that takes H 4 to Ha. We
can introduce an auxiliary system Hpr. When T is a complete positive map, then by
definition, it takes a maximally entangled state |®) on Hr4 to a nonnegative state in
Hra. Then we can associate the CP map T with a nonnegative state in Hrp ® H .
Conversely, any nonnegative state in Hr ® Has can be associated with a CP map T that
takes Ha to Har [Pre].

If the mentioned correspondence is valid, indicating that the associated Choi-state can
comprehensively capture the properties and characteristics of a quantum channel, and
conversely, this relationship precisely defines the Choi-Jamiolkowski isomorphism.

In the following, we will show how the isomorphism works. This is based on the lecture
notes of [Pre| on pages 20 - 21. To start, let’s consider the maximally entangled state,

QL
—

\@RA = |i>R ® |i>A (2.32)

i
where A denotes H 4 and R to Hpg, and both A and R have the same dimension d. We
normalize |®) to v/d to avoid rewriting the normalization factor in the next lines. If we

i
=)
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take the map 7" to be completely positive, then id ® T maps the input state |®) (| to a
nonnegative state, i.e., a density matrix ) (|Vq) (Vo|) on Hpra

(id ® T)((1®) (®))ra) = D (1Wa) (Val) rar- (2.33)

a

Expanding a vector |¢) in the basis of H 4, we get
P)a= sz i)a= Z% i|®)pa) = R(E"1P) g (2.34)

Using the linearity condition of 7" and (2.33)), we can express the map acting only on
H,y as

T((l) (el)a) = T(r(¢*1®) rara(@|0*)r) = > (" Wa)(Talp*)) ar (2.35)

a

We can now define an operator My: Ha — Has that, give a vector |®) 4, acts on |p) 4
in the following way

M, ’@)A = R(‘P* ’\Ija>RA’ (2-36)

Thus (2.35)) represents the map 7' as an operator sum that acts on the pure state
(l¥) (¢])a. This representation can be extended linearly to arbitrary density matrices:

=" MapM] (2.37)

This equation demonstrates the relationship between a given state p and the associated
channel, where the channel is represented by a sum of Kraus operators M,.

(2.33) shows how to obtain a state on H 4/ from the channel T': H 4 — H /. Conversely,
equations (2.36) and (2.37) show how the CP map T can be recovered from the state
by transforming it with the corresponding Kraus operators. Together, these equations
establish the isomorphism between the state and the channel, highlighting the mapping
between them and the role of Kraus operators in the process.

The Choi-Jamiolkowski isomorphism plays a crucial role in semi-definite programming
that concerns analyzing and solving optimization problems involving quantum channels. It
transforms optimization problems containing quantum channels into equivalent problems
over semi-definite matrices associated with those channels. To see this, we rewrite
into

(id @ T)((|®) (®|)ra) Z! (leT(i) (j]) = J(T) (2.38)
1,j=0

J(T) : Hra — Hpas is associated with the channel matrix that should be optimized for
optimal values subject to some objective function while adhering to specified constraints.
These constraints are well-defined, ensuring the preservation of the essential properties
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of completely positive and trace-preserving maps. Specifically, we require J(7') to be
positive-semi-definite

J(T) >0 (2.39)

This ensures that the channel T is completely positive. Furthermore the constraint

Tr(J(T))w, = 1n, (2.40)

guarantees 1" to be a trace-preserving map. Another important and well-known relation
is

(@I T (1) W) o) = (ol ® (W*[ J(T) |¢) ® [¢") (2.41)

or equivalently

Tr(|o) (1 T (1) (¥l)) = Tx(lg) @ [) (9] @ (| J(T)) (2.42)

2.2.7 Quantum Optics

The above-outlined quantum mechanical descriptions were very general, and we haven’t
specified the quantum system we are looking at yet. Indeed, qubits can be realized in
different ways, such as via photons, electrons, nuclei, or Josephson junction, to name a
few.

For this thesis, we consider photons as the information carrier units.

Second Quantization

Quantum optics is built on the formalism of the second quantization of the electromagnetic
field, which treats photons as discrete energy packets or excitations. This framework views
the field as a collection of independent harmonic oscillators. Fach oscillator corresponds
to a distinct mode ¢ with a specific frequency w;, characterized by their wavevector EZ
and polarization degree of freedom s;, with j € {1,2}, and kL s1, L so. The oscillator of
a mode represents the quantized excitations associated with that mode, i.e., the harmonic
oscillators’ discrete energy levels determined by the mode’s frequency. Solving the wave
equation for specified boundary conditions, one arrives at the specific mode functions as
the eigenfunctions ﬁ,as(F)

Vi (F) = —k:%’sﬁ,as(m. (2.43)

As solution functions to the eigenvalue problem, they form an orthonormal basis

—

(50,0 = [ AP, ()., (1) = B 6(E — ) (2.44)

into which we can expand the electromagnetic field [Dak22|. Photons as excitations
of the field are then populated into an independent mode ¢ via the creation dl and the
annihilation a; operator, whose actions are expressed as
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alln) = vVn+1jn+1) (2.45)

a;n) =+v/nin—1). (2.46)

Within this operator formalism, the harmonic oscillator of mode ¢ is expressed by the
following Hamiltonian

H = hw; (ajai + %) (2.47)

The states |n) with n € [0, 00) are called Fockstates and are the energy eigenstates of
the Hamiltonian

. 1
H |n) = ho; (a}ai + 5) In). (2.48)

With this, we have already motivated an important state space of quantum optics:
the Fock space whose basis states are the number states |n). It is a direct sum of tensor
product spaces, where each tensor product space corresponds to a specific mode of the
quantized electromagnetic field and can be occupied by a different number of photons.
Within the same mode or sub-Fockspaces, particles are indistinguishable. The Fockspace
F can be written as

F=FaoMhno..®Fy (2.49)

In the direct sum, dimensions of vector spaces add up, i.e., for Fy; with dimension d1
and Fjyo with dimension d2 the direct sum Fjj3 ® Fyo = Fy1442 has dimension d1+d2. And
for vectors, we get that if |d1) € Fy; and |d2) € Fyo then the direct sum space is spanned
by all linear combinations of vectors from Fj; and Fyo, |d1) + |d2) € Fy3 ® Fyy. Therefore
a basis for Fjj; ® Fyo is obtained by combining the basis of the individual particle number
Fock spaces {F;}. In this sense, the Fock space is spanned by the occupation number
states for all possible numbers of particles, whereas

(d1]d2) = 41,40 (2.50)

This means that basis vectors called Fock states with different numbers of particles
are orthogonal. The number states are the eigenstates of the number operator N;, which
counts the number of photons in the i-th mode

Ni \nl, ey My eey nk> =N, ]nl, cey Ny ...,nk) (251)
and where
N; = di'd;. (2.52)
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Linear optics

A qubit can be regarded as a superposition state across two distinct degrees of freedom.
In the previous chapter, we explored how the electromagnetic field can be decomposed
into the normal modes 4y (r), which are a complete and normalized set of solutions to
Maxwell’s equations. We assumed these solutions to be monochromatic, meaning they
only have spatial variations and no time dependency. Such modes are referred to as spatial
modes. However, as Titulaer and Glauber (1966) [TGG66] pointed out, the concept of purely
monochromatic electromagnetic field excitations (photons) isn’t accurate in the real world
[RW20]. In reality, we need to consider both spatial and temporal aspects, introducing a
temporal degree of freedom in addition to the spatial ones. This interpretation allows
normal modes to represent spatial-temporal distributions. Quantum superposition states
can be composed over these spatial and temporal degrees of freedom, i.e., we can create
spatial or temporal superposition states. However, for the subsequent sections of this
thesis, our focus will be exclusively on spatial modes.

In a beamsplitter transformation, two spatial modes of light are combined, resulting
in a superposition state encompassing the spatial modes involved. This superposition
state can be expressed as a linear combination of the individual spatial modes in the
beamsplitter transformation. These spatial modes can be considered as distinct basis
states within the superposition. Specifically, the beamsplitter transformations of the
incoming spatial modes &(T) and d]; can be written as follows, with r and ¢ being parameters
for the reflectivity and transmittivity respectively

il — /ral + Vial (2.53)
al — Vitah — /rad. (2.54)

The above transformation displayed for spatial modes can also be considered a transform-
ation for a given polarization basis. For example, in the basis {|H),|V)}, a polarization
beamsplitter (PBS) would reflect and transmit incoming photons according to their
polarization, therefore allowing to perform projective polarization measurements

aby — ral, + Vial, (2.55)

al, — Vital, — /ral, (2.56)

Another fundamental optical transformation is that of a phaseshifter that introduces a
phase shift ¢ in the spatial mode in which it is set

al — el (2.57)

We further require waveplates for the experimental implementation. The half-wave
plate (HWP) introduces a phase shift of half a wavelength +7 between the two orthogonal
polarization components |H) and |V) of the incident light. This causes a rotation of
the polarization direction of the light wave. In terms of creation operators, the state
transformation reads as follows
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dTH — cos 29&}1 + sin 29&L (2.58)
al, — sin20al, — cos 20al, (2.59)

The quarter-wave plate (QWP) introduces a phase shift of a quarter of the wavelength
+7/2 between the components. This state transformation then reads
&}I — (cos? @ — isin® 0)&}1 + (1 + 1) cosfsin Hd;r/ (2.60)

d;r/ — (1 +14)cosfsin QdL + (sin? @ — i cos® 9)&]{/ (2.61)

2.3 Quantum Cryptography

There are several compelling reasons why quantum mechanics can be highly valuable
in cryptography. One notable advantage is that, unlike classical bits, information en-
coded in quantum states cannot be fully deterministically accessed or measured. By
encoding information into quantum states, cryptography can achieve the ultimate goal of
information-theoretic security, where even the most powerful adversaries cannot break
the security using computational means alone.

2.3.1 No-cloning principle

The no-cloning theorem states that creating a perfect copy of two non-orthogonal quantum
states with the same unitary state transformation is impossible. Or stated differently:
creating a perfect copy of a quantum state prepared in an unknown basis is impossible.
Detailed proof of this theorem can be found in [Nie00] but will, due to its importance,
also be outlined here: We start with two states [1) and |s), where [¢) is the state of being
copied into some pure state |s). The initial state is then

) ©1s)

The copying machine will be some unitary transformation U; therefore, we write

) ® |s) O U(J9) ®s)) = [9) ® [4)

We apply the same transformation for another state |¢)
U(lY) ®1s)) = |¢) @ [¢)
U(lg) ® [s)) = |9) ® [#)

Since U must be unitary, we require that it preserves inner products, thus taking the
inner product between the first and second equation from both sides, respectively, results
in

(1) = ((¥]¢))”
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We see that the equation can only hold if either |¢) = |¢) or |[¢) L |¢), implying that
cloning is impossible for two non-orthogonal states, or, equivalently, for unknown states
in general. This means a cloning machine U can clone [¢)) = |0) and |¢) = |1) but cannot
for instance clone |¢)) = |0) and |¢) = %QO) +11)).

The implication of this theorem is intuitive: if non-orthogonal quantum states could be
cloned, it would be possible to distinguish between them by performing measurements on
multiple copies, leading to a loss of uncertainty. Therefore, the inability to distinguish
non-orthogonal quantum states directly stems from the no-cloning theorem. Additionally,
[Oril8] pointed out that [Par70] already discussed in the 1970s that the no-cloning
theorem implies the absence of a single, non-disturbing measurement between spins. This
implies that it is impossible to measure any information that distinguishes between two
non-orthogonal quantum states without altering them, which forms the foundation for
quantum cryptographic protocols and gives them an inherent advantage over classical
methods.

2.3.2 State discrimination

The no-cloning theorem establishes the impossibility of perfectly distinguishing non-
orthogonal states. A key aspect here is the probabilistic rather than deterministic nature
of information extraction from non-orthogonal quantum states upon measurement. For
instance, consider the states |0) and |—), with an overlap calculated as the inner product
of their respective Hilbert space states

(0]-) = <0|\}§<|o> — ) = \}5 (2.62)

This non-zero overlap indicates that when measuring the |—) state in the computational
basis, denoted as M,, we obtain equal probabilities for the classical outcomes 0 and 1

M, =) = (10) {0] + 1) (1)) (;5“(” - |1>>> — 510 -

In contrast, distinguishing between orthogonal states, e.g., |0) and |1), is straightforward
since they can be ideally identified by projecting them onto their corresponding basis.

10) 1) (2.63)

M 10) = (|0) (0] + [1) (1]) |0) = 10) (2.64)
M |1) = (|0) (0] + [1) (1[) [1) = [1) (2.65)

However, it is possible to discriminate between non-orthogonal states more effectively.
This can be illustrated by the following example, implementing an optimized measurement
operation:

In the previous section, we outlined the criteria for a set of quantum measurement
operators. Conversely, any set of operators that satisfy these properties corresponds
to a valid measurement. Therefore, we can mathematically search for the optimal
measurement by exploring sets of measurement operators that meet the requirements,
with the understanding that such a measurement is physically realizable [SMBQ9].
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As an example, to differentiate between |0), |+), and |1), |—) states, instead of using
the measurement operators M, = |0) (0] + |1) (1| and My = |+) (+]| + |—) (—]|, we can
select the measurement basis as

_§> (2.66)

1
2

D=0 —=

Iy = — [0) (0] — [4) (+] = (j

Here, we have implemented a valid positive operator-valued measurement (POVM),
where the measurement operators are defined as follows

I, = [0) (0] (2.67)
Iy = [+) (+] (2.68)
My =1-1II —II, (2.69)

The eigenvectors of Il are

= 1.0823 1
and
oo L (V241
1= 96131 1

By projecting the basis states onto these eigenstates, we achieve a state discrimination
probability of 85.35%. This enhancement of state discrimination probability by optimized
measurements is important when considering security aspects in cryptographic protocols.
As an example, if a protocol aims to hide the classical value 0 in the states |0}, |1) and the
classical value 1 in the states |+) , |—), by implementing the POVM measurement from
above, there is an 85.35% chance of retrieving these values upon such a measurement.

2.3.3 BB84 Quantum Key Distribution

The BB84 Quantum Key Distribution (QKD) [CHB84| protocol is a fundamental cryp-
tographic protocol for securely creating a secret digital key shared between two trusted
parties. Alice prepares a string of quantum states, in which she encodes each state
randomly in one of two bases, either the H/V or + /- bases. The resulting states are sent
to Bob via a quantum channel, which he measures randomly. After measurement, Alice
and Bob communicate over a classical channel to compare the encoding and measuring
bases. They discard the states where the bases do not match and retain the matching
ones. To detect possible attacks by adversaries, they can now use some of the states that
were measured in the correct basis to check for inconsistencies/errors. They can discard
the key if incorrect values are detected, indicating a potential third-party attack. The
remaining unleaked subset will form the final key if no attack is detected.
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Compared to classical methods, the quantum advantage is that an eavesdropper attack
would be detected due to the no-cloning theorem since this would render the quantum
states. Suppose perfect quantum states are transmitted in a QKD protocol. In that
case, the cheating probability can be quantified as follows: when a third party intercepts
and measures the sent states, they can replace them with different ones based on the
measurement outcome. In this case, the probability of correctly measuring the outcome
is %, but this probability decreases exponentially as the number n of measured qubits
increases. Specifically, the cheating probability p, scales as (%)”

However, if imperfect quantum states are sent, such as unintentional multiphoton states
instead of single photon states, the protocol’s security becomes vulnerable to a different
type of attack. A third party can intercept and measure the additional states in this
scenario. This obvious security drawback of the protocol has prompted extensive research
efforts within the community to develop alternative protocols on the theoretical side and

experimentally enhance the quality of photon sources.

2.3.4 Quantum Money

The concept of quantum money arose from the inability to clone a quantum state and
was one of the pioneering protocols in quantum cryptography. The protocol presented by
Wiesner in the 1970s predates the formulation of the no-cloning theorem in 1982, but it
already utilizes the principles outlined in the last theorem.

The protocol aims to create banknotes signed with quantum states, ensuring they cannot
be copied without introducing any error. When an attempt is made to copy the banknote,
the quantum states are destroyed, rendering the counterfeit banknote unusable. The
protocol operates as follows: a random classical secret bitstring k® and a secret classical
key b° containing the basis for encoding the key is generated. If b° = 0, £° is encoded
using the o, basis, while b* = 1 corresponds to encoding using the o, basis. Consequently,
the resulting state is a tensor product state represented as |¥) = ®?:0 Wf’b>, where
|¢f’b> € {|+),|-),|+%),|—i)}. This state is stored in a quantum memory. When a
transaction is requested, the banknote containing the n quantum states is sent to the
bank for verification. The bank possesses the correct key string £* and basis string b°
to check the validity of the banknote. The bank measures the states on the banknote
according to b° and compares the outcomes with k°. If errors are found, the bank rejects
the banknote. Due to the no-cloning principle, counterfeiters cannot create a perfect copy
of the banknote, making the protocol information-theoretically secure [Wie83|. It has
been shown that the upper bound probability for a cheating attack, where a malicious
adversary tries to create two banknotes with the same serial number from one, scales
with pg = (2)" [AMI12].

There are two methods for verification: classical or quantum communication. The
primary drawback of quantum verification, as proposed in Wiesner’s original scheme, is
that quantum states can be altered when transmitted to the bank due to channel losses
or noise, compromising security. As an alternative, [Gav12] introduced a scheme that
employs classical communication with the bank. In this scheme, the banknote holder
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receives instructions from the bank on measuring the quantum states on the banknote
and reports the results back to the bank via a classical channel for verification.

2.3.5 (Quantum) Bit Commitment

Commitment schemes are protocols designed to enable one party, called the sender to
commit to a chosen value, ensuring that the value remains unchanged while being hidden
from another party, the receiver. These protocols involve two distinct phases: the commit
and the reveal phases. A value is selected, committed to, and transmitted to the other
party in the commit phase. Subsequently, in the reveal phase, the sender discloses the
committed value, allowing the receiver to verify its authenticity [Wikb|]. Conceptually,
commitment schemes can be associated with digital equivalents of safes, where the sender
hides a message within a locked safe and transfers it to the receiver. Once the message is
locked away, the sender cannot alter it (binding property), and the receiver cannot access
its contents until provided with the key (hiding property).

Achieving perfect binding and hiding simultaneously is impossible, as demonstrated
both classically and quantumly [May97|. In this context, perfect refers to the condition
where even with unlimited computational resources, modifying the value after committing
or retrieving the committed value before the reveal phase is impossible. To circumvent
the so-called no-go theorem proved by Mayers, new protocols came up incorporating
space-time arguments to ensure, in principle, perfect hiding and binding commitment
schemes [Kenl2]. However, these schemes introduce new security schemes as they require
trusting external parties or devices.

As mentioned earlier in the section on ZKPs, classical commitment schemes mostly rely
on computationally secure one-way functions. I would like to delve further into this topic,
elucidating how quantum mechanical commitment schemes can be employed to commit
to classical bits and can achieve, in principle, information-theoretical secure hiding or
binding, without any computational complexity arguments.

We can conceptualize a commitment scheme using quantum states as follows. The
sender party can hide a value by selecting an arbitrary basis for encoding (o, or o,), that
is, choosing |0) or |1) for classical value 0 and |+) or |—) for classical value 1. Hiding is
accomplished because the receiving party would need knowledge of the chosen encoding
basis to extract the encoded classical values deterministically. If the incorrect basis is
chosen, utilizing the measurement operators M, or M., i.e., a projective measurement
onto the two bases, would yield completely random measurement outcomes. Therefore
retrieving the bit information is probabilistic, hence the hiding of the commitment scheme
is information-theoretically secure as no computational assumptions are needed. The
binding property is as follows: the receiver party can request the sender party to announce
the classical values encoded in the transmitted states and the encoding basis. For all states
measured correctly according to the sender’s announcement, the measured and encoded
values must perfectly match in an honest scenario. The binding is clearly imperfect, as in
75% of the cases (50% the wrong measurement basis will be chosen and the commitment
cannot be checked, plus in 50% of the other half, the commitment state can be correctly
guessed).
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This simple commitment scheme was used in a similar form in [Sal98|, giving an example
of a commitment scheme that does not require computational assumptions and will also
be the basis for the zero-knowledge protocol as explained in more detail in the next

chapter.
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The following chapter outlines important related work in quantum-proof systems, especially
ZKP systems.

3.1 (Quantum) interactive proof systems

As pointed out in interactive proof systems are models where computations are
performed by letting two parties, a prover and a verifier, interact and exchange messages.
All interactive proof systems are subject to completeness and soundness requirements.
Different complexity classes emerge according to bounds on completeness, soundness, the
number of messages exchanged, and the computational power of the interacting parties.
The complexity class QM A is defined as the set of languages for which a polynomial-size
quantum proof (a quantum state) exists for every string in the language that convinces
a polynomial-time quantum verifier that the string is within the language with high
probability. Moreover, the verifier will reject any proof with high probability when the
string is not in the language [Wikf].

Studying interactive proof systems for the complexity class QM A, some previous work
demonstrated a quantum advantage in verifying N P-complete problems regarding the
witness size of the proof necessary to convince a polynomial-time verifier with high
soundness of the statement’s validity. The advantage was achieved via encoding the
witness into quantum states and letting the prover and verifier interact quantumly. The
initial work on this was done by |[ABD'09|, who demonstrated an efficient proof protocol
that can convince a verifier with constant soundness of the satisfiability of 3SAT, an
N P-complete problem, given O(y/n) witnesses, each encoded as O(logn) qubits, with
n being the size of the input instance. The shown advantage is that while quantumly,
the verification time for a witness of this size is linear in the input size, classically, it
would still take exponential time, rendering a proof system of this form impossible. The
protocol construction relies on the PCP theorem. Building on this, [ADK18| explored the
theoretical aspects of transferring the idea to a quantum optical experimental setup. Both
[ADK18| and JABDT09| employed witness encoding using spatial mode superposition
states. However, the experimental feasibility becomes challenging as the witness size
increases. |[CKDK21| addressed this issue, resolved the experimental constraints by
mapping the protocol to coherent states in a sequence of time modes, and gave a first
experimental demonstration of the QM A proof system, showing that soundness and
completeness hold in the practical implementation.

These earlier studies inspired our protocol design. We used similar reasoning to establish
the properties of the completeness and soundness since our work also involves a PCP
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SAT problem.

3.2 First work on ZKPs

ZKPs were first introduced in [GMRS&5| and have become a fundamental cryptographic
resource. As described in [GMRS5], the initial versions of zero-knowledge protocols relied
on the quadratic residuosity and non-residuosity problems.

Furthermore, it was shown by [GMWO91]| that every language in NP has an interactive
ZKP protocol (under reasonable hardness assumptions), which means that NP C CZK,
where CZ K stands for computational zero-knowledge. Another variant is SZ K, which
stands for statistical zero-knowledge. Generally, statistical zero-knowledge refers to an
interactive proof system where an arbitrary malicious verifier cannot learn if an instance is
a Yes-instance except for extracting negligible amounts of information. The computational
variant provides the same guarantee for malicious polynomial-time verifiers, [VZ09, page
2]. The former is considered more secure than the latter.

3.3 Security analysis via simulator

To analyze the zero-knowledge property of a proof system, which determines the amount
of information an arbitrary verifier can gain from the interaction with the prover, the
simulator method is commonly employed [Mas21]. The simulation paradigm involves a
real/ideal world approach, where the ideal world is the simulation itself. In the ideal world,
the verifier does not need to check any witness statement for correctness, as they can
trust a third party to report whether the witness is valid. In such a simulation protocol,
a simulator acts as a prover without the witness as input, engaging in the proof protocol
with an arbitrary verifier. The simulation can be rewound to a previous step if it fails,
i.e., if the verifier gives an unwanted answer. An encryption scheme is deemed secure
if its transcript output distribution is indistinguishable from the simulation transcript
output distribution [Mas21]. For more details on simulators, refer to [Linl7].

Proving security for zero-knowledge protocols against quantum verifiers is not straight-
forward since the traditional rewinding technique, which allows a simulator to go backward
steps in the protocol to handle unwanted answers or outputs from the verifier, cannot be
directly applied in the quantum setting. This is due to the inherent nature of quantum
states, where copying them is impossible, and measurements lead to alterations in the
state. This means a simulator cannot make copies of the verifier’s input or perform
measurements to determine the success of a simulation, which is necessary if the zero-
knowledge property of a protocol is argued with the rewinding argument [Wat09]. This
fundamental difficulty was initially observed by [VDG98|, and it has long been perceived
as challenging to introduce QZKP protocols or provide security proofs against quantum
verifiers.

However, the challenge was successfully addressed by [Wat09] by introducing a quantum
rewinding technique. The quantum rewinding technique relies on an amplitude ampli-
fication lemma, which states that the probability of constructing a quantum circuit @
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that outputs a state that has high fidelity to a state of a successful simulation is almost
independent of an auxiliary state [¢) that is input to the circuit. This implies that the
success probability of the simulator is nearly independent of the auxiliary input of a
malicious verifier, enabling the simulator to produce the desired view of the simulation
independently.

The significance of this technique lies in its ability to address the challenge posed by
intermediate measurements, which can alter the quantum state and potentially compromise
the success of future executions of the simulator algorithm [AB19]. When proving zero-
knowledge, considering additional auxiliary input information incorporates the possibility
that the verifier can access some outside information. This could be the case when the
protocol is run as part of a larger subroutine. A proof protocol that is auxiliary input
zero-knowledge shows that a protocol is closed under composition, i.e., an earlier execution
of the proof system does not influence the security of the zero-knowledge protocol in later
executions [GO94].

3.4 Post-quantum ZKP for NP

With Watrous” work enabling the implementation of the simulator technique for a wider
range of zero-knowledge protocols in the quantum setting, considerable efforts have been
dedicated to developing post-quantum ZKP protocols and reevaluating existing classical
protocols to ensure their security against quantum verifiers. Although the computational
difficulty of certain problems, like factoring and discrete logarithm computations, becomes
compromised by quantum computers, rendering cryptographic schemes built upon these
problems insecure, there are alternative candidates. For instance, the Learning with Error
assumption (LWE) or Quantum Learning with Error assumption (QLWE) are considered
potential contenders that could maintain post-quantum computational security [Mas21].
Building post-quantum ZKP protocols often involves adopting commitment schemes based
on assumed quantum-secure functions.

For instance, in [Wat09] and [Adc02|, quantum computationally concealing commitment
schemes were defined under the assumption of quantum computationally concealing one-
way functions.

Utilizing quantum rewinding, [Wat09] furthermore demonstrated statistical zero-knowledge
of the Goldreich-Micali- Wigderson Graph Isomorphism and computational zero-knowledge
of the Goldreich—Micali-Wigderson 3-coloring proof systems against arbitrary quantum
verifiers, assuming post-quantum one-way functions. This result extends to all NP
languages due to the N P-completeness of Graph 3-coloring.

Continuing this direction, [BS20] introduced a post-quantum ZKP argument protocol
for NP with constant rounds. Their scheme relies on the existence of quantum fully-
homomorphic encryption and employs non-black-box simulation to achieve computational
soundness. Argument protocols offer weaker soundness guarantees, being secure only
against computationally bounded provers.

An improvement was presented by [Chi21|, who proposed a quantum-secure constant
round interactive e-ZKP for N P, incorporating black-box techniques and showed that it
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is statistically sound under the assumption of collapsing hash functions. The construction
of the protocol builds on the Golderich-Kahan protocol, a 3 - protocol in which the
verifier is forced to commit to its challenges in advance. Their commitment scheme relies
on the assumption of QLWE. e-zero-knowledge only requires indistinguishability within
an accuracy parameter e [DNS98|. This is in contrast to perfect zero-knowledge, where
a simulator can produce a perfectly indistinguishable view of the interaction between a
malicious quantum verifier and a prover. Further, the notion of black-box zero-knowledge
involves proving security with a universal simulator with access to all possible strategies
a malicious verifier might employ [DNS9§], i.e., there is one simulator for all verifiers. In
contrast, non-black-box zero-knowledge only requires the construction of a simulator for all
verifiers, which means there can be one simulator per verifier. In this sense, the notion of
black-box zero-knowledge in the literature is stronger than non-black-box zero-knowledge.

In the same work, [Chi21] also presented a constant round interactive e-zero-knowledge
argument for NP that is both black-box and computationally sound. This scheme is
based on Blum’s Graph Hamiltonicity protocol, a ¥ - protocol that utilizes a commitment
scheme built upon the assumption of post-quantum one-way functions.

Notably, constant round black-box zero-knowledge for N P, secure against quantum
attacks, is impossible unless NP C BQP |[CCLY22]. This implies that one of the security
parameters must be relaxed, i.e., either using non-black-box schemes or the zero-knowledge
property needs to be relaxed to e-zero-knowledge instead of perfect zero-knowledge.

Finally, the work of [Mas21| offers a collection of classical protocols secure against
malicious quantum adversaries based on QLWE, one-way functions, or other post-quantum
assumptions.

The above approaches face a challenge in proving the security of schemes based on
quantum computational one-way functions, as new quantum algorithms like Shor’s could
potentially compromise their security. Hence, there is a need for research into alternative
commitment schemes.

3.5 ZKP for QMA

Besides work on post-quantum ZKPs for languages in the class NP, progress has also
been made in studying ZKPs for languages in the quantum complexity class QM A, the
quantum analog of NP. A significant contribution in this area was made by [AB20].
Their work demonstrated that, assuming the existence of a quantum computationally
concealing and unconditionally binding commitment scheme, QM A is contained within
the class QCZK (quantum computational zero-knowledge). As a result, every problem
in QM A now admits a quantum computational zero-knowledge interactive proof system.
The quantum ZKP protocol in [AB20] is constructed around the QM A-complete k-local
Hamiltonian problem. The k-local Hamiltonian problem aims to determine if the minimum
eigenvalue of an n-qubit Hamiltonian H = ) ; Hj, where each Hj acts nontrivially on
only k out of the n qubits, is below a certain threshold. The solutions to this problem
are quantum states, unlike the previous protocol problems, which had classical solutions.
The protocol follows a Y-structure, and the first message sent is the encoded witness
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and a commitment to the information necessary to reverse the encoding and check the
witness validity. Notably, the commitment to the quantum witness is purely classical and
assumed to be perfectly binding and computationally concealing.

[VZ09] provided a zero-knowledge argument protocol for the QM A language, specifically
the 2-local XZ Hamiltonian problem. The encoding scheme is similar to the one presented
in [AB20], and a perfectly binding, quantum computationally concealing commitment
protocol is assumed for committing to the quantum witness p of the 2-local Hamiltonian
problem.

Additionally, [AB22] presented a protocol for QMA that serves as a computational
ZKP system. The protocol follows a ¥ - structure, with the key distinction to the above
work that the commitment to the quantum solution state is done via a quantum one-time
pad. The underlying problem is drawn from the complexity class k-SimQMA. Under the
assumption that the commitment scheme is unconditionally binding and computationally
hiding, the protocol is a computational ZKP system for QMA. The completeness and
soundness properties follow trivially from the conditions on the commitment scheme, and
zero-knowledge is shown via the rewinding technique [Wat09].

3.6 Integration into the existing body of literature

The contributions of this thesis can be contextualized within the existing body of re-
search as follows: the developed protocol establishes a ZKP system, demonstrating
both completeness and soundness properties in the experimentally ideal case, thereby
proving its security against malicious quantum provers. Additionally, the security of
the commitment scheme against a malicious verifier is founded on the notion that the
quantum state received by the verifier resists transformation into a state that yields more
information. These optimal state transformations, i.e., the most advantageous strategies
for a malicious verifier and prover to cheat, are derived via semi-definite programming.
This analysis establishes that the protocol’s commitment scheme is perfectly binding, as
the soundness can be approached arbitrarily close to zero. However, as we discuss later,
achieving perfect binding comes at the cost of revealing additional information about
the witness classically. Therefore, although the proof state remains securely hidden from
an information-theoretical perspective employing the method of conjugate coding, the
overall scheme can be considered quantum-computationally hiding.

In this sense, our commitment scheme deviates from prior schemes that rely on cryp-
tographic assumptions, such as the Learning with Errors assumption or post-quantum
fully homomorphic encryption, therefore establishing security by combining cryptographic
constructions that rely on these primitives [AB22]. Our approach, however, is not based
on one-way functions but rather ensures that information about the witness is information-
theoretically concealed in the message state, even though in later steps of the commitment
scheme some classical information leakage is necessary to guarantee perfect binding. The
precise amount of information leakage will be explored in subsequent sections.

For the conclusive establishment of security, the next steps after this work involve
delineating a simulator protocol, showing that our protocol indeed upholds the zero-
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knowledge property, wherein a simulator’s output remains indistinguishable from real
protocol outputs.

An intriguing insight is that our protocol, through relaxing the zero-knowledge require-
ment, which means divulging minimal information that offers no meaningful computational
advantage in solving the underlying N P problem, achieves a post-quantum protocol where
when values of completeness and soundness are fixed, the required rounds are constant in
the chosen problem size. As outlined in more detail in the next chapters, the number of
rounds is equivalent to the amount of revealed information. Therefore, we get a protocol
where the revealed information is also constant. Assuming the simulator construction
supports this, zero-knowledge holds in the limit of the input instance size being much
larger than the revealed information. This represents an enhancement compared to the
leaked information regarding the quantum witness in the work of [ABDT09|, [ADKIS)|
and [CKDK21]| where the disclosed information increases proportionally with the input
instance’s size. It is important to point out that this statement is only true for the
experimentally ideal case. The revealed information during the protocol might change
when including parameters like losses and noise, as discussed later in section [6.2.2]
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In this chapter, we will present one of the main findings of my thesis, which focuses on
developing a quantum ZKP protocol. Chapter [5] outlines the security analysis of the
protocol in the experimentally ideal case using semi-definite programs. We will begin
by summarizing the protocol and formally describing the protocol steps. Later, we will
describe the main points in more detail and specifically elaborate on the completeness
property of the protocol.

The core problem for constructing the ZKP is a 2-out-of-4 SAT problem instance with n
variables and y clauses shared between P and V. The fact that SAT problems belong to
the complexity class of N P-complete is advantageous for two reasons. Firstly, it provides
a security condition where the verifier can deduce that if they are convinced the prover
possesses the solution to the shared problem, then the prover must know the solution,
as brute-forcing a solution would require a worst-case computational effort of O(k™).
Secondly, it renders the protocol applicable to a wide range of problems, as every problem
in NP can be mapped (reduced) to an SAT problem with a polynomial-time overhead
at most. The parameters of completeness Po ~ 1 and soundness Ps ~ 0 are known
and agreed upon by both parties in advance. An honest prover possesses a satisfying
assignment, denoted as x € {0,1}", which makes the shared instance evaluate to true.
The goal of the protocol is for the verifier to be convinced by an honest prover, with
high P¢, that the prover provides a satisfying assignment without gaining any additional
information other than the truth of the statement. Conversely, if a dishonest prover
provides an invalid solution, it should be accepted with, at most, Pg probability.

The prover encodes each classical solution bit into the basis information of a quantum
state, as detailed in the quantum encoding section After the encoding, the prover
sends all n states to the verifier through a quantum channel. This thesis assumes
ideal experimental conditions with a perfect lossless channel. Upon receiving the states,
the verifier measures them in a random basis, following the explanation provided in
the quantum measurement section [f.1.3] The verifier keeps track of which states were
measured in which basis and records the measurement outcomes. Once all states are
measured, the verifier sends a challenge to the prover, picking one or several clauses at
random. This step is explained in the section classical verification The number of
how many clauses are allowed to be challenged is determined by the protocol parameters
Pco and Pg. After checking the satisfiability of at least one clause, the verifier accepts or
rejects the proof based on whether the clause was satisfiable or not.

We will now give a more formal description of the given intuition:
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4.1 Protocol Overview

4.1.1 Quantum secure ZKP system for N P-complete problem

Let L be the language of 2-out-of-4 SAT problems for which a satisfying variable assignment
exists, and let ¥ = {0,1}. Given a boolean formula ¢, where ¢ has y clauses containing
n variables. We require the promise that ¢ is a PCP instance. ¢ is given as a common
input to the prover P and the verifier V. P wants to convince V that ¢ € L. It could do
so by sending the witness, i.e., the variable assignment x € ¥*, such that ¢(z) = True,
i.e., the assignment makes the formula evaluate to a logical True. But since we are in
the zero-knowledge setting, P wants to convince V of the statement without revealing
information about the witness x. The steps of the protocol to perform this task are the
following:

1. P — V: P encodes the witness = with |z| = n, according to the function
commit(x,,S,) for a = 1,..., n and a secret random binary string s € ¥* with
|s| = n.

The function is of the form

|0y ifz,=0and s, =0
1) ifxg,=0ands, =1
|+) ifz,=1and s, =0

|—) ifz,=1and s, =1

(4.1)

commit(z,, Sq) =

This results in the global state W) = ®),_ [¢4) where [¢,) € {|0),[1),[+),|-)}.
This is a tensor product of n quantum states. P sends the state |¥) to V' and stores
the random string s secretly.

2. V. — P: V measures each |¢,) in a random basis o € {0,,0,}. We denote the
randomness of the chosen measurement basis as the string m € ¥* with |m| =n
and m, = 0 for measurement basis o, as well as m, = 1 for measurement basis
oz. V secretly stores the measurement outcomes u = (uy, ..., u,) for all the n states
and the binary random string m.

Then V' chooses a clause ¢, out of the {ci, ..., ¢, } clauses for a random r € {0, ..., y}
and sends the value r as a challenge to the prover.

3. P — V: We denote the variables contained in the challenged clause ¢, as {x;, xj, xx, 21}
for some indices {4, j, k,l}. P answers to the challenge by:

(i) sending the values {s;,sj, sk, s}, i.e., the values of the secret string s hav-
ing the same indices as the variables in the challenged clause ({s;, s;, si, s} are the
commitment variables for the clause ¢, i.e. the measurement outcomes when the
correct basis was chosen).
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4.1 Protocol Overview

(ii) sending the values {z;, x;, x, 2}, i.e., the four variable values of the witness
that are contained in clause ¢, (these correspond to the encoding bases).

4. After this step, the verifier checks the responses of the prover. For each of the four
variables it received for the challenged clause ¢,, there are two possible proceedings
in the protocol. V starts the process with indices ¢ for example and repeats the
same process for the remaining indices {7, k, [} of the challenged clause:

e If x; = m;, i.e., the encoding basis matches the measurement basis, V' continues
to check whether u; = s;, i.e., if the measurement outcome matches the sent
commitment. The verifier aborts the protocol if the last equality does not hold
since this would imply a cheating prover. Otherwise, it stores the value z; to
later check if the challenged clause is satisfied.

e If x; # m;, i.e., the encoding basis does not match the measurement basis, V'
cannot check the commitment for this value, since it must expect that the
measurement gave a random outcome. But it can still use the value z; to check
whether the challenged clause is satisfied.

5. If V did not abort in step 4, it continues to check if the received variables
{xs, xj, 2, 21} do satisfy the clause c,.

6. Repeat step 3 - step 5 ¢t times until the desired values of Po and Pg are reached.

We can summarize the inputs to P and V as follows:

Input to Prover
e Common shared input instance ¢

e A quantum-computationally hiding and perfectly binding commitment scheme with
non-zero cheating probability

e Variable assignment x = (21, ..., Tp)

e Random bit string s = (sy, ..., s, ), denoting the measurement outcomes of a correct
measurement

Input to Verifier
e Common shared input instance ¢

e A quantum-computationally hiding and perfectly binding commitment scheme with
non-zero cheating probability

e Random bit string m = (my, ..., m, ), denoting the chosen measurement basis

e Random value r denoting the challenged clause
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4.1 Protocol Overview

We still have to answer how many rounds are required to reach the desired probabilities
Pc and Pg. This directly corresponds to the number of clauses that a verifier is allowed
to challenge. The rest of the chapter will continue to explain the protocol steps in more
detail and elaborate on the completeness property, which will also give a first constant
t. for the number of challenged clauses required such that the desired probability Po is
reached.

In the next chapter that concerns the security proof, we will quantify soundness[5.1] and
security of the commitment scheme with the help of semi-definite programs, which will
then give the second constant ¢4 for the number of clauses required such that the desired
probability Pg is reached. Together, t. and ts will give the total number of challenged
clauses t required in the protocol. We will now elaborate in more detail on the following
important protocol steps:

4.1.2 Quantum Encoding

The first step involves the prover, who possesses a bitstring x € ¥* over an alphabet
¥ = {0, 1} with length |x| = n. In the honest case, = is a satisfying variable assignment
to the instance ¢ such that ¢(z) = True.

The goal of the protocol is to convince V' that ¢(x) = True, i.e., ¢ € L which can be
verified given an assignment x in polynomial-time since ¢ is in IV P-complete. z is the
secret information and the proof is done by letting V interact with P according to the
protocol. When P is honest, V should accept with very high probability Po. Conversely,
if a dishonest prover P* provides an invalid solution or deviates from the protocol, it
should be accepted with, at most, probability Pg. An honest P encodes the bit values
of the witness as follows: it generates a random bit string that we call s, having equal
length as the witness. It then prepares a string of quantum states according to the
commit function. Commit takes as input the variable pair (z,, s,) for the string indices
a=1,...,n, ie., we apply it on each of the n variables in x and s with the same indices
individually. The scheme is as follows:

e if x, =0 and s, = 0, P prepares the state |0) in the z-basis
e if x, =0 and s, = 1, P prepares the state |1) in the z-basis
e if z, =1 and s, = 0, P prepares the state |[+) in the x-basis
e if x, =1 and s, = 1, P prepares the state |—) in the x-basis

Note that each state is prepared individually, so the resulting global state is a n-qubit
product state. As an example for n = 5, for a bitstring = (01001), and random string
s = (00110) the resulting global quantum state would be:

W) =0 e+ elell)el+)

P stores s secretly, since it will be later used for the verification. The resulting quantum
state is then sent to the verifier through a quantum channel. The analysis in this thesis is
done for the ideal case, so we assume a perfect, lossless channel.
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4 Quantum ZKP protocol

4.1.3 Quantum Measurement

Upon receiving the states, the verifier individually measures each state |1,). For this, it
also generates a random bit string m, having equal length to the witness. Note that the
instance ¢ is known by V', and the length of the witness is just the number of unique
variables within the instance. It then measures the states according to the scheme:

Fora=1,...,n:
e if my = 0, V measures the a-th state in the z-basis, i.e., applies the operator o,
e if m, = 1, V measures the a-th state in the x-basis i.e., applies the operator o,

V' secretly stores the bit string m, and the measurement outcomes u = (uq, ..., up).
With this measurement strategy, the encoding basis will match the measurement basis in
50% of the time. Since z— and z- bases are orthogonal to each other, a measurement
in the wrong basis will yield totally random outcomes, whereas a measurement in the
correct basis will yield deterministic outcomes, i.e., the measurement results match the
states P has encoded. Formally, we can write this as follows:

o if my = x4, V will get deterministic outcomes

o if my # x4, V will get random outcomes

It is important to note that the measurement outcome, even when the state is measured
in the correct basis, does not reveal any information about the solution bit value, as the
prover randomly chooses the actual state. The state or the measurement outcome instead
serves the protocol as a binding property, allowing the verifier to check whether the prover
later announces indeed the values he or she has committed to in the first place.

The only way to obtain information about the solution values is through basis dis-
crimination. The success of a basis discrimination attack will be analyzed in section [5.3]
At this point, both, P and V are unaware of which states were measured correctly or
incorrectly.

4.1.4 Classical Verification

Once all the states are measured, V picks a clause ¢, at random. Let’s denote the variables
contained in ¢, as {z;, z;, g, x;} with indices {4, j, k,l}. V then sends r as a challenge to
P. P answers by sending back the solution values for the challenged clause, i.e. the values
{x;,xj, x, z;} and the additional information about the initially encoded states, i.e., the
values {s;, sj, sk, 1}, for the states contained in clause ¢,. This is the reveal phase, where
P opens the commitment. V' can then do the verification for each {i,j, k, [}:
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4.2 Completeness

for z in {i,7,k,l} do
if m, = x, then
if u, = s, then
| store x, Note: Here honest commitment could be checked

else
| Break

end

else
| store x, Note: Here honest commitment could not be checked

end

end

We will explain the algorithm step-by-step:

V runs the process for all of the four received values of the challenged clause. Line 2
describes the process of checking whether the encoding basis, which can be read from
the solution value x, for some z € {4, j, k, [}, matches V’s measurement basis m,. If this
is the case, V' continues to check whether the commitment value s, matches with its
measurement result u, (line 3). If this is the case, i.e., u, = s, is satisfied, the solution
value x, is stored for later verifying the challenged clause c,. If V' detects inconsistencies
at this step, it aborts, since in this case cheating behavior from the prover side has to be
assumed. If, however, in line 2, V could see that encoding and measurement basis do not
match, it cannot check the commitment but stores the value z, for later checking the
clause.

4.2 Completeness

We are now ready to analyze the completeness of the protocol. In order for V' to assess
whether the proof effectively meets the input instance, it must be capable of confirming at
least one clause. Despite being in the perfectly honest scenario, we impose a verification
condition on V', mandating it to verify at least one clause with variables for which the
honest commitment in line 3 of the algorithm could be checked. This condition implies
that at least in one clause, all four variables must have been measured in the same basis
as they were encoded. We know that the probability that m, = z,, i.e. measurement and
encoding basis match, is % Therefore, there is a % chance that all four variables within
one clause, were measured correctly. So the completeness Pg, if we would allow V to
only challenge one clause, would be %. Since we want P, in general, to be as high as
possible, i.e., the probability the protocol succeeds in a run is high, we can fix a desired
value for P and then calculate from this the number of clauses t. that must be revealed
to V to achieve this probability. Thus, we have:

Po(te) =1 — <16>tc (4.2)

where we require y > t., i.e., the number of total clauses must be much higher than
the number of revealed clauses. A very important point to outline here is the fact that
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4 Quantum ZKP protocol

once Pp is fixed, the number of revealed clauses during the protocol is constant. Together
with the second parameter t; which is the number of clauses revealed to ensure the
soundness of the protocol, we will see that the total number of revealed clauses is O(1),
i.e., is independent of the input size of the instance, without having to compromise on
the protocol parameter. This is a very appealing property of the protocol, which we will
work out in more detail in section 5.5l
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5 Security analysis for the ideal protocol

In this section, we will examine potential cheating strategies that dishonest parties may
employ to gain an advantage in the protocol. More generally, we will use semi-definite
programs to quantify optimal attacks on the state of the commitment scheme and in terms
of the soundness property of the protocol. We will heuristically derive possible cheating
strategies for the prover and the verifier and will formalize and utilize semi-definite
programs to calculate the probability of these attacks and to show that they are optimal.

The motivation behind employing semi-definite programs stems from the fact that
semi-definite programs optimize over positive semi-definite matrices, as explained in
section [2.1.71 When applying this method for security analysis, we seek the optimal
quantum state maps that a party can prepare for a given state, considering the objective
function as the cheating strategy. The Choi-Jamiolkowski isomorphism enables us to
represent quantum maps as states (positive semi-definite matrices), hence to utilize
SDPs for optimization. Additionally, the transformation must be completely positive
and trace-preserving (CPTP) to ensure physical feasibility. This can be achieved by
imposing the appropriate constraints on the problem, which directly follows from the
Choi-Jamiolkowski isomorphism.

5.1 Soundness (P* , V)

The soundness of the protocol refers to the probability that, when the prover is dishonest
(P*) and deviates from the protocol, the verifier is unlikely to accept the proof.

To quantify the soundness, we need to consider the different strategies the prover could
use to cheat. The first scenario, in which a wrong proof could get accepted is when V
challenges clauses that are still satisfied by a solution assignment x, although the instance
is a No-instance. Given the promise the instance is a PCP-instance, we know from the
PCP theorem that there are at least a fraction of § clauses that are unsatisfied, which
means that a fraction of (1 — ) clauses are at most satisfied when such a wrong proof is
sent. Therefore the probability that a wrong proof is accepted in this case is

Pcheatl = (1 - 5) (51)

When the number 5 of clauses that are challenged grows, the probability will decrease
to (1 —§)t.

Another possible cheating strategy is decommiting. Decommiting here means changing
the solution value of the i-th variable corresponding to the encoding basis, denoted with
x; in the protocol description in the previous section. This can be done perfectly when
the commitment values stored in s;, i.e., the expected measurement results when a correct
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5 Security analysis for the ideal protocol

measurement is performed cannot be checked by V. This is the case for m; # x;, i.e.,
when the measurement basis does not match the encoding basis.

A cheating strategy could, therefore, be that P* announces the encoding basis x; for
some variable for that they wish to change the bit value, hoping that V' measured the
i-th state in the opposite basis. If this is the case, whatever value P* announces as the
commitment value s;, V' will not be able to check it, and therefore, this cheating attempt
will not be detected. If V' measured the i-th-state in the same bases as P* announced, the
probability that V’s measurement outcome matches the randomly guessed announcement
of P is still 50%. This means P* can successfully cheat on 75% of the states they try this
attack on. Recalling the PCP-theorem, we notice that in the worst case, P* only needs
to perform this attack on a fraction § of all y clauses since this is the fraction of clauses
that is at least unsatisfied by the sent solution assignment z. The other (1 — §) clauses
would be still satisfied in this case and no cheating attempt has to be made. Recalling
that in our 2-out-4 SAT problem each clause contains four variables, in the worst case a
cheating P* only has to manipulate one variable in a clause, such that it will be satisfied.
Therefore this new cheating strategy would have a success probability of

Deheatz = (1 —6) +6-0.75 (5.2)

In the above scenarios, we assumed that P* was sending honest states, i.e. a |¢) €
{10y, 1) ,|4+),|—)}. If P sends honest states, the best they can do is guess the measurement
outcomes, and the success probability of this strategy is pehearo. We consider the case
for the last cheating strategy, where the prover sends an optimized state. To see how an
optimal state for P* could look, we need to consider how the optimal cheating attack
could be done. The best way to change the bit values of the witness x is if P* could know
V’s obtained measurement results u. In this case, it could respond to the challenge by
announcing the commitment value to be the same as V’s measurement outcomes and could
arbitrarily change the values of . We now want to evaluate, how the cheating probability
increases, if we instead of the honest states, send some optimized state p. Since we cannot
know which measurement basis V' will choose, we want the enhance the probability of
getting a certain measurement outcome for that optimized state, independent of the
chosen measurement basis. The expectation value of projecting p onto the state |0) and
therefore getting measurement outcome zero is written as Tr(pm,), with 7o, = |0) (0],
and the expectation value of getting the same measurement outcome when p is measured
in the orthogonal basis is Tr(pmo,) with 7o, = 3(|0) + 1)) - ((0] + (1]). In this sense, we
can write the problem of finding an optimal state pg, such that the probability of getting
measurement outcome 0 is maximal, independently of the chosen basis on which it is
projected as

1
max TY(§P0(7TOZ + 70z)) (5.3)

And equivalently for a state p; that maximizes the probability of getting a measurement
outcome 1 in both bases with 71, = |1) (1] and 71, = $(|0) — 1)) - ((0] — (1]). To find the
optimal pg and p;, which gives the maximum probability of measurement outcome 0 and
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1 respectively in both bases, we used the following semi-definite programs

Primal Problem a:
maz Tr (3 po(mos + Toz))
s.t. £0 >0
Tr(po) = 1

Primal Problem b:
mazx Tr (%pl(mz + T12))
s.t. p1 >0
Tr(pr) =1

The constraints p > 0 and Tr(p) = 1 ensure that the variables are indeed valid quantum
states. The optimal primal value is found to be 85.36% for both states. The states pg
and p; that maximize the cheating probability of the prover respectively are:

0.8536  0.3536
0~ (0.3536 0.1464) (54)
and
0.1464 —0.3536
b <—0.3536 0.8536 > (5:5)

To demonstrate that this bound is tight, we need to show that the dual problem yields
the same optimal success probability for the attack. The dual problem is as follows:

Dual Problem a:
min Tr (Yp)
s.t. Yo ® Ly, > 3(mo2 + 7oa)

Dual Problem b:
min Tr (Y1)
8.6 Y1 ® Ly, > 3(mis + Tig)

For the derivation of the dual problem we used the relation
Tr*(Y)=Y1

for all Y € C. By sending an optimized state p, P* maximizes the probability that V'
obtains a particular measurement outcome, regardless of the basis used for measurement.
This result implies, that out of all the states sent by P*, 85.36% can be manipulated in
a way that when the verifier asks for the bases and corresponding states (measurement
outcomes), the prover can announce a random basis and avoid being caught by also
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announcing the corresponding measurement outcome correctly. This is an enhancement
to before, where the cheating success probability by sending honest states was 75%. When
we again consider that the attack only has to be performed on a fraction § of clauses and
assume that in the worst case, P* only needs to cheat on one variable in the clause, we
obtain the new cheating probability as

Peheats = (1 — ) + 8- 0.8536 (5.6)

We are concerned about the optimal, worst case cheating probability of a dishonest
party, that is why in the following we will only use this last probability pepears-

We will now derive the soundness property from pepeqars- Recall that soundness is the
probability that a wrong proof will be accepted. Since the protocol is aborted from the
verifier’s side, when inconsistencies in the announcement of the commitment values are
detected, a wrong proof will be accepted only if all of the challenged states can be correctly
announced by P*. If a total of ¢5 clauses are challenged, on average u = ts * Peheqrs can be
successfully manipulated by P*, but for the remaining ones, the cheating attempt would
fail and be detected when V is checking the commitment values in step 4 of the protocol.
p is the theoretical expectation value. We can use the Chernoff bound (see also [2.1.8) to
calculate the probability of deviating from this expected value u. This will then give us
the soundness of the protocol as the probability that a dishonest party can manipulate
more than this expected number of states and will, therefore, succeed in making V' accept
a wrong proof.

The binary random variable X has the two possible outcomes: successful cheating
(Peheats = (1 — d) + 6 - 0.8536) or unsuccessful cheating (1 - pepeats). For binding the
probability that the value of the random variable X is close to its expected value p, we
use the expression for the upper bound, introduced in [2.1.§]

2
PS(X > (1 + G)ts 'pcheat?)) < e_mts'pcheat?) (57)

As the number of checked clauses ts increases, the probability of X deviating more
than e from its expected value p becomes small. In other words, by choosing a sufficiently
large tg, the probability that a dishonest prover successfully cheats on more than pepeqrs
of the total t5 clauses decreases exponentially. We can use the same strategy as we did
for the completeness condition of the protocol: to fix a certain soundness parameter P
and determine a constant number of clauses that the verifier must check to be convinced
of the validity of the proof.

5.2 Coherent Attacks

Another type of attack to consider is a coherent attack, where the attacker manipulates
all the quantum states received by the verifier by combining and/or entangling them.
While this attack is the most general one, I'll introduce it in this section of the chapter to
justify the form of the state upon which the security proof of the commitment scheme
is constructed (as discussed in [5.3)). Essentially, it enables us to deduce the state that
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a malicious verifier, who has no prior information about the state, perceives and can
potentially employ in carrying out attacks.
For this, recall that the state received by the verifier is given by

(W) = |¢h1) © [¢h2) @ [03) @ ... @ |hn) - (5.8)

This state is a tensor product state; thus, it is permutation invariant. This means that
changing the sequence of the states will not alter the overall state |¥). The classical de
Finetti theorem states that any sequence of exchangeable classical random variables can
be approximated by a mixture of independent and identically distributed (i.i.d.) random
variables. The quantum version of the theorem extends this concept to quantum states.
We refer to quantum state p € Dens((C%)®") as n-exchangeable if it is invariant under
the action of the permutation operator

Py(m)pPy(m) =p, VmeS, (5.9)

where P;(7) is the permutation operator defined as

Pa(m) =" D lin(tys-oorin(m)) (i1, - il (5.10)

il,...,ine[d]

[Bohl. If p,, is n-exchangeable, it can be expressed as a convex combination or mixture
of product states of the form ¢®* in most subsystems. The approximation holds because
we can always find a measure u for the subsystem such that:

2%k - (k + d)

k< A1
nrd Vk <n (5.11)

|| Trn—g[p] — / o dp(o)|); <

where p = |U) (V].

Concretely, the theorem implies that a permutation-invariant state from an adversary’s
point of view, or a party who does not know the state, can be expressed as a fully mixed
state:

on

1) @ ... @ |ehn) = Qin > b1 (bl (5.12)

k=1
Since a fully mixed state shows no coherence, meaning its off-diagonal elements are all
zero, we can conclude that coherent state attacks are impossible for our protocol state
given in equation , i.e., we can limit our security analysis to examining attacks on
individual states |1,) with a =1,...,n.

5.3 Security of commitment scheme against a quantum
malicious verifier (P , V¥)

In this section, we consider possible attacks on the hiding property of the commitment
scheme, i.e., we ask about the probability that a dishonest verifier can extract more
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information out of the commitment state |¥) as the protocol intended. Heuristically, they
could only do this by getting information about the encoding bases of states sent to them.
In section [5.2] we argued that coherent attacks do not offer any potential advantage,
following from the de Finetti theorem. Hence, a verifier V* can only perform attacks on
the mixed state

[9) = 000+ 1+ ps £ po) = (10 (O] + 1) (AL + [4) (H + | 9) (=) =1 (5.13)

|1} is the statistical mixture of possible states where each state has equal probability.
The attempt of discriminating the basis corresponds to discriminating states pg and p;
from the states p; and p_.

One way to write the discrimination is by mapping the states onto distinct classical
binary outcome states that we denote with Q¢ = |0) (0] and ; = [1) (1| and that we will
call acceptance states in the following. We could have taken any two mutually orthogonal
states as representatives of the acceptance states.

We call the Hilbert space of the quantum states p as H; and the Hilbert space of the
acceptance states (2 as Ho. We are now searching for the optimal map A : H; — Ho
that maps states pp and p; to some classical state )y and the states py and p_ to some
classical state £21. As we have seen in section [2.2.6] one can represent a linear map A as
a state, the Choi matrix or Choi state J(\), which is defined on the tensor product
space of the input and output states of the map: Hj(n) = Ha @ H;.

A dishonest verifier would now randomly get one of the states
p € {|0)(0],|1) (1], |+) (+|,|—) (—|} with equal probability and they would then apply a
channel A that takes a state p to the state A(p), such that the success probability of the
basis discrimination attack, which can be written as

: ({Q0] A(10) (0]) [220) + (Qol A(I1) (1]) [Q0) + (Qu| A(I+) (+]) [€1) + (] A=) (=) 1))

(5.14)
is enhanced. From section we know that we can rewrite the upper equation as

W~ |

%(@0! ® (07 J(A) [€20) ®107) + (o] @ (7] J(A) [Q0) @ [17) +
(@ (+1J(N) Q1) ® [+7) + (] @ (=7 J(V) [Q1) ® [-7))

(5.15)

or equivalently as

1
T2 (120)210) (02 (0]+Q0)@[1) (Qo|@(1[+|2)@[+) (D@ (+[+Q)@] =) (Qle (=], J(V)
(5.16)
This will be the objective function of our SDP, where we in principle overlap the Choi
state
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J(A) = ZMIZ’> () @ 12) Gl (5.17)

with the tensor product of the input state p and the acceptance state 2. The Choi
state is defined in the basis of a maximally entangled state, where the map is applied to
only one subsystem but leaves the other one untouched. By optimizing expression @ ,
we can find the optimal matrix J(\) such that the success probability in equation @
is maximized, i.e., we want to find the optimal map A that maps the basis of the first
subsystem of the maximally entangled state to some state A(]7) (j|) that is maximally
close to an acceptance state 2.

This will give the upper bound on the cheating probability of a dishonest verifier in
the protocol implementing the above-described attack. The final semi-definite program
looks then as follows:

Primal problem:
mazx Tr(i(ﬂo ®po+QOp1+U@p+ U ®p), J(A))
s.t. TI“(J(A))HQ = 17‘[1
JA) >0

The constraint Tr(J(X))y, = 13, ensures that the resulting operation is trace-preserving
(here H; is the Hilbertspace of the input states p, and #Hs is the Hilbertspace of the
acceptance states €2, i.e., we are tracing out the subsystem of the acceptance state),
whereas J(A) > 0 ensures that the map is completely positive, representing a physically
realizable state transformation (CPTP map).

To prove the strong duality, we derive the dual problem:

Dual problem:
min  Tr(Y)
st Y ®@lg, > 5(Q®po+ Q@ p1+ Q1 ®py + Q1 ®p.)

We can show that strong duality holds by solving the primal and dual problems, yielding
an optimal basis discrimination probability of 0.5. This result implies that a dishonest
verifier has no cheating strategy that improves their probability of correctly determining
the encoding basis beyond random guessing.

Note that this result is rather trivial since the state the verifier receives in the protocol is
identity. However, the above SDP formulation will become important in deriving security
when adding experimental imperfections to the state. This will be done in follow-up work
to this thesis.

5.4 Outlook - simulator security proof

We must demonstrate that the view of an ideal-world verifier, one who only receives
assurance from a trusted third party that the proof provided by a prover is valid without
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direct access to the underlying witness, cannot be distinguished from the viewpoint of a
real-world verifier engaged in the interactive protocol with the prover. To achieve this, we
construct a simulator capable of generating message transcripts from interactions with a
verifier. Determining whether the simulated message transcript is distinguishable from the
transcript of an actual interaction serves as the criterion for the scheme’s zero-knowledge
property. In the case of security against malicious quantum verifiers, a quantum simulator
is required, while security against classical verifiers necessitates a classical simulator
[SHOS].

As previously mentioned, the common technique used in simulator construction is
known as rewinding. This allows the simulator to revert to a prior state if the verifier’s
output during the interaction is inconsistent with other parts of the randomly generated
transcript [Wat09]. When dealing with quantum simulators, the limitations of this
technique in the quantum context must be considered.

The quantum rewinding lemma, established by [Wat09], illuminates the feasibility of
rewinding in the quantum domain. It establishes that rewinding is possible when the
success probability, i.e., the probability of a successful simulation, is (almost) independent
of any auxiliary input that a malicious verifier might employ. This scenario permits the
quantum simulator to generate an output state that has high fidelity to a successful
simulation state. The lemma further outlines that there exists a quantum circuit () that
can generate this high-fidelity state with a bounded error e.

For our specific protocol, the task involves identifying the mapping that characterizes
the interaction between the prover and verifier in the real-world protocol. This mapping
is then compared against the mapping induced by the simulator. This comparison is
facilitated through a distance metric called the diamond norm, which calculates the
difference between two admissible superoperators.

The following definitions are taken from [Wat09], p.31.

Definition 1 For any superoperator ¢ : L(X) — L(Y') the value of this norm is defined
as:

|9llo = maz{|[(¢ @ Irw))(X)[ler - X € L(X @ W), [|X]|;r <1}
where W is any space with a dimension equal to X. And further

Definition 2 The diamond norm of the difference between two admissible superoperators
¢0: L(X) = L(Y) and ¢1 : L(X) — L(Y) satisfies:

¢ = ¢rllo = maxt]|(do @ Iw))(p) = (¢1 @ Iew)) (P)ler = p € DX @ W), [[ X[ < 1}

because the trace norm is convex and superoperators are linear, the maximum is always
achieved for some pure state p = |¢) (¢].

The protocol achieves statistical zero-knowledge if the map ¢, resulting from the
interaction between the verifier V* and the simulator Sy, and the map 1, resulting from
the interaction between verifier V* and prover P, only differs by a negligible function 4.
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This relationship is represented as ||¢, — ¥z || < §(|x|) for all x € Ayes, where x denotes
the input for both circuits.

Given our protocol’s ¥ structure, which shares similarities with the protocol for which
Watrous established zero-knowledge against a quantum verifier, and the already proven
security of the commitment scheme, we have confidence that a thorough analysis within
Watrous’ framework is achievable. Nonetheless, due to the time constraints inherent
in the scope of this thesis, the actual implementation of the mapping, the subsequent
computation of the trace distance, and, consequently, the final assessment of the overall
protocol’s security are deferred to future endeavors.

5.5 Quantum Advantage

In summary, the number of revealed clauses required in the protocol is governed by two
parameters: the first parameter, denoted as P¢(%.), represents the probability that when
both parties are honest, the verifier can verify at least one clause with values for which the
commitment check could be done and check its satisfiability, while the second parameter,
denoted as Pg(1s), represents the probability that a dishonest prover convinces the honest
verifier to accept the proof. Increasing the number of clauses allowed to be challenged
during the protocol execution makes both probabilities arbitrarily close to one and zero,
respectively.

When we fix the values of P¢ and Pg as predetermined protocol parameters, we observe
that both t. and ¢; remain constant, regardless of the number of variables n or clauses y
in the instance. To determine the required number of total revealed clauses, we consider
the value of t;, which represents the number of clauses that the verifier needs to be able
to check, i.e., t; clauses need to be measured in the same bases as they were encoded in.
Assuming a probability Pc(t.) =1 — (%—2)’5C for a clause to be measured in the correct
basis (all four variables within it), the prover in total needs to reveal ¢ = t. - t5 clauses to
the verifier.

Assuming that the analysis through the simulator does not uncover any security vul-
nerabilities in the other building blocks of the protocol, we argue that the zero-knowledge
property of the protocol holds. Even though we intentionally disclose information about
the witness, our claim is based on the fact that, based on the hardness of N P-complete
problems for quantum computers, the information revealed in the protocol does not allow
a verifier to find a solution to the problem more efficiently than before the interaction
with a prover.

To elaborate, let’s consider a scenario where each variable appears exactly once through-
out the entire instance. In this context, let 4 - t. denote the count of variables disclosed
for ensuring completeness, and 4 - t; represent the count of variables disclosed for ensuring
soundness. Given that solving an N P-complete problem demands O(k™) time, where
k > 0 and n signifies the total number of variables in the input instance, we can deduce
that if the difference |n — 16 - t. - ts| > n with a sufficiently substantial value of 7, the
computational complexity remains exponential, specifically O (k" 16"t ts) where 16 -, - ¢,
is constant. Thus, our protocol satisfies the zero-knowledge criterion against classical and
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quantum-computational adversaries.

Based on the complexity argument presented, we can further conclude the hiding and
binding aspects of the protocol.

In 5.3 we established that, under ideal experimental conditions, information about
the witness is hidden with information-theoretic security within the commitment state.
This means that the method relies solely on quantum principles and does not require
computational hardness assumptions. It is important to note, however, that within
the broader framework of the protocol, we are forced to disclose a constant amount of
information to the verifier. This disclosure is necessary to uphold the soundness and
completeness properties of the protocol. As a result, our overall commitment scheme
cannot be classified as information-theoretically secure in its concealment; rather, it falls
under the category of quantum-computationally secure concealment. This classification is
because, despite the constant leakage of information in the form of clauses, solving the
problem still demands exponential computational effort, as previously demonstrated. This
assertion holds for both classical and quantum computers. Specifically, we assume that
neither classical nor quantum computers possess efficient means to solve N P-complete
problems, as is widely accepted. However, the disclosing of information allows to bring
the soundness, i.e., the probability of a wrong proof being accepted, to zero. Hence, the
binding property of our commitment scheme is perfect for a large enough amount of
leaked information about the witness.

It’s furthermore important to note that the same protocol would not be feasible in a
classical setting. The verification process can be performed efficiently using quantum
states to encode the solution with linear time complexity in n. In contrast, classically, the
protocol would be infeasible since, for a large value of 7, the correctness of the solution
cannot be efficiently checked, i.e., in polynomial-time.

It is worth highlighting that although . - ts is not directly dependent on n, for the
implementation of the zero-knowledge protocol, the difference |n — 16 - . - t5| must be
large. As we cannot make t. - 5 arbitrarily small without compromising correctness and
security, the practical implementation of the scheme is only feasible for instances with a
large number of clauses/variables.
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6 Discussion

In this thesis, we introduced a novel protocol employing a ZKP for an N P-complete
problem. The prover and verifier must interact quantumly in the proof system to achieve
information-theoretic security in the commitment scheme. The system admits a constant
round of communication when the protocol parameters soundness and completeness in the
commitment scheme are pre-determined to specific values. The number of rounds of com-
munication in our protocol is equivalent to revealed clauses of the witness. Consequently,
by adjusting the protocol’s parameters, we can trade off information leakage about the
solution for the closeness of these parameters to zero and one, respectively. Remarkably,
our protocol’s commitment scheme offers perfect binding and quantum-computational
hiding within these established cheating bounds.

Moreover, the protocol’s experimental setup is practical and feasible for implementation
in a laboratory setting. It involves a straightforward encoding setup on the prover side and
a measurement arrangement on the verifier side. While we have laid out the foundation
and principles of the protocol in this thesis, its actual implementation remains for future
work beyond the scope of this study.

6.1 Secure commitment scheme

By integrating quantum communication into our interactive proof system, we outline
a protocol that does not rely on computational assumptions and is not constrained by
space-time limitations.

Our commitment scheme is secure against quantum verifiers attempting to extract
more information than the number of states they actively challenge and receive answers
for during the proof process. We considered coherent attacks for the security analysis,
where a malicious verifier targets the global state |¥). Utilizing the de Finetti theorem,
we established that conducting a comprehensive attack on the overall state does not
provide an advantage over attacking individual states |i;). Furthermore, leveraging SDPs,
we have shown that no superior quantum attack on the individual states is possible
beyond random guesses of the bit values (encoding bases). This encompasses potential
entanglement with auxiliary inputs, arbitrary transformations, and measurements. We,
therefore, have demonstrated that our commitment scheme is quantum-computationally
hiding in the experimental ideal case, i.e., for single-photon states.

On the prover’s side, the most effective cheating strategy involves sending optimized
quantum states to persuade the verifier to accept an invalid solution. This strategy achieves
a success rate of 85.36%, and we have calculated an upper bound on the probability of
manipulating more than this expected portion of states successfully within a constrained
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sample size using Chernoff bound analysis. The security analysis of our commitment
scheme against a malicious prover defines the protocol’s security parameter soundness.
Our protocol embodies a trade-off: it divulges a constant and instance-independent
amount of information about the solution while ensuring a quantum-computationally
hiding and perfectly binding proof system where soundness and completeness remain
constant and instance-independent.

Given the assumed zero-knowledge property of our proof system, which still has to be
shown formally within the simulator framework, our protocol demonstrates zero-knowledge
characteristics concerning the amount of leaked information, wherein the importance of
the disclosed information diminishes as the instance size grows. This attribute highlights
the efficacy of our protocol as a ZKP system.

6.2 Next steps

6.2.1 Completing security proof

As mentioned, an important open question is how to prove that the protocol’s overall
zero-knowledge property holds against malicious quantum verifiers. To this point, the
most widely used approach is constructing and analyzing the protocol with a simulator.
An essential future step following this thesis will involve formulating the security proof
within this framework.

In previous work, the simulator framework’s implementation relied on the assumption of
commitment scheme intractability, where the schemes primarily rested on post-quantum
one-way functions, which lack total provable security [AB20], [VZ09]. A distinctive
property of our commitment scheme is its independence from assumptions about one-way
functions employed to encode the witness, as this is done in an information-secure manner
in our case. However, it is crucial to acknowledge that the hiding property of the overall
proof system relies on the assumption of the impractical solvability of N P-complete
problems. Therefore, in our case, implementing the simulator framework will be grounded
in this assumption rather than the intractability of one-way functions.

The critical task in constructing a simulator remains to show that further interactions
and queries between the parties, i.e., on top of the commitment scheme, do not have
security vulnerabilities. Our approach, therefore, takes a reverse trajectory, initially
establishing security for the commitment scheme and subsequently subjecting the protocol
to scrutiny and potential adjustments to ensure alignment with security constraints within
the simulator framework.

6.2.2 Experimental implementation

Another crucial step involves progressing toward the laboratory implementation of the
protocol. This entails considering experimental imperfections in the states exchanged
during the protocol. Specifically, our focus will be on addressing imperfections in the first
round of communication — the commitment state — given its quantum nature.
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6.3 Final remarks

The experimental imperfections to consider are losses, noise, and detection errors.
Integrating these factors is crucial, as their influence on the state exchange and pro-
tocol security parameters might necessitate an adaptation of the protocol for practical
implementation.

For instance, within a lossy channel, the prover might need to transmit additional states
to compensate for losses, unintentionally enlarging information leakage. In this setting,
losses cannot be distinguished from a malicious verifier asking for more information.
Conversely, a dishonest prover might cover a lack of witness knowledge by exploiting a
lossy channel to replace states.

Additionally, introducing noise in the form of multi-photons introduces another layer
of complexity that can enable enhanced cheating. Multi-photons amplify the amount of
information transmitted — sending two photons instead of one increases the probability
of a basis discrimination attack from p = 0.5 to p = 0.75. However, this concern is less
significant than initially anticipated, as it only minimally affects the expected verification
time. To elaborate, in the context of the N P-complete SAT problem, the solving time
was previously upper-bounded by O(k™). Even after leaking some constant ¢t = 16 - . - t5
bits of information, it remains exponential, now represented as O(k"!). Furthermore,
when we introduce multi-photons and factor in a constant probability p of information
extraction per transmitted state by the verifier, the resulting upper limit for solving time
becomes O(k™~Pr=1) or equivalently O(k(®(1=P)=8)) We see that even with the inclusion
of multi-photons, the solving time remains exponential. Hence, although the amount of
leaked information is not constant anymore due to multi-photons, our argumentation for
the proof system’s zero-knowledge property, assuming the simulator framework supports
our proof system construction, remains valid. This is because the interaction with the
prover does not enhance the verifier’s ability to solve the problem instance.

However, introducing multi-photons brings a security vulnerability on the verifier’s side
since they can lead to detector attacks, rendering the transmitted information meaningless.
A malicious prover could exploit this vulnerability to cover a lack of knowledge, attempting
to make a verifier accept an invalid proof.

The interplay of these factors highlights significant security trade-offs between the
prover and verifier. A viable solution necessitates identifying a sweet spot wherein both
parties engage in a protocol that offers no undue advantage to either side. This equilibrium
results in a balanced cheating probability on both ends, preserving the integrity and
security of the protocol.

6.3 Final remarks

This thesis is the initial phase of an ongoing project to realize a practically feasible ZKP
system secure against quantum attacks. Given that the current setup involves standard
optical components and procedures, the primary focus of advancing this project further
lies primarily on the theory side. This entails finalizing the security proof within the
framework of a simulator and incorporating potential experimental imperfections and
non-ideal scenarios.
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