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Abstract

Frequency hopping spread spectrum is a wireless communication technology, used
e.g. in Bluetooth. It makes use of a rapidly changing (hopping) carrier frequency of
the signal of interest. This master thesis studies the abilities of supervised learners
to predict frequency hopping patterns given a small observation window. This is a
novel approach in contrast to other pattern prediction algorithms, which rely on a
longer monitoring of the signal. Among the possible machine learning architectures,
convolutional neural networks are chosen to perform the classification task of the
signal presence in a time-frequency representation. By training the neural network
with distinguished datasets, four different models are built for comparison. This work
shows that the prediction of the signal’s time evolution, based on a small observation
window, is possible. Furthermore, the possibility to extend the model performances
to lower (and higher) signal-to-noise ratios (SNR) than they were trained on is
analyzed. It is shown that the extension towards higher SNR is in principle possible.
The extension towards lower SNR is possible, but at the cost of a deterioration of
the prediction quality.



Kurzfassung

Frequency Hopping Spread Spectrum (Frequenzsprungverfahren) ist eine draht-
lose Kommunikationstechnologie, die z. B. bei Bluetooth eingesetzt wird. Sie nutzt
eine sich schnell dndernde (springende) Tréagerfrequenz. In dieser Masterarbeit wer-
den die Fahigkeiten iberwachter Lernsysteme zur Vorhersage von Frequenzsprung-
mustern, basierend auf einem kleinen Beobachtungsfenster, untersucht. Dies ist
ein neuartiger Ansatz im Gegensatz zu anderen Algorithmen zur Vorhersage von
Mustern, die auf eine langere Beobachtung des Signals angewiesen sind. Unter den
moglichen Architekturen des maschinellen Lernens wird ein convolutional neuronal
network gewahlt, um die Signalprasenz in einer Zeit-Frequenz-Darstellung zu klassi-
fizieren. Mit Hilfe von verschiedenen Datensétzen werden vergleichshalber vier unter-
schiedliche Modelle konstruiert. In dieser Arbeit wird gezeigt, dass die Vorhersage
der zeitlichen Entwicklung der Signale auf der Grundlage eines kleinen Beobach-
tungsfensters moglich ist. Dartiber hinaus wird die Generalisierbarkeit des Mod-
elles auf andere signal-to-noise ratios (SNR), als die, die in den Trainingsdaten
vorzufinden sind, untersucht. Es wird gezeigt, dass die Erweiterung auf eine hohere
SNR prinzipiell méglich ist. Die Erweiterung der Pradiktion auf ein niedrigere SNR
gelingt, allerdings nur auf Kosten der Vorhersagequalitét.
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1 Introduction

The analysis of data has ever since been an important part of understanding the
underlying principles of any subject under study, be it from natural science, social
science or other fields, and is thus an important step towards the ability to make
predictions. During the XX century, first concepts of machine learning (ML) have
been developed and experience since the last two decades an ongoing scientific and
social interest. Machine learning describes the concept of a machine (computer)
learning from data to perform a specific task it is tailored to, and thus being able
to make accurate predictions and ”smart choices”, which improve generally with in-
creasing time and /or data, eventually outperforming humans such as in the strategy
game Go or cancer detection [1], [2]. In this master thesis, we will use supervised
learning, a specific type of ML, in order to solve a prediction problem of signals
employing frequency hopping spread spectrum (FHSS). FHSS is a wireless commu-
nication technique in which the signal has a rapidly changing transmission frequency,
according to a certain pattern. FHSS is used for different reasons such as efficiency,
resilience and security [3]. It is used in various communication protocols, and as
such, it is part of the current Bluetooth standard [4].

Narrow-band FHSS signals are also common for remotely controlled unmanned
aerial vehicles (UAVs). The detection of radio frequency controlled UAVs is of public
interest [5], [6], as they might pose a thread. Therefore, researchers are focusing on
the detection and prediction of the FHSS signals used in UAVs. The possibilities
of a convolutional neural network to predict the future localisation of specific nar-
rowbanded FHSS signals in a time-frequency representation are investigated in this
thesis. The input of the ML model should thereby be solely based on a small obser-
vation window. Inspired by this, two research questions will guide the investigation
throughout this thesis. First, is it still possible to achieve good results with data
with lower (and higher) signal-to-noise ratios than the model was trained on? Sec-
ond, is it possible for a model to predict the future of measured FHSS signals even
if it was solely trained on simulated data? To answer these questions we proceed as
the following: First, we acquire measurement and simulation data for different FHSS
sources, the latter has the particularity that we have full control of the underlying
signal-to-noise ratio. Second, we process the data and create four different datasets
used in the training process of the supervised learner. Third, we chose an archi-
tecture of our neural network and construct four models based on the respective
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datasets. Fourth and lastly, we evaluate the models with a specially designed score
in order to respond to the research questions.

This thesis is structured as follows: Chap. [2] ”Concepts of Wireless Communi-
cation Technology” introduces the subject of wireless communication technologies;
some basics in signal modulation, frequency representations, frequency hopping as
well as noise and signal power are discussed. Chapter [3] "FHSS Identification and
Pattern Prediction” gives an insight into the state of the art of FHSS detection and
pattern prediction. Here, the chosen framework is presented and differences to pre-
vious works are highlighted. Chapter 4| ” FHSS Data Acquisition” describes in detail
the measurement process as well as the analysis of the gathered data, which serve
as baseline for the simulation setup that is discussed in the following. Concepts of
(supervised) ML are presented in Chap. 5| ”Supervised FHSS pattern prediction”.
There, an explanation for the necessary preprocessing, the model construction and
the training process, followed by an analysis of the trained models, is given. This
thesis gets concluded in Chap. ”[6] Conclusion”.



2 Concepts of Wireless
Communication Technology

In this chapter we discuss the basic concepts and terminology of wireless com-
munication technology, especially those necessary for a theoretical and practical
treatment of frequency hopping spread spectrum signals.

Communication between a receiver and transmitter can take various forms.
Measurable changes of physical quantities, such as sound pressure or field strength,
can be interpreted as signals [7]. Some signals require a medium, for example
sound waves, in order to be transmitted and others don’t, as it is the case for
electromagnetic waves (EM waves).

Even though electromagnetic radiation can travel through empty space (vacuum),
it can also travel through media like air, but also in glass as it is the case in optical
fibres. As the name wireless communication technology suggests, no such fibres or
other forms of wires are required in this kind of communication. The behavior of
EM waves in a given medium depends strongly on their respective wavelength A,
or equivalently on their frequency f = ¥, both being key properties of waves. The
¢ in this equation stands for the wave velocity (which also depends usually on the
medium), in the case of EM waves it is exactly 299.792.458 m/s in vacuum and
slightly less in air under atmospheric pressure. Frequencies are given in Hertz (Hz),
1Hz = %, and quantify how fast a wave oscillates. Due to different behaviours and
properties of waves for different frequencies, one categorizes EM waves on the fre-
quency spectrum. Electromagnetic waves in the frequency domain from ca. 30 Hz
to 300 GHz are usually called radio waves. Radio frequencies (RF) are especially
suitable for wireless communication, examples are WiFi and Bluetoothﬂ, mainly op-
erating in the 2.4 GHz to 2.5 GHz frequency bandﬂ [3]. This particular frequency
band is also known as the 2.4 GHz Industrial, Scientific and Medical-band (ISM-
band), which is a license-free frequency band in contrast to other frequency bands
subject to licensing and governmental activities. In the following, we will consider
radio signals in the 2.4 GHz band since this is one of the bands where frequency

IMicro wave ovens also operate in this frequency band, but they are usually not used for com-
munication
2 Also, other designated bands exist and continuously subject to novel regulations.
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hopping spread spectrum prominently occurs.

We established what radio waves are and that they are the basis of a common
type of wireless communication. These waves need to represent in some way the
information one aims to transmit. The next section describes how one can encode
information in (radio) waves.

2.1 Signal Modulation

Any digital information can be encoded in a bit sequence. In order to transmit this
information with an EM wave, one has to encode the bit stream into the waveform,
the so-called carrier wave x(t). This process is called signal modulation. Consider
for the moment a simple sinusoidal as our radio signal, which is a function of time
t of the form

z(t) = acos 2mft + @), (2.1)

with the three parameters, the amplitude a, the frequency f and the initial phase ¢,
defining this specific waveform [7]. The frequency of carrier waves is often referred
to as the carrier frequency, as it defines in which spectral region the information gets
transmitted. In digital modulation, one defines ”symbols”, which can be composed
of an arbitrary number of bits [, defining thus 2' different symbols each with a
unique bitstream. The bitstream is generated with period T,. One obtains in this
way a symbol sequence which is then encoded via frequency, phase or amplitude
modulation in Eq.. The symbol set is referred to as the symbol alphabet. The
symbol period T} is just equal to [T}, the symbol rate thus becomes
1 Ry
Ry = -7 (2.2)

expressed usually in baud (Bd) and with R, being the gross bit rate. For a fixed
symbol rate one could make the bit rate theoretically arbitrarily large, but finite,
by increasing [/, this has however practical (power) limitations [§]. For a given power
limitation, R; is bounded by the underlying signal-to-noise ratio in the respective
communication channel.

We will briefly explain in more detail the frequency shift keying modulation tech-
nique, since it will be implemented in the simulation discussed in Sec.

2.1.1 Frequency Shift Keying

In frequency shift keying (FSK) one assigns symbols to particular frequencies around
the nominal carrier frequency f., while leaving the amplitude constant. For binary
FSK one uses a bit-wise encoding and obtains thus two frequencies, f.+ 0 f, defined
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by the frequency offset ¢ f. Using binary FSK one would switch between these two
waveforms depending if a binary 0 or 1 gets currently transmitted, resulting in dis-
continuities at the switching times. To avoid this, one can use the continuous version
of binary FSK, in which a rectangular waveform m, representing the bitstream, gets
integrated resulting in a continuous signal at all times ¢ of the form

t

z(t) = acos (27rft + 27rk:/ m(t')dt’> : (2.3)

—00

in which k takes the role of a modulation parameter controlling the frequency shift
[9]. Even though the modulation parameter has an influence on the transmission
width of the signal, it is more sensitive to changes of the bitrate R;,. The spectral
width of the transmitted signal can be approximated by

2Ry(1 + k), (2.4)

which is Carson’s rule [9].

We saw in this section the mathematical description of an EM signal and how it
can be modulated to encode information in the considered waveform. We mentioned
already that signals experience a spectral widening, depending on the modulation
and other factors. The spectral width of the transmitted signal can be best seen in
a time-frequency representations, a so called spectrogram. The next section treats
the most important tool of signal analysis in radio communication technology, the
Fourier transform and its relation to spectrograms.

2.2 Frequency Analysis

There is a fundamental mathematical relationship between the time variable ¢t and
the frequency f, they are said to be conjugate variables. This relationship emerges
from the one-dimensional Fourier transform (FT) of an integrable time signal z(t).

The FT is defined by
1 > —2ntf
X(f)=F{z(t)} = E z(t)e dt, (2.5)
and in the discrete case as

N-1
1 i
Xp = F{x,} = Wi > wpe W, (2.6)
n=0

where we can transform the discrete set of (time) {z,} into the discrete (frequency)
values {X},}. We denote with i the imaginary unit satisfying i’ = —1 and with N the
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number of (time) samples, i.e. the size of the set {z,}. One obtains from Eq.(2.6)
N discrete frequency points { X}, from which one can recover the original set by
performing the inverse or backwards Fourier Transform F~!. Since the z,, are time
values, the X} have the inverse dimension of time, and are thus expressed in Hertzﬂ
In communication technologies, one deals with the discrete FT (DFT), because even
a continuous RF signal results in discrete data points after being measured /sampled,
i.e. we obtain a discrete signal from the receiver’s point of view. Usually one always
uses the Fast Fourier transform (FFT) to compute the discrete FT. This is because
the FFT can speed up the computational process of the discrete F'T by exploiting
the cyclic properties of complex values [10], |11]. In this thesis we implemented the
DFT using an FFT to generate spectrograms from our radio signals.

2.2.1 Time-Frequency Representation

Performing the FT, one can thus get the spectral properties of a time signal, it
may however be desirable to have a simultaneous time-frequency representation, an
example is shown in the next section. This can be obtained by subdividing the set
{z,} into equally sized subsets with consecutive time values. Applying an FFT on
each subset results then in a time-frequency representation. This procedure is called
short time Fourier Transform (STFT) since the FT is performed only on a short
time interval of length 7. To reduce the effect of artefacts of the FFT on a chopped
signal, one can apply a window function. The modified FT in the continuous case
becomes then

X(f;7) = \/%_F /_OO r(Hw(t —7)e ™ qt, (2.7)

where w takes the role of a (smooth) windowing function, which is only non-zero in
an interval and effectively cuts out all values from z(t) outside this interval, while
also attenuating the values on the edges in order to obtain a smooth transition.
Various windows are common, an example which we will use later is the Hanning
window defined as % (1 + cos (@)) for —5 <t < Z. Without smoothing window,
one would just be left with a rectangular window, this introduces however undesired
side effects due to the appearing discontinuities and should therefore be avoided
[12]. The depiction of the time-evolution of the spectral components is called a
spectrogram. In the discrete case of Eq. , a spectrogram can therefore be seen
as two dimensional complex matrices with rows (columns) corresponding to isotimes
(isofrequencies ]

3Fourier transforms are not consistently defined and can differ by a proportionality factor, usually
one requires the condition x(t) = F~1 {F {z(t)}}
40r vice versa, we stick to the proposed convention.
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2.2.2 Limitations to Spectral Analysis

In the beginning of this section we explained how spectral information of a time
signal x(t) can be recovered. One needs, however, a certain amount of sample
points per unit time in order to recover the spectral information completely. It
turns out that one needs a sampling frequency fy; > 2fuax in order to recover the
signal with maximal frequency component f,.x, this inequality is famously known
as Nyquist’s sampling theorem. The important point here is the number of sample
points per unit time. It is thus possible to recover a signal with frequency fiax if
one measures the complex representation of this signal with f; = fi.x, since one
obtains per sample both an real and imaginary part and it is therefore not violating
Nyquist’s inequality. A fundamental limitation is also set to the resolution of the
STFT in both time and frequency, this limitation is the so called Gabor limit or
Gabor-Heisenberg uncertainty principle, which states that one can not retrieve
simultaneously arbitrarily precise information on time and frequency of a signal.
The exact formulation and the exact bound depends on the context and may not
further be discussed. It should be noted that, a priori this has nothing to do with
the Heisenberg uncertainty principle from quantum mechanics, but is proper to the
field of communication technology, even though the apparent analogy comes from
the fact that the mathematical concepts behind the derivation are the same [13], [14].

We described how spectral information can be retrieved from an (arbitrary) signal
and how one can construct a time-frequency representation or spectrogram, with
Fourier transforms applied only on small time intervals of length 7. Spectrograms
are especially suitable if, in contrast to Eq. or Eq.7 one has a changing
carrier frequency as it is the case for frequency hopping spread spectrum, discussed
in the next section.

2.3 Frequency Hopping Spread Spectrum - FHSS

Frequency Hopping Spread Spectrum was initially developed during the Second
World War by Hedy Lamarr, to ensure a secure and uninterrupted communication
[3]. The FHSS method does not rely only on one frequency to transmit informa-
tion but instead on a set of frequencies {f;}, called channels, from which only one
is addressed at any one time. The currently addressed frequency f. is the carrier
frequency of the narrowband signal, which changes ("hops”) with a defined hopping
rate on the channel set. We call the sequence in which the frequencies get addressed
the channel sequence (f;)X,, with K € NP| Two examples of frequency hopping

5Denoting with N = N U oo, the sequence could potentially be infinite, practically it is not.
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Figure 2.1: Illustration of frequency hopping patterns with 6 channels (K = 6), the
whole period is depicted. Left, a left to right hopping, in which the next
higher frequency channel gets addressed. Right, the same channels, but
randomly addressed in time.

patterns are illustrated in Fig. Upon completion of the channel sequence, i.e.
i = K, the FHSS protocol reiterates once again through (f;)X,. Thus, depending
on the exact FHSS parameters and on the sequence length K, we can observe a
periodic behavior of the signal, regardless of the exact hopping scheme. However, if
the periodicity exceeds a reasonable amount of time, especially if K becomes very
large, the FHSS signal needs to be considered as aperiodic.

The total information carried by the signal is spread in the spectral domain. FHSS
has nowadays uses beyond military purposes, however, its big advantages remain the
resilience to eavesdropping, to jamming and to the degeneration of the signal due
to unwanted interferences [3].

The employed spreading pattern can be either notably deterministic, and if ob-
served long enough periodic because the sequence gets repeated, or generated from
a pseudo-random Sequenceﬂ In both cases the knowledge about the pattern must
be shared between transmitter and receiver for the correct synchronisation |15]. One
further distinguishes between fast and slow FHSS, the latter being the case for a
FHSS implementation in which the symbol rate of the modulated signal is less or
equal to the hopping rate, meaning that at least one symbol gets transmitted at any
time a carrier frequency is addressed, in contrast to fast FHSS where one symbol
may be transmitted over several hops. We only consider slow FHSS in the following

6A pseudo-random sequence also has a period, but it is considered to be large enough such that
during a reasonable time no periodicity is observed.
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Figure 2.2: Energy time-frequency representation of a FHSS signal recording ob-
tained by FFT and Hanning window function. The colour indicates the
signal magnitude in logarithmic scale (brightness for high magnitude).
Other signals are also visible, but wide-banded with respect to the FHSS
signal. The FHSS signal performs a clearly visible zigzag pattern. One
can also distinguish the mirror images of both the FHSS and the inter-
ference signal.

2.3.1 FHSS Parameters and Pattern Parameters

We introduce important notions in the context of FHSS, which we gather under the
terminology FHSS parameters. Considering the simple case in which each channel
(1)K, gets addressed an equal amount of time, the time delay between two consec-
utive hops should be considered uniform as well. We denote by At the hop duration
and with Aty the time (pause) between consecutive hops. The spectral width of
the instantaneous signal is denoted by A f. We introduce the channel repetition rate
C, € N*, which describes how often each channel in (f;)X | gets repeated. Note that
this is only a convention we adopted, one could directly encode this in the channel
sequence by repeating every channel C; timesﬂ We stress this difference because we
propose the distinction between FHSS parameters and pattern parameters. For sim-

"The channel sequence (f1, f2, f3), with C; = 2 results in the same FHSS signal with channel
sequence (f1, f1, f2, fo, f3, f3) with either C; = 1 or with ignorance of C;.
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plicity, we consider the same At,,us between repeated channels as between changing
channels. Figure visualizes the FHSS parameters in a recorded signal.

The pattern parameters are separated from FHSS parameters because they de-
scribe only properties of (f;)X,, notably the sequence length K, which we call pat-
tern length. The sequence length K is equal to the number of channels [{f;}|, if no
channel gets addressed more than once. Other pattern parameters are min ({f;})
and max ({f;}), i.e the lower and upper bounds of the hopping pattern. We already
pointed out that patterns can be clearly deterministic, in particular if the carrier
hops a fixed frequency amount, we call that the frequency shift fq.i, such pattern
can be appreciated in Fig. 2.3bl A FHSS signal is thus exactly determined by its
pattern and its FHSS parameters. We define its FHSS period T as

T = KC/(At + Abpause), (2.8)

which describes the time it takes upon reiterating through (f;)X .

10
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Figure 2.3: Pattern and FHSS parameters

2.4 Noise and Signal Power

For the moment we only considered the pure form of signals. However, one would
have difficulties to record such pure signals, since other radiating sources interfere
with the signal. In fact, at non zero temperatures (> 0 K), every object emits EM
waves in different frequency ranges, as described by Planck’s law. These effects are
known as noise and overlap with the signal, thus disturbing the measuring process.
Since this noise is the result of random processes in nature, it can be modelled
with a suitable probability function, which gives the statistics of the noise contri-

11
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bution. Noise may depend on the frequency range one is considering. In the case of
white noise, all frequency ranges are affected equallyﬁ. In contrast to noise, which is
unavoidable, one defines as interferences undesired alien signals which additionally
superpose with the signal of interest. In case of additive noise and interferences, one
can describe a recorded signal as

s(t) = x(t) + n(t) + I(¢), (2.9)

where z(t) is the signal of interest and n(t) a time-dependent noise and I(¢) an
interference signal. Assuming that I(¢) is negligibly small, one can quantify the
effect of noise on the signal with the signal-to-noise ratio (SNR)

Piignal
SNR = &% 2.10
Pnoise ’ ( )
which is defined as the power ratio between signal and noise. The power Psignar of a
(periodic) signal is defined in [16] as

P:%Aﬁxwﬁﬁ, (2.11)

where the integral goes over one period T'. The usual unit for (power) ratio in com-
munications technology is decibel (dB), where 1—10 Bel = 1 dB, which is by definition
only a relative power measureﬂ. The SNR can be then expressed as

SNRdb =10 loglo(Psignal/Pnoise)- (212)

with log,, indicating the decadic logarithm [7]. Having Pignai > Phoise results in
positive SNRs (dB). With increasing SNR, a good signal qualities is expected.
Contrarily, Psignal < Proise makes the signal identification not impossible, but increas-
ingly difficult for more negative SNRs where the signal is completely buried in noise.

This chapter described some basic concepts of communication technology, espe-
cially the notation of a radio signal, and its characteristics and how information
gets encoded in it. Moreover, the concept of frequency hopping technology was out-
lined as well as the usefulness and approaches of time-frequency representations.
This chapter introduced notions and concepts which we will refer to throughout this
thesis. The following chapter gives an overview of implemented techniques in the
detection of FHSS signals, the pattern prediction and FHSS parameter estimation.

8Something appears white to the human eye if the whole visible frequency spectrum is present
with equal strength or power density, i.e. all frequencies are affected equally, hence the name.
9Usually relative to 1 W if not stated otherwise. One uses dBm if it is relative to 1 mW.
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3 FHSS ldentification and Pattern
Prediction

The last chapter outlined the advantages of FHSS, notably the resilience to jam-
ming. In fact, if a third person aims to jam such a signal, sheﬂ can either jam the
whole spectral region in which FHSS operates, or she identifies the hopping sequence
and acts accordingly. While the first proposition requires only knowledge about the
hopping region, it poses several problems. First, it is very costly (in terms of power)
to sufficiently interfere with the target signal on the whole spectral range. Second,
collateral damage is expected, especially if the operating frequency range lies in a
by forth users populated band, such as the 2.4 GHz ISM-band. For these reasons
targeted jamming seems to be less costly and less destructive, but requires a more
extensive knowledge about the signal to be jammed. Jamming a FHSS signal is a
strong motivation in determining and extracting the FHSS pattern, but not nec-
essarily the only one. An example would be a dynamic system which selects the
best transmitting frequency where there is no interference. Before any prediction, a
signal needs first to be identified. In this chapter we present literature on the detec-
tion and classification of different FHSS sources operating in the 2.4 GHz band. We
proceed by discussing established methods to extract FHSS parameters and pattern
information. The chapter gets concluded by the proposition of our FHSS pattern
prediction framework.

3.1 FHSS Detection and Source Classification

The detection of FHSS signals, especially in an interference rich environment, is the
first step to address before one aims to extract any information on the underlying
pattern. Various (ML) approaches have been proposed in previous works to address
this problem.

In [17], two statistical features were extracted from the DFT of the time-signal,
which build the input of an adaptive fuzzy inference system classifier. The au-
thor’s evaluated the FHSS detection accuracies between -3 dB and 25 dB SNRs

'In the spirit of quantum key distribution, any attacker on the communication line is denoted by
Eve.
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and achieved close to 100% detection scores for SNRs >10 dB. Support vector ma-
chines were used in [18] on recorded time RF signals. A maximum accuracy of 90.1%
was achieved by the authors, they found little changes (0.3%) in the classification
rate for different SNRs scenarios, ranging from 10 dB to 30 dB. The authors in |19
dealt with time signals as well and used convolutioal neural networks to predict the
presence of FHSS (accuracy of 99.7%). They extended also their network to distin-
guish between different signal sources (three FHSS and one noise only.) and achieved
an accuracy of 85.8%. Slightly better accuracies were obtained by the authors in [20],
who relied on the XGBoost algorithm and achieved a 99.96% and 90.73% accuracy
in the identification and source classiﬁcationﬂ problem respectively. An extended
version of the same problem was studied in [21]. The extension here is that the
three signal classes where further distinguished into different operating modes, re-
sulting in a 10-class classification problenﬂ The authors opted for an hierarchical
ensemble learning approach (XGBoost and k-nearest neighbor)), where the hierar-
chical learner distinguishes between signal and no-signal classes. They achieved an
overall accuracy of 99.2%. A 5-class (4 signal, 1 non-signal) problem was studied in
[22] with different classifiers, notably with an artificial neural networks (ANN), for
different SNR levels. In contrast to other publications, performances with different
interferences (changing amplitude of the interference signal) were addressed. The
ANNSs performed well regardless of the interference intensity, the overall accuracy of
the best performing ANN was > 90% for SNRs > 0 dB. The work presented in [23]
investigated a 15 and 17-class classification case (only FHSS sources) for different
SNRs and with Bluetooth and Wi-Fi interferences. The presented work used hier-
archical learning to discriminate between FHSS signals and non-FHSS signals (with
a naive Bayes decision maker), followed, in case of FHSS signals, by a statistical
feature extraction from the RF signal, which were then passed to a ML classifier.
Five ML classifier, were studied, the best performing one, at 25 dB, was a random
forest with an accuracy of 98.53%. Regardless of the ML classifier, the accuracy was
= 80% for SNRs >10 dB. The detection, or discrimination, of FHSS signals, was
investigated with different ML techniques and accuracy performances of %> 90 were
achieved.

One of the remaining challenges is to extend these performances to low (< 10 dB)
SNR cases. Once a FHSS signal is identified, one can extract information out of the
signal, notably determining the hopping pattern, i.e. (f;); the channel sequence.

2With likewise three FHSS sources and one noise only
3More precisely, two signal classes were split into four classes respectively, justified by different
operating modes of the signal sources.
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3.2 FHSS Parameter Extraction and Pattern
Prediction

Besides the hopping pattern, an estimation of the FHSS parameters is required in
order to address FHSS signals in the most economic and efficient way, or conversely
avoid them more efficiently.

The parameter estimation performed in [24]-]|27] is based on the time-frequency
representation of the signal, obtained by STFT. In [26], a threshold is obtained by
a predefined factor multiplied by the (mean) received power. The authors obtained
a (binary) signal matrix and analyzed it to extract the number of channels K, the
center frequencies, as well as At and At,ause. The authors in [24] proposed a similar
dynamical thresholding scheme in the STF'T calculation, even for low SNRs. But
since the detection procedure missed some signal pixels even for high SNR, the sig-
nal matrix underwent a correcting algorithm rectifying the signal areas. With this
procedure, the underlying pattern could be analyzed and relevant information such
as the channel center frequencies and hop durations could be extracted. The method
presented in [27] relied on a time-frequency representation and applied the constant
false alarm ratio (CFAR) algorithm. The CFAR algorithm is found to be reliable
in applying adaptive thersholds in order to detect narrow band signals, while not
triggering broad band interference signals. This makes it suitable for filtering (nar-
rowbanded) FHSS signals. A (dynamical) two-thresholding scheme was performed
in [25]. While the first threshold eliminates the noise, a second threshold was applied
to filter interference signals. The obtained signal matrix was passed to a DBSCAN
clustering algorithm. The DBSCAN clustering parameters were chosen in such a way
that signal pixels of one hop were assigned to a distinct cluster. By this method,
the relevant FHSS parameters and hopping patterns could be extracted. We refer
back to this work in the next chapter to discuss in more detail the findings, since
we dealt with the same FHSS signal sources.

The authors in [28] determined the hopping pattern by monitoring channel activi-
ties in the considered spectral region, which is assumed to have equispaced channels.
If a signal is recorded long enough, the hopping period of the signal can be ex-
tracted by searching for repetitions or determining similarity matches. The authors
described further how partial sequence matching can be used to overcome the issue
if the recording devices can not cover the whole frequency band on its own, but mul-
tiple devices need to be used. Similarly, the work presented in [29] assumed a known
number of potential channels, i.e. potential center frequencies of the pattern. The
authors discussed different approaches in extracting the hopping sequence. One of
them consisted in sequentially scanning all possible channels. Since they assumed no
channel repetitions and a maximum allowed hopping period, T" could be extracted
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3 FHSS Identification and Pattern Prediction

if an active channel is found and the time instances of two repeated activations
are recorded. Knowledge on T" enabled then a more efficient monitoring of potential
channels. However, the faster approach was to scan in parallel all channel candidates
for activeness, but with the cost of multiple measuring devices.

In any prediction approach, the minimum time needed to extract the pattern
is 7. By means of energy thresholding, it is possible to extract FHSS parameters.
It is in principle possible to gain information of the FHSS signal by measuring
channel activities and suitable parameter finding methods and therefore determine
the pattern, of the same FHSS source.

3.3 Proposed Framework for FHSS Pattern
Prediction

To the best of our knowledge, no approach has been proposed yet which predicts the
near future of an FHSS signal, based solely on a small observation window. Other
approaches, e.g. [28], [29], require some scanning time of the (potential) channels
before making future predictions or perform only reactive signal recognition, e.g. [27].
Our first question asks if it is indeed possible to construct a ML model, performing
the FHSS signal prediction, whose input is a recording of the signal, immediately
prior to prediction window. This framework should allow the user to adjust their own
radio signal(s), either to jam the predicted signal or to avoid it preemptively. Another
research question we want to address ask if it is possible to predict measured FHSS
signals, with a model uniquely trained (and tested) by synthetic data. Furthermore,
we explore the last question: can a trained model perform well on other SNR levels
than it was trained on?

To answer these questions, we propose a framework which should be able to iden-
tify FHSS signals in a time-frequency representation, giving thus also implicit knowl-
edge about hopping parameters such as At and At,ause. The novelty here is that we
want to consider the signal within an observation time t,,s and predict the signal in
the following ¢,;.q time interval as visualized in Fig. [3.1

16



3.3 Proposed Framework for FHSS Pattern Prediction

1
0 [ ML model ]

;

400

2
3

t_.. : observation time window

obs

8
38

toreq | Prediction time window

Time [a.u.]

8
8

Time [a.u.]
10 logao|X(F, t)]|

Time [a.u.]

200 300 100 200 300

Frequency [a.u.] Frequency [a.u.]

Figure 3.1: Proposed framework for FHSS pattern prediction. On the left, a spec-
trogram of a FHSS signal, subdivided into ¢ and the future time ¢__,.
On the right, the input is feed into the ML model, predicting the signal
presence in a time-frequency representation.

The algorithm we propose is obtained by training a supervised ML model. More
specifically we want to train a convolutional neural network to handle this task. The
ansatz we make here on the data is that the FHSS patterns are clearly deterministic
and the pattern length K reasonably small (K < 100), in opposite to pseudo-random
sequences. To answer our research question, we simulate data resembling those found
in measured FHSS sources. Introducing sufficient variation in the simulated signals
should allow the model to predict a wider class of measured FHSS signals and enable
a controlled and easy generation of different SNR.
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4 FHSS Data Acquisition

4.1 FHSS Signal Measurements

In a first step, we gathered measurement data. This data can not only be used for
our training process but also builds the baseline for the creation of synthetic data,
which will make up the bulk of our training data.

The measurement setup consisted of a USRP—SDRD a signal source antenna and
one recording antenna. We recorded complex radio signals, meaning a real signal
and its by 7 phase shifted version, with a sampling frequency fs of 80 MHz centered
at 2.44 GHz. We are thus able to resolve frequencies in the ISM-band from 2.4 GHz
to 2.48 GHz as explained in Sec.

Rx antenna Tx antenna
USRP  —
©

512 samples
@f =80MHz

\% % % time

125 ps

Measurement
trigger

Figure 4.1: Measurement setup. The USRP (Rx) records piecewise 512 continuous
samples with f; of 80 MHz each 125 us from the FHSS sources (Tx).
The center frequency of the measurement device is 2.44 GHz.

A more detailed description on the technical details of the measurement setup
can be found in [27]. We measured the radio signals piecewise continuously each
125 s, and sample 512 consecutive samples at the beginning of each burst, as
depicted in Fig. This setup enables a low data rate, in order to reduce the
required storage capacities, compared to a continuous measurement process. It was
performed based on existing knowledge about the signals of interest, which have
relevant time scales > 125 ps [27]. Each measurement run records 5 s of data and
each signal source was measured multiple times as listed in Tab. As signal

1Universal Software Radio Peripher - Software Defined Radio
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4 FHSS Data Acquisition

sources we use two commercially available drones operating in the 2.4 GHz ISM-
band. A DJI Phantom and a Skywalker TITAN drone, equipped with a FrSky control
unit. The measurements were performed in the AIT RF-lab with low interference
sources, furthermore the signal sources were placed near to the recording antennas,
high SNRs are thus expected. All signal sources were measured in the 2.4-2.48 GHz
band. Additionally to the signal sources, background noise measurements in the
lab were performed. Each drone was measured multiple times in different operating
modes as in [30]. The discrepancy in the number of measured runs comes from the
fact that Phantom and Skywalker have a different number of operating modes. We
were unable to identify any difference in the measurements per drone type, i.e. no
(if any existing) effect of the operating modes. We confuse therefore the individual
measurement runs.

Signal Sources

Skywalker Phantom 2 Background

Nr. meas. runs 3 5 2

Table 4.1: Number of measurements per signal sources. Each source was measured
for 5 s.

The measured signals were stored as binary files and later processed and stored
as spectrograms with FFT sizes of 512 hanning windowed samples, each burst gets
therefore mapped to a time stamp separated by 125 ps. Choosing as spectrogram
size of 40 time stamps x 512 frequency bins, one measurement run resulted in 1000
files. Figure 4.2 shows an extract of the measurement runs. We choose this format
such that it fulfills the requirements we set to construct the ML data, which will be
described in Chap. [5

The signal sources we measured are characterized in [25] and the findings are
briefly recapitulated. The results discussed there prepare the setup for the synthetic
data generation.

4.2 FHSS Signal Analysis

Table summarizes the findings of [25], using the terminology established in Sec.
2.3.1] The channel bounds fu;, and fi.x determine the hopping band. Even though
the FHSS operates in the 2.4 GHz ISM-band, the effectively used spectral band
is considerably smaller, justifying our previous choice of f;, = 80 MHz during the
measurements. Additional to the extracted parameters, a proposition for the pattern
types was made. The hop sequence follows the shifting-12r (or shifting-r2l) rule,
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Figure 4.2: Measurement outcomes for the three considered signal sources repre-
sented in the base band. As expected, high SNRs are observed. In the
Phantom measurement, one observes also interference signals (wide band
signals centered at around 62 MHz).

FHSS parameters

At [us] At pause [HS] Af [MHz] C,
Phantom 1777.0 5200.0 2.565 1
Skywalker 3127.0 3127.0 0.680 2
Pattern parameters
fenite [MHz] | Ch. bounds [MHz] K pattern type
Phantom 26.56 5.5 /77 36 shifting-12r
Skywalker 27.40 6 /753 44 shifting-r21

Table 4.2: Characterization of Skywalker and Phantom drones , where the pa-
rameter were defined in Sec. The Ch. bounds describe respectively
the lower and upper channel bounds of the pattern. Pattern type de-
scribes the rule which the hopping scheme follows.

where 12r (or r2l) stands for left-to-right (or right-to-left). This rule assumes that
fenite 18 constant during the FHSS period. If the signal hops outside the hopping
band, determined by the extremal frequencies, it reenters the hopping band from
the other side by the amount it still requires to shift a total amount of f¢. In the
case of shifting-12r

Jrr1 = {

fr + fonite

if fk + fshift S fmax
fk+fshift+fmin_fmax 1f fk+fshift >fmax’
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4 FHSS Data Acquisition

with fiin (fmax) the lower (upper) channel bound. This pattern is also illustrated in
Fig. [£.3

0.025 A |
0.020 1 fshift,Z I f
w -_— shift,1
= —_—
P 0.015 £ I
= shift
I
0.010 A
£ .
0.005 4 shift FHSS signal
_— Lower ch. bound
| fshift,z fshift,1 Upper ch. bound
0.000 = e ———

0 1w 20 3 4 0 6 70 8
frequency [MHz]

Figure 4.3: Illustration of a shifting-12r pattern. By periodic boundary conditions, a

hop can exit the bounds and reenters on the opposite bound. The total

hop distance fqf is thereby maintained. Note that both channel bounds
get by definition necessarily addressed during the hopping sequence.

The presented characterization enables us to define the relevant pattern and FHSS
parameters needed for the data synthetization.

4.3 FHSS Signal Simulation

Having established and determined the relevant FHSS parameters in previous chap-
ters, we proceed to the generation of artificial data mimicking the signal appearances
discussed in Sec. [£.2] This enables us to diversify our training dataset with regard to
different SNRs, patterns and FHSS parameters. This diversity shall guarantee that
FHSS signals in different contexts can be identified and predicted. The next section
gives a detailed description of the simulation setup for our synthetic FHSS data.
The further processing of ML data will be explained in section [5.1.1]

As stated previously, we discuss only signals in the frequency range from 2.4 GHz
to 2.48 GHz. We perform the simulations in the base band from 0 to 80 MHz with
a time resolution of f! = 12.5 ns, i.e. with the same sampling frequency as used in
the measurement setup, i.e. f; = 80 MHz.

4.3.1 Simulation Setup

The hopping pattern is the core of each FHSS implementation. Since both receiver
and transmitter need to share knowledge about the pattern, we constructed a sim-
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4.3 FHSS Signal Simulation

ulation based on a preknown pattern, i.e. not a pattern generated on the fly during
an established communication link. In the simulation we differentiate between the
pattern construction and the signal construction. While the latter requires
pattern and FHSS parameter, the pattern construction does not necessarily need to
follow a specific scheme. In our case the pattern construction aims to imitate the
described patterns in Sec. and is therefore dependent on the pattern parame-
ter. Starting with the pattern construction we give a detailed explanation of the

simulation setup.

1. Pattern construction

We implement the two types of patterns identified in the rerecorded signals,
namely both shifting-r2l and shifting 12r pattern?] To construct a shifting pat-
tern channel sequence we define a number of target channels in the pattern,
both lower and upper channel bounds, i.e. extremal channel frequencies, and
the desired frequency shift fq,ir;. The step-wise process for the FHSS channels

construction is described as follows:

a)

c)

Grid construction: The first step consists of creating a channel grid
with the aforementioned channel boundaries by defining a number of
equispaced grid points n. Each grid point represents a channel candidate
appearing in the pattern sequence.

Grid mapping: In the second step, the starting frequency of the pattern
and fir are mapped to this grid, i.e. both transformed from MHz to a
grid position and to a number of grid points, respectively. The pattern
is created according to the shifting-12r or shifting-r2l rule as explained
before until the starting channel is reached. This procedure introduces
a discrepancy between the desired frequency shift and the observed fre-
quency shift due to the mapping to the grid structure. Furthermore, the
number of obtained channels in the pattern is a priori unknown, it is
however finite. By defining a rejection tolerance both for desired vs. ob-
served fqnige, and for the number of desired channels in the pattern, one
can iterate over various n obtaining different patterns and reject those
too far from the desired pattern. This method proves to be efficient and
allows the creation of various patterns with the specified pattern type,
while assuring only reasonable pattern lengths. Figure [.4] illustrates the
idea behind the grid method.

Channel build: The final step of the pattern creation consists of map-
ping the channel sequence in terms of grid points back to the frequency

2In fact shifting-r2l is just a shifting-12r but time reversed.
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domain, obtaining (f;)X,. Since the starting frequency is arbitrarily cho-
sen, one can further apply a cyclic permutation to the channel sequence.
For the sake of simplicity and without loss of generality, we focus on the
previous described pattern structures. However, one could also vary chan-
nel bounds (and define likewise a tolerance criterion to obtain an even
better match to a certain pattern).

Channels on grid f.hit: rid mapping error
=p Observed f; (in terms of grid spaces) ,_l_
—p Target > frequency
1 2 3 4 5 6 7 8 grid,n=8
T T
I I
frequency
lower bound upper bound

Figure 4.4: Grid method. fanis target (blue) gets approximated by finis.obs (red). The
carrier is thus restricted to hop only on the channel grid.

2. Signal construction

Based on a set of channel frequencies in time, we proceed to the signal con-
struction, which is independent of the pattern creation method. The signal
construction can be decomposed in the three following steps.

a) Modulation: Once the pattern is defined we choose a set of FHSS pa-
rameters defined by (At, Atpause, Cr) as well as the total simulation length
and the time resolutionﬁ in order to construct an array with addressed
channel frequencies in time f(¢). This can be written as,

, (4.2)

*  otherwise

ft) = { i if € Qk; Cr, At At pause)

3As discussed above, we are interested in signals localized in well defined regions and treat the
time resolution as fixed parameter, it can however be changed if one aims to simulate signals
in different frequency bands.
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with f, the K channel in (f;)/, and

(k) = U [((k = 0, + ¢~ 1)(A1 + Aty

c=1

(k= 1)Cr+ )AL+ ((k = 1)Cy + ¢ = 1) Mlpuase .

which describes the time intervals when the k' channel is activated. Any
dummy value % can be used for all times when no channel is addressed,
i.e. the signal source is not transmitting. Equation gets periodically
repeated with periodicity 7', cf. Eq. .

The unmodulated signal is then simply

z(t) = (4.3)

e2mtf(t) if channel active
0 otherwise .

The FHSS parameter Af gets indirectly defined over the bit rate R, of
the bit sequence transmission. To introduce some transmitted informa-
tion in our signal we generate a random square wave m(t) with values
-1 and 1 with the given bit rate and 0 as dummy value in case of the
inactive signal, ¢ ¢ Q(k). We implemented a binary FSK, the modulation
technique described in Sec. and the complex version of the modulated
signal becomes then

Y (4'4)

2m (4R [ m®)dt')  i¢ hannel active
x(t) = :
0 otherwise

where we fixed the modulation parameter k& to 0.5. Recall that R, and
Af are related via Eq. (2.4)).

Noise addition: In order to get a more realistic synthetic signal we
need to add some sort of noise, we choose additive white Gaussian noise
(AWGN), which is a common assumption for any system under study.
We use complex AWGN since the signal is complex and its power density
is defined only by one statistical parameter, its variance. While the signal
power is confined in a small spectral region, the noise spreads over the
total frequency range under observation, so we cannot use Eq. to
obtain the necessary noise power to be added to the signal for a given
SNR (in dB) and therefore we need to rearrange it in terms of power
density instead of total power, as

BW SNR4p

Pnoise = PsignalA_floi 0, (45)
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where BW = 80 MHz is the bandwidth under observation and Pygna =
1 W by construction. As the name suggests, AWGN is sampled from
a Gaussian distribution with zero mean and variance given by P,gise.
The noise n(t) is then added to the modulated signal from Eq. as
s(t) = x(t) + n(t).

c) Processing: The resulting simulated signal s(t¢) is a time signal with a
time resolution of f;!. To reduce the number of sample points, we resam-
ple the modulated signal in a similar way to the measurement procedure,
namely keeping 512 samples every 10000. The resulting time signal blocks
are processed and stored as spectrograms in the same way as described

on page [20

The presented simulation procedure consists of the following steps: pattern cre-
ation, channel/frequency in time creation, modulation, noise implementation, pro-
cessing composed of resampling and Fourier Transform for a spectrogrammic repre-
sentation. Based on the described setup, we perform a variety of simulations which
are presented in the following section.

4.3.2 Simulated Data

To obtain a diverse dataset, we simulate FHSS signals similar to those identified
in Sec. with Python. The extracted FHSS parameters and pattern parameters
build the reference for our parameter choices. We choose two simulations stacks
corresponding to the Phantom 2 and Skywalker drone found in |25], the respective
stacks are called phantom-like and skywalker-like.

For each drone, the pattern type, number of hop repetitions, the upper and lower
frequency bounds and the number of channels in the patterns are considered invari-
ant. We introduce variations in At, Atpause, Af and fanir in form of deviations of
+/-10%, +/-20% w.r.t. the nominal value. On the one hand, this diversity should
ensure that we imitate a certain signal even though its parameters were not correctly
extracted by covering immediately a wider range of the parameter space. On the
other hand, we aim to have a broader range of FHSS signals of such types covered,
such that our ML model learns not only one particular FHSS signals.

The choices of fi generates each different pattern as explained in Sec.
Since we considered the number of channels in a pattern as invariant, we accept
only patterns with channel numbers stated in Tab. For the observed shifting
frequency fanis obs; We defined a tolerance of 1 MHz, which corresponds approx. to a
1.4% deviation w.r.t the hopping band width for both Phantom- and Skywalker-like
hopping schemes. We considered grid points n between 27 and 100, the acceptance
tolerance for f; was set to 1 MHz, target number of channels in pattern was 36 /
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44 respectively with zero tolerance. The lower and upper channel bounds were set
to 5.5 / 77 [MHz] and 6 / 75.3 [MHz| respectively. The outcomes, i.e. observed and
thus in the simulation used fypnir, are presented in Tab.

Phantom-like Skywalker-like
fshift,target [MHZ] fshift,obs [MHZ] n fshift,target [MHZ] fshift,obs [MHZ] n
22.88 22.47 36 20.71 88
95.74 26.18 72 20.42 20.95 44
' 26.56 36 22.98 - -
28.60 - - 25.53 - -
31.46 - - 28.08 27.40 44
34.24 36 30.27 88
34.32 34.70 72 30.64 30.62 44

Table 4.3: Implemented and obtained frequencies with grid method to obtain a
shifting-12r (used in the Phantom-like stack) and a shifting-r2l (used in
the Skywalker-like stack) pattern.

With this setup we obtained 5 different patterns for both Phantom and Skywalker-
like signals. In both cases, two target frequencies produced two different fg;g, which
are consequently spaced < 1 MHz apart. This introduces necessarily some imbalance
in the dataset since some frequency ranges of fyi are preferred. We note that
not every target shifting frequency fonift target Creates a pattern with the desired
properties. The fact that the nominal shifting frequency was not matched in both
patterns was considered to be of no particular concern for a diverse dataset.

The obtained fgpif obs. are used in the simulations. Additionally to the different
parameter choices, each simulation run is repeated for 5 SNR values from 5 dB to 25
dB in steps of 5 dB, resulting in 5° = 3125 runs per simulated drone. The respective
numerical values used in the simulation setup can be found in Tab. and Tab.
43l

Each simulation run was setup for 0.42 seconds to guarantee the simulation of one
full FHSS period, which was achieved in 99.6 % of the cases. With that, no drone
type or parameter sets gets underrepresented in the data. The outcome of each
run is saved as small consecutive spectrograms of 40 time stamps x 512 frequency
bins. With a simulation time of 0.42 s and time stamp length of 125 us, we obtain
therefore a total of 84 time-frequency spectrograms.

We compare the effect of different SNR levels and different parameter choices in
Fig. [4.5 and Fig. [f.6]respectively. Fig. [4.5 compares Phantom-like simulations under
different SNR levels, with the same simulation parameters, note that for 5 dB the
signal becomes barely distinguishable from the noise floor. In Fig. A) and Fig.
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Phantom-like sim. parameter

At [ps] | Alpause [us] | Af [MHz] | foie [MHz] | SNR [dB]
1422 4160 2.052 22.47 5
1599 4680 2.309 26.18 10
1777 5200 2.565 26.56 15
1955 5720 2.821 34.24 20
2132 6240 2.990 34.73 25
lower /upper channel bound [MHz] Ch Nr. channels
55/ 77 1 36

A3

Skywalker-like sim. parameter

Table 4.4: Phantom-like simulation parameters with shifting-12r pattern, resulting
in 5% = 3125 simulation runs. fy,x is obtained via grid-method, cf. Tab.

At 05| Alpue (15 | AF [MH2] | foge [MHz | SNR [dB]
2501.6 1052.0 0.544 20.71 5
2814.3 1183.5 0.612 20.95 10
3127.0 1315.0 0.680 27.40 15
3439.7 1446.5 0.748 30.27 20
3752.4 1578.0 0.816 30.62 25
lower /upper channel bound [MHz] C. Nr. channels
6/ 75.3 2 44

Table 4.5: Skywalker-like simulation parameters with shifting-r2l pattern, resulting
in 5° = 3125 simulation runs. fg is obtained via grid-method, cf. Tab.

A3

1.6(B) the same Af and fut are used, while Fig. [1.6{C) and Fig. [4.6(B) share the
same At and Atpause. Note that in this time frame, due to the differences in hop
duration and pause, three complete hops are present in Fig. |4.6(A) while only two
in the others. Observe also that fy,g is considerably greater in Fig. [4.6(C) compared
to the others, resulting in three hops before exiting the hopping band.

For each individual set of parameters we generate additionally 15 independent
noise-only spectrograms with the corresponding noise power of the simulation. The
small noise-only spectrograms, of same dimensions as the signal ones, are necessary
to reduce a bias in the signal predicting algorithm, such that it does not inevitably
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Figure 4.5: Spectrogram of simulated phantom-like signal example for different
SNRs. Simulation parameters are At = 1777 ps, Alpase = 5200 ps,
Af = 2.565 MHz, foqix = 22.47 MHz, see Tab.
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Figure 4.6: Spectrogram of simulated Skywalker-like signals at 25 dB, comparing
different simulation parameters. (A) At = 2501.6 us, Atpause = 1052 s,
Af = 0.544 MHz, fgir = 20.95 MHz. (B) At = 3752.4 s, Atpause =
1578 us, Af = 0.544 MHz, far = 20.95 MHz. (C) At = 3752.4 ps,
Atpause = 1578 ps, Af = 0.816 MHz, fque = 30.62 MHz, see Tab.

predict signals, even if there are none. Also, they will be useful in order to get a
reference score for the ML outcome.

This chapter described how we acquired first measurement data, exploited the
analyses presented in [25], which subsequently enabled us to build a simulation
framework which we used to create a diverse dataset. The simulation setup is based
on the theoretical concepts described in Chap. |2l and on a similar implementation
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4 FHSS Data Acquisition

as described in [27]. The data treatment for both synthetic and measured data is
the same, which makes them directly comparable.

Before feeding the gathered data into a ML algorithm, it needs to undergo some
preprocessing, where we will make only slight discriminations between simulated
and measured data. The next chapter explains the supervised learning approach to
our detection problem, starting with data preprocessing.
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5 Supervised FHSS Pattern
Prediction

Having established the fundamentals in FHSS and acquired a diverse dataset we
aim now to construct a ML model with the goal to predict the frequency evolution
of a signal in a certain time window based on the time-frequency representation in
the observation frame. Recall Fig. for the proposed framework. We focus here on
supervised learning where a set of (possibly multidimensional) input pairs {(X;, y;)}
is needed for the training process. While the X; represent the inputs, called features,
the y; are the target values or labels. The aim in supervised learning is to optimize
the internal parameters of a certain model in order to predict y for a new input X,
we denote the output by ¢ and the underlying target (ground truth) by y.

This chapter is structured as follows: In Sec. we describe in detail the data
preparation and preprocessing. Section [5.2| gives a theoretical and practical descrip-
tion of the training setup as well as the model construction. The last Sec. is
devoted to the achieved results and evaluation of the performance in different test
scenarios.

5.1 Data Preparation

This section describes the construction of the ML data, i.e. of the input samples X
and the corresponding target y.

The natural representation of (X,y) data is, in this context, a spectrogrammic
one, with dimensions determined by the number of time stamps and frequency bins.
The spectrogram can be viewed as a one channel pictureﬂ with respective pixel
dimensions. The number of pixels, and consequently the dimensionality of both
input and output spectrograms, depends on the desired resolutions in time and
frequency and on the observation/prediction time window. We choose an observation

!Digital pictures (images), have typically 3 color channels, namely red, green and blue. Each
channel gives the intensity of the respective colour on the pixel grid composing the picture.
A picture with only one channel represented in greyscale would be associated to a black and
white picture. The term channel in this context should not be confused with the channels from
an FHSS pattern.
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5 Supervised FHSS Pattern Prediction

window of 50 ms to predict the following 25 ms of the FHSS. In the spectrogrammic
framework presented previously in Chap. {4} this corresponds to 400 and 200 time
stamps respectively. These time lengths are based on the measured and simulated
time scales of different FHSS signals, such that one observes at least one signal hop
in the output sample y. An ad hoc choice was made for the observation window
length, such that the appearance of three signals is guaranteed, even for long hop
durations/hop pauses.

We discuss the next procedure of the ML data preparation on the simulated data,
which is mostly identical to those from the measured data. The key differences are
highlighted at the end of next section.

5.1.1 Preprocessing

With these choices for the observation and target window, 69 (X, y) samples are
obtained by merging 10 consecutive small spectrograms (to obtain X') as well as the
following 5 smaller spectrograms (to obtain y) using a sliding window with length
of one spectrogram as illustrated in Fig. |5.1

*\& #,ﬂ""\ \\ :jTimeSignaI
\/ \/ V/A\/

Time [ms]
50 55 70 75 80 420
1 2 3 4 10 11 12 13 14 15 16 83 84
! I ) . )
: Y : Y !
5 X 5 : Yeo
N : )\ Y1 ) -
Y Y
X, Y2

Spectrogram:
composed of 40 time stamps

with resolution 125 ps
Figure 5.1: Construction scheme of (X, y) samples from a (0.42 s) simulation run.

Additionally, the 15 (small) noise spectrograms from each simulation run are
shuffled randomly and represent thus, in the same way as the signal samples, a pure
noise (X, y) sample. This process is repeated 10 times, resulting in 10 independent
noise sampleﬁ additional to the 69 signal samples. Per drone type (Phantom-like,
Skywalker-like), we generated an overall amount of 215625 signal data pairs and
31250 noise data pairs distributed uniformly among the considered 5 SNR levels.

2Since 15! different combinations of creating a particular noise sample exist, it is highly unlikely
to sample two times the same.
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5.1 Data Preparation

With 512 frequency bins, the model input dimension becomes 204800 while the
output dimension results in 102400. While high dimensional input data is not un-
usual in ML, this can pose a problem when paired with likewise high dimensional
target samples since the model complexity, i.e. number of model parameters, scalesﬁ
among others with the size of X and y. For this reasons, we construct spectrograms
with dimension 80/40 x 256 by averaging over adjacent signal pixels while still
maintaining the time windows of 50/25 ms. Retrospectively, the ML data dimension
should have been considered already in the measurement and simulation process
alike. The considered time and frequency resolution of the samples become there-
fore 625 us and 0.3125 MHz. For each simulated drone type and each SNR level,
the samples get normalized with respect to their maximum value (signal and noise
samples alike), such that each pixel value € [0,1]. This data setup in itself should
be sufficient to train and test a model, the target samples y however, as they were
presented here, have a technical and conceptional drawback, which can be overcome
by a suitable annotation.

5.1.2 Annotation of Dataset

The main drawback is that the model would need to learn a representation of the
target y by matching all 40 x 256 pixel, with values € [0, 1]. However, most of the
pixels are of no interest since they represent only the noise floor. The model would
thus need to learn Gaussian noise, but since it is inherently of stochastic nature,
one could possibly never achieve a perfect score, i.e. a perfect mapping of § to .
Furthermore, we do not even aim to "learn” the underlying noise, but only to predict
signal areas and therefore we should build the model in such a way. Optimization of
a proper loss function might thus be difficult, the concept of loss functions and its
importance for supervised learning will be discussed in Sec. To overcome this
problem we propose an annotation method for signal pixel areas in y. The annotated
y samples therefore represent the actual used labels, to which we refer from now on
as y. The annotation procedure involves a signal detection part followed by a hop
rectification. The signal detection consists of a two step thresholding scheme as it
was performed in [25].

The first threshold is used to cut out noise and the second to find the target
signals. The signal detection scheme requires two user defined input thresholds 1, do
and computes y time stamp-wise. The first threshold sets every value in the time
stamp (7) to zero which is < dymedian(7), the second threshold, sets every frequency

3In a very simply constructed neural network consisting only of one dense layer, one has already ~
10'% parameters, which exceeds our hardware capacity, which is constrained to 10° parameters.
Changing the architecture to a hourglass type reduces the number of model parameters but
brings other challenges, and would need a detailed understanding of autoencoder type models.
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5 Supervised FHSS Pattern Prediction

bin in 7 to 1 or 0 depending on whether domax(7) holds true or not. With the right
parameter choices, this scheme proves to be robust in detecting signals while not
detecting any noise. Table [5.1] summarizes the chosen parameters dy, ds.

Phantom Meas. ‘ Phantom Sim. ‘ Skywalker Meas. | Skywalker Sim.

01 90 2.2 125 2.1
) 0.5 0.5 0.25 0.25

Table 5.1: Annotation parameter choice for the measurements and for simulation.
01 is the scaling factor of the median per time stamp to filter out noise,
09 is the scaling factor for the maximum value per time stamp, to detect
the signal of interest.

The thresholds were not optimized for every simulation parameters, notably they
are the same regardless of the SNR level. The choice of §; depends on the underlying
data. We choose the same 9, for both measurement and simulation data for each
drone typ, d5 = 0.5 defines the common full width at half maximum definition. For
the Skywalker drone, since the signals are notably more narrowbanded, we used
however 6, = 0.25, such that we obtain a wider target area.

The resulting binary matrix encodes signal regions with 1 and noise regions with
0. In order to obtain a well defined signal region in terms of Af and At we rectify
the signal areas. Examples of detected signal pixels and the rectified version of the
spectrogram are shown in Fig. [5.2

The rectifier function assumes that inside a hop, the signal pixels are connected
in time. In particular, a hop with missed signal pixels in one time stamp would
be considered as two separated hopsﬁ We make the assumption that these cases
occur only rarely and are negligible in the amount of data. Different from the time
extension of the hop, the centre frequency and the spectral width are averaged
over the hop. The signal area gets thus replaced by the rectified version. Similar
annotation (correction) was performed also in [24], |[31]. Only signal samples undergo
the annotation process, the noise y samples are only zero matrices.

5.1.3 Data Processing for Measurement Data

The processing of the measurement data was performed analogously, 15 small saved
spectrograms were stepwise merged into a (X, y) sample, we obtain therefore 985
samples per measurement run. We constructed three datasets, corresponding to

4In fact, disconnected pixels are recognized as being part of the same hop if they lie in a certain
range around the hop centre, but as stated, missing pixels in one 7 would result in the end of
one block.
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Figure 5.2: Annotation outcomes on 25 dB simulated data for Phantom and Sky-
walker. The annotated spectrogram is a binary matrix (1 for signal and
0 for noise/no-signal).

the Phantom-, Skywalker-, background noise measurements respectively. All three
combined consist therefore of 80% signal (out of which 62.5% are attributed to
Phantom) and 20% noise samples. Note that in contrast to the simulated data,
the noise-only samples from the (background) measurement contain occasionally
interferences (like the signal data). Dimensionality reduction was performed as well
as normalization w.r.t. the maximum value, and annotatior:ﬂ where we expect signals
of interest, i.e. not in the background noise measurements.

Figure [5.3| shows two y samples from the Phantom and Skywalker measurements
obtained by the methodology described above. The thresholds show to be robust

5During the annotation, we found an loophole in the rectification code. The loophole consisted in
failure of the rectification if the signal had a mean width of one pixel. This limit case occurred
only during the annotation of the Skywalker measurement data.
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Figure 5.3: Annotation outcome on measurement data for Phantom and Skywalker.
The annotated spectrogram is a binary matrix (1 for signal and 0 for
noise/no-signal). Interferences (present in both measurements) do not
get detected.

enough to not falsely detect interference signals. In the case of Skywalker annotation
we annotated occasionally interference signals. Since all annotated signals of interest
had a width of less than five pixels, we sorted out any annotated signal blocks with
a width < 5.

5.2 Machine Learning Setup

The setup we present here is a multivariate binary classification problem. The mul-
tiple class instances represent thereby the upcoming spectrogram which can be seen
as a form of (annotated) image extension. It can also be seen as a form of image
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5.2 Machine Learning Setup

recognition, since signal areas need to be identified, information extracted, and then
instances classified.

Convolutional neural networks (CNNs) are a common choice for model architec-
tures in image recognition problems. We focus therefore on neural networks and
more specifically on CNNs. The next section establishes shortly the concepts of neu-
ral networks, loss function, the idea of backpropagation as well as the mechanism
of CNNs. We further describe our model architecture construction and the training
process of our model.

5.2.1 Concepts of Neural Networks

Deep learning is a terminology associated with any type of neural networks, CNNs
being an example of it. Neural networks are typically layer structured constructs.
Each layer has a certain number of nodes, called neurons. In the case of feedforward
networks, the neurons of one layer are only connected to neurons in adjacent layers
(in contrast to recurrent networks where cyclic connections are possible). ML tech-
niques aim to obtain a trained model which processes an input (feed into the input
layer) through the network, i.e. activates the neurons in such a way that the output
layer gives the desired result. Between the required input and output layer, an ar-
bitrary number of so-called hidden layers can be placed. Increasing the number of
layers (depth) and/or the size of the layers (width) increases the models complexity.
Figure [5.4] visualizes a five layer neural network, with input dimension n and output
dimension k. In the case of k-variate binary classification problem; the k output
neurons would be associated with probabilities of belonging either to class 1 or class
2.

In order to obtain probabilities (in the binary classification case), the output values
are passed to an activation function which maps R — [0, 1], the natural choice is

o(z) = —

T 1ter
the sigmoid function [33]. In the last layer, the need for an activation function is
given by the interpretation we accord to the neuron’s output. Generally, different
activation functions can be used at any time in the network (elementwise on the

(5.1)

neurons of a layer) to introduce non-linearities in the neurons’ activations and
therefore in the model itself. These activation functions need to be differentiable,
at least mostly everywhere, in order to train a model through backpropagatiorﬁ.

The amount of information (activation) passed through the network is de-
termined by the weights stored in the weight matrix W, associated with the

6Backpropgation will be discussed in a moment.
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Figure 5.4: Schematic structure of a dense neural network. The green layer of size n
takes the feature vector x. The information gets processed through the
network along the edges between layers associated with weight matrices
W@ (i =1,2,3,4) until the output layer with output vector § of size k.
Figure adapted from [32].

edges in the graph in Fig. A neuron’s activation is calculated by linear
combination of these weights with the previous nodes valueﬂ Mathematically, the
layer values can be described as vectors, so that the output a® of a layer [ is cal-
culated by a matrix-vector multiplication, W®"a(=D = ¢ with weight matrix W®

The network’s weights are the trainable parameters. Weight optimization is there-
fore the process which the network undergoes during the training stage. In supervised
learning, training is performed with the training dataset {(X train, Yitrain)} & sub-
set of the entire dataset. The test dataset {(X; test, Yitest)}, on the other hand, is
used only after training to assess the performance of the (optimized) model. Feeding
Xirain into the network results into an output ¢ which is used together with ¥ ain to
optimize a suitable loss function L, depending on the networks weights. A common
choice of loss function in binary classification problems is the binary cross entropy
(BCE). Averaging over single loss values, the k-variate BCE then reads

(5:9) = =3 S uslog gy + (1 - ;) log (1 - ) 52

where y; € {0,1}, the class labels of the k-nominal sample y and y; = o(z;),
with z; = (W(4)a(3))j, the j*h-component of the last weight matrix multiplied by

"And as mentioned before, sometimes squished in some activation function.
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5.2 Machine Learning Setup

the output vector of the last hidden layer. Since the activation of every layelﬂ is
dependent on the previous weights, Eq. is in fact a function of all model weights
(all weight matrices W between the layers). Using the chain rule we can propagate
the loss error backwards in the neural network and subsequently optimize each
weight, this process is called backpropagation. The minimization of the loss function
is performed in the high dimensional weight space by a numerical optimization
scheme, with gradient descent (GD) based schemes. Gradient descent schemes are
iterative methods on the whole parameter space where the next parameter point
Wy is determined by

Wir1 = wy — NV L, (5.3)

with learning rate ninR. The learning rate is the step size, terminology mostly
utilized in the ML community. The loss V,,L may be calculated by the entirety
of the training set. If w;,; is determined for a single sample in Xj,.;,, one speaks
of stochastic gradient descent (SGD). If batches (subsets of the training data)
are used, one calls it mini-batch gradient descent’}] More elaborate schemes exist
such as the Adam algorithm [34]. Optimizing a model requires multiple iterations
through the dataset. These iterations through the entire training set are denoted
by epochs.

CNNs are neural networks with additional convolutional layers, often paired with
pooling layerﬂ Convolutional layers make use of set of kernels (filters). In the 2D
case, these kernels can be seen as 2D-matrices, sliding over the input and yielding
a convoluted output value. Figure 5.9 illustrates the effect of a 2D convolutional
layer. As shown in the examples, this can lead to a dimensionality reduction, which
can be a desired side effect. Padding can be used around the edges to ensure the
same or even higher output dimension, [36] gives an overview of the underlying
convolutional arithmetics. Pooling layers function in the same way but are, unlike
convolutional layers, untrainable. Their only effect consists in reducing the features
dimension according to a certain defined rule, examples are maximum and average
pooling.

8Except the input layer.

9SGD is "stochastic” since only one random training sample is used, the assumption is that the
gradient’s direction is a good-enough approximation of the true GD over the whole dataset.
Likewise, mini-batch gradient descent is also stochastic, but a compromises between computa-
tional efficiency of SGD and approximation accuracy w.r.t. to the true VL (calculated with all
training samples).

10We stick here to the convention of that a convolutional and a pooling layer are two separated
layers, although they can be viewed as one layer consisting of multiple stages, which is in its
whole called convolutional layer. See |35] for the detailed reasoning in terminology.
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The last topic we want to mention here is the problematic of overfitting, common
to all ML types. Overfitting describes the situation when the model minimizes a
certain loss function during training, but performs badly on Xi.. It is not able to
generalize to unknown data, since it learned a task too specific to the training set, it is
overfitted. Detecting overfitting during training, and not only while testing a model,
is therefore crucial. Methods to counter overfitting are called regularization. One way
to detect overfitting is to split the training set into a training set and a validation
set, analogously to the train-test split. The performance of the model under training
is evaluated on the validation set (which is not used to update the model weights)
continuously. If the validation loss starts to increase, one has reached the point of
overfitting. A simple way of avoiding overfitting is to stop the training process at this
point. The concept of early stopping is a simple and effective regularization method.
Other regularization methods exist, notably penalty terms in the loss function and,

in the context of neural networks, dropout layers which randomly nulls some nodes
[37].
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Figure 5.5: Illustration of a 2D convolution arithmetic (left, Fig. from [35]) and
illustration of 2D convolution with pooling (right, Fig. from [33]) and
the resulting dimensionality reduction.
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5.2.2 Model Architecture and Training

Any ML algorithm does not need to be implemented from scratch anymore:
numerous libraries exist with a variety of different model types and implementation
flexibility. We worked with the PyTorc}ﬂ library for Python, developed for deep
learning. Training was performed on a NVIDIA Tesla V100 graphics card with 16
GB RAM.

Inspired by the models presented in [19], we constructed a 12 layer CNN, whose
architecture is depicted in Fig. [5.6] Out of the 12 layers, 8 are trainable.

The convolutional and pooling layers have both symmetric kernel sizes and
padding is applied along both directions equally. Layer (10) in Fig. is a non-
trainable layer, it fulfils two purposes. First, it flattens any multi-dimensional input,
i.e. makes it one-dimensional. Second, it serves as a dropout layer representing thus a
regularization method. Dropout layers randomly zeros some nodes during the train-
ing process. The zeroed elements are sampled from a Bernoulli distribution with
probability p, in our setup we chose p = 0.2. The dropout layer is ignored during
the validation and testing phase of our model. Blue layers are dense layer, meaning
that they are fully connected: each node in the input is connected to every output
node. In the same figure, the dense layer (12)’s output dimension needs naturally to
be identical to the dimension of the flattened target y, k& = 20x256 = 10240.

The training and testing sets were obtained by a random 0.7-0.3 split of the
respective datasets. Additionally, we defined a validation set from the training data
by segregating randomly 10% from it. We used the binary cross entropy, see Eq.
(5.2), as a loss functionH and mini-batch gradient descent as optimizeﬂ. The batch
sizes were set to 32 and the GD learning rates were chosen heuristically, depending
on the dataset.

We implemented early stopping as regularization method. Due to the stochastic
nature of mini-batch GD, we assess the average loss over the last 30 epochs. If this
average becomes greater than the average loss over the 30 epochs previous to 30
epochs of the just calculated mean, the training stops and the model is ready for
testing.

Uhttps://pytorch.org/

12The PyTorch implementation segregates loss functions from the last activation function used
(if any) on the output. It provides, however, a BCE loss function with integrated sigmoid
activation, equivalent to Eq. , assuring numerical stability.

13The PyTorch implementation is called SGD, it is however only a SGD if the training updates the
model weights, by passing one sample after another. The PyTorch SGD is a ”simple” gradient
descent (with optional parameters) w.r.t. what is fed into it, e.g. in our case batches, thus our
optimizer strategy is mini-batch gradient descent.
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Figure 5.6: Architecture used in the model construction. The model input is 2D
and output 1D with indicated pixel numbers, the (2D) convolutional
layers are orange, the (2D) pooling layers (maximum and average) are
light green. A dropout and flatten layer were combined in one (salmon
colored) layer and dense layers are in blue.

Several models M; with the same architecture were trained, obtained from dif-
ferent training sets Xiram. Table presents the different models, the number of
epochs needed for training and the used learning rate.

The data choice for the models are the following. Model M; was created to in-
vestigate the ability to perform on the measurement data, namely on the Phantom,
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5.3 Results and Discussion

Model Data n Nr. epochs
M, Phantom&Skywalker 25dB simulation 0.50 300
My Phantom&Skywalker 15dB simulation 0.10 182

Ms Phantom, Skywalker, and Background measurements | 0.07 1541

20% of Phantom&Skywalker 25dB simulation

Phantom, Skywalker, background measurements 0.10 178

Table 5.2: Constructed models M;. Since the models architecture is unchanged, the
models differ by the datasets on which they are trained. The learning rate
n of the mini-batch GD is given as well as the number of epochs needed
to complete the training, according to averaged early stopping criterion
of 30 epochs.

Skywalker and background dataset. It can also be used to investigate the possibili-
ties to predict signals with different SNRs. The later reason was also the motivation
to create M,. Here we can compare the performance for higher and lower SNRs
alike. As we will see in Sec. M; was not able to achieve good results for the
measurement data. As a proof of concept that it is indeed possible to train a model
on the measurement data, we constructed Mjs. The model M, was build in order to
obtain a model with supposedly the highest variety in the training data. Since we
suspected a high bias in My, if we would have used the entirety of the 25 dB simu-
lation data, due to the relative abundance w.r.t the measurement data. Therefore,
we selected randomly 9850 samples from the Phantom and Skywalker simulations,
which results in a ratio of 2:1 of simulation to measurement data. The amount of
selected samples corresponds to approximately 20% of the total datasetE[

The performances of the respective models are discussed in the following section.
Figure shows the learning curve of M;. The validation loss starts to saturate
while the training loss is decreasing (on large scales) monotonically. Locally, one can
observe kinks in the losses, which are attributed to the randomness inherent to the
mini-batch GD optimization scheme. Once the validation saturates, early stopping
prevents the model from overfitting and the training is interrupted.

5.3 Results and Discussion

Feeding an input into the model yields prediction g, which corresponds to a spec-
trogram with pixel values € [0,1]. Each pixel represents the probability to be a
signal pixel. Associating classes to each pixel, depending on a probability threshold,
is necessary in order to obtain a qualitative measure of the model performance. We

4To be precise: 19.95%.
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Figure 5.7: Learning curve of M; with BCE loss. Training stopped after 300 epochs.
Training set size to validation set size ratio is 9:1.

define the vector § whose elements are given by

2 I itg>p

Yi = PN )
0 ifg<p

and use the standard probability threshold choice p = 0.5 in the following.

5.3.1 Performance Measure

To evaluate the performance of the prediction outcomes, we propose two different
scores. The standard score for any classification problem is the accuracy. The accu-
racy counts the number (pixels) of correctly identified classes over the size of the
sample space. In our case it can also be written as

) , (5.5)

Accuracy(y, ) =1 — —

i Ej»

with y, gj the (vectorized) target and thresholded output spectrograms respectivel
since the elements of both vectors are only in {0, 1}. We presented here the accuracy
in such a way to stress the difference to the following score. The accuracy ranges
from 0, worst possible prediction, to 1, perfect reconstruction of the target sample
y. Because this score takes into account non-signal and signal pixels alike, we expect

5We will confuse the term output for both § and gj, the specific meaning can be derived from the
context and the formulas.
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"very good” performances even for poor models, which predict only noise, i.e. no-
signal pictures. This can be explained by the fact that only ~ 1% of the pixels are
signal pixelsEl. It can be used, however, to compare the models’ performances, e.g.
with different architectures or models obtained from different datasets.

Therefore, we propose a second score function which accounts only for signal
regions and gives a more intuitive quantification of the predicted outcome. We in-
troduce the LP-score,

LP-score(y,y) = {1@_2/) itV iy=5=0

I3l

where (x, %) denotes the standard scalar product and ||x| is the Euclidean vector
norm. This score is an adapted version of the correlation matrix distance between
two matrices, or their vectorized representation. The correlation matrix distance was
used in [38], [39] as a measure to quantify the overlap between two peak regions of
two matrices in an otherwise mostly flat (zero) landscape. Similar to the score in Eq.
, the LP-score € [0, 1], with the major difference that only signal regions are
compared (last case in Eq. ) A score of 1 gets returned if a noise sample gets
correctly identified as such (first case). The returned value in the first case could be
seen as a too generous score, since one would expect that predicting accurately small

: (5.6)

otherwise

pixel regions should be more valuable than correctly predicting noise, i.e. a zero-
matrix. This could be accounted for by weighting the respective samples accordingly.
In order to evaluate if a model has a good LP-score we propose the comparison to a
naive classifier. A naive classifier could randomly annotate some pixels, or randomly
some pixel regions, corresponding to the mean signal pixel number in the underlying
dataset. This would, however, almost certainly result in a zero score. For this reason,
we suggest a naive classifier, predicting only noise, i.e. 0 for every pixel value. This
classifier would yield a low BCE loss and is therefore comparable with the BCE loss
of a fully trained model. In the scope of the LP-score, it would perform as good as
the ratio of noise-only samples to signal samples in the selected dataset. This will be
the reference score with which we can quantify performances of M; on the respective
test sets.

16Tn the data used to train My, the average signal pixels amount was 75, which corresponds to
0.73% of the whole data. Generally, the mean signal pixel number never exceeded 100, 1% is
thus a conservative estimate.
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5 Supervised FHSS Pattern Prediction

5.3.2 Evaluation of Models

Table [5.3| summarizes the performances of the models, see Tab. on their respec-
tive test sets. Additionally to the mean accuracy and mean LP-score, we give also
the associated standard deviation o,, of the mean LP-score. The standard devia-

tion of the finite dataset {z;} of size k is calculated as o = \/ 2 S (2 — ), with
i being the arithmetic mean of the dataset values.

Model || Accuracy | LP-score OLp Naive LP-score
M, 0.998 0.858 0.123 0.127
M, 0.997 0.775 0.167 0.126
M 0.999 0.907 0.081 0.193
M, 0.997 0.715 0.251 0.080

Table 5.3: Test results of the trained models. With comparison of mean accuracy
and mean LP-score as well as the naive LP-score (score obtained from a
naive classifier corresponding to the amount of noise-only samples).

As expected, in terms of accuracy all models perform very well (close to 1). The
models achieve good LP-scores. The considerably higher LP-score of 0.907 from M3
can be explained by the fact that nearly 20% of the testing data consists of noise-
only samples which were never missclassified, thus contributing to a high score,
cf. Eq. . A standard deviation of up to 0.167 assures an overall good model
performance. In the case of o, being around 0.25 the result needs to be interpreted
with some care.

For the reasons discussed previously, we evaluate in the following model perfor-
mances solely based on the LP-score. A more qualitative understanding of different
LP-scores is presented in Fig. . Here we compare the output of four different
approximated score values (0.6, 0.7, 0.8 and 0.9) for M; obtained during its testing
phase. For that, four different samples were selected from the data.

In Fig. (and Fig. [5.11H), correctly matched signal pixels (true positive) are
colored in yellow, correctly matched noise pixels (true negative) are colored in pink,
predicted pixels are colored in cyan (false positive) and missed signal pixels are
colored in red (false negative). A score of 0.9 indicates that the model matches most
of the signal areas, in the specific case of Fig. it is still reached even if some
pixels are wrongly predicted (in cyan). Note that the score does not distinguish
the localisation of wrongly predicted signals, in a human interpretation one would
prefer (if any) to have them close to the signal islands. A score of 0.7 has already

7In the following the output is always represented in 2D for obvious reasons, even though it is
formally 1D.
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Figure 5.8: Comparison of different LP-scores, approximately 0.6, 0.7, 0.8 and 0.9
(left to right) of 4 different samples during the M; test phase. The color
code distinguishes missed signal pixel (false negative) in red and wrongly
predicted signal pixels (false positive) in cyan.

some amount of false positive and negative pixels. However, the overall shape of
the signal is recognized and correctly predicted. Here, the third hop (in time) has
matched signal pixels at the beginning and end of it. With prior knowledge of the
underlying FHSS source, this could be sufficient to identify approximately the extend
of the hop. A score of 0.6 still gives some information about the future FHSS signal
localisation, the prediction is however considerably deteriorated by the presence of
too many missed and wrongly predicted signal pixels.
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(d) Prediction outcome of a Skywalker sample Fig. [5.9b} yielding a score of 0.942.
Figure 5.9: Test results of M3, in the Phantom case (c) with input sample (a) and
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the Skywalker case (d) with input sample (b). The left picture in (c¢) and
(d) shows the (X,y) sample. The second picture (from the left) shows
again for better comparison y, followed by the y ML output. On the
most right is the thresholded output § with p = 0.5. The signal pixels
are encoded with 1, noise pixels with 0.

Figure shows the ML (probability) outcome ¢ of both a Skywalker and Phan-
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tom sample during testing of M3. We compare it to the ground truth y and the
thresholded version §. We also depict the respective input samples in logarithmic
scale, as well as in linear scale and in time continuity its annotated y pair. We can
observe that, despite the interferences being distinguishable in log-scale, the time
continuity of X gets accurately predicted. The high test LP-score of M3, cf. Tab.
[.3] compared to the other models can partially be explained by the fact that every
noise sample gets predicted as such and by the relatively high amount of them in
the respective test set, as indicated by the naive LP-score.

The presented results suggest successful training of all models. In some cases,
training, especially for M, with a score of 0.7, could be considered as insufficient.
Pursuing the training, however, bares the risk of overfitting. In the scope of
LP-scores, all models trained well enough to get reasonable performances with
scores > (.7. We proceed now to the analysis of the individual model performance
of non-native datasets, i.e. sets different from what was used in testing and training.

First, we investigate the abilities of the models M; and M, to generalize to other
SNR levels. We use the entirety of the simulation data with the respective SNR to
perform the evaluation. The performance scores are summarized in Tab. [5.4]

Model || 5dB | 10dB | 15dB | 20 dB | 25 dB
M,y 0.012 | 0.119 | 0.332 | 0.725 -
My 0.139 | 0.510 - 0.683 | 0.642

Table 5.4: Evaluation of M; and M, on different SNR levels. The mean LP-score is
displayed, the naive LP-score is throughout 0.127.

The performance of M; is still remarkable on the 20 dB simulation data, with a
mean score of 0.725 and a standard deviation of 0.17, but it deteriorates significantly
for all SNRs below 20 dB. As expected, My performs better than M, for low SNR,
since it was trained on 15 dB data. The LP-score distribution for 10 dB, 20 dB and
25 dB is shown in Fig. [5.10] While the distribution in the 10 dB cases seems to be
very even, with the exception of the noise-only samples (all scoring 1), the 20 and
25 dB distributions have a notably skewness towards higher score values. The plot
illustrates that the model is, on the one hand, oversensitive and detects more pixel
regions than it should (in the 10 dB case). On the other hand, the model misses
considerably more signal pixels for the higher SNR cases. These false negative cases
are thus the contributing factor to the decrease of the score.

The generalization of M, to higher SNRs is possible, as one observes in Tab.
but with a mean score of 0.642 and with o , = 0.237 in the 25 dB case. Thus, a
more satisfying generalization requires improvements. Since a generalization is in

49



5 Supervised FHSS Pattern Prediction

30000 = 10dB = 1008
== 20dB o == 2048
= 25 dB = 25 dB

25000

20000

)

15000

Nr. Test Samples
Mean Pixel Number

=}

10000

5

5000

0
Matched Signal

03 04 05 06 07 08 09 1
LP-score

Missed Signal Wronlgy Predicted Signal

Figure 5.10: On the left, LP-score distribution of Ms,’s performances on different
SNR data. On the right, mean pixel value of matched signal, missed
signal and wrongly predicted signals for the same three distributions
shown left.

principle possible, one may use a combination of different SNR datasets, e.g. 25 dB
and 15 dB, to cover in between SNR levels, e.g. 20 dB.

We further investigated the possibility of M; (and Ms) to predict samples from
measurement data. This however failed, both models were found to be unable to
generalize to the measurement data. Conversely, we checked also the possibility of
M3 to handle simulation data (of any SNR level). Likewise, the model was unable
to generalize. In this regard, expectations to predict signals in measurement data,
with a synthetic data trained model, couldn’t be met. We suggest therefore one
of the following approaches in order to predict measured FHSS signals: Either
one relies solely on measurement data, which needs to be performed in controlled
environments. Or one improves the simulation procedure, such that the signals
become (nearly) indistinguishable in a spectrogramic representation compared to
the measurement data. Or one uses a mixture of simulation and measurement data
as we did in the construction of Mj.

The score distribution of M, on the test set is depicted in Fig. [5.11al Even though
the contribution of noise-only samples is considerable (728 samples) in the last bar
in Fig. due to the fact that those were never missclassified™] the mean and
median test score are good enough to assure the prediction of either a simulated or
measured FHSS signal. Similar to the score distribution in Fig. it is a skew
distribution towards higher score values, explaining the by 0.08 score points higher

8 And thus resulting in a score of 1.
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median (0.792) w.r.t. the mean (0.712). This puts into perspective the high o, ,,
cf. Tab. and justifies the successful training. This is also under the considera-
tion that reference LP-score is comparably low. Consequently, the mean LP-score
is better than it seems. Figure shows exemplary samples scoring of the order
of mean and median. Also, it shows that occasionally (in 0.6% of all cases) a signal
sample achieves a perfect score of 1.

Score: 0.711 Score: 0.796

Bl LP-score distr.
1200 { =—— Mean: 0.712
Median: 0.792

Matched Signal

Matched Noise

Wre. Predicted Signal

Missed Signal

o
o 50 100 150 2200 20
frequency bins

(a) (b)

Figure 5.11: Test results of M. Plot (a) shows the LP-score distribution with bin
size 0.05. One should keep in mind that 93% of the LP-score 1 cases
is attributed to the noise-only samples. However, occasionally a signal
sample achieves a perfect sore as seen in (b). The other two plots in
(b) illustrate scores close to the mean (left) and median (middle) of the
distribution in (a).

The results show that a mixture of simulated and measured data can be used
to successfully train (and test) a model. Some care needs to be taken if one
aims to train a model with a mixture of synthetic and measurement data. In our
case, we selected randomly 20% of the simulation, which might have been not
ideal, since a (small) possibility remains that a particular simulated pattern from
either the Phantom or Skywalker runs is not completely represented in the dataset'ﬂ

In summary, this chapter explained in detail the data preparation and processing.
We introduced some general concepts of ML, more precisely all relevant theoretical
concepts of the tools used from the PyTorch library. We built four models in total.
Two models were obtained by training on the 25 dB and 15 dB simulation data
respectively. A third one was exclusively constructed with measurement data and a
forth one by a mixture of 25 dB simulation and measurement data. We introduced
the LP-score with which we evaluated the performance of the models in different

9More likely in the case of the Skywalker-like simulations, due to its higher FHSS periods.
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test scenarios. We found that the training process resulted in meaningful models
in all four cases. However, a generalization of models constructed with synthetic
data was not possible. We also found that extending the model performance to
other SNR data was possible in some degree. The model trained on 25 dB data
can also be applied without further adjustment to 20 dB, yielding a score of 0.725
corresponding to a 0.133 degradation w.r.t. the test score. The model trained on
15 dB achieves a 0.032 and 0.073 score deterioration w.r.t. the test score on the
20 dB and 25 dB data, respectively. The score obtained on the 10 dB data can be
considered as insufficient, especially considering the underlying score distribution.
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6 Conclusion

The aim of this master thesis was the prediction of FHSS pattern based on a small
observation window with supervised learning methods, in a time-frequency repre-
sentation.

First, I introduced the reader to fundamental concepts in wireless communication
technology and especially to FHSS and to the possibilities of time-frequency repre-
sentations. Second, some related work to the problem of FHSS detection and FHSS
pattern prediction was presented as well as the framework with which I worked.
The novelty of my approach is that the FHSS pattern prediction is based on a small
observation window of only 50 ms, capable of predicting the signal for the follow-
ing 25 ms. Third, I discussed the FHSS data acquisition from measurements and
simulations alike. The simulation setup is versatile and allows the choice of different
FHSS parameters and FHSS patterns. I simulated FHSS signals resembling the mea-
sured ones, and additionally accounted for different FHSS parameters to introduce
further variations. Every simulation was performed for five different SNR values,
allowing comparisons to environments deteriorated by noise. Fourth, I described the
challenges encountered in the ML data preparation, notably the dimensionality is-
sue and the problematic of a regression. I circumvented these problems by reducing
considerably the pixel dimensions in time and frequency, at the cost of reduced reso-
lution, for the former. The latter problem was tackled by a suitable annotation, thus
setting up a classification task. The constructed data consisted of a 80 x 256 matrix
for the input samples X, and a 40 x 256 binary matrix for the target samples y. The
latter implies a 25 ms prediction window of the signals evolution. Fifth, concepts of
(convolutional) neural networks and important terminology related to the field of
ML as well as the idea and problems of overfitting were discussed.

Finally, I built four models by training a CNN architecture on different datasets.
I proposed a score measure, the LP-score, and showed based on this score that
successful prediction of the signal’s evolution is possible, with models obtaining a
score up to 0.907 on their respective test set. However, it was not possible to extend
the performances of models trained with simulated data towards measurement
data. A generalization of models trained on a high SNR towards lower SNR is
possible, but remains poor for an SNR further away from the training SNR. In
contrast, a model trained on a low SNR can, with a score decrease up to 0.133, still
perform relatively well on a higher SNR. Furthermore, I found that a model may
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6 Conclusion

be trained and tested successfully on a mixture of simulation and measurement data.

Future work may consist in adjusting the architecture of the presented CNN.
Having less trainable model parameters would reduce the training time and allow
for lower hardware requirements. Adjusting the observation and the prediction time
windows, as well as the time and frequency resolution to particular needs may be
beneficial in order to obtain a more efficient memory data usage. The models them-
selves may be enhanced by means of a better optimizer during training, adjustable
learning rates etc., such that one obtains a more accurate prediction of the signal
evolution.
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