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Abstract

Data centers face growing scalability and operational challenges
due to the rapid expansion of bandwidth-intensive applications such
as remote collaboration and video streaming services. Scalable net-
works must react to unanticipated events (e.g., failures) promptly and
adapt to traffic pattern or policy changes with minimal human inter-
vention. Such qualities are achievable via virtualized and software-
defined networking. A virtualized node (VN) is a network resource
such as a firewall and load balancer that is emulated in software and
logically decoupled from the underlying hardware. On the other hand,
the software-defined networking (SDN) decouples routing computa-
tions from the underlying packet forwarding mechanism. SDN’s con-
troller has a global view of the network, executes computational tasks,
and installs routes remotely. This thesis is primarily motivated by the
flexibility and potentials of virtualized and software-defined networks.
We leverage them to influence traffic flow without altering the underly-
ing network structure; we refer to this paradigm as traffic control. This
thesis focuses on several traffic control challenges:

Traffic Engineering. To achieve a balanced bandwidth utilization
and low congestion, we introduce a new optimization approach that
combines two existing traffic engineering techniques. We prove its
merits and provide polynomial-time algorithms.

Fast Traffic Rerouting. Once the traffic encounters a faulty link, the
adjacent router node reroutes the traffic along a pre-installed backup
route, ideally oblivious to non-incident faulty links (locally and "fast").
We formulate the resiliency model, present backup route schemes, and
prove their resiliency for special networks.

Traffic Partitioning. Communication between VNs can be signif-
icantly wasteful of the inter-server bandwidth. An appropriate parti-
tioning of these nodes can potentially reduce the inter-server traffic.
Approximating the optimal partitioning is computationally challeng-
ing as the underlying communication pattern is not known a priori.
We present online algorithms that proactively transform costly inter-
server traffic into (inexpensive) local traffic based on the recent com-
munication history.

Traffic Waypoint Routing. Service chaining is a technique for com-
posing custom network services using primitive functions. For instance,
a security service may be composed of several functions: a firewall, DPI,
and virus scanner. Computing shortest routes passing through a given
set of nodes is an NP-hard problem. We present hardness bounds and
algorithms for a few special networks that render the problem tractable.






Zusammenfassung

Rechenzentren stehen vor wachsenden Herausforderungen hinsicht-
lich Skalierbarkeit und Betrieb aufgrund der rasanten Zunahme band-
breitenintensiver Anwendungen wie Remote-Zusammenarbeit und Video-
Streaming-Dienste. Skalierbare Netzwerke miissen auf unvorhergese-
hene Ereignisse (z. B. Ausfalle) sofort reagieren und sich an Verkehrs-
muster oder Richtlinienanderungen mit minimalem menschlichem Ein-
griff anpassen. Diese Eigenschaften lassen sich mit virtualisierten und
softwaredefinierten Netzwerken erreichen. Ein virtueller Netzwerkfunk-
tionsknoten (VNF) ist eine Netzwerkressource wie eine Firewall und
ein Load Balancer, die in Software emuliert werden und logisch von
der zugrunde liegenden Hardware entkoppelt sind. Auf einer anderen
Ebene entkoppelt das softwaredefinierte Netzwerk (SDN) die Routing-
Berechnungen von dem zugrunde liegenden Paketweiterleitungsme-
chanismus. Der SDN-Controller hat einen globalen Uberblick tiber des
Netzes, fithrt Berechnungsaufgaben aus und installiert die Routen aus
der Ferne. Die Motivation fiir diese Arbeit liegt in erster Linie in der
Flexibilitat und den Moglichkeiten von virtualisierten und softwarede-
finierten Netzwerken. Wir nutzen sie zur Verkehrsfluss zu beeinflus-
sen, ohne die zugrundeliegende Netzwerkstruktur zu verandern; wir
bezeichnen dieses Paradigma als Verkehrskontrolle. Diese Arbeit kon-
zentriert sich auf mehrere Herausforderungen der Verkehrskontrolle:

« Verkehrstechnik. Um eine ausgewogene Bandbreitennutzung und
eine geringe Uberlastung zu erreichen, stellen wir einen neuen
Optimierungsansatz vor, der zwei bestehende Verkehrstechniken
kombiniert. Wir beweisen seine Vorziige und liefern Algorithmen
mit polynomialer Zeit.

+ Schnelles Verkehrs-Rerouting. Sobald der Verkehr auf eine feh-
lerhafte Verbindung stof3t, leitet der benachbarte Routerknoten
den Verkehr iiber eine vorinstallierte Backup-Route um, im Ideal-
fall unabhéangig von nicht fehlerhaften Verbindungen (lokal und
“schnell”). Wir formulieren das Ausfallsicherheitsmodell, stellen
Backup-Routenschemata vor und beweisen ihre Ausfallsicherheit
fiir spezielle Netzwerke.

« Verkehrspartitionierung. Die Kommunikation zwischen virtuali-
sierten Knoten kann eine erhebliche Verschwendung der Band-
breite zwischen Servern darstellen. Eine geeignete Partitionierung
dieser Knoten kann den Datenverkehr zwischen den Servern re-
duzieren. Die Anndherung an die optimale Partitionierung ist eine
rechnerische Herausforderung, da das zugrunde liegende Kom-
munikationsmuster nicht a priori bekannt ist. Wir stellen Online-
Algorithmen vor, die proaktiv den kostspieligen Inter-Server-Verkehr

il
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in (kostengiinstigen) lokalen Verkehr umwandeln, der auf der jings-
ten Kommunikationshistorie basiert.

Verkehrsteuerung durch Wegpunkte. Service Verkettung ist ei-
ne Technik zur Zusammenstellung benutzerdefinierter Netzwerk-
dienste unter Verwendung primitiver Funktionen. Ein Sicherheits-
dienst kann beispielsweise aus mehreren Knoten bestehen: einer
Firewall, einem DPI und einem Virenscanner. Die Berechnung kiir-
zester Routen, die durch eine gegebene Menge von Knoten fithren,
ist ein NP-schweres Problem. Wir stellen Hartegrade und Algo-
rithmen fiir einige spezielle Netzwerke vor, die das Problem iiber-
schaubar machen.



In Memory of My Loving and Selfless
Grandmother
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Chapter 1

Introduction

Internet service providers and data centers are facing scalability and flexibility chal-
lenges due to the rapid expansion of internet applications. The addition of bil-
lions of internet-enabled devices, the increasing demand for high quality live and
real-time communication services, and the advent of high-capacity mobile gen-
erations (5G and 6G) are few reasons that indicate facing such challenges is in-
evitable. Thanks to rapid advancements in processing technologies, communica-
tion networks have evolved considerably more flexible than the rigid and hardware-
centric ones a decade ago, which do not scale easily for today’s massive traffic and
quality standards. Hence, it is imperative to exploit software-based flexibilities to-
wards developing more agile and cost-efficient networks. In particular, we intend
to facilitate the realization of networks that can react to unanticipated events and
local changes (e.g., failures) autonomously, can be adapted to new traffic demands
or new policies quickly, and can be scaled with minimal physical rewiring and re-
source provision. The existing network technologies already offer flexibilities that
are promising for the development of such networks. In particular, flexibilities that
are offered by software-based and programmable networks are not fully exploited
yet, which is partly the task of algorithm developers and the interest of this thesis.

One source of flexibility is the virtualization process, which refers to the repli-
cation of hardware resources in functionally equivalent software units. Network
resources such as firewalls, load balancers, caches, optimizers etc., also known as
network functions, are traditionally delivered in the form of propriety hardware
units called middleboxes [39]. A Virtual Network Function (VNF) [59] is a software
that emulates a specific middlebox, and is logically decoupled from the underlying
hardware. Therefore, a pool of VNFs may share the same physical server, imply-
ing flexibility in the management and scaling of networks. For instance, deploying,
upgrading, and migration of VNFs can be simply a matter of reconfiguring a man-
agement software; tasks that otherwise are done manually, possibly inefficiently
and error-prone.

Another source of flexibility is the paradigm software-defined networking (SDN)
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[126]. The SDN’s architecture decouples routing decisions from the underlying
packet forwarding mechanism which merely executes the routing decisions. Un-
der SDN, routing decisions are made by a logically centralized controller software
that has a global view of the network. SDN and its programmable interface bring
more flexibility in routing especially for traffic engineering and failure recovery.
In addition, we extensively leverage routing flexibilities made possible by the stan-
dardized technique segment routing (SR) [72, 189]. Under SR, the journey of a packet
is logically subdivided into consecutive segments and the packet is forced to reach
the end of each segment as an intermediate stop, before eventually arriving at its
final destination. SR enables a finer control on the final route taken by a packet
without modifying the underlying routing mechanism.

This Thesis in a Nutshell. We are given a network that supports SDN, VNF, and
is equipped with specialized software components for managing the placement of
VNFs on physical servers. We refer to this abstract combination as a softwarized
network [103, 119]. This thesis focuses on algorithmic challenges motivated by
softwarized networking sharing a common goal: traffic control. Namely, we focus
on practically relevant combinatorial problems concerning the steering of network
traffic for specific performance objectives.

1.1 Objective and Methodology

Objective. Large scale networks are expected to support predictable traffic conges-
tion and fault-tolerance under natural resource limitations (e.g. bandwidth), under
user-driven traffic demands, or under unforeseen failure scenarios. Achieving this
goal necessitates the development of simple and practical algorithms with provable
guarantees. In particular, we are interested in algorithms that operate locally dur-
ing runtime, i.e., within the scope of a network node (router), while restricted to a
limited or possibly no global knowledge of the network. However, the algorithm
may entail a pre-computation (or pre-runtime) phase during which it has access
to the global view of the network. Often the pre-computation phase alone poses a
significant challenge, and it is the domain of this thesis.

Methodology. Most algorithms developed in this area are heuristic-based, and they
are often backed by a purely empirical analysis based on experiments on specific
(synthetic or benchmark) datasets. Despite many successful heuristics, still confi-
dent understanding of algorithms through rigorous formal analysis is crucial for
guaranteed performance and gaining insights into the theory behind empirical ob-
servations. This work insists on rigorous analysis of algorithms and occasionally
complements it with empirical results to demonstrate their applicability. We ab-
stract and model a network problem as a combinatorial problem, often a graph
problem. Then we explore algorithms that can provably address the problem on a
predefined infinite range of inputs, such as a class of graphs or an infinite sequence
of requests.
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1.2 Motivation: Softwarized Traffic Control

Virtualized Networking and SDN technologies are relatively recent, and the ma-
jority of the research in these areas have been focused on the design and imple-
mentation challenges. Flexibilities implied by softwarized networking have also
motivated plenty of computational challenges, especially on the design of practi-
cal algorithms with provable guarantees. This thesis touches on a couple of traffic
control challenges motivated by softwarized networking summarized as follows.

1. Traffic Engineering. A large flow of traffic may over-utilize (or congest) parts
of a network, while the rest is under-utilized. Network operators tune link
weights to influence the shortest path routing for balanced traffic distribu-
tion. However, shortest path routing cannot distinguish between flows to
different destination nodes. A remedy to this shortcoming is the segment
routing (SR) technique. SR on top of shortest path routing enables per-flow
traffic steering. We introduce a new optimization approach that combines
two traffic engineering techniques, link-weight, and segment optimization,
and we prove its competence in Chapter 2.

2. Fast Traffic Rerouting. Link failures if not handled, can lead to packet losses
and, therefore, an unreliable network. A mechanism known as Fast ReRouting
(FRR) is widely used for failure recovery with minimal runtime computation.
Once the traffic hits a faulty link, FRR is activated immediately, and pack-
ets are redirected to a secondary route. The rerouting occurs locally within
the scope of the affected router, i.e., without any orchestration or centralized
intervention and with negligible processing overhead. SDN facilitates updat-
ing routers with new rerouting instructions, and we exploit this flexibility to
reroute failure-hit traffic in a provably reliable manner. We formally present a
special resiliency model that supports a maximal number of link failures, and
we provide resilient rerouting schemes under this model for certain classes of
network topologies in Chapter 3.

3. Traffic Steering Through Clouds. Cloud service providers maintain a variety of
network functions encapsulated in virtual machines placed on multiple phys-
ical machines running them. The traffic flow must visit at least two nodes: its
source and destination, and possibly pre-specified intermediate middle-point
nodes to satisfy specific policies (e.g., security). The amount of resources con-
sumed by the traffic (e.g., bandwidth and time) can be controlled by optimiz-
ing the placement and the order of visiting endpoint and middle-point nodes.
In this regard, we present two traffic control challenges as follows.

I) Traffic Partitioning: Communications between nodes consume possi-
bly a significant bandwidth between servers, or inter-server bandwidth,
which may diminish after a carefully calculated placement of nodes. The
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optimal placement is not trivial due to the varying communication pat-
tern. We aim to transform costly inter-server traffic into local (inexpen-
sive) traffic within servers proactively in Chapter 4.

II) Traffic Waypoint Routing: A virtual network function (VNF) provides
a specific service, e.g., firewall, proxy, cache, etc. An abstract service
can be realized by chaining VNFs. For example, a security service may
be composed of a firewall, deep packet inspection, and virus scanner
VNF nodes. SDN streamlines the realization of such services by provid-
ing programmable interfaces for steering the traffic through these nodes
flexibly. However, choosing a non-arbitrary (shortest and capacity re-
specting) route through given nodes is computationally challenging. We
address this problem for bi-directed networks in Chapter 5.

1.3 Preliminaries

This thesis extensively relies on the source routing concept, where the source of a
route dictates the entire route to all intermediate nodes of that route. In particular,
we employ the segment routing (SR) [72] technology as the primary mechanism for
enforcing a given route. With SR, the source of a route inserts an ordered list of
“labels” (a label stack) into the packet header. An SR-label encodes an action (as to
what to do with the packet), or it points to a node and link. In the latter case, labels
instruct (router) nodes where to forward the packet next. We consider a simplified
abstraction of SR for the sake of this thesis, where each label is only a node/link
identifier. We assume that each node has a static global view of the network (not
necessarily consistent with the actual topology) and they all possess a list of node
labels, so that they can insert labels and act as the source of a segmented route.
A node label serves as a waypoint, i.e., it is treated as an intermediate destination
that is removed from the packet header (label stack) once it is reached. Link labels
instruct the incident router to forward the packet via the specific link regardless of
other header fields. We seldom use link labels as they are not always globally unique
in practice. Once a packet carrying a label stack arrives, the router pops the topmost
label if the label belongs to that router. Otherwise, the router forwards the packet
to the destination indicated by the topmost label without modifying the stack, as
in the normal (default) routing. SR offers the same functionalities of the more tra-
ditional path-enforcing technology MPLS, but in a simpler and more scalable way.
The main advantage of SR over MPLS is that enforcing a new route does not require
maintaining per-path information along the new route, as only the source node of
the route needs to be informed about the route. Put differently, intermediate nodes
of a route do not need to distinguish between different flows, and they forward a
packet only by looking at its (next) waypoint (top of stack). The key constraint in
SR is the number of labels encoded in the SR header, a small constant, and a limited
resource that we must spend sparingly. Technical details of SR implementations are
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beyond the scope of this work, and we refer readers to [189] for a recent survey on
segment routing,.

1.4 Traffic Engineering

It is crucial for large-scale network service providers to maintain a predictable qual-
ity of service for static traffic patterns. A congested link is often the cause of unex-
pected delays and packet losses and thereby an impaired quality of service. Hence,
it is necessary to engineer routes such that no link is overloaded with more traffic
it can handle. We assume the predominant routing scheme that routes each packet
along a shortest path to its destination. Network operators may influence these
shortest paths by tuning link weights with the goal of distributing the traffic as
evenly as possible. Segment routing (SR) [72, 75] is a recent technology and an-
other means of influencing the shortest path routing. Using SR, individual traffic
flows can be steered away from their (default) shortest-path route by introducing
intermediate destinations or waypoints. We combine these two traffic engineering
techniques into a joint optimization problem that improves link utilization by setting
appropriate link weights and waypoints jointly. We first scrutinize the effectiveness
of this optimization technique to answer the following research question.

Question 1. To what extent a network benefits from applying the joint optimization
in place of separate link weight and waypoint optimizations?

We formulate the “benefit” as a ratio between optimal values of the joint problem
and the individual optimizations, and we refer to it as the optimality gap. A large
gap emphasizes the advantage of applying the joint optimization. We answer the
question by synthesizing a class of networks for which the gap between the two
optimization problems is a factor super-linear in the number of nodes.

1.4.1 Related Works

Traffic engineering by link-weight optimization was proved NP-hard by Fortz et
al. [84, 85]. They also showed a gap linear in the number of nodes between the
worst link utilization of the flow under ECMP and the optimal weight setting and
the utilization under the optimal (multi-commodity) flow. Their gap analysis implies
that splitting evenly can lead to a utilization worse than that of the optimal flow by
at least a linear factor. We show that the same gap holds even when we replace the
optimal flow with the flow solution of the joint weight and waypoint problem (Sec-
tion 2.1). A similar gap analysis was presented in [158] comparing the maximum
even-splitting flow that does not have to correspond to a weight setting and the op-
timal flow. We improve the gap by including a multiplicative logarithmic factor that
holds also for the case of Fortz et. al. The other TE dimension is waypoint optimiza-
tion. There have been several works, including a doctoral thesis on this front [16,
18]. They focus on the computational challenges of waypoint optimization rather
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than its effectiveness, which is the interest of this thesis. Section 2.1.3 elaborates on
the related works on both of these dimensions.

1.4.2 Contributions

Chapter 2 presents the joint optimization problem and its gap analysis. Major con-
tributions are as follows.

« Formal formulation of the gap ratio (Definition 2.3.1)
« A lower bound for the gap in Q(nlog n) (Section 2.3)
« An upper bound for the gap matching the lower bound (Section 2.4)

« An approximation algorithm for the weight optimization problem and single
source-target demands (Section 2.5)

1.5 Fast Traffic Rerouting

Network link components such as cables or network interface cards may fail to
transfer packets for maintenance or unanticipated reasons such as cable cuts, hard-
ware malfunction, human errors, and so on. An obvious way of dealing with failures
is to update the entire network with the new (post-failure) topology information by
running a slow distributed process known as convergence. “The convergence pro-
cess increases router load, introduces outages and transient loops, and slows reac-
tion to failures” [128]. A complementary convergence-free technique is fast rerout-
ing (FRR) [175]: a process that temporarily takes control of the forwarding logic of
a router upon an incident link failure until the convergence is fully executed. For
practical reasons, FRR is required to execute within a twentieth of a second (< 50ms).
Thus, it can depend only on the information available locally (the failed link, packet
destination, incoming port etc.), and it must function without the global knowledge
of all failures and preferably without any path (re-)computation. Under such con-
straints, all rerouting decisions must be (pre-)computed in advance and encoded in
the forwarding tables of routers, or in short, a static rerouting scheme 1
installed.

must be

Challenges of Static Resiliency

Once a packet hits a faulty link, we do not forward the packet to a functioning
link, oblivious to potential failures that the packet might encounter later. Under an
incorrect scheme, a second failure encountered later may cause a rerouting back
to the first failure and thus an indefinite rerouting back and forth between the two
faulty links; we refer to this undesirable condition as a routing loop. Hence, under
arbitrary rerouting schemes, a failure scenario (i.e., a subset of failures) can create

'Here, “scheme” is any assignment of a unique backup route/next-hop to each link.
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a permanent routing loop over two or more failures [105], which leads to waste of
bandwidth and eventually packet drop.

First Challenge: Guaranteed Resiliency

We often assume the given network is k-connected. In the absence of the global view
of failures, we resort to schemes that are provably resilient against the failure of any
subset of up to k links (k-resilient). The feasibility and complexity of computing
such schemes depend on the information available locally (at the affected router
node), which depends on the specific resiliency model.

With and Without Header Rewriting. FRR mechanisms with a provable re-
siliency (without packet duplication) exist under two categories: with and without
custom packet-header rewriting.

1) Header-rewriting techniques use additional header bits for encoding information
on previously encountered failures, e.g., by explicitly writing a list of failed links
into the packet header as in [128]. This information is used later upon encountering
further failures down the route to the destination to avoid repeating the same failure
and thus infinite routing loops. Although header rewriting allows for the perfect
resiliency [110] (i.e., delivering packets as long as there is a path), it introduces extra
complexity and is not always favorable in practice.

2) Without writing data into packet header and under the basic FRR model that
uses only packet destination (to decide the next-hop), protecting against even single
failure scenarios is not possible [127]. The remedy is to incorporate the incoming
port (i.e., the link from which the packet arrives) into the rerouting mechanism.
Applying the combination of packet destination and incoming port allows to pro-
tect against any number of failures that do not disconnect the underlying graph in
all scenarios [41], and hence it relates resiliency to edge-connectivity. We refer to
such guarantee of resiliency as maximal resiliency, which is weaker than perfect
resiliency as it may not cover all failure scenarios where there still exists a path to
the destination.

With and Without Carrying Failures. The FRR models used in this thesis fall
under the first category (i.e. using header rewriting) in two different ways. In the
first part of chapter 3, in Section 3.2, we consider a rerouting model that stores
failure information in the packet header. Using failure-carrying packets, loop-free
rerouting becomes almost trivial, as each node receiving such packets is able com-
pute a path free from those failures. This convenience allows us to focus on the
non-trivial challenge of realizing a given rerouting scheme, or more specifically,
on segment routing. In particular, we show that the number of required segments
grows linearly with the number of failures. Then in Section 3.3, we shift our atten-
tion to an FRR model that does not store failures in the packet header and assumes
segment routing as the underlying rerouting mechanism. In contrast to the former
section, here computing loop-free backup routes is challenging; when the packet
hits a second failure, the router is not aware of the first failure; is it still possible
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to reroute without hitting either failures? Note that even though we do not use
failure-carrying packets in this part, the mechanism still requires header rewriting
because of segment routing specifications.

In the remainder, we sketch the resiliency model used in the second part of
Chapter 3 in more detail. First, we clarify the distinction between two models of
backup routes used in this chapter.

Backup Route Models. In Section 3.2, we use backup routes in its basic definition:
a route that delivers packets from a node incident to a failure to their destination
avoiding all previously encountered failures. In Section 3.3, a backup route is a
detour around the incident failed link, and we refer to it as a backup path (a.k.a re-
placement path). Specifically, a backup path (BP) is an alternative route that delivers
packets to the opposite endpoint of the (incident) faulty link. In other models, often
the packet is rerouted without preserving its original node traversal. In contrast, the
backup path model preserves original node visits, which is advantageous in service
chaining applications (see Section 1.7).

Resiliency via Backup Paths. Providing backup paths for single link failure sce-
narios is trivial, e.g., by assigning to each link the shortest path connecting its end-
points without using the link. However, when multiple links are expected to fail
simultaneously, is it not fully known how to compute backup paths that guaran-
tee delivery under any failure scenario especially without any global information
on failures. To see the challenge, consider an arbitrary BP assignment in which two
links mutually contain each other on their backup paths: if both links fail then pack-
ets keep bouncing back and forth between the two affected endpoints. Such schemes
do no guarantee resiliency but may perform well in certain practical settings, and we
evaluate one of these schemes empirically in Section 3.2.5. Furthermore, resiliency
in this model is limited to edge-connectivity. That is, in a k-(edge-)connected net-
work, up to k - 1 (simultaneous) failures can be tolerated. If a BP scheme is resilient
to all k — 1 link-failure scenarios then we say it is maximally resilient. This brings
us to the following traffic control challenge.

Question 2. How to assign a backup path to each link such that packets arrive to
their destinations under any number of simultaneous link failures up to the network’s
edge-connectivity?

We address this question in Section 3.3 for special structures, including hypercubes,
and we prove our schemes are maximally resilient.

Second Challenge: Realizing Backup Routes

At this point, we assume a backup route scheme is given. Now the challenge is to
ensure that all nodes execute the rerouting scheme correctly, even when they are
not incident to a failed link. Recall that when FRR is activated, we require nodes
to forward packets along the backup route and not along the default route (when
the two routes do not share the same next-hop). In order to enforce rerouting along
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a backup route, an FRR model must provide a mechanism for influencing the for-
warding operation at every intermediate node. A naive approach is to let each node
compute a backup route using the header information; this inflicts a large computa-
tional overhead to routers. An alternative is to perform the backup route computa-
tion only on the router incident to a failed link, and insert this route entirely in the
packet header for guiding the subsequent nodes (as in [128]). The latter technique
ensures a correct routing at each hop at the expense of a large spacial overhead.

Question 3. Given a backup route, how to ensure that each of its nodes forwards the
packet to the next node on this route?

The forwarding rules installed on routers dictate the default (primary) routing in a
distributed manner. Deviating from the default routing is not trivial and requires
auxiliary mechanisms such as MPLS or more conveniently, the segment routing
which is used in the real-world FRR implementation TI-LFA [86] and our main point
of interest. Realizing backup paths in a network is feasible via existing routing
technologies such as MPLS and more conveniently, via segment routing

Segment Routing for Resiliency. Our FRR models assume a network that supports
segment routing (SR). We first (in Section 3.2) introduce a mechanism using failure-
carrying packets that extends the existing SR-based FRR mechanism TI-LFA [86].
Then in Section 3.3, we switch to a rather minimalistic model that does not insert
any failure information into the packet header and relies on SR for realizing backup
paths.

1.5.1 Related Works

Static resiliency against two or more link failures is impossible if we only match the
destination. This is not the case with matching the input port [127] (the last func-
tioning link traversed before hitting a failure). Moreover, matching only the input
port is not sufficient for resiliency against 2-link failures [44]. To overcome these
impossibility bounds, rerouting schemes match both the input port and the desti-
nation. Alternatively, writing limited extra data in the packet header (a.k.a. header
rewriting) is also sufficient for a higher resiliency. Prior works under the maximal
and perfect resiliency models are as follows.

Maximal Resiliency. Chiesa et al. [41, 44, 45] presented rerouting schemes that re-
quire packet-header rewriting and proved that using only three bits is sufficient for
maximal resiliency on any graph. They also presented maximally resilient schemes
for the special class of planar graphs, hypercubes, grids, and complete graphs, with-
out header rewriting and by matching input port and destination. In their scheme, a
failure-hit packet is rerouted along an arborescence: a directed spanning tree rooted
at the packet’s destination. A collection of arc-disjoint arborescences and a specific
ordering of them are computed and encoded in the forwarding tables. Upon hitting
a (subsequent) failure, the packet is rerouted along the next arborescence in the
given ordering. In contrast to our model, theirs is not committed to delivering the
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packet to the opposite endpoint of the faulty link. As a result, their schemes do not
guarantee to visit all nodes of the original route, which is a disadvantage for service
chaining applications.

Perfect resiliency. The goal in this stronger model of resiliency is to compute a
local rerouting scheme that delivers packets to their destinations as long as they are
reachable. Notice that in contrast, a maximally resilient scheme may fail to deliver
a packet when the number of failed links is larger than the edge-connectivity, even
when failures do not disconnect the destination. See [44, 67, 68, 77] for extensive
details. This thesis does not address perfect resiliency and focuses only on maximal
resiliency.

1.5.2 Contributions

The following list summarizes the contributions of Chapter 3.

« Section 3.2 sketches resiliency via segment routing and formally describes
the TI-MFA protocol, its analysis and empirical evaluation for multiple link
failure scenarios.

« Section 3.3.3 presents the formal description of maximal resiliency and its ILP
formulation.

« Section 3.3.4 presents maximally resilient Backup path schemes for the class
of Hypercubes, Complete graphs, torus, and grids, including the proof of re-
siliency for each case.

1.6 Traffic Partitioning

A network service may be composed of multiple VNFs each running in a dedicated
virtual machine (VM), and they may frequently communicate with each other in or-
der to perform a task. Consider a data center with several physical server machines,
each having a fixed capacity for hosting guest VM nodes. Pairs of communicating
nodes that are deployed on different servers incur an inter-server communication
cost that is significantly larger than the cost when they are collocated on the same
server, i.e., when they communicate locally. On way of reducing the inter-server
traffic is to replicate VM nodes that are frequently requested on different servers.
This method is limited by the processing capacity of servers. An alternative and
capacity-respecting strategy (without replication) is to migrate frequently commu-
nicating nodes to the same server while respecting server capacities. Migrating
nodes is a highly costly operation and must be executed conservatively. More-
over, by realistic assumptions, the sequence of communication requests may not be
known to algorithms in advance. Specifically, we assume only past requests are fully
known and future requests arrive one at a time. Maintaining a trade-off between the
cost of inter-server traffic and the migration cost is challenging, not knowing the
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future requests. Migrating nodes too early may turn out wasteful (of bandwidth) on
the hindsight, while postponing migrations may lead to a huge waste of inter-server
bandwidth. We restate the general challenge in the following question.

Question 4. When to collocate two nodes that communicate frequently, and on which
server should we place them in a way that the cost of migration and communications
is minimized? To what extend can we minimize these costs without knowing future
requests?

We address these questions in special settings that simplify the problem, e.g.,
when it is assumed that a prefect partitioning exists on which no inter-server com-
munication ever occurs or when the capacity of each server is exactly two. The
latter variant is also known as the online rematching problem in the literature [29]
as it is related to the classic perfect matching problem.

1.6.1 Related Works

The Balanced Graph Partitioning problem [10] is the offline version of our problem
where the entire communication graph (or pattern) is given, and the task is to find
a minimum multi-cut that partitions the nodes into equal-size clusters. The offline
problem is NP-hard and is not a subject in this thesis. Online algorithms are not
privileged with the entire communication pattern beforehand, and therefore they
resort to any information available from the past communication history. An online
algorithm may migrate nodes “dynamically” in order to adapt to a communication
pattern which is not necessarily a static pattern. These challenges are formulated
in an online problem known in the literature as the online balanced repartitioning
(OBP) [19, 22].

Avin et al. [19] presented online algorithms and complexity bounds for the OBP
variant where servers are augmented with limited additional space and the com-
munication pattern is unconstrained. For the variant that assumes a specially con-
strained communication pattern called the perfect partitioning, Henzinger et al. [106,
107] provide several results with server augmentation. For the most part of this the-
sis, we assume variants without augmentation. Section 4.1.3 elaborates on related
works in more detail.

1.6.2 Contributions

Table 4.1 summarizes the results in this chapter. The contributions are as follows.

+ Theorem 4.3.1 provides a lower bound for the competitive ratio of any on-
line algorithm for the learning variant without capacity augmentation. The-
orem 4.4.1 generalizes this bound to the general problem.

« Section 4.3.3 presents an asymptotically optimal algorithm for the learning
variant matching the lower bound.
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« Section 4.4.4 presents a (strictly) 6-competitive algorithm for the case of k =
2 (proven in Theorem 4.4.6), which improves the (non-strict) 7-competitive
algorithm of Avin et al. [19].

1.7 Traffic Waypoint Routing

Network service providers often require the traffic to pass through a sequence of
network functions (virtual or physical) for security or performance reasons. This is
a practice widely known as service chaining [144] and can be realized by software-
defined networking [32, 196]. A graph-theoretic abstraction of service chaining
brings us to the known waypoint routing problem that we revisit in Chapter 5.

In the general waypoint routing problem (WRP) [7-9], we are given a network
and its link capacities, a pair of source-target nodes with a unit-size demand be-
tween them, and a set of k special nodes or waypoints. The goal is to find a shortest
route connecting the source and the target that visits all waypoint nodes respecting
link capacities.

We attend a special case where all link capacities are 1.

That is, the walk may not use a link more than once. We consider two variants
of this problem: ordered and unordered. In the ordered variant, the first visit to
waypoints must occur in a specific given order (as a permutation). The order of
visits is arbitrary in the unordered case. The complexity of this problem has been
partially uncovered is several recent works. We provide further insights into its
complexity by tackling the following question.

Question 5. For what graph families the (ordered or unordered) waypoint routing
problem admits polynomial-time exact or approximation algorithms?

This thesis focuses on bidirected graphs: directed graphs in which a link (u, v) exists
if and only if the link (v, u) exists.

1.7.1 Related Works

The waypoint routing problem has been explored in several recent works. The
ordered variant is closely related to the family of Edge-disjoint Paths problems, and
the unordered variant is related to TSP problems. We described known results for
each variant separately.

Arbitrary Ordering. The unordered WRP is NP-hard on general graphs and for
an arbitrary number of waypoints, since it generalizes the metric Traveling Sales-
man Problem (TSP) as follows. Given an instance of the metric TSP, set all link
capacities to 1, set all nodes as waypoints, obtain the WRP walk using any node as
its start and endpoints and shortcut all repeated node occurrences. The resulting
walk is the shortest tour visiting every node exactly once and hence an optimal so-
lution for the metric TSP. An alternative NP-hardness proof is presented by Amiri
et al. [9]. They reduce from the Hamiltonian Cycle problem on special graphs of
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degree 3, and they show that the walk computed by WRP never repeats a node,
and hence it is a Hamiltonian tour. They also present polynomial-time algorithms
that compute the shortest feasible (capacity-respecting) route through an arbitrary
number of waypoints on graphs of constant treewidth. For general graphs, they
infer a polynomial-time randomized algorithm from an existing result on the short-
est cycle problem for a logarithmic number of waypoints, as well as a deterministic
algorithm for a super-constant number of waypoints.

Fixed Ordering. In the ordered variant, routes between consecutive waypoints
must be link-disjoint; hence it is closely related to the classic edge-disjoint paths
[162] and k-cycle [30] problems. In contrast to our problem, the disjoint path prob-
lem does not allow node repetition and does not require consecutive paths, and
the k-cycle requires a closed walk. The feasibility problem (i.e. without optimality)
is NP-complete for an arbitrary number of waypoints and both directed and undi-
rected graphs. The feasibility problem is NP-complete in directed graphs even with a
single waypoint [4]. However, with constant number of waypoints and undirected
graphs, it becomes tractable by a reduction to the edge-disjoint path problem [7]
and using the seminal result of Robertson and Seymour [162]. The optimal (short-
est) route can be computed in polynomial time on trees (trivially), and on undirected
graphs of constant treewidth when the number of waypoints is constant [4]. For an
arbitrary number of waypoints, they show the feasibility problem is NP-complete
for a family of undirected graphs of treewidth at most 3 (series-parallel graphs),
with the exception of outerplanar graphs (treewidth at most 2). The complexity of
the ordered variant is still unknown for other undirected graphs, i.e., special graphs
of super-constant treewidth.

1.7.2 Contributions

We contribute to Question 5 with several results. We show that the unordered WRP
on bidirected graphs is closely related to the metric Traveling Salesman Problem
(TSP) and also to its generalization, the subset TSP [123]. We summarize the re-
sults for each of the order and unordered variants separately. We derive several
complexity results from these relations summarized as follows.

Unordered Bidirected WRP

+ Constant-factor approximation algorithms via reductions to the Steiner Tree
problem (Cor. 5.2.5) and metric TSP (Cor. 5.2.8).

« PTAS infeasibility and approximation lower bound via reduction from metric
TSP (Cor. 5.2.7).

« Unordered bidirected WRP is always feasible (Cor. 5.2.4).
« Exact algorithm for a sub-logarithmic number of waypoints (Thm. 5.2.3).

« Exact algorithm for a logarithmic number of waypoints via reduction to sub-
set TSP (Cor. 5.2.9).
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Ordered Bidirected WRP.

+ Polynomial-time algorithm via reduction to the edge-disjoint paths on bidi-
rected graphs (Thm. 5.3.1).

» NP-hardness via reduction from EDP on bidirected graphs (Thm. 5.3.2).
« Polynomial-time algorithm for cactus graphs (Thm. 5.3.5).

1.8 Overview of this Thesis

We begin with a traffic engineering (TE) challenge in Chapter 2, and we refer it
as the joint optimization. Section 2.3 shows the benefits of the joint optimization
over two classic TE strategies. Sections 2.4 to 2.6 provide algorithms and theoretical
upper bounds for the joint optimization.

Chapter 3 touches on a few network resiliency challenges in two major parts.
The first part (Section 3.2) employs segment routing for the restoration model where
packets can “remember” previously encountered failures. This resiliency model is
already established in the industry but is limited to single failure scenarios due to
its complexity overheads. This section extends it to arbitrary failure scenarios and
observes its overhead both theoretically and empirically. In the second part (Sec-
tion 3.3), we consider the model where packets cannot remember past failures. We
provide resiliency solutions that are provably effective even under such a challeng-
ing model.

Chapter 4 takes on a different approach to traffic control. Traffic partitioning
concerns relocating the endpoints that generate significant traffic closer to each
other to save bandwidth. Section 4.3 considers a restricted model, where the traf-
fic adheres to a fixed pattern and provides lower and upper bounds for this model.
Section 4.4 considers the problem for arbitrary traffic patterns and constant clus-
ter sizes. Particularly, Section 4.4.4 presents an online algorithm for a special case
known as the online rematching problem.

Chapter 5 visits the waypoint routing problem, provides hardness results, and
mainly focuses on a few practical cases where the problem admits simple polynomial-
time algorithms.



Chapter 2

Traffic Engineering

Most ISPs use sophisticated traffic engineering strategies based on link weight opti-
mizations to efficiently provision their backbone network and to serve intra-domain
traffic. Traffic is traditionally split among the shortest weighted paths using ECMP.
An additional dimension for optimization arose recently in the context of segment
routing: traffic can be steered away from congested shortest paths by inserting in-
termediate destinations, so-called waypoints. This chapter investigates the benefits
of jointly optimizing link weights and waypoints for traffic engineering analyti-
cally and empirically. In particular, we formulate the joint optimization problem
and formally quantify its advantages over link-weight and waypoint optimizations
separately using a rigorous analysis. We also present an efficient joint optimization
algorithm and evaluate its performance in realistic and synthetic scenarios.

2.1 Introduction

Traffic engineering (TE) is a fundamental task in communication networks. To op-
timally use their infrastructure and avoid congestion, Internet Service Providers
(ISPs) employ sophisticated algorithms to steer intra-domain traffic through their
network. Many innovations in networking over the last years were at least partially
motivated by the desire to improve traffic engineering [64].

Traditionally, traffic routes can be influenced only fairly indirectly by adapting
link weights: Routing is based on the Equal-Cost-MultiPath (ECMP) protocol, in
which flows are split at nodes where several outgoing links are on shortest paths
to the destination, using per-flow static hashing. Thus, by changing link weights,
shortest paths can be adjusted accordingly. While several clever algorithms are
known today to optimize such link weights [85], such strategies provide relatively
limited control over the paths taken by flows.

Segment routing (SR) [72, 74, 75, 189] has recently introduced a powerful oppor-
tunity to optimize traffic engineering along an additional dimension: by specifying

15
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one or multiple waypoints in the packet header, traffic can be routed around poten-
tially congested links. In particular, given a waypoint w, traffic from a source s to a
destination d, is not anymore restricted to a shortest st-path, and it is routed along
a shortest path from s to w (the first segment) and then from w to ¢ (the second
segment). Segment routing hence provides two knobs for traffic engineering: the
link weights in the network and the sequence of waypoints to be visited along the
way.

The benefits of segment routing have been demonstrated empirically in many
scenarios and have received significant attention for traffic engineering [16, 25, 101,
173, 189]. ! However, relatively little is known today about the fundamental algo-
rithmic problems arising from optimizing link weights and segments jointly. This
chapter studies the benefits of traffic engineering mechanisms for jointly optimizing
link weights and waypoints. In particular, we aim at an analytical understanding
of the improvements possible by joint optimization compared to optimizing link
weights and waypoints independently. For example, we will show that the useful-
ness of waypoints critically depends on the given weight setting and inappropri-
ate weight settings can render waypoint optimization ineffective. Accordingly, we
study algorithms for joint optimization.

2.1.1 Background

Traffic engineering objectives typically revolve around network utilization, which
is also the focus of this chapter. In particular, we are interested in the maximum link
utilization (MLU): the ratio obtained by dividing the load of a link by its capacity is
called link utilization, and MLU is simply the largest such ratio over all links.

When flows are constrained to shortest paths (OSPF) and even-splits (ECMP),
the maximum link utilization MLU can be significantly larger than the optimal
utilization feasible without these constraints by a factor linear in the number of
nodes [84].

Traffic Engineering (TE) under OSPF and ECMP. The open shortest path pro-
tocol (OSPF) [111] is a routing protocol for the IP layer, widely used within a single
domain (e.g., an ISP, an enterprise, or a data center). Under OSPF, a packet is always
routed along the shortest path to its destination. Hence, links weights (a.k.a. link
costs) determine the actual route taken by a packet, and one can influence the dis-
tribution of traffic’s load across a network by tuning these weights. Under OSPF,
there might be multiple (shortest path) next-hops available from a node, which is an
opportunity to split the traffic over multiple paths and prevent congestion. OSPF is
often installed together with Equal-Cost-MultiPath (ECMP) routing [37], the local
strategy of splitting the traffic evenly between all shortest paths available at a node.
We assume a fine-grained splitting model, where flows split at the packet level [53].

!See [189] for a recent survey on segment routing.
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TE via Link-Weight Setting. Tuning link weights for congestion control is a
common TE technique, where the objective is often to optimize (a function of) net-
work resources. Link weights (as positive real numbers) determine whether a link
is on the shortest path to a node or not, and they are computed offline by network
operators. Link weights are often chosen to induced shortest paths that do not con-
gest any link beyond a tolerable factor of its capacity. This practice is known as link
weight optimization (LWO), which is generally NP-hard even for constant-factor ap-
proximation and the case of a single source-destination pair [43, 84]. Henceforth,
in practice, link weights are computed using heuristics. One such heuristic (recom-
mended by Cisco [49]) is to assign a weight to each link proportional to the inverse
of its capacity.

TE via Waypoint Setting. Given a set of demands, setting link weights alone is
not always sufficient to achieve a balanced load over all links, as will also show in
this chapter (§2.3). An attractive solution enabled by segment routing is to insert in-
termediate destinations and force traffic flow to reach them in a specific order before
arriving at its final destination. We refer to this technique as waypoint routing, and
we refer to the problem of finding appropriate waypoints as waypoint optimization
(WPO). Informally, given a demand matrix, for each demand, WPO decides whether
to insert waypoints for that demand and if so, it determines which of the nodes to
use as waypoints for this particular demand.

TE via Joint Weights and Waypoint Setting. This chapter is interested in the
optimization problem obtained by combining the two previous dimensions, link
weight and waypoint optimizations. The motivation behind this approach is to al-
leviate shortcomings with LWO and WPO by joining their benefits; 1) LWO cannot
optimize link weights for each demand independently of the other demands, while
waypoints can be applied to each demand separately. 2) The effectiveness of WPO
depends on the given link weights.

As we will show, WPO may perform poorly when link weights are set arbitrarily
or even when they are given by standard settings commonly used in practice. We
consider three such weight settings: uniform weights, the inverse of capacities, and
optimal weights.

2.1.2 Contributions

We present analytical and empirical insights into the algorithmic opportunities of
jointly optimizing link weights and waypoints for traffic engineering. We make the
following contributions:

The Optimality Gap. We show that the joint optimization of weights and way-
points is provably competitive against the separate optimizations (§2.3). We for-
mally define a notion of competitiveness between the two TE strategies, referring
to it as the optimality gap. We advocate the effectiveness of the joint optimization
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by comparing its network utilization to the utilization under link weight and way-
point optimizations separately. We show that their joint optimization can improve
network utilization by a factor in Q(nlog n), where n is the number of nodes (The-
orem 2.3.15).

We provide an upper bound for the gap in O(n log n) (§2.4), which implies our LB
is tight on general networks (i.e., general graphs and capacities) and single source-
target demands. We prove that the gap does not exist under uniform capacities and
single source-target demands (Theorem 2.4.2). Additionally, the gap does grow by
n, if the source and target are sparsely connected, e.g., when they are connected by
a constant number of paths with disjoint capacities (Theorem 2.4.3).

Approximation Algorithm for Weight Optimization. As part of our gap anal-
ysis, we present an algorithm (§2.5) that computes a link weight setting that mini-
mizes the maximum link utilization approximately. To the best of our knowledge,
this is the first polynomial-time approximation algorithm for this problem on gen-
eral directed networks (although single source-target demands), with a provable
factor that depends on the number of nodes (in contrast to [158] which restricts
capacities to a finite set of integers and the factor depends on the size of this set).
Our approximation factor also serves as an upper bound for the extend of MLU im-
provement achievable in the joint optimization when compared to separate single
optimizations (Corollary 2.4.4). Moreover, it shows that our example captures the
worst case, i.e., the gap is tight.

Heuristic Algorithm. Since the general problem is NP-hard, in §2.6, we present a
heuristic that extends the local search algorithm introduced in [84] by combining it
with a greedy waypoint setting algorithm. We evaluate the quality of our algorithm
on a variety of real-world topologies.

Empirical Gap Observation. We provide a mixed-integer linear program (MILP)
formulation of the joint optimization problem available in [69]. We use the formu-
lation to demonstrate the TE gap on small examples. For large networks, we run
our heuristic and compare the resulting MLU to that of standard weight settings
and computed by local search [84].

Artifacts. To contribute to the research community, ensure reproducibility, and
support future research in this area, we release all our experimental artifacts and
implementations as open source together with this chapter [69].

2.1.3 Related Work

Traffic engineering is an evergreen topic in networking. Besides adjusting link
weights in IP networks, traffic engineering can also be performed using MPLS [194]
or centralized controllers as in software-defined networking [2]. We employ seg-
ment routing [72], which is a relatively recent TE approach.
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Fortz and Thorup in [84] showed that OSPF with ECMP can result in an MLU
that is larger than the optimal feasible MLU under arbitrary flows by a factor in
Q(n) where n is the number of nodes. They also prove the NP-hardness of LWO
and present a “local search” heuristic. We first show a linear gap between LWO and
JoINT (§2.3) using a similar network construction, and then we present a stronger
construction (§2.3.5) that improves the gap by a logarithmic factor. Generally, it is
known that weight setting is NP-hard to approximate within any constant factor
even with single source-target demands [43, 158]. We complement this inapprox-
imability result with a polynomial-time approximation algorithm and a provable
approximation guarantee.

Chiesa et al. [43] provided impossibilities for several weight optimization prob-
lems. In particular, they showed that LWO is NP-hard on general topologies and
even on the special class of hypercubes. They presented one positive result on spe-
cial topologies known as “folded Clos networks”: an ad-hoc algorithm producing
weights and an optimal congestion (as in OPT). When capacities are restricted to a
finite set of integers, Pioro et al. [158] show a constant factor approximation for the
maximum LWO, while our approximation works with arbitrary real capacities.

Segment routing [72] for traffic engineering has been considered in, e.g., [16,
27, 101, 143], see [189] for a recent survey on SR. Moreno et al. [143] using linear
programming and heuristics showed that a very limited number of stacked labels
suffice to exploit the benefits of segment routing successfully. Using a worst-case
construction, we demonstrate that SR cannot benefit TE under inappropriate weight
settings, even with an arbitrarily large number of segments. Aubry et al. [16, 18] lay
the algorithmic foundations of segment routing, considering different and related
applications, however, primarily focusing on the waypoint optimization. However,
we are not aware of any analytical quantification of the benefits of joint waypoint
and weight optimization with segment routing.

2.2 Model and Problem Definition

We next define our key terminology and notations formally.

Network Instance. We model a network as a tuple N' = (V, E, ¢), where V is a set
of n :=|V| vertices (nodes or routers), E is the set of directed links (communication
links) connecting nodes, and the mapping ¢ : E +— R" assigns to each link £ € E a
capacity c¢; > 0.

A flowis anassignment f : E — R" that respects flow conservation constraints.
The load on a link £ denoted by f, = 0 is the amount of the (total) flow assigned
to this link. Whenever the source and target of a flow f is clear from the context,
|f| denotes the total size of the flow emitting (entering) the source (the target). A
demand list is a multiset denoted by D and consists of tuples (s, t, d) € D, where
s,t € V are the source and target (destination) nodes of the demand, and d € R* is
its size (i.e., required bandwidth). A weight setting w : E — R" assigns a positive
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real wp > 0 to each link ¢ € E. A waypoint is a node assigned to a demand, and
serves as an intermediate destination for the flow of that demand. That is, the flow
of that demand must reach the waypoint prior to reaching its final destination. A
waypoint setting denoted by = : V" + D assigns up to W waypoint nodes to each
demand, where W is a given parameter.

TE Instance. The input to all our TE problems is a traffic engineering instance
(TE-instance), denoted by the tuple T = (N, D, w), where N is the given network,
D is the given demand list with total demand size D := Y, 5ep d, and o is the
given weight setting.

Using these notations, we formally describe the TE objective and optimization
problems considered in this chapter.

Maximum Link Utilization (MLU). Given a network N and a flow assign-
ment f, the utilization of any link ¢ under the flow f is the ratio f;/c,. The net-
work utilization is the maximum link utilization under f, that is, MLU(N, f) :=
maxeeg fr/cr .

Even-Split Flow (ES-Flow). The aggregate flow that enters a node v and is des-
tined to a node t may split over (a subset of) outgoing links of v. An even-split flow
(ES-flow) either does not split at v or it splits evenly at this node, i.e., it may not
split arbitrarily as in OPT.

ECMP Flow. If an even-split flow exiting a node v is constrained to traverse only
the outgoing links of v that are on a shortest path to ¢, then we refer to it as an
ECMP-flow.

Problem Definition

The minimal input common to all our optimization problems consists of a network
N with n nodes and a demand set D. We refer to a demand list where all demands
share the same source-target pair (s, t) as a single source-target demand list. Next,
we formally define each problem and its additional inputs separately.

Link-Weight Optimization (LWO). Given (N, D) as an input, the LWO prob-
lem computes a link weight setting such that the induced ECMP-flow minimizes
MLU.

Waypoint Optimization (WPO). The input is (N, D, w), where w is a weight
setting. WPO selects an ordered set of up to W waypoints for each demand in D.
The ECMP-flow must reach each waypoint in the given order before finishing at .
WPO chooses these waypoints so that the MLU under the total flow is minimized.
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Joint Link-Weight and Waypoint Optimization (JoINT). Given the input (N, D),
JoINT computes a link-weight setting and a sequence of up to W waypoints for each
demand such that MLU is minimized when flows are routed through shortest paths
between consecutive waypoints.

The MLU for an instance T is denoted by LWO(Z), WPO(Z), and JoinT(Z), re-
spectively, under an optimal weight setting, an optimal waypoint setting, and an
optimal joint weight and waypoint setting. We omit 7 wherever it is clear from the
context.

Note that in comparison to OPT, in the three latter problems, a flow must follow
shortest path links, and it must split equally over all outgoing links that belong to
a shortest path. Hence, LWO is equivalent to JoINT when W = 0. By definition, if
JoinT and WPO are constrained to at most W waypoints (per demand), then

OPT < JoINT < min{LWO, WPO}. (1)

Clarifying terminology on Joint We emphasize that JOINT is not equivalent to
applying LWO and WPO separately (e.g., sequentially), and it generalizes both of
these optimizations, and hence, it is stronger. JOINT is specifically the optimization
problem of minimizing MLU over the Cartesian product of all link-weight settings
and all waypoint settings. However, our heuristic approximates JOINT using a se-
quential optimization.

The Optimal Flow (OPT). OPT is the multi-commodity flow problem with the
objective of minimizing the MLU subject to link capacities (formulated in [69]). Note
that OPT has no routing restrictions; it may assign a positive flow to any link, and
it may split a flow arbitrarily at any node. We denote the optimal MLU of a TE-
instance I under the optimal flow by OPT(Z). Let f* be a maximum (s, t)-flow.
Observe that OPT = D/|f*

Acyclic Maximum Flow. An acyclic maximum (s, t)-flow from a source s to a
target t always exists: 1) take any maximum flow, 2) find a cycle and a link with the
smallest flow value on this cycle, 3) subtract this value from the flow of every link
of the cycle. 4) repeat from step 2 until the flow is acyclic. It is easy to see that the
new flow has the same size and the algorithm terminates in polynomial time.

2.3 Optimality Gaps

In this section, we investigate the question of how competitive JOINT is compared
to LWO and WPO? To this end, we present several network instances where JoINT
yields a value for MLU noticeably smaller than the optimal values obtained from
LWO or WPO separately. This will immediately imply that applying JoINT is nec-
essary in order to utilize the best of weights and waypoints. We assume single
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source-target demands throughout this section. We will study gaps (as ratios) be-
tween the optimal MLU feasible in JoINT and the optimal values from LWO and
WPO separately.

Definition 2.3.1. Given a network instance 1, the optimality gap between JoINT and
each of the two problems is defined as ratios:
WPO(T)
d R I):=——.
wro(T) Fomvi(l)

The ratio Rwpo depends on the given link-weight setting. We restrict the given
weight setting to the special cases that are often used in practice. LWO does not
take any weight setting as input.

Riwo(T) := 3%’ an

Definition 2.3.2. We refer to any of the following weight settings as a standard
weight setting.

¢ Unit weights: the weight 1 set for every link.

¢ Inverse of capacities: the weight of each link equals the reciprocal of its capacity
(capacity™!).

e Optimal weights: weight settings optimal for LWO.
We refer to general weight settings as arbitrary.

Definition 2.3.3. We define the TE gap as the worst-case ratio between the best MLU
obtainable from individual optimizations and the one from JoINT. Formally,

R = maxmin{Rywo(I), Rwro(1)}.

We may drop the instance 7 where it is irrelevant or clear from the context.
Note that (1) implies Ruwo, Rwpo, R* = 1.

Intuitively, a lower bound for the gap R* indicates how far JoiNT can lower the
MLU over the best of the other two optimizations. That is, a larger lower bound
(i.e., a larger gap) emphasizes the necessity of applying JOINT over separate opti-
mizations.

Table 2.1 summarizes our findings for the gap in two major cases: i) when JoINT
is restricted to W = 1 waypoint per demand (Theorem 2.3.4), and ii) when JOINT is
restricted to 2 waypoints per demand (Corollary 2.3.16). Note that WPO is granted
the extra privilege of using more waypoints as long as W is a constant.

The remainder of this section is devoted to showing the following statement.

Theorem 2.3.4. There exist network instances with n nodes and demand lists that
admits a TE gap R* € Q(n) (Definition 2.3.3), when JoINT and WPO are restricted to
at most W = 1 waypoint per demand.
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Table 2.1: TE gaps for single source-target demands

Weights Capacities TE-Gaps
Lower Bounds (Cor. 2.3.16) 2< WeO(1) W =1
arbitrary arbitrary Q(nlogn) Q(n)
uniform  arbitrary Q(nlogn) Q(n)
capacity™! arbitrary Q(nlogn) Q(n)
optimal  arbitrary Q(nlogn) Q(n)
Upper bounds R < Riwo

optimal  uniform 1, Theorem 2.4.2

Thm. 2.4.3 arbitrary |E|, Theorem 2.4.3
optimal  arbitrary nlog n, Corollary 2.4.4

Figure 2.1: See TE-Instance 1. There are m = n — 1 unit-size demands from s to .
The optimal flow and JOINT are able to split one unit size flow away from the thick
path at each node v;. This is not possible under shortest path routing which causes
a large gap in Q(n) between JoINT and LWO.

We present a network instance that we use to prove Theorem 2.3.4. Similar
examples are presented in [158] and [85] to show the gap between the optimal flow
and the LWO for single demand cases. Here we adopt a similar example as in [158]
and [84] and show that the linear bound holds for our gap ratio as well.

TE-Instance 1 (Figure 2.1). Consider the network in Figure 2.1. It consists of n nodes
{vi,1 = i< m}u{s, t} wheres = vy, arcs (v, vi+1), 1 = i < m each with capacity m,
and arcs (v;, t),1 < i = m each with capacity 1. There are m = n -1 unit-size demands
from s to t. The optimal flow routes each demand via one of the paths with capacity 1,
e.g., it may route the ith demand through s, v;, t, which yields the optimal utilization
OPT =1.

Next, we observe that in this instance the optimal MLU is feasible in JOINT using
only one waypoint per demand.
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Lemma 2.3.5. Instance 1 admits JoINT = OPT = 1 using up to one waypoint for each
demand.

Proof. We observe that the optimal flow is feasible also for JoINT using the following
waypoint and weight setting.

i) Set the node v; as a waypoint for the ith demand. ii) Set the weight m for every
link (v;, t), (¢, v;), 1 < i = m, and iii) set the weight 1 for the other (horizontal) links.
The flow of the ith demand runs through the unique shortest path to v;, that is
S, Us, ..., Uj, which has the cost i. The (unique) shortest path from v; to ¢ has the
cost m and it consists of the link (v;, t). Therefore, JOINT assigns the (unit-size) flow
of the ith demand to the unit-capacity path s, vy, ..., v;, t. This flow assignment is
identical to that of optimal flow and therefore JoinT = OPT = 1. O

2.3.1 Optimizing with Link Weights

Optimizing (only) weights may lead to an MLU significantly larger than the optimal
feasible MLU in JoIiNT. We show that applying only LWO may result in an MLU that
is worse than the optimal from JOINT by a factor in Q(n).

Consider Instance 1 (Figure 2.1). Any optimal even-split flow splits evenly at a
node v;, i < m. Assume w.lo.g. that the optimal flow splits evenly at v; = 5. Asa
result, half of the flow runs through the link (s, t) having the capacity 1, that is, the
load m/2 on this link. Observe that splitting at the latter nodes v;,i > 2 does not
improve the MLU. We set the weight 2 for the link (s, t) and the weight 1 for every
other link. This weight setting realizes the optimal even-splitting flow that splits
only over the two shortest paths s, t and s, v, t. We conclude this case by comparing
the MLU in LWO and JoIiNT using Lemma 2.3.5 in the following statement.

Lemma 2.3.6. The optimal link weight setting for TE-Instance 1 yield a maximum
link utilization LWO = (n - 1)/2.

Proof. We observe that the size maximum feasible even split (s, t)-flow is 2 units
which implies the claim for the total demand size D = m = n - 1. From v, to t,
only 1 unit of ES-flow is feasible. We reason that the size of the maximum ES-flow
feasible via each v;, i < m, is 2. From vy, to t, 2 units of ES-flow splits into two unit
size parts, one part traverses the path v,,_;, t and the other part reaches ¢ through
the node v,,. In general, at v;, i < m, only 2 units can be delivered via the neighbor
Vi+1, 1.e., if the flow does not split at v;. If the flow splits at v; then each of the two
paths delivers 1 units. Therefore, the size of the maximum the ES-flow at v;,i < m
is 2, whether it splits into two or not. O

2.3.2 Optimizing with Waypoints

Waypoint optimization on top of arbitrary or standard weight settings is not always
competitive to JoINT. That is, applying only WPO may result in an MLU worse than
the optimal of JoINT by a factor in Q(n).
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Lemma 2.3.7. Given an arbitrary or a standard weight setting (Definition 2.3.2), there
exists a network instance of n nodes on which the optimal waypoint setting from WPO
subject to W = 1 waypoint (per demand) yields a maximum link utilization WPO =
(n-1)/3.

Proof. We show the claim in several cases of the given weight setting using TE-
Instance 1 ( Figure 2.1) denoted by I;.

Arbitrary Weights. Consider the weight setting for 7; that assigns the weight € =
for all links connected to ¢, i.e. to links (v;, t), (¢, v;) for every 1 < i < m, and it assigns
the weight 1 to every other link. Under this weight setting, the shortest path from
s to t is the link (s, t). The shortest path from s to any node vj is s, t, v;. Therefore,
with any choice of waypoints, the flow of every demand uses the link (s, t), which
leads to WPO = m=n-1.

Uniform Weights. Assume every link has the weight 1 in 7;. Consider any as-
signment of zero or one waypoint to each demand. The flow that has v5 as waypoint
must split evenly over the two shortest paths s, v;, v3 and s, t, v3 with equal costs
of 2. All flows without a waypoint use the path s, ¢. Each flow using the node v;, i = 4
as waypoint takes the shortest path s, t, v;. Thus, an optimal waypoint setting may
distributes the total load into at most three parts which assigns at least 1/3 of the
load to the link (s, t) and therefore WPO = m/3 = (n - 1)/3.

Inverse of Capacities. In this case, the weight of each link equals the reciprocal
of its capacity. We transform the network instance into a new instance 7] with
n = 2m + 1 nodes (same demands). We replace each of the links (s, v;) and (v, v3)
with m unit-capacity paths of two links as follows:

1. Add 2m new nodes u!,...,u™ and Z%, ..., z™.

2. Replace (s, v;) with m paths where the jth path consists of unit-capacity links
{(5.), (), 7). (2, v5)} for 1 j = m.

3. Set capacity of every new link to 1.

Consider the weight setting for 7 that sets the weight of each link to the inverse of
its capacity. Every link (v;, vj41), i € {3, ..., m}, has the weight 1/m, and every other
links has the weight 1. For i = 2, any path s, W, 2, v, ..., v;has a cost at least 3. Then
the shortest path from s to any node v;, i = 2 is s, t, v; of cost 2. Therefore, with any
waypoint setting in WPO, the link (s, t) having capacity 1 receives the entire load
and WPO(Z]) = m = (n - 1)/2.

1/3



26 CHAPTER 2. TRAFFIC ENGINEERING

Optimal LWO Weights. We show even when the given weight setting is optimal
for LWO, the MLU obtained from WPO can be significantly larger than that of JoINT.

By Lemma 2.3.7, the MLU under an optimal weight setting is is LWO = m/2,
as it splits the flow into two parts at a node v;. Consider the weight setting that
assigns the weight 2 to the link (s, t) and the weight 1 to every other link. Under
this weight setting, the flow of size m splits evenly at v; = s into two parts of size
m/2, overloading the link (s, t) by the factor m/2. Hence, LWO = m/2 and the weight
setting is optimal.

We show that using a single waypoint per demand under the optimal weight
setting does not improve the MLU beyond an additive factor. Assume w.l.o.g. that
the optimal waypoint setting assigns v; as the waypoint for the ith demand. The
shortest paths to t and v, are respectively s, t and s, v,, which are used by the first
two demands without splitting. The third demand is destined to its waypoint v5 and
splits at s, since both paths s, t, v3 and s, v5, v3 have the same cost of 3. The shortest
path to v; for every i = 4 is uniquely s, t, v;. Thus, the link (s, t) receives a flow
larger than m -4 and hence WPO > m -4 = n-5 in the optimal weight setting. [

2.3.3 Bounding the TE Gap

We can now show the TE gap claimed in Theorem 2.3.4.

Proof of Theorem 2.3.4. We show the claim for TE-Instance 1 illustrated in Figure 2.1.
First, we derive the individual gap ratios of Definition 2.3.1. From Lemma 2.3.5, we
have JoiNT = 1. Lemma 2.3.6 implies Rpwo = LWO/1 = (n-1)/2. Due to Lemma 2.3.7,
under arbitrary and standard weight settings (Definition 2.3.2) the instance admits
a gap Rwpo = WPO/JoinT = WPO/1 = (n - 1)/3, when both JoiNnT and WPO are
constrained with W = 1. Hence, by Definition 2.3.3, we conclude the claimed TE
gap R = (n-1)/3 € Q(n). O

2.3.4 The Special Case of Uniform Capacities

So far we considered instances with arbitrary (i.e., non-uniform) capacities. We
will show later (in Theorem 2.4.2) that gaps larger than 1 do not exist in the special
case of uniform capacities and single source-target demands. In particular, we show
when all link capacities are equal and all demands share the same source-target pair
then LWO = JoinT = OPT, which implies Riwo = 1. The gap Riwo can be larger
than 1 when there are demands with arbitrary source-target pairs.

Theorem 2.3.8. Under uniform capacities and arbitrary source-target pairs, there
exists an instance with n nodes where the MLU is in Q(n) under either of LWO or WPO,
when the latter is restricted to one waypoint and standard/arbitrary weight settings.

Proof. Consider the TE-Instance 1 (Figure 2.1) and denote it by T := ((G, ¢), D).
We construct a new instance I’ := ((G,¢’),D’), where ¢’ is the uniform capac-
ity assignment that assigns the capacity m to every link, and D’ is a demand list
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(@) See  TE-

Instance 2. Thf (b) See TE-Instance 3. The (c) See TE-Instance 4.
gap Ruwo o8 gap Ruwo is in Q(nlogn) Demands are identical
in Q(nn) given under m? demands with to 2.2b. The gap Rwpo is in
m=n-2 de- sizes that constitutes m Q(nlog n) which holds for
m?nds from s to't harmonic sets H,,,, m = n/2, any constant number of
with  harmonic with total demand size D. waypoints in WPO.

sizes.

Figure 2.2: Each instance has n nodes. Arc labels represent link capacities. Bi-
directed arcs represent two directed links in the opposite directions with equal ca-
pacities. All demands are between s = v; and t. The parameter m is in Q(n). In each
instance, JOINT = OPT = 1 using up to two waypoints per demand. In 2.2b, OPT and
JOINT separate one harmonic subset of demands away from the thick path at each
node v; causing a large gap between LWO and JoINT, while in 2.2¢c, they separate
a subset of equal-size demands away from the thick path at each v; causing large
gap between WPO and JoINT. In short, OPT and JoINT are capable of fine-grained
control over individual paths unlike LWO and WPO.

generated as follows. i) Initialize D’ = D. ii) V¢ = (u,v) € G,c(f) < m : D’ =
D’ u {(u, v, m - c(£))}. That is, D" includes all demands in D and an additional de-
mand between the endpoints of each link in 7 with capacity less than m. It is not
difficult to see that under all link-weight settings that we use in our lower bound
analysis, the (unique) shortest path between the endpoints of a link is the link itself.
Therefore, under both LWO and WPO, each demand in D’ \ D is routed along the
link that connects its endpoints. Hence, once we deduce the capacities occupied by
these additional demands, the residual capacities are exactly those assigned by c (as
in Figure 2.1). Thus, our lower bounds hold for 7’ via an analysis similar to that
of Theorem 2.3.4. O

2.3.5 Amplifying the TE Gap

In this section, we introduce an instance that admits a TE gap R* = Q(nlog n) (The-
orem 2.3.15 ). First, we introduce and analyze an instance that offers a logarithmic
gap, and later, we combine it with TE-Instance 1 to obtain a new instance that admits
larger gap.
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TE-Instance 2 (Figure 2.2a). In Figure 2.2a, there are m = n— 2 demands from s to t,
where demand sizes constitute the harmonic series Hy, := 1,1/2,...,1/m. The size of
the maximums (s, t)-flow through this network is ), _,, 1/k = In(m).

Next, we analyze the optimal even-split flow for Instance 2.

Lemma 2.3.9. Let f be any maximum even-split (s, t)-flow on Instance 2. The flow
splits evenly over a subset of (s, t)-paths with capacities that form a prefix of Hy,.

Proof. Let f be the maximum ES-flow and P be the subset of paths s, w;, t used by f.
Equivalently to the statement of the claim, P consists of paths with consecutive
capacities (in Hy,) at least 1/j* for some 1 < j* = m. Then, in a maximum ES-flow,
the path p* € P with the smallest capacity 1/j* is saturated, the load on each of the
pathsin P is 1/j°, and the size of the ES-flow is |f| = |P|-1/j". Assume for contradiction
that this is not the case, that is, for some k < j*, P does not contain a path p with
a larger capacity 1/k > 1/j. Consider the set P’ = {p} u P\ {p*}. Let f’ denote
the ES-flow that splits evenly over all paths in P’. The smallest capacity in P’ is at
least 1/(j* - 1). Since |P’| = |P|, we obtain |f’| = |P/| - 1/(" - 1) = |P| - 1/(j* - 1) > |f],
which contradicts f being a maximum ES-flow. O

Lemma 2.3.10. In the network Instance 2, the size of the maximum even-split (s, t)-
flowis 1.

Proof. By Lemma 2.3.9, for some 1 < j* < m, the maximum ES-flow f splits over a
subset of paths s, wj, t, 1 < j < j* with capacities that constitute the first j* numbers
in Hp,. The smallest capacity of these paths is 1/j* which yields |f| = j*-1/j" = 1. O

Next, we introduce a network instance that has Instance 2 as a substructure, and
admits a gap Riwo € Q(nlog n).

TE-Instance 3 (Figure 2.2b). Consider the network in Figure 2.2b with n nodes and
the parameter m = n/2. Capacities of links (v, wy), ..., (vi, Wp,) form the harmonic
series Hy, = {1,1/2,...,1/m}. Equivalently, every link connected to wj,1 < j < m, has
the same capacity 1/j. All links (v;, vi11) and (w;, wi1) have the capacity D. There are
m? demands from s = vy to t = wy,. Demand sizes can be partitioned into m subsets,
where each subset constitutes the Harmonic series H,,. Hence, the total demand size is
D=m-: leksm Vk ~ m-In(m).

Next, we show that for TE-Instance 3, two waypoints are sufficient to obtain a
joint waypoint and weight setting that admits an ES-flow with MLU = 1.

Lemma 2.3.11. In TE-Instance 3 (Figure 2.2b), using only two waypoints per demand,
JoINT achieves a utilization JOINT = 1.

Lemma 2.3.12. TE-Instance 3 admits a gap Riwo € Q(nlog n) when JOINT is con-
strained with W = 2 waypoints per demand.
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The proof of lemmas 2.3.11 and 2.3.12 can be found in Appendix 2.9.
We now present another instance similar to TE-Instance 3 that differs only in
link capacities. We will use it to lower bound the gap Rwpo (Definition 2.3.1).

TE-Instance 4 (Figure 2.2c). Consider the network in Figure 2.2c with n nodes and
the parameter m = n/2. Each link (v;, wj), 1 < i,j < m, has the capacity 1/(m — i + 1).
All links (v;, vis1), (W, Wir1) have the same capacity D = mln m, where D is the total
demand size. The demand list identical to that of Instance 3.

Similarly to Lemma 2.3.11, we show that for TE-Instance 4, two waypoints are
sufficient to obtain a joint waypoint and weight setting that admits an ES-flow with
MLU = 1.

Lemma 2.3.13. In TE-Instance 4 (Figure 2.2c), using two waypoints (per demand),
JoINT achieves the utilization JOINT = 1.

The proof of Lemma 2.3.13 can be found in Appendix 2.9.
In the following lemma, we lower-bound the gap Rwpo when the input weight
setting is arbitrary or the standard weight setting from Definition 2.3.2.

Lemma 2.3.14. Let 15 denote TE-Instance 3 (Figure 2.2b), and 1, denote TE-Instance 4
(Figure 2.2c). Assume the number of waypoints per demand for JOINT is constrained
to W = 2, and for WPQ, it is constrained to W = [c- n], 0 < ¢ < 1/3.

(i) If the given weight setting is arbitrary, uniform, or the inverse of link capacities,
then the instance 1, admits a gap

Rwpo(14) € Q((nlog n)/W).

(ii) Ifthe given weight setting is the optimal from LWO then 15 admits a gap Rypo(13) €
Q((nlog n)/W).

The proof of Lemma 2.3.14 can be found in Appendix 2.9.

TE-Instance 5. Let N3 = (Gs, c3) denote the network instance 3 and (s3, t3) denote
its source-target pair. Let Ny = (G, c4) denote instance 4 and (sy, t) denote its source-
target pair. We define the TE instance (N5, D) where

N5 = (G3 U G4 U {(t3,$4)}, C3UC4 U {(t3, 34) > D})

is the concatenation of the two networks N3 and Ny with n = 4m+2 nodes. The source
node in N’s is s3 and the target node is ty. The link (3, s;) with capacity D connects the
target of N3 to the source of Ny, where D is the total demand size. The demand list
is identical to that of instances 3 and 4. That is, D consists of m* demands with sizes
that can be partitioned into m identical harmonic sets Hy,.

We aggregate all our optimality gaps into the (joint) TE gap R* from Definition 2.3.3.
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Theorem 2.3.15. TE-Instance 5 admits a gap R* € Q(nlog n/W) if
1. WPO is constrained to W < ¢ - n waypoints for ¢ < 1/3,
2. JoINT is constrained to 2 waypoints, and

3. the given weight setting input to WPO is arbitrary, or it is the standard setting
from Definition 2.3.2.

The proof is in the Appendix 2.9. We unify the lower bounds from Theorems 2.3.4
and 2.3.15 (restricting W < 2) as follows:

Corollary 2.3.16. When WPO is constrained to a constant number of waypoints (per
demand ) at least W, and JOINT is constrained to at most W waypoints, the TE gap
(Definition 2.3.3) satisfies R* € Q(n) for W = 1, and R € Q(nlog n) for W = 2.

2.4 Upper Bounding the Gap

In this section, we compare optimal values in JoINT and LWO by studying the worst
case of the ratio LWO/JoINT and its upper bounds. This ratio is at least 1 since any
feasible solution to LWO is feasible also in JoINT for W = 0 (no waypoints). We
consider only single source-target demands in this section.

First, we restate a helper lemma from [43]. Given a directed acyclic graph
(DAG) G, it ensures a weight setting on G such that the ECMP-flow under this
weight setting assigns positive flows to all links of G, i.e., every link is on a shortest
path to the target node.

Lemma 2.4.1 (Lemma 2.5 in [43]). Assume a given DAG G containing nodes s and t
without any incoming link to s and outgoing link from t. There exists a weight setting
for G such that the DAG of the induced ECMP-flow is identical to G.

2.4.1 Uniform Capacities

We show that with uniform link capacities, applying LWO is sufficient to obtain
the optimal MLU (Theorem 2.4.2). This immediately concludes the TE gap R* =
LWO/JoINT = 1.

Theorem 2.4.2. Given a network and a list of demands D between the same source
and target nodes, if the capacity of all links are equal (i.e. uniform) then LWO = OPT.

Proof. Assume all links have the capacity C. We denote the capacity of a minimum
cut between s and ¢t by cut(s, t). Thus, OPT = D/cut(s, t). By Menger’s theorem [94],
there exists a set of link-disjoint paths (corresponding to an acyclic maximum flow)
denoted by P from s to t such that C - |P| = cut(s, t). Therefore, OPT = D/(C - |P)).
We refer to paths in P as basic paths.

We construct a ES-flow that is feasible for LWO, then we show that the MLU
under this flow is optimal, that is, LWO = OPT. Consider the DAG G := upecpP
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obtained by taking the union of all basic paths in P. By applying Lemma 2.4.1 to G,
we obtain link weights such that every path in P is a shortest path to t. We set the
weight of every other link M \ G to a number sufficiently large in order to ensure
only links of basic paths are on a shortest path to t. Let F be the ES-(s, t)-flow in G
(splitting evenly over links of basic paths).

Next, we show that F assigns the same flow size D/|P| to every link that be-
longs to any shortest path to t. The aggregate ES-flow at s splits evenly over all
the outgoing links of s that are on a basic path (i.e. links in G). Hence, the flow on
each of these outgoing links is of size D/|P|. We show by induction that the flow
on every other link is D/|P| as well. Consider the topologically sorted ordering of
nodes v; = s,...,v, = tin G. Assume the load on each outgoing links of every
node vj,j < i < nis D/|P|. That is, the load on each link incoming to v; is D/|P)|.
We show the same flow size is assigned the outgoing links of v;. The number of
incoming links equals the number of outgoing links at v, as otherwise some basic
paths share the same (incoming/outgoing) link of v;, which contradicts the assump-
tion they are link-disjoint. Therefore, each outgoing link carries a flow of size D/|P|
concluding our claim.

Thus, every link that belongs to a basic path (i.e. to G) carries a portion of the
aggregate flow of the size D/|P|, which implies the maximum utilization in F is
(D/|P))/C = D/(C - |P]|) = OPT. O]

Consider any maximum (s, t)-flow f* and its decomposition into set of paths
P st. Ypep c(p) = |f"| (by flow decomposition theorem in [3]). We provide upper
bounds for the TE gap in the number of paths in a flow decomposition and also in
the number of links.

Theorem 2.4.3. Given the flow decomposition P of any maximum (s, t)-flow, the
optimality gap for an optimal weight setting satisfies Rpwo < |P| < |E|.

Proof. Let ppmax € P be the path with the largest capacity in the flow decomposition
P and let c(pmqx) be its capacity, i.e., the capacity of the weakest link on p,4«. Set the
weight of every link in p,,,, to 1 and the weight of every other link to n. Therefore,
Pmax is the unique shortest (s, t)-path in M. The MLU under this weight setting is
D/e(pmas) and

D |P| -D |P| i C(Pmax)
LWO < = <
c(pmax) |P| : C(Pmax) ZPGP C(p)
[P|-D
==~ < |P|-OPT(P).

fl

It is known from the flow decomposition theorem that |P| < |E|. Thus, we
conclude

LWO LWwWO

JoNt © OPT

Note that Theorem 2.4.3 refines Theorem 2.3.15 for sparse networks, as it elim-
inates the logarithmic factor when |E| € O(n).

Riwo = < [P| < |E. O
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2.4.2 General Networks

For networks on arbitrary graphs, arbitrary capacities, and single source-target de-
mands, we show that the gap ratio is bounded above by a factor in O(n log n) (Corol-
lary 2.4.4). This immediately implies our lower bound in Theorem 2.3.15 is asymp-
totically tight.

In Section 2.5, we introduce the algorithm LWO-APX that approximates the
optimal weight setting within a factor in O(nlog n) of the optimal setting (Theo-
rem 2.5.4). This bound implies

LWO LWO LWO-APX
< <
JoinT OPT OPT

Riwo = € O(n log n).

Hence, the following corollary follows immediately.

Corollary 2.4.4. If all demands share the same source-target pair and JOINT can
assign an arbitrary number of waypoints to any demand (i.e, W = n), then R* €
O(nlog n).

2.5 Approximating Optimal Weights

We introduce an approximation algorithm for LWO (Algorithm 2.1) that computes
a weight setting for instances where all demands are defined between the same
source-target pair (s, t). We fix an acyclic maximum (s, t)-flow denoted by f*. The
capacity of a link may be arbitrarily larger than |f*| (the size of the flow). To obtain
minimal capacities without decreasing the flow size, we redefine the capacity of
each link ¢ as ¢*(¢) = f*(¢), i.e., the fraction of the flow through ¢, and we refer to it
as usable capacity. Next, we refine the notion of usable capacity and define a notion
of capacity for nodes and links that is minimal for maximal ES-(s, t)-flows.

Effective Capacity. Informally, the effective capacity (e-capacity) of a node v with
respect to the target node ¢, denoted by ec;(v), is the size of the maximal ES-flow
from v to ¢ subject to ¢*. Since the flow splits evenly at v, an outgoing link of v
having the smallest e-capacity determines the size of the maximal ES-flow feasi-
ble from v. The e-capacity of a node v is equal to the smallest e-capacity of links
in outg(v) = {£ | £ = (v, )} times the out-degree of v denoted by 55(v) = |outs(v)|.
The e-capacity of a link £ = (x, u) is bounded by the e-capacity of u and c*(¢), i.e.,
the size of the maximum (s, t)-flow through ¢ subject to the original capacities c.
We define the notation ec; formally as follows.

Definition 2.5.1. Assume a network N = (G, c), source-target pair (s,t), and an
acyclic maximum (s, t)-flow f* are given. Let G* be the acyclic subgraph of G consisting
of links with a positive flow under f*. Let c*(£) = f*() be the usable capacity for each
link £. We define the effective capacity of all nodes and links w.r.t t inductively. We
define ec;(t) = oo. Assume the effective capacity of all outgoing links of a node v # t is
already determined. Then
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ec(t) = o

ec(vr) = %

ec(vy) = 2% 1

ec(vs) = %

ec((s, v1)) = ec(vy) = %

ec((s, v2)) = ec(vy) = %

ec((s, v3)) = ec(v3) = %

ec(s) =3 x ec((s, v1)) = %
=3 = ec(s)

(b)

ec(t) = o

ec(vs) = %

ec(vy) = 1

ec(vl)=2><%=%

ec(vg)=2x%=§

ec((s,v1)) = ec(vy) = %

ec((s, v2)) = ec(vz) = %

ec(s) = 2x ec((s, v1)) = 5
|

= % = 2.25 x ecy(s)

Figure 2.3: Two examples illustrating the effective capacity of nodes and links from
Definition 2.5.1. The label of each link represents its capacity which for simplicity
is chosen to be also its usable capacity, i.e., the value assigned by a maximum (s, t)-
flow f*. In (2.3a), the effective capacity of the node s equals its usable capacity. In
(2.3b), the effective capacity of s is less than half of its usable capacity.

* ec(v) = 3 (v) x ming_y,. eci(t’),
e V¢ = (x,v) : eci(f) = min{c*(¢), ec;(v)}.

We use ec(.) in place of ec;(.) when t is clear from the context. Definition 2.5.1 is
also an algorithm that computes the size of a ES-flow from every node to the target
node t. This algorithm is embedded in Algorithm 2.1, which computes an approxi-
mately maximum ES-flow. Figure 2.3 illustrates the distinction between the usable
capacity of nodes and links, i.e., the size of the maximum (s, t)-flow feasible through
them, and their e-capacity. In both examples, the e-capacity of each link connected
to t equals its usable capacity. The e-capacity of the remaining links and nodes
are obtained in a backward traversal starting from t. Observe that in Figure 2.3b,
there are two choices at v;: splitting the flow evenly over its two outgoing links
yields the same e-capacity as not splitting and using only the link with larger e-
capacity. Therefore in such cases, we break ties arbitrarily, e.g., by always splitting.
In contrast, if we split the flow evenly at v, then the size of the maximum ES-flow
is limited to 2 x 1/4 = 1/2, while not splitting allows for a larger ES-flow of size 2/3
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Algorithm 2.1: Algorithm LWO-APX

Input : directed network N, nodes s and t
Output: weight setting E — R*
// initialization
1 Let G* denote the subgraph of G consisting of links ¢ with positive
flow ¢*(£) = f*(£) > 0 in an acyclic maximum (s, t)-flow f*.
2 Let vy, ..., vy, where vy = t, v, = s, be nodes of G” sorted in the reverse topological
ordering, and let §; = d¢-(v;) denote the number of v;’s outgoing links in G".
3 Initialize ec : V +— R" for assigning effective capacities.
// maximizing the e-capacity of s
4 Set ec(t) = o // the e-capacity of ¢
5 fori=2toi=ndo // for each node v; #t
6 Let #1, ..., €5 ¢; € out(v;) be the outgoing links of v; sorted
s.t. ec(f1) = - = ec(fs,).
7 Let j* = arg maxyjcs{j - ec(f))}.
8 ec(v;) = j* - ec(ty) // e-capacity of v
9 vt € in(v;) @ ec(f) = min{c'(£), ec(v;)}
//removing links of low e-capacity
10 G =G\ {1, 05}

11 return the weight setting for G* from Lemma 2.4.1.

from v,. Algorithm 2.1 selects a subset of outgoing links at every node such that
splitting the flow evenly over these links yields an approximately optimal ES-flow.

Now we describe Algorithm 2.1 (LWO-APX), which employs Definition 2.5.1
for computing an approximately optimal weight setting. The algorithm works in
two stages. The first stage (Lines 5-10) computes an ES-flow with a size at least ~
|f*|/nlog n. It begins with computing an acyclic maximum (s, t)-flow and its corre-
sponding DAG G’. Then each iteration i removes certain outgoing links of v; from
G to optimize the ES-flow from v;. Specifically, for each node v; in the reverse
topological ordering of nodes of G, the algorithm at Line 7 selects a subset of out-
going neighbors such that the effective capacity of v is (locally) maximized. Then it
removes the remaining outgoing links of v; from G*. Note that at each iteration, the
effective capacity of all outgoing links has been determined in previous iterations.
After all these iterations, G* reduces to a possibly sparser DAG where the size of
the ES-flow on this DAG is within our approximation guarantee. The second stage
(Line 11) produces a weight setting that realizes the ES-flow computed in the first
stage.

Analysis

We first show that at the end of the ith iteration, the e-capacity of v; may be smaller
than the sum of children’s e-capacity by at most a logarithmic factor. Equivalently,
the ith iteration reduces the size of the maximal ES-flow from v; to t by a loga-
rithmic factor of its out-degree g-(v;). Intuitively, the algorithm takes the optimal
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flow (with optimal flow-splits) and in |V| iterations transforms it into a flow that
splits evenly everywhere. Each iteration yields an intermediate flow with one more
even-splitting node than the previous flow; this is the reason behind the capacity
reduction. The worst-case of this reduction occurs when e-capacities of the out-
going links of v; constitute a harmonic series. The following lemma and its proof
formalize the idea.

Lemma 2.5.2. Consider the DAG G of the maximum (s, t)-flow (Line 2.1.1). The total
effective capacity of v;’s outgoing links in G* is at most a logarithmic factor larger
than v;’s effective capacity. That is, 3 ,_,, ., ec(£) < [In(Sg:(vi))] - ec(vy).

Proof. Consider the outgoing links of v; in the non-decreasing order of their effec-
tive capacities at line 2.1.6. The algorithm at line 2.1.7 selects the first j* values in
this ordering s.t. ec(v;) = j* - ec(f;-) is maximized. Thus, for each outgoing link at ¢,
we have j - ec({j) < j* - ec(¢;-) and

ec(t)) < (1/j) - j* - ec(y) = (1/)) - ec(vy). (2)

The total effective capacity of all outgoing links of v; is

Z ec(t)) < ec(v;) - Z(l/j) < ec(vy) - [In(dg- ()1,

1<j<86+(v;) 1=j=dc+(vi)
which follows from (2) and the fact }’,_,., ~ In(z). O

The effective capacity of the source node determines the MLU under the weight
setting computed by Algorithm 2.1. We show that the effective capacity of s may
be smaller than its usable capacity, i.e. the size of the maximum (s, t)-flow, by at
most the factor nlog n. That is, we show ¢(s) = nlogn - ec(s), which implies the
approximation factor nlog n. Recall that ec(u), the effective capacity at the node u,
is the size of the maximum ES-flow from u to t. Next, we show that ec(s) may be
smaller than the usable capacity from s to t at most by the factor that depends on
the number of nodes n.

Lemma 2.5.3. Let A" denote the largest splitting factor of the maximum (s, t)-flow f~
in N'. Then,

If"] = n-[In(A")] - ece(s).

ProofIdea. Recall that each iteration (Line 5) determines the e-capacity of a node
v;, which by Lemma 2.5.2 may be smaller than the ec of v;’s children by a logarithmic
factor of their number. We interpret each iteration (Line 5) as a process that reduces
the usable capacity at s. Consider the reverse of this process where we undo the
ith iteration by switching from even-split to optimal split at v;. Before the reverse
process, v; splits its flow evenly its usable capacity is ec(v;). Afterward, v; splits
optimally and its usable capacity is Y’ cus(c;) €c(4) = ec(v;). We upper bound the
impact of each reversed iteration on s (for each v;) in a formal proof'in Appendix 2.9.
We conclude the approximation factor of LWO-APX as follows.
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Algorithm 2.2: JOINT-HEUR

Input :network A, demand list D
Output: weight and waypoint settings
1 Run HEUROSPF [84] and let w be the weight setting result.
2 Run GREEDYWPO using w to obtain a waypoint setting .
3 Replace each demand ¢ = (s, ¢, d) € D with two new demands: (s, 7y, d) and
(g, t, d), and let D’ be the new demand list.
4 Run HEUROSPF on T to obtain a new weight setting «’.
5 return o’ and 7.

Theorem 2.5.4. The weight setting from Algorithm 2.1 induces a maximum ECMP-
flow smaller than the maximum (s, t)-flow (i.e. OPT) by at most a factor in O(nlog n)

Proof. Assume a given TE-instance 7 = (N, D, w") comprising a network N, a
single source-target demand list D, and a weight setting w* from Algorithm 2.1.

Let A" be the largest out-degree in . Let LWO-APX(T) denote the MLU under
the ECMP-flow induced by w". Recall that OPT(Z) = D/|f*| is the MLU under the
optimal (arbitrary split) flow, where |f"| is the size of the maximum (s, t)-flow.

By the definition of effective capacity, the MLU under w* is LWO-APX(Z) =
D/ec(s). Then from Lemma 2.5.3 and the fact that A" < n, we obtain LWO-APX(Z) =
D/ec(s) <

D _D-nfln(m)] _ .
[F*1/(n[In(A*)]) - If =n-[In(n)] - OPT(T),
which concludes the claim. B

2.6 Algorithm for JoinT

As the JoIiNT problem is NP-hard, we propose a polynomial-time algorithm that
employs an adaptation of the local search algorithm of Fortz and Thorup [84] as a
subroutine (referred as HEUROSPF). Given a general demand list (arbitrary source-
target pairs) and a general network instance 7 = (N, D), Algorithm 2.2 computes a
weight setting and a waypoint setting by running the two optimizations separately
and iteratively. While it is not exactly a joint optimization, it is a first attempt to
approximate JOINT. Our experiments show that even such a simplistic heuristic can
improve the utilization beyond what is feasible with weight optimization.

2.7 Empirical Gap Observations

In §2.3, we provided bounds on worst cases of the gap (ratio) between JoiNT and
LWO. In this section, we observe the gap on a collection of real network topologies
with real and synthetic traffic demands [69].
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Algorithm 2.3: Waypoint Selection (GREEDYWPO)

input :network instance (N, D), weight setting o
output: waypoint setting x : D +— V
1 Let Uy, be the MLU of the ECMP-flow for D induced by w.
2 for each demand ¥ = (s, t,d) € D in the descending order of demand sizes do
for each node w € V do // improving MLU greedily
Let D’ := D\ {¢}u{(s,w,d),(w,td)}.
Let U be the MLU under D’ and induced by .
If U < Upiy then set my = w and Upyin = U.

3
4
5
6

7 return .

Scaled Real Demands

2.75-

E
2.50- 2 =
2.25- ‘ i

g
=]
2
]
-
=
o)
- B
i B o U_‘
52.00- T v
e 5 3
©1.75-©Q = 5
N O s o
E £ E - é =
£150 £ & E ® C 3 £

= -
=) - Q s = o % &
Z1.25 ? 2 E E % iz i
e 3 e
g R : =
S 1.00- — = —

Abilene GerménySO Géant

Figure 2.6: MLU under real demands and SNDLib topologies.

Test Environment. All simulations were executed on an HP DL380 G9 with

2x Intel Xeons E5-2697V3 SR1XF with 2.6 GHz, 14 cores each, and a total of 128

GB DDR4 RAM. The host machine was running Ubuntu 18.04.4 LTS. We imple-
mented the proposed algorithms in Python (3.7.10) [159] leveraging the libraries
NetworkX (2.5.1) [148], NetworKit (8.1) [147] Numpy (1.20.3) [150], and SciPy (1.6.3) [171].
To solve the MIPs/LPs we used Gurobi (9.1.2) [97].

Data Sources. For our simulations, we used real-world traffic data and topology
from SNDLib [SNDLib10, orlowski2010SNDLib, SNDLib], which is provided in
a standardized XML file format. SNDLib provides a large set of data for the Abilene,
Géant and Germany50 topologies consisting of traffic matrices in various granular-
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ity levels. Our second real-world source is TopologyZoo [124, 184] which provides
only topology data in GraphML format. We selected topologies with capacity infor-
mation and used the latest version of a topology if multiple ones exist. We synthesize
traffic demands using the maximal concurrent multi-commodity flow (MCF) [69] as
follows.

Demand generation. Due to the proprietary nature of ISPs and backbones we
could not procure real traffic data. We extracted the traffic data from research repos-
itories and synthesized traffic for the evaluation of arbitrary topologies.

MCF Synthetic Demands. In all our experiments with non-real demands, we
generated demands using the maximal multi-commodity flow (MCF) formulated
in [69]. We randomly select 20% of connection pairs and scale the demand between
those as such that the objective MLU computed by the MCF routing is 1. The result-
ing demands are further split into smaller sub-demands so that each source-target
pair has multiple equal-size flows. The number of flows per pair scales with the
topology size, or precisely, by |E|/4.

2.7.1 Comparing the different Algorithms

We now present our empirical results on the previously described real-world and
synthetic data. Each algorithm is evaluated with 10 sets of demands on each of the
selected topologies.

Small Networks. The MILP formulation of JOINT is presented in [69]. Due to
its complexity, we computed the optimal solutions using the MILP solver only on
Abilene with 12 nodes and 30 links. We derive formulations for LWO and LWO
from the JoinT’s MILP separately: for LWO, we simply set W = 0; for WPO, given
a weight setting «’, we add one constraint for each link ¢: w, = ©’(£). We obtained
optimal solutions from each MILP on small examples and results are depicted in
Figure 2.5. The average MLU for WPO, LWO, and JoINT respectively is 1.17, 1.04,
and 1.03.

Large Networks InFigure 2.4, we evaluated the heuristic algorithms on all topolo-
gies from TopologyZoo and SNDLib, which provide complete link capacity infor-
mation. The average MLU of the naive algorithm InverseCapacity is 2.74 which
improves to 1.65 using HEUROSPF (from [84]) and further to 1.58 using our JOINT-
Heur. The running time of our JOINT-HEUR is longer than that of HEUROSPF by
up up 3min in the largest topology with |V| = 65 nodes. The improvements from
applying a second weight optimization (steps 3 and 4) is negligible. The first two
stages of JOINT-HEUR (steps 1 and 2) are already sufficient for most of evaluated
instances, and the plots are obtained only from the first two steps.



40 CHAPTER 2. TRAFFIC ENGINEERING

Joint-

Model

Weights-

1.0 12 14 16 1.8 20 22 24
Max. Normalized Link Utilization

Figure 2.7: Nanonet Experiments: JoINT vs. LWO

Real Demands. In Figure 2.6, we evaluated the gap reduction on real demands
from SNDLib. Note that for real traffic demands, all connection pairs are active,
though a huge skew can be observed. The average MLU of 1.11 using the best LWO
heuristic, i.e. HEUROSPF, improves to 1.05 using our joint optimization.

Discussion. In all of the experiments, the MCF is MLU = 1 since we scale all de-
mand sizes. Figure 2.5 shows that the Joint MILP achieves an average MLU of 1.03,
but its complexity prevents employing it on larger network instances. Our JOINT-
HEuR improves the average MLU on nearly all evaluated topologies compared to
the LWO heuristic HEUROSPF. Particularly, the instances using real demands (Fig-
ure 2.6) indicate the potential of optimization utilizing waypoints on top of conven-
tional LWO techniques. Here we obtained an average MLU of 1.05. The overhead
execution time due to waypoint setting is negligible compared to the execution time
of HEUrROSPF.

2.7.2 Nanonet Implementation

To further verify our model, we performed a small investigation in Nanonet [129],
a virtualized network environment conceptually based off Mininet. Nanonet simu-
lates network nodes by creating network namespaces in the Linux kernel and (vir-
tual) links between them. Shortest path routes are calculated directly by Nanonet,
which also supports ECMP. To achieve better splitting, Layer-4 hash was used by
settingnet .ipv6.fib_multipath_hash_policy=1 onall(virtual) nodes.
In our experiments, we use the TE-Instance 1 with optimal solutions for LWO and
JoINT and measure the link utilization to obtain the MLU. For the JoINT experiment,
additional routes, possibly including a segment, are added to the sources. As perfect
splitting is not the case due to the hash functions even with an L4 hash, we add four
additional (pseudo) nodes, each for one flow. The flows all start at the same time
and run for 300 seconds. For the throughput evaluation we use nuttcp 6.1.2, with
32 streams per source and limit the bandwidth to the total demand size. Thus, for
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Weights, the rate is set to 40 MBit/s with 32 parallel streams, and in case of JoINT
the rate is set to 4 times 10 MBit/s with 32 parallel streams each. The results of
10 executions of each test are depicted in Figure 2.7. The results at JoINT are rel-
atively constant and match the expected normalized value of 1 closely, with some
deviation due to, e.g., Neighbor Discovery Protocol packets. However, Weight has
a wider range beyond the expected MLU of 2, caused by the hash function, where
the flows are not split perfectly across the equal cost routes. More precisely, JoINT
in our 10 test executions has MLU results of approximately ~ 1.0138, while Weight
has a range from ~ 2.1439 to ~ 2.5219, with a median of = 2.2704. For the latter,
parallel equal cost routes have a roughly correspondingly reduced link utilization.
We hence conclude that the expected results are closely matched in Nanonet, with
some deviation caused by the L4 hash function.

2.8 Conclusion

Motivated by the traffic engineering flexibilities introduced by segment routing ar-
chitectures, we studied analytically and empirically the benefit of jointly optimiz-
ing link weights and waypoints (mathematically modeled as an optimality gap)
to improve network utilization. We showed that already in relatively simple set-
tings, the joint optimization can help significantly compared to individual optimiza-
tions: the achievable maximum link utilization can be improved by a factor linear
in the number of nodes n, respectively even Q(nlog n) for dense networks. We
gave an O(nlog n) approximation algorithm for link-weight optimization in a sin-
gle source-target setting, which also serves as an upper bound for our optimality
gap, rendering the gap asymptotically tight.

To evaluate the gap empirically, we presented both a mixed-integer linear pro-
gram formulation and an efficient heuristic for joint waypoint and weight optimiza-
tion. Our heuristic is scalable and provides fair utilization benefits over prior work,
evaluated on various real-world topologies. It would be interesting to see an analy-
sis for heuristics such as ours that combine the two optimization strategies sequen-
tially. We leave open questions: how well a sequential approach can approximate
the optimal JoiNT solution in practical instances? How may iterations and how
many waypoints would be sufficient to achieve the best outcome within a reason-
able runtime? We also validate our model setting in a proof-of-concept experiment
in a Mininet-like environment.

Overall, we see our work as a first step towards unifying the two TE strategies,
and we believe that it opens several interesting avenues for future work. We as-
sumed static traffic demands and focused on the worst-case analysis of the loss if
the two optimizations are not performed jointly. It would be interesting to explore
TE algorithms that react to shifts in the traffic demand and account for reconfigu-
ration costs.
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2.9 Deferred Proofs

Proof of Lemma 2.3.11. We set the weight m to each pair of links (v;, w;) and
(wj,v;), 1 = i,j = m, and the weight 1 to every other link. We assign two way-
points to each demand (s, ¢, 1/j) € D such that its flow is routed along a link (v;, w)
which has the matching capacity 1/j. Specifically, for the ith demand of size 1/j, we
set v;, w; as waypoints, to be visited in the same order. Under these weights, the
only shortest path to v; is s, vs, ..., v; with a cost at most m, as any alternative path
has a weight larger than 2m. The shortest path between each pair of waypoints v;
and wj is the link between them. Each node w; receives one flow of size 1/j via each
incoming link, which is then rerouted along the only shortest path to t of capacity
D. Thus, all capacities are respected and the MLU under this weight and waypoint
setting is 1. U

Proof of Lemma 2.3.12. We show the maximum ES-flow from s to ¢ is 2. Let N
denote the network in Figure 2.2b (Instance 2) and N’ denote the network in Fig-
ure 2.2a. Consider the sub-network N; ¢ N induced by the node set {v;} u {w;};
in A. Recall that each link (v;, wj), 1 < j < m, has the capacity 1/j € Hp, which
is also the size of the maximum ES-flow feasible through the link. Observe that
from the perspective of v; and the source node s in N/, networks N; and N/ are
indistinguishable. Then, applying Lemma 2.3.10 to N/; implies the size of every
maximum even-split (v;, t)-flow f; in N is |fi| = 1. Then, the size of the maximum
ES-flow from v, to t is 1. However, this is not the case for vy, i’ < m, because of
the additional link (vy, vy,1).

We show that at maximum, two units of ES-flow can be delivered from each
vy including v; = s. From vp,_1, the sub-network N,_; can deliver 1 unit of ES-
flow to t. Another unit of ES-flow can be delivered via the link (v,,_1, v;;). There-
fore, the size of the maximum even-split (vy,-1, t)-flow is 2, which is also the maxi-
mum feasible quantity via the link (vp,-2, Uy-1). At the node vy,_,, the sub-network
Nz can deliver 1 unit in addition to 2 units via the link (vm_g, Um_1). Since the
flow splits evenly, the size of the maximum (vp,-,, t)-ES-flow is 2. Repeating a
similar argument for nodes vp,_s, ..., v; implies the size 2 for the maximum (s, f)-
ES-flow. Hence, satisfying all demands requires an ES-flow larger than the max-
imum (feasible) ES-flow by the factor (mln m)/2. Applying Lemma 2.3.11 yields
Riwo = LWO/1 = (mln m)/2 € Q(nlog n). O

Proof of Lemma 2.3.13. We set the weight m to each pair of links (v;, w;) and
(wj,v;), 1 < i,j = m, and the weight 1 to every other link. We assign two way-
points to each demand, such that its flow is routed along the link (v;, w;) that has
a matching capacity. Specifically, for the jth demand of size 1/(m - i + 1), we set
nodes v;, w; as waypoints to be visited in the same order. Under these weights, the
only shortest path to v; is s, vy, ..., v; with a cost at most m, as any alternative path
has a weight larger than 2m. The shortest path between each pair of waypoints
v; and wj is the link between them. Each node w; receives m flows of harmonic
sizes, which is then routed along the unique shortest path to t with capacity D,
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i.e,, wj,..., wn. Thus, no link is overloaded and the MLU is 1 under this weight and
waypoint settings. O

Proof of Lemma 2.3.14. In each of the given weight setting cases, we show that
WPO cannot utilize a large part of the available capacity (unless W > m), while
JOINT can utilize all of this capacity using only two waypoints and an appropriate
weight setting. The basic idea in all cases is as follows. Limited to W = ¢ - n
waypoints for a constant c. e.g. ¢ = 1/3, WPO distributes the load D (i.e. total
demand size) over » n/3 of nodes v; (Figure 2.2b and 2.2c). Hence, WPO manages to
distribute the load over a number of parts W = n/3, each part having a size ~ D/W,
implying the claim.

Next, we give our formal proof based off the aforementioned idea. We observe
the optimal MLU in WPO on the instance 74 (Figure 2.2c) and under each assumed
weight setting separately.

Arbitrary Weights. For any € < 1/2, set the weight € for links (s, wy), (wy, v;)
and (v;, w;), 1 = i = m, and the weight 1 for every other link. Under this weight
setting, the shortest path from s to every other node starts with the link (s, wy).
Therefore, in any waypoint setting, the link (s, w;) receives the entire load D, and
WPO = D/(1/m) =D - m = m*Ilnm.

Uniform Weights. Assume w.lo.g. the weight of every link is 1. In this set-
ting, for any node v; € {s, vy}, all links (s, w;) are on shortest paths from s to v;.
However, by inserting waypoints, flows can be routed away from these links. The
shortest path from v; to vy is the link (v;, vi41). Hence, WPO may route a flow
to a node v,k = W + 1, via the path s, vy,..., vk, using k — 1 = W waypoints:
Vg, ..., Uk. From vg, WPO may split flows optimally at this node using one addi-
tional waypoint which is a node w;. The capacity of each link emanating from vy is
1/(m - k + 1). Therefore the maximum (arbitrary-split) flow feasible from vy to t is
at most m/(m - k + 1) < m/(m — W). We refer to the latter as the available capacity
at ug.

Hence, using up to W = ¢ - n < m waypoints in an optimal waypoint setting
for ¢ = 1/3, WPO may distribute the set of flows (of total size D = mlog m) over
nodes vy, ..., vy proportionally to their available capacities in 1,..., m/(m - W + 1),
before forwarding it to ¢ via the upper (horizontal) path. Therefore, the size of the
maximum (s, t)-ES-flow via at most W waypoints (per flow) is at most W - m/(m -
W +1), and

m-lnm (m-W+1)-Inm
WPO = = € Q(
W.-m/(m-W +1) w

nlogn
w

),

since (m - W) = (n/2 — n/3) € Q(n).
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Inverse of Capacities. In this case, the weight of each link equals the reciprocal
of its capacity. That is, the weight of every link (v;, v;+1) is 1/D, and every other links
has the weight 1. Similarly to the construction in Section 2.3.2, and replace the two
links (s, v) and (v,, v;) with D (parallel) paths each comprising two new links with
the capacity 1. As a result, the cost of the shortest path from s to v;, i = 3 is larger
than 2, which makes the path through w; (of cost 2) a shortest path to nodes v;, i > 3,
overloading links (s, w;). It is not difficult to see that an argument analogously as in
the case of unit weights follows from here and that Rywpo € Q(nlog n/W).

Optimal Weights. We show Lemma 2.3.14.(ii) for TE-Instance Z5. By Lemma 2.3.12,
a maximum of 2 ES-flow units is feasible from any v;, i < m to t. We set link weights
realizing such optimal ES-flow. Let ¢ = 1/(2(m + 1)). Consider the weight setting:

« the weight 2¢ to the link (s, wy),

« the weight ¢ to the link (v, wy),

« the weight ¢ to links (v;, vis1), (Wi, Wis1), (w1, v3), 1 < i < m,
« and the weight 1 (or larger) to every other link.

Under this setting, both of the unit-capacity paths s, wi, ws, ..., tand s, vy, wy, wy, ..., t
are shortest paths from s to t with the equal cost (m + 1) - ¢ = 1/2. Via these two
paths, 2 units of flow can split equally at s and arrive at t without overloading any
link, implying the weight setting is optimal for LWO (Lemma 2.3.12).

Observe that for any node u ¢ {s, vy, v3}, the link (s, w;) is always on a shortest
path from s to u, and at least half of the flow from s to u traverses through this link.
In general, for any node u € {v;, vi11, vis2}, the link (v;, wy) is always on a shortest
path from v; to u, and at least half of a flow from v; to u traverses through this link
(the half flow is the case only for the flow to v;,3).

Therefore, by setting nodes v, or vs as the first waypoint, WPO can distribute
the entire load D equally on nodes {s, v5, v3}. Each additional waypoint increases
extend of the reach two more v; nodes. In general, using k < W waypoints vy, vy, ..., Ugg
for a demand, its flow reaches the node vy, and then takes the link (vyk, wy) to-
wards t. Hence, we can distribute the total load equally over 2k nodes {s, ..., var},
to be then delivered to t via the (upward) link connected to w;. Thus, under an
optimal waypoint setting, the aggregate flow splits into 2k + 1 equal-size subset of
unit-size flows, and the load on each link (v;, wy) is D/(2k + 1) = D/(2W + 1). Since
the capacity of links connected to w; is 1, the maximum link utilization is at least
mlIn(m)/(2(W + 1)) € Q(nlog n/W), which concludes Lemma 2.3.14.(ii).

Since JOINT = 1 due to Lemma 2.3.13, in all the assumed weight settings, Rwpo =
WPO/1 € Q(nlog n/W). O

Proof of Theorem 2.3.15. Let 15, 1, and 15 denote, respectively, TE-instances 3, 4
and 5. Let N3, N; and N5 denote their respective network instances. Recall that N
contains N3 and Ny as sub-networks. Any (s, t)-flow in N5 first traverses through
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the sub-network W and then through N before reaching its target t. Moreover, the
flow can traverse only in one direction between the two sub-networks, that is, via
the connecting link (#, s4) (see Instance 5). Hence, the optimal weight setting for 75
consists of two separate optimal weight settings for the two sub-instances. There-
fore, by Lemma 2.3.12, the gap Rpwo under the optimal weight setting is Rpwo(Zs) =

max{Riwo(Z3), Riwo(Z4)} = Ruwo(I3) € Q(nlog n/W).

Similarly, for the gap Rwpo under an optimal waypoint setting, we have Rypo(Zs) =
max{Rwpo(L3), Rwpo(Z4)}. If the given weight setting is arbitrary, uniform, or in-
verse of capacities, then by Lemma 2.3.14.(i), Rwpo(Z5) = Rwpo(Z4) € Q(nlog n/W).
Otherwise, the given weight setting is the optimal one from LWO, in which case
Lemma 2.3.14.(ii) implies Rwpo(Zs) = Rwpo(I3) € Q(nlog n/W). By Definition 2.3.3,
the instance I5 implies the TE gap

R = min{RLWO(I;,), RWPO(IS} € Q(Tl log n/W) L]

Proof of Lemma 2.5.3. Consider all nodes sorted in the reverse topological order-
ing of the DAG G* (Line 2.1.2). We define a succession of capacity assignments
cl,...,c" as follows. We let ¢" = c (the original capacity assignment). Under the ith

capacity assignment for 2 < i < n, the capacity of each link ¢ € out(v;), 1 < j < n, is

ce) = MiN/eour(o;) ec(t’) forj > i,
c(f) forj<i.

That is, if j < i then the ¢’ capacity of every outgoing link of v; equals the smallest
e-capacity of these links. Else, j = i and all these links have their original capacities.
Let f' be the maximum (s, t)-flow in the network (G, ¢'). Note that f splits optimally
at nodes vy, ..., v;, and it splits evenly at nodes v;,1, ... , v,. Hence, f! splits evenly at
every node, which implies |f!| = ec(s). Moreover, " splits optimally at every node
and |[f"| = |f*|. Trivially, the maximum flow does not decrease when link capacities
increase. Therefore, these flows satisfy

ec(s) =[f'| = =< If" = 1f

. 3)

Next, we bound the increase in the maximum flow between consecutive flows f i
and f"!. Recall that every flow in f1,..., fi"! splits evenly at v;, and every flow
in f7, ..., f" splits optimally at v;. Intuitively, the increase of flow specified by |f’| -
|f1| is due to switching to the optimal splitting at v;, i.e., due to the increase of the
flow passing through v;. For flows that split evenly at v;, we have f/(v;) = ec(v;),
1= j < i-1,and for flows that split optimally at v;, we have f/(vi) < ¥ reour(o;) €€(6):
i < j < n. Therefore,

F =171 = ) ec(t) - ec(vy) < [In(A)] - ec(wy).

teout(v;)
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If ec(v;) < ec(s) then the increase in the maximum flow is

F1 = 1F] = Mn(A)] - ec(s). 4)

Else, ec(v;) > ec(s). Observe that in f', the portion of the maximum (s, t)-flow that
passes through v, that is f!(v;), satisfies

f(vi) = min{ecy, (s), eci(vy)}. ®)

That is, the maximum (s, t)-flow passing through v; under ¢’ equals the smaller of
the two effective capacities, one between s and v;, and the other between v; and ¢.
By definition, f1(v) < |f!| = ec;(s), which extends (5) to

fH(vi) = min{ecy,(s), eci(v)} = eci(s). (6)
The assumption ec;(v;) > ec;(s) simplifies (6) to
fl(vl-) = ecy,(s) = ecy(s). (7)

Since each flow f1,..., f! splits evenly at every node s, ..., v;,1, they are constrained
by the e-capacity between s and vj, i.e., the portion of each such flow through v; is
at most ec,,(s). That is, f/(v;) < ecy,(s) for 1 < j < i. From (3) and (7), we obtain

ecy,(s) =f1(v,~) << fi(vi) < ecy,(s),

which implies f1(v;) = - = fi(v;) = ecy,(8).
Therefore, in the case where ec(v;) > ec(s), we have
= = fi(w) - F7 (o) = 0. (8)

We sum up the increase between consecutive pairs of flows, and by applying (4)
and (8), we obtain

D= =1 -1 = Y Mn(A)] - ec(s)

1<i<n 1<isn

< n-[In(A)] - ec(s), 9)

which implies the claim since [f!| = ec(s) and " = f*. O



Chapter 3

Resilient Routing

Static fast failover mechanisms support a fast reaction to failures without waiting for
a reconvergence. This chapter provides formal models and identifies fundamental
tradeoffs on what can and cannot be achieved for specific models of static resilient
routing. The contributions are mainly algorithms that provide guaranteed provable
resiliency under arbitrary multi-failure scenarios.

3.1 Introduction

We provide the results under two settings: with and without access to the explicit
information of link failures along a route. Sections 3.2 and 3.3 respectively focus on
these two settings separately.

3.2 Resilient Routing with Carrying Failures

When packets carry the information of previously encountered failed links, resilient
routing reduces to the seemingly simple task of computing a route that does not
include those failed links. However, there are practical challenges that are the focus
of this section.

Motivation: Segment Routing

Segment Routing (SR) [73, 76, 130] emerged to address operational issues of MPLS-
based traffic engineering solutions (see [189] for a recent survey). SR provides a fine-
grained flow management and traffic steering, allowing to leverage a potentially
much higher path diversity than shortest path control planes such as ECMP. At the
same time, SR overcomes the scalability issues of MPLS networks as it does not
require any resource reservations and states on all the routers part of the virtual

47
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circuit. SR is also attractive as, by relying on existing routing protocols, it is easier
to deploy than OpenFlow-based solutions.

While the benefits of segment routing in terms of traffic engineering and scal-
ability have been articulated well in the literature, less is known today about how
to provide resilience to link and node failures. In particular, we in this section are
interested in Fast Reroute (FRR) approaches, which handle failures quickly and with-
out invoking the control plane or having to wait for shortest path reconvergence,
using statically predefined failover rules. We are especially interested in highly ro-
bust FRR schemes which even tolerate multiple link failures as they are more likely
to arise in larger networks (e.g., data center [92], backbone [139] or enterprise [174]
networks) as well as due to shared risk link groups, and for these reasons also con-
stitute a main concern of network carriers [192].

In a nutshell, segment routing is reminiscent of MPLS, in that it also relies on
label stacks in the packet header: the label at the top of the stack defines the next
node. However, unlike MPLS:

1. Segment routing leverages a source routing paradigm, in which entire paths
are pushed at the network edge (resp. tunnel ingress). Thus, unlike in MPLS
networks, there is hence no need for lookup tables to replace (e.g., swap) labels
at each traversing node.

2. The next node (the node on the top of the stack) does not have to be directly
adjacent to the current node. In this case, to transport packets to the next
node, segment routing relies on shortest path routing (a “segment”).

The definition of intermediate points in the label stack allows to increase the
path diversity beyond shortest paths. However, intermediate points can also be used
for Fast Rerouting (FRR): if a link along the current shortest path from s to ¢ failed,
say at some node u, an alternative intermediate destination (or waypoint) w can be
defined to reroute around the failure. In this case, node v receives a label stack “t”
(only the destination node t is on the stack), pushes the intermediate destination w
(a waypoint), and hence sends out a packet with label stack “wt”. Once the packet
reaches node w, this node is popped from the stack and the packet (with stack “t”)
routed to t. If additional failures occur, additional intermediate destinations can be
defined recursively.

The Challenge

The key challenge in the design of fast rerouting schemes is that failover rules need
to be proactively and statically pre-configured: there is no time to recompute paths
or communicate information about failures up- or downstream. This also implies
that FRR rules can only depend on local knowledge and in particular, are oblivious to
possibly additional failures occurring downstream. Without such global knowledge
about failures, however, if no provisions are made by the algorithm defining the
failover rules, the resulting routes may become inconsistent (e.g., form a loop). For
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example, if due to a failed link e, a node v reroutes the traffic from s to ¢ along an
intermediate segment to w, it can be undesirable that an additional failure of a link
¢’ in the segment from v to w will steer the traffic back to e again. Moreover, besides
ensuring connectivity even under multiple link failures, the FRR mechanism should
be efficient, and in particular, only require a small number of additional failover
segments and a small amount of extra header space.

3.2.1 Contributions

This section initiates the systematic study of static fast failover in segment routing,.
We present a number of insights on what can and cannot be achieved in fast failover
in SR, as well as on potential tradeoffs. In particular:

§3.2.3 We show that existing solutions for SR fast failover, based on TI-LFA [86], do
not work in the presence of two or more failures. Furthermore, any TI-LFA
extension for k failures must provision for 2k + 1 stack segments.

§3.2.5 We show that at least in principle, existing fast rerouting techniques based
on disjoint arborescences known from the literature considering non-SR net-
works [41, 42, 45], can be emulated in segment routing as well. However, this
emulation comes at a high overhead.

§3.2.6 We identify an interesting and fundamental tradeoff between the efficiency
and robustness of failover. In particular, we show that any failover scheme
for SR, without extensions, which tolerates at least two failures, can be forced
to use very costly routes even in the presence of a single failure.

§3.2.7 We present an efficient algorithm which preserves reachability even under
multiple link failures. Our algorithm, called TI-MFA, is an extension of TI-
LFA, and comes with provable correctness guarantees. It is also evaluated
in simulations using Rocketfuel topologies; the latter demonstrate TI-MFA’s
benefits over existing approaches.

We furthermore study the effect of flushing the label stack in case of a fail-
ure, i.e., removing intermediate destinations to optimize the following failover
path. Maybe surprisingly, the failure rate of TI-LFA nearly doubles in this set-
ting in our simulations.

In the remainder of §5.1, we discuss the novelty and limitations of our contri-
butions, along with further related work. We lastly conclude in §5.4, also outlining
possibilities for future work.

Novelty

Fast rerouting in SR differs from fast rerouting in other contexts (such as MPLS and
OpenFlow) [34, 42, 45, 56, 157, 181, 182] in that a segment relies on shortest path
routing and is subject to traditional control plane mechanisms such as ECMP. As
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we will show in this section, the constraint that segment paths need to be shortest
makes the underlying algorithmic problem very different. Having that said, and as
we also show that in this section, one can in principle enforce certain failover routes
and emulate mechanisms such as arborescence routing [42]. This however does
not only go against the fundamental principles of SR, but also comes at a higher
overhead (in terms of the number of segments that need to be pushed). Finally, to
the best of our knowledge, TI-LFA [86] is the only existing proposal to provide node
and link protection in SR. In particular, Francois et al’s approach builds upon IP-FRR
concepts such as Remote LFAs (RLFA) and remote LFAs with Directed Forwarding
(DLFA).

However, as we will show in this section, these approaches fail in the presence
of more than link failure. We thus rely on a concept from [128], where previously hit
link failures are inserted into the packet header. The conceptual idea is that then a
packet cannot hit the same failed link twice, we provide more details of their work
in Section 3.2.8. The concepts in [128] differ from our ideas in the sense that we
employ segment routing, whereas [128] either pushes the next hops one at a time
or inserts complete paths into the packet header.

Finally, we note that our model is very different from models which invoke the
control plane, wait for reconvergence or allow to signal failures upstream: in this
case, improved failover schemes can be computed, e.g., using a linear programming
model and also accounting for the restoration of bandwidth [99]; however, such
approaches come with a communication overhead and delay.

Limitations

As our section is a first exploration of the fast RR paradigm for segment routing
beyond a single failure, we restrict our model for now to not include later, relatively
slow convergence effects. This allows us take an unrestricted view on the immediate
effects of link failures. In a practical setting, it can also be modeled by turning
off reconvergence protocols, as our algorithms guarantee delivery if the network
remains connected.

3.2.2 Related Work

There exists much interesting literature on the architectures and use cases for seg-
ment routing, and we refer the reader to the IETF documents [73, 76] as well as the
works by Filsfils et al. [71] and David Lebrun [130] for a good overview. Existing al-
gorithmic work on SR mostly revolves around flow control, traffic engineering and
network utilization [26, 52, 134, 186], but other use cases are considered such as net-
work monitoring [17]. Optimization problems typically include the minimization
of the number of segments required to compute segmented paths [93]. Salsano et
al. [167] propose methods to leverage SR in a network without requiring extensions
to routing protocols, and Hartert et al. [102] propose a framework to express and
implement network requirements in segment routing,.
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3.2.3 Limitation of Existing Approaches

In order to acquaint ourselves with the problem and in order to show the challenges
and limitations of existing approaches, we first revisit the TI-LFA approach [86].

Here and throughout this section, we will only consider the commonly studied
case of symmetric networks. In other words, if P is the shortest path from v to w,
then traversing P in the reverse direction is also the shortest path from w to v. Fur-
thermore, we assume all link weights to be positive and that subpaths of a shortest
path are shortest paths as well.

This symmetry allows TI-LFA to adequately push segments when a packet hits
a failed link e = (v, w) at node v: Let v.-space be the set of all nodes reachable from
v via shortest paths in G, where the link e will not be used, i.e., all nodes where the
current routing will not hit the failed link. We can define f,-space analogously for
the destination ¢.!

The symmetry property now yields that the v,- and the t,-space overlap or at
least have adjacent nodes, if e does not disconnect the graph.? For a proof intuition,
imagine some node u would be contained in neither space: 1) if the shortest paths
to u from v, t traverse e in different directions, then one of both of them could take a
shortcut and not use e, and 2) if both shortest paths traverse e in the same direction,
then the shortest path from v to t would not use e.

Hence, v can push pre-computed segments on top of the label stack: 1) if the
v,- and the t,-space overlap, then a joint node that minimizes the routing distance,
and 2) in case of mere adjacency, a border node along with a label of a link that
connects both spaces, again minimizing total distance. As such, pushing two labels
on the label stack always suffices for a single failure.

3.2.4 TI-LFA loops indefinitely for two link failures

For a simple example why TI-LFA is no longer guaranteed to be correct, we refer
to Figure 3.1. There are three paths to the destination ¢, a left one from v, via e;, a
middle one from vy, via e,,, and a right one from v, via e,. Assume e,, fails, leading
w.Lo.g. to vy, pushing the label for v, on the stack. If now e, fails as well, then v,
pushes the label for v, on the stack, i.e., the packet loops indefinitely between vy,
and v,, even though there is still a path via e;: the problem is that TI-LFA does not
differentiate regarding where the packet is coming from, which we will tackle in
Section 3.2.5 with respect to the incoming port and in Section 3.2.7 by storing the
last hit failure(s) in the packet header.

Observation 3.2.1. Even if the network is still connected after two link failures, TI-
LFA can loop indefinitely.

!Usually, the terms P- and Q-space are used in the literature, but we introduce node/link-specific
notation here for ease of reference.

“For an in-depth tutorial, we refer to the topic Topology Independent LFA (TI-LFA) at http:
//www.segment-routing.net/tutorials/.
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In order to guarantee that the packet still reaches its destination, we need to
implement a local (pre-computed) mechanism that enforces that the third path via
e; will be eventually taken, via segment routing.

However, this requires an increase in the number of labels pushed, for which
we provide an example construction: for the case of two failures, replace the link
between v, and v, with the construction shown in Figure 3.2, analogously for the
link between v, and v,,. Then, four segments are needed to reach t from v, when
the links e,, e, are failed, already in the case when v, is aware that both these links
are unavailable. This idea can be extended to k link failures, each requiring two
segments, by extending the network from Figure 3.1 appropriately.

Observation 3.2.2. Even if all k link failures in the network are known, at least 2k
further segments must be provisioned s.t. the packet can reach the destination without
further additions to the label stack on-route.

We quickly summarize our findings so far: 1) TI-LFA can loop already with two
link failures, as knowledge of prior actions is not used/available, 2) unless further
segments are to be pushed on-route, a label stack proportional to the link failure
number is required.

In the following, we now tackle these two observations. In Section 3.2.5 we use
the incoming port of the packet (the in-port) as “prior knowledge” and perform on-
going additions to the label stack, by emulating known fast local reroute techniques.
While this seems efficient at first, this approach suffers from a high overhead in the
path length and essentially ignores the benefits of segment routing. Furthermore,
known local fast reroute techniques cannot guarantee reachability in all cases.

As thus, in Section 3.2.7, we take the approach of storing past link failures in the
packet header and push more segments at once, which leads to provable reachability
of the destination, as long as the network remains connected under link failures.
Our simulations show that for two link failures and flushing, we have an extra label
stack size of at most 4 (+t), which matches Observation 3.2.2 for k = 2.

3.2.5 A Robust But Inefficient Solution

Literature on static resilient routing for non-SR networks provides powerful tech-
niques to preserve connectivity even under many link failures [41, 42, 45]. In the
following, we show that such approach can be employed also in SR networks.

The deterministic techniques of Chiesa et al. in [41, 42, 45] rely on building
pre-computed routing rules that match on 1) the destination, 2) incident failures,
and (unlike classical segment routing) 3) the incoming port of the packet. These
works consider k-link-connected networks and aim at reaching resiliency up to k-1
failures®. But they do not guarantee reachability of the destination ¢ if the only
invariant is that the network remains connected.

*At least a resiliency of | k/2] is guaranteed, with various graph families also reaching k - 1, we
refer to [41, 42, 45] for details.



3.2. RESILIENT ROUTING WITH CARRYING FAILURES 53

Figure 3.1: lllustration of a network where TI-LFA loops permanently with two link
failures ey, e,, drawn dashed, when reaching v,,. Assume w.l.o.g. that TI-LFA picks
the backup path via e,: then, v, will push segments (v,,) for the backup path via e,
leading to a permanent loop, drawn in dotted red. Our proposed algorithm TI-MFA
will pick the dash-dotted green path when reaching v, after being rerouted from
the initial node v,,, successfully reaching the destination .

Figure 3.2: Replacing the link between v,, and v, with a path of weights 1, co, 1,
the remaining network from Figure 3.1 is omitted here for ease of viewing. When
segments are pushed at v, to reach v,,, without going across the failed link e,, one
does not suffice: when being at v, the shortest path to vy, is via the failed link
e (not drawn here). Hence, a second segment is needed, the link between v, and
v1. When an analogous construction is applied to the link between v, and v,,, two
further segments are needed to circumvent e,,, with identical arguments. Hence, to
reach t from v, without pushing further segments along the way, v, needs to push
four segments.

We can emulate these techniques if we incorporate a match on the incoming port
or on the top element of the stack before popping it. However, the main obstacle
is that the techniques of Chiesa et al. do not route along shortest paths, but rather
enforce single-hop routing mechanisms, guiding the packet to the destination one
step at a time, possibly along long detours in comparison to the global shortest
paths. We overcome this obstacle by putting (“forcing”) a link on top of the label
stack each time the packet arrives at a node.

Now, we can install rules on the switches emulating the techniques by Chiesa
et al.: 1) at most one extra label will be on the top of the destination (a link), which
is popped when reaching the next node, leaving the destination on top of the label
stack to match, 2) incident failures may inherently be matched upon in SR, and 3)
the incoming port as described above.

However, this emulation approach comes with a high overhead and essentially
ignores the main features of SR networks by forcing each link along the route indi-
vidually.
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3.2.6 The Price of Resiliency

We showed that robustness can be achieved using segment routing, but that our
emulation approach removes many inherent efficiency aspects. Unfortunately, as
we show in the following, there is an inherent price of local resiliency.

Consider the example in Figure 3.1, but assign the following link weights: 1 for
em and e, oo for e,. Alternatively, replace e, with a path of arbitrary length. If,
similar to TI-LFA, we protect against the failure of only one of the links e, ey, e,
towards the destination ¢ from v,, vy, vp, the failover path can always be chosen to
have a short length, respectively small link weights. However, as soon as we protect
against two link failures, this resiliency comes at a price. As the label-pushing at
the second failure only takes the 1) incident failure and 2) the destination t* into
account, the node is unaware of the first failure — and rerouting decisions are only
performed when a failure is hit. Hence, either the failover for e, or e, must reroute
via the expensive e;, or risk looping indefinitely, similar to the example in Sec-
tion 3.2.4. We note that the above example from Figure 3.1 can easily be extended to
a 3-link-connected graph. This highlights the price of resiliency against two failures
in local schemes: even if only one failure occurs, an inefficient failover path has to
be taken.

3.2.7 Efficient Resilient Segment Routing

In order to overcome the identified tradeoff, we make the following observation:
while static failover schemes are inherently oblivious to failures downstream of the
path, at least we could remember the already encountered failures.

Note that in fact, methods such as TI-LFA implicitly assume global knowledge of
all current failures: as the rerouting decision is performed at a node incident to the
single failure, all other links are assumed to be available. Hence, if there is still a path
to the destination, packets will reach it. Nonetheless, as we showed before, if the
rerouting node is not aware of the second failure, TI-LFA loops indefinitely already
in simple topologies. As in [128], we thus propose to store already hit failures in
the packet header for two reasons:

1. The header space usage scales linearly with the number of hit failures, where
a single failure uses similar space as pushing an intermediate destination on

the label stack.

2. Rerouting via intermediate segments is performed locally, based off pre-computed
table entries..

We note that all described computations can be performed ahead of time and
stored in a static routing table, whose size scales with the number of failure combi-
nations.

*As v, will be popped from the label stack when reaching v,. If the label v, would also be taken
into consideration, we can use a construction along the lines of Figure 3.2 to ensure that the label
stack at v, only consists of t.
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More specifically, our so-called Topology Independent Multi-Failure Alternate (TI-
MFA) algorithm works as follows, described from the viewpoint of the node v where
the packet hits another failed link:

1. Flush the label stack except for t.

2. Based on all link failures stored in the packet header, determine the shortest
path P to the destination ¢ in the remaining network G’.

3. Add segments to the label stack of the packet as follows:

+ Index the nodes on P as v = vy, vy, ..., Uy = w. Compute the node v; on
P with the highest index s.t. the shortest path from v is identical in G/
(with failures) and G (without failures) and set it as the top of the label
stack. If this node is v, push the link (v, v; = v;) as the top of the label
stack. For the second item on the label stack, start over with v; as the
starting node, etc., until v; = w.

We next show TI-MFA to be correct in theory and efficient in practice, only
using small stack sizes under two link failures.

3.2.8 Formal Correctness Analysis

We begin by first going a step back to explain the approach of Lakshminarayanan
et al. [128], which comes in two flavors called FCP (Failure-Carrying Packets) and
source-routing FCP:

« In FCP, a node decides on the next hop by considering the failures the packet
hit so far and the packet destination t. Delivery in a connected network is
guaranteed by the fact that a packet will not hit a link failure twice: else,
an intermediate node would have ignored that this link failure was inserted
into the packet header. In our context, FCP thus resembles the hop-by-hop
forwarding in Section 3.2.5, with the advantage that FCP can aim for short
paths and stronger reachability, but on the other hand, the emulation idea in
Section 3.2.5 did not add failures to the packet header.

+ Source-routing FCP behaves analogously, but rather inserts the whole path to
the destination into the packet header, consistent with the view based on the
link failures stored in the packet header. Should the packet hit a new failure,
it is added to the header, the old path is removed (as in our case), and a new
path is inserted into the header.

The main difference between TI-MFA and the work of Lakshminarayanan et al. [128]
is that in segment routing, only few intermediate waypoints are provided, whereas
FCP implicitly provides the whole path: either on a hop-by-hop basis or by inserting
the path into the packet header. We now show the correctness of TI-MFA.
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Theorem 3.2.3.
Let G be a network where k links fail, s.t. the remaining graph G’ is connected. TI-MFA
routes successfully to the destination.

Proof. Our proof will be via nested induction arguments over the number of fail-
ures hit. Clearly, if no failures are hit, the destination is reached. Similarly, if only
one failure is hit at a node v, TI-MFA behaves identical to TI-LFA: the packet is
routed along a failure-free backup path. Note that due to the pushed segments,
the shortest-path segment routing is identical in G (without failures) and G’ (with
failures) from v.

We now assume the packet already hit x - 1 failures and hits failure x on its
path. We distinguish two cases:

« x = k: Then, due to construction (Item 3), the shortest-path segment routing
is again identical in G’ and G.

« x > k: Assume some link failure x + 1 is hit next (the first x failures can no
longer be hit, due to construction), else we will reach the destination. Then,
we invoke our inductive construction again: as an invariant, already hit fail-
ures can no longer be hit, i.e., eventually we will either have hit all failures or
reach the destination. However, once all failures are hit, this implies that the
destination will be reached via the path P.

Note that the correctness of the above arguments relies on the assumption that
the network G’is connected. O]

We would like to note that for two link failures, we can show that the segment
stack does not need to be flushed s.t. only the destination remains®: let P; be the path
the packet takes as a backup, after hitting the link failure e;, if no second link failure
is hit. To hit a second failure e,, the link e, must be on P;. If the label stack is then
empty except for ¢, the destination will be reached by the above proof arguments.
Else, the next label stack item v; is on Py, behind e,. As the rerouting is aware of
both link failures ey, e;, v; will be reached as the network remains connected. The
remaining part of P; beyond v; cannot contain the failed links e; or e,.

Corollary 3.2.4. If the number of link failures is at most k = 2 and the remaining
network is connected, TI-MFA is correct even if the label stack is not flushed on a link
failure hit.

3.3 Resilient Routing without Carrying Failures

This section studies a static resilient routing model that does not require storing
any failure-related information in the packet header.

SWe assume that if a link is on top of the label stack and this link fails, that popping this unavail-
able link does not count as flushing.
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The need for a more reliable network performance and quickly growing traffic
volumes led, starting from the late 1990s [63], to the development of more advanced
approaches to control the routes along which traffic is delivered. Multipath-Label
Switching (MPLS) was one of the first and most widely deployed alternatives to
traditional weight and destination based routing (such as OSPF), enabling a per-
flow traffic engineering. Recently, Segment Routing (SR) [76, 131] has emerged as
a scalable alternative to MPLS networks: SR networks do not require any resource
reservations nor states on all the routers part of the route (the virtual circuit). SR net-
works are also attractive for their simple deployment; in contrast to, e.g., Software-
Defined Network (SDN) and OpenFlow-based solutions, they rely on existing pro-
tocols such as IPv6 [185].

We in this section investigate how to enhance SR networks with (local) fast
rerouting algorithms, to react to failures without the need to invoke the control plane.
The re-computation (and distribution) of routes after failures via the control plane
is notoriously slow [87] and known to harm performance [136]. Also link-reversal
algorithms [88] tolerating multiple failures have a quadratic convergence time [35],
besides requiring dynamic routing tables. This is problematic as certain applica-
tions, e.g., in data centers, are known to require a latency of less than 100 ms [193];
voice traffic [100] and interactive services [108] already degrade after 60 ms of de-
lay. Not surprisingly, reliability is also one of the foremost challenges for network
carriers nowadays [191], and in the context of power systems (e.g., smart grids), an
almost entirely lossless network is expected [177]. Accordingly, most modern com-
munication networks (including IP, MPLS, OpenFlow networks) feature fast rerout-
ing primitives to support networks to recover quickly from failures.

Designing a fast rerouting algorithm however is non-trivial, as reactions need
to be (statically) pre-defined and can only depend on the local failures, but not on
“future” failures, downstream. As link failures, also multiple ones, are common in
networks [140], e.g., due to shared link risk groups or virtualization, it is crucial to
pre-define the conditional local failover rules such that connectivity is preserved
(i.e., forwarding loops and blackholes avoided) under any possible additional fail-
ures. In fact, in many networks, including SR networks, algorithms cannot even de-
pend on already encountered failures upstream, as it requires mechanisms to carry
and process such information in the packet header; such “failure-carrying pack-
ets” [78, 128] require additional and complex forwarding rules. Further challenges
are introduced by policy-related constraints on the paths along which packets are
rerouted in case of failures. In particular, failover paths may not be allowed to “skip”
nodes, but rather should reroute around failed links individually: communication
networks include an increasing number of middleboxes and network functions, so-
called waypoints [8], which must be traversed for security and performance reasons.
Without precautions, in case of a link failure, the backup path could omit these way-
points.

Ideally, a local fast rerouting algorithm preserves connectivity “whenever this is
still possible”, i.e., as long as the underlying network is still physically connected. In
other words, in a k-(link-)connected network, we would like the rerouting algorithm
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to tolerate k — 1 link failures. We will refer to this strong notion of robustness as
maximal robustness in the following.

Figure 3.3: Illustration of two different fast failover mechanisms, upon hitting a link
failure. The default path is depicted in dash-dotted blue. In the dotted path,
the destination ¢ is reached, but the waypoint w is not traversed. The red dashed
walk circumvents the link failure, traverses w, and then reaches t.

Example

Figure 3.3 illustrates an example for the problem considered in this section: how to
efficiently circumvent multiple link failures using SR local fast failover mechanisms,
such that the original route will be preserved as part of the packets’ new route, hence
also ensuring waypoint traversal. In this example, while the backup path in dotted

reaches the destination, the middlebox w is not visited. Ideally, we want to
circumvent the failed link and then continue on the original route (as depicted in
the red dashed walk).

In case of only a single link e = (v, w) failing, one can exploit that both nodes
v, w have a globally correct view of the network link states. For example, if a packet
hits the failed link e at v, the node v can provide an alternative path to w, after which
the packet resumes its original path, as shown in dashed red in Figure 3.3. To this
end, each node only needs to be provisioned with one alternative path for each of
its incident links.

In Segment Routing, similar to MPLS, each packet contains a label stack, con-
sisting of nodes or links. However, these labels just represent the next waypoint to
be reached, the route (“segment”) which depends on the underlying routing func-
tions (e.g., shortest path). Once the top item is reached, the corresponding label is
popped and the next item on the stack is parsed. As such, the next label does not
need to be in the vicinity of the current node, it can be anywhere in the network.
For the case of a single link e = (v, w) failure, it has been shown that pushing two
items on the label stack always suffices [86], if the network is still connected and a
shortest alternative path is chosen.
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While SR enables waypoint traversal even after a single link failure [86], dealing
with multiple link failures in SR is still not well understood. As observed in [78],
the option of choosing the shortest alternative path already fails under two link
failures, see Figure 3.4; when e; fails (and the dash-dotted blue path as well), the
packet will be sent along e.g. e;, but upon the failure of e,, the packet is sent along
e;—a forwarding loop (shown in dotted red). In this example, we can easily fix the
reachability issues: a failure of e, causes rerouting along e; (in dashed , not
along e;), and failure of e; causes rerouting along e;. In other words, e; depends on
e;, which depends on e3, which in turn depends on e;. As this circular dependency
chain has a length of three, two failures of {e;, e;, e3} cannot induce a forwarding
loop when routing to w. We will later formalize and extend these ideas, generating
dependency chains of length > k for k-dimensional hypercubes.

Figure 3.4: Example illustrating how local fast failover methods for a single link
failure can loop under two link failures, as shown in [78]. When the dash-dotted
blue default route between v; and w fails, v, can be pushed as a segment, to in turn
reroute along e;. However, when v, uses e; via vy as a failover for e, then failing
both e; and e, leads to a permanent forwarding loop, as depicted in dotted red. In
order to route successfully under both ey, e, failing, v, has to push segments vy, v3
to route along e, as depicted in dashed

3.3.1 Contributions

We initiate the study of fast reroute algorithms for emerging Segment Routing net-
works which are 1) resilient to a maximum number of failures (i.e., are maximally
robust), 2) respect the path traversal of the original route, and 3) are compatible to
current technologies in that they do not require packets to carry failure informa-
tion: routing tables are static and forwarding just depends on the packet’s top-of-
the-stack destination label and the incident link failures.

Our main result is an efficient algorithm which provably provides all these prop-
erties on hypercube networks, as they are commonly used in data centers (see
e.g., [149]). Furthermore, we formulate the underlying optimization problem as an
integer linear program for general graphs, and provide first exploratory insights on
the practical performance of segment routing under multiple link failures.
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3.3.2 Related Work

Most modern communication networks support some form of resilient routing, and
the topic has already received much interest in the literature. There exists much lit-
erature on single [57, 146, 190, 195], double [46, 151], and more [56] failure scenarios,
the latter being motivated by, e.g., shared risk link groups [176], attacks [183], or
simply node failures which affect all incident links [15, 56, 92, 174]. The spectrum
of solutions is broad as well, with some solutions providing only heuristic guar-
antees [46, 151], some schemes exploiting packet-header rewriting [38, 56] (which
however is not always supported in existing networks) or packet-duplication [98]
(which however comes with overheads). Furthermore, there is also work that aims
at quickly optimizing network behavior after link failures have propagated, e.g., by
pre-computing how to rescale traffic at ingress routers once these nodes are fault-
aware [135]. However, such mechanisms do not provide protection for packets dur-
ing convergence.

An interesting line of research studies mechanisms which do not require any
additional information in the packet header, such as the works by Feigenbaum et
al. [110], by Chiesa et al. [44, 45] (establishing an interesting connection to arc-
disjoint graph covers), by Elhourani et al. [56], by Stephens et al. [181, 182], by
Borokhovich et al. [34], by Pignolet et al. [157] (establishing an interesting con-
nection to distributed computing problems without communication [138]), and by
Foerster et al. [81]. However, these solutions do not require failover paths to tra-
verse the nodes of the original path and do not account for the specific properties of
the networks considered in this section. The former is particularly motivated by the
advent of (virtualized [59]) middleboxes [39], and is also known as local protection
scheme in MPLS terminology [170].

Our work is situated in the context of MPLS and Segment Routing (SR) net-
works where routing is based on stacks and more specifically, the top of the stack
label [154]. While the design of resilient routing algorithms has received much at-
tention already in the context of MPLS, see e.g., [96] and [115, 170] and references
therein, existing research on SR networks mainly revolves around flow control,
traffic engineering and network utilization [26, 52, 134, 186], or network monitor-
ing [17], see the works by Filsfils et al. [71] and Lebrun et al. [54, 131-133] for a good
overview. Optimization problems typically include the minimization of the number
of segments required to compute segmented paths [93]. Salsano et al. [167] pro-
pose methods to leverage SR in a network without requiring extensions to routing
protocols, and Hartert et al. [102] propose a framework to express and implement
network requirements in SR. Only little is known today about fast rerouting in SR
networks. In [78], it has been shown that existing solutions for SR fast failover, based
on TI-LFA [86], do not work in the presence of two or more failures. However, [78]
relies on failure-carrying packets, which is undesirable as discussed above and we
overcome in the current section. Finally, we in this section considered hypercubes,
which have recently been studied for local fast failover algorithms in [45, 80] as
well. While for a single link failure, the general approach of Frangois et al. [86] can
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be used, we are not aware of any approaches that (conceptually) employ Segment
Routing for local fast failover in hypercubes for multiple failures.

Organization

The remainder of this section is organized as follows. We first introduce necessary
model preliminaries in Section 5.1.1, followed by our main result in Section 3.3.4,
where we provide a maximally robust SR failover scheme for k-dimensional hyper-
cubes. We cover related work in Section 5.1.3 and conclude our study in Section 5.4,
where we also provide further insights which we believe to be useful for future
work, in the form of an integer linear program formulation for general graphs and
a brief investigation regarding testbed experiments.

3.3.3 Model

In this section, we start by providing model and notation preliminaries. We will
consider undirected graphs G = (V, E), where the links may be indexed according
to some (possibly arbitrary) ordering, with ¢; € E denoting the ith link. All routing
rules have to be pre-computed and may not be changed during the runtime (e.g.,
after failures). We will only allow routing rules that match on 1) the packet’s next
destination (i.e., the top of the label stack)®, and the 2) incident link failures.” When
a packet hits a failed link ¢ = (u, v) at some node u, the current node u may push
a set of pre-computed labels on top of the current label stack, in order to create a
so-called backup path to v (which can also be traversed in reverse from v to w).

Definition 3.3.1. A backup path for a link ¢ is a simple path (not containing ¢) that
connects the endpoint of the link £. Let P be the set of all backup paths in a graph. An
injective function BP : E — P that maps one backup path to each link is a backup
path scheme.

When the packet reaches the current top label, the respective label is popped
and the underlying label is set as top label. As such, via backup paths, the incoming
packets that normally travel through ¢ are rerouted around the link to the respective
endpoint, circumventing the failure. Hence, our model preserves the intermediate
visits (i.e., all possible waypoints) and their order in a subset of the traversed route,
possibly introducing repeated visits [7]. In the following, we will investigate backup
path schemes that guarantee packet delivery even under multiple failures. To this
end, we need to ensure that the backup paths do not contain infinite forwarding
loops, for their specified maximum number of failures. More formally:

Definition 3.3.2. A backup path scheme BP\.) is called f-resilient if and only if there
does not exist a subset of links L c E,|L| = f such that for some ordering o : {0,...,|L|-

®In practice, one could also imagine matching on other header fields, such as the packet’s source,
and also the incoming port. However, our algorithms do not require these additional inputs.
"In other words, only the endpoints u, v of the failed link (u, v) = ¢ € E are aware of the failure.
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1} — {0,...,[E[ - 1}, Vj < |L| © £5(s1 (mod 1)) € BP(£s()). We refer to the inclusion
relation (€) as dependency from £4(j) t0 €g(j+1 (mod |1)))- Equivalently, BP(.) is f -resilient
if and only if any cycle of dependencies is longer than f.

In the next section, we will show how to efficiently generate a (k — 1)-resilient
backup path scheme for k-dimensional hypercubes. As k-dimensional hypercubes
are k-link-connected, our scheme has ideal robustness.

3.3.4 Resilient Routing on k-Dimensional Hypercubes

This section presents a fast and maximally robust rerouting algorithm on hyper-
cubes, one of the most important and well-studied network topologies [166, 188].
The regular structure of hypercubes makes them an ideal fit for e.g., parallel inter-
connection architectures [165] or data center [95].

Our study on k-dimensional hypercubes is structured as follows: We first pro-
vide an intuition and overview of the (k — 1)-resilient scheme in Section 3.3.5, pro-
viding a formal definition of all backup paths in Term 1. Next, in Section 3.3.6,
we introduce some useful technical preliminaries for the correctness proof of our
scheme, which is presented in Section 3.3.6.

3.3.5 Overview of the Fast Local Failover Scheme

We label the nodes in a k-dimensional hypercube (k-cube) with tuples (b, by_1, ..., by),
Vi€ [k] : b; € {0,1}, such that the origin node has the label {0}*. A hypercube link
is denoted by an ordered pair of binary node labels (a, b) s.t. a,b € {0,1}%,a < b,
where the two labels differ in one bit. Additionally, a link is said to be in dimen-
sion d, d € [k], if and only if a and b differ only at their dth bit. We refer to them
as d-dim links. For convenience, we treat a hypercube as a set of links grouped
by their dimension, within each dimension sorted according to the following bit-
wise comparison. For x € {0, l}k, let x>>* := x >> s, where >> is right circular
shift. Let £ denote the ith link in dimension d, see Figure 3.5. For {’g = (a, b) and

>>d < ¢>>d Tastly, we denote a k-cube by

f;l = (¢, d), we have p < g if and only if a
Cy := ud,ifid, de[k],0=<i<2KT

The idea is to allocate backup paths in k iterations, one for each subset of links in
the same dimension, such that the induced dependencies over same-dimension links
form cycles of length at least k. However, since there are additional dependency
cycles induced by links in different dimensions, we devise a scheme that does not
induce any dependency cycle shorter than k (hence (k - 1)-resiliency follows).

Due to gray coding, starting from any link ¢¢ = (g, b), by traversing the (unique)
pair of incident d’-dim links, we reach the link Ny (¢%) = (a’,’) such that a’ =
2?71, 0 aand b = (2¢71), @ b. Let (Lg/[t’ld],Lf/[t’id]) denote the (unique) pair of
incident d’-dim links, i.e. Lg/[t’id] = (a,a’) and L‘f/[[id] = (b, b’). The subscripts 0 and
1 indicate the value at the dth bit position of the links in the pair. Due to symmetry,
N (Ng(e8)) = ¢f and Lf [¢7] = LY [No(¢9)], b € {0,1}.
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Figure 3.5: Illustration of BP(.) on 2 and 3 dimensional cubes. Backup paths are
shown with dashed lines.

We formulate the backup path of a d-dim link as a set consisting of one d-dim
link and pairs of links. These pairs constitute a joint path, i.e., two paths over the
endpoints of detoured d-dim links. We refer to this joint path as a backup path
and we always traverse it towards the included d-dim link. However in reality, a
packet traverses the two paths in opposite directions, towards and away from the
respective d-dim link.

For instance, the backup path of the first 1-dim link (i.e. £;) includes the 1-dim
link reached via the incident pair of 2-dim links, and the pair itself (see Figure 3.5):
BP(£)) = {L3[ €3], L[ €3], No(£3)} = {€2, €2, £} } (see Figure 3.5). For the second 1-dim
link we use the same pair, but we have to detour l’ol in order to avoid conflict:

BP(¢)) = {Li[6{], Li[6), Ly[ o 1, Li[6e ). N3 ()} = { €5, €7, 5. €7, 63 }.

In general, the backup path of ¢ begins with the pair (Lg”[fid],Lf”[fid]). If the
first d-dim link, i.e. Nd+1({’l-d), is conflicting, then one continues by detouring this link
via the pair of (d + 2)-dim links and detours further d-dim links, until one reaches a
d-dim link that is not conflicting, then traverses this link. Moreover, the jth detour
is performed via the pair of (d + j)-dim links. Hence the pairs are traversed in the
ascending order of consecutive dimensions. We denote the closure form of Ny(.)
w.r.t. this ordering as

NOE?) := Ngj(Ngsj1 (o Nawa (69 ), 1< j < k.
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We can now describe our backup path scheme formally, we refer to Figure 3.5
for an example listing all generated backup paths on the 3-dimensional hypercube.
For each dimension d € [k] and every 0 < i < 2571, the backup path of ¢ is

Bp(es) ={ L4 e L e,
LE2ING (D], LI [Ny (e8],

(1)
LETINTD(ed)], LETINTD ()],

NO(edy) = ¢ }

The path detours r — 1 links, where r is the number of link pairs necessary to
have, in order to reach the non-conflicting link {’i”,i with smallest index. Therefore
the path length is 2r + 1. We will later argue that r < R : = [log k].

Alternatively to the explicit formulation in (1), £ i‘,i can be obtained directly using
bitwise operations. Assume ¢{ = (a, b) and t’i‘,i = (da’, V). By comparing a’ to a (b’
to b), we can see that only the r bits to the left of dth bit are affected, i.e., the bits
d+1tod+R (mod k). For x € {0,1}* and s : = R- (k - d), we define the increment
function that determines the successor link as inc, 4(x) := (x”>* + (2%);7%)>>7%. Here
the + ignores the carry flag out of the leftmost position. Therefore, a’ = inc; 4(a)
and b’ = inc 4(b). It is clear that the overall computation takes polynomial time.

In the next section, we will state some necessary observations regarding our hy-
percube construction, which we will employ for the correctness proof of our scheme
in Section 3.3.6.

3.3.6 Proof of Resiliency

According to our backup path formulation (1), the backup path of a d-dim link
passes through a d-dim link reached via links in higher dimensions, which are pre-
sented in pairs in (1). The backup path possibly detours some other d-dim links
along its way. The pairs and the involved d-dim links together resemble a chain-
like structure which facilitates describing some properties in this section. We now
describe these structures formally.

Definition 3.3.3. Given a sequence of dimensions S; := (d;)i=0,d; € [k]\ {d}, a
chain of d-dim links, starting from ¢, denoted by C({’if)l), consists of a subset of d-dim
links and pairs of d;-dim links, d; € S;. The pairs form two walks over the endpoints

of the contained d-dim links. The two parallel walks jointly traverse the chain. We
. d; d; .
denote the chain by Csd(fg) ={..., t’if, (Ly [t’g], Llf[f,f]), t’ifﬂ, w},j =0, t’iil = Ndj(fif).

Moreover, ifEl[,-j, € C({’i‘j) : {’i‘i = t;,, then it is a closed chain denoted by Cs,.
] +

We can directly obtain the following property.
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Property 1. Starting from any link £Z, by traversing a chain Cs,(£{), assume we
arrive back at the same link. Then it must be the case that S; contains every dimension
an even number of times.

Definition 3.3.4. A link (a, b), a < b is traversed in uphill direction when it is from
a. The opposite is a downhill direction.

Based off this definition, we can categorize the traversal directions.

Property 2. Consider a closed chain containing the pair (Lg’[t’id], L‘li/[l’id]) traversed
between the links ¢% and {’jd = Ny(¢9). Ifj > i then the direction from £ to t’jd is uphill,
otherwise downhill.

Property 3. By Properties 1 and 2, in a closed chain, the number of traversals in every
dimension is even, half of which is in downhill (uphill) direction.

Intuitively, uphill and downhill traversals cancel each other which consequently
turns the joint walks into joint closed walks over the endpoints.

We next study the interaction between chains. Let Sy, Sy, d” # d be two se-
quences of dimensions. We say the chain CSZ{ crosses the chain Cs, if 3P : = (LY, LY e
Cs, : PcutCs, # @. That s, Cg;, traverses a pair of d-dim links, at least one of which
belongs to Cs,.

Definition 3.3.5. A mixed chain is the concatenation of multiple chains (over sev-
eral dimensions) that cross each other consecutively. In other words, a mixed chain
consists of chains of links in at least two dimensions. Formally, for given dimensions
d,d’,d"” € [k] and sequences Sg and Sy, assume the chain Cs, = {. .,{’f/,(L [t’d] =

t’)‘f,Lé,[ff/]),...} crosses Cs, = {... {’d (Lg,,[{’d],Lé,,[fJ‘f]),... }. We concatenate these
chains into a mixed chain as {..., £ t’d (Lg”[{’)‘,i], L(lj,,[{’f]), s

sty

The observations in the Properties (1), (2), and (3) hold for mixed chains as well.
This is because the mentioned properties do not depend on the dimension of the
links being chained, but only on dimensions that are actually traversed. However,
traversing a chain of d-dim links does not always imply that dimension d is tra-
versed. Consider three chains of d, d’, and d”’-dim links that cross each other con-

secutively. E.g., the chain Csd ={.., ]L,...,fji,(Lg,, = fdﬂ,L:I,,) .} that is crossed
by the chain Cs, = { fJL 1,(L0 = t’j‘Li,Ll) .} at the link ﬂd. Also, Cs, crosses
the chain G5, = {... i ...} at the link {’d We examine Whether dimension d

is traversed by Compan};lg the dth bit of the last link before the first cross to Cs,,
ie. {’le_l = (a, by), to the dth bit of the first link after the second cross (by Cs,),

ie. fzi: 11 = (ay, b1). Dimension d is traversed if and only if the two bits hold different
values. That is, (ao A a1) A (2971), = 0.

A backup path BP(¢f) = {(Ld+1, L), N*(££)} can be represented as a chain
cedy = {8, {L9,,. L} LN W(edy, ..., NO(£d)}. By Definition 3.3.2, there is a de-
pendency from £ to every other link t’l.‘,i/ € BP(¢f). Let MC(¢f, £¢ d'y ¢ Ccefyu {t’i‘il’}

IS4
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denote the mixed chain up to and including % ' Consider the set of backup paths
of some subset of links {t’ldO, t’ldl, s b et } that induce a cycle of dependencies. Each
dependency corresponds to a mixed cham concatenating them sequentlally, yields
the closed mixed chain MC := MC( l‘j‘), i’,‘fl) u MC( flll, fgz) ‘U MC([I o {’IO ). Re-
call that in BP(.), pairs connecting consecutive same-dimension links are traversed
in the ascending order of dimensions. Therefore, the sequence of dimensions tra-
versed by MC is specified by (d )i=0, Where do = 0, and either dj+1 d or dj+1 d +1
(mod k). From now on, we assume only the closed chains restricted to the sequence

of dimensions d;.

Correctness

In the following, we address the correctness of our backup path scheme, i.e., re-
silience to up to k - 1 link failures in k-dimensional hypercubes. To this end, we
need one additional result:

Claim 3.3.6. In any backup path p := BP(£{) at most one pair of links is traversed
in uphill direction.

Proof. If p does not detour any link then the only pair of links, i.e. (Lg+1(t’id)), Lbﬂ({’id))),
is traversed either in uphill or downhill direction, which trivially satisfies the claim.
If p detours some link {’jd, then j < i (by construction). By Property 2, the pair of
links preceding t’jd is traversed in downhill direction. Since p does not detour the
last d-dim link, only the last pair (preceding the last link) is possibly traversed in
uphill direction. O

We can now prove our main result:
Theorem 3.3.7. The scheme BP(.) listed in Term (1) is (k — 1)-resilient.

Proof. In order to show that the scheme is (k — 1)-resilient, we argue that any cycle
of dependencies consists of at least k links. We first show that for every d € [k],
any cycle of dependencies over d-dim links is of length at least k. The backup path
of every link t’id uses only one d-dim link t’i”/l, i’ = i+1 (mod R). Hence, the set of
d-dim links are dependent sequentially. Therefore, having R = [log k] is sufficient
to ensure any cycle of dependencies induced by d-dim links is of length 2% > k.

It remains to analyze the dependency cycles that consist of links in multiple
dimensions. By Definition 3.3.5 and the construction of the MC, such cycles corre-
spond to mixed chains in the k-cube, each having the following properties:

1. Due to the non-descending sequence d; and by Property 1, MC traverses the
sequence of dimensions 1,... k an even number of times, therefore there are
at least 2k traversals.

2. By Property 3, at least k of the traversals are in uphill direction.
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3. By Property 3.3.6, a backup path takes at most one uphill. Meaning, each
dependency contributes at most one uphill traversal to the mixed chain.

Combining (1), (2), and (3), implies that there must be at least k dependencies
in the assumed cycle of dependencies, which concludes our claim. O

3.3.7 Conclusion and Future Work

This section studied the design of algorithms for local fast failover in Segment Rout-
ing networks, subject to multiple link failures. Our main result is a maximally ro-
bust, (k — 1)-resilient algorithm for k-dimensional hypercubes, which can be com-
puted efficiently.

We see our work as a first step and believe that it opens several promising direc-
tions for future research. On the algorithmic side, it would be interesting to extend
the study to algorithms for other graph classes, also providing a minimal number of
segments or requiring a minimal number of forwarding rules. On the practical side,
given that segment routing is ready to be deployed in IPv6 environments, it would
be interesting to study experimental evaluations, which can in turn also refine our
model. In the following, we provide some first directions.

3.3.8 Resilient Segment Routing on General Graphs

It will be interesting to study the complexity of fast rerouting on general graphs,
and develop (approximation) algorithms accordingly. We conjecture that computing
backup path schemes with maximal resiliency is NP-hard on general graphs. In
non-polynomial time, a Mixed Integer Program (MIP) formulation can provide an
optimal solution for general graphs. The following MIP considers the problem of
generating a small number of required segments for the backup paths, and if the
desired resiliency cannot be met, at least maximizes the number of protected links.
We hope that our MIP formulation can aid the community in developing further
backup path schemes, e.g., by using it as a baseline comparison to evaluate the
quality of polynomial runtime algorithms for different graph classes beyond the
hypercube.

More specifically, the MIP presented next will compute an f-resilient backup
path allocation that is optimal in the number of protected links. For completeness
purposes, we consider directed graphs G = (V, E). As our MIP is also concerned with
the number of labels for each backup path, we provide some additional preliminaries
relevant to practical implementations. A backup path in general can be subdivided
into path segments, each being a shortest path between its endpoints: such a path
segment will only need one label on the stack, when the nodes employ shortest
path routing. However, when the network utilizes link weights, some backup paths
cannot be represented by node labels [86]: e.g., if a link on the backup path has
infinite weight, while all other links have unit weight. For these corner cases, we
need to allow single links as items on the label stack, which we denote as tunnel
links: In the worst case, the whole backup path contains only tunnel links. Should a
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tunnel link physically fail, the corresponding label will be popped to prevent stuck
packets (a failed link cannot be traversed), and the respective backup path will be
traversed.

Maximize Z I, (2)
teE
1 ¢ €SP(uz
SP: = (u,2) vl =(u,v)€EEz€eV (3)
0 else
Dy, Xy, Toer Wy, I, € {0,1} ve,t' € EYveV (4)
Dy =0 VEEE (5)
I, wv=s

Z D[1[2 - Z D[1[2 = _Ifl U=t Vfl = (S, t) € E, veV (6)
£=(v,x) £=(x0) 0 else
X, <SPy, Y Diye Vi, €EvEV (7)

teE,t5v
Dflfz < 57);1 + 7}1[2 + Z XZFZ Vet = (S, t), t, €E (8)
veV

dflfz = 0, dflgl =0 Vfl, fz €E (9)
dgl[3 < d[1[2 +1+ (1 - D[ZgS) X 00 Vi, 05,03 € E (10)
dflgz + d[2[l zf +1 vy, 6, €E (11)
Wy = X, vit, € ELvEV (12)
S W¢+ Y Top < LABELS Ve €E (13)
veV t'eE

Armed with the above preliminaries, we can now provide a general overview of the
MIP. Let SP(u, z) be the shortest path between u and z.8 For every link ¢ = (s, t),
we pre-compute constants SP7, each indicating whether the shortest path from
s to z includes ¢ or not. With respect to the logical flow of the formulation, the
MIP first computes a backup path P, = {¢’ € E | Dy = 1} for every link ¢ € E.
Then, for every link ¢’ € P, whose shortest path to ¢ does not take the link itself
(ie. S P;, = 0), the MIP either finds an intermediate node v such that SP}, = 1, or
flags the link as a tunnel link (with 77,4,). As a result, every link of P, either is a
tunnel link or is on the shortest path to a next intermediate node, if not ¢ (i.e. on
a segment). This is imposed by the set of constraints (7) and (8). With constraints
(9) to (11), we ensure an f-resilient backup path selection. Constraint (11) forbids
any cyclic dependency of length < f. At the end, the MIP restricts the number of
segments to the constant LABELS.

Next, we explain each set of constraints and variables more technically.

8Should there be multiple options for shortest paths, we pick them in such a way that each subpath
of a shortest path is again a shortest path.
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+ (2): maximizing the number of protected links. The failure of any subset of
up to f protected links can be tolerated.

« (3): are the pre-computed shortest path trees for all nodes.

« (4): each variable D, is set to 1 if ¢’ is designated to the backup path of ¢
(Pr), otherwise remains 0. Each variable X/}, indicates whether 1) the node
v is a waypoint on P, and 2) ¢’ is on the shortest path from the tail of ¢’ to
v, hence on the backup path. Similarly, 7, indicates whether ¢’ is a tunnel
link on P,. Variables Wy is set to 1 when some node v is used as a waypoint
for P,. Each variable 7, indicated whether ¢ is protected.

+ (6): these constraints enforce the links specified by Dy,. to form a simple path
connecting the endpoints of #;, not using #; (due to (5)).

+ (7), (8): alink ¢, = (x, y) is allowed to be on the the backup path P;,, #; = (s, t)
only if

1. the link £, is on the shortest path SP(x, t) i.e. SP}, = 1;

2. else, anode v € Py, exists s.t. SP(x, v) begins with £, (when &, = 1in
7)),

3. else, the variable 7, is set to 1, which enforces the link ¢, on P, as a
tunnel link.

Therefore at least one of the cases must apply to the pair ¢, £, in order to
have Dy,;, = 1 feasible. Cases 2 and 3 correspond to adding new segments.
Note that the case 3 can trivially hold for any link which would result in
unrestricted number of segments. But latter constraints avoid this in favour
of having fewer segments.

+ (9),(10),(11): here we formulate the all-pairs shortest path sub-problem on the
dependency graph induced by D... Given a feasible assignment, the value of
each d,, is at most the length of the shortest path from x to y. The length
of the shortest cycle of dependencies through each dependency arc (¢, £2) is
constrained by (11).

+ (12),(13): the flag W/ is set to 1 whenever the node v € P, is used as a way-
point for some ¢’ on P,. We restrict the total number of labels (thus, the
number of segments) using the constant LABELS.






Chapter 4

Online Balanced Partitioning

Distributed applications generate a significant amount of network traffic in data-
centers. By collocating nodes (e.g., virtual machines) that communicate frequently
so that they reside on the same clusters (e.g., server or rack), we can reduce the
network load and improve application performance. However, the communication
pattern of different applications is often unknown a priori and may change over
time; hence it needs to be learned online. This paper revisits the online balanced
partitioning problem that asks for an algorithm that strikes a trade-off between
the benefits of collocation (i.e., reduced network traffic) and its costs (i.e., migra-
tions). Our first contribution is a significantly improved deterministic lower bound
of Q(k - £) on the competitive ratio, where ¢ is the number of clusters and k is the
cluster size. The bound holds even for scenarios where the communication pattern
can be perfectly partitioned so that all communications are internal to the clusters.
We match this result with an asymptotically tight upper bound of O(k - £) for this
scenario. For k = 3, we contribute an asymptotically tight upper bound of ©(¢) for
the case where the communication pattern can change arbitrarily over time. We
improve the result for k = 2 by providing a strictly 6-competitive upper bound.

4.1 Introduction

Data-centric applications, from distributed machine learning to distributed databases,
generate a significant amount of network traffic in data centers [164, 178]. The per-
formance of these distributed applications often depends on the performance of the
underlying communication networks [47, 142].

The virtualization of resources in data centers introduces an intriguing oppor-
tunity to reduce network traffic and improve performance. In particular, it becomes
possible to adaptively migrate frequently communicating virtual machines (or con-
tainers) closer to each other, in a demand-aware manner. Such adaptive migrations,
however, come at a cost (e.g., resource and time overhead) and introduce a tradeoff.

71
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This paper studies the algorithmic problem underlying such demand-aware op-
timizations, aiming to strike a balance between the benefits of migrations (e.g., re-
duced network load) and their costs. This is particularly challenging in a setting
where the traffic can be bursty and change over time, in a hard to predict manner,
as it is often the case in practice [21]. We are in the realm of online algorithms and
competitive analysis, and ideally, the algorithm should perform closely to an optimal
offline algorithm without requiring any information about future traffic demands.

4.1.1 Online Algorithms and Competitive Analysis

We measure the quality of the proposed solutions with competitive analysis [33],
which suits well the networking problems that are online by their nature. The se-
quence of requests o is revealed one-by-one, in an online fashion. Upon seeing
a request, the algorithm must serve it without the knowledge of future requests.

We measure the performance of an online algorithm by comparing to the per-
formance of an optimal offline algorithm. For a given sequence of requests o,
let ALG(0),be the cost incurred by a deterministic online algorithm ALG, and let OPT (o)
be the cost incurred by an optimal offline algorithm OPT. In contrast to ALG that
learns the requests one-by-one as it serves them, OPT has complete knowledge of
the entire request sequence o ahead of time. The goal is to design online algorithms
that provide worst-case guarantees. In particular, ALG is said to be a-competitive if
there is a constant f, such that for any input sequence o it holds that

ALG(0) = a - OPT(0) + B.

Note that f cannot depend on input ¢ but can depend on other parameters of
the problem, such as the number of nodes. The minimum « for which ALG is
a-competitive is called the competitive ratio of ALG. We say that ALG is strictly
a-competitive if additionally = 0.

4.1.2 Model

The problem known as online balanced graph repartitioning was introduced by Avin
etal. [19] at DISC 2016. A special variant of the general problem, called the learning
model, was later introduced by Henzinger et al. [107] at SIGMETRICS 2019. In this
paper, we obtain results for both models. We recall their formulation below.

The General Partitioning Problem We are given a set of n nodes, initially ar-
bitrarily partitioned into ¢ € IN* clusters each of capacity k = n/¢ nodes. The nodes
interact in an online manner: we are given a sequence of pairwise communication
requests o = (uy, v1), (U2, v2), (u3, v3), ..., where a pair (u, v;) indicates that nodes u;
and v; exchange a fixed amount of data at time t. We sometimes refer to the nodes
as virtual machines or processes, and we refer to the clusters as servers.

The cost of serving a request (u, v) depends on the relative positions of u and v:
if they reside in the same cluster, the request costs 0, and it costs 1 otherwise. Before
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serving a request, an online algorithm may perform a repartition of nodes. That is, it
may migrate any number of nodes to different clusters while ensuring the number
of nodes in each cluster does not exceed k by more than ek for constant € > 0. We
refer to the extra capacity as resource augmentation. For the most of this paper, we
consider the problem without any augmentation, i.e., € = 0. The cost of migrating a
single node is @ € IN". The goal is to minimize the total cost of repartitions and to
serve the requests. We use the terms “partition”, “partitioning” and “configuration”
interchangeably.

The Learning Variant Consider a variant of the general partitioning problem,
where each pair of nodes either never communicates or they communicate indef-
initely. Once a communication request (u, v) arrives, any algorithm must keep u
and v collocated for the rest of the input sequence. We assume that requests of o
constitute a communication graph that admits a perfect partitioning: a partition-
ing that assigns exactly k nodes to each cluster, and no inter-cluster request ever
occurs in this partitioning. Moreover, an optimal offline algorithm moves to this
partitioning before serving the sequence, and it stays there permanently. The goal
of the algorithm is to learn the communication graph (as it is revealed one edge at
a time) while serving requests without performing too many node migrations. In
the learning model, any two communicating nodes must be collocated, and only the
migration cost is relevant; for simplicity, we may scale it down to & = 1 (our bounds
hold for any a > 1 as well).

4.1.3 Related Work

Closest to our work are those of Avin et al. [19] at DISC 2016 (on the general par-
titioning model) and Henzinger et al. (on the learning model) [107] at SIGMET-
RICS 2019 and SODA 2021 [106]. Recently, a polynomial-time online algorithm
achieving the same competitive ratio as in [19] has been proposed by Forner et
al. [82]. However, the focus of these papers is primarily on models with resource
augmentation: the online algorithm can use slightly larger clusters than the offline
algorithm. Avin et al. showed that their lower bound Q(k) holds even in a scenario
with significant capacity augmentation, and they provided an algorithm with the
competitive ratio O(k log k) using the (2+ €)-augmented cluster capacity. Their ratio
is independent of £, which is impossible without significant resource augmentation.

In contrast, we study the non-augmented setting, where the nodes need to be
perfectly balanced among the clusters. This assumption is more realistic, as it uti-
lizes all the processing capacity of a data center instead of leaving some CPUs idle.
This variant is significantly more challenging, as it is related to hard problems such
as integer partitioning [11]. Not much is known about the setting without augmen-
tation. For k = 2, Avin et al. [19] presented a 7-competitive algorithm with a sub-
stantial (Q(£?)) additive constant. For k > 3, a O(k? - £?)-competitive (phased-based)
algorithm was given by [19]. Later, a more sophisticated analysis by Bienkowski et
al. [28] improved the ratio of the same algorithm to O(2°%) . ¢), which is significant
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due to its linear dependency on £. The best known lower bound is Q(k) [19]. Given
our lower bound of Q(k - ¢) in this paper, the quest for closing the gap remains open.

The problem has also been studied in a weaker model where the adversary can
only sample requests from a fixed distribution [20] over the edges of a ring commu-
nication graph.

The static offline version of the partitioning problem is known as the ¢-balanced
graph partitioning problem, where the entire communication graph is known in ad-
vance, and the task is to partition n nodes into ¢ clusters of capacity n/¢ each, mini-
mizing the number of inter-cluster edges, The problem is NP-complete, and cannot
even be approximated within any finite factor unless P=NP [10]. The static vari-
ant where £ = 2 corresponds to the minimum bisection problem, which is already
NP-hard [90], and currently the best approximation ratio is O(log n) [14, 65, 66, 125,
161, 169].

The studied problem is further related to some classic online problems. In par-
ticular, it is related to online paging [1, 51, 70, 141], sometimes also referred to as
online caching, where requests for data items (nodes) arrive over time and need to
be served from a cache of finite capacity, and where the number of cache misses
must be minimized. Classic problem variants usually boil down to finding a smart
eviction strategy, such as Least Recently Used (LRU) [51]. In our setting, requests
can be served remotely (i.e., without fetching the corresponding nodes to a single
physical machine). In this light, our model is more reminiscent of caching models
with bypassing [EpImLN15, 58, 109]. A major difference between these problems is
that in the caching problems, each request involves a single element of the universe,
while in our model, both endpoints of a communication request are subject to op-
timization. In this light, we can see our model as a “symmetric" version of online
paging. The general problem additionally generalizes symmetric ski rental [116].

Graph partitioning and clustering problems are fundamental in computer sci-
ence and arise in multiple contexts, see [6, 180].

4.1.4 Contributions

This paper presents several new results for the online graph partitioning problem
without augmentation. For both the learning model and the general model, we ob-
tain a lower bound of Q(k - £) on the competitive ratio of any online deterministic
online algorithm (that also holds in the general partitioning model). This improves
over the best known lower bound Q(k) [19] that holds only in the general parti-
tioning model. We complement this result with an asymptotically optimal, O(k - £)-
competitive algorithm for the learning model. We further adjust the lower bounds
to show that the factor of Q(¢) is unavoidable even with significant augmentation.

For the general partitioning model and k = 3, we design an asymptotically opti-
mal O(¢)-competitive algorithm matching the best known upper bound of O(2°%)¢)
given by Marcin et. al. [28]. The case of k = 3 exhibits properties which we exploit
for an alternative and simpler analysis. The generalized lower bound Q(k - ¢) for
the learning model holds also in the general model. We adjust the lower bound
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construction to show that the factor of Q(¢) is unavoidable with significant aug-
mentation also in the general model. We further present a strictly 6-competitive
algorithm for k = 2 that improves upon the previous 7-competitive algorithm with
O(at?) additive constant. All algorithms in this paper have a strict competitive ratio
(cf. Section 4.1.1), which improves over previous results with substantial additive in
terms of (a - k - £). Table 4.1 provides an overview of our contributions compared
to prior work.

Variant Lower bound Upper bound

Learning, k =3 Q(k¢), e = 0 (Thm. 4.3.1)  O(k¢), € = 0 (Thm. 4.3.4)
tlog k), e< = [106] O(tlogk), e < 1 [106]

Learning, k =3 Q <3

(

(
Learning, k =3 Q(¢),e < 1/3 (Thm. 4.3.2) O(logk), e > 1 [106]
General, k =3  Q(f),e = 0 (Thm. 4.4.1) O(t), e = 0 (Thm. 4.4.3)
General, k=2 3,e=0[19] 6, € = 0 (Thm. 4.4.6)
General, k >3 Q(kf), e = 0 (Thm. 4.4.1)  0(2°0¢), ¢ = 0 [28]

Table 4.1: Overview of our contributions and known results on the deterministic
online partitioning problem.

4.2 Preliminaries

We say that an assignment of nodes to clusters is a partitioning of nodes, and it
represents the configuration of the algorithm. The reconfiguration or migration of
nodes is a repartitioning operation. We say that nodes are collocated if they reside in
the same cluster in the current partitioning. An algorithm serves a communication
request between two nodes either locally at cost 0 if they are collocated, or remotely
at cost 1 if they are located in different clusters. We refer to these two types of
requests as internal and external requests, respectively.

We often refer to the graph structure of the request sequence. Precisely, we
say that a set of nodes belong to a communicating component if there exists a path
between them in the communication graph of requests issued so far. We say that
a communicating component is a singleton if it contains exactly one node, and we
refer to this node as an isolated node. For each node, we say that its origin is the
cluster that the node belonged to in the initial partition. For any component of nodes
C that were collocated in the initial partition, let I(C) denote the cluster where all
nodes of C resided initially.
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(a) Initial Configuration (b) OPT’s Configuration (c) ALG’s ith Configuration
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Figure 4.1: Large rectangles represent clusters. Nodes are shown in gray circles, and
gray rectangles represent components. Both ALG and OPT start in the configuration
(a). OPT performs only two swaps and ends up at the configuration (b). At the
beginning of the ith iteration, ALG is in the configuration (c) before evicting the ith
pivot node x; from the cluster of component B.

4.3 The Learning Model

We consider the learning variant of online balanced graph partitioning problem.
First, we show a surprisingly high lower bound of Q(k - ¢) against deterministic
algorithms for k = 3. The lower bound holds also in the general partitioning model
(see Theorem 4.4.1 for details). Second, we provide a deterministic algorithm that
asymptotically matches this lower bound for the learning model.

4.3.1 Lower Bound

Overview of the construction At each time step, we issue a new request,
depending on the configuration of the online algorithm. First, we issue requests
between k — 1 nodes of some arbitrarily chosen cluster, and we refer to this com-
municating component as B. In any partitioning, the communicating component
B is collocated with exactly one isolated node, called the pivot. Second, we issue a
request between the pivot and an arbitrarily chosen node from a different cluster.
Any algorithm must collocate these nodes (recall that we consider a learning vari-
ant), and it must place them in a different cluster than B’s (otherwise, its capacity
would be violated). Note that after collocating them, another isolated node must
the take place of the pivot. Third, we issue the request between the new pivot and
an arbitrarily chosen node from the same cluster of origin as the pivot. We repeat
the last step of the construction O(k - ¢) times (exact condition to be determined),
using the node isolated node collocated with B as a new pivot. The algorithm pays
1 per each such request.

We claim that this sequence is cheap to serve offline. Roughly, if an offline algo-
rithm would reside in the initial configuration, only the requests between x; and y;
would be external, and all the subsequent requests would be free. Consider an of-
fline strategy that collocates xg, yo by swapping them with some initially collocated
nodes x*, y* that did not participate in any request. To make sure that such a pair
always exists, we stop repeating the requests concerning the pivot while there are
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still two isolated nodes collocated on some server. We illustrate the construction in
Figure 4.1.

Theorem 4.3.1. Any deterministic online algorithm for the learning model of online
balanced graph partitioning and k = 3 has the competitive ratio of at least (k - 2)(£ -
1)/2 - 2.

Proof. Fix any online algorithm ALG. Initially, all nodes are isolated, i.e., each node
is in a singleton communicating component. We issue requests one-by-one, in re-
action to ALG’s choices.

1. Component B. We issue requests among k — 1 nodes in an arbitrary cluster,
and we refer to these nodes as a communicating component B. In any feasible
partition, a single isolated node must be collocated with B (each cluster hosts
exactly k nodes). We refer to the isolated node collocated with B at any time
as the pivot node. Let x; denote the first pivot node.

2. Request between nodes originating from different clusters. We issue a
request between xy and an arbitrarily chosen isolated node yy. This leads to
the eviction of xy (otherwise, the algorithm incurs an arbitrarily large cost,
while the optimal strategy is to collocate all communicating pairs). Hence,
ALG must collocate this pair in a different cluster (cannot collocate it with B).
In order to maintain a feasible partitioning of nodes after collocating {xo, o},
ALG must replace x, with another isolated node, the new pivot node.

3. Requests between nodes originating from the same clusters. We con-
tinue to issue requests between the current pivot node and any node with
the same origin as the pivot. Consider the i-th such request, and the iso-
lated node x;, collocated with B. Precisely, we issue a request between x;
and some node in C;, where C; is the largest communicating component
s.t. I(C)) = I(x;), Ci # {x0,Yo}. Then, ALG must collocate the communicat-
ing component {x;} u C; in one cluster, and again, the algorithm replaces x;
with some isolated node x;,;. We terminate the process once the number of
remaining isolated nodes is smaller than ¢ + 3. At each step i, the number of
isolated nodes decreases either by one, or it decreases by two if C; is a sin-
gleton. Therefore, once the process terminates, at least £ + 1 nodes remain
isolated.

To assure the correctness of this input sequence, we claim that the communi-
cating components admit a feasible partition. Once we terminate, there are at least
¢ +1isolated nodes left (the number of isolated nodes decreases at most by 2 at each
step). Therefore, two isolated nodes x* and y* exist with the same cluster of origin,
I({x"}) = I({y"}). Consider a partition P*, obtained from the initial partition after
swapping xp and y with x* and y”, respectively. In P*, the pair {x, yo} resides in
the cluster I({x", y*}). After the first request {xg, yo}, the requests are issued only
between nodes originating from the same cluster, and all of these are collocated in
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P*. This implies that no request is external in P*, and we conclude that it is a feasible
partition.

We bound the cost of ALG on the produced request sequence. At each request
issued at step (3) of our construction, some communicating component grows, and
ALG performs at least one swap. Let S be the set of all communicating components
created by issuing requests at step (3) of the construction. Each component S € S
grew exactly |S|- 1 times, each time joining an isolated node, and hence the number
of nodes ALG swaps is at least

ALG = Y (IS - 1) =[] S| - IS].

SeS

In total, | J S contains all the k - £ nodes excluding k — 1 nodes of B, the 2 nodes
in {x, yo} and at most ¢ + 2 singletons, which amounts to at least k- £ -k -¢ -3
nodes. The set S consists of at most £ - 1 components, one per possible cluster of

origin excluding B’s cluster of origin. Hence, the total number of swaps performed
by ALG is

ALG = || JS|-IS|=k-t-k-20-2=(k-2)(-1)-4.

Finally, we bound offline algorithm’s cost for the constructed sequence of re-
quests. Consider an offline algorithm OPT that moves to P* (described earlier in
this proof) by performing only two node swaps. As argued earlier, no communi-
cating component is split in P* and OPT pays only for the two swaps. We com-
bine the above arguments to conclude that the competitive ratio is bounded by
ALG/OPT = (k - 2)(¢£ - 1)/2 - 2. O

We note that the lower bound requires k = 3. In contrast, for k = 2 the learning
problem is trivial: immediate collocation of communicating pairs is 1-competitive.
In contrast, the general partitioning problem for k = 2 is non-trivial (see Sec-
tion 4.4.4), a lower bound of 3 is known [19], and we provide a 6-competitive al-
gorithm, see Section 4.4.4.

Later in Section 4.4.1, we elaborate on how to transform this construction to
a lower bound for the general partitioning problem.

4.3.2 Lower Bound for Algorithms with Resource Augmentation

The majority of work on the online balanced partitioning problem so far [19, 106,
107] focuses on the scenario with resource augmentation, where the cluster capacity
of an online algorithm is larger than that of the optimal offline algorithm to which
we compare the performance. We say that an online algorithm uses augmentation
€ > 1if each of its clusters has the capacity of € - k nodes. The number of all nodes
remains k - £.

By using a variant of the lower bound construction from Theorem 4.3.1, we show
a lower bound of Q(#) that holds even with significant resource augmentation.
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Theorem 4.3.2. With resource augmentation strictly smaller than k/3 (i.e, € < 1/3),
the competitive ratio of any deterministic online algorithm for the learning model of
online balanced graph partitioning is in Q(?).

Proof. Fix k divisible by 3, and construct 3 communication components of size k/3
in each cluster. Consider any deterministic online algorithm with resource aug-
mentation € < 4/3. Note that no more than 3 such communication components fit
in one cluster. Then, apply the construction from the lower bound for k = 3 (Theo-
rem 4.3.1), treating these communication components as individual nodes. The cost
of any algorithm (including the optimal offline algorithm) scales up by k/3 due to
the increased cost of moving entire components instead of individual nodes, and we
conclude that the lower bound Q(¢) holds. O

4.3.3 Upper Bound

We present an asymptotically optimal algorithm PPL (Perfect Partition Learner) for
the learning model. The algorithm is a modification of the algorithm DET from [19].
The difference is in the choice of partition after a component merge. In DET, the
choice of the partition was arbitrary, whereas our algorithm chooses an arbitrary
partition closest to the initial partition that keeps all communicating nodes collo-
cated. The algorithm PPL is listed in Algorithm 4.1.

To maintain the feasibility of the solution, the algorithm maintains components
of communicating nodes. Initially, all nodes are in their own component, and upon a
request between two nodes from different components, we merge the components.
We maintain an invariant that the nodes of each communicating component are
collocated. We say that a partition that collocates all nodes of all communicating
components is a communicating component respecting partition.

Perfect Partition Learner On each inter-cluster request {u, v}, PPL creates new
components by merging the two components that contain nodes u and v. In order to
collocate nodes of the new component, PPL moves to a communication component-
respecting partition that minimizes the distance to the initial partition P;. We mea-
sure the distance between two configurations in the number of swaps to transform
one configuration to the other. The distance to the initial partition is equivalent to
the number of nodes that migrated from their cluster origin. Algorithm 4.1 describes
the scheme of the algorithm.

Analysis Fix a request sequence o, the initial partition P; := {I},...,I;} and an
optimal offline strategy OPT with the final partition Popr. For each partition P =
{Cy, ..., C;} we define its distance from the initial partition as the number of nodes in
P that do not reside in their initial cluster. Observe that at least A(P) node migrations
are required in order to reach the partition P from P;, and thus OPT(c) = A(Popr).
PPL replaces the current partition P with a perfect partition closest to Py, thus it
never moves to a partition that is more than A* : = A(Popr) migrations away from P;.
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Algorithm 4.1: Perfect Partition Learner (PPL)

input :Parameters k, £ > 0, request sequence o, initial partitioning P;
output: Perfect partitioning Pr

1 for each node v do

2 L create a singleton component C, = {v} and add it to C.

for each request o; = {u,v},1 =<t < N do
Let C; 3 uand C; 3 v be the components containing u and v, respectively.
if C; # C, then
Merge C; and C, into one component C’ and C = (C\ {C;, G})u {C'}.
if C; and C, are not collocated then
L Move to a partitioning closest to P; and respecting all components in
C.

w N A G e W

Consequently, PPL never moves to a partition beyond the distance A*. We use this
property to bound the cost of each repartitioning of PPL.

Property 4. Let P be any partitioning chosen by PPL at any time. Then, A(P) = A".

Lemma 4.3.3. The cost of each repartitioning by PPL is at most 2 - OPT(c), where
OPT(0) is the cost of an optimal offline algorithm for the request sequence o.

Proof. Let P; denote the partition of PPL immediately after serving o;, the request
that arrives at time t. Consider the repartitioning that transforms P;_; to P; upon
the request ;. Let M c V denote the set of nodes that migrate at t. Let M~ and
M™ denote the subset of nodes that, respectively, enter or leave their initial cluster
during the repartitioning. In total, M™ and M~ account for all migrations, M =
M uM.

Since at least |M~| nodes are not in their initial cluster before the repartition-
ing (i.e., in P;_;), the distance from P; before the repartitioning is A(P;-1) = |M7|.
Analogously, the distance after the repartitioning is A(P;) = |M*|. Thus, |M| <
A(P;-1) + A(P;). By Property 4, A(P;-;) = A" and A(P;) = A". Since A" = OPT(0),
we conclude that the total cost of the algorithm is |M| < 2 - OPT(0). O

Theorem 4.3.4. PPL is (2(k — 1) - £)-competitive.

Proof. Let Pr := {Fy,..., F;} be the partition of PPL after serving the sequence o. At
each request, the algorithm enumerates all communicating component-respecting
¢-way partitions of components that are in the same (closest) distance to P;. That
is, once it reaches a partition P at distance A" = A(P), it does not move to a partition
P’ where A(P’) > A" before it enumerates all partitions at distance A*. Hence, Pr is
at distance at most A" = OPT(o) from the initial partition.

We claim that PPL performs at most (k- 1) - £ repartitions while serving o. Each
component begins as a singleton, and with each request, the size of some component
increases by one. Consequently, the number of repartitions of PPL is bounded by
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the number of times the components grow. Consider any cluster F; € Pr. Each
cluster has the capacity k, thus the total number of times a component in F; grows
is at most ), ¢, (|C| - 1) < k - 1. Summing this bound over all ¢ clusters gives us at
most (k - 1) - £ repartitions.

By Lemma 4.3.3, each repartitioning costs at most 2 - OPT(c). The total cost of
PPL is thus at most 2 - (k - 1) - £ - OPT(o), which implies the claimed competitive
ratio. O

By Theorem 4.3.1, the lower bound for the competitive ratio of any deterministic
algorithm is Q(k - £), and we conclude that PPL is asymptotically optimal.

Note on running time Since the component sizes are in O(n), computing a component-
respecting partition for £ = 2 is feasible in polynomial time using dynamic program-

ming [20], but is strongly NP-hard for ¢ > 2 [91]. However, we assume unlimited
computational power and focus on competitiveness instead.

4.4 General Partitioning Model

In this section, we discuss the general online model where the request sequence
can be arbitrary. First, in Section 4.4.1, we show a lower bound of Q(k - £) by gen-
eralizing the construction for the learning model from Section 4.3.1. Second, we
generalize the lower bound for resource augmentation from Theorem 4.3.2. Third,
in Section 4.4.3, we show an O(k - £)-competitive algorithm for k = 3. Finally, in
Section 4.4.4, we show a strictly 6-competitive algorithm for k = 2.

4.4.1 Lower Bound

We generalize the lower bound construction of for the learning model in two di-
mensions. Recall that in the learning model, algorithms by assumption collocate
any pair as soon as they communicate. Hence, we cannot apply the lower bound
construction of Theorem 4.3.1 directly since algorithms may resist collocating such
nodes. For the first dimension of our generalization, we impose a collocation by
defining ground sets of nodes. Nodes that are assigned to the same ground set com-
municate as long as they are separated. For the second dimension of our general-
ization, we iterate the construction in batches. Repeating batches ensures that the
input sequence with the claimed ratio can be arbitrarily long, and the algorithm
cannot have a small competitive ratio with a large additive. After each batch, we
ensure that the online algorithm resides in the same configuration as the optimal
offline solution. A single batch resembles the construction from Theorem 4.3.1, but
in place of each request, we reveal a ground set: once the online algorithm splits a
revealed set, we issue as many requests as it takes for it to collocate the split parts.

We start by revealing a ground set B of size k-1 in an arbitrary cluster. Then, we
reveal a cross-origin ground set with the pivot (the node collocated with B). Then,
we repeatedly reveal ground sets of the current pivot and a node originating from
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the same cluster as the pivot. We repeat the last step of the construction O(k - ¢)
times (exact condition to be determined), using the isolated node collocated with B
as a new pivot. The algorithm swaps at least one node at each such step.

We claim that this sequence is cheap to serve offline. Roughly, if an offline algo-
rithm would reside in the initial configuration, only the requests between xy and y,
would be external, and all the subsequent requests would be free. Consider an of-
fline strategy that collocates xy, yy by swapping them with some initially collocated
nodes x*, y* that do not participate in any request. To make sure that such a pair
always exists, we stop repeating the requests concerning the pivot while there are
still two isolated nodes collocated on some server.

Ground sets We construct our lower bound using ground sets. Instead of di-
rectly constructing the request sequence, we construct ground sets of nodes that
start communicating if split by the online algorithm. This is possible since the algo-
rithm is deterministic, and the adversary knows its configuration at any time. If the
algorithm insists on keeping a ground set split, we continue to issue requests be-
tween non-collocated nodes of the ground set until the algorithm collocates them.
Under such a request sequence, the algorithm must maintain a perfect partition of
ground sets, as otherwise, it is not competitive. The ground sets are initially un-
known to the algorithm, and the perfect partition is hidden from it. In contrast, the
optimal offline algorithm knows the entire sequence in advance and may move to
the perfect partition at the beginning.

Theorem 4.4.1. Any deterministic online algorithm for the general model of online
balanced graph partitioning has the competitive ratio at least (k - 2)(¢ - 1)/2 - 2.

Proof. Fix any deterministic online algorithm ALG and any optimal offline algo-
rithm OPT. We construct a sequence for the general model in batches of requests
that can be repeated arbitrarily many times.

We construct the first batch by repeating the construction from Theorem 4.3.1,
where in place of a request (u, v), we merge the ground sets of u and v. This ensures
that the algorithm collocates all nodes from each communicating component. If the
algorithm does not collocate the nodes, it is not competitive as it pays an arbitrarily
large cost for split ground sets. By the construction from Theorem 4.3.1, there ex-
ists a partitioning that collocates all the ground sets, and therefore any competitive
algorithm eventually moves to such configuration.

After the batch finishes, we force the algorithm to move into the partitioning
that is identical to OPT’s partitioning. Let {Cy, C;, ..., C;} be OPT’s configuration at
this point. We reveal additional ground sets C; for i € [1, £] (i.e., containing all nodes
that OPT has collocated). Note that these requests are free for OPT, and therefore
OPT does not change its configuration. The batch ends once the algorithm moves
to OPT’s configuration.

Once the algorithm reaches OPT’s configuration, we issue the next batch by
repeating the construction. We may repeat issuing batches this way an arbitrary
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number of times. By applying similar reasoning to the proof of Theorem 4.3.1, in
each batch the algorithm performs at least (k - £ — k — 2¢ - 2) swaps, each for cost
a. OPT performs at most two swaps in each batch. The competitive ratio from
Theorem 4.3.1 holds for each batch separately, and therefore it holds for the entire
sequence. O

4.4.2 Lower Bound for Algorithms with Resource Augmentation

We generalize the lower bound for the learning model (Theorem 4.3.2) to show that
the factor of Q(¢) is unavoidable even with significant augmentation.

Theorem 4.4.2. Any deterministic online algorithm with resource augmentation smaller
than 4/3 for the general model of online balanced graph partitioning is Q(f)-competitive.

Proof. Fix k divisible by 3, and construct 3 ground sets of size k/3 in each cluster.
Consider any deterministic online algorithm with resource augmentation 1+1/3 - €.
Note that no more than 3 such ground sets fit in one cluster. Then, apply the con-
struction from the lower bound (Theorem 4.4.1) for k = 3 using these communi-
cation components treating them as individual nodes. The cost of any algorithm
(including the optimal offline algorithm) scales up by k/3 due to increased cost of
moving entire ground sets instead of individual nodes, and we conclude that the

lower bound Q(¢) holds. O

4.4.3 Optimal Algorithm for Clusters of Size 3

For the setting with k = 3, Avin et al. [19] obtained a O(£?)-competitive algorithm.
Their algorithm keeps track of external communication between nodes, and upon
reaching a threshold « (the cost of migrating a node), we call the edge between them
saturated. The algorithm keeps the invariant that the endpoint nodes of each satu-
rated edge are collocated, and to this end, the algorithm tracks connected compo-
nents consisting of nodes reachable via saturated edges. To collocate the nodes, the
algorithm moves to an arbitrary partition where all nodes of all connected compo-
nents are collocated. The algorithm operates in phases, and if no partition satisfying
the invariant exists, it resets the counters for all pairs of nodes.

The algorithm ALG; presented in this section is a modified version of this algo-
rithm. The difference is in the choice of partition after a component merge. Their
algorithm chooses the partitioning arbitrarily, and our algoritm chooses the parti-
tion closest to the current partition (a repartition of minimum cost).

Our modification of the algorithm is straightforward, and our main contribution
is an improved analysis of the algorithm. A straightforward analysis of our algo-
rithm results in the bound O(¢?), and we improve the analysis two aspects. First, we
observe that the cost of each of O(¢) reconfigurations per phase is constant. Second,
we deal with pairs of nodes that do not reach the threshold a (unsaturated edges).
In the analysis of the algorithm from [19], these caused an additive O(a - k? - £2).
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In our analysis, we observe that either the number of unsaturated edges is small,
or any algorithm pays for a significant fraction of them. We bound the cost of the
latter by estimating the capabilities of the optimal offline algorithm to prepare for
an incoming sequence of requests.

Saturated components We say that the pair (u, v) is saturated if the counter’s
value is a, and unsaturated otherwise (saturation of a pair leads to a merge action).
We say that a partition that collocates all nodes of all saturated components is a sat-
urated component respecting partition.

The algorithm ALG; For each pair of nodes {x, y}, ALG3 maintains a counter
Cix,y} and increments it on every external request between x and y. Initially, each
node is isolated (belongs to its own component). Once Cy,,} = @, ALG3 merges the
components of u and v, and moves to the closest saturated component respecting
partition. If no such partitioning exists, ALG3 resets all components to singleton
components, resets all counters to 0, and ends the phase.

Theorem 4.4.3. ALG; is 60¢-competitive for k = 3.

Before bounding the competitive ratio of ALG3, we upper-bound the cost of
a single repartition of ALGs. In our analysis, we distinguish between three types
of clusters: Cy, C; and Cs. In a cluster of type C;, the size of the largest component
contained in this cluster is i.

Lemma 4.4.4. In a single repartition of ALGs, it swaps at most two pairs of nodes.

Proof. If no saturated component respecting partition exists after the merge of com-
ponents, then ALGs resets all components, ends the phase, and performs no repar-
tition. Thus it suffices to show that the merged component has a size at least 4 to
conclude that ALGs incurs no migration cost.

Consider a request between u and v that triggered the repartition and let U and
V be their respective clusters. The request triggered the repartition, hence it was
external and U # V. We consider cases based on the types of clusters U and V.

1. If either U or V is of type Cy, then this cluster can fit the merged component,
and the repartition is local within U and V, for the cost of at most 2 swaps.

2. If either U or V is of type Cs, a component of size 3 participates in a merge,
and we have a component of size at least 4, and ALG3 ends the phase with no
repartition.

3. It remains to consider the case where both U and V are of type C,. If (u, v)
both belong to components of size 2, then the merged component has size 4,
and ALGs; incurs no cost. Otherwise, if one of u, v belongs to a component
of size 2, then it suffices to swap components of size 1 between U and V.
Finally, if u and v belong to components of size 1, then we must place them
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in a cluster different from U and V. Note that if C;-type cluster does not exist,
then no saturated component respecting partitioning exists. Otherwise, ALG3
performs two swaps — it swaps the nodes u and v with any two nodes of any
cluster of type C;.

In each case, we showed that a saturated component respecting partition is reach-
able in at most two swaps. O

Next, we observe that ALG3; keeps saturated edges internal, and it increases
counters only upon external communication, thus we upper-bound the ALG3’s counter
value for each unsaturated edge in any phase.

Observation 4.4.5. The external request counter for each unsaturated edge has a
value at most a - 1.

Now we are ready to bound the competitive ratio of ALGs.

Proof of Theorem 4.4.3. Fix a completed phase, and consider the state of ALG3’s coun-
ters at the end of it (before the reset). By o we denote the input sequence that arrived
during the phase. We consider the incomplete phase later in this proof.

In our analysis, we focus on the requests that were external to ALG; at the
moment of their arrival; these are the only requests that incur a cost for ALGs.
We denote these external requests by o.o5;. We partition the sequence o5 into
subsequences o7 and op. The sequence oy (inter-component requests) denotes the
requests from o,,; issued to pairs that belong to the same component of ALGs at the
end of the phase. The sequence oj (extra-component requests) denotes the requests
from o, that do not appear in o;. Let ALG3(M) denote the cost of migrations
performed by ALGs in this phase.

First, we bound the cost of ALG5 in the phase. During the phase, ALG3 performs
at most 2¢ component merge operations — exceeding this number would mean that
a component of size 4 exists, and the phase would have ended already. We bound the
cost of each repartition after a merge by Lemma 4.4.4, obtaining ALG3(M) < 8a - £.
We bound ALGs(o7) by summing the intra-component counters of each cluster at
the end of the phase. The sum of intra-component counters in a cluster of type
Cs is at most 3« — 1: two pairs of nodes from the component are saturated and its
counter is « each, and the counter of the third, unsaturated pair is at most a - 1 by
Observation 4.4.5. The sum of counters inside C; is 0, and inside C; it is «. Summing
over all ¢ clusters gives us ALGs3(07) = (3a - 1) - £ < 3« - £. Furthermore, ALG3 paid
for all requests from o, and thus ALG3(0g) = |og|. In total, the cost of ALG; is at
most ALGs(o7) + ALG3(0g) + ALG3(M) < 11a - £ + |og| during the phase.

Second, we lower-bound the cost of the optimal offline solution. To this end, we
fix any optimal offline algorithm OPT. By OPT(o;) and OPT(of) we denote the cost
of OPT on requests from sequences o7 and o, respectively. Note that these costs are
defined with respect to components of ALGj in this phase. By OPT(M) we denote
the cost of migrations performed by OPT in this phase.
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The cost of OPT is lower-bounded by the cost of serving o7 and the cost of
serving op. While serving these requests, OPT may perform migrations, and we
account for them in both parts: we separately bound OPT by OPT(o;) + OPT(M)
and OPT(og) + OPT(M). Combining those bounds and using the relation between
the maximum and the average, we obtain the bound

OPT = max{OPT(q7) + OPT(M), OPT(o%) + OPT(M)}
> (OPT(o7) + OPT(M))/2 + (OPT(cg) + OPT(M))/2.

First, we show OPT(M) + OPT(o7) = a. Assume that OPT’s partition is fixed
throughout the phase (as otherwise OPT pays a for a migration). The phase ended
when the components of ALG3 could not be partitioned without splitting them.
Hence, for every possible partition of OPT, there exists a non-collocated saturated
pair, and OPT paid for a requests that saturated the pair.

Next, we bound OPT(og) + OPT(M). The sequence oy accounts only for unsatu-
rated edges, thus by Observation 4.4.5, there are at most a -1 requests to each pair in
og. OPT may have at most 3¢ pairs of nodes collocated in its clusters, and thus avoid
paying for 3¢ - (a - 1) requests from or. Hence, at least y := |og|-3¢- (- 1) requests
from of are external requests with respect to OPT’s configuration at the beginning
of the phase. Faced with these requests, OPT may serve them remotely or perform
migrations to decrease its cost. By swapping a pair of nodes (u, v), OPT collocates
u with two nodes v/, 4", and v with two nodes v/, v”. This may allow serving
requests between (u, v’), (u, u”’), (v, v’) and (v, v”’) for free afterward. Hence, by
performing a single swap that costs 2, OPT may avoid paying the remote serving
costs for at most 4(a - 1) requests from og. The total cost of OPT is then at least

OPT(og) + OPT(M) = y - 2 > @ -2a-t.
4a-1) 2

Finally, to bound the competitive ratio, we transform the above inequality in
the following way: |og| = 2(OPT(og) + OPT(M)) + 4« - £. For succinctness, let £ :=
OPT(og) + OPT(M). Combining the bounds on the cost of ALG3; and OPT during
each finished phase, the competitive ratio is

ALG;(0) . 11la - £ + |og| . 30a-£+4-¢&

< < < 30¢.
OPT(o) al2+ &2 a+é

It remains to consider the last, unfinished phase. First, consider the case where
the unfinished phase is also the first one. Then, we cannot charge OPT due to the
inability to partition the components. Instead, we use the fact that ALG; and OPT
started with the same initial partition. If the input finished before the first & external
requests, then ALGs3 is 1-competitive. If at least « external requests were issued, then
OPT either paid a for serving them remotely or paid « for a migration. Charging
this cost to OPT serves the purpose of charging « at the end of a finished phase, and
thus we can apply the reasoning as for a finished phase. Second, consider the case,
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where there are at least two phases. Then we split the cost a of OPT accounted in the
penultimate phase into the last two phases, and we repeat the analysis of a finished
phase. This way, the competitive ratio increases at most twofold in comparison to
a finished phase, and the competitive ratio is ALG3(0)/OPT(o) < 60¢. O

Note on Arbitrary Capacity The presented algorithm assumes the servers have
capacity 3. The challenge in generalizing beyond this fixed capacity lies in bounding
the cost of finding the closest saturated component respecting partition. For the
capacity k = 3, we bound the cost of each reconfiguration by enumerating all cluster
possibilities. We argue that the reconfiguration for k = 3 impacts only a constant
number of clusters, and its cost is bounded only in terms of k, independently of ¢.
The major challenge at the time of our work was bounding the reconfiguration cost
independently of ¢, which was later addressed by by Bienkowski et al. [28].

Distributed implementation While we have described the algorithm globally
so far, we note that it allows for efficient distributed implementations. The algo-
rithm performs two types of operations that require communication with other
clusters: a component merge, and a broadcast of the end of the phase. We say
that a cluster containing 3 isolated nodes is fresh. A merge of two components may
require finding a fresh cluster (for details see the proof of Lemma 4.4.4). In the fol-
lowing, we show how to efficiently find a fresh cluster in a distributed manner. We
organize the clusters into an arbitrary rooted balanced binary tree, and we broad-
cast the root to each cluster. Each cluster maintains the counter of fresh clusters
in its subtree. To find a fresh cluster, we traverse an arbitrary path of non-zero
counters from the root. Upon encountering a fresh cluster, we end the traversal and
decrease the counters on the followed path by 1. Summarizing, ending the phase
requires a single broadcast, and merging components has O(log £) communication
complexity.

4.4.4 Improved Algorithm for Online Rematching

In this section, we present RM, an algorithm for clusters of capacity k = 2. We
interpret a pair of nodes collocated in one cluster as a “matched” pair. Hence, the
problem is an online variant of the maximal matching problem where a matched
pair can separate in order to “rematch” with two other nodes. Rematching is neces-
sary for maximizing intra-cluster communications, which is equivalent to minimiz-
ing inter-cluster communications. This is known as the online rematching problem,
and a non-strict 7-competitive algorithm is already given by [19], in which the ratio
comes with an additive factor O(a£?). We do not only improve upon their com-
petitive ratio, but also we show that our ratio holds strictly (i.e., with no additive
factor).
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Our algorithm is slightly simpler than the one in [19], while our analysis is
simpler and more concise. In the analysis of the algorithm, we propose a novel
charging scheme for edges that share a vertex.

Algorithm ReMatch The algorithm ReMatch (RM) maintains a counter C, .,
for each pair of nodes {x, y} and increments it on every remote request between
x and y. Once Cy, ) = 4, it resets the counter Cy, ) := 0 and collocates the two
nodes by swapping one of them, say x, with the node collocated with y.

Theorem 4.4.6. For A = a, the algorithm RM is strictly 6-competitive.

Figure 4.2: Dashed lines represent external requests. An arrow from node x to node
y indicates that x replaces y. In the left configuration, OPT collocates 4 pairs by
performing 4 migrations, which results in the right configuration.

The charging scheme We charge both OPT and RM whenever RM collocates
a pair. RM collocates a pair always with a swap which costs 2a, while OPT may
save some costs by collocating multiple pairs at once. Thus it pays the price of only
one migration per pair (see Figure 4.2). Therefore, OPT possibly collocates a pair by
moving one node to the cluster of the other node paying only «, in contrast to the
swapping cost 2« incurred by RM.

Consider two pairs that share the same node, i.e., intersecting pairs, and the set
of requests that cause (first) collocations of these pairs. This set contains at least one
request to each pair, and OPT must pay a non-zero cost over requests in this set, as
it cannot have both pairs collocated at the same time. However, we can charge this
cost to OPT only the first time RM collocates a pair and not at any later time when
RM collocates it a second time. Otherwise, OPT is possibly charged for the same
cost repeatedly. For this reason, we charge OPT a cost inflicted by a pair if and only
if OPT incurs that cost after the last time RM separates the pair.

Proof of Theorem 4.4.6. Fix an input sequence of requests o := {01, ..., 0,y }. Assume
that RM collocates a pair {u, v} at time ¢. The value of Cy, . at t, denoted C{tu’ o)
reaches A immediately before RM resets the counter. For any interval [#, t;], by
0(x,y}[11, t2] we denote the set of all requests to a pair {x, y} that arrive during [, £, ].
We may use oy, whenever the interval [#;, ;] is clear from the context.

If t is not the first time that RM collocates {u, v} then let 0 < t’ < t be the
latest time when RM separates {u, v} in order to collocate some intersecting pair

{x,y} # {u, v}, {x, y}eut{u, v} # @, eg, {x,y} = {u, w}. Else, t is the first time
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that RM collocates {u, v} and let ¢/ := 0. Similarly, if ¢’ > 0 is not the first time
that RM collocates {u, w} then let 0 < t”/ < t’ be the latest time before ' when
RM separates {u, w}. Else, t’ is the first time that RM collocates {u, w} and we let
t” =0.

First, we bound costs incurred by RM for requests that lead to the collocation
of {u, v} at time ¢t € T, where T := {7 € [1,m] | I{x, y} : C{Tx,y} = A} is the set of
times when RM performs a collocation. By definitions of ¢ and ¢/, the overall cost
of requests in oy, ) incurred by RM, i.e., the total cost of remote serving and the
moving cost is A + 2a.

Next, we bound costs incurred by RM for requests that do not lead to colloca-
tions until the end of the sequence at t = m. Assume {u, v} is not collocated at
t=mand0 < C o < A, which means RM pays C’" for requests in oy, (¢, m].
Then the total cost incurred by RM is

RM(o) = Z (A +2a)+ Z C{uv}

teT {uv}

Next, we bound costs incurred by OPT for requests that lead to the collocation
of {u, v} at t € T. If t is the first time that RM collocates {u, v}, then OPT pays A for
serving requests in oy, 1[0, t] (remotely), or & for collocating the pair and serving
(some of) the requests with cost zero. Therefore, in this case, OPT(0y,,.}(0,t]) =
min {4, «}. Otherwise, it is not the first collocation and consider times ¢’ and ¢
as defined previously, and let R; := oyy, ) (t”,t'] U 0y, 0}(t, t]. We define Ry for
the collocation at ¢’ analogously (see Figure 4.3). Then, OPT(R;) = OPT(oy,,.w}) +
OPT(0¢y,0})-

Ry

t:// O{u,w} l:f/ O{u,v} It
Ry

Figure 4.3: Illustration of the timeline used in the proof of Theorem 4.4.6. The set
R; consists of requests to the pairs {u, w} and {u, v}, which arrive in the interval
(t”, t]. Similarly, R consists of requests to {u, w} and some other pair irrelevant to
the analysis. Hence, requests to {u, w} are contained in both sets, and they arrive
in (¢”, '] highlighted in red thick line.

If OPT has both pairs separated during their respective intervals, then clearly
it pays 24 in those intervals. Note that (trivially) OPT cannot have both pairs collo-
cated at the same time. Else, OPT has one of the pairs, say {u, v}, already collocated
prior its respective interval, (¢/, t], and keeps it so during this interval. Then it pays
zero for requests to this pair. Hence, it pays « for collocating the other pair, in this
case {u, w}, or it pays A for serving requests in oy,,,,}. Note that OPT may deviate
from the two cases by collocating the pair after serving some of its external requests.
In any case, OPT(R;) = min {4, a} = «.
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It remains to bound the cost incurred by OPT due to requests to {u, v} that do
not lead to its collocation until the end of the sequence at t = m. We bound the
cost analogously to the case where RM collocates {u, v}. If {u, v} is not collocated
in the initial matching and RM never collocates it, then C {"L o) = |o(u,0}[1, m]|. OPT
pays OPT(oy,1[1, m]) = min{a, C{’Z,v}}’ for collocating this pair, or it pays for
requests in oy, }[1, m]. Else, either {u, v} is collocated in the initial matching or
RM collocates it at some point. Then there exists an intersecting pair {u, w} that
is collocated by RM at ¢’ < m, separating {u, v}. We define times t/ < ' < m
analogously to the former case. Let Ry, , := o(uw(t”, '] U 010y (', m]. Then,
OPT must pay for collocating at least one pair or (and) serving requests to the other
pair remotely. Thus, OPT(RE “ v}) > min {C{”; op al.

Next, we sum up all costs incurred by OPT. By definitions of R; and R0y
have either Ry cutR; = oy} or Ry cutRE wol = Oluwl- This means, OPT(oyy,,,) is
counted at most twice in each of the expressions OPT(R,) + OPT(R;) and OPT(R) +
OPT(RE " Z)}). Hence, the total cost to OPT is

OPT(c) = %( S OPTR) + ¥ OPT(R;W})) > %( I c{";,v}).
(i)

teT teT {u,v}

we

Finally, we bound the competitive ratio by aggregating the above bounds, ob-
taining

RM()/OPT(q) = 2( Y 3a+ Y c{”;’v})/( I c{";’v}) <6

teT {u,v} teT {u,v}

4.5 Discussion and Future Work

This paper revisited the online graph partitioning problem and presented several
tight bounds for the important model where capacities cannot be exceeded, both
for a general partitioning model and for a special learning model.

Our algorithms allow for efficient distributed implementations. The algorithm
PPL from Section 4.3.3 can be distributed similarly to the approach in [107]. The
algorithm for k = 2 from Section 4.4.4 performs only local communication for each
request: counters are kept on the clusters and updated locally, and each migration
is local within two clusters that reached the collocation threshold A. Furthermore,
we proposed an efficient distributed implementation of the algorithm for k = 3 in
Section 4.4.3.

There remain several interesting avenues for future research. A general open
direction concerns the study of the power of randomization in our setting. It would
generally also be interesting to study the performance of our algorithms empirically,
under realistic workloads, and engineer algorithms to speed up computations. But
there are also more specific open questions. The algorithm from Section 4.4.3 re-
lies on an efficient operation of finding a saturated component respecting partition.
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For k = 3, we proved that this operation only has a local effect by enumerating all
possible cluster configurations. A major question left unresolved is if this opera-
tion is local for arbitrary k. Furthermore, our lower bound from Theorem 4.4.2 shed
light on the dependency on ¢ in the competitive ratio for the setting with augmen-
tation. The algorithm CREP from [19] requires (2 + €)-augmentation to guarantee
the competitive ratio independent of ¢. In contrast, our construction shows that
the linear term ¢ is inevitable if the augmentation is smaller than 4/3. This raises
a question about the tradeoffs between augmentation and the dependency on ¢ for
the competitive ratio. Another open question concerns the runtime. The algorithm
Perfect Partition Learner runs in superpolynomial time, and the dominating term
in the runtime is due to finding the communicating component-respecting parti-
tion. We hence wonder if there exists a polynomial-time algorithm achieving an
(asymptotically) optimal competitive ratio.






Chapter 5

Waypoint Routing

We are given a link-capacitated network G = (V, E), a source-destination pair (s, t) €
V2 and a set of waypoints # c V (the VNFs). We consider the practically relevant
but rarely studied case of bidirected networks. The objective is to find a (shortest)
route from s to ¢ such that all waypoints are visited. We show that this problem
features interesting connections to classic combinatorial problems, present different
algorithms, and derive hardness results.

5.1 Introduction

After revamping the server business, the virtualization paradigm has reached the
shores of communication networks. Computer networks have broken with the
“end-to-end principle” [168] a long time ago, and today, intermediate nodes called
middleboxes serve as proxies, caches, wide-area network optimizers, network ad-
dress translators, firewalls, etc. The number of middleboxes is estimated to be in
the order of the number of routers [112].

The virtualization of such middleboxes is attractive not only for cost reasons,
but also for the introduced flexibilities, in terms of fast deployment and innovation:
in a modern and virtualized computer network, new functionality can be deployed
quickly in virtual machines on cloud computing infrastructure. Moreover, the com-
position of multiple so-called Virtual Network Functions (VNFs) allows to imple-
ment complex network services known as service chains [152]: traffic between a
source s and a destination ¢ needs to traverse a set of network functions (for per-
formance and/or security purposes).

However, the realization of such service chains poses a fundamental algorithmic
problem: In order to minimize the consumed network resources, traffic should be
routed along short paths, while respecting capacity constraints. The problem is
particularly interesting as due to the need to traverse waypoints, the resulting route
is not a simple path, but a walk.

93
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In this paper, we are particularly interested in VNF routing on bidirected net-
works: while classic graph theoretical problems are typically concerned with undi-
rected or directed graphs, real computer networks usually rely on links providing
full-duplex communication. Figure 5.1 gives an example.

--------------
.
.t
.
.

.....
3

......
..............
-----
R

(s o o %)”* =L wr—(x)

Figure 5.1: In this introductory example, the task is to route the flow of traffic from
the source s to the destination t via the waypoint w. When routing via the solid
red (s, w) path, followed by the solid blue (w, t) path, the combined walk length is
5+ 3 = 8. A shorter solution exists via the dotted red and blue paths, resulting in a
combined walk length of 2+2 = 4. Observe that when the waypoint would be on the
node x, no node-disjoint path can route from s to t via the waypoint. Furthermore,
some combinations can violate unit capacity constraints, e.g., combining the solid
red with the dotted blue path induces a double utilization of the link from v to ¢.

5.1.1 Model

We study full-duplex networks, modeled as connected bidirected graphs G = (V, E) [55]
with |V| = n nodes (switches, middleboxes, routers) and |E| = m links, where each
link e € E has a capacity ¢ : E — N.; and a weight w : E — IN.,. Bidirected
graphs (also known as, e.g., Asynchronous Transfer Mode (ATM) networks [40]
or symmetric digraphs [114]) are directed graphs with the property that if a link

e = (u, v) exists, there is also an anti-parallel link ¢/ = (v, u) with c(e) = c(e’) and
w(e) = w(e).

Given (1) a bidirected graph, (2) a source s € V and a destination ¢t € V, and (3)
a set of k waypoints # < V, the bidirected waypoint routing problem BWRP asks
for a flow-route Z (i.e., a walk) from s to ¢ that (i) visits all waypoints in % and (ii)
respects all link capacities. Without loss of generality, we normalize link capacities
to the size of the traffic flow, removing links of insufficient capacity.

BWRP comes in two flavors. In the unordered version UBWRP, the waypoints
W can be traversed in any order. In the ordered version, OBWRP, the waypoints
depend on each other and must be traversed in a pre-determined order: every way-
point w; may be visited at any time in the walk, and as often as desired (while
respecting link capacities), but the route % must contain a given ordered node se-
quence s, wi, Ws, ..., Wk, t. For example, in a network with stringent dependability
requirements, it makes sense first route a packet through a fast firewall before per-
forming a deeper (and more costly) packet inspection.

For both UBWRP and OBWRP, we are interested both in feasible solutions (re-
specting capacity constraints) as well as in optimal solutions. In the context of the
latter, we aim to optimize the cost | %] of the route Z, i.e., we want to minimize the
sum of the weights of all traversed links. As we will see, computing an optimal route
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" can be hard in general, and hence, we also study a-competitive approximation
algorithms, where for any computed tour % holds: |%Z| < « - |%"

5.1.2 Contributions

We initiate the study of the waypoint routing problem on bidirected networks. We
put the problem into perspective with respect to classic combinatorial problems
(in particular Steiner Tree problems, variants of Traveling Salesman problems, and
link-disjoint paths problems), and present a comprehensive set of algorithms and
hardness results.

Unordered bidirected waypoint routing UBWRP. We first show that while
any UBWRP instance is feasible, as each link is traversed only once in each direc-
tion, computing optimal solutions is NP-hard: no polynomial-time approximation
scheme (PTAS) exists unless P=NP. On the positive side, by leveraging connections
to metric TSP, we show that an ~ 1.53-approximation is possible on general graphs.
But also optimal solutions are possible in polynomial time, namely if the number of
waypoints is small, namely k € O(log n): a practically very relevant case. In fact, if
the network is planar, we can solve the problem even up to k € O(log®™* n) many
waypoints in polynomial time (for any constant ¢ > 0), using a connection to Subset
TSP.

Ordered bidirected waypoint routing OBWRP. Due to a connection to link-
disjoint paths, it holds that feasible routes can be computed in polynomial time for
OBWREP if k € O(1). Moreover, while finding optimal routes is NP-hard in general,
we show that polynomial-time exact solutions exist for cactus graphs with constant
link capacities.

5.1.3 Related Work

While routing through network functions is a standard application in the area of
computer networking, we curently witness the emergence of two new trends which
change the requirements on routing: (1) (virtualized) network functions are in-
creasingly deployed not only at the edge but also in the network core [60]; (2) net-
work functions are being composed or “chained” to provide more complex services,
a.k.a. service chains [160],[144],[179]. Traversing these network functions may en-
tail certain detours, i.e., routes do not necessarily follow shortest paths and may
even contain loops, i.e., form a walk rather than a simple path [23],[61],[62],[137].

Waypoint Routing. Amiri et al. [4] recently provided first results on the ordered
waypoint routing problem. In contrast to our work, Amiri et al. [4] focus on di-
rected and undirected graphs only and do not consider approximation algorithms;
however, finding a feasible solution to the ordered waypoint routing problem is NP-
hard on undirected graphs, and for directed graphs already for a single waypoint.
The same limitation holds for the work by Amiri et al. [5] on the unordered way-
point problem on undirected graphs. Moreover, under unit capacities, the undi-
rected problem in [5] also has a different structure, and, e.g., it is not possible to
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establish the connection to Steiner Tree and Traveling Salesman problem variants
as discussed in this paper. On the positive side, it is easy to see that their algorithm
to compute optimal unordered solutions on bounded treewidth graphs in XP time
also applies to our case; however, their hardness results do not.

Link-Disjoint Paths. Closely related to the (ordered) waypoint routing problem
is the study of link-disjoint paths: Given k source-destination pairs, is it possible
to find k corresponding pairwise link-disjoint paths? For an overview of results on
directed and undirected graphs, we refer to the work of Amiri et al. [4].

For bidirected graphs, deciding the feasibility of link-disjoint paths is NP-hard [40].
When the number of link-disjoint paths is bounded by a constant, feasible solutions
can be computed in polynomial time [114]. Extensions to multi-commodity flows
have been studied in [113],[187] and parallel algorithms were presented in [120],[121].
To the best of our knowledge, the joint optimization (i.e., shortest total length) of a
constant number of link-disjoint paths is still an open problem. In comparison, we
can solve UBWRP for a super-constant number of waypoints optimally.

Besides simple graph classes such as trees, we are not aware of algorithms for a
super-constant number of link-disjoint paths on directed graphs, which are also ap-
plicable to bidirected graphs. We refer to [145] for an annotated tableau. In contrast,
we in this paper optimally solve OBWRP on cactus graphs with constant capacity.

Traveling Salesman and Steiner Tree problems. The unordered problem ver-
sion is related to the Traveling Salesman problem (TSP): there, the task is to find a
cycle through all nodes of an undirected graph, which does not permit any constant
approximation ratio [50], unless P=NP: for the so-called metric version, where nodes
may be visited more than once (identical to the TSP with triangle inequality), per-
forming a DFS-tour on a minimum spanning tree (MST) gives a 2-approximation,
see, e.g., [50] again. The best known approximation ratio for the metric TSP is
1.5 [48] (3/2 + 1/34 ~ 1.53 for s # t, called the s — t Path TSP [172]) and no better
polynomial-time approximation ratio than 123/122 ~ 1.008 is possible [117], unless
P=NP. Throughout this paper, when referring to (any variant of) TSP, we usually
refer to the metric version on undirected graphs.

A related problem is the NP-hard [89] Steiner Tree problem (ST) on undirected
graphs: given a set of terminals, construct a minimum weight tree that contains all
terminals. If all nodes are terminals, this reduces to the (polynomial) MST prob-
lem. The currently best known approximation ratios for ST are In4 + £ < 1.39 [36]
(randomized) and 1 + h‘73 ~ 1.55 [163] (deterministic).

Note that both the Steiner Tree and the Traveling Salesman problem are obliv-
ious to link capacities. Notwithstanding, we can make use of approximation algo-
rithms for both problems for UBWRP in later sections.

Prize-Collecting and Subset variants. In particular, if # ¢ V, we can utilize
the prize-collecting versions of (path) TSP and ST, called (PC-PATH2 ) PCTSP and
PCST [12]. Here, every node is assigned a non-negative prize (penalty), s.t. if the
node is not included in the tour/tree, its prize is added to the cost. For all three prize-
collecting variants above, Archer et al. [12] provide approximation ratios smaller
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than 2: (1) PCTSP: 97/49 < 1.979592, (2) PC-PATH2: 241/121 < 1.991736, (3) PCST:
1.9672 (randomized) and 1.9839 (deterministic).

Contained in PC-TSP is Subset TSP, first proposed in [13, Sec. 6], which asks
for a shortest tour through specified nodes [122]. Klein and Marx [123] give a

<2(9( Vklogh) W) -n%O for planar graphs, where W is the largest link weight. They

also point out that classic dynamic programming techniques [24],[104] have a run-
time of 2 - n®Y for general graphs. The path version is not considered, we show
how to apply any optimal Subset TSP algorithm to UBWRP with s # ¢.
Conceptually related (to the non-metric TSP) is the K-cycle problem, which asks
for a shortest cycle through K specified nodes or links, i.e., a vertex-disjoint tour.
Bjorklund et al. [30] give a randomized algorithm with a runtime of 2K - n®U).

5.1.4 Paper Organization

We begin with studying UBWRP in Sec. 5.2: after giving an introduction to waypoint
routing in Sec. 5.2.1, we give hardness and (approximation) algorithm results via
metric and subset TSP in Sec. 5.2.2. We then consider the ordered case in Sec. 5.3,
tackling constant k in Sec. 5.3.1, we study hardness in Sec. 5.3.2, and finally provide
a cactus graph algorithm in Sec. 5.3.3. Lastly, we conclude in Sec. 5.4 with a short
summary and outlook.

5.2 The Unordered BWRP

We start our study of bidirected waypoint routing with a short tour d’ horizon of
the problem in Sec. 5.2.1, discussing the case of few waypoints and first general
approximations via the Steiner Tree problem. We then follow-up in Sec. 5.2.2 by
showing that UBWRP and metric TSP are polynomially equivalent, i.e., algorithmic
and hardness results can be reduced. We also establish connections to the subset
and prize-collecting TSP variants.

5.2.1 An Introduction to (Unordered) Waypoint Routing

First, we examine the case of a single waypoint w, which requires finding a shortest
s — t route through this waypoint. Note that for a single waypoint, the two problem
variants UBWRP and OBWRP are equivalent.

One waypoint: greedy is optimal. We observe that the case of a single waypoint
is easy: simply taking two shortest paths (SPs) P; = SP(s,w) and P, = SP(w, t) in
a greedy fashion is sufficient, i.e., the route # = P, P, is always feasible (and thus,
also always optimal in regards to total weight).

Suppose this is not the case, that is, P;cutP, # @. Among all nodes in P; cutP;,
let u and v be, resp., the first and the last nodes w.r.t. to the order of visits in Z.
Let P’ denote the sub-path connecting x to y in P;. Thereby we have % = P,P, =
P§UpEvppw Py PAUPYt (Fig. 5.2). Let P be the reverse of any walk P obtained by
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Figure 5.3: The link (u, v) is traversed
multiple times in %.

Figure 5.2: The directed path from u
to v is traversed two times in Z.

replacing each link (x,y) € P with its anti-parallel link (y, x). Observe that for
P{ = P{“P and P, = PYP}", the feasible route #’ = P[P, is shorter than %,
contradicting P; and P, both being shortest paths.

Being greedy on the right order is optimal. Next, we show that even more
waypoints can be handled efficiently as long as their number is limited: if the opti-
mal traversal order is known, selecting shortest paths in a greedy fashion is again
optimal, but to find the optimal order, k! has to be tractable.

We first give an auxiliary lemma, which will also be of later use. We note that
Klein and Marx gave an analogous construction for undirected graphs in [123, Fig-
ure 1]. The idea can be explained with Fig. 5.3: when a link (u, v) is traversed at
least twice, we can take a shortcut from u to v. Iterating this idea ensures at most
one traversal per link.

Lemma 5.2.1. Any (unfeasible) route # that traverses some link (u,v) more than
once, can be efficiently transformed into a shorter route % that traverses each link at
most once.

Proof. There is at least one link that is being shared by at least two sub-routes along
Z.Forevery k,l : k < I, denote the set of all links e € RycutR; by W. Let (u,v) € W
be a link traversed by R; and R; s.t. i < j = argmin;((u, v) € R;cutR;) (Fig. 5.3). Thus,
Z = RiR; = R™(uv)R?(uv)R*. Now consider the new route %’ = R{“R§“Rj".
Note that %’ might still traverse (u, v) more than once. Repeat the same procedure
for (u, v) until this is not the case. Each time we choose the two sub-routes that
preceed any other sub-route traversing (u, v). This ensures the other parts of Z will
not be skipped after this transformation. Now we remove this link from W. Since
we included additional links for the rerouting, there might be some link («/, ') €
R%cut#,(v',v’) # (u,v), that is being traversed more than once in %’, but not
in #Z. Add all such links to W. Repeating the same procedure for every (x,y) €
W transforms %’ into a new route %’ that traverses (x, y) at most once. On the
other hand, for each newly included link we exclude its anti-parallel link during
the transformation. Therefore the new route is shorter by at least one link, i.e.
|Z"| < |%|. Hence, there can be only O(|Z)) iterations, the last of which necessarily
ends up at the desired route 74 satisfying the lemma. O

Using this idea, we can now show that in an optimal ordering, the shortest paths
will not overlap.
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Lemma 5.2.2. Given the permutation o of waypoints in the (first visit) order of an
optimal route %", we can efficiently construct a route Z s.t. |%,| = | %"

Proof. Let Wy = Wy, Wo,...W,, be the order we intend to visit the waypoints, and %’
be an empty route. For each consecutive pair w,, and wy,,, add the shortest path
links of SP(wy,, Wy,.,) and SP(wy,,,, Ws,) to Z’. We claim that %’ is a feasible, and
constitutes an optimal solution to UBWRP. For the sake of contradiction assume
this is not the case. Using Lemma 5.2.1 we can construct a feasible route R st.
|@| < |#’|. This implies that for some shortest path SP(wg,, W), |i - j| = 1, when
replaced by the path R yields a shorter route, contradicting the optimality of
SP(.). O

This directly implies the following Theorem 5.2.3, which is essentially a brute-
force approach. We note that implications from the connections between UBWRP
and metric TSP in the next section will improve Theorem 5.2.3 in such a way that
k € O(log n) becomes tractable.

If the order of visits in #* was part of the input, then by Lemma 5.2.2 the union
of shortest paths between consecutive waypoints would be necessarily a feasible
and therefore an optimal solution. Since this is not the case (i.e. we cannot know
the optimal order in advance), one can iterate over all permutations of waypoints
and apply Lemma 5.2.2. Then the best of all these iterations will give an optimal

route. Thus, for constants ¢ and ¢’ = ¢ + clogc, there are k! = (ﬁ%)! <

clogn

(clog n)(l"gl"g”) = ((clog n)lP8Mkglogn < (n€lo8¢nc) € O(n®') iterations. After mul-
tiplying by the cost of O(k) calls to SP(.), the polynomial time follows immediately.
Thus we have the following theorem:

Theorem 5.2.3. Fork € O (lolgolgo'gl p ), UBWRP is polynomially solvable.

We now turn our attention to the general case of k € O(n). We first establish a
connection to (Steiner) tree problems as well as to the Traveling Salesman problem.
Subsequently, we will derive stronger results leveraging the metric TSP (Sec. 5.2.2).
UBWREP is always feasible. Interestingly, UBWRP is always feasible. We begin
with the case of s = t: first, compute a minimum spanning tree Ty in the undirected
version of G, in Gy. Then, traverse T with a DFS-tour starting at s, using every
directed link in the bidirected version of Ty exactly once. As every node v € V will
be visited, so will all waypoints % .

The case of s # ¢ is similar: Removing the links from the unique s - t-path
S, U1, Vg, ..., Up, t decomposes Ty into a forest, still containing all nodes in V. We
now traverse as follows: Take a DFS-tour of the tree attached to s, then move to vy,
take a DFS-tour of the tree attached to vs, ..., until lastly arriving at ¢, then taking
a DFS-tour of the tree attached to t, finishing at .

Corollary 5.2.4. Any instance of UBWRP admits a walk from s to t that traverses
any link at most once.
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Approximations via the Steiner Tree problem. For # = V, the above MST
approach directly yields a 2-approximation, cf. TSP in [50]. The 2-approximation
fails though when # # V: e.g., if only one node is a waypoint, visiting all other
nodes can add arbitrarily high costs. However, there is a direct duality to the Steiner
Tree problem: When setting all waypoints (including s, t) as terminals, an optimal
Steiner Tree for these terminals in Gy is a lower bound for an optimal solution to
UBWRP: taking the link-set of any route &% in Gy contains the links of a Steiner
Tree as a subset. Hence, the construction is analogous to the MST one for # = V.
The best known randomized and deterministic approximation ratios for the Steiner
Tree problem are respectively In4 + ¢ < 1.39 [36] and 1 + In73 ~ 1.55 [163] any ¢ > 0,
yielding approximation ratios 2In4 + ¢ < 2.78 and 2 + In 3 = 3.09 for UBWRP.

Corollary 5.2.5. The optimal UBWRP can be approximated with randomized and
deterministic algorithms within factors 2.78 and 3.09 respectively.

5.2.2 Hardness and Improved Approximation

Next, we show that metric TSP (denoted ATSP for the remainder of this section for
clarity) is equivalent to our problem of UBWRP on general graphs, in the sense that
their corresponding optimal solutions have identical cost.

Theorem 5.2.6. Let I be an instance of UBWRP on a bidirected graph G and let I’ be
an instance of the (path) ATSP on the metric closure of the corresponding Gy restricted
to W u {s, t}. The cost of optimal solutions for I and I’ are identical.

Proof. We start with s = t for UBWRP. By setting V = # u {s, t}, the first reduction
follows directly. For the other direction, we first construct an instance of ATSP.
Then, an optimal solution to ATSP must imply an optimal solution to UBWRP and
vice versa. Let GJ; be the metric closure of Gy restricted to nodes in # u {s, t}. An
optimal TSP cycle C” in G, (after replacing back the shortest path links) corresponds
to a route Z¢- on Gy s.t. [%Z¢:| = |C’|. Furthermore, Z ¢ possibly violates some link
capacities in G. Using Lemma 5.2.1 we turn Z¢- to a route #y.. feasible for UBWRP.
We claim that Z. is optimal. Assume this is not the case, i.e. |Z[.| > |%#"|. Let
o be the permutation corresponding to the order of waypoints in &%"*. By Lemma
5.2.2, we can construct a feasible route #,, such that |%,| = |%’| and it uses only
the shortest path links chosen by SP(Wg,, Wo(,,) 1oa)-0 = i < k. That is, for the

cycle C, induced by o on the links of G’, we have |C,| = Zf:o ISP(Wais Wois1y moa )] =

Ry "L\ G| < | RL| < | %] = |C| (by Lemma 5.2.1), which contradicts C*
being optimal.

It remains to show, given %" and the order of waypoints therein, o, the cycle C,
is optimal for ATSP (i.e. |C,| = |C*|). Assume |C,| > |C’|. As it was shown previously,
we can construct a route Z¢. s.t. | % bemma 5211 o) < |Cyl Lemma 5.2.2 |%"|, which
contradicts the optimality of %. The proof construction for s # t is analogous,
replacing the TSP cycle with a path from s to ¢. O




5.2. THE UNORDERED BWRP 101

No PTAS for UBWRP, but good approximation ratios. As already seen in the
proof of Theorem 5.2.6, solutions between the corresponding instances of UBWRP
and (path) ATSP can be efficiently transformed to one of less or identical cost. As
such, we can make use of known algorithms and complexity results, resulting in the
following two corollaries regarding hardness and approximability:

Corollary 5.2.7. UBWRP is an NP-hard problem, no better polynomial-time approx-
imation ratio than 123/122 ~ 1.008 is possible [117], unless P=NP.

Corollary 5.2.8. Fors = t, UBWRP can be approximated in polynomial time with a
ratio of 1.5 [48]. For s # t, a ratio of 3/2 + 1/34 ~ 1.53 can be obtained [172].

Relations to (0, c0)-PC-TSP & Subset TSP. In the prize-collecting (PC) variant, the
classical Steiner Tree problem can be formulated as a (0, 00)-PC-ST: the terminals
must be included (c0), while all other nodes are not relevant (0). In an analogous
fashion, one can solve the (0, )-PC-(path)-TSP on undirected graphs Gy, where
the nodes with oo are the waypoints (and s, t).

As such, we can now apply all algorithmic and hardness results from the (0, o)
variant of the prize-collecting (path) TSP. However, the known results on the prize-
collecting version of TSP are weaker than the ones of ATSP: this fact is not surpris-
ing, as PC-TSP is a generalization of its (0, c0) variant and ATSP.

The (0, 0)-PC-TSP with s = t may also be formulated as the Subset TSP, which
asks for a (shortest) closed tour that visits a subset of nodes.

At this point one may wonder why to bother with the Subset TSP, given the
parallels between UBWRP and the general metric TSP? As pointed out by Klein
and Marx [123], the metric closure can destroy graph properties, e.g., planarity.
For a more concrete example, consider the metric closure of a tree with unit link
weights, removing unit weight properties. Hence, focusing on Subset TSP allows
for algorithms with better approximation ratios on special graph classes.

Leveraging Subset TSP results for UBWRP. Klein and Marx [123] consider the
Subset TSP problem as a cycle rather than a path. For planar graphs with k “way-

points”, they give an algorithm with a runtime of (2‘9(‘/H°g k)4 W) - n9%0), where

W is the size of the largest link weight. Furthermore, they point out that the clas-
sic TSP dynamic programming techniques [24],[104] can be applied to Subset TSP
(with s = t), solving it optimally in a runtime of 2% - n®W).

We show an extension to s # t, which enables us to use “cycle” algorithms as
a black box: create a new node st, which serves as start and endpoint of the cycle,
connecting st to two new waypoints ws, w;, and in turn w; to s and w; to ¢, where all
new links have some arbitrarily large weight y, see Fig. 5.4. W.l.o.g., we can assume
that an optimal cycle solution of this modified graph starts with the path st, wy, s.
It is left to show that the subsequent tour ends with ¢, wy, st: if not, the two nodes
w;s, Wy would be traversed three times, which is a contradiction to optimality due to
the choice of their incident link weight y. Observe that instead of setting y to “c0”,
y = W - n? suffices. Hence, we can use the algorithms froms [24],[104], [123] for
the path version of subset TSP, and therefore, for UBWRP.



102 CHAPTER 5. WAYPOINT ROUTING

Y Y Y Y
- OB -
Y Y Y Y
Figure 5.4: Illustration of how to add the node st to the graph, connecting it to both
s and t via ws and w;, respectively. Observe that a tour must traverse both wy, wy.

Corollary 5.2.9. UBWRP can be solved optimally in a runtime of 25 - n®Y for general
graphs and in a runtime of(ZO(*/m"g )+ W> - n%W, where W is the maximal link
weight, for planar graphs.

Le., on general graphs, setting k € O(log n) is polynomial. For planar graphs,
we can fix any 0 < x < 1 with k € O(log"** n), W € n%® for polynomiality.

5.3 Ordered BWRP

The ordered version of BWRP turns out to be quite different in nature from the
unordered one. First, we observe that while every BWRP instance is feasible, there
are infeasible OBWRP instances due to capacity constaints. E.g., consider Figure 5.5
with unit capacities and two waypoints. A special case is k = 1, which is identical
to the unordered case, i.e., routing via one waypoint is always feasible and can be
solved optimally in polynomial time.

0= O=0O=0

Figure 5.5: In this unit capacity network, the task is to route the flow of traffic from
s to wy, then to wy, and lastly to t. To this end, the link from w, to w; must be used
twice.

In the following, we study OBWRP in three contexts: (1) polynomial-time algo-
rithms for computing feasible routes if k € O(1) (Sec. 5.3.1), NP-hardness of optimal-
ity (Sec. 5.3.2), and optimality on cactus graphs, for any number of waypoints and
constant capacities (Sec. 5.3.3). The latter is practically motivated by the fact that
real computer networks often have specific topologies, and especially router-level
wide-area topologies are usually quite sparse.

5.3.1 A Constant Number of Waypoints is Feasible

There is a direct algorithmic connection from the link-disjoint path problem to OB-
WRP with unit capacities. By setting s; = s, 1 = wy, S2 = Wi, I = W, ...,a k +1
link-disjoint path algorithm also solves unit capacity OBWRP for k waypoints. This
method can be extended to general capacities via a standard technique, by replac-
ing each link of capacity c(e) with | c(e)| parallel links of unit capacity and identical
weight. To get rid of the parallel links, replace each link with a path of length two
by “placing” a node on it, with the path weight being identical to the link weight.
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Hence, we can apply the algorithm from Jarry and Prennes [114], which solves
the feasibility of the link-disjoint path problem on bidirected graphs for a constant
number of paths in polynomial runtime.

Theorem 5.3.1. Let k € O(1). Feasible solutions for OBWRP can be computed in
polynomial time.

The optimal solution already for few link-disjoint paths still puzzles researchers
on bidirected graphs, but the problem seems to be non-trivial on undirected graphs
as well: while feasibility for a constant number of link-disjoint paths is polynomial
in the undirected case as well [118],[162], optimal algorithms for 3 or more link-
disjoint paths are not known, and even for 2 paths the best result is a recent ran-
domized high-order polynomial time algorithm [31]. For directed graphs, already 2
link-disjoint paths pose an NP-hard problem [83]. Results for waypoint routing on
directed and undirected graphs are analogous [4].

5.3.2 Optimally Solving OBWRP is NP-Hard

If we transition from a constant number to an arbitrary number of waypoints, we
can show that then solving OBWRP optimally becomes NP-hard:

Theorem 5.3.2. Solving OBWRP optimally is NP-hard.

Proof. Reduction from the NP-hard link-disjoint path problem on bidirected graphs
G = (V,E) [40]: given k source-destination node-pairs (s;, t;), 1 < i < k, are there k
corresponding pairwise link-disjoint paths?

For every such instance I, we create an instance I’ of OBWRP as follows, with
all unit capacities: Set s = s; and t = #, also setting waypoints as follows: w; = t,
Wy = Sp, Wy = B, W = S3, Wy = 3, ..., W3k_3 = Sg. We also create the missing k - 1
waypoints wy, Ws, Ws, ..., Wsk_4 as new nodes and connect them as follows, each
time with bidirected links of weight y: wy to wy = #; and w3 = s, w5 to wy = #, and
We = S3, ..., W3k_q tO Wsp_3 = si and ws_5 = t_1. Le., we sequentially connect the
end- and start-points of the paths.

Observe that OBWRP is feasible on I” if I is feasible: We take the k link-disjoint
paths from I and connect them via the k - 1 new nodes in I’.

We now set y to some arbitrarily high weight, e.g., 3k times the sum of all link
weights. Le., it is cheaper to traverse every link of I even 3k times rather than
paying y once. As thus, if I is feasible, the optimal solution of I” has a cost of less
than2- k- y.

Assume [ is not feasible, but that I’ has a feasible solution Z. Observe that a
feasible solution of I’ needs to traverse the k - 1 new waypoints, i.e., has at least a
cost of 2(k - 1)y. As I was not feasible, we will now show that traversing every new
waypoint w,, ws, ... only once is not sufficient for a feasible solution of I’. Assume
for contradiction that one traversal of wy, ws, ... suffices: for each of those traversals
of such a wj, it holds that it must take place after traversing all waypoints with
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index smaller than j. Hence, we can show by induction that the removal of the links
incident to the waypoints ws, ws, ... from % contains a feasible solution for I. As
thus, at least one of the waypoints ws, ws, ... must be traversed twice, i.e., Z has a
costof atleast 2- k- y.

We can now complete the polynomial reduction, by studying the cost (feasibil-
ity) of an optimal solution of I’: if the cost is less than 2 - k - y, I is feasible, but if
the cost is at least 2 - k - y (or infeasible), I is not feasible. O

While many OBWRP instances are not feasible (already in Figure 5.5), we con-
jecture that the feasibility of OBWRP with arbitrarily many waypoints is NP-hard
as well. This conjecture is supported by the fact that the analogous link-disjoint
feasibility problems are NP-hard on undirected [89], directed [83], and bidirected
graphs [40], also for undirected and directed ordered waypoint routing [4]. We
thus turn our attention to special graph classes.

5.3.3 Optimality on the Cactus with Constant Capacity

The difficulty of OBWREP lies in the fact that the routing from w; to wj,; can be
done along multiple paths, each of which could congest other waypoint connec-
tions. Hence, it is easy to solve OBWRP optimally (or check for infeasibility) on
trees, as each path connecting two successive waypoints is unique.

Lemma 5.3.3. OBWRP can be solved optimally in polynomial time on trees.

For multiple path options, the problem turns NP-hard though (Theorem 5.3.2).
To understand the impact of already two options, we follow-up by studying rings.

Lemma 5.3.4. OBWRP is optimally solvable in polynomial time on bidirected ring
graphs where for at least one link e holds: c(e) € O(1).

Proof. We begin our proof with c(e) = c(e’) = 1. Observe that every routing between
two successive waypoints has two path options P, clockwise or counter-clockwise.
We assign one arbitrary path P, to traverse e, and another arbitrary path P, to
traverse ¢’. By removing the fully utilized e and ¢/, the remaining graph is a tree
with two leaves, where all routing is fixed, cf. Lemma 5.3.3.

We now count the path assignment possibilities for e, ¢’: by also counting the
“empty assignment”, we have at most (n + 1)n options, where the optimal routing
immediately follows for each option. For these O(n?) possibilities, we pick the short-
est feasible one. I.e., OBWRP can be solved optimally in polynomial time on rings
with unit capacity. To extend the proof to constant capacities c(e) € O(1), we use
an analogous argument, the number of options for assignments to e and ¢’ are now
o (nz"(e)) € P. As thus, the lemma statement holds. O

We now focus on the important case of cactus networks. Our empirical study
using the Internet Topology Zoo! data set shows that over 30% are cactus graphs.

!See http://www.topology-zoo.org/.
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Figure 5.6: In this cac-
tus graph, we illustrate
the algorithm of Theo-
rem 5.3.5 w.r.t. the per-
mutation w; wy w3 wyws.

Once the

Figure 5.7:
ring links are contracted,
w’ replaces the whole
ring. Consequently, the
permutation reduces to
w’wyws. The sub-routes

are numbered sequen-
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Figure 5.8: The permuta-
tion induced on the ring
is wywywjwyws. In the
sub-problem, we have
s = t = w;. The num-
bers represent the order
of node traversal in the

tially. optimal route.

Theorem 5.3.5. OBWRP is optimally solvable in polynomial time on cactus graphs
with constant capacity.

Proof. The idea is to 1) shrink the cactus graph down to a tree, 2) see if for the
relevant subset of waypoints (to be described shortly) the feasibility holds on that
tree, 3) reincorporate the excluded rings and find the optimal choice of path seg-
ments within each ring, and 4) construct an optimal route by stitching together the
sub-routes obtained from the tree and the segments from each ring.

Let C be the cactus graph (Fig. 5.6) and T¢ be the tree obtained after contracting

all the links on each rings. As a result of this link contraction, those waypoints
previously residing on rings are now replaced by new (super) waypoints in T¢ (Fig.
5.7). Each super node represents either a subtree of adjacent rings or just an isolated
ring. Let #” denote the waypoints in T¢.
Observe that any feasible route in C through % corresponds to one unique feasible
route in T¢ through nodes in #”’. Next, we show that either the feasible route in
Tc (if exists) can be expanded to an optimal route for C, or there is no feasible route
in C at all. If T¢ is not feasible then we are done. Otherwise, let Z be the (unique)
route in this tree. For each ring, & induces some endpoints (Fig. 5.8), one endpoint
on each node that is either a) the joint of T¢ and the ring, or b) the joint with its
adjacent rings. Now we focus on the subproblem induced by this ring and the new
waypoint set #” (to be specified) as follows.

For each endpoints that is visited by % add a waypoint to #'”. Then, using the
algorithm described in the proof of Lemma 5.3.4, find an optimal route %, visiting
all the nodes in #” respecting the order imposed by Z. If no such route exists, the
instance is not feasible. Otherwise, remove from % every occurrence of the super
node that represents this ring to get a disconnected route. For each missing part,
reconnect the endpoints using the segment of %, restricted to these endpoints.
Repeat this for every ring; denote the resulting route as %”’.

Finally, we argue that %’ is optimal. This is the case because its pieces were
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taken from sets of sub-routes, where each set, covers a disjoint—or more precisely,
vertex-disjoint up to endpoints—component of C. Moreover, the set of sub-routes
taken from an individual (disjoint) component (i.e. tree or ring) is optimal on that
component. Therefore the total length is optimal. O

5.4 Conclusion

We initiated the study of a natural problem in full-duplex networks: routing through
a given set of network functions, the so-called waypoints. We showed that an op-
timal routing through a super-constant number of O(log n) unordered waypoints
can be computed in polynomial time, but that the general optimization problem is
NP-hard. Nonetheless, we provided approximation algorithms with small constant
competitive ratios for any number of waypoints, via connections to the Steiner Tree
and (prize-collecting) Traveling Salesman problems. We also presented hardness
results and polynomial-time algorithms for the ordered variant. In particular, we
derived an exact polynomial-time algorithm for cactus graphs.

We believe that our work opens several interesting directions for future re-
search. In general, while practically relevant, bidirected networks are not well-
understood today, and assume an interesting position between directed and undi-
rected networks. In particular, it would be interesting to understand for which bidi-
rected graph classes the ordered and the unordered waypoint routing problem per-
mits polynomial-time algorithms, and for up to how many waypoints. Another
interesting direction for future research concerns the study of randomized algo-
rithms.
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