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1 Motivation

Computer networks play a massive role in our daily lives. From social media to Inter-
net surfing or streaming, they enable most of the activities that we do today. Their ap-
plicability extends beyond the usage at home/for private matters up to enterprise level.
Both communication and information are valuable strategic concerns for assuring the
success of every corporation. To overcome the obstacle of connecting departments
between each other or to data recovery programs by effectively using information
technologys, it is necessary to organize computer systems with the intent of merging
both machines and communications. This type of organization encapsulates the con-
cept of computer networking. By using computer networks the differentiation be-
tween devices that store and process information and those that collect and transport it
disappears and the obstruction between data stored on various systems is removed, as
well.

Synchronously with the appearance and development of computer systems, and
implicitly of the crucial personal and business data being stored on them, concerns re-
lated to their security arose, as well as the need for understanding what is behind the
communication processes. Technologies for assuring network security improve and
develop constantly, since the attack methods become also more refined. Beyond phys-
ical network security, which is mainly concerned with protecting the hardware against
physical intrusion, password protection, installing anti-spyware software or using
VPN services, which are all prevention methods against attacks, it is interesting to an-
alyze also how network assets communicate with each other, in order to not only pre-
vent, but also address already possible existing issues.

Both security architects and network engineers have wondered about how to under-
stand better the communication in computer networks, in order to further optimize, re-
place or discard existing services. As with this need for understanding, several tools
have been developed, which provide useful information and statistics about the net-
work traffic of interest. Some of the network analysis tools such as Wireshark!, Ze-
noss Core?, Network Miner® or Zenmap* can be used for troubleshooting complex
problems, identifying malicious activity (malware) and unused protocols, generating
traffic for penetration testing or working with an Intrusion Detection System (IDS)>.

L https://www.wireshark.org/

2 https://www.zenoss.com/

3 https://www.netresec.com/?page=NetworkMiner

4 https://nmap.org/zenmap/

> https://en.wikipedia.org/wiki/Intrusion_detection_system
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A detailed analysis of the network structure and behavior can be accomplished by
analyzing the underlying communication patterns of the network traces by means of
social network analysis (SNA)®, which is both a way of theorizing the social structure
and its consequence on behavior, and a method for analyzing the volume and patterns
of social relations between individual actors [33, p.31]. A communication pattern can
be defined as a regular form or motif identified by a set of statistical measures applied
on the network data, which is valid also for other similar network data sets that is ap-
plied on. In other words, if a communication pattern is identified within network A,
then there should be a high probability that this pattern is found also in network B, un-
der certain conditions. Finding communication patterns is important for describing
and anticipating the behavior of hosts within a data network. These patterns may cor-
respond to both attack activities and activities concerning hosts having key roles
within the network traffic (for instance, hosts sending a very large amount of bytes or
hosts whose removal disconnect the network).

Social network behavior refers to whom is talking to whom, how much they are
communicating and the patterns of this interaction, as well. For instance, it is appro-
priate to ask also which host (a computer or other device) communicates to which
host, how many bytes do these hosts transfer between each other and what are the pat-
terns within the network traces. A network trace contains information about what data
is transferred when connecting a device to the network. All network traffic is derived
from social networking, so it is be possible to evaluate social network behavior from
trace files. The main aspect that differentiates social network behavior from conven-
tional traffic theory is that the first focuses on end-to-end patterns, while the second
emphasizes the traffic behavior over time. For instance, a flow is viewed in the con-
ventional traffic theory as a generalization of a TCP flow, so this flow has a start and
an end. As opposed to this, SNA does not focus on the beginning and on the termina-
tion of a flow, but on the overall traffic between two endpoints, which is considered a
network flow [45, p.3]. The analysis of network flow information is more effective
than deep packet inspection since both internal (e.g. contravention of the policies) and
external activities (e.g. intrusions) are considered and the user privacy is covered [45,
p-2].

Although attempts have been made to characterize network flow traffic based on
social network behavior, none of these attempts aimed to compare the findings re-
sulted from applying the conventional methods of network profiling (these methods
are based on the given attributes of the network such as port” or protocol®), and the re-
sults obtained by using SNA on the network of interest. In addition, no effort has been

6 https://en.wikipedia.org/wiki/Social network analysis
7 https://en.wikipedia.org/wiki/Port_(computer networking)
8 https://searchnetworking.techtarget.com/definition/protocol
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made so far to analyze the communication patterns between other attributes of the net-
work except the IP addresses (which will be referred further as IPs) and the relation-
ships between them. For instance, it is also meaningful to analyze the (IP, port) pair as
a whole and see how it connects to other (IP, port) pairs.

In this thesis, a substitute path is examined, by first profiling the network using and
partly also optimizing conventional methods and then applying SNA measures on two
data sets, in order to find correlations between the first and the latter findings. The
first data set is analyzed in an explorative manner and the findings resulted from this
analysis are evaluated by means of the second data set. The focus is set on identifying
anomalous traffic, but also peer-to-peer (P2P°) flows (which are, by nature, insecure),
since the conventional methods for identifying the hosts involved in P2P interactions
are quite complex and require a high computational effort. The analysis can be ap-
plied on further network data sets as well, by executing a self-configurable script. The
results of this thesis bring us one step closer to answering the question if only analyz-
ing the dynamics of the network by means of SNA is sufficient for identifying the
most influential assets and possible anomalies.

1.1 Problem statement

The tools used for modern network management identify heavy-hitters by focusing on
traffic volume. Even if these tools support many statistics and visualizations of the
network and can be used for both passive and active network measurements, they do
not provide an overview of the structure contained in network data. The statistics sup-
ported by these tools focus primarily on the protocols and ports used and on the bytes
transferred between the hosts. Wireshark is an appropriate tool to view the network
usage by protocol or to see all the traffic visible of one specific interface, although the
notifications received by the user do not confirm the presence of a possible anomaly
within the network. If the user is interested in an easier troubleshooting and configu-
ration of the network, then Cisco Prime!? is a good choice, which contains also real-
time information about areas in the network. Nevertheless, Cisco Prime is proprietary
and may be expensive. Zenmap performs fast DNS lookups and scans the network for
possible exposures, but its complexity makes it hard for a non-experienced user to get
a detailed overview of the network characteristics, in order to detect anomalies and/or
patterns. NetFlow!'! provides traffic statistics concerning user, port, protocol and type
of services and supports data analyzing and visualizing. Thus, none of these software
and other alike provide:

9 https://en.wikipedia.org/wiki/P2P
10 https://www.cisco.com/c/en/us/products/cloud-systems-management/prime.html

11 https://www.cisco.com/c/en/us/products/ios-nx-os-software/ios-NetFlow/index.html
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— A detailed characterization of each flow, which might be useful for finding
correlations among the attributes of the network.

— Areliable profiling of the exposed traffic (for instance P2P) since the identi-
fication of applications based on port numbers is becoming more and more
inaccurate in classifying anomalous traffic.

— Adequate dimensionality.

The mentioned tools provide statistics based on the protocol or the ports used
within the network of interest. Similar statistics and also other additional insights can
be acquired when profiling the network by using the SNA methods. Some publica-
tions address the SNA topic with regard to network traffic. The approach addressed in
[1] uses the social network analysis theory in a P2P network and introduces an algo-
rithm based on the topology potential theory to separate the network and search for
core nodes. This simplifies the monitoring of P2P networks, by analyzing only the
center nodes. [2] addresses the identification of the typical features of the fundamental
social network derived from the traffic using methods of frequency analysis and traf-
fic matrices. [3] suggests a community detection algorithm, which is based on one
mode projection and bipartite networks. This approach uses graph partitioning of the
similarity graph for discovering communities in large-scale networks. These studies
use SNA for generating meaningful outcomes, still none of them takes into considera-
tion the entire network and the correlation between all of its attributes, which can re-
veal some interesting patterns. While [1] searches in distinct subgroups of the network
for patterns, [2] takes the interpretation of one link of the traffic as a guide for under-
standing the behavior of the whole network and [3] relies exclusively on the IP con-
nectivity for finding clusters, without any information about the protocol, packets be-
ing exchanged or used ports.

Another problem is the visualization concept of these methods, which focuses ra-
ther on particular structural elements of the network than on emphasizing the commu-
nication patterns between these elements.

1.2 Research Question

As shown in Section 1.1, no study was concerned with profiling all dimensions of the
network and with the examination of the correlations between all the statistical results
obtained by using SNA. Thus, this thesis is created upon one main research question,

which is further divided into two sub questions:

RQ: What is the extent to which the measures of SNA can be used to find
communication patterns within the network and what is the meaning
of these patterns?

Following sub questions extend the main question:

RQ/SQ1: Which communication patterns within a network of interest are deter-

mined by the given attributes of the network?
4



RQ/SQ2: Which network assets require a closer investigation based on the re-
sults of the applied methodology?

When considering these aspects, important patterns of communications can be
found, which can be further used for optimizing the network performance.

Therefore, the results of this thesis are the identification of common services, P2P
traffic and anomalous activity, as described in Section 3.6, Section 3.7 and Section
3.8, and the methods of SNA outlined in Section 3.9, which supplement or confirm
the first findings. These two main approaches lead to the ascertainment of communi-
cation patterns within the network of interest. The network’s attributes are, among
others, the source- and destination IP address, the source- and destination port num-
ber, the protocol, the transfer bytes and the number of packets. These attributes are
also the ones that are used in a first phase to determine the well-known services, the
P2P traffic and a possible anomalous activity. The second phase of the chosen meth-
odology aims to determine which measures and visualization techniques of SNA are
assigned to which type of network behavior and structure identified in the first phase
and how these results can enhance or replace the first findings.

It has to be awaited, that the chosen visualization techniques complement the sta-
tistical methods used and provide a guidance on which network assets need to be fur-
ther monitored. For a more detailed insight into the network structure, it is recom-
mended to use tools that are created mainly for the purpose of visualization such as
Gephi'?, Cytoscape'3 or Graphviz'*.

1.3 Contribution

This thesis provides a novel approach for identifying communication patterns within
network traces, by means of SNA. The main contributions of this thesis are the fol-
lowing:

—  Most existing studies apply only particular measures of SNA on the network.
This thesis covers the vast majority of these measures and the analysis re-
sults are mapped on flow level, in order to cover all dimensions of the net-
work and outline communication rules that govern most of the user activities
existing in the trace. These methods are applied beyond rules involving only
the IP addresses as significant units of relevance for the analysis and extend
up to (port, port), (IP, port), (pair, IP) and (pair, Port) pairs analysis, where a
pair is defined by an (IP, port) tuple. Such an expansive picture provides a

12 https://gephi.org/
13 http://www.cytoscape.org/

14 https://www.graphviz.org/



network administrator/operator with an examination of the reality: it can be
noticed how traffic assigned to leading applications crosses over the network
and configuration errors, not reasonable communication and suspicious ac-
tivity can be detected.

The identified P2P traffic is analyzed with respect to its embedment within
the network clusters, providing insight into what network components re-
quire a closer investigation or monitoring.

The identified common services are analyzed with respect to the between-
ness, closeness and degree centrality and to their affiliation to the egocentric
networks and network components. Thus, the main servers and clients can be
identified by studying only the network dynamics, without relying on the in-
formation existent in the IP header fields.

Analyzing data in terms of equivalence classes enables the generalizations
about social structure and behavior, by yielding which host can be substi-
tuted by another host that has the same links to a group of hosts, respectively
which hosts have the same positions within the network with respect to all
other hosts.

The development of betweenness, degree, neighbors and bytes over time
gives insight into the most critical time span(s). By considering the peaks
(local maxima) of the temporal plots, a further investigation of the assets that
are responsible for an unusual traffic activity is possible.

A user applying the applied methodology to profile a network gets an over-
view of the most exposed and/or influential assets including their assigned
ports, the possible anomalies and the P2P traffic, all mapped both on node
and on flow level.

The results of this analysis are summarized in form of a HTML report, which
provides guidance on which assets of the network need to be investigated
and/or monitored;

The R script that generates the analysis results can be manually configured
by the user, in order to meet the desired requests. The script can be executed
repeatedly on various network data in order to learn dependencies for the ap-
plications being used.

Structure

This thesis is structured as follows: Section 2 outlines the related work, by summariz-
ing the SNA methods addressed in the existing publications, which are applied on net-
work data. Section 3 provides an accurate characterization of the methodology ap-
plied on both data set I and data set II and includes the state of the art survey, the de-
scription of the data sets and the way they are transformed and processed. This pre-
liminary step of data preparation is followed by describing the implementation of the
methods used for identifying common services, anomalous activity and P2P traffic
and the visualization of their underlying patterns, including a summary of the chosen
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SNA statistical and visualization methods. The methodology defined in Section 3 is
applied in the first phase in Section 4, which contains the explorative analysis of the
first data set. The outcome of the methods applied in Section 4 are summarized in
form of conceptual propositions in Section 5. The same methods applied on the first
data set in Section 4 are applied in the second phase on another data set in Section 6,
with the intent of validating the conceptual propositions formulated. The observations
resulted from the analysis, the limitations of the methods and the possible challenges
are summarized in Section 7 and the conclusion and the summary are presented in
Section 8. The other sections are necessary for covering formal features of the thesis
but they do not include any new observations related to the research questions. The R
script generates a HTML report, which contains some of the plots and the data frames
that enable the understanding of the network behavior and structure. A data frame is
the fundamental data structure of the R software and consists of rows (describing the
actors) and columns (describing the attributes of these actors) [13, p.79].

2 State of the Art

Most of the previous work has focused on particular aspects of the network traffic.
For example, [6] presents a general algorithm for detecting flow clusters within a
packet trace that are temporally correlated. For this purpose, they developed the tool
eXpose, which focuses on the flow pairs that are statistically significant, by defining a
concept of common rules. The tool can reveal possible configuration errors and pro-
vides an overview of the activity within the network without having to analyze the
server logs. Another study concerned with the feature estimation of the fundamental
social network from the whole traffic of interest is [2], which introduces methods
based on frequency analysis and traffic matrices. The analysis takes into consideration
the most predominant origin-destination flow pairs and seeks to identify the main sta-
tistical characteristics, which describe the network behaviour with regard to the ori-
gins, destinations, and the origin-destination flows. [7] proposes the use of Traffic
Dispersion Graphs (TDGs) for analysing and visualizing network traffic. These
graphs model the social behaviour of hosts, where the interactions between these
hosts can have different semantics (for instance, the number of packets or the type of
packets being transferred). The identification of applications from a given graph is not
supported, neither the consideration of edge weights for analysing the frequency of an
edge. The social behaviour similarity of end-hosts within the same network prefixes is
addressed in [8], by using bipartite graphs for modelling the traffic and one-mode pro-
jection graphs for assessing the similarity. A spectral clustering algorithm is used for
grouping the hosts within same prefixes into distinct behaviour clusters. The aim of
this algorithm is the detection of anomalous activity by using a synthetic traffic that
combines both real flows containing attacks against the network and Internet back-
bone traffic. The algorithm suggested in [9] detects community structures in networks



and is based on the grade of the node membership and the integration of sub-commu-
nities. The method has a low time complexity since it depends mainly on the local in-
formation of each host. [10] introduces a clustering algorithm which analyses the
most critical [P addresses, by using traces with a long duration. According to [10], an-
alysing the traffic over a long time supports a more constant host behaviour and clus-
tering the hosts leads to the emergence of models describing a valid Internet commu-
nication. Similar to [10], an explanatory analysis of cluster behaviours was proposed
also by [11], which focuses on the identification of recognized behaviour profiles and
how they support the detection of anomalous or suspicious activity. [18] uses data
mining and entropy-based methods to profile valuable information within large net-
works by focusing on cluster extraction.

In contrast, this thesis aims to build behaviour profiles at host level and then extend
them to network level. The findings are assigned on flow level within a data frame, in
order to cover the whole extent of the network and define communication patterns
that rule the behavior of the assets.

3 Methodology

The process of identifying communication patterns in data sets begins with an attrib-
ute-based analysis for detecting well common services, P2P traffic and suspicious ac-
tivity. Subsequently, the structure of connections to which the actors belong is exam-
ined. This approach represents the basis of SNA, which focuses on the relations be-
tween actors and not on their attributes [13, p.3]. The analysis of social relationships
reveals the differences between the network positions of the actors and how these net-
work positions constrain the actors’ behaviour [13, p.10]. For this purpose, a rather
statistical than mathematical approach is adopted. The difference between the two ap-
proaches is that the first one regards the data as a sample of a larger population and
assumes that the results are reproducible for other similar network data, while the sec-
ond one treats the observations as the population of interest [13, p.15]. Both attribute-
and relationship-based approaches provide valuable insight into the structure and be-
haviour of the network. This thesis follows a top-down perspective, which aims to
characterize whole populations by the relations patterns that restrain its actors.

3.1 Research Strategy

The first step made after being provided with the first data set from Austrian Institute
of Technology (AIT)!® was to explore the documentation of the tool used to collect

15 https://www.ait.ac.at/en/


https://www.ait.ac.at/en/

the data (NFdump'®). From here, other tools (which are outlined in Section 1.1 and
Section 1.2) used to process and analyse this type of data were searched and their
functionalities were compared. In parallel with this step, the topic of network traffic
analysis was deepened, by reading papers and publications concerned with both as-
pects of network security and network behaviour. Relevant here was the literature that
uses SNA to explain the network behaviour and not the papers focused exclusively on
the description of new software designed for monitoring or improving network behav-
iour, since they do not contain a detailed insight into the network analysis and do not
fit to the scope of this research. The latter findings were analysed, compared and eval-
uated including their deficiencies and needs of improvement. This evaluation led to
the choice of analysing the network across all its dimensions, by assigning different
meanings to its elements and to the way in which they are interconnected.

3.2 Data Collection and Description

The first data set provided by Austrian Institute of Technology was collected from the
perimeter of an enterprise network. The switches and routers used to collect the data
monitored the bidirectional traffic for 225 local hosts, which form the focal point of
the further analysis. The data was anonymized after collection to protect the user pri-
vacy without hindering its utility. NetFlow is a protocol developed by Cisco!” in order
to describe network operations and to facilitate the understanding of network behav-
iour. The data was read from the network and stored by the NetFlow capture daemon
of the nfdump tools, which can both collect and process NetFlow data on the com-
mand line.

So that the data can be imported and analysed in RStudio'®, the binary format of
the NFCAPD file has to be transformed into a CSV file for further use, by using a
Linux based system. It was opted for Ubuntu 16.04 LTS. This results in a CSV file
with 48 columns and 13264 rows. Each row represents one unidirectional flow and
each column describes an attribute. Only 11 out of 48 columns contain values that are
not zero or not blank. These columns include the start- and end time (“ts”, te”), the
source and destination address (“sa”, “da”) , the source and destination port (“sp”,
“dp”), the protocol (“pr”), the source type of service (“stos”), the input packets
(“ipkt™), the input bytes (“ibyt”) and the input interface number (“in”

These dimensions are the ones that are evaluated. The columns assigned to the start
and end time are identical, so it can be assumed that one row describes one unidirec-

16 http://nfdump.sourceforge.net/
17 https://www.cisco.com/

18 https://www.rstudio.com/



tional flow, since it is not possible that all transfers occur within an interval of 0 sec-
onds. The aggregation of these unidirectional flows is described in Section 3.4. All
the flows define the network traffic between 10:59:49 and 11:05:01, which corre-
sponds to a time interval of 5 minutes and 12 seconds. The traces contain mostly TCP
and UDP traffic except for a few ICMP and ESP traffic.

The columns that contain only zero values or no values at all are duration (“td”),
TCP flags (“flg”), forwarding status (“fwd”), output packets (“opkt™), output bytes
(“obyt”), output interface number (“out”), source AS (“sas”), Destination AS (“das”),
source mask (“smk”), destination mask (“dmk”), destination Tos (“dtos’), Direction:
ingress, egress (“dir”’), next-hop IP address (“nh”), BGP next-hop IP address (“nhb”),
source vlan label (“svIn”), destination vlan label (“dvIn”), input source MAC address
(“ismc”), output destination MAC address (“odmc”), input destination MAC address
(“idmc”), output source MAC address (“osmc”), MPLS label 1 (“mpls1”), MPLS la-
bel 2 (“mpls2”), MPLS label 3 (“mpls3”’), MPLS label 4 (“mpls4”), MPLS label 5
(“mpls5”), MPLS label 6 (“mpls6™), MPLS label 7 (“mpls7”), MPLS label 8
(“mpls8”), MPLS label 9 (“mpls9”), MPLS label 10 (“mpls10”), client latency (“cl”),
server latency (“sl”), application latency (“al”), router IP addresss (“ra”), engine
type/ID (“eng”), exid (which contains only the value 1, so this field is not considered)
and the time flow received by the collector (“tr”). The lack of values for these 37 col-
umns can be seen as a limitation of the algorithm, since their presence may generate
some valuable knowledge and can reduce the number of steps initiated for cleaning
and aggregating the data. For instance, the absence of the TCP flag does not guarantee
that the 3-way handshake actually occurred and cannot provide additional infor-
mation, such as the “push” or the “reset” flags.

The choice for the data set used to evaluate the findings from the first data set is
based on the fact that it also represents an anonymized enterprise traffic, so that both
files can be comparable in terms of the analysis outcome. The flows in the second
data set are between 16:11:44 and 17:11:54, thus one hour and 10 seconds. The proto-
cols used are TCP, UDP and ICMP and the traces contain the data exchange between
388 hosts. The flows describe the internal enterprise traffic registered at a medium-
sized site by LBNL/ICSI Enterprise Tracing Project, which is a program supported by
Berkeley Lab — Lawrence Berkeley National Laboratory'®. This project is sponsored
by Department of Homeland Security?® and National Science Foundation?!. The file
has the form *.anon and is in tcpdump/pcap save format.

19 https://www.lbl.gov/
20 https://www.dhs.gov/
2! https://www.nsf.gov/
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It is confirmed that by choosing this specific data set from LBNL to validate the re-
sults obtained for the first data set, a large amount of the communication patterns dis-
covered by means of SNA and conventional survey data do not depend on:

—  The total duration of the traffic (5 minutes and 12 seconds versus one hour
and 10 seconds).

—  The time of the day (morning, respectively late afternoon).

—  The region where the traffic was captured (Austria versus California).

3.3 Data Transformation with Ubuntu and Wireshark

As mentioned in Section 3.2, the first data set is transformed from the binary format
NFCAPD into CSV by using Ubuntu, so that it could be further read and processed in
RStudio. Since also the second PCAP file has to be transformed into a R readable for-
mat, it has to be chosen between converting the data into NFCAPD format and then
from NFCAPD to CSV format or to use a tool for importing the PCAP file and ex-
porting it as CSV. The second path is embraced, because it requires only one step of
data transformation instead of two. The data is converted with Wireshark, since it is a
wide-used network protocol analyser and provides various ways of data format and
export.

The second dataset contains more attributes than the first one, so only the common
attributes of the two datasets have to be kept for the purpose of a comparable analysis.
The following screenshot (Figure 1) from the Wireshark environment shows how the
output format of the second data set (and of any other PCAP file) can be configured.
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Fig. 1. Configuration of the Wireshark Output Format of the Flows

As it can be observed in Figure 1, the resulted columns headers are configured to

have the same names as the predefined element tags of nfdump. Next, the time format

has to be set in the format yyyy-mm-dd hh:mm:ss.123456 (Figure 2), which is the
standard time format of nfdump.
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Fig. 2. Configuration of the Time Format in Wireshark

These steps preceding the export of the traces as CSV are necessary, so that the R
script can transform correctly the files into data frames.

3.4 Data Pre-Processing and Data Processing

The basic flow records collected need to be processed prior to data analysis. After
data understanding and its transformation into a common format for both data sets,
the traces are processed with RStudio, which is an integrated development environ-
ment (IDE) for R. Among other things, it contains a console, tools for plotting and de-
bugging and workspace management. The script contains all steps of setting up the
working environment and of cleansing, wrangling, sorting, aggregation, analysis and
visualization of the data.

The working environment is set by installing and loading all the necessary pack-
ages, establishing the working directory and reading the CSV data already trans-
formed in Section 3.3. The data is mapped from the “raw” format to a data frame,
with the intent of making it appropriate for the analysis process. During the data pro-
cessing step, the application specific knowledge is applied to the data, by first aggre-
gating the flow-records for the same interaction into one single record, and then inte-
grating two unidirectional records into one edge record.
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3.4.1 Combining Flow Records for the same Interaction

The source and destination end-points determine a connection, which is named a 5-
tuple, since it includes five chunks of information: the protocol, the source IP address,
the destination IP address, the source port and the destination port [17, p.556]. Flow
records that define the same interaction are characterized by a 5-tuple. All flows con-
sisting of identical tuples are merged to one single record, where the start time for this
record is the minimum time of all the corresponding flows and the end time is the
maximum time of all flows. For this purpose, the initial time dimension of the data
frame is split in two (respectively into start time and end time), since this aggregation
makes it possible to ascertain the time interval in which one single interaction occurs.
The following screenshots out of the RStudio global environment describe the flows
corresponding to the tuple (146.17.26.89, 146.16.224.49, 63466, 80, TCP) before
(Figure 3) and after the aggregation (Figure 4):

Time SourcelP DestlP “ SourcePort DestPort Protocol SourceTos InPackets InBytes Ininterface
26.89 224.49 [

790 25.10.2016 11:00:13:013013 146.17.26.89  146.16.224.49 63466 80 TCP 0 18 23042 9
1295 25.10.2016 11:00:26:026026 146.17.26.89 146.16.224.49 63466 80 TCP 0 9 11521 9
2727 25.10.2016 11:00:52:052052  146.17.26.89 146.16.224.49 63466 80 TCP 0 18 23042 9
4154 25.10.2016 11:01:31:131131  146.17.26.89 146.16.224.49 63466 80 TCP 0 9 11521 9
5860 25.10.2016 11:02:10:210210 146,17.26.89 146.16.224.49 63466 80 TCP 0 0 0 9
6624 25.10.2016 11:02:23:223223 146.17.26.89 146.16.224.49 63466 80 TCP 0 9 11521 9
7912 25.10.2016 11:02:50:250250 146.17.26.89 146.16.224.49 63466 80 TCP 0 9 11521 9
9891 25.10.2016 11:03:29:32932% 146.17.26.89 146.16.224.49 63466 80 TCP 0 9 11521 9

11276  25.10.2016 11:04:02:4248 146.17.26.89  146.16.224.49 63466 80 TCP 0 18 23042 9
11695 25102016 11:04:20:420420 146.17.26.89 146.16.224.49 63466 80 TCP 0 El 11521 9
13018 25.10.2016 11:04:47:447447 146.17.26.89 146.16.224.49 63466 80 TCP 0 18 23042 9

Fig. 3. Tuple (146.17.26.89, 146.16.224.49, 63466, 80, TCP) before Aggregation

The aggregation assumes also the summation of all packets and bytes, which corre-
sponds to the total transfer of the flows in one direction:

StartTime EndTime SourcelP DestiP SourcePort 7 DestPort Protocol SourceTos Ininterface InPackets InBytes
2689 22449 [
790 2016-10-25 11:00:13  2016-10-25 11:04:47 146.17.26.89 146.16.224.49 63466 80 TP o 9 126 161294

Fig. 4. Tuple (146.17.26.89, 146.16.224.49, 63466, 80, TCP) after Aggregation

Most of the flows corresponding to one single record have corresponding flows in
the reverse direction as well (Figure 5, Figure 6), i.e., the source and destination IP
addresses use the source and destination ports in a swapped way (the source in one di-
rection is the same as the destination in the opposite direction).
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* Time SourcelP DestiP SourcePort DestPort Protocol SourceTos InPackets InBytes Ininterface

224,49 2639 [
772 25102016 11:00:13:013013  146.16.224.49 146.17.26.89 80 63466 TCP 0 10 1938 51
1298 2510.2016 11:00:26:026026 146,16.224.49 146.17.26.89 80 63466 TCP 0 5 969 51
2728 25.10.2016 11:00:52:052052 146.16.224.49 146.17.26.89 80 63466 TCP 0 10 1938 51
4155 25102016 11:01:31:131131  146.16.224.49  146.17.26.89 30 83466 TCP 0 5 %63 51
5862 2510.2016 11:0210:210210 146.16.224.49 146.17.26.80 30 63465 TCP 0 0 0 51
6630 2510.201611:02:23:223223 146.16.22449 146.17.26.89 80 63466 TCP 0 5 969 51
7921 2510.2016 11:02:50:250250 146,16.224.49 146.17.26.89 80 63466 TCP 0 5 969 51
9892 25.10.2016 11:03:29:329329 146.16.224.49 146.17.26.89 80 63466 TCP 0 5 969 51
11269 25.10.2016 11:04:084848  146.16.22449 146.17.26.89 30 83466 TCP 0 10 1934 51
11691 25.10.2016 11:04:20:420420 146,16.22449  146.17.26.89 30 63465 TCP 0 5 269 51
13016 25.10.2016 11:04:47:447447  146,16.22449  146.17.26.89 80 63466 TCP 0 10 1938 51

Fig. 5. Tuple (146.16.224.49, 146.17.26.89, 80, 63466, TCP) before Aggregation

StartTime EndTime SourcelP DestiP SourcePort ~ DestPort ~ Protocol SourceTos ~ Ininterface ~ InPackets  InBytes
224,49 26,89 [
772 2016-10-25 11:00:13  2016-10-25 11:04:47 146.16.224.49  146.17.26.89 80 63466 TCP 0 51 70 13562

Fig. 6. Tuple (146.16.224.49, 146.17.26.89, 80, 63466, TCP) after Aggregation

As it can be noticed for this particular example, the time of each flow record in one
direction (Figure 4) is the same as the time of the corresponding flow in the opposite
direction (Figure 6).

3.4.2 Aggregating two Unidirectional Flow Records into one Record

The 5-tuple is used again to aggregate the flows aggregated in the previous step into
an edge record, so that both the well-known services, the P2P and the illegitimate traf-
fic can be identified. An edge record defines a client-server interaction, respectively a
P2P one. For the protocols TCP and UDP two single records are aggregated into one
record if the flows use both the source/destination IPs and the source/destination ports
in a reversed manner. For ICMP, the records are aggregated if they are between the
same IP addresses, without considering the ports, since ICMP does not have a port ab-
straction. For instance, the single flow record in Figure 4 (146.17.26.89,
146.16.224.49, 63466, 80, TCP) is combined with the one in Figure 6 (146.16.224.49,
146.17.26.89, 80, 63466, TCP) into one edge-record (Figure 7):

Sartlime EndTme Soure®  Dest® SourePort  DesPor  Proinol  Ouffos  Ouimlerae  Ouifackets  Ouifyles  OulFous  OublgPaefSe  Soueios  einteface  nPacels  lByles  InFows  ihvgPacketsie

2489

68 UEIELS s o o s us e 1 1 0 B nooma i

Fig. 7. Edge Record of Tuples (146.16.224.49, 146.17.26.89, 80, 63466, TCP) and
(146.16.224.49, 146.17.26.89, 80, 63466, TCP)

Since the start and the end time of two single paired records can be also different,
the time interval of the edge record is defined as follows:

—  The start time is the minimum start time of the two single records.
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—  The end time is the maximum end time of the two single records.

By using this approach, also the time-delayed response-flows corresponding to a
specific 5-tuple are encapsulated into the aggregation. Concurrently with the aggrega-
tion into an edge-record, the columns corresponding to the bytes, packets and type of
service, interface are split in two, as a result of bidirectionality. Now, also the attrib-
utes of the reversed direction of the single record are mapped into the data frame. The
columns corresponding to the average packet size, which is defined as the division of
bytes per packet, are used in Section 3.7 for the traffic classification into P2P and not
P2P.

The single records with no response found in the opposite direction are removed,
since their retention as unidirectional flows together with the bidirectional flows can
produce bias during the further analysis. A possible cause for the missing correspond-
ing record in the opposite direction is that the response lays in another time interval,
which is beyond the timespan of the data set.

The result of combining the flows together is an edge-record and the data is repre-
sented as a graph that has nodes as unique hosts and edges that define the communica-
tion between these hosts.

In order to simplify the further steps of the analysis, all destination ports are as-
signed values lower than 1024, by assuming a client/server interaction. This approach
leads to a more efficient computational effort when used to identify the servers, since
the script searches only in one dimension of the data frame, thus in the destination
port field. As noted by the authors in [20, p.88], who use the historical community of
interest of a host to anticipate both forthcoming behavior of the IP network and the
behavior of other members of this community, the flows having a client port number
(source port) above 1024 and a server port number (destination port) below 1024 are
in the majority of the cases correct, since it is consistent with the normal usage of re-
served ports. On the other side, the reverse approach (server port above 1024 and cli-
ent port below 1024) is likely to be incorrect, as assessed by [20, p.88] with an experi-
mental error of 2,187%. Since client/server directionality is not considered, due to the
existence of P2P connections within the network, this role assignment error does not
affect the results of the further analysis.

343 Remove illegitimate Traffic

Since only the “proper” traffic within the network presents interest for the analysis, all
graph edges representing the traffic suspected to be unwanted (worms or scans) are
removed. Following rules for this cleansing step are used, according to the protocols
used:

—  Since a valid application layer data transport requires at least three packets to
open, transmit and close a TCP connection [20, p.6], the edge records using
TCP as protocol and having less than 3 packets in each direction are re-

moved. This step eliminates ca. 18% of all edges in case of the first data set
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and 10% in case of the second data set, which signifies that some of the
flows do not fulfill an application-level data transfer.

— UDP can be used as a request/response interaction (DNS, RPC) or in stream-
ing application (long lived UDP flow [21, p.1]). As a result, it is expected
that a “useful” UDP flow is correlated with the transfer of at least two pack-
ets, either in one direction or in the opposite one [20, p.6]. For that reason,
all edge records where the sum of the packets sent and the packets received
is smaller than 2 are removed. Both first data set and second data set contain
only legitimate UDP flows.

—  There is no cleaning applied on ICMP traffic, since one ICMP datagram is a
legitimate use of ICMP [20, p.6].

Applying these cleaning methods on the data leads to a retention of 82% of the to-
tal edge records for the first data set and of 90% of the total edge records for the sec-
ond data set.

3.5 Identification of Anomalous Traffic

The identification of anomalous traffic follows the step of data preprocessing and pro-
cessing. Following illustration (Figure 22) addresses the possible problems that could
occur within the network traffic and their classification into five categories:

Anomalous Events

Classes &Prablems l Classes &Prablems ( In Future )
i

| I | i |

Bad Src —Dst Dos Suspect Flows Palicy Violations Malware s Botnets

!

b Invalid Sro-Dst

b Exsess Natworkoast Flows

» Expess Short TEP Ack Packsts
b TCP Xmas Vialtions

» TCP Urg Miolations

» Maltormed IC WP Packets

b Excess UDP Echo Requests
» Expess UDF Echa Responses

Fig. 8. Anomalous Events [22]
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Out of the problems enumerated in Figure 8, only some of them are profiled, since
the data sets containing the monitored traffic do not include enough information avail-
able at the perimeter gateways in order that all of these issues can be identified. For
instance, the identification of “TCP Syn Violations” requires the knowledge about the
TCP flag, which is missing in the sample data. Another example is the identification
of “Non Unicast Source Flows”, which requires the precondition to know if the IP ad-
dress is Multicast, Broadcast or Unicast. This field is also missing in the network data.
Firstly, the suspect flows are identified, by applying multiple heuristics on the source
and destination ports. The type of service (ToS) field specifies the datagram priority
and is used to request a particular handling such as high throughput or low latency.
The ToS values can be specified in the interval (0, 255), although only following val-
ues are valid: 0, 32, 40, 48, 56, 64, 72, 80, 88, 96, 104, 112, 120, 128, 136, 144, 152,
160, 184, 192 and 224 [44]. If a flow contains other ToS values than the ones speci-
fied before, then this flow is marked as invalid (“invalid_ToS”).

Following heuristics for identifying the suspect flows and denial of service attacks
are based on the profiling methods described by [22]. The ICMP flows meaning an
unreachable network are identified by filtering out the destination ports 768, 774, 777
or 779 and the protocol ICMP (marked as “ICMP_network unreachable”) [22]. ICMP
flows defining unreachable hosts have the destination ports 769, 773, 775, 776, 778,
780 and 781 (marked as “ICMP_host unreachable) [22]. ICMP flows standing for
unreachable ports have the destination port 771 (marked as
“ICMP_port_unreachable”) [22]. ICMP flows unreachable for ToS have the destina-
tion port 779 or 780 (marked as “ICMP_ToS unreachable”). Only the field of the
destination port is used to identify the flows enumerated above, because this field
contains values below 1024, as determined in the pre-processing phase. ICMP redirect
flows have either the source port or the destination port in 1280, 1281, 1282 or 1283
(marked as “ICMP_Redirects”) [22]. ICMP Time Exceed flows signifies traceroute
attempts or a failed reassembly of datagram fragments and have either the source port
or the destination port 2816 or 2817 (marked as “ICMP_Time_Exceeds Flows”) [22].
ICMP Parameter Problem Flows signifies a local implementation error and have ei-
ther the source port or the destination port 3072, 3073 or 3074 (marked as
“ICMP_Parameter Problem”) [22]. Flows having either the source port or the desti-
nation port 7680 indicate a traceroute attempt (marked as “ICMP_Trace Route”)
[22]. Flows having either the source port or the destination port 7936 specify an error
in converting the datagram (marked as “ICMP_Datagram Conversion_Error”) [22].
Flows having the average packet size below 20 transfer malformed IP packets
(marked as “malformed _packets”) [22]. The latter approach is restrained to TCP,
UDP and ICMP traffic. All TCP flows having the average packet size below 40
transport malformed TCP packets (marked as “malformed TCP_packets”) [22]. Anal-
ogously, all ICMP flows having the average packet size below 28 transport mal-
formed ICMP packets (marked as “malformed ICMP_packets”) and all UDP flows
having the average packet size below 28 have malformed UDP packets (marked as
“malformed_UDP_packets”) [22]. The UDP flows having exactly 28 bytes as average
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packet size are marked as “excess_empty UDP_packets” [22]. All the 5-tuple flows,
which fulfill the heuristics above, are mapped in the column “SuspectFlow” of the
data frame with their corresponding label.

Secondly, the flows that are suspected for denial of service (DoS) attacks are
mapped in a separate column. These attacks usually generate deviations in the traffic
volume that are detectable at flow level [19, p.348]. Further, they can be categorized
into land attacks and snork attacks. Flows having the same IPs indicate that the target
machine replicates to itself repeatedly (marked as “land_attack”). Flows having either
the source or the destination port 135 and the corresponding port in the opposite di-
rection 7, 19 or 135 specify a denial of service attack [22]. They are labeled as
“snork_attack”.

Thirdly, possible worms and/or Trojan horses are identified, based on the ports and
on the number of bytes or packets exchanged. The approach of identifying malicious
activity is based on the heuristics proposed by [23, p.1082]. Trojan horses are de-
signed primarily to allow hackers having access to system files, which results in dam-
aged files, stolen passwords or changed file settings [24, p.22]. Worms are programs
originating on a computer and then searching for other computers in a local area net-
work or through Internet connection with the intent of replicating themselves [24,
p-23]. According to [23, p.1081], Trojan horses and worms with typical features can
be identified using the distinctive fields containing the port numbers and the bytes
transfer. The most common worms/Trojans are profiled in the column “Worms_Tro-
jans” of the main data frame. As stated in [23, p.1082], ““Wincrash_v2” is defined by
the source or destination port 2583 and the TCP protocol. The worm ‘‘Shockwave
Killer” uses the source or destination port 2048, the ICMP protocol and 92 transfer
bytes either in one direction or in the reversed one [23, p.1082]. Code Red Worm has
the source or destination port 80, the TCP protocol, a number of 3 packets and 144
bytes [23, p.1082]. Worm.Opasoft and W32.0Opaserv.Worm have the destination port
137, the UDP protocol and 78 transfer bytes. Worm.NetKiller2003, Worm.Sqlp1434,
W32.Slammer and W32.SQLExp.Worm have the source or destination port 1434, the
protocol type UDP and 404 transfer bytes [23, p.1082]. Worm.Blaster and
W32.Blaster.Worm use the source or the destination port 135, the TCP protocol and
48 transfer bytes [23, p.1082]. Worm.KillMsBlast, W32.Nachi.worm and
W32.Welchia. Worm have the source or destination port 2048, the protocol type
ICMP and 92 transfer bytes [23, p.1082]. Worm.Sasser and W32.Sasser have the
source or destination port 445, the TCP protocol and 48 transfer bytes [23, p.1082].
W32.Witty.Worm uses the source or destination port 4000 and the UDP protocol [23,
p.1082]. For all the heuristics above, the transfer bytes and packets are considered in
both directions (i.e., both corresponding to the source and destination host) when pro-
filing the malicious activity.

The results of the heuristics above — suspect flows, denial of service attacks and
worms/trojans are introduced in a separate column for each of these categories, in
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which the identified anomaly is documented. The 5-tuples corresponding to the anom-
alous flows identified in this step are inserted in a separate table and are visible in the
HTML report, as well.

3.6 Identification of Common Services

In this phase of the analysis, the common services such as web servers, client web,
email, domain name system (DNS), virtual private networks (VPN) and remote ser-
vices are profiled, by using the methodology proposed by [4]. The sample data in [4]
was collected and profiled with SiLK??, which simplifies the security analysis of large
networks, by using a set of traffic analysis tools developed by the CERT Network Sit-
uational Awareness Team (CERT NetSA). Additionally to the approach proposed by
[4], the current methodology extends the ports list used for the profiling and also al-
lows the visibility of the results on host and flow level, which enables finding similar-
ities between the flows. It is also visible if a host, to which a specific type of service is
assigned, also participates in connections with hosts having different attributes.

Following columns result out of the profiling of common services: web servers,
web clients, mail servers, mail clients, DNS servers, DNS clients, recursive DNS,
VPN, remote servers and remote clients. Concurrently with the identification of these
services, also the top protocols, the top destination ports and the top source ports are
determined and can be visualized in form of pie charts. These charts are visible in the
HTML report, as well.

3.6.1 Web Servers

Most of the business concerns are led by web traffic and email, where web servers
represent a large amount of web traffic. The first step of the profiling includes look-
ing for network traffic running on the destination ports 80, 8080, 443, 81, 82 and 8090
and using the TCP protocol. The approach in [4, p.26] takes into consideration only
the ports 80, 8080 and 443, but web servers can listen also to the alternate ports 81, 82
and 8090. Only the IP addresses that transfer more than 1% of the total bytes are pro-
filed, since these are the most hectic web servers, according to [4, p.14]. The top 7
web servers can be visualized in the HTML report but all common services including
web servers are mapped on flow level in the data frame containing the whole traffic,
which is referred further on as the main data frame.

The list of the potential web servers needs to be validated by using a web browser,
since some flows containing these web servers do not necessarily represent web traf-
fic. If possible, the validation of the findings should be done outside the network,
since the server may also receive other traffic types from the internal network. If there

22 https://tools.netsa.cert.org/silk/
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are a few external addresses connecting to one of the web servers, then this web
server might be isolated for a few addresses or a point-to-point SSL VPN [4, p.16].
On the other hand, the presence of many external addresses indicates that it is an ac-
tual web server.

This algorithm can generate some false positives, which can be examined by look-
ing at all flows in the main data frame labeled as web servers:

—  Connections having a long-duration and a high transfer on port 443 can rep-
resent SSL VPN traffic [4, p.17].

—  Web servers with many client connections can be gateways [4, p.17].

— It might be the case that a server uses more than one IP address or that many
websites use one single IP address; in order to find this out, the IP addresses
can be concluded to DNS names with DNS lookup, respectively DNS for-
ward lookup [4, p.17].

—  Some servers use the ports 1935, 1755 and 554 for streaming media. If a pre-
viously identified web server uses also one of these ports, then this server
provides a streaming media service [4, p.17].

3.6.2 Web Clients

The approach for identifying the web clients is opposite to the one used for detecting
web servers, thus flows going to web ports on an external host are considered.
Namely, the web clients are identified by profiling the source IP addresses running on
the destination ports 80, 8080, 443, 81, 82 or 8090 and using the TCP protocol. Only
the hosts using at least 1% of the total byte transfer of the traffic are considered [4,
p.20]. The web clients list can be further categorized into proxy servers, NAT gate-
ways and directly connected workstations, by looking at both inbound and outbound
traffic [4, p.21]. A client that hosts many services can also be a VPN gateway.

False positives can arise due to the following patterns:

— Ifthere is only one client web traffic to an IP address, then this address
should not be considered as a web client, since servers receive sometimes for
their updates a minimal amount of traffic from some external addresses [4,
p.23].

—  To simplify application handling but also to avoid firewall policies, any ser-
vice can be configured to use the ports designated by default for web traffic
[4, p.23].

3.6.3 Email Servers and Email Clients

The email servers are profiled by filtering out the destination ports 25, 465, 110, 995,
143 or 993 and the protocol TCP. The destination IP addresses corresponding to these
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entries are the web servers of the network. The email clients are the source IP ad-
dresses running on the destination ports 80, 8080, 443, 81, 82 or 8090 and using the
TCP protocol.

Email servers can be validated by using nslookup or the mail exchanger record of
the domain [4, p.25]. Email clients can be certified by searching the web for a specific
client address to see if it appears in any email headers or by looking for patterns of ex-
pected client traffic into the sample data [4, p.26].

Inconsistencies in profiling email service can arise due to the following issues:

—  Email servers can use also other services, for instance web. Thus, an email
server can be profiled as a web server, as well [4, p.26].

—  Also aclient can run an email server, since email services do not necessarily
run on dedicated servers. If this is the case, the policies concerning clients
running on these services and the firewall configurations need to be checked
[4, p.26].

—  Desktop clients which send SMTP messages should be investigated, i.e., all
clients that send messages straight to the internet [4, p.26].

3.64 Domain Name System

The Domain Name System (DNS) enables the translation between domain names and
IPs [4, p.28]. The DNS servers are identified by filtering out the hosts which accept
connections on port 53 and the clients by profiling the hosts talking to services using
the port 53 [4, p.29]. DNS uses both TCP and UDP for its transactions but since TCP
is used only in case of zone transfers, which rarely occur across the borders of the pe-
rimeter, only the flows using UDP are analyzed [4, p.28]. The traffic volume is meas-
ured by means of packets instead of bytes, since each DNS request is encapsulated in
a single UDP packet [4, p.28]. Thus, in case of both DNS servers and DNS clients,
only the IP addresses which transfer at least 1% of the total packets are examined [4,
p-29].

If an IP address is in both lists of DNS clients and DNS servers, then this IP is a re-
cursive name server, since it both receives and sends requests (Fig.9).

Recursive

Servers

Fig. 9. Recursive DNS [4, p.30]
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The DNS servers can be validated by concluding the IPs to a domain name. Some
anomalies might appear when analysing DNS flows:

—  Server-to-server requests on port 53 are the consequence of using an older
implementation of DNS [4, p.31].

—  Ifthere are DNS responses from any host except the ones belonging to the
network’s DNS servers, this could signify a suspicious activity or a violation
of the policy [4, p.32].

3.6.5 Virtual private Networks

Virtual private networks (VPN) are a group logical nodes and virtual paths [26, p.1]
and can be seen as tunnels over the public networks, allowing the connection of the
users to the main office network [4, p.33]. The setup phase enables the initialization
of the VPN, even if the target IP is behind a NAT machine, and the tunneling phase
has usually no ports linked to the protocols used, such as ESP and GRE, making VPN
different from the other NetFlow traffic [4, p.33].

The VPN gateways are profiled by looking at the IP addresses that use the proto-
cols ESP, GRE and AH and transfer at least 1% of the total bytes and they can be val-
idated with nslookup or by looking at traffic patterns [4, p.34]. If an asset performs
short negotiations over the UDP protocol and has a long VPN session over ESP, GRE
or AH, which is refreshed every hour, then this asset is likely to be a VPN gateway [4,
p.36].

Also in case of VPN traffic, some inconsistencies need to be taken into considera-
tion:

— VPN can run also on non-standard ports, which have to be manually config-
ured so that they can have access through the firewall [4, p.36].

— Distinct timeouts can be visible across VPN, depending on the vendor’s
choice. Independent of the timeout length, the patterns within the flows re-
main the same [4, p.36].

3.6.6 Remote Servers and Remote Clients

A characteristic of remote services is that the data contains small packets on the com-
mand channel and large ones on the data channel. Three types of remote services are
profiled: FTP (port 21), SSH (port 22) and Telnet (port 23), by individually outlining
the destination IP addresses running on these destination ports (servers) and also the
source [P address running on these ports (clients). Only the assets that contribute to
more than 1% of the remote traffic are examined [4, p.38]..

For validating the findings, nslookup can be used. FTP sessions in passive mode
can be validated if the traffic preceding a high-port-to-high-port connection contains
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an edge record running on port 21 [4, p.41]. FTP sessions in active mode can be vali-
dated if the traffic pattern has a high port as source port and port 20 as destination port
[4, p.42].

Possible anomalies may arise due to the following issues:

— Some FTP servers are FTP clients, as well [4, p.42].

—  Timeouts (no server response), due to the configuration of the firewalls [4,
p-42].

—  Control channel without data channel, due to either the active use of keep-
alive packets (which are null) or to brute force attacks on the FTP servers [4,
p-42].

3.7 Identification of P2P Traffic

The profiling in Section 3.6 assumes a pure client-server architecture of the network
where all the shared resources exist exclusively on the server. Thus, the clients and
servers are profiled separately. If a security issue is suspected around one of the
shared resources, then the responsible server needs to be investigated closer. This can
be accomplished in a straightforward manner, by analyzing the corresponding server
lists, which are created as a result of the methodology described in Section 3.6.

In addition, P2P traffic can be existent within the data sets, particularly because
this type of traffic continues to grow steadily and occurs very frequently inside a
closely working group of people in an enterprise network. Compared to the traditional
client-server model, peers are both suppliers and consumers of resources, meaning
they show an increased exposure to remote attacks. Therefore, P2P networks are inse-
cure by nature, because there is no centralized server steering the access to the shared
resources, but these resources are located on the local machines. In a P2P network,
each user is responsible for providing controlling access to the resources existing on
the own computer. The network cannot check the login names to determine if the user
is authorized to access the share. P2P network traffic works very different so it needs
to be profiled differently. In addition, due to its security implications, it is emphasized
more than the traffic corresponding to the common services in course of the further
analysis.

The identification of P2P flows is important for adequate network planning and de-
sign, security assurance, network management and understanding of network behavior
[27, p.296]. Opposed to the first-generation P2P networks, which had well designated
port numbers, the contemporary P2P applications can cover their presence by using
arbitrary ports and custom-designed protocols, so that they can bypass filtering fire-
walls and legal issues. Thus, an accurate profiling of P2P traffic requires the inspec-
tion of packet payload, as well. Nevertheless, the user payload is most of the times in-
accessible, due to legal, technical or logistic matters. This hinders a trustworthy ap-
proximation of the expansion and dynamics of P2P traffic. [5] developed a methodol-
ogy for identifying P2P flows based on connection patterns of P2P networks, without
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considering packet payload. Since [5] validated the findings by using a payload tech-
nique and achieved by that an accuracy of 99% percent of the non-payload method, a
similar algorithm is used to identify the P2P connections within the two data sets. Re-
lated with the identification of P2P traffic suggested in [5], the flows are classified in
two categories: P2P and non-P2P. Additionally, the methodology proposed by [5] is
extended, by taking into consideration the whole network traffic instead of a limited
portion of it when applying the methods for identifying the false positives. Also [28]
profiles the P2P traffic within a Tier 1 provider backbone, thus only the fixed port
numbers are taken into consideration, which leads to an incomplete profiling of the
P2P traffic.

In order to minimize the false positives in identifying the P2P traffic the connec-
tion characteristics of various protocols and services identified in Section 3.6 (for in-
stance web traffic, mail and DNS) are evaluated and filtered. Even if some of these
patterns are not exclusive for P2P, inspecting the flow history or possible scans can
help removing the false positives and disclose unique characteristics. The data frame
obtained after processing the data and mapping the common services represents the
flow table used. This data frame contains all the various flow characteristics required
for the identification of P2P traffic.

In the first step, all source IP and destination IP pairs, which use both protocols
TCP and UDP for their interactions, are identified, since most of the P2P protocols
use concurrently UDP for control traffic and queries and TCP for actual data transfer.
In addition, other services such as DNS, NETBIOS, NTP, ISAKMP, IRC, gaming and
streaming media use TCP and UDP simultaneously. Following ports are assigned to
the services mentioned above: NETBIOS - 135, 137, 139 and 445, DNS — 53, NTP —
123, ISAKMP - 500, streaming media — 554, 1755, 5000, 5001, 6970, 7070, 6970,
IRC - 7000, 7514, 6667, gaming — 6112, 6868, 6899 [5, p.124]. Therefore, a (IP, IP)
pair is categorized as P2P if it uses simultaneously TCP and UDP and does not use
the ports assigned to the services mentioned above. All flows containing one of the
IPs in these pairs are flagged in the main data frame as P2P.

In the second step, the P2P flows are identified by analyzing the connections pat-
terns of the (IP, port) pairs, respectively the number of IPs and the numbers of ports
they connect to. An (IP, port) pair is an affiliation of a source or destination IP and a
source or destination port.

Since distributed P2P networks appeared, each client has a starting host cache,
which contains the IP addresses of other hosts that enable the initial connection of the
P2P network [5, p.125]. These hosts can be peers, servers or hosts handling routing
and query propagation (superpeers). As reported by [16, p.3], a peer sends a negotia-
tion request to another peer having the same resource. If this request is acknowledged,
another request for data transfer is sent. According to [5, p.125], when a host connects
to a superpeer, either over TCP or over UDP, then this host informs this superpeer of
its IP and port to which it can be reached from other peers. This (IP, port) pair be-
comes the host’s ID, which is used by other peers to connect to it. The superpeer
sends the (IP, port) information to the rest of the P2P network. In case that many
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peers connect to a single host, each one of them chooses a temporary source port to
connect to the listening port announced by this host. Thus, the number of distinct IP
addresses linked to this particular host is the same as the number of distinct ports con-
nected to it. Figure 10 explains this process.

— Hosl B p B
Host B e Hoat /ot
_~Host A, Port1 s
= = = recB dst-A,
o g
- s
Buperpeer g siparpeer  Host A, %-\g auusmm//
! Hosi € / /
J Host € 7 T
/ | i 7 -
Haaf A, Port 1 ! { =
J J -
~ srexC dst:A,
sport:10, dport:1
Host A Host A Host A

Fig. 10. Connection of a P2P Host to the P2P Network [5, p.125]

On the contrary, in case of HTTP for instance, a host connecting to the web will
start at least one simultaneous connection to download items at the same time.

Therefore, all (IP, port) pairs which connect to the same number of IPs and ports
are labeled as P2P and all flows in the main data frame which contain one of these
pairs are labeled as P2P.

Since the backbone links show a wide diversity of host types and flows, some of
the identified P2P flows can be nonP2P. Thus, it is anticipated that the two procedures
outlined before return false positives, which are most prevalent in pairs having a few
connections and in pairs having one connection per port such as mail, DNS and gam-
ing. Following approaches restrain the amount of false positives, by addressing the
port history and reviewing the connections of all (IP, port) pairs.

Firstly, the flows having the connection patterns of DNS are analyzed, since only
the true P2P flows are taken into consideration and not the DNS request of a host.
Even if DNS was already profiled in Section 3.6.4, the methodology used in this sec-
tion is not restrained only for DNS but it is applied for all (IP, port) pairs which use a
port number below 501. This approach minimizes the amount of false positives by re-
moving also the frequently used ports from the analysis. As a result, all flows that
have the same source and destination port and a port number below 501 are flagged as
nonP2P [5, p.126].

Secondly, the flows containing gaming and malware (worm and port space scans)
traffic are flagged as nonP2P. Additionally to the ports addressed in Section 3.5,
which are used for profiling the worms and the Trojan horses, the ports list is ex-
tended with some additional ports. Online gaming and malware activity distinguish
themselves by having many connections to distinct IPs or ports and transferring a
large amount of bytes/packets or packets having the same size [5, p.126]. If all flows
that contain a particular (IP, port) pair have the same average packet size (which is
obtained by dividing the number of bytes by the number of packets), it is most likely
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that this flows indicate a malicious activity. Consequently, according to [5, p.127], an
(IP, port) pair is flagged as nonP2P if:

— It has less than three mean packet sizes in all flows in which it appears.

— It does not use any of the ports used classically by P2P traffic (4661, 4662,
4665, 1214, 6346, 6347,412,411,41170, 6881, 6882, 6883, 6884, 6885,
6886, 6887, 6888, 6889, 6699, 6257 or 2234).

— It either has connections to more than five IP addresses or the port is one of
the ports used typically by malware (3127, 3128, 1433, 1434, 3531, 1080,
10080, 17300, 6129, 27015, 27016, 901, 2745) or the port within this pair is
lower than 501.

All flows containing the pairs identified as nonP2P in this step are also marked as
nonP2P in the main data frame.

Thirdly, vertical scans are identified, by calculating the number of times each IP
appears in a (IP, port) pair and the number of other IPs to which this IP is connected.
According to [15, p.298], a vertical scanner is expected to reach more ports on a tar-
get device than a certain client does. All pairs for which the number of IP in pair /
number of IPs connected to IP is above 15 are marked as nonP2P. Respectively, all IP
addresses that appear frequently in pairs and concurrently target a few IP addresses.
All the flows in the main data frame containing one of these IPs are marked as
nonP2P. The value 15 was chosen as a threshold since the experiments for both data
sets having different values of the threshold show that for values below 15 also flows
correctly flagged as web or DNS in the previous steps are marked as scans.

In the fourth and last step the port history is examined by flagging as nonP2P all
(IP, port) pairs where the ports connected to them are below 1024 and the pair appears
in less than 10 flows. Only ports below 1024 are chosen, since they are registered
ports that are used mainly for standard services such as mail, DNS or HTTP. It is not
probable that a P2P client connects only to well-known services, since the clients usu-
ally use a random port number for receiving the connections. For this to occur, many
P2P users must change their client’s listening port to at least one of the registered
ports. As a result, all pairs for which all ports are registered ports and the pair appears
in more than 10 flows are marked as P2P [5, p.127].

After performing these steps, the flows identified as P2P are analyzed against the
flows flagged as non-P2P and only the flows that are not email, DNS, scans, port his-
tory or gaming/malware are kept as P2P.

The analysis above can be described by the algorithm in Figure 11, which is imple-
mented in R and is inspired by the algorithm proposed by [5]. One difference between
the two algorithms is that the algorithm in [5] assumes that an (IP, port) pair already
classified as P2P is a false positive only when the DNS or mail heuristics for this pair
are true. Additionally, the algorithm in this thesis validates an (IP, port) pair already
classified as P2P also against the port history, malware and scan. Another difference
between the two algorithms is that the algorithm in this thesis does not include a list
containing the rejected (IP, port) pairs, which is used for finding the false positives.
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The P2P algorithm identified 285 P2P flows out of 1886 total flows in the first
data set (aprox. 15% P2P traffic) and 47 P2P flows out of 2319 total flows in the sec-
ond data set (aprox. 2% P2P traffic).

1 algorithm P2P identification is
vl define DF as main data frame
3 define IP1 as sourcelP
4 define IP2 as destIP
5 define IP as sourceIP or destIP
B define port as sourcePort or destPort
7 define P2PTCPUDP_DF as empty dataframe
3 define P2PIPPORT_DF as empty dataframe
9 define P2PIPPORT18_DF as empty dataframe
18 define P2PPORTS as dataframe containing the P2P ports
11 define MalwarePorts as dataframe containing the Malware ports
12 define mailPorts as dataframe containing the mail ports
13 define portHistory as dataframe containing the (IP, port) pairs where for each pair
14 all connected ports are low ports and the pair appears in less than 18 flows
15 define count_ports as number of distinct ports connected to an (IP, port) pair
[ define count_ip as number of distinct IPs connected to an (IP, port) pair
define countIPinPair as number of distinct IPs within an (IF, port) pair
define averagePacketSize as bytes/packets for an (IP, port) pair
insert in DF new column P2PTCPUDP
insert in DF new column P2PIPPORT
insert in DF new column P2PIPPORT18
insert in DF new column DNS
insert in DF new column MAIL
insert in DF new column NOMP2P_GamingMalware
insert in DF new column POSSIBLESCAN
insert in DF new column PORTHISTORY
insert in DF new column P2PNONP2P
for each (IP1, IP2) pair in DF do
if protocol = TCP AMD protocol = UDP then
insert (IP1,IP2) in P2PTCPUDP_DF
for each (IP, port) pair in DF do
if count_ports - count_ip <= 1 OR count_ip - count_ports <= 1 then
insert (IP, port) in P2PIPPORT_DF
if (count_ports - count_ip < 18 OR count_ip - count_ports <18) AND port in P2PPORTS then
insert (IP, port) in P2PIPPORT1@_DF
for each row in DF do
if (IP,port) in P2ZPTCPUDP_DF then
insert "P2P" in P2PTCPUDP
if (IP,port) in P2PIPPORT_DF then
inzert "P2P" in P2PIPPORT
if (IP,port) in P2PIPPORT18_DF then
insert "P2P" in P2PIPPORT1@
if (IP,port) in portHistory then
insert "MOMWP2P" in PORTHISTORY
if averagePacketSize <3 AND (IP, port) not in P2PPORTS AND
(count_IP»>5 or port in (IP,port) <501 or port in (IP,port) im MalwarePorts) then
insert "NOWPZP" in NONP2P_GamingMalware
if countIPinPair/countIP »=15 then
insert "MOMWPZP" in POSSIBLESCAN
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50 if SourcePort = DestPort AND SourcePort < 581 then

51 insert "DNS" in DNS

52 if SourcePort in mailPorts or DestPort in mailPorts then

53 insert "Mail" in MAIL

54  for each row in DF do

55 if MAIL="Mail"™ OR DNS="DNS" OR POSSIELESCAN="NONPZP" OR NONP2P_GamingMalware="NONP2ZP" OR
56 PORTHISTORY="NONP2P" then

57 insert "NOMWP2P" in P2PMONP2P

58 elseif PZPTCPUDP ="P2P" OR P2ZPIPPORT ="P2P" COR P2ZPIPPORT1E® ="P2P" then

5 insert "P2P" in P2PNONP2P

elseif is.null{PORTHISTORY) then
insert "P2P" in P2PNONPZP

Fig. 11. Algorithm for the Identification of P2P Flows
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3.8  Graphical Representation of the known Communication Patterns

The communication patterns identified in the previous steps can be represented in a

visual manner by using graphlets. The dark gray elements in Fig. 12 — Fig. 21 repre-
sent the particular pattern.

The web server pattern (Figure 12) is characterized by connections coming from
the ports 443, 80, 81, 82, 8080 and 8090.

m

SourcelP DestiP SourcePort DestPort
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Fig. 12. Web Server Pattern

The client web pattern (Figure 13) is similar with the web server pattern but it de-

scribes the opposite process. The pattern is characterized by connections going to the
ports 443, 80, 81, 82, 8080, 8090 on an external host.

Client Web

SourcelP

Fig. 13. Client Web Pattern
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Hosts accepting traffic on port 53 characterize the DNS server pattern (Figure 14).
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Fig. 14. DNS Server Pattern

Hosts communicating with various services on port 53 define the DNS client pat-
tern (Figure 15).

DNS Client
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Fig. 15. DNS Client Pattern



If an IP address belongs to both lists of DNS servers and DNS clients, then this IP
is a recursive name server (Figure 16) and it acts both as a client and as a server.

SourcelP, DestlP SourcePort DestPort

Fig. 16. DNS Recursive Pattern

The remote file server pattern is characterized by outbound flows from the ports
21, 22 or 23 (Figure 17).
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Fig. 17. Remote Server Pattern



The remote file client pattern is similar to the pattern in Figure 17, but it is defined
by inbound connections to the destination ports 21, 22 or 23 (Figure 18).

Remote Client
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Fig. 18. Remote Client Pattern

The mail server pattern (Figure 19) is defined by traffic sent from the ports 25,
465, 110, 995, 143, 993 on an external host.

Mail Server

SourcelP DestiP

SourcePort DestPort

25, 465, 110,
995, 143, 993

)
N

Fig. 19. Mail Server Pattern
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Clients collecting messages from the ports or encrypted ports 25, 465, 110, 995,
143, 993 define the mail client pattern (Figure 20), thus the outbound connections
from these ports characterize this pattern.

Mail Client

SourcelP DestiP SourcePort DestPort

Y

25, 465, 110,

Y
\/ 095, 143, 993

Fig. 20. Mail Client Pattern

The VPN pattern (Figure 21) occurs mainly between a remote office and the main
office [39, p.34] and is characterized by the assets using the protocols ESP, GRE and
AH.

VPN

SourcelP Protocol DestiP

Fig. 21. VPN Pattern
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According to the P2P algorithm, a P2P connection is defined by all (IP, port) pairs
that connect to the same number of IPs and ports. The pattern illustrated in Figure 22
describes the same number of destination IPs and destination ports affiliated to the
pair (SourcelP, SourcePort).

P2P acc. to
(IP,pair) method

SourcelP DesilP SourcePort DestPort

el

Fig. 22. P2P Pattern according to (IP, pair) Method

The presence of scans supports the evaluation of false positives within the P2P al-
gorithm (Figure 23). Hosts connecting to a few IPs and appearing in a large number
of (IP, port) pairs define scans.

Scan

SourcelP DesilP SourcePort DestPort

O— 5O

Fig. 23. Scan Pattern
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A flow is characterized as P2P according to the port history if all the distinct ports
connecting to an (IP, port) pair are used by common services, i.c., ports lower than
1024, and if the pair appears in at least ten flows (Figure 24).
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Fig. 24. Port History Pattern

3.9 SNA and Visualization

The approaches used in the previous sections lead to the assignment on flow level of
specific services after their identification by using the known characteristics of the
network such as port number, transfer size or protocol. This analysis facilitates an ac-
curate finding of the common services, anomalies and P2P traffic and represents a
good basis for identifying further patterns within the network by means of SNA. Fol-
lowing sections contain the description of the SNA methods applied on both data sets
and how these methods characterize the network traffic.
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3.9.1 Introduction to SNA

According to [25, p.278], the basis of SNA is illustrating the social network as a
sociogram consisting of nodes and relations. In a social network, an actor can be for
instance a person, an organization, a blog or a host and is represented as a node. A re-
lation represents a linkage or an edge between the actors and can have different con-
notations: acquaintance, friendship, exchange, data transfer, etc. Relations are sym-
metrical in case of both data sets (each node sends and receives to/from another
node). The focus is set not on the individuals and their attributes but on their structure
and the relationship between them. The benefit of such a representation is that it al-
lows the analysis of social processes as a result of relations between social entities.
SNA uses two kinds of tools to represent information about patterns of ties among
these actors: graphs and matrices. Representing data as a matrix is a pre-step for data
manipulation and utilization of further methods. The main data frame created in the
previous steps is the fundamental matrix from which several other data frames serving
the purpose of graph visualization and analysis are built. According to [13, p.167],
SNA addresses one important feature of social structure: the provenience and disper-
sion of power, where power is seen not as a node attribute, but as a result of the rela-
tions between nodes.

A network graph visualization can suggest some of the most important characteris-
tics of the whole network structure, for instance, if all nodes are connected, if there
are many or few ties among the actors, if any subgroups or local clusters exist or if
some actors have many or a few ties when compared with other actors. According to
[12, p.6], the analysis of Internet traces facilitates the creation of different network
graphs that rely upon the manner in which the data is aggregated. The underlying
graphs of the two data sets are undirected, since each node within a pair of nodes
sends and receives to and from each other.

This thesis aims to build a bridge between social science and network flow analysis
by finding the network behavioral similarities between them and interpreting the con-
cepts used in social analysis by means of network traffic. For instance, terms as
“friendship” or “political adherence” from the social field are translated into concepts
as “communicates to” or “is a subnet of” of the network traffic. Popularity, for in-
stance, refers to the number of connections an IP has with other IPs.

Out of the software that facilitate such social network specific analysis, R was cho-
sen, since it offers a large range of packages and methods, which are devoted to the
features of network analysis: standard manipulation, characterization of network data,
network modelling and visualization [30, p.8]. Another reason for choosing R is that a
network manager/operator can have a single self-configurable script, which can be
used to perform at once the whole analysis of the network data: from data processing
and pre-processing to the identification of common services, anomalies and P2P traf-
fic and statistical SNA.
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The result of applying social network methods on the network data is the emer-
gence of several new dimensions (columns) within the main data frame, which con-
tain the outcomes of this analysis. These results are correlated and compared to each
other and with the initial findings in order to find additional communication patterns
within the network except those derived from the usage of standard ports and/or pro-
tocols. In other words, the SNA methods are used to see if it possible to profile a net-
work only by studying its dynamics.

3.9.2 Popularity and Network Behavior

The pre-filtering step of traffic analysis contains the analysis of the popularity of a
host, which is defined as its interactions with other hosts [31, p.234]. It can be differ-
entiated between the following interaction types: one-to-one (download), one-to-sev-
eral (browsing) and one-to-many (scans) [32, p.321]. Since the aim is to map the re-
sults on flow level into the main data frame, six new columns are added during this
process. Three out of these columns describe the popularity measures described above
for the source IP of the flow and the other three define the popularity of the destina-
tion IP of the flow. IP addresses connected to only one IP address are profiled as
“one-to-one:download” into the main data frame. The threshold used for the identifi-
cation “one-to-several” and “one-to-many” interactions is defined as the total duration
of the flows (in seconds) divided by 3. The value 3 is chosen as a threshold since it is
very probable that if the traffic amount assigned to an IP address, which connects to
other IP addresses, exceeds a third of the total duration of the flows in seconds, then
this particular traffic can be labeled as scan. Thus, if an IP address sends at least one
packet to more than two other IP addresses in the trace and to less IP addresses than
the threshold value, then this IP address is labeled as “one-to-several:browsing” into
the main data frame. If the number of IP addresses connected to one IP address ex-
ceeds the threshold value, then this IP address is labeled as “one-to-many:netscan”
into the main data frame.

The number of ports divided by the number of peers define the network behavior in
terms of attacks (port scans) or normal behavior. Usually, servers reply on a single
port in case of standard protocols and clients use a distinct random port for connecting
to a server. Many connections initiated may indicate attacks or port scans. Thus, a
similar methodology with the one used for profiling the popularity of a host is ap-
plied, by labeling as attacks all flows for which the number of ports divided by the
number of peers exceeds the total duration of the flows divided by 3. On the contrary,
if this value is below the threshold, then the flow is labeled as normal behavior.

393 Properties of the Network and its Actors

Customarily, graphs are mathematical structures containing a group of vertices

(nodes, actors) and a set of edges (links, connections) and can be labeled accordingly

as G = (V,E). The edges E are unordered pairs (u, v) of separate vertices u,v € V
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[30, p.14]. A graph-based framework is embraced for plotting the relational data in
network analysis. For that reason, the R package “igraph” is used to create the net-
work graph and to extract and outline its characteristics.

The network is “decorated” by labeling the edges and the vertices with its attrib-
utes, i.e., values from the main data-frame associated with the corresponding graph.
The vertex attributes are both discrete (for instance the protocol, port, IP address) and
continuous (transfer size, betweenness centrality, closeness, etc.). The vertex attrib-
utes can also mean assigning colors to the vertices in course of the analysis, so that
they can be differentiated from other vertices.

So that all dimensions of the network traffic can be analyzed, a vertex can repre-
sent different elements of the network:

— IP address as a vertex: for measuring the way in which hosts communicate
with each other.

— Ports as a vertex: for measuring the way in which the endpoints of communi-
cation are linked with each other.

—  (IP, port) pair as vertex: for measuring the way types of services assigned to
a host communicate with each other.

—  (IP, port) and IP as vertex: for measuring the way types of services assigned
to a host communicate with all the other hosts.

—  (IP, port) and port as vertex: for measuring the way types of services as-
signed to a host communicate with the endpoints of communication.

The classification outlined above results in 5 dimensions of the network, where the
following methods are applied on each of the corresponding graphs: neighbors, ego-
centric networks, degree, betweenness centrality, closeness centrality, graph compo-
nents (clusters), communities detection by means of a greedy algorithm?3 and func-
tional classes. The results of these methods are analyzed in parallel, mapped into the
main data frame on flow level and correlated between each other with the intent of
finding similarities between them and the communication patterns outlined in Section
3.8.

Since in R not only the network graphs are encoded in data frames but also the at-
tributes, the vertices and the edges are represented in a separate data frame. The first
column of the vertex data frame includes the vertex names and all the other columns
contain the values of the vertex attributes. The edge list that defines the graph is con-
tained in the first two columns of the edge data frame, while all the following col-
umns consist of the edge attributes [30, p.16].

Each vertex can be defined by a variable that is based on its relational features,
such as the numbers of ties to other vertices. Adjacency is the elementary notion of
the graph connectivity, which indicates how many vertices need to be removed so that

23 https://en.wikipedia.org/wiki/Greedy algorithm
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one actor becomes unreachable from another actor. Two nodes are adjacent or neigh-
bors if they are connected by an edge, while two edges are adjacent if a common ver-
tex links them. The local structure of a given vertex can be highlighted in form of an
egocentric network visualization, which is a sample of a network’s local area [14, p.9]
and shows the vertex (ego), its immediate neighbors, and all edges among them. The
neighborhoods are the number of distinct vertices directly connected with the center.
According to [14, p.9], the egocentric network highlights the opportunities and re-
straints of the ego, as a result of its embedment within the network. If the vertices
connected to the ego are not directly connected to one another, then the ego has the
role of a broker [13, p.135], since it is the center of a “star” network, being placed on
a path between the other vertices.

The number of edges incident on a vertex are referred as the degree of a vertex,
which is an index of connectivity in the network [30, p.22]. In a social context, the de-
gree values can signify for instance the number of friendship ties among a class and
reveals the actor’s prominence in the network [29, p.59]. There is a high probability
that communication occurs and that the vulnerability of the connection decreases if
there are many flows between a pair of vertices. Therefore, actors who have more ties
(higher degrees) and egos who bridge gaps between the vertices may be advantaged.
Both neighborhood and degree can give insight into the popularity extent and power
[14, p.146] of a particular vertex and the degree histogram can reveal important infor-
mation, by highlighting the degree distribution within the network.

Betweenness centrality is a measure that summarizes the extent to which a vertex
is situated between other pair of vertices and implies that “importance” depends on
the node position with regard to the paths inside the network [30, p.48]. Betweenness
centrality can reveal which node plays a key role in facilitating the direct flow of in-
formation between itself and other nodes within the network. In contrast with be-
tweenness centrality, closeness centrality defines how close a node is to the other
nodes and is defined by [43] as the inverse of the total distance from one particular
node to all the other nodes.

The network cohesion is characterized by the coherence magnitude of the vertex
subsets and is defined by measures such as graph components and communities. The
differences in the manner that actors are enclosed in the structure of groups outline
the behavior that these actors are inclined to practice and how they see their “society”
[13, p.171]. The number and size of groups including their underlying connection pat-
terns within the network can be used to conclude the restraints of the actors and the
development of the graph itself [13, p.171]. A connected component is a “maximally
connected subgraph” [30, p.57] and can provide insight into how structured is the
graph. Large components indicate that the graph is rather dense, where density can
give insight into the development of the speed at which information propagates
among the nodes. [33, p.267]

The graph is partitioned into communities based on a hierarchical clustering
method used in data analysis. This approach uses a greedy approach for examining
the space of all available partitions, by consecutively changing subsequent candidate
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partitions either by merging or by splitting them. At each step, the current candidate
partition is changed in a manner that minimizes a stated cost measure. A well-known
cost measure is modularity, which is defined by [34, p.7] as:

Q=Y (e —af)=Tre—lle?|,

where e;; is the chunk of all edges that connect vertices in community i to vertices in
community j, a; is either the row or the column sums Z]. e;j, Tr e is the trace of the

symmetric matrix with the elements e;; that defines the fraction of edges linking verti-
ces within the same community. The quantity Q is the difference between the group
of edges connecting vertices alike and the predicted value of the same quantity Q
yielding the same community partitions and random links between the vertices [34,
p.7]. Large values of modularity signify that the given candidate partition has an un-
common group structure and can eventually occur under randomizing the allocation
of vertices. Since the optimization of modularity depends over searching all possible
network partitions and thus it is expensive in large-sized networks, a fast and greedy
approach for optimization is used, as proposed by [35]. This ideas can be imple-
mented using the function fastgreedy.community of the R library “igraph” and the
outcome is an item of the class “communities”, which can be further used for other
functions. The result of this agglomerative hierarchical clustering algorithm can be
represented in form of a tree, called a dendrogram, which facilitates the identification
of approximate equivalence classes [13, p.213]. Since it is commonly expected that
the existence of cohesive fractions of vertices assumes also some similarity in particu-
lar relevant vertex attributes, each attribute is validated against its community (func-
tional classes). Graph partitioning can be seen as a tool for identifying subsets of ver-
tices without knowing a priori the vertex attributes.

394 Similarity Analysis

Analyzing data in terms of equivalence classes enables the generalizations about so-
cial structure and behavior. In order to do that, actors should be regarded not as
unique individuals, but as categories, which emerge by grouping the actors that are
most similar [13, p.196]. Similarity refers to the patterns of relations between actors
and not to their underlying attributes, which emphasizes the concept of “social role”
or “social position” [13, p.196]. This thesis addresses the idea of structural equiva-
lence, which assumes that two actors are structurally equivalent if they have the same
relationships to all other actors [13, p.199]. The notion of relationships or link of a
host is understood in terms of the host’s total neighbors, since it is appropriate to ana-
lyze the distinct connections of a host rather than measuring all of the connections,
which is defined by degree — see Section 3.9.3. This phase of the analysis contains
two steps:
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—  Identify hosts that are accurately structural equivalent to each other, thus
have the same neighbors.

—  Identify pair of hosts that are approximately comparable to one another, by
using the convergence of iterated correlations and grouping them within
equivalence blocks.

The results of this analysis show which host can be substituted by another host that
has the same links to other hosts, respectively which hosts have the same positions
within the network with respect to all other hosts. The hosts that are either exactly
structurally equivalent or roughly structurally equivalent deal with the same con-
straints and opportunities [13, p.202].

3.95 Temporal Analysis

The analysis of the network behavior over time gives insight into the most “busy” or
critical time interval. For this purpose, the metrics of betweenness, degree, neighbors
and bytes transfer are visualized over the whole time span of the data log. This ap-
proach facilitates a further investigation of the assets that are responsible for an unu-
sual traffic activity, by considering the peaks (local maxima) of the temporal plots.

4 Explorative Analysis of Data Set I

The methods and algorithms described in Section 3 are applied on both data sets, by
means of the R script. The traces of the first data set were collected from the perime-
ter of an enterprise network. The raw data file contains 13263 anonymized flows and
captures the traffic occurring in a period of approximately 5 minutes. The file is con-
verted to a data frame within the R environment, for the intent of a further analysis.
Some of the attributes of the data frame are already given (the initial raw format) and
others arise from the locations of the actors in the network and from analysing the un-
derlying ports, bytes and protocols. The column headers are renamed from the con-
ventional NetFlow labels to short names for improving the data understanding. As a
result of the pre-processing and processing step, the data frame is compressed to 1886
rows, where each row represents a bidirectional flow. The result of identifying anom-
alous traffic consists in some flows containing an invalid type of service flag and
three flows flagged in the “Worms_Trojans” column as “/Worm.Opasoft,
W32.0paserv.Worm”. This profiling is summarily represented in a data frame, which
contains the suspicious 5-tuple flows (Figure 25).

41



SourcelP DestlP SourcePort DestPort Protocol SuspectFlow DoS Worms_Trojans

146.17.26.0  146.16.239.120 57064 81 TCP invalid_Tos
146.17.26.0 146.16.239.120 57086 81 TCP invalid_Tos
146.17.26.0 146.16.239.120 57097 81 TCP invalid_Tos
146.17.26.0 146.16.239.120 57105 81 TCP invalid_Tos
146.17.26.0 146.16.239.120 57107 81 TCP invalid_Tos
146.17.26.0 146.16.239.120 57117 81 TCP invalid_Tos
146.,17.26.0 146.16.239.120 57119 81 TCP invalid_Tos
146.17.26.106  146,16.239.121 58820 81 TCP invalid_Tos
146.17.26.18  146,16.251.34 137 137 UDP MWorm.Opasoft, W32.Opaserv.Waorm
146.17.26.6 146.16.239.120 56230 81 TCP invalid_Tos
146.17.26.6 146,16.238.121 56303 81 TCP invalid_Tos
146,17.26.80  146,16.239.121 62576 81 TCP invalid_Tos
146.31.247.70  146,17.26.18 137 137 UDP MWorm.Opasoft, W32.Opaserv.Warm
146.31.247.70  146.17.26.92 137 137 UDP MVarm.Opasoft, W32.OpaservWorm

Fig. 25. Anomalous Flows in Network I

The tuples (146.17.26.18, 146.16.251.34, 137, 137, UDP), (146.31.247.70,
146.16.26.18, 137, 137, UDP), (146.31.247.70, 146.16.26.92, 137, 137, UDP) contain
the patterns of “Worm.Opasoft, W32.0paserv.Worm”: port 137, protocol UDP and 78
transfer bytes. Although it is recommended to monitor these hosts more carefully
since they are identified as generating malicious activity, also a false interpretation as
worm activity is possible. It is probable that this trace is generated by a failure of the
host’s DNS queries due to a configuration error, which further produces a flood of
name resolution attempts by NetBIOS over the IP protocol, as outlined in [36]. A de-
fense recommendation is the blocking of ports 135-139 over TCP and UDP and of
port 445 at the firewall. If access to the servers over WAN is required, then the con-
nection should be limited to trusted hosts, which should be further monitored [36].

The traffic volume of the top protocols within the network can be visualized in Fig-
ure 26. The chart indicates that almost all the traffic happens over TCP/UDP and ESP
and ICMP cover only 3% of the whole traffic.
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Top 4 Protocols of the Sample Network

TCP 71%

ESP 1%
ICMP 2%

Fig. 26. Top Protocols by Traffic Volume of Network I

In order to profile the most requested services by the client within the sample net-
work, the outgoing traffic is sorted by the occurrence of the destination ports. As ex-
pected, the most requested service is web (81, 443), followed by DNS (53) and LDAP
(389) (Figure 27). The servers are expected to manage the same type of services.

Top 5 Destination Ports of the Sample Network

Fig. 27. Top Services of the Network 1
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For profiling the clients within the network (clients are defined as the hosts which
initiate the communication), the outgoing traffic is sorted by the occurrence of the
source ports. The result of this profiling is visible in Figure 28. The most used client
service is LDAP?* (port 3268), which is by definition insecure.

Top & Source Ports of the Sample Network

3268 52%

5061 17%

Fig. 28. Top Clients of the Network I

Following tables (Figure 29, Figure 30, Figure 31 and Figure 32) show the out-
come of the profiling of the common services within the network, as illustrated in
Section 3.6. These tables can be found in the HTML report, as well.

The web servers responsible for more than 1% of the transfer bytes are almost all
within the same prefix (146.16.x.x), meaning that they all belong to the same subnet-
work (Figure 29).

DestlP DestPort
146.31.171.70 443
146.16.253.18 443
146.16.239.124 a0
146.16.239.121 a1
146.16.239.120 a1
146.16.224 49 a0
146.16.224.100 443
146.16.224.100 a0

Fig. 29. Top Web Servers of the Network I

24 https://en.wikipedia.org/wiki/Lightweight Directory Access_Protocol
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All the web clients sending more than 1% of the transfer bytes use more than one
port assigned to the web traffic and are all within the same prefix (146.17.26.x),
meaning that they are all part of the same subnetwork (Figure 30).

SourcelP DestPort
146.17.26.92 443
146.17.26.92 a0
146.17.26.92 81
146.17.26.89 443
146.17.26.89 80
146.17.26.89 a1
146.17.26.80 443
146.17.26.80 20
146.17.26.80 81
146.17.26.6 443
146.17.26.6 a1
146.17.26.6 80
146.17.26.28 443
146.17.26.28 81
146.17.26.28 a0
146.17.26.23 443
146.17.26.23 a0
146.17.26.118 443
146.17.26.118 a0
146.17.26.118 81

Fig. 30. Top Web Clients of the Network I

Figure 31 illustrates the only DNS server within the network, which resides on the
same subnetwork assigned to the majority of the web servers (146.16.x.x).

DestlP DestPort
146.16.240.194 53

Fig. 31. Top DNS Servers of the Network I

Most of the DNS clients in Figure 32 are also web clients (Figure 30) and they be-
long to the same subnetwork assigned to the web clients (146.17.26.x).
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SourcelP DestPort
146.17.26.92 53
146.17.26.83 53
146.17.26.80 53
146.17.26.6 53
146.17.26.28 53
146.17.26.25 53
146.17.26.23 53
146.17.26.22 53
146.17.26.18 53
146.17.26.13 53
146.17.26.125 53
146.17.26.118 53
146.17.26.109 53
146.17.26.106 53

146.17.26.0 53

Fig. 32. Top DNS Clients of the Network I

There are no mail and remote services running within the network, which may in-
dicate that the traffic was captured outside working hours.

The P2P algorithm detected 285 P2P flows out of 1886 total flows, which means
that roughly 15% of the total traffic is P2P traffic. All the flows are flagged as having
a normal behavior according to the procedure outlined in the Subsection 3.9.2 and
96,67% of the flows are flagged as “one-to-several:browsing”, while the rest is
flagged as “one-to-one:download”. No flow is marked as “one-to-many:netscan” or as
“attack”. This indicates that neither download, nor scanning is prevalent within the
network.

Recall that the meaning of a vertex is different in particular contexts of research
and this leads to a parallel analysis of five types of network dimensions. Firstly, the
network is built around the IP addresses that are represented as a vertex (referred fur-
ther as IP Network). Secondly, the dynamics between the ports as a vertex is analyzed
(referred further as Port Network). Thirdly, the (IP, port) pairs are compressed to a
vertex, with the intent of measuring how the types of services assigned to a host com-
municate with each other (referred further as Pair Network). Fourthly, the (IP, port)
pairs and the IP addresses are labeled as a vertex (referred further as PairTolP Net-
work). Fifthly the (IP, port) pairs and the port form a vertex (referred further as
PairToPort Network).

The network is analyzed in parallel along the five heuristics above with the intent
of finding similarities between the outcomes of the measures applied.

The attributes corresponding to a given vertex are mapped in a data frame, which is
used further to build the network graph. Depending on the way a vertex is con-
structed, also the attributes may be different. For instance, when mapping the ports to
a vertex, there is only the host type (in terms of P2P or not P2P) that can be deter-
mined as an attribute of the vertex, since the other attribute types cannot be used as
unique identifiers. Figures 33, 34 and 35 illustrate fractions of the three data frames —
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IP as a vertex, IP and port (pair) as a vertex, port as a vertex - populated with the ver-
tex attributes.

D Label ClientServer ~ RemoteClientServer ~ Mail DNS TotalTransfer ~ SuspectFlow ~ DoS Worms_Trojans possibleScan VPN HostType
87 14616238116 host host. host host 20192.6638 VPN NONP2P
85 1461623896 host host hast host 1070.0000 NONPZP
85 146.16.224.100 webServer host. host host 122372.2627 VPN NONP2P
90 1461622423 hast host hast host 51095256 VPN NONPZP
91 1461622449  webServer host. host host 16900.3790 VPN NONP2P
92 146.16.239.120 webServer host hast host 91044,1502 invalid_Tos VPN NONP2P
93 146.16.239.121 webServer host. host host 145948.1282  invalid_Tos VPN HONP2P
94 14616239123 host host host host 79560579 VPN NONP2P
95 146.16.239.124 webServer host. host host 96047838 VPN HONP2P
9 1461624212  host host host host 95866284 VPN NONP2P
97 146.16.249.140 host host. host host 12126063 HONP2P
98 1461726105  host host host host 13969776 PP
95 146.16.230.57 host host. host host 28245436 VPN HONP2P
100 1461623098  host host host host 45265293 VPN NONP2P
101 146.17.26.107  host host. host host 23478743 F2p
102 1461622594  host host host host 2878.0510 VPN NONP2P
103 146.16.251.34  host host. host host 350.0000 /Worm.Opasoft, W32.0paservWorm HONP2P
104 146162274 host host host host 2413,0545 VPN NONP2P
105 146.16.226213 host host. host host 8752222 HONP2P
106 146.16.238115 host host host host 27651190 NONP2P
107 146.16.249.157 host host. host host 72417641 VPN HONP2P

Fig. 33. Vertex Attributes of the IP Network I

D Label ClientServer ~ RemoteClientServer ~ Mail DNs Totallransfer ~ Suspectflow ~ DoS Worms_Trojans ~ possibleScan VPN HostType
53 146.17.26.880 webClient ramateHost mailHost  DNSHost 164,0000 VN NONPZP
54 146.17.26.890 webClient ramotettost mailHost DNSHost 300.9252 VN NONPZP
55 146.17.26.920 webClient ramotettost mailHost DNSClient 24816350 veN NONPZP
56 146.16.251995061  webHost remotetost mailHost DNSHost 71383323 P2p
57 146.16.250.103 23018 webHost remateHost mailHost DNSHost 408.0000 P2p
55 146.16.250,103 23019 webHost remateHost mailHost DNSHost 180.0000 P2P
59 146.17.25.3343397  webHost ramateHost mailHost  DNSHost 2830000 NONPZP
60 146.16.250,103 31354 webHost ramotettost mailHost DNSHost 408:0000 2P
61 146.16.250,103 31355 webHost ramotettost mailHost  DNSHost 180.0000 2P
62 146.17.25.3649760  webHost remotetost mailHost DNSHost 26830000 NONPZP
63 146.16.120,1115012  webHost remotetost mailHost DNSHost 4280000 P2P
64 146.16.120.1115013  webHost remotetost mailHost DNSHost 196.0000 P2p
65 146.17.254347388  webHost remateHost mailHost DNSHost 283.0000 NONPZP
66 146.17.254832945  webHost ramateHost mailHost  DNSHost 2830000 NONPZP
67 146.17.223.2205014  webHost ramoteHost mailHost  DNSHost 428:0000 2P
68 146.17.223.2205015  webHost ramotettost mailHost DNSHost 196.0000 2P
69 146.17.25.6260408  webHost rematettost mailHost DNSHost 283.0000 NONPZP
70 146.17.223.1545010  webHost remotetost mailHost DNSHost 426.0000 P2p
71 146.17.223.1545011  webHost remateHost mailHost DNSHost 196.0000 P2p
72 146.16.250,119 23454 webHost ramateHost mailHost  DNSHost 408.0000 2P
73 146.16.250,11923455 webHost ramoteHost mailHost  DNSHost 180.0000 2P
74 146.17.25.8245528  webHost ramotettost mailHost DNSHost 283.0000 NONPZP

Fig. 34. Vertex Attributes of the Pair Network I
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[+ Label TotalTransfer HostType

9 5012 2120.0000 P2P
10 5013 964.0000 P2P
" 47338 283.0000 MNONP2P
1z 32848 283.0000 MNOMPZP
13 5014 856.0000 P2P
14 3015 392,0000 P2P
15 60409 283.0000 MOMPZP
16 5010 1264.0000 P2P
7 5011 572.0000 P2P
18 23454 408.0000 P2P
19 23455 180.0000 P2P
20 45529 283.0000 MNONP2P
21 68 4088.6667 MNONP2P
22 60568 165.6182 MOMP2ZP
23 60569 152.6000 MOMPZP

Fig. 35. Vertex Attributes of the Port Network I

To provide a network overview regarding its structure and the services used, the
network can be visualized from the perspective of different attributes labeled with dif-
ferent colors within the network graph. For this purpose, the IP Network is used as a
basis for the visualizations, since it is the only one among all five network types that
emphasizes the connections among hosts in form of edges. The network visualization
yields 2 clusters, one containing the majority of the nodes and the other one including
a few vertices centered around one vertex in form of a star. The larger cluster contains
one graph component on the left side of the cluster, which is delimited from the right
side of the cluster by a sort of bridge.

Figure 36 provides a network visualization from the point of view of client/server
interaction, where the clients have the color blue, the servers are green and the rest of
the hosts are red. As noticeable in the Figure 29 and in Figure 30, the web servers and
the web clients are mainly included in a single subnetwork, which is also visible in
the component forming the left side of the graph in Figure 36, which contains all the
web servers and all the web clients.
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Fig. 36. Network I Visualization Clients/Servers

Figure 37 provides a network visualization from the perspective of DNS interac-
tions, where the DNS clients have the color blue, the DNS servers are green and the
rest of the hosts are red. Comparing this visualization with the one in Figure 36, it is
visible that the web clients overlap with the DNS clients. As expected, the DNS
server is situated at the “entrance” of the graph component on the left side of the net-
work, which is delimited from the right side of the network by a “bridge” being as-
signed to none of the common services. As noticeable in the Figure 31 and in Figure
32, the DNS servers and the DNS clients are mainly included in a single subnetwork,
which is also visible in Figure 37, which contains all the DNS servers and all the DNS
clients in the network component located on the left side of the graph.
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DNS

Fig. 37. Network I Visualization DNS

Since there are no mail services within the network, the vertices have only one
color (Figure 38).

MAil

Fig. 38. Network I Visualization Mail
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Figure 39 provides a visualization of the network from the point of view of P2P in-
teraction; the P2P hosts have the color red, the non-P2P hosts are blue and the hosts
that are both P2P and non-P2P are green. It is visible that the cluster in the upper part
of Figure 39 contains exclusively P2P traffic, while the cluster below has P2P nodes
split mostly on the edge of the graph. The hosts that are both P2P and not P2P extend
across both components of the big cluster and are spread in form of a star in the com-
ponent on the right side of the cluster.
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Fig. 39. Network I Visualization P2P Traffic

Particular information that is desiderated to be communicated by a network visuali-
zation might advise that only an appropriate subgraph is shown. For instance, it is
practical to focus on the structure restricted to the immediate area of a given vertex by
means of egocentric network visualizations. The largest egocentric subgraphs contain-
ing the first-order neighborhoods of the IP network can be visualized in the Figures
40, 41, 42, 43 and 44. The nodes are labeled with the vertex ID and the color encod-
ing is as follows: DNS client — blue, DNS server — green, mail Client — violet, mail
Server — violet, client web — yellow, web server — orange, host — red. The mapping of
the vertex ID to the corresponding IP address can be found in the data frame contain-
ing the attributes of the IP addresses, whose header is outlined in Figure 33.
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The biggest egocentric subgraph (Figure 40) is the one surrounding the vertex hav-
ing the ID 56, which together with the vertices connected to it belong to none of the
common services identified and marked as non-P2P in the main data frame.

Fig. 40. First Order Neighborhood Network I - Rank 1
The next largest egocentric subgraph (Figure 41) encircles again a host with the
same connection patterns as the node 56: all hosts are assigned to no common ser-

vices.
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Fig. 41. First Order Neighborhood Network I - Rank 2
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The center of the next egocentric subgraph (Figure 42) contains a host acting as
both web client and DNS client. The neighbors of this vertex are a DNS server, four
web servers and hosts being assigned to no particular service.

Fig. 42. First Order Neighborhood Network I - Rank 3

The following egocentric subgraph (Figure 43) has its focal point a DNS server,
surrounded by DNS clients, web clients and hosts using no common services.
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Fig. 43. First Order Neighborhood Network I - Rank 4
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The fifth largest neighborhood belongs to a web server that is surrounded by web
clients, DNS clients and one node belonging to no service (Figure 44).
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Fig. 44. First Order Neighborhood Network I - Rank 5

Comparing the plots in the Figures 40, 41, 42, 43 and 44 to the visualization of the
full network illustrated in Figures 36, 37, 38 and 39, it is clear that the subnetworks in
Figure 40 and Figure 41 capture the majority of the component on the right side of the
larger cluster (red vertices which stand for no common service, respectively possible
P2P traffic), while the subnetworks in Figures 42, 43 and 44 capture the majority of
the component on the left side of the big cluster (vertices having different colors
which stand for different services). As expected, the DNS servers and the web servers
belong to the top 5 biggest egocentric subnetworks, which validates their character of
transmitting data or being accessed from many web hosts.

The top biggest egocentric subgraphs of the Port Network, Pair Network, PairTolIP
Network and PairToPort Network are summarized in form of a table, since the high
amount of neighbors makes the corresponding graph visualization unclear.

The largest egocentric subgraph of the Port Network contains the port 81 (ID
1.479) and its 382 direct neighbors (Figure 45). Port 81 is HTTP, which explains its
high amount of neighbors and validates the findings from the analysis of the top ego-
centric subgraphs of the IP Network, where a host labeled as web server is in top 5
biggest first-order neighborhoods.
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MeighborsCount ]

382 1479
378 1472
346 1476
233 1481
166 181

Fig. 45. First Order Neighborhood Port Network I

The largest egocentric subgraph of the Pair Network contains the pair
(146.16.240.194, 53) (ID 1.626) and its 384 direct neighbors (Figure 46). This pair
defines the only DNS server of the network, profiled in the Section 3.6.4 and identi-
fied in the top five largest first-order neighborhoods of the IP Network.

MeighborsCount 1D
384 1626
276 1663
230 1668
153 1667
34 1683

Fig. 46. First Order Neighborhood Pair Network I

The largest egocentric subgraph of the PairToIP Network contains the IP address
146.16.240.194 (ID 2.047) and its 412 direct neighbors (Figure 47). This IP address is
the DNS server, which is identified also by the heuristics before.

MeighborsCount ]
412 2047
277 2071
230 2075
153 2074
148 2063

Fig. 47. First Order Neighborhood PairTolIP Network |
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The largest egocentric subgraph of the PairToPort Network contains the port 53
(ID 3.454) and its 384 direct neighbors (Figure 48), which is assigned to the DNS ser-

vice.

NeighborsCount ]
384 3454
382 3461
378 1626
349 3458
275 1663

Fig. 48. First Order Neighborhood PairToPort Network I

The degree distribution of a network is a rescaling of the degree frequency and is
described as the collection {f4}4so , where fy is the vertex v set having the degree

d, = d [30,

p-44]. The strength distribution is a rescaling of the strength frequency

and is calculated by summing the edge weights incident to a particular vertex [30,
p.44]. Both measures can be represented in form of a histogram and they can provide
valuable information about the network, since the preponderance of high orders of
magnitude may indicate an attack or a scan.

The histograms of all five network types look alike (Figures 49, 50, 51, 52, 53),
both regarding the degree and the strength distribution. The majority of the vertices
have a quite low degree (between 0 and 50), but there is also a small fraction of verti-
ces having continuously higher orders of magnitude (between 50 and 200).
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49. Degree Distribution (left) and Strength (right) of IP Network I
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Fig. 50. Degree Distribution (left) and Strength (right) of Port Network 1
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Fig. 51. Degree Distribution (left) and Strength (right) of Pair Network I
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Fig. 52. Degree Distribution (left) and Strength (right) of PairToIP Network I
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Fig. 53. Degree Distribution (left) and Strength (right) of PairToPort Network I

The average neighbor degree provides insight into the way in which vertices with
different degrees are linked to each other. The plots corresponding to the five network
types are again similar (Figures 54, 55, 56, 57, 58), suggesting that there is predisposi-
tion for vertices having low degrees to connect to vertices having rather higher de-
grees. It can be also noticed, that a high preponderance of nodes having the degree 1
link to nodes of both lower and higher degree. This confirms the behavior “one-to-
several:browsing”, which is described in Section 3.9.2.
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Fig. 54. Average Neighbor Degree versus Vertex Degree of the IP Network I
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Fig. 55. Average Neighbor Degree versus Vertex Degree of the Port Network I
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Fig. 56. Average Neighbor Degree versus Vertex Degree of the Pair Network 1
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Fig. 57. Average Neighbor Degree versus Vertex Degree of the PairTolP Network I
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Fig. 58. Average Neighbor Degree versus Vertex Degree of the PairToPort Network I
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Analyzing the connectivity of a graph is crucial in finding components that are not
linked to each other. A highly disconnected graph, respectively network, can generate
undesired consequences, since it is hardly manageable and is predisposed to attacks.

Thus, it is analyzed if the graph can be separated into distinct subgraphs and if not,
the closeness to which it can be separated is quantified. On that account, it is deter-
mined how many edges or vertex sets need to be eliminated so that the graph becomes
disconnected. An articulation point is a node whose removal disconnects the graph
[30, p.58]. Associated to this issue is the question regarding the information flow
within a network and finding the articulation points can indicate where the network is
vulnerable.

A graph is connected if every node can be reached by any other node (i.e., if there
is a walk between any two nodes) and a connected component is “a maximally con-
nected subgraph” [30, p.69]. In random graph theory, a giant component is a con-
nected component that dominates the others in magnitude [30, p.57].

All connected components within each graph that are assigned to one of the 5
graph types are enumerated in Figures 59, 61, 62, 63 and 64. It is visible that the net-
work is disconnected, since the IP Network contains two components, and that there
is a giant component, which contains 120 of the total 127 vertices of the graph (Figure
59). There are 15 articulation points (cut vertices) within the giant component, which
corresponds to roughly 13% of the total vertices. A highly secure network aims to de-
crease this percentage as much as possible, so it is indicated to monitor the hosts
whose labels are enumerated in Figure 60.

> comps <- decompose.graph(net_IP)
> table(sapply(comps, wvcount))

7 120
1 1

Fig. 59. Connected Components of IP Network I

> net_IP.gc <- decompose.graph(net_IP)[[1]]
> net_IP.cut.vertices <- articulation.points{net_IP.gc)
> net_IP.cut.vertices
+ 15/120 vertices, named, from e750826:

[1] 50 80 55 51 47 52 46 44 39 65 17 29 31 33 36

> length(net_Ip.cut.vertices)

[1] 15

Fig. 60. Cut Vertices of IP Network I

The Port Network yields also a giant connected component, as illustrated in Figure
61. This component contains 1651 vertices, meaning that the endpoints of communi-
cation also tend to be interconnected.

> comps <- decompose.graph(net_Port)
> table(sapply(comps, vcount))

1 2 3 5 7 1651
4 14 4 1 3 1

Fig. 61. Connected Components of Port Network I
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The giant component of the Pair Network contains 981 vertices (Figure 62). This
network also includes several other components and it can be noticed that 40 compo-
nents contain each 2 vertices, thus there are 40 edge records (bidirectional flows) be-
ing disconnected from the rest of the Pair Network from the perspective of (IP, port)
heuristics. This means there are various interconnected (IP, port) pairs, which are de-
tached from the rest of the Pair Network.

- ::omps <- decompose. graph(net_IP_Pair)
> table(sapply(comps, vcount))

2 3 4 5 [ 7 8 11 12 13 15 16 17 18 21 22 24 25 36 38 64 B4 153 981
40 12 9 5 7 4 5 3 1 1 1 1 1 1 1 2 1 2 1 3 1 1 1 1

Fig. 62. Connected Components of Pair Network I

The PairTolP Network (Figure 63) yields a giant component of 1164 vertices,
meaning that the majority of the (IP, port) pairs tend to connect to the same IP, re-
spectively that the majority of the IPs tend to connect to the same (IP, port) pair.

- comps <- decompose.graph(net_pairToIP)
. table(sapply(comps, vcount))
2 3 4 5 6 7 8 10 11 1z 13 17 20 24 38 41 53 148 153 169 1164

10 11 6 5 3 2 2 1 3 1 3 1 1 1 2 1 1 1 1 1 1

Fig. 63. Connected Components of PairToIP Network I

The PairToPort Network (Figure 64) has two giant components of 1491, respec-
tively 1511 vertices, meaning that the network tends to split in two parts, where each
part yields the following characteristic: the (IP, port) pairs tend to connect to the same
port, respectively the ports tend to connect to the same (IP, port) pair. This finding is
consistent with the graph visualizations outlined in Figures 36, 37, 38 and 39.

> comps <- decompose.graph({net_rairport)
> table(sapply(comps, vcount})

2 3 4 5 6 7 8 9 10 1z 15 17 24 32 36 56 57 58 60 1491 1511
41 15 9 6 8 [ 4 1 1 1 1 1 1 1 1 1 1 1 1 1 1

Fig. 64. Connected Components of PairToPort Network |

Graph partitioning can be seen as a tool for uncovering relevant subsets of the main
network in the absence of knowing particular network features. Recall the fast-
greedy.community method from Section 3.9.3, which uses an agglomerative hierar-
chical clustering algorithm to extract the number of communities and their size and to
generate a hierarchy of embedded partitions of the graph. This algorithm is based on
modularity, which stands for a set of nodes having a “higher intra-community edge
density than a random graph” [37, p.1]. The Figures 65, 66, 67, 68 and 69 highlight
the community size for each of the 5 network dimensions. It is visible that only the IP
Network has a community that dominates in size all the other communities (46 verti-
ces) and has the lowest number of communities (8 communities).
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> Tength(kc)
[1] 8
> sizes({kc)
community sizes
1 2 3 4 5 6 7 8
16 15 8 11 46 17 7 7

Fig. 65. Community Size IP Network I

A few communities of the Port Network (Figure 66), Pair Network (Figure 67) and
PairTolP Network (Figure 68) dominate in size all the other communities, which
leads to the higher number of total communities when compared to the IP Network.

> length(kc)

[11 37

> sizes(kc)

Community sizes
102 3

4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37
353 350 333 228 38 166 58 56 24 19 17 7 7 5 3 3 3 3 2 2 2 2 2 2 2 2 2 2 2 2 2 2 7 1 1 1 1

Fig. 66. Community Size Port Network I

> Tength(kc)

[1] 65

> sizes(kc)

community sizes
12 3 4 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36

277 230 407 115 83 78 153 148 61 28 53 41 54 38 38 24 20 17 13 13 13 12 11 11 11 10 8 8 7 7 6 6 &

37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64 65

5 35 4 4 4 4 4 4 3 3 3 3 3 3 3 3 3 3 3 2 2 2 2 2 2 2 2 2 2

Fig. 67. Community Size Pair Network I

> Tength(kc)
[1] 109

> sizes(kc)
Community sizes
1 2 4 5 6 7 g 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 328 39 40 41
381 276 230 81153 84 64 38 38 38 36 25 25 13 24 21 22 22 18 17 16 15 13 12 11 11 11 8 & & & ;7 7 7 6
42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 50 60 61 62 63 64 65 66 67 68 69 7O 71 72 73 74 75 76 77 78 79 80 E1L 82

6 6 5 5 5 5 5 4 3 3 3 3 3 3 3 3 3 3 3 3 2 2 2 2 2 2 2 2 2 2 2 2 2
83 84 85 8 87 88 89 90 oL 92 93 94 95 96 97 98 99 100 101 102 103 104 105 106 107 108 109
2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2

Fig. 68. Community Size PairTolP Network I

The visual representations resulted by plotting the IP Network (Figure 69), the Pair
Network (Figure 70) and the Port Network (Figure 71) support a good overview to
understand how the communities are spread within the networks and how they con-
nect to each other.

Based on what has already been identified with respect to the network, it is reason-
able to suppose that the largest community of the IP Network (the fifth community —
light blue color in Figure 70) is centered around the nodes 85 and 56, which together
with their direct neighborhoods form the largest egocentric subgraphs (Figure 40, Fig-
ure 41).
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Fig. 70. Community Visualization Pair Network |
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Fig. 71. Community Visualization Port Network I

The resulting hierarchy of the IP Network can be visualized in form of a dendro-
gram in Figure 72. The values on the right side of the figure illustrate the individual
IP addresses. As we move to the left side of the tree, these nodes link together to cre-
ate bigger and bigger communities, as signified by the edges. The horizontal width of
the split nodes in the tree signifies the series in which the splits occur. On the left side
of the tree, all IP addresses are linked together in an individual community. It is as-
sumed, that once a case is merged into a cluster, it will not be classified again [13,
p-213]. A cross section of the dendrogram at any level illustrates the communities at
that level [24, p.2].
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Fig. 72. Dendrogram of IP Network I

Since it is expected that the emergence of cohesive fractions of vertices as a result
of graph partitioning leads to a similarity in specific relevant attributes of the network,
each attribute class is compared and contrasted against its community affiliation. For
this purpose, three two-dimensional tables show the grouping of each IP (Figure 73),
port (Figure 74) and pair (Figure 75) according to their membership under each classi-
fication. As expected, the fifth community of the IP Network largely captures the
classes of hosts being assigned to none of the common services, which also form the
two largest egocentric subgraphs (Figure 40, Figure 41). As for the Port Network
(Figure 74) and Pair Network (Figure 75), the nodes are spread over all functional
classes, which makes their assigned communities less explainable against the valida-

tion sets.

DNSClient DNSHost
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13

26
12

® N e ow e w N =
6 o wm e wrn now

DNSServer

webClient webHost webServer remoteHost mailHost invalid_Tos

16
15

1 H 0 0
0 1 3 0
o H 4 H 8 8 3
0 3 3 H 1 1 2
0 0 45 0 45 25 0
0 7 9 1 17 17 1
0 0 7 0 7 7 0
o H B o 7 7 0

Fig. 73. Functional Classes IP Network |
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func.class
NONP2P P2P P2PNONP2P

m
1 353
2 359
3 333
4 228
5 31
6 81
7 58
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9 0
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Fig. 74. Functional Classes Port Network I

“ oNscient DNSHost DNSServer webClient webHost webServer
1 362 18 1 346 33
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5 152 1 [ 152 0
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9 37 1 0 37 1
10 [ 38 0 0 38
1 33 1 0 35 o
12 21 1 [ 22 3
13 ] 25 0 ] 25
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15 o 24 0 0 24
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Fig. 75. Functional Classes Pair Network I
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In order to see if a parallel can be made between degree, betweenness, total trans-
fer, neighbors, duration and closeness, these measures are compared between each
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other within each network type (Figure 76, Figure 77, Figure 78 and Figure 79) by us-
ing the Pearson correlation coefficient®®. This approach facilitates a better comprehen-
sion of the network behavior in terms of the “social positions” of its actors. The re-
sults show a high correlation between betweenness and degree over all network types,
which indicates that the hosts that send a lot of information are also between other
pair of hosts, respectively they have many shortest paths passing through them. There
is also a high correlation between degree and total transfer in bytes, indicating that the
more links a given vertex has to other vertices within the network, the more bytes are
being transferred. This also signifies that there is not a large amount of bytes being
sent on a single link, but this amount is spread along multiple links. As expected,
there is also a high correlation between degree and neighbors, since the degree
measures all the ingoing and outgoing links, while the neighbors are the distinct verti-
ces being linked to a particular vertex. High correlation values between degree and
neighbors indicate that the number of links between two adjacent vertices is small. A
correlation of 1 can be achieved when there is only one interaction between two adja-
cent hosts. The low values of the correlation between closeness and all the other vari-
ables is the result of applying the closeness measure on disconnected networks, which
does not provide an accurate estimation. The correlation between the duration in sec-
onds and the degree is below 50%, which indicates that a higher number of links be-
tween two adjacent vertices does not signify a higher duration of the transfer, but it
may also be the case that vertices connected by a few links send over higher amounts
of time.

25 https://en.wikipedia.org/wiki/Pearson_correlation_coefficient
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> cor(nodes_IP$Betweenness,nodes_IP$Degree)

[1] 0.7234464

= cor(nodes_IPS$Betweenness,nodes_IPSCommunity)
[1] -0.1469364

> cor{nodes_IPSBetweenness,nodes_IPSTotalTransfer)
[1] 0.5418085

> cor(nodes_IP$Degree,nodes_IP$Community)

[1] -0.1468854

> cor{nodes_IP$Degree,nodes_IP$TotalTransfer)
[1] 0.9343288

> cor{nodes_IP3Neighbors,nodes_IP$TotalTransfer)
[1] 0.561227

= cor({nodes_IpPS$Neighbors, nodes_IP$Betweenness)
[1] 0.6707888

> cor{nodes_IP$Neighbors,nodes_IP$Community)
[1] -0.01604704

> cor(nodes_IP3$Neighbors,nodes_IP$Degree)

[1] 0.6237587

= cor(nodes_IP$Closeness,nodes_IP$TotalTransfer)
[1] 0.1833726

> cor{nodes_Ir3Closeness,nodes_IPiBetweenness)
[1] 0.1807914

> cor(nodes_Ip$closeness,nodes_IP$Community)
[1] -0.3179779

= cor{nodes_IP$Closeness,nodes_IP§Degree)

[1] 0.198151

> cor{nodes_Ir3closeness,nodes_IP$Neighbors)
[1] 0.2698624

= cor{nodes_IpPSpuration,nodes_tp$TotalTransfer)
[1] 0.4393652

> cor{nodes_IPSDuration,nodes_IP$Betweenness)
[1] 0.1849194

> cor(nodes_IP$Duration,nodes_IP$Community)

[1] 0.1371162

= cor(nodes_IPS$Duration,nodes_IP$Degree)

[1] 0.4941349

> cor{nodes_IPSDuration,nodes_IP$Neighbors)

[1] 0.4369743

>

Fig. 76. Correlation of Continuous Variables IP Network I

> cor(nodes_port$Betweenness,nodes_portibegree)

[1] 0.9866753

> cor(nodes_portiBetweenness,nodes_portIiCommunity)
[1] -0.006991145

= cor(nodes_port$Betweenness,nodes_port$TotalTransfer)
[1] 0.91545

> cor (nodes_portipegree, nodes_portiCommunity)

[1] -0.006313287

= cor (nodes_port$begree,nodes_port$TotalTransfer)
[1] 0.9333423

> cor (nodes_portiNeighbors,nodes_port$TotalTransfer)
[1] 0.9356896

= cor (nodes_portiNeighbors, nodes_port§Betweenness)
[1] 0.9866173

> cor {(nodes_portiNeighbors,nodes_port$community)
[1] -0.007187691

> cor (nodes_portiNeighbors,nodes_portibegree)

[1] 0.9999494

= cor(nodes_porticloseness,nodes_port$TotalTransfer)
[1] -0.005200912

> cor(nodes_porticloseness,nodes_portiBetweenness)
[1] 0.02299746

> cor(nodes_port$Closeness,nodes_port$Community)
[1] -0.8120068

> cor(nodes_port$closeness,nodes_port$begree)

[1] 0.01097468

= cor(nodes_port$closeness,nodes_portiNeighbors)
[1] 0.01221106

> cor(nodes_port$ouration,nodes_port$TotalTranster)
[1] 0.662225

> cor (nodes_port$buration,nodes_port$Betweennass)
[1] 0.5480077

> cor {(nodes_portiouration,nodes_port$Community)

[1] 0.06378487

> cor(nodes_port$buration,nodes_portiDegree)

[1] 0.568642

> cor(nodes_port$ouration,nodes_port$neighbors)

[1] 0.5690682

Fig. 77. Correlation of Continuous Variables Port Network I
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= cor(nodes_Pair $Betweenness,nodes_PairjDegree)

[1] 0.8306091

= cor(nodes_°rair $Betweenness,nodes_Pairicommunity)
[1] -0.028598890

> cor{nodes_Pair $Betweenness,nodes_Pair$TotalTransfer)
[1] 0.6665844

> cor{nodes_Pair$Degree,nodes_Pair$Community)

[1] -0.01691796

> cor(nodes_Pair $Degree,nodes_prair$TotalTransfer)
[1] 0.9016497

> cor(nodes_pair$Neighbors,nodes_pair$TotalTransfer)
[1] 0.9016221

= cor(nodes_rair$neighbors,nodes_pair $Betweenness)
[1] 0.8306573

= cor(nodes_Pair $Neighbors,nodes_pair $Community)
[1] -0.01692888

> cor{nodes_Pair$Neighbors,nodes_Pair$Degree)

[1] 0.9999969

= cor{nodes_rair$Closeness,nodes_Pair$TotalTransfer)
[1] -0.02750523

> cor(nodes_Pair$Closeness,nodes_Pair $Betweenness)
[1] 0.05370712

= cor(nodes_°rair$closeness,nodes_pair $Community)
[1] -0.5519595

= cor(nodes_Pair$closeness,nodes_Pair $Degree)

[1] 0.007927758

= cor(nodes_Pair$Closeness,nodes_Pair $Neighbors)
[1] 0.008008973

= cor{nodes_Pair$puration,nodes_PairiTotalTransfer)
[1] 0.5714832

= cor(nodes_Pair$bDuration,nodes_PairjBetweenness)
[1] 0.4103242

= cor(nodes_°rair$puration,nodes_rairicommunity)

[1] 0.002711888

= cor(nodes_Pair$bDuration,nodes_PairjDegree)

[1] 0.5617021

= cor(nodes_Pair$Duration,nodes_PairiNeighbors)

[1] 0.5616255

Fig. 78. Correlation of Continuous Variables IPPair Network I

> cor(nodes_pairToIP$Betweenness,nodes_PairToIP$Degree)
[1] 0.8092682

> cor(nodes_PairToIP$Betweenness,nodes_Pair ToIP$Community)
[1] -0.03021237

> cor(nodes_rairToIPSDegree, nodes_PairToIP§community)

[1] -0.01462956

> cor (nodes_PairToIP$Neighbors,nodes_PairToIP$Betweenness)
[1] 0.8092682

> cor(nodes_PairToIr$neighbors,nodes_pairToIpP$community)
[1] -0.01462956

> cor (nodes_PairToIP$Neighbors,nodes_PairToIP$Degree)

[1] 1

= cor(nodes_PairToIrP3Closensess,nodes_PairToIP$BeTweenness)
[1] 0.05505032

> cor(nodes_PairToIP$Closenass,nodes_PairToIP$Community)
[1] -0.6029515

> cor(nodes_PairToIP$Closeness,nodes_PairToIP$Degree)

[1] -0.01242685

> cor(nodes_PairToIP$Closenass,nodes_PairToIP$Neighbors)
[1] -0.01242685

Fig. 79. Correlation of Continuous Variables PairTolP Network I

A centrality plot for each of the network types (Figure 80, Figure 81, Figure 82,
Figure 83 and Figure 84) illustrates in parallel the measures of degree, closeness and
betweenness (in this order from left to right) and it is very useful to identify outliers
or similar behavior within the network behavior. Similar to the findings provided by
the degree histogram, it is visible in the centrality plots of all network types, that most
of the nodes have rather lower degrees, while 3 nodes have a degree definitely higher
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than the average The closeness distribution along all nodes is irregular, although one
single node has a higher closeness than the average closeness. This particular node
also has the highest betweenness and is among the nodes having a high degree. The
betweenness centrality has a similar pattern with degree: many nodes with a low be-
tweenness and a few nodes with a high betweenness. The nodes having a high be-
tweenness are also the nodes having a high degree. The hosts having high values of
centrality values highlight the way traffic flows, by suggesting the speed of infor-
mation transfer and receiving frequency.

VA

Fig. 80. Centrality Plot IP Network I
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Fig. 81. Centrality Plot Port Network I

Fig. 82. Centrality Plot Pair Network I
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Fig. 83.

Fig. 84. Centrality Plot PairToPort Network I

Recall that the structural equivalence of the network is defined by the pair of actors
where each of the actors has the same relationships to a particular set of actors. In the
first phase of the analysis, the exactly structural equivalent hosts are defined, by creat-
ing the adjacency matrix of the network and indexing the duplicated rows. Since it is
relevant to analyze the distinct connections of a host (neighbors) and not its degree, as
resulted from the initial adjacency matrix, the non-zero values of the adjacency matrix
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are replaced by 1. The resulted indexes of the duplicated rows define the IDs of the
structural equivalent nodes and the column sums for each row support in finding the
corresponding pair of nodes. It is relevant to identify structural equivalent pair of
hosts that have many neighbors, since low orders of magnitude regarding neighbors
are considered “normal” within a network traffic sample, while high orders of magni-
tude may indicate a suspicious activity that needs to be investigated. For this purpose,
all hosts in a structural equivalent pair that have more than 10 neighbors are consid-
ered. Figure 85 shows the result of applying this methodology to the IP Network.

NodelLabel SumCol IP
56 37 146.16.251.99
85 37 1461625041

Fig. 85. Exactly Structural Equivalent Hosts of IP Network I

The result in Figure 85 highlights the two hosts responsible also for the highest
egocentric subnetworks (as outlined in Fig.40 and Fig 41). There are two possibilities
here: either there are two distinct hosts that coincidentally have the same number of
neighbors, or there is only one machine/virtual host, which has two network interface
cards?®.

In the second phase, approximately equivalent set of hosts are analyzed, by identi-
fying the structural equivalent blocks or partitions. This approach describes the char-
acter of each role regarding its expected pattern of connections with other roles [13,
p.250]. Figure 86 describes the block membership and the density of each block
within the matrix that corresponds to the network.

Network Blockmodel:
Block membership:

8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 2
1 1 1 1 1 1 1 1 1 1
35 36 7 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53
1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
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Reduced form blockmodel:

1234567891011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36
37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 €1 62 63 64 65 €66 67 68 €9 70 71 72
73 74 7576 77 78 79 80 &1 B2 B3 B84 85 B6 B7 8B 89 90 91 92 93 94 95 96 97 98 99 100 101 102 103 104 105 106
107 108 109 110 111 112 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127
Block 1 Block 2 Block 3 Block 4
Block 1 0.094871795 0.002380952 0.0093750 0.004411765
Block 2 0.002380952 0.000000000 0.0639881 0.281512605
Block 3 0.009375000 0.063988095 0.0000000 0.000000000
Block 4 0.004411765 0.281512605 0.0000000 0.000000000

Fig. 86. Equivalent Blocks of IP Network I

26 https://en.wikipedia.org/wiki/Network_interface controller
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The representation of the block model in Figure 87 shows that most of the compa-
rably dense blocks are outside the diagonal. These are marginal roles (blocks 2, 3 and

4) that are connected to the center (block 1).
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Fig. 87. Representation of Equivalent Blocks IP Network I

The blocks can be visualized as a graph in Fig

. 88 and it can be noticed that the

clique containing the two exactly structural equivalent hosts (56 and 85) represents

the core block, labeled with the color orange.
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The time plots over the 4 dimensions: transfer in bytes, degree, betweeenness
and neighbors reveal the critical time intervals but also the irregularity within the net-
work behavior. It is visible in Figure 89 that the highest amount of bytes are trans-
ferred at the beginning (minute 10:59) of the data log — around 2187 bytes. On the
contrary, the rest of the time interval contains considerably low bytes transfers.

OutBytes

ol A ]

11:00 11:02 1:04
StartTime

Fig. 89. Bytes Transfer versus Time IP Network [
The degree distribution over time is characterized by a roughly constant dispersion

in the first half of the time interval, followed by a rather irregular and high-value dis-
persion in the second half of the interval (Figure 90).

400-

SourceHostDegree

100~

11:00 11:02 11:04
StartTime

Fig. 90. Degree versus Time IP Network I
The neighbors distribution over time indicates a constant and high-value dispersion

in the first minute of the time interval, followed by a rather regular dispersion in rest
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of the interval (Figure 91). By analyzing the degree and the neighbors distribution
over time following conclusion can be drawn: between the time interval 11:02:15 and
11:03:30 the ratio of degree:neighbors is roughly 16, indicating the existence of hosts
that have many links to destinations but at the same time target a few distinct destina-
tions. On the contrary, the ration degree:neighbors in the first minute of the total time
interval is roughly 4.

SourceHostNeighbors
——

11:00 11:02 11:04
StartTime:

Fig. 91. Neighbors versus Time IP Network I
The betweenness distribution over time (Figure 92) indicates a similar behavior
with degree, which is to be expected according to the Pearson correlation of 0,72 be-
tween degree and betweenness (Figure 76). The three peaks in Figure 92 are conform

with the centrality plot of the IP Network in Figure 80, meaning that only 3 hosts are
responsible for the 3 highest betweenness values over time.

10000~
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11:00 11:02 11:04
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SourceHostBetweenness

Fig. 92. Betweenness versus Time IP Network [
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All measures outlined above and their outcomes result in 208 flow attributes
mapped in the main data frame. The correlation results provide an indication on
where to look further for possible anomalies/threads, by monitoring the hosts serving
as basis for the outliers. Since the P2P algorithm outlined in Section 3.7 is complex
and demands many steps for identifying the P2P flows, it is useful to determine if the
results of the SNA can be used to detect the P2P traffic by means of a lower computa-
tional effort. The question here is if it is possible to replace the P2P algorithm illus-
trated in Figure 11 by a set of SNA heuristics.

A positive value of the difference between the neighbors of the PairTolP network
corresponding to the source pair and the neighbors of the PairToPort network corre-
sponding to the destination pair results in 404 flows, from which 283 are identified as
P2P by the P2P algorithm in Section 3.7. Restraining the selection to high ports (both
source and destination port > 1024) and to the TCP and UDP protocols results in a
number of 318 flows, from which 283 are P2P flows (according to the P2P algorithm
in Section 3.7). Nevertheless, the P2P algorithm in Section 3.7 identified a total num-
ber of 285 flows, so two P2P flows are missing from the applied SNA method. This
method consisting of 3 steps filters with an accuracy of approximately 89% all P2P
flows within the network.

Recall that P2P is not secure, so it useful to monitor all assets participating in P2P
traffic. By sorting the ports engaging in P2P traffic by their total transfer, the ports
sending the highest amount of bytes are 3268 and 5061. A closer examination of these
ports leads to the conclusion that both ports are not secure against active or passive at-
tacks. Port 3268 is used by LDAP?’ (Lightweight Directory Access Protocol), where
the data is transferred without being encrypted and is predisposed to injected requests
and manipulated streams. Port 5061 is used by SIP?%(session initiation protocol) and is
exposed to attacks when left unprotected. The next step for the user would be to ex-
amine the hosts assigned to these ports.

5 Conceptual Propositions

The findings from Section 4 lead to the formulation of the following conceptual prop-
ositions that are further validated with the second data set:

1. The graph corresponding to the network traffic within an enterprise company
is usually disconnected, which means not all devices are interconnected.

2. At least one small component of this disconnected graph has exclusively P2P
traffic.

3. HTTP(S) is one of the most used services within an enterprise company.

27 https://wiki.wireshark.org/LDAP
28 https://en.wikipedia.org/wiki/Session_lInitiation_Protocol
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10.

11.

12.

13.

14.

15.

16.

17.

Servers tend to be placed within one single network component yielding a
high edge density or within one network cluster, independently from their
prefix assignment.

The egocentric subgraphs with the largest amount of neighbors contain at
least one server.

According to degree distribution and graph strength, most of the hosts have
up to 50 links, independently of the time frame.

The hosts of low degrees connect to hosts of higher degrees.

The general behavior type of the network is “one-to-many:browsing”, except
there are anomalies occurring within the traffic.

There is at least one articulation point within a connected network whose re-
moval disconnects the network; all articulation points should be monitored
closely.

The communities resulted from graph partitioning exhibit no correlation to
the attribute sets (or functional classes).

Betweenness and degree are highly intercorrelated over all network types,
which signifies that the hosts sending a lot of information are also between
other pair of hosts, respectively they have many shortest paths passing
through them.

The majority of the (IP, port) pairs tend to connect to the same IP, respec-
tively that the majority of the IPs tend to connect to the same (IP, port) pair.
The network tends to split in two parts, where each part yields the following
characteristic: the (IP, port) pairs tend to connect to the same port, respec-
tively the ports tend to connect to the same (IP, port) pair.

Degree and total transfer in bytes are highly correlated, indicating that the
more links a given vertex has to other vertices within the network, the more
bytes are being transferred. This also signifies that bytes are not being sent in
large amounts across one single link, but this amount is spread into chunks
along multiple links;

Degree and neighbors are highly correlated, since the degree measures all the
ingoing and outgoing links, while the neighbors are the distinct linked to a
particular vertex. High correlation values between these variables indicate
that the number of links between two adjacent vertices is small. A correlation
of one can be achieved when there is only one link between two adjacent
hosts.

The correlation between the duration in seconds and the degree is below
50%, which indicates that a higher number of links between two adjacent
vertices does not signify a high duration of the transfer, but it may also be
the case that vertices connected by a few links transfer packets over high
amounts of time.

Most of the DNS clients are also web clients.

79



18. Most of the nodes have rather lower degrees, while a small fraction of nodes
have a degree definitely higher than the average. A high degree may indicate
the presence of suspicious activity.

19. The closeness distribution tends to be irregular along all nodes. Nodes hav-
ing a high closeness have favored positions, since they can be reached by
other nodes at shorter path lengths, thus they act as reference points for other
nodes.

20. The betweenness centrality has a similar pattern with degree: many nodes
with a low betweenness and a few nodes with a high betweenness. The
nodes having a high betweenness are also the nodes having a high degree.

21. The core structural equivalence block contains at least one egocentric subnet-
work.

22. The highest amount of bytes tend to be sent within one single time faction.
23. Ifthe difference between the neighbors of the PairTolP network correspond-
ing to the source pair and the neighbors of the PairToPort network corre-

sponding to the destination pair is greater or equal to zero, the ports are
above 1024 and the protocol is TCP/UDP, then more than 85% of the total
P2P flows are identified.

These 23 propositions are evaluated in Section 6 by applying the same methodol-
ogy from Section 4 on the LBNL data set.

6 Evaluation Based on Data Set 11

The second data set belongs to LBNL/ICSI Enterprise Tracing Project and is publicly
available on the homepage®. The data describes again an internal enterprise traffic
and was recorded at a medium-sized site with the purpose of providing a resource for
others to analyse patterns within enterprises*’. LBNL collected packet traces spanning
over 100 hours of traffic from thousands of hosts. The raw data file used for the eval-
uation belongs to the collection of data files provided by LBNL and contains 388417
anonymized flows and captures the traffic occurring in a period of approximately one
hour. The file was loaded into the R environment and converted to a data frame, for
the intent of further analysis. The column headers are renamed from the conventional
NetFlow labels to short names, so that the data understanding can be improved. As a
result of the pre-processing and processing step, the data frame is compressed to 2319
rows, where each row represents a bidirectional flow. There is no anomalous traffic
identified, although the flows are flagged as “invalid_flows” because the ToS label is
missing from the raw data.

2 fip://fip.bro-ids.org/enterprise-traces/hdr-traces05/
30 https://www.icir.org/enterprise-tracing/Overview.html
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The traffic volume of the top protocols within the network can be visualized in Fig-
ure 93. The chart indicates that all the traffic happens over TCP and UDP, almost in
equal percentage.

Top 2 Protocols of the Sample Network

TCF 57%

UDF 43%

Fig. 93. Top Protocols by Traffic Volume of Network II

The most requested service is SNMP (161), followed by HTTP (80), SMB (445),
NBT (139) and Kerberos (88) (Figure 94). SMB?! (Server Message Block) is used to
support shared access to files. SNMP3? (Simple Network Management Protocol) is
used to cluster and set up the information within managed machines. NBT33 (Netbios)
allows applications in a LAN to connect with the hardware and transfer data. Ker-
beros* uses an encryption algorithm to reduce risks in the process of transferring
keys. The fact that HTTP belongs to the top protocol validates the proposition 3.

31 https://docs.microsoft.com/en-us/windows/desktop/fileio/microsoft-smb-protocol-and-cifs-
protocol-overview

32 https://en.wikipedia.org/wiki/Simple Network Management Protocol
33 https://en.wikipedia.org/wiki/NetBIOS_over TCP/IP
34 https://en.wikipedia.org/wiki/Kerberos_(protocol)
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Top 5 Destination Ports of the Sample Network

181 42%

88 5%

139 5%

Fig. 94. Top Services of the Network II

The result of profiling the clients is visible in Figure 95.

Top & Source Ports of the Sample Network

2396 22%

1026 1%

11001 19%

123 14%

Fig. 95. Top Clients of the Network II
The web servers responsible for more than 1% of the transfer bytes are not all

within the same prefix, meaning that they are split over several subnetworks (Figure
96).
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DestiP DestPort
60.244.179.242 80
59.69.194.101 g0
220.195.34.140 20
208.133.77.223 20
131.242.160.249 20
131.242.160.249 443
131.243.10.142 80

128.3.2.67 80

Fig. 96. Top Web Servers of the Network 11

The web clients sending more than 1% of the transfer bytes use more than one port
assigned to the web traffic and are all within the same prefix (131.243.10.x), meaning
that they all belong to the same subnetwork (Figure 97). It is also visible that one of
the web servers in Figure 96 (namely 131.243.10.142) is assigned to the same subnet-
work of the web clients.

SourcelP DestPort
131.243.10.91 80
131.243.10.91 443
131.243.10.86 30
131.243.10.73 80
131.243.10.73 443
131.243.10.55 80
131.243.10.55 443
131.243.10.26 80
131.243.10.26 443
131.24310.102 30
131.243.10.10 80

Fig. 97. Top Web Clients of the Network II

Figure 98 shows that there are five DNS servers within the network and that they
are all split over several subnetworks.

DestlP DestPort
59.45118.136 53
208.14.151.45 53
196.65.236.78 53
128.3.99.102 53
128.3.97.204 53

Fig. 98. Top DNS Servers of the Network 11
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Most of the DNS clients in Figure 91 are also web clients (Figure 89) (proposition
17) and remote clients (Figure 99) and they belong to the same subnetwork assigned
to the web clients (131.243.10.x).

SourcelP DestPort
131.243.10.92 53
131.243.10.91 53
131.243.10.86 53
131.243.10.55 53
131.243.10.41 53
131.243.10.209 53
131.243.10.203 53
131.243.10.152 53
131.243.10.148 53
131.243.10.102 53

Fig. 99. Top DNS Clients of the Network II

The mail servers (Figure 100) are split over several subnetworks and use various
mail ports: 25, 110, 993 and 995.

DestlP DestPort
208.29.20.162 25
208.29.20.162 110
204.215.97.78 993
131.243.10.203 25
128.3.164.248 25
128.3.164.194 993

128.3.164.15 993
128.3.161.107 993
128.3.161.107 995

Fig. 100. Top Mail Servers of the Network II
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There is a large amount of mail clients (Figure 101) and several of them are web,
remote and DNS clients, as well.

SourcelP DestPort
131.243.10.91 993
131.24310.91 25
131.243.10.87 993
131.243.10.87 995
131.243.10.86 25
131.243.10.86 110
131.2431073 993
131.2431073 25
131.243.10.55 993
131.243.10.55 25
131.243.10.37 993
131.24310.26 993
131.243.10.243 993
131.243.10.217 993
131.243.10.172 993
131.243.10.171 993
131.243.10.159 993
131.243.10.148 993
131.243.10.132 993
131.243.10.123 993
131.243.10.106 993
131.243.10.106 25
131.2431010 993
128.3.164.249 25
128.3.164.248 25

Fig. 101. Top Mail Clients of the Network II

The remote servers (Figure 102) run over destination port 22 and are split over sev-
eral subnetworks.
DestiP DestPort
128.3.193.70 22
12855120491 22
128.5552.190 22
128.5556.195 22
1285597217 22
170228.197.133 22
170.228197.92 22

Fig. 102. Top Remote Servers of the Network II
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There are four remote clients (Figure 103) running over several high ports, which
are all within the same subnetwork (131.243.10.x).

SourcelP SourcePort
131.243.10.143 58626
131.243.10.253 1525
131.243.10.253 1528
131.243.10.253 1526
131.243.10.253 1827
131.243.10.50 32833
131.243.10.50 32771
131.243.10.50 32834
131.243.10.50 32831
131.243.10.50 32832
131.243.10.91 32842
131.243.10.91 32839
131.243.10.91 32840
131.243.10.91 32841

Fig. 103. Top Remote Clients of the Network II

This network sample includes all services in scope except VPN and in comparison
with Network I, it also has remote and mail services. The P2P algorithm found 47 P2P
flows out of 2319, which means that roughly 2% of the total traffic is P2P traffic. 718
out of 2319 flows are marked as “Attack/PortScan” according to the methodology
outlined in Section 3.9.2 and roughly half of the flows are flagged as “one-to-sev-
eral:browsing”, while the rest of the flows is flagged as “one-to-one:download”. Ap-
proximately half of the flows are marked as “one-to-many:netscan”. This indicates
that the network traffic requires a closer look-up to be able to conclude if a network
attack is existent or not.

The network is analysed along the five heuristics applied to the vertices (Figures
104, 105 and 106).
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Label ClientServer

1312431010 webClient

1283161197 webHost

128.3.161.62 webHost

1283164191 webHost

13124310102 webClient

13124310106 webClient

128.3.161.95 webHost

13124310108 webClient

13124310116 webHost

13124310122 webHost

13124310123 webHost

13124310131  webHost

77471418 webHost

13124310132 webClient

1283212745 webHost

128,348,249 webHost

128.3.96.230 webHost

13124310142 webServer

128.3.188.91 webHost

Label

146,17.26.88 0
146,17.26.89 0
146,17.26.920
146,16,251,99 5061
146,16.250,103 23018
146.16.250.103 23019
146.17.25.33 43357
146.16.250.103 31354
146,16.250,103 31355
146,17.25.36 49760
146,16,120111 3012
146.16.120.111 5013
146.17.25.43 47388
146,17.25.46 32348
146.17.223.220 5014
146,17.223.220 5015
146,17.25.62 60409
146,17.223,154 5010
146,17.223,154 5011
146,16.250,119 23454
146,16,250,119 23455
146.17.25.82 45529

RemoteClientserver
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost
remoteHost

remoteHost

Mail DNs

mailClient DMSHost

mailHost  DMSHost

mailHost  DMSHost

mailHost  DMSHost

mailHost  DMSClient

mailClient DMSHost

mailHost  DMSHost

mailHost  DMSHost

mailHost  DMSHost

mailHost  DMSHost

mailClient DMSHost

mailHost  DMSHost

mailHost  DMSHost

mailClient DMSHost

mailHost  DMSHost

mailHost  DMSHost

mailHost  DMSHost

mailHost  DMSHost

mailHost  DMSHost

TotalTranster

SuspectFlow

78291.6213 invalid_Tos

79363.9851 invalid_Tos

4407.9375  invalid_Tos

26567092 invalid_Tos

92100183 invalid_Tos

19498,6920 invalid_Tos

13198598 invalid_Tos

129814912 invalid_Tos

19985,8805 invalid_Tos

12920000 invalid_Tos

15784873 invalid_Tos

180.0000  invalid_Tos

38345.7129 invalid_Tos

45024,9617  invalid_Tos

10032,0000 invalid_Tos

4224,0000 invalid_Tos

15664,0000 invalid_Tos

229969,5286 invalid_Tos

9335674 invalid_Tos

Dos

Worms_Trojans

Fig. 104. Vertex Attributes of the IP Network II

ClientServer
webClient
webClient
webClient
webHost
webHost
webHost
webHost
webHost
webHost
webHost
webHast
webHost
webHost
webHost
webHost
webHost
webHost
webHost
webHost
webHost
webHost

webHost

FRemoteClientServer
remoteHost
remoteHost
rzmoteHost
rzmoteHost
rzmoteHost
rzmoteHost
rzmoteHost
rzmoteHost
remoteHost
remoteHost
remateHost
rzmoteHost
rzmoteHost
rzmoteHost
rzmoteHost
remoteHost
remoteHost
remoteHost
remoteHost
rzmoteHost
rzmoteHost

rzmoteHost

Mail

mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost
mailHost

mailHost

DNS
DNSHast
DNSHast
DNSClient
DNSHast
DNSHast
DNSHost
DNSHost
DNSHost
DNSHost
DHSHost
DNSHost
DNSHost
DNSHost
DNSHost
DNSHost
DHSHost
DHSHost
DNSHast
DNSHast
DNSHast
DNSHast
DNSHost

TotalTransfer
1640000
300.9252

2431,6350
7138.3323
408.0000
120.0000
283.0000
408.0000
180.0000
283.0000
428.0000
196.0000
283.0000
283.0000
428.0000
196.0000
283.0000
428.0000
196.0000
408.0000
130.0000
283.0000

SuspectFlow

DoS

Worms_Trojans

Fig. 105. Vertex Attributes of the Pair Network II
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possiblescan

possiblescan

possiblescan

possiblescan

possibleScan

VPN

HostType
PZPNONP2ZP
PZPNONP2ZP
PP

PP
NONPZP
PZPNONP2ZP
PP
NONPZP
PZPNONP2ZP
NONPZP
NONPZP
NONPZP
NONPZP
NONPZP
NONPZP
NONPZP
NONPZP
PZPNONP2ZP
NONPZP

HostType
NONPZP

NONPZP
NONP2P
p2p
p2p
p2p
NONPZP
p2p
e
NONPZP
p2p
p2p
NONPZP
NONPZP
p2p
p2p
NONPZP
PP
PP
p2p
p2p
NONPZP



D Label TotalTransfer HosiType

1 1072 44863889 PZPNONPZP
2 1087 1651.4437 NOMNPZP

3 3063 383.7270 NOMNPZP

4 3131 386.1020 NOMNPZP

5 3193 387.7895 NOMNPZP

6 3255 387.7895 NOMNPZP

7 3384 387.7895 NOMNPZP

8 2243 946.5556 NOMNPZP

9 2290 946.1659 NOMNPZP
10 2338 570.2101 MNOMPZP
1 2378 975.6945 MNOMNPZP
12 2428 2529.6747 MNOMPZP
13 1063 11649207 MNOMPZP
14 1064 813.7852 P2ZPNOMNPZP
15 1088 1153.3875 P2ZPNOMNPZP
16 1033 5680.2077 P2ZPNOMNPZP
17 2227 7199167 P2ZPNOMNPZP

Fig. 106. Vertex Attributes of the Port Network 11

Figure 107 provides a visualization of the network from the point of view of Cli-
ent/Server interaction, where the clients have the color blue, the servers are green and
the rest of the hosts are red. It is visible that this graph is split into several compo-
nents, thus it is disconnected, which corresponds to the proposition 1. As noticeable in
the Figure 96 and in Figure 97, the web servers and the web clients are mainly in-
cluded in a single subnetwork, which is also visible in the cluster on the left side of
the graph in Figure 107, which contains all the web servers and all the web clients
(proposition 4).
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Fig. 107. Network II Visualization Clients/Servers

Figure 108 provides a visualization of the network from the point of view of DNS
interaction, where the DNS clients have the color blue, the DNS servers are green and
the rest of the hosts are red. Even if the DNS servers have distinct network prefixes
(Figure 98), they are all assigned to the same cluster (Figure 108) — proposition 4. The
DNS clients are also included in the same cluster on the left side of the graph in Fig-

ure 108.
DNS

Fig. 108. Network II Visualization DNS
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Figure 109 provides a visualization of the network from the perspective of mail in-
teraction, where the mail clients have the color blue, the mail servers are green and
the rest of the hosts are red. Even if the mail servers have distinct network prefixes
(Figure 100), they all belong to the same cluster (Figure 109), which confirms that the
servers are all placed within a cluster independently from their prefix assignment —
proposition 4. The mail clients are also included in the same cluster situated on the
left side of the graph in Figure 109.

Mail

2 ¢, s.'.o:
B ﬁi Cas )

Wy W

Fig. 109. Network II Visualization Mail

Figure 110 provides a visualization of the network from the perspective of P2P in-
teraction, where the NONP2P hosts have the color blue, the hosts being both P2P and
NONP2P are green and P2P hosts are red. The same as in case of Network I, this
graph yields a cluster containing exclusively P2P connections — proposition 2 (the
cluster on the right side of Figure 110).
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P2P/NONP2P

Fig. 110. Network II Visualization P2P Traffic

Figure 111 provides a visualization of the network from the perspective of remote

interaction, where the remote servers have the color green, the remote clients are blue
and the remote hosts are red.

Remote

Fig. 111. Network II Visualization remote Traffic
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The largest egocentric subgraphs can be visualized below in Figure 112, Figure
113, Figure 114, Figure 115 and Figure 116, where the color encoding is the same as
for Network I. A web server is again among the top five largest subgraphs of Network
II (proposition 5), while the rest of the neighborhoods are built around clients and

hosts.

Fig. 112. First Order Neighborhood Network II - Rank 1
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Fig. 113. First Order Neighborhood Network II - Rank 2
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Fig. 114. First Order Neighborhood Network II - Rank 3
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Fig. 115. First Order Neighborhood Network II - Rank 4
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Fig. 116. First Order Neighborhood Network II - Rank 5

The largest egocentric subgraph of the Port Network contains the port 80 (ID
1.379) and its 651 direct neighbors (Figure 117). Port 80 defines HTTP traffic, which
explains its high amount of neighbors and validates also the findings from the analysis
of the top egocentric subgraphs of the IP Network, where a host labeled as web server
is in top 5 biggest first-order neighborhoods. This pattern could be identified also in
the first data set (proposition 3).

NeighborsCount D
651 1379
325 1375
93 1383
92 1377
76 1388

Fig. 117. First Order Neighborhood Port Network II
The largest egocentric subgraph of the Pair Network contains the pair

(128.3.161.74, 80) (ID 1698) and its 173 direct neighbors (Figure 118). This pair de-
fines again a web server.
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NeighborsCount I
173 1693
87 1927
85 1722
78 1761
73 1767
73 17659

Fig. 118. First Order Neighborhood Pair Network II

As expected, the largest egocentric subgraph of the PairTolP Network contains
again the IP 128.3.161.74 and its 175 direct neighbors (Figure 119).

NeighborsCount D
175 2358
126 2238
1M 2330
ar 2434
a5 2372

Fig. 119. First Order Neighborhood PairTolP Network I1

The largest egocentric subgraph of the PairToPort Network contains the port 80

and its 680 direct neighbors (Figure 120).

NeighborsCount 1>
B30 3599
332 3595
173 1693
97 3603
93 3597

Fig. 120. First Order Neighborhood PairToPort Network II

The degree distribution of all network types can be visualized in the Figures 121,
122,123, 124 and 125. It is visible that the results are analogous to the ones corre-
sponding to Network I: most of the nodes have a degree between 0 and 50 (proposi-
tion 6), while there are only a few nodes having high degrees (proposition 18).
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Fig. 121. Degree Distribution (left) and strength (right) of IP Network 11
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Fig. 122. Degree Distribution (left) and strength (right) of Port Network I1
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Fig. 123. Degree Distribution (left) and strength (right) of Pair Network II
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Fig. 124. Degree Distribution (left) and strength (right) of PairToIP Network II
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Fig. 125. Degree Distribution (left) and strength (right) of PairToPort Network II

The average neighbor degree (Figures 126, 127, 128, 129 and 130) shows the
same pattern as the one identified in the first data set: a tendency for vertices having
low degrees to connect to vertices of rather higher degrees — proposition 7. This con-
firms also the behavior “one-to-several:browsing” — proposition 8.
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Fig. 126. Average Neighbor Degree versus Vertex Degree of the IP Network 11
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Fig. 127. Average Neighbor Degree versus Vertex Degree of the Port Network 11
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Fig. 128. Average Neighbor Degree versus Vertex Degree of the Pair Network 11
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Fig. 129. Average Neighbor Degree versus Vertex Degree of the PairToIP Network I1
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Fig. 130. Average Neighbor Degree versus Vertex Degree PairToPort Network 11

All connected components within each graph belonging to one of the 5 graph types
are enumerated in Figures 131, 132, 133 and 134. This network is also disconnected,
since the IP Network contains six components, and also that there is a giant compo-
nent, which contains 323 of the total vertices (388) of the graph (Figure 131). There
are 37 articulation points within the giant component (proposition 9), which corre-
sponds to roughly 10% of the total vertices. Recall that a secure network aims to de-
crease this percentage as much as possible, so it is indicated to monitor the hosts enu-
merated in Figure 132.

> comps <- decompose.graph(net_IP)
> table(sapply(comps, wvcount))
2 3 5 6 42 323

2 1 2 1 1 1

Fig. 131. Connected Components of IP Network II

> net_TIP.cut.vertices <- articulation.points{net_IP.gc)
> net_IP.cut.vertices
+ 37/323 vertices, from 1fa0c9b:
[1] 39 14 35 82 55 5 67 117 110 10111 13 63 73 66 8 144 60 50 76 317 74 9109 70 62 51 3 58 64 48 097 46 43 37
> length(net_IP.cut.vertices)
[1] 37

Fig. 132. Cut Vertices of IP Network I1
The Port Network yields also a giant connected component as in the case of Net-

work I, as illustrated in Figure 133. This component contains 1449 vertices, meaning
that the endpoints of communication also tend to be interconnected.
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> comps <- decompose.graph(net_rPort)
> table(sapply(comps, vcount))

1 2 3 5 15 28 1449
4 1 1 1 1 1 1

Fig. 133. Connected Components of Port Network II

There are three giant components of the Pair Network II (Figure 134), each of them
containing 141, 171 and respectively, 173 vertices. There are also various other com-
ponents and can be noticed that the highest number of all components (75) has again
the rank 2 from the perspective of (IP, port) heuristics. This means there are several
interconnected (IP, port) pairs, which are disconnected from the rest of the network.

> comps <- decompose.graph(net_Ip_rair)
> table(sapply(comps, vcount))

2 3 4 5 [ 7 g 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 25 26 28 34 36 38 40 42 48 141 171 172
75 57 26 15 17 ] 9 9 7 2 5 2 1 1 2 1 1 2 1 3 3 2 1 3 2 2 1 1 1 1 1 1 1 1

Fig. 134. Connected Components of Pair Network 11

The PairTolP Network (Figure 135) yields a giant component of 428 vertices,
meaning that like in the case of Network I, the majority of the (IP, port) pairs tend to
link to the same IP, respectively the majority of the IPs tend to connect to the same
(IP, port) pair (proposition 12).

> comps <- decompose.graph(net_rairToIpP)
> table(sapply(comps, vcount))

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 20 22 25 26 34 41 42 46 63 72 156 171 175 305 428
61 53 22 13 15 6 9 3 5 1 2 3 1 1 1 1 1 2 2 1 1 1 3 1 1 1 1 1 1 1 1

Fig. 135. Connected Components of PairTolP Network I1

The PairToPort Network (Figure 136) has one giant component containing 1168
vertices, meaning that most of the (IP, port) pairs tend to link to the same port, respec-
tively the ports tend to connect to the same (IP, port) pair (proposition 13).

> comps <- decompose.graph(net_pairport)
> table(sapplyCcomps, vcount))
2 3 4 5 6 7 8 9 10 12 13 15 16 23 27 28 34 36 43 50 52 76
58 45 17 8 8 6 4 2 4 1 1 1 2 1 1 2 1 2 2 1 1 1
1168
1

90 92 97 102 332 680
1 1 1 1 1 1 1

Fig. 136. Connected Components of PairToPort Network II

Figure 137, Figure 138, Figure 139, Figure 140 and Figure 141 highlight the com-
munity size for each of the 5 network types. It is visible that none of the networks
have a community that dominates in size all the others and the IP Network has the
lowest number of communities (18 communities), similar to the Network 1.

Only a few nodes of the Pair Network (Figure 139), PairTolP Network (Figure
140) and PairToPort Network (Figure 141) are interconnected in terms of member-
ship, while the Port Network (Figure 138) contains more interlinked vertices than in
case of the first data set.
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> Tength(ke)
[1] 266

> sizes(kc)
Community sizes
273 14
86
a1
6
78
7 6
115
a4 4

1
101 173
38 39
13 13
75 76
112
4
149 152
3
189
3
226
2

3
186
3
223
2
260
2

263
2

> Tength(ke)
[1] 226
> sizes(ke)
community sizes
4
116
40
6
76
6
112
1
148
3
184

2
220
2

> Tlength(kc)~

[1] 192

> sizes(kc)

community sizes
1 2 3 4

113
37
15
73

184
38
8

74 7 7

4
109
3
145
2
181
2

4 4 a4
110 111 112
3 3 3
146 147 148

2 2
183 184
2 2

2
182
2

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
589 289 104 62 145 109 41 5 70 9 16 28 15 5 3 2 1 1
Fig. 138. Community Size Port Network II
5 6 7 g 9 10 11 12 13 14 15 16 7 18 19 20 21 22 23 24 25 26 27 2
18 48 42 40 38 34 34 36 28 28 10 26 26 26 25 14 23 23 22 22 22 21 21 2
42 43 44 45 46 7 48 49 50 51 52 53 54 55 56 7 58 59 60 61 62 63 64 ©
12 12 12 12 12 11 11 10 10 10 10 10 10 9 9 9 9 9 9 9 9 9 8
79 80 81 82 83 B4 85 86 7 B8 89 90 91 92 93 94 95 96 7 98 99 100 101 10
6 6 6 6 6 6 6 6 6 6 6 6 6 6 5 5 5 5 5 5 5
116 117 118 119 120 121 122 123 124 125 126 127 128 129 130 131 132 133 134 135 136 137 138 13
4 4 4 4 a4 4 4 4 4 4 a4 4 4 4 a4 4 4 3 3 3 3
153 154 155 156 157 158 159 160 161 162 163 164 165 166 167 168 169 170 171 172 173 174 175 17
3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3
190 191 192 193 194 195 196 197 198 199 200 201 202 203 204 205 206 207 208 209 210 211 212 21
3 2 2 2 2 2 2 2 2 2 2 2 2 2
227 228 229 230 231 232 233 234 235 236 237 238 239 240 241 242 243 244 245 246 247 248 249 25
2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
264 265 266
2 2 2
Fig. 139. Community Size Pair Network II
5 6 7 8 9 10 11 12 13 14 15 16 7 18 19 20 21 22 23 24 25 26 27
119 74 101 175 B85 82 46 122 86 7. 32 42 42 41 34 26 25 25 14 22 22 20 27
41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
11 10 10 10 10 10 9 9 9 8 8 8 8 8 8 8 7 7 7 7 7 7 6
777 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99
6 5 5 5 5 5 5 5 5 5 5 5 5 5 4 4 4 4 4 4 4 4 4
113 114 115 116 117 118 119 120 121 122 123 124 125 126 127 128 129 130 131 132 133 134 135
3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3
149 150 151 152 153 154 155 156 157 158 159 160 161 162 163 164 165 166 167 168 169 170 171
3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 2 2 2 2 2 2
185 186 187 188 189 190 191 192 193 194 195 196 197 198 199 200 201 202 203 204 205 206 207
2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
221 222 223 224 225 226
2 2 2 2 2 2
Fig. 140. Community Size PairToIP Network II
5 6 7 8 9 10 11 12 13 14 15 16 7 18 19 20 21 22 23 24 25 26 7
75 680 190 32 332 38 97 93 90 77 T 7 52 50 43 43 42 21 36 36 34 9 30
41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
12 6 10 10 10 10 9 8 & 8 7 7 7 7 7 7 6 6 6 6 6 6
77 78 79 B0 Bl 82 83 B84 B> 86 7 88 89 90 91 92 92 94 05 96 97 98 09
4 4 4 4 4 4 4 4 4 4 4 4 3 3 3 3 3 3 3 3 3 3
113 114 115 116 117 118 119 120 121 122 123 124 125 126 127 128 129 130 131 132 133 134 135
3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 2
149 150 151 152 153 154 155 156 157 158 159 160 161 162 163 164 165 166 167 168 169 170 171
2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
185 186 187 188 189 190 191 192
2 2 2 2 2 2 2 2

» length(kc)
[1] 18

= sizes(kc)

community sizes
1 2 3 4 5
36 39 14 68 37

18
2

6 7 8
69 10 28

9 10 11 12 13 14 15 16 17
642 6 5 4 3 2 2 5

Fig. 137. Community Size IP Network II

> length(kc)
[1] 20

> sizes(kc)
community sizes

19 20
1 1
g 20 30 31 32 33 34 35 36 37
120 27 19 19 8 17 16 16 15
5 66 67 68 69 70 71 72 73 T
&8 &8 8 & 8 8 8 7 7 7
2 103 104 105 106 107 108 109 110 111
5 5 5 5 5 4 4
9 140 141 142 143 144 145 146 147 148
3 3 3 3 3 3 3 3 3 3
6 177 178 179 180 181 182 183 184 185
3 3 3 3 3 3 3 3 3 3
3 214 215 216 217 218 219 220 221 222
2 2 2 2 2 2
0 251 252 253 254 255 256 257 258 259
2 2 2 2 2 2 2 2 2 2
28 29 30 31 32 33 34 35 36
8 8 17 16 15 13 6 13 13
64 65 66 67 68 69 70 T 7
6 6 6 6 6 6 6 6 6
100 101 102 103 104 105 106 107 108
4 4 4 4 4 4 4 4 4
136 137 138 139 140 141 142 143 144
3 3 3 3 3 3 3 3 3
172 173 174 175 176 177 178 179 180
2 2 2 2 2 2 2 2 2
208 209 210 211 212 213 214 215 216
2 2 2 2 2 2 2 2 2
28 29 30 31 32 33 34 35 36
28 28 7 14 23 26 8 16 16
64 65 66 67 68 69 70 71 7
6 6 5 5 5 5 5 5 5
100 101 102 103 104 105 106 107 108
3 3 3 3 3 3 3 3 3
136 137 138 139 140 141 142 143 144
2 2 2 2 2 2 2 2
172 173 174 175 176 177 178 179 180
2 2 2 2 2 2 2 2 2

Fig. 141. Community Size PairToPort Network II
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The visual representations resulted by plotting the IP Network (Figure 142), the
Pair Network (Figure 143) and the Port Network (Figure 144) provide a good over-
view to comprehend how the communities are spread within the networks and how
they connect to each other.

Fig. 143. Community Visualization Pair Network I1
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Fig. 144. Community Visualization Port Network II

The evaluation of functional classes exhibits the same pattern as in case of Net-
work I. The nodes are spread over all functional classes for the IP Network, the Port
Network and the Pair Network, which makes their assigned communities less explain-
able against the validation sets — proposition 10.

DNSClient ~ OMSHost  DNSServer  webClienl  webMost  webServer  remofeClient  remoteHost  remoteServer  malClient  malMost  mailServer  invalid_Tos possibleScan ~ NONFZP  P2F  PIPNONPZF

1© 1 q 1 [ 0 o 1 5 ° w1

Fig. 145. Functional Classes [P Network II

104



= table(c.m, func.ﬂ_a\ss, useNA=c("no"))
func.class
c.m NONP2P P2P P2PNONP2P

1 580 0 9
2 286 0 3
3 70 [ 28
4 56 2 4
5 108 22 15
6 107 0 2
7 41 0 0
g 4 g 3
9 34 31 5
10 8 0 1
11 0 15 1
12 28 0 0
13 15 0 0
14 o] 5 0
15 3 0 0
16 o] 2 0

7 1 0 0
18 1 0 0
19 0 1 0
20 1 0 0

Fig. 146. Functional Classes Port Network 11

DNSClient ~ DNSHost ~ DNSServer ~ webClient ~ webHost ~ webServer ~ remoteClient ~ remoteHost ~ remoteServer ~ maiiClient ~ mailHost ~ mailServer ~ invalid_Tos possiblescan ~ NONP2P.

Fig. 147. Functional Classes Pair Network II

The results of the correlation between the continuous variables (Figure 148, Figure
149, Figure 150, Figure 151 and Figure 152) exhibit the same patterns as in case of
Network 1. There is a high correlation between betweenness and degree (proposition
11), between degree and total transfer in bytes (proposition 14) and between degree
and neighbors (proposition 15) over all network types. The low values of the correla-
tion between closeness and all the other variables is the result of applying again the
closeness measure on disconnected networks, which does not provide an accurate es-
timation. The correlation between the duration in seconds and degree is again below
50% (proposition 16), which indicates that a higher number of links between two ad-
jacent vertices does not stand for a higher duration of the transfer, but it is also possi-
ble that vertices connected by a few links send over higher amounts of time.
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> cor{nodes_IP$Betweenness,nodes_IP$Degree)

[1] 0.6713705

> cor{nodes_IP$Betweenness,nodes_IP$Community)
[1] -0.09834549

= cor {nodes_IPjBetweenness,nodes_IPTotalTransfer)
[1] 0.8315515

= cor {nodes_IP$Degree,nodes_IPSCommunity)

[1] -0.003231809

= cor {nodes_IP$Degree,nodes_IP$TotalTransfer)
[1] 0.8879085

= cor (nodes_IP$Neighbors,nodes_TP$TotalTransfer)
[1] 0.8299461

> cor{nodes_IP$Neighbors,nodes_TIP$Betweenness)
[1] 0.725237

> cor{nodes_IP$Neighbors,nodes_IP$Community)
[1] -0.04173731

> cor{nodes_1P$Neighbors,nodes_IP$Degree)

[1] 0.7750518

= cor{nodes_IPiCloseness,nodes_IP$TotalTransfer)
[1] 0.1128257

> cor{nodes_IP$CTloseness,nodes_IP{Betweenness)
[1] 0.1012668

> cor{nodes_IP$Closeness,nodes_IP$Community)
[1] -0.6940921

= cor{nodes_IP$Closeness,nodes_IP$Degree)

[1] 0.0583648

= cor{nodes_IP$Closeness,nodes_IP$Neighbors)
[1] 0.05816097

> cor{nodes_TIP$Duration,nodes_TP$TotalTransfer)
[1] 0.3150617

= cor{nodes_IP$Duration,nodes_IP{Betweenness)
[1] 0.265229

> cor{nodes_1P$puration,nodes_IP$Community)

[1] 0.03160175

> cor{nodes_IP$puration,nodes_IP$Degree)

[1] 0.3320974

> cor{nodes_IP$puration,nodes_IP$Neighbors)

[1] 0.6270381

Fig. 148. Correlation of Continuous Variables IP Network 11

> cor (nodes_port$Betweenness,nodes_portiDegree)

[1] 0.9134699

> cor (nodes_port§Betweenness, nodes_portiCommunity)
[1] -0.008448486

> cor (nodes_port§Betweenness,nodes_portiTotalTransfer)
[1] 0.8971041

> cor (nodes_portipegree,nodes_port$Community)

[1] -0.01050231

> cor (nodes_portipegree,nodes_port$totalTtransfer)
[1] 0.8619995

> cor (nodes_port$Neighbors,nodes_port$TotalTransfer)
[1] 0.9566978

> cor (nodes_port$Neighbors,nodes_port$Betweenness)
[1] 0.9428089

> cor (nodes_port$Neighbors,nodes_port$Community)
[1] -0.002463148

> cor (nodes_port$Neighbors,nodes_port$begree)

[1] 0.9365094

> cor (nodes_port$Closeness,nodes_port$TotalTransfer)
[1] -0.01406633

> cor (nodes_port§closeness,nodes_portiBetweenness)
[1] 0.02086452

> cor (nodes_port$closeness,nodes_porticommunity)
[1] -0.6436347

> cor (nodes_porticloseness,nodes_port$pegree)

[1] 0.01426549

> cor (nodes_port$closeness,nodes_port$Neighbors)
[1] 0.01097084

> cor (nodes_port$buration,nodes_port$TotalTransfer)
[1] 0.1847325

= cor (nodes_port$buration,nodes_portiBetweenness)
[1] 0.1834678

> cor (nodes_port$buration,nodes_port$Community)

[1] 0.2093474

> cor (nodes_port$buration,nodes_portibegree)

[1] 0.1964065

> cor (nodes_portiburation,nodes_portiNeighbors)

[1] 0.1692195

Fig. 149. Correlation of Continuous Variables Port Network II
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> cor(nodes_Pair$%Betweenness,nodes_Pair$Degree)

[1] 0.777555

> cor(nodes_Pair$Betweenness,nodes_Pair $Community)
[1] -0.05161002

> cor(nodes_PairiBetweenness,nodes_Pair$TotalTransfer)
[1] 0.3672247

> cor (nodes_rair$bDegree,nodes_pPair $Community)

[1] -0.08452845

> cor(nodes_Pair$begree,nodes_Pair$TotalTransfer)
[1] 0.6723512

> cor(nodes_Pair$Neighbors,nodes_Pair$TotalTransfer)
[1] 0.6723512

> cor(nodes_rair$neighbors,nodes_Pair $Betweenness)
[1] 0.777555

> cor (nodes_rair$neighbors,nodes_Pair $Community)
[1] -0.08452845

> cor (nodes_prair$neighbors,nodes_Pair $Degree)

[1] 1

> cor{nodes_Pair$Closeness,nodes_Pair$TotalTransfer)
[1] -0.05922993

> cor(nodes_Pair$Closeness,nodes_Pair$Betweenness)
[1] 0.104757

> cor(nodes_rairicloseness,nodes_Pair $Community)
[1] -0.5293187

> cor(nodes_rair$closeness,nodes_Pair $Degree)

[1] 0.08975622

> cor (nodes_rair$closeness,nodes_Pair $neighbors)
[1] 0.08975622

> cor{nodes_Pair$buration,nodes_Pair$TotalTransfer)
[1] 0.1403925

> cor(nodes_Pair$buration,nodes_Pair$Betweenness)
[1] 0.03892384

> cor(nodes_Pairiburation,nodes_Pair$Community)

[1] 0.004057489

> cor(nodes_Pair$buration,nodes_Pairibegree)

[1] 0.1855030

> cor(nodes_rair$puration,nodes_Pair3$neighbors)

[1] 0.1855039

Fig. 150. Correlation of Continuous Variables Pair Network II

> cor (nodes_PairToIP{Betweenness,nodes_PairToIP$Degree)
[1] 0.6650763

> cor (nodes_PairToIPfBetweenness,nodes_PairToIP$Community)
[1] -0.06780669

> cor {nodes_PairToIP$Degree,nodes_PairToIP$Community)

[1] -0.06979672

> cor {nodes_PairToIr$neighbors,nodes_PairToIPSBetweenness)
[1] 0.6650763

> cor {(nodes_PairToIr$neighbors,nodes_PairToIP$Community)
[1] -0.06979672

> cor{(nodes_PairToIP$Neighbors,nodes_PairToIPSDegree)

[1] 1

> cor {nodes_PairToIPSCloseness,nodes_PairToIP$Betweenness)
[1] 0.1398377

> cor{nodes_PairToIP$Closeness,nodes_PairToIPSCommunity)
[1] -0.5219617

> cor{nodes_PairToIP$Closeness,nodes_PairToIP$Degree)

[1] 0.04733989

> cor{nodes_PairToIP$Closeness,nodes_PairToIP$Neighbors)
[1] 0.04733989

Fig. 151. Correlation of Continuous Variables PairToIP Network II
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= cor (nodes_PairToPort$Betweenness,nodes_PairTorPortibDegree)
[1] ©0.7030698

> cor (nodes_PairToPort$Betweenness,nodes_PairToPort$Community)
[1] -0.06016542

> cor (nodes_PairToPort$Degree,nodes_PairToPort$Community)

[1] -0.02569204

= cor (nodes_prairToportineighbors,nodes_rairToPortiBetweenness)
[1] ©0.7030698

> cor (nodes_PairToPort$Neighbors nodes_pairToPort$Community)
[1] -0.02569204

> cor (nodes_PairToPort$Neighbors,nodes_PairToPortéDegree)

[1] 1

> cor (nodes_PairToPort$Closeness,nodes_PairToPort$Betweenness)
[1] 0.1495646

> cor (nodes_PairToPort$closeness, nodes_PairToPort$Community)
[1] -0.4710188

> cor (nodes_PairToPort$Closeness,nodes_PairToPort$Degree)

[1] ©0.03718483

= cor (nodes_prairToporticloseness,nodes_rairTorPortineighbors)
[1] 0.03718483

Fig. 152. Correlation of Continuous Variables PairToPort Network 11

The centrality plots (Figure 153, Figure 154, Figure 155, Figure 155 and Figure
156) illustrate in parallel the measures of degree, closeness and betweenness and it is
very useful to identify outliers or similar behavior within the network behavior. As
outlined in the degree histogram, it is also visible in the centrality plot of all network
types, that most of the nodes have rather lower degrees, while three nodes have a de-
gree definitely higher than the average. The closeness distribution along all nodes is
irregular (proposition 19), although one single node has a higher closeness than the
average closeness. This particular node also has the highest betweenness and is
among the nodes having a high degree. The betweenness centrality has a similar pat-
tern with degree: many nodes with a low betweenness and a few nodes with a high
betweenness. The nodes having a high betweenness are also the nodes having a high
degree (proposition 20).

Degree Closeness

Jhe

4

i
|

i

Fig. 153. Centrality Plot IP Network II
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Fig. 155. Centrality Plot Pair Network II
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Fig. 157. Centrality Plot PairToPort Network II

The P2P approach identifies approximately 86% of the total P2P flows detected by
the original P2P algorithm (proposition 23) and the ports involved in the P2P traffic
that send the most amount of bytes are unassigned ports. The hosts assigned to these
ports should be monitored.

There are no exactly structural equivalent hosts with more than 10 neighbors in
Network II.

Figure 158 describes the density of each equivalent block in terms of an approxi-
mate structural equivalence.
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Network Blockmodel:

Elock membership:

1 2 3 4 5 6 7 8 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
1 3 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 2 3 3 3 3 3 3 3
27 28 29 30 31 32 33 34 35 36 7 38 39 40 41 42 43 44 45 46 7 48 49 50 51 52
3 3 3 3 3 3 3 3 3 3 3 1 1 1 1 1 1 1 1 1 1 1 3 1 1 1
53 54 55 56 7 58 59 60 61 62 63 64 65 66 7 68 €9 7! 7 7. 73 74 7 7 777
1 1 1 1 1 4 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2
79 80 81l 82 83 84 B85 86 7 88 89 90 91 92 93 94 95 96 7 98 99 100 101 102 103 104
2 2 2 2 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
105 106 107 108 109 110 111 112 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127 128 129 130
3 1 3 3 1 1 1 3 3 3 3 3 3 3 3 1 3 1 3 1 1 1 1 1 1
131 132 133 134 135 136 137 138 139 140 141 142 143 144 145 146 147 148 149 150 151 152 153 154 155 1536
1 1 1 1 1 1 1 1 1 1 1 1 1 3 3 3 3
157 158 159 160 161 162 163 164 165 166 167 168 169 170 171 172 173 174 175 176 177 178 179 180 181 182
3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 1 1 1 1 1
183 184 185 186 187 188 189 190 191 192 193 194 195 196 197 198 199 200 201 202 203 204 205 206 207 208

1 1 1 4 4 4 4 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
209 210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231 232 233 234
1

1 1 1 1 1 1 1 1 1 1 1 1 1 11 1 1 1 1 4 4 4 4

235 236 237 238 239 240 241 242 243 244 245 246 247 248 249 250 251 252 253 254 255 256 257 258 259 260

4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4

261 262 263 264 265 266 267 268 269 270 271 272 273 274 275 276 277 278 279 280 281 282 283 284 285 286
2 2 2 2 3 1 3 1 1 1 1 1 1 1 1 3 1 3 2 2 3 1 1 1 2 2

287 286 289 290 291 292 293 294 295 296 297 298 299 300 301 302 303 304 305 306 307 308 309 310 311 312
2 3 2 2 3 2 2 3 2 1 1 2 2 3% 3 2 1 2 3 3 2 4 4 1 1 4

313 314 315 316 317 318 319 320 321 322 323 324 325 326 327 328 320 330 331 332 333 334 335 336 337 338
1 1 4 4 1 4 1 4 4 4 4 4 1 1 1 1 1 1 4 1 1 1 1 1 1 1
339 340 341 342 343 344 345 346 347 345 349 350 351 352 353 354 355 3536 357 3538 359 360 361 362 363 364

4 1 4 1 1 1 1 1 1 1 4 4 4 1 4 1 1 4 4 4 4
365 366 367 368 369 370 371 372 373 374 375 376 377 378 379 380 381 382 383 384 385 386 387 388
1 1 4 1 4 1 4 1 1 1 4 4 1 4 4 4 4 4 4 1 4 4 4 4

Reduced form blockmodel:

1234567891011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45
46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64 G5 66 67 68 69 70 71 72 73 75 76 77 78 79 80 Bl 82 83 B4 85 86 B7 88 89 9
0 91 92 93 94 95 96 97 98 99 100 101 102 103 104 105 106 107 108 109 110 111 112 113 114 115 116 117 118 119 120 121 122 123 124 125 1
26 127 128 129 130 131 132 133 134 135 136 137 138 139 140 141 142 143 144 145 146 147 148 149 150 151 152 153 154 155 156 157 158 159
160 161 162 163 164 165 166 167 168 169 170 171 172 173 174 175 176 177 178 179 180 181 182 183 184 185 186 187 188 189 190 191 192 1
93 194 195 196 197 198 199 200 201 202 203 204 205 206 207 208 209 210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226
227 228 229 230 231 232 233 234 235 236 237 238 239 240 241 242 243 244 245 246 247 248 249 250 251 252 253 254 255 256 257 258 259 2
60 261 262 263 264 265 266 267 268 269 270 271 272 273 274 275 276 277 278 279 280 281 282 283 284 285 286 287 288 289 290 291 292 293
294 295 296 297 298 299 300 301 302 303 304 305 306 307 308 309 310 311 312 313 314 315 316 317 318 319 320 321 322 323 324 325 326 3
27 328 329 330 331 332 333 334 335 336 337 338 339 340 341 342 343 344 345 346 347 348 349 350 351 352 353 3534 355 356 357 358 359 360
361 362 363 364 365 366 367 368 369 370 371 372 373 374 375 376 377 378 379 380 381 382 383 384 385 386 387 388
Block 1 Block 2 Block 3 Block 4
Block 1 0.0135526115 0.0001196458 0.002240934 0.001789771
Block 2 0.0001196458 0.0000000000 0.036357786 0.000000000
Block 3 0.0022409344 0.0363577864 0.000000000 0.012958164
Block 4 0.0017897708 0.0000000000 0.012958164 0.000000000

Fig. 158. Equivalence Blocks of IP Network 11

The representation of the block model in Figure 159 shows that most of the compa-
rably dense blocks are again outside the diagonal. These are marginal roles (blocks 2,
3 and 4) that are connected to the center (block 1).

Fig. 159. Representation of Approximately Equivalent Blocks IP Network 11
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The blocks can be visualized as graph in Figure 161, where the core block is la-
beled with the color orange. It is visible that all nodes within the P2P cluster repre-
sents a structural equivalent block.

Structural Equivalent Hosts
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Fig. 160. Visualization of the Structural Equivalence Blocks of Network II

The time plots over the 4 dimensions: transfer in bytes, degree, betweeenness
and neighbors reveal again irregularity within the network behavior. It is visible in
Figure 161 that the highest amount of bytes are transferred at the beginning (around
16:22) of the data log (proposition 22). On the contrary, the rest of the time interval
contains considerably low bytes transfers.

Outbytes

sty | X 1 uulﬁ

StartTime

Fig. 161. Bytes Transfer versus Time IP Network II
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The degree distribution over time is characterized by an irregular dispersion during
the whole time interval (Fig.162). Nevertheless, the degree tends to be either very
high or around the degree median.

SourceHostDegres

StaTime

Fig. 162. Degree versus Time IP Network I1

The neighbors distribution over time indicates a similar pattern as degree (Figure
163).

ScurceHostNaightors

1645
StartTime

Fig. 163. Neighbors versus Time [P Network II
The betweenness distribution over time (Figure 164) indicates a similar behavior

with degree, which is to be expected according to the Pearson correlation of 0,67 be-
tween degree and betweenness (Figure 148).
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Fig. 164. Betweenness versus Time IP Network I1

The time plots of Network II make it difficult to find patterns, respectively outliers
and suspicious activity, since the time interval extends over one hour and the plot
tends to appear unclear or busy.

22 out of 23 propositions were validated by the analysis of Network 2. The propo-
sition “21. The core structural equivalence block contains at least one egocentric
subnetwork” cannot be validated, due to the lack of visual clarity in the graph corre-
sponding to Network II.

7 Discussion

Section 1 outlined the motivation including the problem statement and described the
research question. Section 2 presented the related work and the corresponding defi-
ciencies in the status of the research. Section 3 defined the chosen methodology that
was further applied in both Section 4 and Section 6, which contain the explorative
analysis of the data, respectively the evaluation based on a second data set. Section 5
summarized the outcome of the methods applied in Section 4, with the intent of vali-
dating these results against the second data set. Getting an overview of the network
patterns and its possible anomalies is possible by following the setup instructions de-
scribed in Section 3.3 and then executing the script with the intent of both visualizing
the resulting data frames and the plots within the R environment and of automatically
generating a HTML report. All these outcomes lead to the answering of the research
questions.

RQ) What is the extent to which the measures of SNA can be used to find communi-
cation patterns within the network and what is the meaning of these patterns?

The results of the methodology used lead to the understanding of the structural and
behavioral characteristics of an enterprise network and they are summarized in form

114



of the conceptual propositions formulated in Section 5 and 22 out of 23 being vali-
dated in Section 6. Following observations outline the meaning of the communication
patterns found:

Hosts that use a single source port for the majority of their interactions are
likely to be providers of a service offered on that port.

Assets that have more ties (higher degrees) and egos who bridge gaps be-
tween the vertices may be advantaged and have fewer constraints, since they
have choices. This autonomy grants them an independence regarding other
actors and makes them more powerful [13, p.146].

The hosts having high values of centrality values highlight the way traffic
flows, by suggesting the speed of information transfer and receiving fre-
quency.

A high average degree of a node in the IP Network indicates a high user vari-
ability [40, p.196], which is common in mixt and enterprise networks.
According to [42, p.1176], a node linked to linked nodes is central, but not
powerful, since the linked nodes are not dependent on it.

The centrality measures (betweennes, degree, closeness) produce expected
values for specific types of vertices outcomes (such as speed and regularity
of reception) [38, p.56].

The egocentric subgraphs highlight the most influential hosts.

Actors who have more ties (higher degrees) and egos who bridge gaps be-
tween the vertices are advantaged. Because they have many links, they have
access to more network resources and collaborate in transfers with other
nodes and can profit from this brokerage [13, p.147].

The more links a node has to another node, the greater the probability that
communication takes place, and the safer the linkage [13 ,p.113]

High betweenness values reveal which node plays a key role in facilitating
the direct flow of information between itself and other nodes within the net-
work. The node having a high betweenness has “the capacity to broker con-
tacts among other actors (...) and to isolate actors or prevent contacts” [13,
p.147].

A highly disconnected graph, respectively network, can generate undesired
consequences, since it is hardly manageable and is predisposed to attacks.

RQ/SQ1) Which communication patterns within a network of interest are deter-
mined by the given attributes of the network?

The anomalous traffic is detected by using the port numbers, the protocol and the
transfer bytes/packets, as described in Section 3.5. The identification of communica-
tion patterns of common services (web traffic, DNS, mail, remote, VPN) imply the
usage of the port numbers and the protocol, as outlined in Section 3.6. Since the
recognition of P2P activity implies the consideration of additional patterns, such as
scans, DNS, port history and gaming/malware, the P2P traffic pattern is identified by
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using the IPs, the ports, the protocol and the transfer bytes and packets. These patterns
are visually represented in Section 3.8.

RQO/SQ2) Which network assets require a closer investigation based on the results
of the applied methodology?

The measures of SNA provide a broad overview of the network in terms of its
structure and behavior and offer an insight on which network assets need to be moni-
tored, since they may generate anomalous activity or P2P traffic. Following observa-
tions provide a guidance for the next steps that should be taken to increase the enter-
prise network security and robustness:

— Since a cohesive network is both less predisposed to external attacks and
easier to maintain, it is highly recommended to connect the clusters forming
the network by installing additional assets that link these clusters.

— A rigorous monitoring of the smaller subgraphs of the network is recom-
mended, since at least one of them should contain exclusively P2P traffic,
which is insecure.

— Ifahigher speed or regularity of reception is desired, then the assets having a
low value of betweenness or degree should be investigated and optimized.

— Since a high number of flows between two adjacent assets provides a higher
probability that communication takes place, and that this communication is
less vulnerable, it is highly recommended to monitor and optimize the assets
having a few links assigned to them.

—  All articulation points should be monitored closely, since their removal dis-
connects the network.

— Ifaclient has a similar behavior to a server, this could mean that the client is
compromised or violates the security policies [39, p.53]. Thus, the assets as-
signed to these clients should be investigated.

—  Supervise hosts that have a maximum value of betweenness (the centers of
an egocentric network), since these hosts are central, hence “powerful”
within their neighborhood [13, p.135]. Thus, their neighboring hosts depend
on them. According to [13, p.144], “ego’s power is alter’s dependence”.

—  The hosts assigned to the P2P ports responsible for the largest amount of P2P
traffic within the network should be monitored.

Although the methodology used is straightforward, there are still some chal-
lenges and issues that need to be considered when analyzing the network. These chal-
lenges and the algorithm’s features and limitations are discussed in Section 7.1 and
Section 7.2.
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7.1  Data Pre-Processing Challenges

The initial files may have missing data, for instance the type of service or the inter-
face number. This results in false positives when profiling the anomalous behavior of
the network. For instance, the second data set does not contain any value for the col-
umn of the type of service. This results in identifying all flows as “invalid_ToS” and
even if this outcome does not affect in any manner the further results, this issue
should be considered when firstly processing the data.

The data preparation in Wireshark assumes that each flow contains only one trans-
fer packet. Nevertheless, the data export from Wireshark usually contains a null col-
umn corresponding to the packets, so the user must insert manually the value 1 in the
CSV file before importing it into the R Environment.

7.2 Limitations

—  Dealing with NATs (Network Address Translation): NAT should not influ-
ence the profiling as long as the servers are not behind the NAT. A challenge
represents also the hosts behind NAT that use at least one service with con-
trol and data streams at the same time (for instance FTP).

— Handling the Dynamic Host Configuration Protocol (DHCP). It is assumed
that all IP addresses in the data sets are unique host identifiers, although it
might be the case that these addresses are mapped to the MAC (media access
control address) from the DHCP logs. If this is the case, the user must first
assure that all the flow records of each unique IP address are defined by a
unique attribute.

—  The script removes in the first step all unidirectional flows having no re-
sponse edge, but it might be the case that a particular response edge is cap-
tured outside the time interval of the data frame.

—  Worms, Trojans and P2P can use additional ports than the ones hardcoded in
the script, so an idea would be that the user updates the ports within the
script as soon as a new port presents interest for the research.

—  The time and the supplies necessary to run this process rely upon the net-
work size and how well the services are harmonized with the common prac-
tices.

—  Considering that suspect traffic cannot be always differentiated by normal
traffic, the removing of unwanted traffic in the pre-processing step is not
100% accurate.

—  The absence of the TCP flag does not guarantee that the 3-way handshake
actually occurred.

—  Several P2P protocols use HTTP requests and responses to transfer files, and
it can be impossible to distinguish such P2P traffic from typical web traffic.
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—  Since large networks contain a lot of information, they are difficult to visual-
ize and to find patterns within them. An alternative solution is to import
these plots in Gephi, for instance.

8 Summary and Outlook

This thesis provides an overview of a network behavior by using a methodology
based on both an extension of the traditional methods of traffic profiling and SNA.
The overview is given by several visualizations, statistical results and data frames,
which can further support a security architect or a network engineer in a better under-
standing and management of the network of interest. The statistical results are
mapped on flow level in the main data frame and summarized in form of a HTML re-
port. A summary of the communication patterns and their characteristics can be visu-
alized in the appendix of this thesis (Section A, Table 1).

One of the goals of this thesis is to generate a profile describing how the network is
seen from the outside including an attacker’s perspective. Another goal is to use net-
work flow data so that users can find and analyze various assets and services of inter-
est that are responsible for the majority of the communication within the network.

The underlying notions of SNA are outlined and correlated with the initial profiling
of the network, so that the users can identify the main servers, potential threats and
P2P traffic by only analyzing the network dynamics. A user applying the outlined
methodology to profile a network gets an overview of the most exposed assets includ-
ing their assigned ports, the possible anomalies and the P2P traffic, all mapped both
on node and on flow level.

Using R as both an analysis and visualization tool can increase the productivity of
work of network managers, by making the analysis of the network flow data ap-
proachable also by non-specialists. Other visualization tools such as NFSen or
NFDump require their users to write their own commands or configure filters [41,
p.150].

Although the HTML report provides a broad overview of the network behavior and
structure by outlining the key data frames and the visualizations resulted from the
analysis, it is necessary that the user carries a basic theoretical knowledge of R pro-
gramming in order to get a picture of the whole dimension of the data frames but also
to modify the script, if required. A large amount of the computational effort needed
for data pre-processing in R is undertaken by Wireshark, which provides the columns
needed for the analysis and the right data format.

The data needs to be uploaded into the R environment and the script needs to be
executed so that the data can be cleaned and filtered for the analysis and the user can
get an accurate overview of the network characteristics and its several visualizations.
The R script is built around the applied methodology and it presents the convenience
that it can be modified by the user to fulfill additional requirements. The script is sup-
ported by comments for each process phase, allowing the user to know at each step
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how the outcome of the code chunk is created. The visualizations cannot replace other
tools created mainly for this purpose but it is also expected that these other tools do
not provide analysis algorithms and identification of common services or suspicious
activity. The chosen visualizations serve to show broadly the network behavior and
structure and some of them may appear as noise to the user, as a result of overlapping
nodes and not identifiable elements. If this is the case, then the underlying data frames
need to be inspected, since they all serve as basis for the visualizations.

The data frames and the plots in the R environment together with the HTML report
provide ideas for optimizing and securing the network. The HTML report has to be
used together with the data frames within the R environment and with the findings
outlined in this thesis for a comprehensive understanding of the network behavior and
structure. A user can further analyze in detail the assets of the network if the traffic
analysis outcomes seem interesting or out of place. The analysis is also helpful for the
evaluation of the assets that violate policies and for detecting any suspicious activity.

The conceptual propositions in Section 5 and the results in Table 1 can be general-
ized for other data sets besides the AIT and LBNL data. Following conditions should
be fulfilled in order to be able to generalize these findings. The data sets should repre-
sent an internal enterprise traffic and the IP addresses must be unique host identifiers.
To avoid misleading results, the traffic should be captured within working hours. If
the export traffic files are in a different format than PCAP/NFCAPD, they must first
be converted to one of these formats. Also, the 11 mandatory columns (include the
start- and end time, the source and destination address , the source and destination
port, the protocol, the source type of service, the input packets, the input bytes and the
input interface number) should be included in the data sets and should contain values.

The implementation of the chosen methodology revealed some weak points with
regard to the visualization techniques and to the scalability of the input data sets. Fol-
lowing ideas provide an insight on how future efforts can be made in order to improve
these deficiencies, respectively on how to address in greater detail the research ques-
tion:

— An online anomaly detection and network profiling system based on the cho-
sen methodology would improve the user interaction design.

— It would be meaningful to analyse the network traces in terms of organiza-
tional mining, which results by applying social network analysis methods on
process logs [25, p.290]. For this purpose, several instances of the network
traffic are necessary (for example, capturing the network traffic daily at the
same time of the day, one weeklong). This approach would be useful in order
to assess the similarity between the network actors and the frequency with
which a particular network asset (e.g. an IP address) performs a specific task
(e.g. usage of the UDP protocol).

— The usage of trace-driven traffic simulations would help to evaluate the false
positives and false negatives of this methodology.
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— Since Excel cannot handle more than 1.048.576 rows, it is impossible to ex-
amine large data sets at one time, so the data needs to be split into several
chunks that are then individually analyzed. An alternative solution would be
to use Power BI®, which is a software that can handle large data and it also
makes possible to execute a R script on the data.

—  The plots in R may be sometimes “busy” due to the large amount of nodes
and/or edges, making the labels appear unclear. A solution is to import the
particular plot into a software that makes possible an appropriate visualiza-
tion of large networks.

—  Since the information contained in the application payload level is useful for
validating the chosen methodology that is based on flow-level header infor-
mation, it is meaningful to extend this approach by investigating also the
packet payload.

—  Consider also the presence of NATS, since hosts behind NATSs use at least
one service with control and data streams at the same time.

35 https://powerbi.microsoft.com/en-us/

120



References

1.

10.

11.

12.

13.
14.

Ren, M., Jiang, Y., Guo, X., Han, Q., Wen, H., Wu, B., & Chen, Z. (2014, Octo-
ber). P2P networks monitoring based on the SNA and the topological potential.
In Communications and Network Security (CNS), 2014 IEEE Conference on (pp.
492-493). IEEE.

Albdair, M., Addie, R. G., & Fatseas, D. (2016, December). Inference of social
network behavior from Internet traffic traces. In 2016 26th International Tele-
communication Networks and Applications Conference (ITNAC) (pp. 7-12).
IEEE.

. Jakalan, A., Gong, J., Su, Q., Hu, X., & Abdelgder, A. M. (2016). Social relation-

ship discovery of IP addresses in the managed IP networks by observing traffic at
network boundary. Computer Networks, 100, 12-27.

. Whisnant, A., & Faber, S. (2012). Network profiling using flow(No. CMU/SEI-

2012-TR-006). CARNEGIE-MELLON UNIV PITTSBURGH PA SOFTWARE
ENGINEERING INST.

. Karagiannis, T., Broido, A., & Faloutsos, M. (2004, October). Transport layer

identification of P2P traffic. In Proceedings of the 4th ACM SIGCOMM confer-
ence on Internet measurement(pp. 121-134). ACM.

Kandula, S., Chandra, R., & Katabi, D. (2008, August). What's going on?: learn-
ing communication rules in edge networks. In ACM SIGCOMM Computer Com-
munication Review (Vol. 38, No. 4, pp. 87-98). ACM.

. Iliofotou, M., Pappu, P., Faloutsos, M., Mitzenmacher, M., Singh, S., & Var-

ghese, G. (2007, October). Network monitoring using traffic dispersion graphs
(tdgs). In Proceedings of the 7th ACM SIGCOMM conference on Internet meas-
urement (pp. 315-320). ACM.

. Xu, K., Wang, F., & Gu, L. (2011, April). Network-aware behavior clustering of

Internet end hosts. In INFOCOM, 2011 Proceedings IEEE (pp. 2078-2086).
IEEE.

Shang, R., Luo, S., Li, Y., Jiao, L., & Stolkin, R. (2015). Large-scale community
detection based on node membership grade and sub-communities integration.
Physica A: Statistical Mechanics and its Applications, 428, 279-294.

Jakalan, A., Gong, J., Weiwei, Z., & Su, Q. (2015). Clustering and profiling ip
hosts based on traffic behavior. Journal of Networks, 10(2), 99.

Xu, K., Zhang, Z. L., & Bhattacharyya, S. (2005, August). Profiling internet
backbone traffic: behavior models and applications. In ACM SIGCOMM Com-
puter Communication Review (Vol. 35, No. 4, pp. 169-180). ACM.

Meiss, M., Menczer, F., & Vespignani, A. (2011). Properties and evolution of In-
ternet traffic networks from anonymized flow data. ACM Transactions on Inter-
net Technology (TOIT), 10(4), 15.

Hanneman, R. A., & Riddle, M. (2005). Introduction to social network methods.
Kinable, J. (2008, June). Detection of network scan attacks using flow data. In 9¢4
Twente Student Conference on IT, 23th June.

121



15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

Bo, X., Ming, C., Fei, L., & Na, W. (2009, October). P2P flows identification
method based on listening port. In Broadband Network & Multimedia Technol-
ogy, 2009. IC-BNMT'09. 2nd IEEE International Conference on (pp. 296-300).
IEEE.

Tanenbaum, A. S., & Wetherall, D. (1996). Computer networks (ed.). ISBN: 0-
12-066102-3.

Dordal, P. (2017). An introduction to computer networks.

Xu, K., Zhang, Z. L., & Bhattacharyya, S. (2008). Internet traffic behavior profil-
ing for network security monitoring. /[EEE/ACM Transactions on Networking
(TON), 16(6), 1241-1252.

Sperotto, A., Schaffrath, G., Sadre, R., Morariu, C., Pras, A., & Stiller, B. (2010).
An Overview of IP Flow-based Intrusion Detection. /EEE Communications Sur-
veys and Tutorials, 12(3), 343-356.

Aiello, W., Kalmanek, C., McDaniel, P., Sen, S., Spatscheck, O., & Van der
Merwe, J. (2005, March). Analysis of communities of interest in data networks.
In International Workshop on Passive and Active Network Measurement (pp. 83-
96). Springer, Berlin, Heidelberg.

Burgers, B. (2007). Evolvements of TCP-, UDP-, short-lived TCP-and long-lived
TCP flows.

Zoho Corporation (2018). Security Problem & Class Catalog. Retrieved from
https://www.manageengine.com/products/netflow/problem-class-catalogue.html
Bin, L., Chuang, L., Jian, Q., Jianping, H., & Ungsunan, P. (2008). A NetFlow
based flow analysis and monitoring system in enterprise networks. Computer Net-
works, 52(5), 1074-1092.

Erbschloe, M. (2004). Trojans, worms, and spyware: a computer security profes-
sional's guide to malicious code. Elsevier.

Grossmann, W., & Rinderle-Ma, S. (2015). Fundamentals of business intelli-
gence. Springer.

Seid, H. A., & Lespagnol, A. (1998). U.S. Patent No. 5,768,271. Washington,
DC: U.S. Patent and Trademark Office.

Bo, X., Ming, C., Fei, L., & Na, W. (2009, October). P2P flows identification
method based on listening port. In Broadband Network & Multimedia Technol-
ogy, 2009. IC-BNMT'09. 2nd IEEE International Conference on (pp. 296-300).
IEEE.

Fraleigh, C., Moon, S., Lyles, B., Cotton, C., Khan, M., Moll, D, ... & Diot, S. C.
(2003). Packet-level traffic measurements from the Sprint IP backbone. /EEE net-
work, 17(6), 6-16.

Martino, F., & Spoto, A. (2006). SNA: A brief theoretical review and further per-
spectives in the study of Information Technology. PsychNology Journal, 4(1), 53-
86.

Kolaczyk, E. D., & Csardi, G. (2014). Statistical analysis of network data with

R (Vol. 65). New York: Springer.

Karagiannis, T., Papagiannaki, K., & Faloutsos, M. (2005, August). BLINC: mul-
tilevel traffic classification in the dark. In ACM SIGCOMM computer communi-
cation review (Vol. 35, No. 4, pp. 229-240). ACM.

122



32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

Dewaele, G., Himura, Y., Borgnat, P., Fukuda, K., Abry, P., Michel, O., ... &
Esaki, H. (2010). Unsupervised host behavior classification from connection pat-
terns. International Journal of Network Management, 20(5), 317-337.

Scott, J., & Carrington, P. J. (2011). The SAGE handbook of SNA. SAGE publica-
tions.

Newman, M. E., & Girvan, M. (2004). Finding and evaluating community struc-
ture in networks. Physical review E, 69(2), 026113.

Clauset, A., Newman, M. E., & Moore, C. (2004). Finding community structure
in very large networks. Physical review E, 70(6), 066111.

Ligh, M. (2003, August). Attack Signatures and Internet Traffic Analysis. Re-
trieved from https://www.mnin.org/write/2003 asita.html

Iliofotou, M., Gallagher, B., Eliassi-Rad, T., Xie, G., & Faloutsos, M. (2010, No-
vember). Profiling-By-Association: a resilient traffic profiling solution for the in-
ternet backbone. In Proceedings of the 6th International COnference (p. 2).
ACM.

Borgatti, S. P. (2005). Centrality and network flow. Social networks, 27(1), 55-
71.

Li, B., Gunes, M. H., Bebis, G., & Springer, J. (2013, June). A supervised ma-
chine learning approach to classify host roles on line using sFlow. In Proceedings
of the first edition workshop on High performance and programmable network-
ing(pp. 53-60). ACM.

Uhlig, S., Papagiannaki, K., & Bonaventure, O. (2007). Passive and Active Net-
work Measurement. In 8th Internatinoal Conference, PAM 2007, Louvain-la-
neuve, Belgium, April 5-6, 2007, Proceedings.

Minarik, P., & Dymacek, T. (2008). Netflow data visualization based on graphs.
In Visualization for computer security (pp. 144-151). Springer, Berlin, Heidel-
berg.

Bonacich, P. (1987). Power and centrality: A family of measures. American jour-
nal of sociology, 92(5), 1170-1182.

Sabidussi, G. (1966). The centrality index of a graph. Psychometrika, 31(4), 581-
603.

Kumar, P. (2011, March 24). Detecting Suspicious Flows using NetFlow Ana-
lyzer [Web log post]. Retrieved August 12, 2018, from https://blogs.manageen-
gine.com/network/netflowanalyzer/2011/03/24/detecting-suspicious-flows-using-
netflow-analyzer.html

Li, B., Springer, J., Bebis, G., & Gunes, M. H. (2013). A survey of network flow
applications. Journal of Network and Computer Applications, 36(2), 567-581.

123


https://www.mnin.org/write/2003_asita.html
https://blogs.manageengine.com/network/netflowanalyzer/2011/03/24/detecting-suspicious-flows-using-netflow-analyzer.html
https://blogs.manageengine.com/network/netflowanalyzer/2011/03/24/detecting-suspicious-flows-using-netflow-analyzer.html
https://blogs.manageengine.com/network/netflowanalyzer/2011/03/24/detecting-suspicious-flows-using-netflow-analyzer.html

A Summary of the Communication Patterns

53.
- Protocol UDP.

Pattern Characteristics Observations
Web Server - Destination IPs using the - Connections with long-dura-
destination ports 80, 8080, tion and a high transfer on
443, 81, 82,8090. port 443 can represent SSL
- TCP protocol VPN traffic.
- Placed within one single net- | - Web servers with many cli-
work component or within one | ent connections can be gate-
single cluster. ways.
-It can be assigned with a high | - Already identified web serv-
probability to an egocentric ers using the ports 1935, 1755
subgraph having a large and 554 provide a streaming
amount of neighbors. media service.
Web Client - Source IPs using the destina- | - If there is only one client
tion ports 80, 8080, 443, 81, web traffic to an IP address,
82,8090. then this address should not
- TCP protocol. be considered as a web client.
- Most of the DNS clients are | - Any service can be config-
also web clients ured to use the ports desig-
nated by default for web traf-
fic
Email - IPs using the destination - An email server can be pro-
ports 25, 465, 110, 995, 143 or | filed also as a web server.
993. - Also a client can run an
- Protocol TCP email server, since email ser-
- Email servers are placed vices do not necessarily run
within one single network on dedicated servers. If this is
component or within one sin- | the case, the policies concern-
gle cluster. ing clients running on these
-Email servers can be assigned | services and the firewall con-
with a high probability to an figurations need to be
egocentric subgraph havinga | checked.
large amount of neighbors. - Desktop clients that send
SMTP messages should be in-
vestigated, i.e., all clients that
send messages straight to the
internet.
DNS - IPs using Destination Port - Server-to-server requests on

port 53 are the consequence
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- Transfer of at least 1% of the
total bytes.

- DNS servers are placed
within one single network
component or within one sin-
gle cluster.

-DNS servers can be assigned
with a high probability to an
egocentric subgraph having a
large amount of neighbors.
-Most of the DNS clients are
also web clients

of using an older implementa-
tion of DNS.

- If there are DNS responses
from any host except the ones
belonging to the network’s
DNS servers, this could sig-
nify a suspicious activity or a
violation of the policy.

VPN

- Protocols ESP, GRE, AH.
- Transfer of at least 1% of the
total bytes.

- VPN can run also on non-
standard ports, which have to
be manually configured so
that they can have access
through the firewall.

- Distinct timeouts can be vis-
ible across VPN, depending
on the vendor’s choice. Inde-
pendent of the timeout length,
the patterns within the flows
remain the same.

Remote Ser-
vices

- IPs using the ports 21 (FTP),
22 (SSH), 23 (Telnet)

- Some FTP servers are FTP
clients, as well.

- Timeouts (no server re-
sponse), due to the configura-
tion of the firewalls.

- Control channel without data
channel, due to either the ac-
tive use of keep-alive packets
or to brute force attacks on the
FTP servers

Gaming/Mal-
ware

- Hosts using the ports ad-
dressed in Section 3.5

- All flows containing an (IP,
port) pair that have the same
average packet size.

Anomalous Ac-
tivity

- Identification of Denial of
Service, Suspect Flows and
Worms/Trojans according to
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the heuristics outlined in Sec-
tion 3.5
- Nodes with high degrees

Scans

- Number of IP in pair / num-
ber of IPs connected to IP is
above 15

Port History

- (IP, port) pairs where the
ports connected to them are
below 1024 and the pair ap-
pears in less than 10 flows.

pP2p

- All flows that contain (IP,
port) pairs which connect to
the same number of IPs and
ports.

- All flows that contain an (IP,
IP) pair using simultaneously
TCP and UDP

- All flows that contain the
P2P ports outlined in Section
3.7

- If the difference between the
neighbors of the PairTolP net-
work corresponding to the
source pair and the neighbors
of the PairToPort network cor-
responding to the destination
pair is greater or equal to zero,
the ports are above 1024 and
the protocol is TCP/UDP, then
more than 85% of the total
P2P flows are identified.

- Excluded are DNS, mail,
scans, port history, gaming
and malware, Netbios,
Streaming Media, NTP,
ISAKMP, IRC.

Download

- IP addresses having one link
to one IP address

Browsing

- An IP address sends at least
one packet to more than two
other IP addresses in the trace
and to less IP addresses than
the threshold value.

Netscan

- The number of IP addresses
connected to one IP address
exceeds the threshold value.
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Hosts responsi-
ble for discon-
necting the net-
work graph

- Articulation points

-Monitor all articulation
points

Influential Hosts

- The center of egocentric sub-
graphs.

High likelihood
of communica-
tion occurrence

- Hosts having a medium to
high degree value and/or many
neighbors

Nodes playing a
key role in facil-
itating the direct
flow of infor-
mation between
itself and other
nodes within the
network

- High betweenness centrality

Signaling Traf- | Small-Size packets
fic
Data Exchange | Large-Size Packets

Table 1. Summary of the Communication Patterns

B Source Code

B.1 Preparation

The main R script (“SourceCode.R ) can be executed within any version of RStudio
equal to 1.1.383 or higher. Following steps are necessary for the preparation:

Convert the NFCAPD file format or the PCAP file format to CSV format (as
summarized in Section 3.3) and save it in a local folder.

Install any version of RStudio equal or higher than 1.1.383.

Load the CSV file into the R environment.

Type getwd() within the R console to get the working directory.

Replace the working directory in setwd("C:/Users/Lenovo/Desktop/Master-
arbeit/") with the result of the command gerwd() or choose a new path.
Replace “rawdataCSV” in rawdata = readCSV("rawdataCSV", header =
TRUE, sep = ";",check.names=FALSE,row.names=NULL) with the name of
the CSV file.
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B.2 Usage

Following steps should be followed in this exact order in order to avoid possible er-
rors:

—  Firstly, the necessary packages need to be installed and loaded (R script
“Packages.R”).

—  After performing the steps described in Section B.1 Preparation, the main R
script is executed, either line by line or the whole script at once.

—  The R Markdown report “SummaryReport. RMD” is used for generating the
HTML report, based on inputs from the main R script. The R script has to be
executed prior to the R Markdown report. To minimize the execution time of
the R Markdown file, it is recommended to comment the code lines 2018 —
3152 from the main R script when “Knitting” the document.

B.3 Data Frames

All data frames can be found in the RStudio global environment and are generated
gradually during the code execution. Following data frames provide valuable infor-
mation for the purpose of a further in-depth analysis:

— DFI11: contains the initial flow table extended by the results of the network
profiling.

— nodes_IP: contains the attributes of the IP Network.

— nodes_Pair: contains the attributes of the Pair Network.

— nodes_Port: contains the attributes of the Port Network.

— nodes_PairTolP: contains the attributes of the PairToIP Network.

— nodes_PairToPort: contains the attributes of the PairToPort Network.

— dns_clients: contains the IP and Port of the DNS clients.

— dns_servers: contains the IP and Port of the DNS servers.

— dns_recursive: contains the IP and Port of the DNS recursive.

— webclients: contains the IP and Port of the web clients.

— web_servers: contains the IP and Port of the web servers.

— vpn_servers: contains the IP and Protocol of the VPN servers.

— mail_server: contains the IP and Port of the mail servers.

— mail_clients: contains the IP and Port of the mail clients.

—  p2p: contains the source and destination IP of the p2p hosts.

— flow_anomalies: contains the 5-tuple flows identified as suspect flows, de-
nial of service and/or worms/Trojans.

The rest of the data frames support the creation of the data frames enumerated.
They contain particular information and their names are self-explanatory, in case the
interest exists for accessing this information.
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C Abstract

C.1 English

Network flow data is usually gathered for network monitoring and administration, as
well as for security analysis. By using commercial or open source tools variations
from traditional traffic criterions and communications with acknowledged bad hosts
can be identified. While it is recommended to use existing tools to address and solve
issues, the maintenance of these tools brings a new layer of complexity because they
do not support all network’s dimensions that a business needs. Resources are there-
fore spent on analyzing separate network elements rather than on understanding how
the network as a whole needs to be optimized and also secured against intruders. So-
cial Network Analysis uses graph theory for exploring social structures and focuses
on the relations and the patterns they form and although it does not provide a set of
premises from which hypothesis or predictions can be derived as network analysis
tools do, it provides guidance on where to look further for the answers. This thesis
provides the first-of-its-kind network structure and behavior analysis based on graph
theory. A top-down perspective is adopted, which aims to characterize the whole pop-
ulation by the relations patterns that constrain its actors.

C.2 German

NetFlow Daten werden normalerweise zur Netzwerkiiberwachung und -verwaltung
sowie zur Sicherheitsanalyse erfasst. Durch den Einsatz von kommerziellen oder O-
pen-Source-Tools kénnen sowohl Abweichungen von traditionellen Netzwerkver-
kehrskriterien, als auch die Kommunikation mit bekannten verdédchtigen Hosts identi-
fiziert werden. Es wird zwar empfohlen, vorhandene Tools zur Lésung von Proble-
men zu verwenden, ihre Wartung bringt jedoch eine neue Komplexititsebene mit
sich. Der Grund hierfiir ist, dass sie nicht die netzwerkweite Dimensionalitét darstel-
len, die ein Unternehmen bendtigt. Ressourcen werden daher fiir die Analyse einzel-
ner Netzwerkelemente aufgewendet, anstatt um zu verstehen, wie das Netzwerk als
Ganzes optimiert und auch vor Angreifern geschiitzt werden soll. Die Analyse von so-
zialen Netzwerken verwendet Graphentheorie um soziale Strukturen zu untersuchen
und basiert auf den Beziehungen und ihren zugrundeliegenden Mustern. Obwohl die
Analyse von sozialen Netzwerken keine Pramissen vorgibt, von denen Hypothesen o-
der Vorhersagen abgeleitet werden konnen, wie Netzwerkanalysetools es tun, bietet
sie eine Anleitung an, wonach man weiter nach Antworten suchen kann. Diese Mas-
terarbeit bietet die erste Netzwerkstruktur- und Verhaltensanalyse auf Basis von Gra-
phentheorie. Ein Top-down-Ansatz wird verwendet, die darauf abzielt, die gesamte
Grundgesamtheit durch die Kommunikationsmuster zu charakterisieren, die ihre Ak-
teure einschrianken.
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D Summary — German

Diese Arbeit setzt sich als Ziel, einen neuartigen Ansatz fiir die Klassifizierung von
Internetdiensten, einschlieBlich der Visualisierung ihrer zugrundeliegenden Verhal-
tensmuster und der Identifikation von Kommunikationsmustern innerhalb des Netz-
werkverkehrs mittels sozialer Netzwerkanalyse, bereitzustellen. Die Ergebnisse der
Klassifizierung und der SNA-Methoden werden auf der Datenflussebene abgebildet,
so dass die gesamte Dimension des Netzwerks abgedeckt werden kann. Somit konnen
auch Kommunikationsregeln, die die meisten Benutzeraktivitaten regeln, bereitge-
stellt werden.

Die Literaturrecherche liefert nur ein paar Ansétze fiir einige Teilbereiche dieser
Arbeit und diese Ergebnisse fiihrten zusammen mit den eigenen Ideen zur Abdeckung
der gesamten Dimension des Internetverkehrs. Die Analyseergebnisse und die ent-
sprechenden konzeptionellen Aussagen, die durch die Analyse eines Datensatzes er-
halten werden, werden validiert, indem die gleichen Methoden auf einen anderen Da-
tensatz angewendet werden.

Der zweite Datensatz weist dhnliche Kommunikationsmuster auf wie der erste Da-
tensatz, selbst wenn die Netzwerkstruktur unterschiedliche Eigenschaften in Bezug
auf die Gesamtdauer, den Ort der Datenaufzeichnung und die verwendeten Dienste
aufweist. Die Methoden der sozialer Netzwerkanalyse werden tiber Regeln hinaus an-
gewendet, die nur die [P-Adressen als signifikante Einheiten von Interesse fiir die
Analyse umfassen, und erstrecken sich auf (IP, Port) - Paare-Analyse. Solch ein ex-
pansives Bild stellt einem Netzwerkadministrator einen Realitdtscheck zur Verfii-
gung. Es kann gesehen werden, wie der Netzwerkverkehr, der auf filhrende Anwen-
dungen zuriickzufiihren ist, das Netzwerk préagt. Konfigurationsfehler, fehlerhafte
Kommunikation und verddchtige Aktivititen konnen soeben erkannt werden. Zu die-
sem Zweck wird das Ergebnis dieser Analyse in Form eines HTML-Berichts zusam-
mengefasst, der Hinweise darauf gibt, welche Assets des Netzwerks einer genaueren
Untersuchung und Uberwachung bediirfen. Das fiir die Analyse verwendete R-Skript
kann vom Benutzer manuell konfiguriert werden, um die gewiinschten Anforderun-
gen zu erfiillen. Das Skript kann wiederholt auf verschiedene Netzwerkdaten ange-
wendet werden, um Abhédngigkeiten fiir die verwendeten Anwendungen zu lernen.
Die Ergebnisse konnen sowohl fiir Netzwerkadministratoren als auch fiir Benutzer in-
teressant sein, die an einem grundlegenden Verstiandnis eines bestimmten Netzwerk-
verkehrs interessiert sind.
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