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Glossary 

AHP Analytical Hierarchy Process 

ANN Artificial Neural Network 

BBN Bayesian Belief Network 

Aggregation Process of estimating the total effect of mul-

tiple independent effects 

Accumulation see Aggregation 

ALE Annual Loss Expectancy 

Asset Organizational value 

Attack vector Definition of a single or multiple consecutive 

events needed to exploit a vulnerability or 

circumvent a safeguard  

Base measure Measure defined in terms of an attribute and 

the method for quantifying it [34; p. 7] 

BIA Business Impact Analysis 

Consequence Outcome of an event affecting objectives [1; 

p. 1] 

Control Means of managing risk, including policies, 

procedures, guidelines, practices or organiza-

tional structures, which can be of administra-

tive, technical, management, or legal nature 

[34; p. 7] 

CMM Capability Maturity Model 

CPT Conditional Probability Table 

Dashboard Adaptable set of high-level visualizations to 

support decision making 

Defuzzification Process of estimating a crisp value out of a 

geometric result used in fuzzy logic 

Dependency scenario Set of logically/functionally dependent assets 
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Derived measure Measure that is defined as a function of two 

or more values of base measures [34; p. 8] 

Energetic sum Function to estimate the aggregated sound 

pressure/risk resulting of multiple independ-

ent sources [cp. 63; p. 48f]. The proposed 

method recommends its usage to provide a 

risk-averse aggregation function for incoher-

ent risks (see 3.1). 

Exposure Variable used to describe the combined ef-

fect on protection criteria based on underly-

ing threat likelihoods and vulnerability 

weaknesses/safeguard immaturities (potential 

residual attack vector) 

Flex Apache Flex (formerly Adobe Flex) is a 

framework for the development of rich Inter-

net applications based on the Adobe Flash 

platform 

Functional relationship Mathematical function used to aggregate 

effects 

Fault Tree Analysis Top-down, deductive failure analysis in 

which multiple undesired effects on a system 

can be analyzed 

Fuzzy logic A discipline that deals with approximate 

reasoning using fuzzy terms and fuzzy rules 

Fuzzy rule Conditional IF-THEN statement using fuzzy 

terms 

Fuzzy term Linguistic term defined with many-valued 

logic 

HTTP(S) Hypertext Transfer Protocol (Secure), a 

widely deployed communications protocol 

for communication over a computer network 

IT-Grundschutz Set of documents proposed by the German 

Federal Office for Security in Information 

Technology (BSI) describing methods, pro-

cesses, procedures, approaches and measures 

related to information security 



 

 

xi 

 

Impact see Consequence  

Joint analysis Process of estimating the aggregated effects 

on assets based on their dependency scenari-

os 

Likelihood Chance of something happening [1; p. 3] 

Maturity target Desired level of safeguard process maturity 

based on CMM 

Measure Combination of a measurement with its met-

ric 

Measurement Process of obtaining information about the 

effectiveness of ISMS and controls, the 

achievement of control objectives and per-

formance of ISMS processes, using a meas-

urement method, a measurement function, an 

analytical model, and decision criteria [34; p. 

8] 

Metric Unit of measurement 

Membership degree Degree to which a fuzzy term is accom-

plished 

Module Set of information describing information 

security threats, safeguards, roles, responsi-

bilities and methods to ensure baseline pro-

tection of a specific scope 

Protection criteria see Risk criteria 

Protection criteria risk Risk estimated for specific protection criteria 

Qualification target Desired set of safeguards in scope according 

to ISO/IEC 27001 certification based on IT-

Grundschutz 

Risk Effect of uncertainty on objectives [1; p. 3] 

Risk criteria Terms of reference against which the signifi-

cance of a risk is evaluated [1; p. 4] 

Risk evaluation Process of comparing the results of risk anal-

ysis with risk criteria to determine whether 
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the risk and/or its magnitude is acceptable or 

tolerable [1; p. 4] 

Risk factors Set of variables (e.g. impact, threat likeli-

hood, safeguard maturity) having an effect 

on risk 

Risk factor target Risk factor instantiation within a risk model 

that is being influenced by an expert rule 

Risk identification Process of finding, recognizing and describ-

ing risks [1; p. 4] 

Risk model Total set of objects describing an organiza-

tional environment in regards to risk assess-

ment and management 

Risk treatment Process to modify risk [1; p. 5] 

Risk management Coordinated activities to direct and control 

an organization with regard to risk [1; p. 5] 

RoR see Ruby on Rails 

Ruby on Rails An open-source rapid prototyping web appli-

cation framework based on the general-

purpose programming language Ruby 

Safeguard see Control 

SIEM Security Incident- and Event-Monitoring 

Threat protection criteria influence Estimated level of effect of a threat on spe-

cific protection criteria  
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1 Motivation for a Measure driven Risk Evaluation Framework 

Today’s information security risk assessment and management methods and support-

ing tools still rely primarily on subjectively estimated risk factors, providing no 

framework to incorporate measurements or expert knowledge in an analytical model.  

Previous research in [3; p. 47ff] and [55; p. 69ff] on information security risk as-

sessment methods and tools conducted in cooperation with the Austrian Federal Min-

istry of Defense has shown the need for a simple, adaptable modeling framework 

based on standards and best practices that can be easily extended, as well as an inte-

grated framework for metrics and knowledge management, that allows for the ex-

change of formalized metrics and expert knowledge.  

 

Based on these requirements, the research underlying this thesis was aiming to: 

- identify a generically usable risk assessment approach for information securi-

ty risks and a supporting library, 

- define metrics management and calculation framework, 

- evaluate and implement knowledge management approaches for continuous 

inference and reassessment, 

- define an overall framework and methodology, modeling options and aggre-

gation functions,  

- design and implement a prototype and supporting system architecture, and 

- evaluate and interpret the conclusiveness of assessment results. 

Because complex risk models usually include reasonable and justified, yet scientifi-

cally unprovable assumptions that capture the occurrence and relations of risks, the 

full validation of the assessment and inference functions remains impossible from a 

scientific point of view. As shown in [9; p. 12f], even a model describing risks solely 

based on scientifically validated measurements would still be unprovable, even 

though the effort to capture all measurements would be enormous, because the rela-

tion between measures and risk factors is still influenced by subjective judgment of 

modelers.  

Therefore, the objective of this research was the definition of a framework, model 

and supporting architecture to provide a balanced, manageable way of gaining insight 

to risks and trends based on a comprehensive role based estimation and assessment 

framework that is automatically influenced by an expert knowledge system using a 

small set of selected security metrics that have a high impact on the overall model.  

The proposed model consequently provides a framework for extendable technical 

and organizational sensors that continuously gather various security relevant attrib-

utes, derives security metrics and indicators based on ISO/IEC 27004 and uses adapt-

able knowledge management approaches to continuously infer risk factors of an as-

sessment model based on ISO/IEC 27005, using IT-Grundschutz as an extendable 

modeling framework.  
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The core part of this doctoral thesis is structured as follows:  

 

- Chapter 1 outlines the motivation for this work, 

- Chapter 2 describes the foundations of the disciplines to integrate,  

- Chapter 3 introduces the proposed integrated process and model,  

- Chapter 4 illustrates an integrated assessment, 

- Chapter 5 demonstrates the proposed framework and prototype,  

- Chapter 6 describes evaluation & validation techniques,  

- Chapter 7 gives a final conclusion, summarizes scientific contributions and limita-

tions and gives a brief outlook on future work, building on the results of this the-

sis. 
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2 Foundations 

2.1 Risk Assessment and Management 

Besides ISO 31000, which is the most widespread international standards on risk 

management, covering a generic view on risk management, ISO/IEC 27005 [1] is a 

core driver for this research, because it provides detailed guidance for information 

security risk assessment and management and is applicable to all types of organiza-

tions. Being compliant with ISO/IEC 27001 [71], most complete
 
in comparison with 

other existing standards and internationally recognized, the process below is the as-

sumed state of the art for information security risk assessment and management (see 

Figure 1).  
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Figure 1: High level risk assessment and management process according to ISO/IEC 27005 

[cp. 1; p. 8] 
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“…the risk management process can be iterative for risk assessment and/or 

risk treatment activities. An iterative approach to conducting risk assessment in-

creases depth and detail of the assessment at each iteration. The iterative ap-

proach provides a good balance between minimizing the time and effort spent in 

identifying controls, while still ensuring that the high risks are appropriately as-

sessed.” [1; p. 8] 

 

ISO/IEC 27005 defines risk generically as 

 

“…a function of the consequences that would follow from the occurrence of 

an unwanted event and the likelihood of the occurrence of the event.” [1; p. 13] 

 

 

                             (1) 

 

 

In order to allow more detailed assessments for the information security context, the 

methodology in [1] extends the generic definition of (1): Consequence incorporates a 

multitude of impacts (e.g. financial, reputational, etc.) on each affected protection 

(e.g. availability) and likelihood is diversified to cover the likelihood of the threat 

occurring as well as the likely level of weakness of an exposed vulnerability [1; p. 

14ff]. An organizational asset is threatened by a threat source, which uses a vulnera-

bility of the asset to cause an impact due to the loss of the affected protection criteria, 

as outlined in Figure 2. 

 

VULNERABILITY
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RISK

WEAKNESS

ASSET
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LIKELIHOODIMPACT
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A
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F
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C
T
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Figure 2: Risk factors according to ISO/IEC 27005. An asset risk is affected by its 

associated impact, threat likelihood and likely level of vulnerability weakness. 

 

Especially for the analysis of specific types of threats (e.g. deliberate acts), it may be 

reasonable to further diversify these variables (e.g. attacker-capabilities, -motivation 

and -resources, ease to identify/exploit vulnerabilities, etc.) in order to provide a 

greater assessment depth and detail if required.  

Having this model in mind, the risk R of an asset is a function of the consequences 

that would result from the losses of its protection criteria (e.g. confidentiality C, integ-
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rity I and/or availability A), the threat likelihood T and the likely level of weakness of 

the vulnerability V exposed (2) [1; p. 14ff]. The vector CIA can of course be extended 

according to the needs of the application domain, e.g. following the PIAAA
1
 exten-

sion described in [58; p. 7f]. 

 

            (
 
 
 
)                         (2) 

 

Because most risk modeling frameworks, especially those focusing on establishing 

compliance, rely on safeguard requirements to compensate for likelihood, it has been 

shown in [41; p. 140f] that the estimation of a vulnerability weakness can be substi-

tuted based on the safeguards S maturity gap (3), which is designed to mitigate the 

respective threat and the exposed vulnerability to a desired level.  

  

            (
 
 
 
)                             (3) 

 

Designing a model using (3) has the advantage of a greater pool of pre-defined risk 

factors and the disadvantage that information on residual threat likelihoods and vul-

nerability weaknesses is not available due to the safeguard-centric design. Therefore, 

future work should incorporate the assessment of residual risks for critical assets dur-

ing detailed risk analysis (outlined in 7.2). 

Annex B of [1] defines the basic structure of primary and supporting assets to 

achieve a view of dependencies and hence, business impact and risk inheritance rela-

tions between assets. The annex gives examples of primary and supporting assets but 

does not define separate risk assessment techniques that go beyond the assessment of 

a singular asset. Therefore, the proposed model established asset dependency relations 

using a suitable knowledge management discipline, evaluated in chapter 2.3.1 and 

described in chapter 3.1. 

  

                                                           

 

 

 

 

 

 
1 Privacy, Identification, Authentication, Authorization, Accountability 
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Having established the basic risk factors and estimation function, the base pool of risk 

factors has to be identified in order to give the user a comprehensive working envi-

ronment. In order to meet general scientific and economic requirements, the risk fac-

tor catalog should: 

- be maintained either by a governmental agency or a well-known, reliable, 

vendor independent company specialized in information security 

- be regularly updated 

- cover a comprehensive set of assets, threats and safeguards or vulnerabilities 

to be used as risk factors 

- ideally predefine a risk factor structure based on generic assets and their gen-

eral threats and vulnerabilities for ease of modeling 

- be available in multiple languages, at least in English and German 

In [45] a preliminary reference source for threats, vulnerabilities, impacts and controls 

has been compiled by members of the ENISA ad-hoc working group on risk-

assessment and -management. During initial research of this thesis, those standards, 

best-practices and well known de-facto standards of information security management 

and risk management have been compared according to their approximate amount of 

asset-, threat-, vulnerability- and control-definitions. The results of this evaluation are 

outlined in Figure 3, followed by a short description of each referenced standard. 

 
Figure 3: Comparison of the approximate amount of asset-, threat-, vulnera-

bility- and control-definitions of sources defined in [45] 

0

200

400

600

800

1000

1200

1400

1600

Controls

Vulnerabilities

Threats

Assets



 

 

7 

 

 

a) The Austrian Information Security Manual [68] gives guidelines for the es-

tablishment of an information security management process as well as a 

compact summary of technical and organizational security controls. The 

handbook is only available in German and does not cover assets, threats or 

any pre-established relations. 

 

b) COBIT (Control Objectives for Information and Related Technology) 5 [73] 

is an international IT governance framework supporting business alignment 

of IT and IT auditing. It defines 17 generic enterprise goals and relates them 

with 17 IT-related goals, which in turn are related to 37 IT-Processes, 

providing control practices as well as value- and risk-drivers. There are a lot 

of interesting new mappings defined within COBIT 5, ranging from strategic 

goals to operational key goal- and key performance-metrics. While these 

mappings as well as mappings to the controls of many other standards are 

available in [6], [7], [8], no threats or prioritization of controls are defined. 

 

c) The Common Criteria for Information Technology Security Evaluation (CC) 

[76] is intended to be used for the formal definition and certification of secu-

rity requirements for a given product. Because the standard focuses on tech-

nical security aspects and their formal validation, it is not designed to be 

compatible to risk assessment and management methods. 

 

d) EBIOS [77] is a French software product with its own methodology using a 

risk factor base recompiled from major ISO standards and best practices. 

While the risk assessment methodology is complex, the underlying risk fac-

tor base is not pre-estimated and only covers a relatively small number of 

high level aspects. 

 

e) The ISO/IEC 27002 [72] catalog covers controls, while the ISO/IEC 27005 

[1] adds examples of threats and vulnerabilities. While these standards are 

common, the list of threats and vulnerabilities are only a very high level sub-

set. However, the controls of ISO/IEC 27002 are a fundamental part of to-

day’s information security management systems and risk management meth-

odologies and will therefore be included as a cross-reference [57]. 

 

f) MAGERIT [78] is a Spanish risk assessment and management method with a 

supporting tool based on a large set of example asset classes but only a small 

number of non-related threats, vulnerabilities and safeguards.  

 

g) The NIST SP 800-30 [74] gives some examples of assets and threats, while 

SP 800-53 [75] covers quite a lot of controls that are recommended for Fed-

eral Information Systems and Organizations. In annex H there are control 
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mappings to and from ISO/IEC 27002 which poses a practical add-on for an-

other possible cross-reference. 

 

h) Octave [79] is a method and a supporting tool strictly focused on a compre-

hensive risk assessment, providing a small set of generic security controls to 

build asset-based threat-profiles. The method and tool does not provide a risk 

management framework or any pre-established risk factor model.  

 

i) The Systems Security Engineering – Capability Maturity Model (SSE-

CMM) [80] is a process reference model designed for the IT Security domain 

and describes the essential characteristics of an organization's security engi-

neering process that should exist. It provides process-, control- and goal-

definitions but does not reference threats or any pre-established estimations.  

 

j) Mehari [81] is a French risk-assessment and –management method that al-

lows highly detailed scenario evaluation. The available catalog of controls, 

threats and vulnerability scenarios is quite extensive, but due to the method’s 

complexity and the supporting Excel-workbook, it is not feasible for larger 

risk models from a maintenance point of view.    

 

k) ITIL [82], the IT Infrastructure Library, is a comprehensive collection of 

best-practices for IT Service Management, developed by the UK Govern-

ment. Currently published in version 3, it contains five core publications, 

each focusing on a separate service lifecycle stage (strategy, design, transi-

tion, operation, continual improvement). The de-facto standard defines rec-

ommended processes and procedures, focusing on the planning, provision 

and implementation of IT services, but does not provide detailed information 

regarding threats. 

 

l) The most comprehensive catalog available that covers assets, threats and 

controls is IT-Grundschutz [5]. The relations of the risk factors are pre-

established, controls are prioritized and their descriptions and additional con-

trol questions give details on evaluation aspects. The BSI has published a 

control-mapping from IT-Grundschutz to ISO/IEC 27002 [57], which eases 

the incorporation of both ISO/IEC 27002 as well as NIST SP 800-53 [74]. 

Therefore IT-Grundschutz can be used to model asset-threat-safeguard rela-

tions, allowing the interchange of IT-Grundschutz controls with ISO/IEC 

27002 controls and NIST SP 800-53 controls. Furthermore almost all asset, 

threat and safeguard descriptions are available in German and English and 

updated regularly. 
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2.1.1 Selected Modeling Framework 

 

Based on the high granularity of risk factors, international acceptance, simple but 

comprehensive modeling framework and governmental support, IT-Grundschutz [5], 

[64], [46-49] has been chosen as a predefined and pre-evaluated framework of risk 

factors to support asset modeling. Some textual descriptions which were not yet avail-

able in the English version [64] of the IT-Grundschutz catalogs have been translated 

by the author. IT-Grundschutz catalogs and cross-references are implemented using 

an additional cross-reference with ISO/IEC 27002 [57] and can later be extended with 

a mapping to NIST SP 800-53 and SANS 20 critical security controls [69]. Using the 

IT-Grundschutz catalogs has several advantages: 

- it gives the end-user the most comprehensive risk factor base, compared to 

other existing sources, 

- establishing a predefined asset structure and pre-evaluated risk factor rela-

tions,  

- being commonly known and accepted,  

- allowing a parallel view on ISO/IEC 27001/2 controls and other major 

standards for compliance audits and certifications, and 

- needing less continuous maintenance. 

The proposed model described in 3 follows all standards defined by IT-Grundschutz 

[46-49], including a technique used to model asset dependencies (see Figure 29) and a 

detailed risk analysis method [48] to support the extension of the model.  

The first important difference to the risk model of ISO/IEC 27005 is that IT-

Grundschutz substitutes the vulnerability risk factor using predefined safeguards to 

mitigate the substituted vulnerability. Due to the detailed safeguard definitions of IT-

Grundschutz, the assessment of the “likely level of weakness” of those vulnerabilities 

is compensated by prioritized safeguards, mitigating the vulnerability to a general 

acceptable baseline (Grundschutz). Practice has shown that humans achieve more 

consistent results when defining safeguard priorities in their working environment 

than evaluating vulnerabilities. Figure 4 shows the risk factor relationships defined by 

IT-Grundschutz. 

 

SAFEGUARD

THREAT

IT-Grundschutz 
Certification 

GAP

PRIORITY LEVELS 
A, B, C, Z

MODULE
AFFECTSAFFECTS

LIKELIHOOD REDUCED TO 
BASELINE

IMPLEMENTATION STATUS

IMPACT

MITIGATED 
BY

    HAS

 
 

Figure 4: IT-Grundschutz GAP assessment model  

 

IT-Grundschutz methodology is solely based on the evaluation of safeguard imple-

mentation states to estimate an IT-Grundschutz certification gap, but does not esti-

mate the associated threat reduction or module protection.  
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The IT-Grundschutz catalogs are currently released in version 13 [5] and are com-

prised of ~80 modules, describing generalized aspects of information security (see 

Figure 5) by cross-referencing ~600 threats, mitigated to baseline levels by ~1200 

prioritized controls. Figure 5 gives an overview of available IT-Grundschutz mod-

ules/types as well as threat- and safeguard-types.  

 

Modules/types 

Generic aspects of Information Security 

Information Security Management, Organization, Personnel, Contingency Planning, Data Backup Poli-

cy, Data Privacy Policy, Concept of computer virus protection, Crypto-concept, Handling of security 

incidents, Hard- and Software-Management, Standard software, Outsourcing, Archiving, Information 

Security awareness and training, Patch- and Change-Management, Secure Deletion/Destruction of Da-

ta, Requirements Management 

Security of the infrastructure 

Building, Cabling, Office, Server Room, Data Media Archive, Technical Infrastructure Room, Protec-

tive Cabinets (room), Working place at home, Computer Centers, Mobile Workplace, Meeting, event 

and training rooms, IT cabling 

Security of IT systems 

General Server, Server under Unix, Server under Novell Netware 4.x, Windows 2000 Server. S/390 

and zSeries mainframes, Windows Server 2003, Windows Server 2008, General client, General stand-

alone IT system, Laptop, Unix client, Windows 2000 client, Internet PCs, Windows XP client, Win-

dows Vista client, Mac OS X client, Windows 7 client, Security gateway (firewall), Routers and 

switches, Storage systems and –networks, Virtualization, Terminal server, Telecommunication system, 

Fax machine, Mobile Telephones, PDA, Printer, Copier and Multi-Function-Devices 

Security in the network 

Heterogeneous Network, Network and System Management, Modem, Remote Access Service, LAN 

connection of an IT system via ISDN, Wireless LAN, Voice-over-IP, Bluetooth 

Security of applications 

Peer-to-Peer services, Exchange of Data Media, E-Mail, Web server, Lotus Notes, Fax servers, Data-

bases, Telecommuting, Novell eDirectory, Internet Information Server, Apache Webserver, Exchange 

2000/Outlook 2000, SAP System, Mobile Devices, Generic directory service, Active Directory, Samba, 

DNS-Server, Internet usage, OpenLDAP, Web Applications, Logging 

 
Threat types Safeguard types 

Force majeure Infrastructure 

Organizational shortcomings Organization 

Human failure Personnel 

Technical failure Hardware & Software 

Deliberate acts Communications 

 Contingency planning 

 
Figure 5: Overview of pre-defined IT-Grundschutz modules/types, threat- and safe-

guard-types [cp. 5] 
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For every module outlined in Figure 5, a cross-reference table as shown in Figure 6 is 

defined and published [2] by the German Federal Office for Security in Information 

Technology (German BSI), but is not yet used throughout the methodology to assess 

risks.  

 

Module 1.0 Security Management 

Controls Cycle 

P
ri

o
ri

ty
 

T
 2

.6
6
 

T
 2

.1
0
5
 

T
 2

.1
0
6
 

T
 2

.1
0
7
 

S 2.192 Drawing up an information security pol-

icy 

Planning and 

design 
A X X X  

S 2.193 Establishing a suitable organizational 

structure for information security 
Implementation A X   X 

S 2.195 Drawing up an information security 

concept 
Implementation A X    

S 2.197 Drawing up an training concept for in-

formation security 
Implementation A X    

S 2.199 Maintenance of information security Operation A X X  X 

S 2.200 Preparation of management reports on 

information security 
Operation C X    

S 2.201 Documentation of the information secu-

rity process 
Operation C X    

S 2.335 Defining the information security objec-

tives and strategy 

Planning and 

design 
A X  X X 

S 2.336 Acceptance of overall responsibility for 

information security at the management level 

Planning and 

design 
A X X X X 

S 2.337 Integration of information security in 

organization-wide workflows and processes 
Operation A X    

S 2.338 Creating target group oriented infor-

mation security policies 
Operation Z X    

S 2.339 Cost-effective use of resources for in-

formation security 
Operation Z  X  X 

S 6.16 Taking out insurance 
Contingency 

planning 
Z  X X  

 

Threats 

T 2.66 Lack of or inadequate information security management 

T 2.105 Violation of statutory regulations and contractual agreements 

T 2.106 Disturbance to business processes as a result of information security incidents 

T 2.107 Uneconomic use of resources as a result of an inadequate information security man-

agement 

 

Figure 6: Cross-reference table of module “1.0 Security Management” [cp. 2] 
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Figure 6 shows the cross-reference between prioritized safeguards and the threats they 

are mitigating. The German Federal Office for Security in Information Technology 

has defined a staged certification process, requiring the implementation of increasing 

groups of safeguards: 

 Level 1 “entry level”: All relevant “A” safeguards have to be implemented. 

 Level 2 “higher level”: All relevant “A” and “B” safeguards have to be imple-

mented.  

 Level 3 “ISO/IEC 27001 certification based on IT-Grundschutz”: All relevant 

“A”, “B” and “C” safeguards have to be implemented. “Z” safeguards are addi-

tional recommendations for high security environments.  

The certification levels follow a prioritized treatment of risks, meaning that high risks 

have to be mitigated first, followed by medium risks and at last low risks, so IT-

Grundschutz safeguards can be grouped into the corresponding levels: 

 “A” safeguards are mitigating threats that are very likely to happen, mitigation is 

very important 

 “B” safeguards are mitigating threats that are likely to happen, mitigation is im-

portant 

 “C” safeguards are mitigating threats that are somewhat likely to happen, miti-

gation is recommended 

 “Z” safeguards are additional recommendations, their implementation may be 

suitable for environments with high security requirements 

Using the presented approach, threats and related protection criteria exposures can be 

estimated based on IT-Grundschutz [2] using approximately 8000 prioritized cross-

references
 
in order to provide a generic, pre-estimated environment that can be 

adapted to the organizational context.  
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Another significant aspect that can be used to establish the risk assessment require-

ments is the pre-established asset dependency structure (see Figure 7) of IT-

Grundschutz to establish a managed and reasonable way of performing BIA and doc-

ument requirements throughout the organization.  

ORGANIZATION

BUILDING

ROOM

NETWORK

IT-SYSTEM

APPLICATION

USER

Buildings that belong to the scope

Rooms belong to the buildings they are 
placed in 

IT systems belong to the rooms they are 
placed in

Networks belong to the IT systems they are 
connected to

Applications belong to the IT systems they 
run on or that are needed for their operation

Users can be assigned to the objects they are 
responsible for

GENERIC 
ASPECTS

Generic security aspects that apply to the 
entire scope

 

Figure 7: Pre-defined modeling structure of IT-Grundschutz [cp. 47; p. 62] 

 

The proposed model uses and extends the safeguard-/threat-/impact-factor model of 

IT-Grundschutz as well as the modeling structure, to allow assessments on protection 

criteria and a more comprehensive assessment of dependencies (see Figure 29).  

To establish the requirements for risk assessment based on IT-Grundschutz, fur-

ther assumptions have to be made, which are outlined in 3.1.  

The knowledge management technique used to achieve the risk assessment re-

quirements is evaluated in 2.3.1 and described in 3.1.  
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2.2 Security Measurement 

Based on ISO/IEC 27005 as a reference to risk assessment and management, the re-

lated ISO/IEC 27004 [34] is perfectly suited to provide guidance on the development 

and use of security measures in the context of information security.  

 

“Measurement will verify how well selected security requirements, which 

are based on risk assessment and applicable legal and regulatory require-

ments, have been met.” [34; p. 5] 

 

The standard provides a measurement model (see Figure 8) describing a generic 

measurement and how the results are fed back into the ISMS.  

 

Objects beeing measured Measurements

INFORMATION SECURITY 
MEASUREMENT PROCESSES

CONTROL OBJECTIVES

CONTROLS

IMPLEMENTATION 
PROCESSES

Objects to be measured

ATTRIBUTE

ATTRIBUTE

ATTRIBUTE

BASE MEASURES

DERIVED MEASURES

INDICATOR

MEASUREMENT RESULT

Effectiveness

MEASURMENT METHOD

MEASUREMENT FUNCTION

ANALYTICAL MODEL

DECISION CRITERIA

 
 

Figure 8: Measurement model according to ISO/IEC 27004 [cp. 34; p. 13] 

 

Measures and measurement development starts by identifying the activities, products 

and services with the highest priorities to achieve an iterative implementation ap-

proach like ISO/IEC 27005. Then, security relevant attributes of those objects (result-

ing from the measurement process, control objectives, etc.) are identified, consolidat-

ed using base and derived measures and evaluated using indicators, as shown in Fig-

ure 9. To get final measurement results, decision criteria regarding target expectations 

and thresholds for initiating improvement actions have to be defined.  
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Compliance to organisational security awareness criteria

ATTRIBUTE Employee records

BASE MEASURES Total number of employees

Number of users who received awareness training

DERIVED MEASURE

Database query

Percentage of users who received awareness training

INDICATOR

MEASURMENT RESULT

100 x Total number of users

Thresholds defined

 RED   YELLOW    GREEN

 RED  = NOT COMPLIANT

COMPLIANT / NOT COMPLIANT

Number of users who received awareness training

MEASURMENT METHOD

MEASUREMENT FUNCTION

ANALYTICAL MODEL

DECISION CRITERIA

 
Figure 9: Measurement example for compliance to organizational security 

awareness criteria 

 

While the measurement model of ISO/IEC 27004 is suitable to derive security 

measures and indicators, it defines no further technique to assist in the estimation of 

implications to the risk model based on the measurement results. Instead, the standard 

refers to a requirement of ISO/IEC 27001:2005. 

 

“Assess the realistic likelihood of security failures occurring in the light 

of prevailing threats and vulnerabilities, and impacts associated with these 

assets, and the controls currently implemented.” [34; p. 5] 

 

During the latest update of ISO/IEC 27001 in 2013 the explicit requirement for as-

sessing threats as well as vulnerabilities has been adapted (amongst other changes) 

and now only reflects the requirement for assessing the realistic likelihood of the oc-

currence of risks. The latest version of ISO/IEC 27001 also extends and consolidates 

measurement-related requirements in clause 9.1 “Evidence of the monitoring and 

measurement of information security” in order to facilitate security monitoring. To 

achieve an integrated process between risk assessment and security measurement, a 

knowledge management technique has been used that is evaluated in 2.3.4 and de-

scribed in 3.3.  

It is very important to distinguish between metrics and measurements at this point 

– metrics are definitions of units (e.g. meter, dB, Number of viruses detected in user 

files) while measurements are the quantities of the unit (e.g. 2 meters, 80 dB, 312 

viruses detected in user files). Security metrics (also referred to as measures when 

combined with measurements) have become valuable components of Information 

Security Management Systems over the last few years, but unfortunately they don’t 

yet earn as much attention as they should. A successfully implemented and managed 

security metrics program can benefit any organization in various ways: 

- It serves as a measurement model for effectiveness of security controls. This 

is especially relevant during an ISO/IEC 27001 compliance audit. 

- It helps to identify areas that require improvement (e.g. key performance in-

dicators, key goal indicators). 
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- It helps to track and justify budgetary decisions by measuring how much 

money is spent in different areas with different success rates (e.g. using Re-

turn-On(-Security)-Investment models). 

Because most security attributes and related measures can be generalized and ex-

changed between organizations, a huge pool of selectable measures is available 

through standards and best practices, as shown in Figure 10. 

 

NIST SP 800-55

NIST SP 800-26

Corporate Governance Task 
Force ISG

CMMI

Security Capability Model

FITSAF

IA-CMM, SSE-CMM

NIST SP 800-37

DITSCAP

NIST SP 800-53A

DoD CNDSP Metrics

DoD IA Operational 
Readiness Metrics

SCORE

ISO 27002/27004

Security Metrics Consortium

Metrics produced by 
Vulnerability Scanners

Metrics produced by 
Intrusion Detection Systems 

(IDS)

DLA Compliance 
Requirements

FIPS 199

DODD 8500.1

SVA Risk Ranking

ISC INFOCON

NERC Threat 
Advisory Level

Statistics from BCIT Database

Incident Prioritization 
Approaches

Vulnerability Scoring 
Approaches

Common Criteria Assurance 
Level (EAL)

NIST SP 800-53

DODD 8500.2

IDS Companrision Metrics

SAMATE

ISECOM Risk 
Assessment Values

OWASP DREAD

Organizational 
Metrics

Operational 
Metrics

Technical 
Metrics

CobiT 5

Vulnerability Scoring 
Approaches

Cobit 5

 
 

Figure 10: Metrics categorization and resources [cp. 50; p. 16] 
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Additionally to the metric sources outlined in Figure 10, the Metrics Catalog Project 

was launched on April 2008. The online metrics catalog [54] is a tool for the security 

metrics community to organize and share metric definitions. The metrics catalog is 

comprised of ~350 metrics and categorizes them depending on their relation to de-

fined contexts, as shown in Figure 11. 

 

 

 
 

Figure 11: Number of metric definitions by context [cp. 54] 

 

When selecting security metrics for an organization, certain criteria should be consid-

ered to ensure usefulness and cost-effectiveness [cp. 34; p. 20]: 

- Strategic: Measure is aligned with the organization’s business objectives and 

stakeholder needs 

- Quantitative: Measure provides objective and empirical data 

- Interpretive: Measure accommodates subjective inputs that assist with the in-

terpretation of data 

- Cost-effective: The cost of measurement collection is balanced against the 

potential losses to which the measure relates 

- Verifiable: Third-party reviewers are able to assess data and concur with the 

results 
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- Meaningful: Measure provides meaningful information about applicable risk 

factors over time to enable assessment of the impact of changes or consisten-

cy of results 

- Useful: Measure results should support mission, financial and operational 

decision making 

- Indivisible: Measure collects data at the most discrete, unanalyzed level pos-

sible 

- Well-defined: Measure documented using a defined template 

- Repeatable: Measurements produce comparable and reproducible results 

2.2.1 Security Measurement Integration 

 

While most standards and best practices merely use internal measures that relate to 

safeguard effectiveness, the proposed model also incorporates internal and external 

measures that relate to threat likelihoods and asset impacts. Figure 12 shows a com-

parison of recent surveys and statistics in the context of information security and their 

approximate number of available measures, in the context of 

- vulnerability measures, relating to vulnerability weakness trends (which in 

turn relate to safeguard priority, e.g. which vulnerability is used how often to 

cause an incident/number of incidents per vulnerability) 

- threat measures, relating to threat likelihood trends (e.g. how many incidents 

happened, number of incidents per threat source) 

- impact measures, relating to asset impact trends (e.g. how much did an inci-

dent cost, how long did it take to remediate an incident) 
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Figure 12: Approximate number of measures by related risk factor 

 

Because not only measure definitions or external measures can be exchanged between 

organizations, also the generalized definition of estimated influence of those measures 

on risk factors can be formally defined and exchanged. 

The proposed method uses a specific knowledge management technique to inte-

grate the analytical model, indicator, decision criteria and measurement result into the 

estimation of impact on evaluated safeguard-, threat- and impact-indicators of the risk 

assessment model. The approach is evaluated in 2.3.4 and described in 3.3. 
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2.3 Knowledge Management 

Knowledge management comprises a set of different methods to identify, relate and 

exchange knowledge that can be used to gain insights into specific topics. The evalua-

tion of applicable knowledge management techniques focused on simulation models 

and expert systems that allow a machine interpretation of the documented knowledge 

to express a result. In a broader sense, knowledge management also covers relational 

database, document management, e-learning and collaboration systems in general.  

 

The following evaluation of knowledge management approaches aims to identify 

suitable solutions to: 

- support the risk assessment by enabling the knowledge based aggregation of 

risk factors as well as the definition and aggregation of asset dependencies, 

and to 

- support the integration of security measures, by enabling knowledge man-

agement to define analytical models, indicators, decision criteria and meas-

urement results as well as to express exchangeable relations with the risk fac-

tors of the assessment model. 

2.3.1 Functional Relationships  

 

Functional relationships use mathematical functions to estimate risks within a decom-

posed system model. The first step in using functional relationships is to define the 

system structure based on a functional decomposition of the analyzed system into its 

contributing factors, creating the structure of component relationships (dependencies). 

This decomposition is performed until the desired analysis depth is reached. 

2.3.1.1 System Decomposition  

 

Figure 13 shows the simplified decomposition of an asset based on the IT-

Grundschutz module “1.0 Security Management” into its threats, safeguards and 

measures.  

Based on this dependency structure, mathematical functions describing the logical 

behavior among the components and their associated factors are selected to represent 

the estimated overall system behavior. The modes of influence among components 

are in reality far more complex than classical logical relationships as used in fault tree 

analysis [53] can represent, creating the need for more sophisticated relationships. To 

indicate the degrees of influence on parent components, weightings can be assigned to 

every factor to represent the relative importance among components.  

Examples of functional relationships in the context of risk assessment are estima-

tion functions used to express behavior between risk factors as well as asset depend-

ency models used to aggregate/inherit exposures and business impacts.  

The decomposition of the asset in Figure 13 is based on the cross-references of the 

module down to the safeguard layer, creating a functional decomposition of the asset 

using its threat-, safeguard- and measure-components. These components are evaluat-

ed by the risk assessment, using a consistent structure and similar properties, which 

allows the usage of a uniform aggregation function for every layer.  
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The related security measures at the bottom layer are designed to potentially influence 

every layer of the model (see 2.2.1) and need individual evaluation to establish similar 

properties between measures (ISO/IEC 27004 analytical model [34; p. 15], e.g. using 

thresholds). Because the derived measures outlined in Figure 13 are based on individ-

ual scales, their relations have to be represented in a non-uniform manner. To repre-

sent different degrees of influence between measures, weightings have to be defined 

additionally. 

The integration of measures into the other layers is designed to be an overlaying 

influence (value ± influence), rather than a uniform relation, because the proposed 

model is designed to use subjectively estimated values for the safeguard-, threat- and 

impact-layers (risk assessment) that are influenced by objectively measured attributes. 

Because the amount of relevant security measures needed to express all factors of the 

model would be too extensive to be manageable, the proposed model is designed to be 

influenced by high-impact security measures rather than based on all related attrib-

utes. Using high-impact measures adds the benefit of easing the recognition of subjec-

tively wrong risk estimations – controls that are estimated to meet the target effec-

tiveness but are influenced based on objective measures by the expert system. 

Based on these circumstances, the functional relationships needed to express the 

generalized behavior of the simplified model (and all models following the same 

structure and properties) in Figure 13 are: 

- one function to aggregate module exposure to the asset risk layer, 

- one function to aggregate threat likelihoods to the module exposure layer, 

- one function to aggregate safeguard risks (expressing the immaturi-

ty/ineffectiveness of the safeguard) to the threat layer, and 

- n functions to express the influence of n relations between the measure (ex-

pressing indicator/result) and its related components. 

The usage of functional relationships in the example in Figure 13 requires the defini-

tion/selection of 3 generalized functions down to the safeguard level and 7 specific 

functions to describe the measure influence. This is because risk factor components 

down to this level follow a structurally and parametrically uniform standard (IT-

Grundschutz), which therefore allows the usage of generalized functions. Security 

measures, on the other hand, are unique in their definition (although most derived 

measures will tell a percentage) and have specific indicators depending on the con-

text, which requires a more adaptable way of establishing relations. 

This could be circumvented by establishing a generalized scale for measures (e.g. 

1…low, 2…medium, 3…high) and a single aggregation function to estimate their 

influences, but this leaves the user with the establishment of 18 thresholds for 6 

measures. Using thresholds would also lead to leaping increases in influence predic-

tion whenever a threshold level is reached.  

The proposed model circumvents this problem by using functional relationships 

for the risk assessment model and a separate discipline to establish relationships with 

selected, high-impact measurements. These relationships are defined using fuzzy 

logic and fuzzy control, allowing the definition of smooth measure indicators and 

specific expert rules on correlating risk factors.  
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MODULE LAYER

THREAT LAYER

SAFEGUARD LAYER

T 2.66 T 2.105 T 2.106 T 2.107

S 2.192 S 2.336 S 2.339
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Security measures (M) Scale 

M 1 Percentage of employees trained regarding the Information Security Policy 

during the last year 

0…100 

M 2 Maturity level of Information Security Policy according to the COBIT 

Security Policy Maturity Model 

1…6 

M 3 Is the current Information Security Policy approved by Management? 0…1 

M 4 Percentage of management staff sensitized on IT security during the last 

year 

0…100 

M 5 Time since the last IT security check was conducted 0…infinite 

M 6 Percentage of DatalossDB-registered companies with major security inci-

dents during the last month 

0…100 

Figure 13: Simplified functional decomposition of a security management 

process, outlined by the IT-Grundschutz module B 1.0 Security Management and 

applicable security measures 

2.3.1.2 Establishment of Relationship Functions 

 

Most risk assessment methods available for the information security market use very 

basic functions or matrices to estimate risks which do not take concurrent effect of 

risks into account. Especially when using comprehensive models that provide greater 

risk factor insight, it is extremely important to take concurrency of assets, threats and 

vulnerabilities/safeguards into consideration.  

The proposed model therefore uses a more risk-averse approach to express parallel 

risks, originally used to calculate the sum of the sound pressure levels of multiple 

incoherent radiating sources, described in chapter 3.1. 
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The following functions, along with their bounded and normalized variants to suit 

specific models and parameters, should therefore only be used under specific circum-

stances, where the behavior of underlying components is expressed accordingly.  

a) Maximum aggregation 

 

The aggregation method in (4) should be used if the parent component behavior P is 

only dependent on the single maximum of its factors   . This should only be used if 

all n input factors    are mutually exclusive. Although this is not the case in most risk 

environments (e.g. components are usually threatened by multiple independent factors 

in parallel), this aggregation method is very common among risk assessment methods.  

 

 

      
     

     (4) 

 

A valid usage of maximum aggregation within the proposed model is applied within 

joint analysis, where the total (master) asset protection criterion impact 

             is estimated based on the maximum protection criteria impacts of n sce-

narios (slaves) the asset is required in.  

 

 

                   
     

(                        
) (5) 

b) Sum aggregation  

 

This method should be used if the component behavior P is dependent on all factors 

   and none of the n factors are correlated. As soon as any correlation exists, the esti-

mation falsely includes values representing shared properties.  

 

   ∑   

     

 (6) 

 

An appropriate usage of this aggregation function in the context of the proposed mod-

el would be the summarization of multiple isolated module risks         (describing 

self-contained parts of the system, e.g. summing up baseline module risks with addi-

tional risks identified during detailed risk analysis) into a single asset risk       . 

However, the proposed model favors the extension of modules rather than the sepa-

rate modeling of baseline and detailed aspects, in order to support comparability be-

tween modules and ease harmonization of detailed aspects with the pre-defined base-

line risk factor environment. 

 

        ∑          
 

     

 (7) 
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c) Product aggregation 

 

The product aggregation should be used under circumstances where the component 

behavior is dependent on all n factors and the individual factors are not correlated. If 

any correlation exists, the estimation falsely includes values representing shared prop-

erties. In comparison to maximum aggregation, this method results in an outcome 

scale that is quite larger than the input scale and should therefore be selected with 

caution, when used with other functional relationships, to avoid inconsistent results 

based on scaling. This aggregation function should only be used in conjunction with 

lower scales, if the relationship differs in a way that justifies the scaling difference, 

e.g. if the fact, that multiple incoherent factors influence the component, leads to an 

increased output value that is relative to each input value.  

 

        ∏  

     

                   
  

 

(8) 

 

An example for the usage of the product aggregation when used in conjunction with 

lower-scale aggregation methods is the calculation of asset risk, based on its non-

correlated risk factors impact and exposure: 

 

                                     (9) 

d) Minimum aggregation (redundancy) 

 

The minimum aggregation should be used in environments where the component risk 

can be distributed among multiple redundant systems. This is generally true for fail-

safe or load-balancing systems where multiple components are used to compensate 

for (temporary) protection criteria failures. In (10), the generalized risk C is aggregat-

ed using the minimum risk R of its n redundant components, mitigated by the number 

of components m that can fail simultaneously without disrupting the function of the 

overall system.  

 

      
     

     
 

   
 

 

 

 

(10) 

 

In the context of information security risk assessments, this is applicable for e.g. the 

risks of an IT system cluster based on the risks of its redundant IT systems (11). De-

pending on the cluster architecture concerning the preservation of the systems protec-

tion criteria, some protection criteria may not share this functional relationship, be-

cause the cluster technologies may allow e.g. differing subsystem configurations that 

allow targeted attacks on the confidentiality or integrity of exposed subsystems, 

which increases their exposure.  

 

                          
     

                         
  

 

   
 

 

(11) 
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Because most redundancy configurations itself may be prone to error, the proposed 

model assumes the simplified formula in (12) for estimation of redundant system 

components, in order to provide a risk-averse estimation. 

   
                          

     
                         

  

 

(12) 

 

Because these functions describe the behavior of concurrent risk factors of an asset as 

well as the behavior of risks between dependent assets, specifically tailored aggrega-

tion functions should be selected throughout the model to best express the contextual-

ly estimated behavior of risks. 

In order to assist in the definition of weightings among system components, Del-

phi Analysis [4] or the Analytical Hierarchy Process (AHP) [10] can be used. 

2.3.1.3 Usage of Functional Relationships 

 

Based on risk assessment recommendations in [1; p. 54], previous research and evalu-

ation of risk assessment methods and tools in [3], [45], and [55], the usage of func-

tional relationships in the context of information security risk assessment is assumed 

practicable. Because the underlying risk assessment method and model can become 

subject of evaluation, if confronted with major incidents, the proposed model priori-

tizes the implementation of a highly transparent risk assessment model using func-

tional relationships.  

In [9], functional relationships are used to describe risk models solely based on 

measurements, which is assumed to be only feasible for the assessment of small sys-

tems, due to the effort needed to identify and gather respective measures. Therefore, 

the proposed model focuses on the incorporation of a small set of critical security 

measurements that are used to influence risk factors of a comprehensive risk model. 

High level relationships based on IT-Grundschutz and generic aggregation func-

tions (e.g. safeguard-threat-module) provide the basic estimation foundation. Func-

tional relationships can be used immediately upon definition and require no further 

derivation of data.  
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2.3.2 Artificial Neural Networks  

 

An Artificial Neural Network (ANN) is a system based on the operation of biological 

neural networks. ANNs are composed of artificial neurons or nodes, which are con-

nected to each other in layers to represent the abstract model of a specific system. 

This approach is used when the system is too complex to be modeled or if there is not 

enough knowledge about the system. Neural networks are often used for solving arti-

ficial intelligence problems without creating a model of the real system at hand. 

An artificial neural network is a weighted network of nodes with activation thresholds 

that trigger output functions which produce a specific output state. An example model 

is shown in Figure 14: 

 

y = c + ∑xi x wi

    1 ≤ i ≤ n

W1
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Figure 14: Simplified single-layer ANN model describing the relation between 

security measures and safeguard influence 

 

The neuron has an activation function y, which calculates the output on a scale of [-1, 

+1]. The weighted connections wi between the output of the nodes xi and the constant 

c are activated (summed up) and define the quantitative effect of the related neuron. 

The abstract definition for a simple single-layer network (ANN consisting of a single 

neuron layer between input and output nodes) is shown in (13) [cp. 16; p. 33]: 

 

     ∑      

     

 (13) 

 

where n is the number of factors for neurons on this layer. In multilayer networks 

needed to express complex system component interactions, the output node Y can be 

used as an input node in different layers. The design of the topology has to be planned 

according to its purpose using one or more input-neurons, one or more different hid-

den layers with neurons and one or more output neurons as outlined in Figure 15.  
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Figure 15: Multi-layer ANN topology using two hidden neuron layers 

 

Small networks are usually Feed-Forward-Networks, meaning that the connection of 

nodes is only possible to the next layer neurons, but there are other topologies without 

this restriction available for use in more complex scenarios (Recurrent-Networks). 

The selection of the best topology is usually trial-and-error, but can be supported 

using back-propagation [14] and genetic algorithms [15].  

The possible states of the output neurons are determined by their output-functions. 

Commonly used output-functions are visualized in Fig. 7. 
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Figure 16: Sample ANN node output- functions 
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Once the basic topology is established, different learning algorithms are available to 

train the ANN. This is essentially done by creating a set of input values, calculating 

the ANN and deciding whether the output values show the desired correlation. If the 

ANN comes to a wrong conclusion, it can adapt its decision using various methods. 

Learning can be done by adapting the weightings of the node connections, adaption of 

node activation thresholds, adaption of the topology or by learning with genetic algo-

rithms [16]. These methods can also be distinguished by being online or offline, 

meaning that learning takes place after every input (online) or only when all training 

steps are completed (offline). 

This technique provides the benefit that the underlying function must not be known 

before learning can begin. At the same time, this has the drawback that the underlying 

function also cannot be derived, even after learning is finished. Because of the con-

cept of ANNs, it cannot be retraced why inputs give certain outputs, because the in-

formation about the behavior of the network is coded into its topology, the weighting 

of its nodes, their activation thresholds and their output-functions. 

2.3.2.1 Usage of Artificial Neural Networks 

 

Artificial Neural Networks are easy to work with and results are – depending on the 

simplicity of the topology design - easy to interpret. Using ANNs to represent com-

plex models as needed for the establishment of assets and asset dependency models is 

possible, but yields multiple problems. 

ANNs need a lot of training and supervision in order to be correct, which leads to a 

delayed usability of the outcomes and a high workload for supervisors (unless other 

training algorithms are used). Additionally, a training effectiveness cannot be guaran-

teed and can lead to over-fitting for specific scenarios. 

Using simple single-layer ANNs to represent the relation between measures and 

their respective safeguard influence (see Figure 13) seems to be more realistic ap-

proach, but yields the same scaling problems regarding training and supervision. 

Based on these drawbacks and the fact that the actual aggregation function cannot 

be derived (black box model), the usage of ANNs for the proposed model is not rea-

sonable. 
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2.3.3 Bayesian Belief Networks  

 

Bayesian Belief Networks (BBNs) are probabilistic models that represent a set of 

variables (nodes) and their conditional dependencies using directed acyclic graphs 

(DAG).  

BBNs are made of nodes which represent (usually Boolean) variables and arcs to 

connect with other nodes, representing a causal relationship between them. Each node 

has a Conditional Probability Table (CPT, or NPT for Node Probability Table) which 

defines the probability of the node having a specific state (true/false) in relation to the 

conditions of its affecting nodes states. The key feature of BBNs is that they enable its 

user to model and reason about uncertainty using a visual conception of the system.  

Hybrid BBNs can make use of continuous node variables, allowing its user to approx-

imately model variables with continuous values (e.g. 0 – infinity) using distribution 

functions instead of CPTs. However, since this approach substantially complicates the 

mathematical background of inference and learning, most implementations can only 

handle discrete variables, forcing the user to calculate with discretized variable sets. 

Highly sophisticated frameworks [40] use dynamic discretion to simulate continuous 

variables - e.g. 0-10, 11-20, 21-30, etc.), which leads to performance issues when 

dealing with larger models. 

Figure 18 outlines a simplified example of the IT-Grundschutz module 1.0 Security 

Management and some example measures M1, M2 and M3. Because the proposed 

model is designed to estimate risk factors (S1, T1) rather than derive them completely 

from measures, the example includes estimation nodes (E1, E2) that are used to define 

the risk factors based on manual estimation. The measures are designed to influence 

the estimated nodes in a negative way (increasing risk), depending on their state (e.g. 

using thresholds as analytical models) and the defined CPTs.  

When the actual state of one or more nodes is known, the BBN can calculate the 

probability of the state of the other nodes using the Bayes theorem (14).  

The theorem defines how to calculate conditional probabilities for two nodes A and 

B with P(B) > 0: 

 

   |   
   |       

    
 

 

(14) 

 

where P(A) is the a priori probability for A being true, P(B|A) is the probability of B 

being true under the condition that A is true and P(B) is the a priori probability for B 

being true. In addition to this inference algorithm, various efficient learning algo-

rithms for topology- and probability-adaption are available [21]. 

The main advantage of BBNs lies in their inference types, which can also be 

mixed: 

- Diagnostic: from effects to causes 

- Causal: from causes to effects 

- Inter-causal: between causes of a common effect 

In the context of risk assessment and measure integration, only causal inference pro-

duces useful results, because there is no point in estimating e.g. the probability of a 

measure state based on estimated safeguard risk (diagnostic). Also, the inference be-

tween measures based on their common safeguard risk provides no useful insight 
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(inter-causal). Some forms of diagnostic and inter-causal inference may be used at a 

higher level of the risk assessment model (e.g. when integrated with Return-On-

Security-Investment models). 

Because a nodes CPT includes all possible state combinations of its immediate 

parents, the size of the table can become quite large when using multiple states as 

needed for the context of risk assessments (opposed to using Boolean states).  

 

 

Figure 17: Example BBN subset of the IT-Grundschutz module B 1.0 Security 

Management using the GeNIe 2.0 tool 

 

In [11; p. 6] the problem of conditional probability is approximated using linear re-

gression, a common method to predict the outcome of a variable based on the infor-

mation of other variables [12], [13; p. 239ff]. This principle could be used to generate 

CPT entries for a given node, incorporating the desired behavior as shown in Figure 

19.  

Based on IT-Grundschutz safeguard priorities and safeguard maturity gap, the basic 

linear risk function can be estimated. Using the safeguard priority, a maturity target 

and the subjective evaluation of safeguard maturity of the user, appropriate risk levels 

can be estimated. Negative measure influence can be represented by incorporating 

probabilistic variance into the CPT to increase the probability of elevated risk. The 

identification of influence of each measure, as well as their conditional influences can 

be derived by referencing their expressiveness (regarding safeguard influence) against 

each other using AHP. 

The following example describes the principle based on the BBN subset shown in 

Figure 18. 
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M2 
Policy approved by 

management

S1 Drawing up an ISPS1 Drawing up an ISP
E1 Estimated 
maturity gap

 
 

Figure 18: Simplified BBN subset 

 

The safeguard risk level    is assumed to increase linear with the safeguard maturity 

gap    (example priority A), safeguards with lower priorities B, C, and Z respectively 

lead to lower risks. Other functions (e.g. sigmoid, trapezoidal), can be used to de-

scribe desired risk functions.  

 

   0.00 0.00 0.00 0.00 1.00 

   0.00 0.00 0.00 1.00 0.00 

   0.00 0.00 1.00 0.00 0.00 

   0.00 1.00 0.00 0.00 0.00 

   1.00 0.00 0.00 0.00 0.00 

 
 

               

 

Figure 19: CPT generation base layout 

 

The measures M1 and M2 are secondarily used to provide negative influence on the 

maturity estimation (showing increased risk for S1).  

Depending on the worst-case correlation of measures states, which in this example 

are a low level of trained employees with an unapproved policy, the estimated level of 

influence on S1 can be estimated in the interval [0, 1]. The maximum influence level 

is used to describe a total safeguard failure, leading to maximum risk regardless of the 

subjectively estimated maturity gap. This level of influence should only be used if the 

available measures fully describe all aspects of the safeguard (e.g. including actuali-

ty/review cycle, clearness of scope, etc.).  

In a next step, all other correlations between possible measure thresholds or states 

have to be estimated with an influence level relative to the previously defined maxi-

mum. If all required conditional influence levels are estimated, the probability masses 

of the CPT could be generated based on the schema shown in Figure 20. This ap-

proach has similarities to the Linear Conditional Probability Matrix Generator 
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(LCPMG) presented in [11], but differs in the way that probabilities showing de-

creased risk should not be included, in order to only provide risk-averse influence on 

the subjective risk estimation. 

By distributing the probability masses upwards, estimated influence levels could 

be used to provide probabilistic variance in safeguard risk estimation as indicated by 

the colored transition in Figure 20.  

 
 
 

               

   0.00 0.00 0.60 0.90 1.00 

   0.00 0.60 0.30 0.10 0.00 

   0.60 0.30 0.10 0.00 0.00 

   0.30 0.10 0.00 0.00 0.00 

   0.10 0.00 0.00 0.00 0.00 

 

Figure 20: Example CPT-generation schema with approximated values for risk esti-

mation using measurement influence in Bayesian Belief Networks 

 

To minimize the effort for identifying conditional dependencies between risk factors, 

their aggregated maximum can be estimated using the noisy-OR model [17]. This 

allows to model causal independence
2
, limiting the number of NPTs to be linear in m, 

as shown in Figure 21. 
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Figure 21: (a) BBN with multiple causes and a single effect (b) BBN with multiple 

causes with inhibitory interaction (c) BBN using the noisy-MAX operator [cp. 19; p. 

827f] 

 

                                                           

 

 

 

 

 

 
2 Causal independence is used in practice to simplify the problem of otherwise exponentially 

increasing NPTs, although it is known that in reality causes are never fully independent 
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In Figure 21, the nodes mi represent inhibitory causal mechanisms (a special mecha-

nism to inhibit the effect e of the cause    under specific circumstances) and the nodes 

with bold borders represent deterministic functions. Because the mechanisms are 

independent (hence the name causal independence or CI) in the noisy-OR model, its 

usage leads to a significant reduction in the number of probabilities required to quan-

tify the cause-effect relationship.  

A CI distribution reduces the number of assessments needed for any node from 

n*m of the unrestricted model to m, where n is the number of states of the parent 

nodes and m the number of states of the child node [cp. 18, p. 135]. It also speeds up 

inference substantially if there are many parent states.  

Unfortunately, the noisy-OR model is primarily used to model causes that are suffi-

cient to produce the effect in the absence of all other causes [18; p. 135] (no possibil-

ity to model correlations between measures) and can only handle causes with Boolean 

states by design [21; p.486f], which reduces its applicability in the context of risk 

assessment.  

The extension to handle multi-valued variables, the noisy-MAX model, was intro-

duced by [21; p. 486]. In noisy-MAX models, multi-valued variables influence the 

effect, and their combination is specified by the MAX-operator. In [21; p. 487], leak 

probabilities are introduced, to allow the definition of “incompleteness” of the BBN 

representation. In the proposed model, this could be used to explicitly assign the 

probability that the effect (e.g. safeguard risk) will occur in the absence of any of the 

modeled causes (security measurements). 

The third widely used CI model is the noisy-AND, which uses the SUM function. 

These different CI models could be used in the proposed model to represent different 

estimation functions. A BBN built using the noisy-OR or the noisy-MAX model is 

not a BBN per se, due to the presence of the AND-, OR-, NOT- or MAX-operators. 

The inference engine has to convert this network into a network it can handle, or the 

engine must be extended to handle the required operators directly. 

Despite of the described problems, the noisy-OR and the noisy-MAX models are 

the primary applied CI distributions in many real-life applications [20], [22]. 

BBNs are applicable to the problem proposed, as likewise work has shown [11], 

[24], [25] and [26]. Applied to the proposed model using conditional independence, 

inhibitory nodes would be based on measurements, while the cause nodes would rep-

resent the subjective safeguard maturity evaluation, affecting the safeguard risk using 

the noisy-MAX operator. Further causal relationships representing threats, modules, 

assets and asset dependencies would need conditional probabilities to represent the 

desired risk assessment functionality. 

The development of larger models based on conditional dependence is hindered 

mostly because of the vast number of CPTs to describe.  

The scalability of the computational complexity may be adapted by using different 

inference algorithms. The most common exact
3
 inference methods are variable elimi-

                                                           

 

 

 

 

 

 
3 Exact inference has a complexity that is exponential in the network's tree width 
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nation [28], clique tree propagation [29] and recursive conditioning [30]. The most 

common approximate inference algorithms are stochastic Markov Chain Monte Carlo 

simulation [31], mini-bucket elimination [32] and variation methods like the expecta-

tion-maximization algorithm [27]. 

2.3.3.1 Usage of Bayesian Belief Networks 

 

When using a BBN in the context of proposed risk assessment framework, the results 

of reassessing probabilities are only meaningful for causal inference, because each 

parent node is a generalization of its child. For example, safeguards relate to a certain 

threat, whose likelihood becomes a generalization of the safeguard risks. Therefore, 
one of the main advantages and reasons for the use of BBNs is not fully utilizable 

using the proposed model.  

Similar research done in the context of information security, regarding ontology 

based generation of BBNs [54], has come to the conclusion, that specific mathemati-

cal functions used to derive the CPTs cannot be provided by the ontology and have to 

be modeled externally. 

Because the underlying functions have to be estimated (using functional relation-

ships) to deduce CPTs (if not simplifying the problem using CI) and the usage of 

BBNs in the context of risk assessment is mainly limited to causal inference, the inte-

gration of BBNs into the proposed model is assumed to be valuable at a later stage, 

when real life risk assessment data is available to help deduce CPTs using linear re-

gression, as outlined in [11]. 
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2.3.4 Fuzzy Logic  

 

The concept of Fuzzy Logic was introduced in 1965 in [35], [36], [37] and [38], to 

allow the modeling and calculation of vague terms and rules in order to apply a more 

human-like way of semantics.  

Fuzzy logic differs from the classic set theory of Boolean algebra in allowing val-

ues to be more accurate than true and false. While Boolean logic allows only true or 

false, fuzzy logic allows intermediate values.  

In mathematical terms, a value in classical set theory can be either a part of a set or 

not, while in fuzzy logic a single value can be part of multiple sets with multiple 

membership degrees (see Figure 23).  

By definition, a fuzzy set is a membership function that defines the grade of mem-

bership of a value. The shape of the function should reflect human semantics in order 

to provide meaningful results.  

As a result, vague linguistic terms like “slow”, “very high”, “hot”, “deep”, etc. can 

be described by fuzzy sets using membership functions. This first phase is called 

fuzzification. Inference uses a rule base to calculate fuzzy outputs, which are defuzzi-

fied into crisp values.  

 

In the context of the proposed model, this approach allows a graphical representation 

of the analytical models and indicators used by security measures that can be related 

to risk factors using knowledge documented as expert rules. The expert rule set, de-

scribing relationships between measures and generalized risk factors using linguistic 

rules, can be easily understood and exchanged between organizations.  

The three different phases and functional elements of fuzzy logic are outlined in 

Figure 22. 

 

Rule base

Fuzzification Interference

(1) Aggregation

(2) Activation

(3) Accumulation

Defuzzification

INPUT OUTPUT

 
 

Figure 22: Structure and functional elements of fuzzy logic [cp. 39; p. 30] 
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2.3.4.1 Fuzzification  

 

The definition of fuzzy sets is standardized in IEC 61131-7 [39], the Fuzzy Control 

Language (FCL) syntax specification. 

The values of the input variables have to be converted into degrees of membership 

for the membership functions defined on the variable (see Figure 23). 
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Figure 23: Simple fuzzy set to evaluate the fuzzy terms low and high for the fuzzy 

set Percentage of users that signed the Information Security Policy (ISP) 

 

Piecewise linear membership functions are linear between the points defined, so the 

degree of membership is calculated from the crisp input value by the linear interpola-

tion between the nearest function points. With this type of definition simple elements 

like ramps can be described. Other typical forms of membership functions include 

triangular, trapezoidal, gauss, generalized bell, sigmoidal and singleton (representing 

individual points). Also, rectangle functions can be used to describe classical set theo-

ry intervals. 

2.3.4.2 Interference 

 

This phase uses expert knowledge in form of multiple linguistic statements, called 

fuzzy rule (15). Empirical knowledge is documented as rules in the following form: 
 

IF condition IS Pk THEN conclusion IS Ck (15) 

 

In order to construct more complex rules, elementary operations like intersection 

(AND), union (OR) and complement (NOT) can be used to connect linguistic state-

ments, enabling rules like: 

 

IF Months since last ISP revision IS high AND Percentage of users 

trained regarding the ISP IS NOT high  

THEN (Negative influence on) Drawing up an ISP IS High 

(16) 
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Because rules can incorporate multiple sub-conditions, specific attack vectors can be 

described explicitly by chaining multiple conditions using AND.  

(1) Aggregation 

 

Every rule is iterated and checked for the accomplishment of its conditions. If a con-

dition consists of a single sub-condition, then the degree of accomplishment corre-

sponds to this condition.  However, if the condition consists of several sub-conditions, 

the total degree of the accomplishment    has to be determined by aggregation of the 

individual values     (see Figure 24).  

 

                                                
 
                                                {       }                                

 

 

              [   {       }        ] 
 

Figure 24: Principles of aggregation [cp. 39; p. 33] 

 

In classical logic, these operators are defined using a traditional truth table, while 

fuzzy logic also allows all membership values in between (see Figure 25). 

 

Classical logic  Fuzzy logic 

x y x AND y x OR y NOT x 
 

x y 
MIN 

(x, y) 

MAX 

(x, y) 
1 - x 

0 0 0 0 1  0.2 0.6 0.2 0.6 0.8 

0 1 0 1 1  0.5 0.1 0.1 0.5 0.5 

1 0 0 1 0  0.9 0.3 0.3 0.9 0.1 

1 1 1 1 0  0.7 0.7 0.7 0.7 0.3 

           

Figure 25: Logical operators of classical and fuzzy logic 

(2) Activation  

 

If a rule is activated by accomplishing all conditions, then the degree of membership 

of the conclusion is determined on the basis of the degree of accomplishment of the 

aggregated conditions. For the context of risk assessment this is done using the mini-

mum operator, in order to activate the conclusions only to the minimum of activated 

conditions. 

The rule base can contain certainty functions or weighting factors, implemented 

by means of multiplication in the interval [0, 1]. The certainty function therefore re-

duces the membership degree of the conclusion and is expressed using the term 

“WITH” in a linguistic statement (17).  

 

IF Percentage of users that signed the ISP IS low 

THEN (Negative influence on) Drawing up an ISP IS High WITH 0.8 
(17) 

 



 

 

38 

 

(3) Accumulation  

 

If multiple rules activate, all conclusions are consolidated into an overall result using 

approximate reasoning. Usually, fuzzy logic uses the maximum operator (MAX) on 

all active conclusions to provide a balanced control system. In the context of risk 

assessment this should be done on the highest activated conclusion only, to estimate 

the worst case scenario. Otherwise, a higher activated conclusion for “low influence” 

could overrule a lower activated conclusion for “high influence” (see Figure 26).  

The proposed model can circumvent this problem by using separate rule blocks to 

evaluate indicators (see Figure 26). Using this approach, the results are estimated 

separately for each rule block and can then be combined using the maximum operator 

(worst case estimation).  

Because the correlation of indicators (using AND) can be used to describe signifi-

cant higher estimations of influence, the influence levels should be designed to follow 

up on each other (see Figure 26). 

2.3.4.3 Defuzzification  

 

Interference supplies its accumulated membership functions as a geometric result. 

During defuzzification, the result is converted into a single crisp value using a defuzz-

ification method. Commonly used methods are the Center of Area/Gravity, Center of 

Sums, Height and Left/Right Most Maximum [33], [39]. When using the approach 

outlined in Figure 26, the defuzzification method should return the value of the term 

at the Left-Most-Maximum (LM) [39; p. 12], in order to provide a worst-case influ-

ence. This allows an increasing level of estimated influence that is aligned with the 

membership function. Using this approach, measurement indicators can be easily 

mapped to their corresponding influence indicators. 

The crisp output value of the defuzzification method serves as the output value of 

the fuzzy logic control program that is used to degrade the related risk factors of the 

risk model. If multiple rules providing multiple influences are activated, their conclu-

sions are accumulated and defuzzified within separate rule blocks. If multiple influ-

ence estimations for a single risk factor exist, the maximum of all estimated influ-

ences is used. 

2.3.4.4 Usage of Fuzzy Logic 

 

This approach has the advantage that it provides a very easy way for end-users to 

define analytical models and indicators (membership functions, fuzzy terms) as well 

as expert knowledge on measure-risk factor relations in the form of expert rules. Un-

like other disciplines like ANN or BBN, this approach does not require the definition 

of conditional dependence between measure influences, but allows the definition us-

ing chained sub-conditions. Because measures can be chained within rule conditions, 

correlating measures or attack vectors can be formulated using AND. This enables the 

definition of rules that are only activated if all measure sub-conditions show increased 

risk (e.g. IF perimeter_1_breached AND perimeter_2_breached THEN perime-

ter_2_risk_factor_influence).  
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The example in Figure 26 shows the inference and defuzzification of two rules. De-

pending on the interaction of measures, increasing influence levels (as well as rule 

weightings) can be assigned to adjust the desired estimated influence. Rules are esti-

mated within separate rule blocks, in order to provide a worst-case-estimation of all 

activated rule influences using the Left-Most-Maximum (LM) operator.  

The expert rules (containing knowledge regarding measure-risk factor relations) 

follow a formal, easily understandable syntax and can be easily exchanged between 

organizations, while sensitive information regarding measure indicators is document-

ed separately using membership functions. 
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Figure 26: Example aggregation of two rules, activation, accumulation and defuzzifi-

cation of safeguard influence.  
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3 Proposed integrated Model 

In order to remain compliant with the risk assessment and management process de-

fined by ISO/IEC 27005, the process is extended to visualize the integrated disci-

plines. The adjusted process in Figure 27 allows the continuous collection and inter-

pretation of security measures, giving the organization a clearer sight on risk trends. 
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Figure 27: Extended risk management process for measurement integration, 

according to the requirements of ISO/IEC 27005 and ISO/IEC 27004 

 

The proposed model uses the IT-Grundschutz-catalogs [5], -cross-references [2] and 

is compatible with all IT-Grundschutz standards [46-49]. Because the IT-Grundschutz 

methodology is not intended for risk assessment, the proposed model integrates a 

view on protection criteria (e.g. confidentiality, integrity, availability, etc.), defines a 

risk assessment framework and extends the method used for modeling dependencies 

between assets.  

The information provided by IT-Grundschutz, along with its adaption to the or-

ganization specific environment (e.g. modification of risk factors, dependencies, etc.) 

is used to derive the exposure (potential residual attack vector) of each protection 

criterion at the asset level. In combination with estimated impacts on protection crite-

ria, derived from a BIA of scenarios in which the assets are depending on each other, 

the proposed model is designed to estimate the risk associated with each asset within 

each scenario, as well as in total using multiple steps. A generalized risk estimation 

function is shown in (18). 

 

                     (18) 
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The protection criteria impacts are identified using a BIA
4
 and the exposure factor 

contains adjustable weightings for the module-, threat- and safeguard-layers and is 

used to estimate the potential attack vector that can be associated with the respective 

asset.  

 

1. During context establishment, specific risk models are defined that cover the 

desired qualification and maturity of the organization, protection criteria to be 

examined, definition of residual risk- and exposure-levels, role-based assign-

ment of personnel and the definition of assessment schedules to facilitate a con-

tinuous process. 

2. Risk identification follows the IT-Grundschutz procedure to identify risks as 

defined in [47]. During risk identification, organizational assets are identified 

based on a structured approach (applications, IT systems, networks, rooms and 

buildings), and related to each other to represent dependencies between assets. If 

no IT-Grundschutz modules are available to represent the asset in question, 

threats and safeguards can be modeled according to [48]. Because the IT-

Grundschutz asset structure is not designed for risk assessments, the modeling 

structure is extended and reversed to allow the definition of asset scenarios. As-

sets can be related to each other by establishing scenario trees that are used to 

assess the inheritance of risks as well as the inheritance of protection require-

ments to facilitate BIA.  

3. Risk estimation allows the analysis of business impacts based on each scenario 

(providing impact estimations) as well as the estimation of safeguard maturities 

(providing safeguard and baseline threat estimation). Depending on the results of 

the BIA, the threats and cross-referenced, prioritized safeguards provided by IT-

Grundschutz modules have to be extended to enable a detailed risk assessment 

as defined in [48]. During this assessment, modules covering assets with high or 

very high protection requirements have to be assessed for additional threats and 

the need for further safeguards that are not covered within IT-Grundschutz. This 

process is facilitated by the possibility to increase pre-defined safeguard priori-

ties as well as baseline threat levels. The estimation of safeguard maturities is 

supported by the detailed safeguard descriptions and additional control questions 

of IT-Grundschutz as well as the implemented cross-references, which enables 

the user to estimate different safeguard maturities regarding different threats. Es-

timation of asset risks as well as risk inheritance within asset scenarios is ac-

                                                           

 

 

 

 

 

 
4 While BIA is usually focused on availability requirements, the estimation of e.g. integrity and 

confidentiality requirements can be performed likewise by estimating the business impacts 

that would result from their loss.  
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complished using functional relationships (see 2.3.1). This approach has been 

used because of its wide-established usage within information security assess-

ment methods and tools and the associated acceptance. Therefore, organization-

specific risk calculation and aggregation functions and associated scales can be 

integrated very easily. 

4. Risk assessment is compatible with ISO/IEC 27005 and can be conducted fol-

lowing an iterative approach, increasing the analysis- (assets, scenarios) and as-

sessment-depth (general or threat-specific evaluation of safeguard maturities) 

over time. The evaluation of risks is supported by the visualization of asset- and 

scenario- risks as well as multiple sensitivity analyses. 

5. The treatment of risks is aligned with IT-Grundschutz safeguards and follows a 

risk based approach. Based on the established asset scenarios, threats and respec-

tive safeguard maturities and -targets, a safeguard sensitivity analysis is per-

formed to estimate the safeguards with the highest impacts to the overall risk 

model. To provide a relative view on risks, the proposed model estimates all cur-

rent risks as well as all maximum risks (assuming total safeguard immaturity), 

depending on the context. Both estimations are based on an energetic aggrega-

tion [cp. 65; p. 50], creating a strictly monotonically increasing function, which 

allows a risk-averse estimation of relative risk exposure. This relative risk expo-

sure does not merely express the relative amount of implemented safeguards, but 

the estimated relative exposure based on the estimation of multiple independent 

risk sources. 

6. Risk acceptance, facilitated by context establishment (qualification/maturity 

targets) has to be performed formally for all assets showing risk exposure. 

Threat-specific risks may be accepted by a suitable role (e.g. top management).  

7. Risk communication is supported by the framework through integration of us-

ers into the assessment-, management- and reporting-process.  

8. Measure identification can begin at any stage after context establishment (the 

usage of measures is not required by the framework) and is ideally combined 

with risk identification to help identify appropriate security attributes. The met-

ric assessment and management process is compatible with ISO/IEC 27004 and 

allows the definition or selection of pre-defined base measures and derived 

measures. Base measures can be assigned to users/roles, responsible for measure 

assessment or to external sensors that can be implemented to provide the re-

quired data automatically. 

9. Indicator evaluation: The proposed model uses fuzzy logic and fuzzy control to 

allow detailed evaluation and graphical representation of the inference frame-

work between measurements and risk factors. This approach is assumed to be 

suited best to the proposed problem, because it provides visually manageable in-

dicator terms, as well as an expert rule base that can be used to influence associ-

ated risk factors based on indicators or specifically chosen correlations of indica-
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tors. Indicators and measurement results as required by ISO/IEC 27004 are pro-

vided through fuzzy logic as indicator terms, membership functions and expert 

rules. Indicator terms are used to evaluate organizational-specific targets for 

measurements using adjustable membership functions and should therefore be 

re-evaluated in continuous intervals. 

10. Expert knowledge can be defined as formal expert rules to relate these indica-

tors with their respective risk factors (safeguards, threats and impacts), enabling 

influence of the risk model based on continuously supplied security measure-

ments. Whenever a measure is provided by a user or an automated sensor, the 

derived measures are calculated and the expert system re-estimates the influ-

ences on the risk model. Measures and related expert rules to affect the risk 

model can be integrated until the desired assessment depth and level of details is 

reached. Measures can also be used without inference to the risk model in order 

to provide a framework for the collection and reporting of security measures. 

11. Sensor integration: To support the continuous measurement process, the 

framework enables the registration of sensors that can be used to integrate other 

applications or specific sensors for automated data collection. Because the 

framework proposed is based on a web-service-backend, any application or 

script that is able to perform a simple HTTP(S) request can be used to gather se-

curity relevant data (from e.g. intrusion detection systems, firewalls, domain 

controllers, project management applications, etc.). The integration of sensors is 

continued until the currently desired level of automation is reached. Any 

measures that are not provided automatically through sensors can be assigned to 

specific roles to manage manual data acquisition. 

12. The integrated framework is used as a whole to achieve continuous risk moni-

toring and review, in order to provide input for subsequent iterations of the 

process.  

The further content of this chapter is structured as follows:  

- 3.1 describes the process steps outlined in Figure 27 in more detail,  

- 3.2 explains the underlying security measurement framework in detail, and  

- 3.3 illustrates the integrated knowledge management framework and expert sys-

tem configuration requirements.  
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3.1 Proposed Risk Assessment Approach 

The proposed risk assessment approach uses three separate abstraction layers to esti-

mate risks. Risks are assessed as individual protection criteria risks (e.g. confidentiali-

ty, integrity, availability risks) as well as overall for each organizational asset within 

the model.  

 

Szenario Analysis Joint AnalysisAsset Analysis

IT-System 1

M 3.101 

Generic Server

M 3.102 

Unix Server

Process 1

Application 1

IT-System 1

Application 2

IT-System 1

IT-System 1
(Process 1 – Application 1)

IT-System 1

IT-System 1

(Process 1 – Application 2)

IT-System 1

(Process 2 – Application 1)

 
 

Figure 28: Separate assessment abstraction layers 

 

The first layer provides organizational assets and their protection criteria based on IT-

Grundschutz modules. If no IT-Grundschutz module is available for the asset in ques-

tion, a detailed risk assessment according to [48] has to be performed. Multiple mod-

ules may be assigned to an asset to extend or specify its scope, e.g. the Generic server 

module provides generic server threats and safeguards, while the Unix server module 

extends those with Unix-specific risk factors.  

The second layer allows the interrelation of those assets to assess risks using busi-

ness impact analysis (BIA) and an extended fault-tree-analysis to incorporate their 

protection criteria dependencies amongst each other (e.g. IT system availability is 

dependent on the availability of the room and building it is located in, as well on or-

ganizational aspects).  

The third layer provides an aggregated view of all assets, taking their different 

scenarios and dependencies into account. This allows a generalized view, as well as 

multiple scenario-specific views of any asset.  

 

The proposed risk assessment process takes advantage of the IT-Grundschutz cross-

references by allowing a threat-specific evaluation of a safeguard’s maturities (e.g. a 

safeguard can be evaluated with different maturities against different threats scenari-

os), and by aiding the estimation of threat likelihoods, based on the aggregation of 

mitigating safeguard risks. This estimation is based on the number and importance of 

related immature safeguards for each threat, estimating a “baseline” threat likelihood 

(which can be in- or decreased depending on the organizational context) that can be 

minimized to zero when reaching the desired maturities.  
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Because the IT-Grundschutz framework does not (yet
5
) describe which protection 

criteria are targeted by a threat, a high-level evaluation has been carried out by a team 

of information security experts at SEC Consult. 

Figure 29 shows a high-level overview on how information based on IT-

Grundschutz cross-references and evaluated threat protection criteria influences is 

accumulated to estimate the amount of exposure for each of the module’s protection 

criteria. 

This exposure incorporates - amongst other factors - the safeguard maturity gaps, 

depending on the desired qualification target, as well as the related (and adjustable) 

baseline threat likelihoods (exposure ~ threat likelihood * safeguard maturity gap). 

Exposure is estimated for the asset and the underlying module layer, to provide an 

additional view that is separated from impacts. This allows viewing the level of expo-

sures within the risk model without an interfering impact component (attack poten-

tial/compliance view). At the asset layer, the protection criteria exposures are multi-

plied with their respective protection criteria impacts (risk = impact * exposure) to 

provide the final risk estimation, as outlined in 2.1. This also substantially simplifies 

the generalized impact evaluation, as it has to be done only once for an asset’s protec-

tion criterion loss, compared to all cross-references threats and safeguards that may be 

involved in that impact. 

The estimation method is primary based on the assessment of safeguard maturi-

ties, incorporating the IT-Grundschutz catalogs and cross-references as well as protec-

tion criteria influence mappings. For the research prototype, these threat-protection 

criteria mappings have been established for the core criteria of information security 

(C, I, A).  

Additional assessment variables are provided by weights influencing threats and 

their affected protection criteria as well as modules and assets and their inherited pro-

tection criteria (see Figure 42). The module-, threat- and safeguard types provided by 

IT-Grundschutz (see Figure 5) can also be used as anchor points to establish organiza-

tion-specific weights. 

 

                                                           

 

 

 

 

 

 
5 Some pre-releases of IT-Grundschutz modules (e.g. MacOS X) already contain detailed refer-

ences regarding protection criteria. 
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Figure 29: Overview of the proposed risk assessment-, expert knowledge- and se-

curity metric abstraction layers 

 

The estimated safeguard risks lead to an increase in the likelihood of referenced 

threats, influencing several protection criteria. Those are aggregated at the module 

layer to provide a view on protection criteria exposures and overall exposure of the 

module. Multiple IT-Grundschutz modules can be assigned to an asset, which acts as 

another aggregation layer. At the asset layer, protection criteria have defined require-
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ment (impact) levels, providing a view on protection criteria risks as well as an over-

all asset risk. 

 

 
 

Figure 30: Asset analysis layer, based on IT-Grundschutz safeguards, threats and 

modules, extended with protection criteria exposures and assets that can be used as an 

additional aggregation layer. 

 

The assessment variables can be adjusted to express different threat likelihoods and 

their influence on protection criteria, protection criteria exposures and protection cri-

teria impacts. Additionally, safeguard maturities, threat likelihoods and impacts can 

be altered by an expert system built around safeguard-, threat- and impact-indicators 

that are monitoring security measures.  

The second modeling layer establishes the relation between assets using scenario 

analysis, which is also used for BIA, providing protection criteria requirement (im-

pact) levels for scenario assets. This dependency analysis is a great instrument for 

business continuity planning, which can be facilitated by the proposed model by e.g. 

using highly granular availability requirement levels for analysis. When designing the 

dependency model, the level of detail can be increased repeatedly over time, focusing 

on high risks while minimizing time and effort. This system-decomposition follows 

IT-Grundschutz best practices [48], but can be extended to model and assess detailed 

dependencies e.g. between IT systems and support applications, taking high-

availability or load balancing aspects into account (see Figure 41).  

As a last risk assessment abstraction layer, joint analysis provides a manageable 

way of estimating global asset risks based on the assets involvement in various sce-

narios. Because every asset is handled separately as a master and multiple slaves 

(scenarios), scenario assets can be adapted individually, allowing specific protection 

criteria-requirements or -exposures.  

At the expert knowledge layer, influence indicators are defined and referenced with 

safeguard risks, threat protection criteria exposures or asset protection criteria im-
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pacts, in order to establish correlations in the form of fuzzy rules between high-impact 

indicators and their appropriate risk factors. 

The security metrics layer is used to provide organizational base- and derived met-

rics as well as metric indicators, describing “undesirable” states of the metrics using 

fuzzy terms. 

Model Assumptions and Limitations  

 

The proposed model is designed to estimate risks based on the residual attack vectors 

associated with organizational assets and their dependencies, using a role-based as-

sessment approach. 

In order to provide a cautious estimation of multiple parallel risks with overlap-

ping aspects as provided by the IT-Grundschutz cross-references (see Figure 33), the 

proposed model suggests the usage of a function that not only increases with the level 

of vulnerability, but also with the number of parallel vulnerability sources
6
. A poten-

tial candidate for this is the energetic sum (19) [cp. 65; p. 50], which is used in phys-

ics to describe the resulting sound pressure level    from n incoherent radiating 

sources, emitting sounds with different pressure levels   .  

 

            ( ∑   
  
  

     

) 

 

(19) 

 

Although this aggregation method has not yet been used for the estimation of risks by 

the scientific community, it has been successfully used by SEC Consult for over 10 

years to estimate the total IT system risks based on multiple vulnerabilities identified 

during penetration tests. An example is shown in Figure 31.  

  

                                                           

 

 

 

 

 

 
6 Within existing tools (e.g. OCTAVE, CRAMM, etc.), multiple threats are usually aggregated 

using the maximum operator as a worst-case-estimation. This, however, does not reflect the 

potential attack surface of multiple vulnerabilities in a risk-averse manner. 
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Figure 31: Energetic sum example of multiple incoherent radiating sources with dif-

ferent sound pressure levels. 

 

Applied to the proposed model, the energetic sum is used as outlined in Figure 31 to 

estimate the collective exposures of multiple risk factors, where a potential threat 

source has multiple parallel attack vectors.  

The safeguard priority scale, in the interval of [1, 4], is assigned because the ener-

getic sum provides an increase of ~3 for the first equal additional sound pressure 

source, decreasing to ~0.4 for the tenth equally high source (see Figure 32).  

 

 
Figure 32: Energetic function based on an increasing number of parallel, maximum-

priority safeguards 
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After some experimental calculations using the pre-defined cross-references provided 

by IT-Grundschutz, this scaling produced the most reasonable results to compare 

module complexity/exposure. In order to e.g. put more focus on safeguard priorities, 

the scale can be adapted for the risk model. Safeguard risks and respective maxima 

are calculated based on the illustrated example outlined in 4.2.1.1. 

The proposed model requires organization-specific extensions to the predefined 

IT-Grundschutz modules to be comparable regarding their complexity/exposure. This 

can be achieved by either modeling extensions with the same level of detail, or by 

appropriately weighting extended threat- and/or module protection criteria to align 

them with similar components.  

 

 
 

  
 

Figure 33: Simplified example of the energetic sum estimation for threats, using 

multiple safeguards with different priority levels, based on the IT-Grundschutz 

module “M 1.0 Security Management” in Figure 6. 

 

In comparison to other functions usually used in the context of information security 

risk assessment (outlined in 2.3.1.2), the energetic sum has the advantage of taking 

the number of sources and their respective exposures into account, providing a risk-

averse view of the residual attack vector.  

In order for a threat to succeed, only a single of its vulnerabilities/safeguards 

needs to be exposed. However, in order to provide a risk-averse estimation as well as 

early-warning capabilities, the level and amount of exposed vulnerabilities should be 

taken into account. Opposed to the weakest link (maximum), the energetic sum pro-

vides an exposure estimation that increases with the number of potential attack vec-

tors. In practice, aggregating risks based on the maximum operator (weakest link) 

usually has the disadvantage, that solely the weakest link is considered, neglecting 

other potential risk sources. Aggregation of risks based on the sum creates an increase 

that is directly proportional to the level and amount of attack vectors, which leads to a 

lowered estimation of single vulnerabilities. In reality, the amount of resources pro-

vided to treat risks usually does not increase proportionally with the number of poten-

tial vulnerabilities, but more in relation with the function shown in Figure 32. 
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S 2.193 0 16 0% 4 16 25%   4 32 13%   4.0 19.0 21% 

S 2.195 0 16 0% 4 16 25%   4 48 8%   4.0 20.8 19% 

S 2.197 4 16 25% 4 16 25%   8 64 13%   7.0 22.0 32% 

S 2.199 0 16 0% 4 16 25%   8 80 10%   7.0 23.0 30% 

S 2.200 2 8 25% 4 16 25%   10 88 11%   8.2 23.1 35% 

S 2.201 0 8 0% 4 16 25%   10 96 10%   8.2 23.3 35% 

S 2.335 0 16 0% 4 16 25%   10 112 9%   8.2 24.0 34% 

S 2.336 4 16 25% 4 16 25%   14 128 11%   9.6 24.6 39% 

S 2.337 0 16 0% 4 16 25%   14 144 10%   9.6 25.2 38% 

S 2.338 3 4 75% 4 16 25%   17 148 11%   10.5 25.2 41% 

Figure 34: Comparison of maximum, sum and energetic sum operators for estima-

tion of total absolute and relative exposures, arising from an increasing number of 

immature safeguards 

 

The charts in Figure 34 show the results of threat estimation based on maximum, sum 

and energetic sum, with an increasing number of safeguard risks n mitigating T 2.66 

in Figure 33. With every line in Figure 34, an additional safeguard with a respective 

current- and maximum risk is simulated and the absolute and relative collective risk 

estimation trend is given. 
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The left chart in Figure 34 shows a higher absolute value using the sum, which, how-

ever, can be compensated by normalizing each value with its potential maximum. 

When estimating the relative attack vector (%) shown in the right chart, the energetic 

sum shows a greater impact and is therefore more risk-averse. Because the energetic 

sum provides a strict monotonic increase as shown in Figure 32, opposed to the di-

rectly proportional increase provided by the sum, initial residual exposures create 

relatively higher estimations than subsequent ones.  

While the maximum estimation offers the least insight into changes of the underly-

ing factors, the usage of the sum operator provides more insight to the absolute risk 

but is only applicable if non-overlapping aspects are modeled. When compared to the 

estimation of relative risk, the energetic sum provides the most risk-averse increase in 

risk exposure if overlapping aspects (multiple safeguards/vulnerabilities affecting the 

same threat) are modeled. Risk exposure should be interpreted as the residual attack 

vector that results from gaps to the requirements defined within context establish-

ment.  

The energetic sum is used within the proposed model to estimate multiple parallel 

risk vectors where 

 

- only a single vulnerability (immature safeguard) may exists in order for a 

threat to succeed (aggregation of threat exposure), 

- only a single threat may succeed in order for a protection criterion to fail 

(aggregation of threat-, module- and asset protection criterion exposure), and 

- only a single asset’s protection criterion may fail in order for a dependent as-

set protection criterion to fail. 

Because exposures are estimated using an energetic function in order to provide a 

cautious view on multiple parallel risks, the maximum exposures that are estimated 

for the risk model are dynamically dependent on the current 

 

- desired level of detail used to perform risk analysis for each asset 

- adjustments to the risk factor weightings to reflect the organizational context 

- desired analysis depth used for the establishment of asset dependencies with-

in scenario analysis 

- desired functions used for the estimation of total asset exposure based on 

each scenario exposure 

In order to provide a strategic alignment of exposure and impact scales, the current 

maximum exposure estimated for the risk model is used to normalize exposures to the 

desired scale-ratio between the impact- and exposure-factor used for risk estimation 

(see 3.1.1.3).  

The risk factor framework provided by IT-Grundschutz is harmonized, meaning 

that modules are comparable regarding their threats and cross-referenced safeguards. 

Therefore, if modules are newly defined or extended, their resulting exposure should 

be related to those of pre-established modules, in order to compensate for different 

levels of detail when designing modules. This can be achieved using a variety of 

weighting variables, as shown in Figure 29. 
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The established risk model is self-contained, meaning that effects not expressed with-

in the model are assumed to be negligible. As a result of this, as soon as all safeguards 

within the cross-references modules are estimated to be as effective as required by 

target definition, the modules show no residual exposures, hence no risks. However, 

residual likelihoods that remain, even with all targets reached, could be incorporated 

into the model easily using multiple levels of detail. This could be established by e.g. 

estimating the remaining likelihoods of each identified threat globally (once per risk 

model), specifically for each module’s threat-reference (once per threat definition 

within each module), or highly detailed for each module-threat-reference (once per 

threat-safeguard reference within each module).  

Due to the high level of detail of the IT-Grundschutz risk factor framework and 

the ability to relativize exposures between modules when using an energetic aggrega-

tion function, the current risk is shown both as an absolute value as well as relative to 

the potential maximum.  

This adds the usability of showing absolute risks (the higher, the more complex 

the system) as well as relative risks equally (the higher, the more ineffective the re-

quired safeguards), supporting the identification of compliance issues and hence, the 

fulfillment of due diligence requirements.  

In addition, the maximum exposure can be used to compare risk models regarding 

the level of detail and assessment depth incorporated into each model. This can be 

done by comparing 

- the usage of modules and their respective maximum exposures, which in-

crease strictly monotonically (due to the energetic sum) with the level of 

threat and safeguard assessment depth and detail (the more threats and safe-

guards defined and cross-referenced, the higher the maximum exposure) 

- the root asset node(s) protection criteria exposures of the scenario tree, which 

increase strictly monotonically (due to the energetic sum) with the level of 

scenario/dependency assessment depth and detail (the higher the number of 

dependently modeled assets, the higher the inherited maximum exposures) 

The dependencies between assets and the aggregation functions used to approximate 

the real-world behavior of risk-inheritance between dependent assets must reflect the 

characteristics of the modeled environment. In order to allow the selection of specific 

system behavior (e.g. identical components, redundancies, independent aspects), sev-

eral aggregation functions besides the energetic sum have been incorporated as out-

lined in 2.3.1.2.  

 

The integrated security measurement framework requires security metric indicators to 

be evaluated consistently with the maturity targets defined for the risk model, in order 

to correctly align measurement- and risk factor-indicators. The correctness of auto-

matically gathered measurements can only be assured if sensors and related schema 

evolution is performed timely and accurately. 

The definition of expert knowledge, used to integrate measure indicators with risk 

factor indicators, must reflect the real-world correlation between measurements and 

abstract risks. 
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During development of the prototype, the English version of the IT-Grundschutz cata-

logues has not been fully up to date, missing module-, threat- and safeguard defini-

tions since 2005. Also, extensive evaluation has been done by the Austrian Federal 

Ministry of Defense, so the prototype’s interfaces as well as the texts of the integrated 

IT-Grundschutz catalogues are based on the German language.  

The English texts shown in examples throughout this thesis have been translated 

by the author. 

3.1.1 Context Establishment  

 

The following variables can be defined for specific risk models that can be created 

and adjusted dynamically over time.  

3.1.1.1 Target Qualification   

 

The target qualification defines the currently desired level of trustworthiness and can 

be specified globally or specifically for module-, threat- and safeguard-types outlined 

in Figure 5. The appropriate safeguards can be filtered based on the available IT-

Grundschutz cross-references with threats and modules. 

Qualification levels are aligned with the IT-Grundschutz priority/certification lev-

els A, B, C, Z (see Figure 35) and define the scope of safeguards that are considered 

for implementation. Safeguards having higher qualification levels than the currently 

selected level are neglected during risk assessment, enabling a managed, iterative 

implementation approach. The values describing the desired qualification target in the 

interval [1,4] are reversed, in order to express the increase of risks that would result 

from a safeguard’s immaturity at that level (an entry level safeguard renders higher 

risks if immature than a e.g. certification level safeguard).  

It is assumed that a Z-level qualification target extends the trustworthiness of an 

ISO/IEC 27001 certification based on IT-Grundschutz (C-level), because they further 

increase the assessment scope. In order to support a quick-start approach, safeguards 

have to be evaluated initially before they are included within risk estimation, so if Z-

level safeguards are provided within the risk assessment environment, they can be 

included, re-prioritized or marked “non-applicable” for the organizational environ-

ment during initial assessment. The inclusion of Z-level safeguards provides visuali-

zation of risks that go beyond certification requirements and are therefore marked as 

having the lowest impact value, compared to certification-relevant safeguard levels 

(see Figure 35).  

Although IT-Grundschutz Z-level safeguards are basically not considered to be re-

quired in order to achieve a certification, the officially released mapping between 

ISO27001/27002 and IT-Grundschutz in [57] does reference Z-level IT-Grundschutz 

safeguards, indicating their inclusion within the scope of a risk-based assessment. 
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Qualification 

level 

Safeguard 

scope 

Number of safe-

guards 

Value Trustworthiness 

Entry level A ~ 600 4 Low 

Higher level A, B ~ 800 3 Medium 

Certification 

level 

A, B, C ~ 1000 2 High 

Additional 

level 

A, B, C, Z ~ 1200 1 Very high 

     

Figure 35: Assumed relationship between certification level (qualification tar-

get), scope (of IT-Grundschutz safeguards) and trustworthiness 

3.1.1.2 Target Maturity  

 

The target maturity level defines the target level of safeguard-process optimization 

and is aligned with the standard levels of the Capability Maturity Model.  

The subjective estimation of safeguard maturities is aided by offering extensive 

information on IT-Grundschutz safeguard descriptions, additional control questions, 

as well as the reference of related threats to mitigate. The proposed model is designed 

to estimate risks based on underlying safeguard immaturities, resulting from a gap to 

the specified target level. Safeguards evaluated with the same or higher maturity lev-

els than required are neglected during risk assessment, resulting in a risk assessment 

with zero risks when reaching all currently defined targets. 

Again, to support a more granular specification, the target maturity can be defined 

for safeguards globally or specifically for module-, threat- and safeguard types (see 

Figure 5). The selection of the target maturity level is facilitated by alignment in the 

context of other organizations. This data is derived from the results of the CMMI 

Appraisals research reports [56], which outline the number of organizations aligned 

with specific CMM levels.  
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Maturity level Description Value Number of 

compliant org.  

Not identified Need for processes not identified 0 - 

Initial Processes unpredictable, poorly 

controlled and reactive 

1 80 

Managed Processes characterized for pro-

jects and is often reactive 

2 726 

Defined Processes characterized for the 

organization and is proactive, 

tailored from org. standards 

3 1306 

Quantitatively 

Managed 

Processes measured and con-

trolled 

4 51 

Optimizing Focus on process improvement 5 184 

    

Figure 36: Assumed relationship between maturity level and process optimiza-

tion, enriched using empirical data [56] on the maturity level distribution of or-

ganizations  

3.1.1.3 Examined Protection Criteria and Evaluation Levels  

 

The user can select the protection criteria to be examined from a pre-defined pool 

(confidentiality, integrity and availability), or he can extend and modify the available 

criteria. These relationships are accomplished by relating protection criteria to those 

threats that can potentially influence the respective criteria. The pre-defined relations 

have been defined by a team of information security experts in cooperation with SEC 

Consult.  

For each protection criterion to be assessed within the risk model, organization-

specific evaluation criteria have to be defined to help estimate protection criteria re-

quirements and associated impacts. Users can define and value specific requirement 

levels, based on the estimated impact associated with their loss.  

1 

2 

3 

4 

5 
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The scale on which a protection criterion requirement level is defined needs to be 

adapted to the level of detail of the asset assessment and the depth of the scenario 

analysis, because otherwise (e.g. in case of very comprehensive asset models or/and 

very deep scenario structures) the allocated exposure levels could dominate the calcu-

lation of the respective risk                       .  
Without this corrective measure, the exposure level of e.g. 10 with a disastrous 

impact of 5 renders risk completely insignificant in relation to the risk of an asset with 

an exposure level of e.g. 80 and a minimal impact of 1. By adapting the scale of the 

impact levels corresponding to the exposure levels aggregated at the root of the sce-

nario trees, this shift towards exposure can be evened out.  

This adjustment provides a single point of control for the overall weighting of the 

impact and exposure factors, involved in the estimation of risks. In order to provide 

an even weighting of the factors involved in risk estimation by default, the maximum 

impact level is aligned with the maximum exposure aggregated at the root of the sce-

nario trees. 

The proposed method weighs the impact- and exposure-factor equally by default, 

using scales of [0, 10] to facilitate an easily comprehensible risk scale of [0, 100]. 

 

 

- Balanced (default): Impact (1) / Exposure (1)   
 

        [    ]          [    ]        [     ]   

 

- Impact dominant: e.g. Impact (1.6) / Exposure (0.625)  

 

       [    ]          [      ]        [     ]  

 

- Exposure dominant: e.g. Impact (0.5) / Exposure (2)   

 

       [   ]          [    ]        [     ]  
  

The impact and exposures are dynamically normalized to provide the bias desired by 

the risk manager. The example below shows three sets of protection criteria with mul-

tiple requirements levels, estimated on a user-defined scale of [0, 40], that is dynami-

cally normalized to fit the balanced default weighting. 

Because the proposed model uses distinct risk factor layers to aggregate current 

and maximum values (see Figure 29), each layer’s respective maxima are used to 

provide an adapted normalization weight for the layer (e.g. the maximum protection 

criterion exposure of the root asset(s) of the risk model may be 100, while the maxi-

mum risk of a single safeguard may be only 20). This method has already proven 

useful in [67] when working with IT-Grundschutz. 
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The methodology for impact evaluation is aligned with the procedure of IT-

Grundschutz [47], which suggests the identification of the following aspects: 

 

o Violation of statutory law, regulations or contractual obligations 

o Impairment of informational self-determination 

o Impairment of physical integrity 

o Impairment of task fulfillment 

o Negative repudiation 

o Financial impact 

 

Protection criteria Requirement level User defined 

value 

Normalized value 

(balanced) 

Confidentiality Public 0 0 

 Internal 10 2.5 

 Confidential 25 6.25 

 Strictly Confidential 40 10 

Integrity Negligible 0 0 

 Low 10 2.5 

 Medium 25 6.25 

 High 40 10 

Availability Negligible 0 0 

 < 2 weeks 10 2.5 

 < 1 week 20 5 

 < 1 day 30 7.5 

 < 1 hour 40 10 

    

Figure 37: Selection of protection criteria and definition of organization-

specific evaluation levels, normalized to the desired bias between impact and 

exposure.  

3.1.1.4 Residual Exposure and Risk Levels  

 

To provide more insight into the current state of risk treatment, the proposed model 

estimates all current risks and exposures as well as their respective maximum values, 

based on the maturity of safeguards and the respective qualification- and maturity-

targets to provide a context-aware visualization of risks.  

This information is derived from the continuous estimation of current and poten-

tial maximum risks and exposures, resulting from the underlying risk factor model. 

Because the estimation uses an energetic function to estimate current and maximum 

values, the increase of relative residual levels is not linear (see Figure 34), allowing a 

cautious view on the resulting attack vector (risk increases not only based on the max-

imum of its influencing factors, but also based on the amount of parallel sources). 

The residual risk and exposure levels help to visualize the relative level of residual 

risk and exposure from untreated risks (depicting the residual attack vector) and can 

be user-defined.  
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As an example, a linear distribution of five levels is used to describe the residual ex-

posure levels as shown in Figure 38. The residual risk levels, outlining the relative 

amount of risk associated with an asset in comparison with the maximum risk possi-

ble due to the context, are assumed as a non-linear distribution of four levels as shown 

in Figure 39.  

 

Residual exposure 

level 

Relative range in percentage 

Low 0…20 

Medium 21…40 

High 41…60 

Very high 61…80 

Catastrophic 81…100 

  

Figure 38: Definition of residual exposure levels to support a context-aware 

visualization of residual attack vectors, resulting from immature safeguards. 

 

Residual risk level Relative range in percentage 

Low 0…30 

Medium 31…50 

High 51…70 

Very high 71…100 

  

Figure 39: Definition of residual risk levels to support a context-aware visu-

alization of residual risks, resulting from asset exposure and impact. 

3.1.1.5 Communication Establishment 

 

Because IT-Grundschutz provides a generic set of ~60 IT-Grundschutz roles that are 

related to the IT-Grundschutz safeguards (responsible for planning/implementation), 

the establishment of risk communication can be facilitated by assigning those roles to 

the respective organizational personnel.  

A system user can be registered for every user involved in the integrated assess-

ment and management process. Depending on the involvement of the user, different 

authorization levels can be assigned: 

 

a. Risk Managers can create, read, update and destroy all objects 

b. Auditors can read all objects 

c. IT-Grundschutz Managers can create, read, update and destroy all IT-

Grundschutz objects (separate role to enable detailed risk assessments) 

d. Agents can read objects and can create safeguard maturity evaluations and 

measure assessments (can be assigned to roles/individual users) in their 

realm of responsibility 

Using this approach, as soon as the assets are identified, the agent users are automati-

cally provided with the list of assets, threats and safeguards in their realm as well as 

all other relevant information available to support the evaluation.  
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3.1.1.6 Assessment Schedule  

 

To support a continuous process, assessment schedules can be defined globally or 

specifically for module-, threat- and safeguard-types (scopes identical to types in 

Figure 5). As soon as a previous assessment is outdated, the system informs the re-

spective users by email about the requirement for reassessment.  

3.1.2 Risk Assessment 

3.1.2.1 Risk Identification 

 

The identification of risks is aligned with the structure analysis defined within IT-

Grundschutz [47, p.37], which analyses the organizational structure using a top-down-

approach. Starting with the identification of applications, related information and 

dependencies between assets that are required to perform business processes, the 

method examines related IT systems, networks and infrastructural components 

(rooms, buildings) based on network diagrams.  

IT-Grundschutz uses this information to define a model as shown in Figure 7, 

which is used for documentation purposes and to help derive protection requirements.  

The proposed approach extends this approach by allowing the definition of further 

components types (business processes, organizational entities, asset groups, etc.) that 

can be used to model more complex environments and enables the definition of de-

pendency structures for scenarios that can be used for risk assessment.  

Once the assets are identified, appropriate IT-Grundschutz modules have to be as-

signed to represent the risk factors associated with each asset. If no applicable IT-

Grundschutz module can be identified, the representing module has to be created, 

following the process for risk analysis used by IT-Grundschutz [48]. This basically 

covers the selection/creation of specific threats and safeguards, the prioritization of 

those safeguards as well as the cross-referencing of safeguards and related threats.  

Starting at the desired high level asset, the user can model any relations to assets 

that are required for its function. This allows an iterative risk assessment approach, 

starting with low analysis depth that can be detailed and extended during the subse-

quent iterations. Early iterations of the risk assessment can use a simple structure that 

does not assess detailed relationships, as shown in Figure 40. 

Further iterations can be used to detail the dependencies, e.g. by modeling logical 

asset paths required between applications. The scenario asset structure should be 

modeled in any way that reflects the inheritance of exposures/failures of underlying 

assets.  
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BASIC DEPENDENCY STRUCTURE

IT-SYSTEM

APPLICATION

NETWORK

USER

ROOM

BUILDING

GENERIC 
ASPECTS

ROOM

BUILDING

Generic security aspects apply to assets they 
define requirements for

Applications used to perform business processes

IT-System the application runs on or that is 
required by another IT-System of the application

Room the IT-System is located in

Building the room is located in

Network that is required to establish 
communication between IT-Systems

Users can be assigned to assets they are 
responsible for

 

Figure 40: Basic dependency structure used for scenario analysis 

 

An example structure showing more detailed dependencies (IT system 1 -> IT system 

2) as well as assets groups that can be used to model and gain insight into specific 

asset groups (e.g. covering all IT systems of a specific department) is illustrated in 

Figure 41.  

 

SCENARIO ANALYSIS (ASSET SLAVES)JOINT ANALYSIS (ASSET MASTERS)

LEGAL 
ENTITY 1

PROCESS 1

IT-SYSTEM 1

APPLICATION 
1

NETWORK 1

USER

...

ROOM

BUILDING

GENERIC 
ASPECTS

APPLICATION 
2

IT-SYSTEM 2

IT-SYSTEM 
GROUP

IT-SYSTEM 1

IT-SYSTEM 2

LEGAL 
ENTITY 1

PROCESS 1

APPLICATION 
1

IT-SYSTEM 1

IT-SYSTEM 2

...

APPLICATION 
2

IT-SYSTEM 3

... ...

BUSINESS IMPACT ANALYSIS (INHERITANCE OF PROTECTION REQUIREMENTS)

RISK ANALYSIS (INHERITANCE OF EXPOSURE/FAILURE)

...
...

… 
SCENARIOS 

BUSINESS IMPACT- & RISK ANALYSIS
(INHERITANCE OF SLAVE IMPACTS & 

EXPOSURES)

...
...

SCENARIOS 

...
...

SCENARIOS 

...
...

SCENARIOS 

...
...

SCENARIOS 

...
...

SCENARIOS 

...
...

SCENARIOS 

 

Figure 41: Assets and their representations within more complex scenarios 
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To achieve this analysis step, the proposed model provides a separate view on assets 

(masters) and their representations within asset scenarios (slaves). This enables a 

separate view on global asset risks and their risks within dependency scenarios. The 

dependency trees are used for BIA, in order to establish the requirement levels (im-

pacts) for each asset within each scenario.  

By establishing a scenario dependency, the parent asset is set to inherit the respec-

tive protection criteria exposures of its child asset (e.g. exposure of an application is 

based on its own exposures and the exposures of dependent assets). The type of ag-

gregation function (a parent can have multiple children) can be defined explicitly for 

every parent protection criterion and the level of influence of any child can be 

weighted specifically for every child’s protection criteria exposure. To illustrate a full 

dependency between protection criteria of the parent and its child, they can be marked 

as “knock-out” criteria for the respective scenario. This “knock-out” flag can be set to 

provide inheritance based on the relative weakest link instead of the weakest link. 

This is important to handle the following scenario in a risk-averse manner: 

A highly complex parent asset (e.g. IT system) has a scenario dependency with a 

lower complexity child asset (e.g. room), that therefore has lower absolute exposure. 

If the parent asset’s absolute exposure (and complexity) is significantly higher than 

those of the child, inherited exposure may be minimal. This could lead to false as-

sumptions for risk inheritance, if the child’s protection criterion directly affects the 

parent’s protection criterion (e.g. availability). If this is the case, the parent’s relative 

exposure should (at least) show the relative exposure of the child. This allows the 

inheritance of criteria exposures, as well as the more cautious view of criteria failures 

between dependent assets.  

Scenario analysis enables the estimation of inherited risks between dependent as-

sets, without the need to evaluate the respective risk factors individually (modules are 

shared between asset masters and their slaves). If, however, a distinguished estimation 

is desired, the respective asset can be duplicated along with its module(s), in order to 

enable separate estimations. When a user tries to estimate a risk factor within the as-

sets, he can choose the appropriate evaluation scope (e.g. safeguard “Fire extinguish-

er” -> evaluations scope: Building 1, Building 2, etc.). 

The proposed model uses functional relationships as aggregation functions within 

the risk assessment model, to estimate the aggregation of asset risk factors (see Figure 

13, but without the measure layer), as well as the aggregation of risks between assets 

(see Figure 42).  

The proposed model uses the energetic sum (see 3.1, Model Assumptions and Lim-

itations) as a default estimation function, to provide a more realistic estimation of 

conditionally independent risks compared to maximum estimation. Other available 

aggregation functions include:  

 

1. Maximum aggregation, suitable for estimation of overall exposure/risk based 

on mutually exclusive protection criterion exposure/risk, depending on the or-

ganizational requirements. Also, multiple identical components can be ex-

pressed using the maximum, if their amount has no or very little influence on 

the total attack surface (e.g. multiple identically configured IT systems within 

the same environment, handling the same data).  
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2. Sum aggregation, suitable for the integration of multiple modules into an asset, 

if the modules do not share any security relevant attributes (independent as-

pects/functionality). The sum aggregation is also suitable when estimating par-

ent asset exposures based on child assets covering non-overlapping security 

relevant attributes (e.g. IT system (parent)  Network (child 1), Generic As-

pects (child 2), Room (child 3)). 

 

3. Minimum aggregation, suitable for the estimation of individual asset protec-

tion criteria risks, if the child assets provide some kind of failure safety regard-

ing the protection criteria (e.g. minimum availability risk due to load balanc-

ing, clustering, remote backup, etc. of components). 

The level of detail used to establish dependencies between physical assets, rooms and 

buildings as well as the assignment of generic aspects to those assets they define re-

quirements for, is directly dependent on the desired analysis depth. The higher the 

level of detail and depth of the scenario trees, the higher the aggregated exposures at 

the root of the scenario trees (which is dynamically normalized to establish the im-

pact-/exposure-bias desired by the risk manager). By also aggregating maximum val-

ues, it is possible to compare model complexity between risk models. 

BIA starts at the root elements of the scenario trees by evaluating their estimated 

impacts and protection requirements. These requirement levels are then inherited to 

their children (maximum principle), unless the asset provides some kind of compensa-

tion (distribution effect). Because each scenario is assessed individually, the BIA only 

has to account for the functions required by the scenario (no need to assess the cumu-

lative effect of other scenarios).  

The proposed scenario analysis assumes that if a child asset is – based on environ-

mental factors – requiring a lower protection criterion requirement level (impact), the 

respective risk that should be inherited is correspondingly lower (because of the lower 

impact).  

When the BIA is finished for all scenario trees, the cumulative effect is assessed 

using joint analysis, which estimates the global asset impact based on the maximum 

impact of all its slave representations within the scenario trees. 
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3.1.2.2 Risk Estimation  

 

For all assets showing protection requirements above normal, a detailed risk assess-

ment according to IT-Grundschutz [48] has to be conducted to ensure that the pre-

defined risk factors defined by the representing IT-Grundschutz module(s) are suffi-

cient. Assets can be adjusted to the organizational context by adding and cross-

referencing additional threats and prioritized safeguards, or – if the modules describe 

the organizational environment to an acceptable extent – by in- or decreasing the de-

fault weightings of the risk factors (see Figure 42) to adjust the estimated risks to 

appropriate levels.  

 

PROTECTION CRITERIA

SAFEGUARD THREAT

WEIGHTING

MATURITY GAP

PRIORITY LEVELS 

A, B, C, Z

PROTECTION CRITERIAPROTECTION CRITERIA

WEIGHTING WEIGHTING

MEASUREMENT 

INFERENCE

WEIGHTING

AFFECTS

MEASUREMENT 

INFERENCE
IMPACT

AFFECTS

RISK LIKELIHOOD

MODULE

RISKINFLUENCE EXPOSURE

OVERALL 

EXPOSURE

OVERALL 

RISK

ASSET

MEASUREMENT 

INFERENCE

AFFECTS

 
 

Figure 42: Asset structure based on modules and their weighable risk factors 

 

1. Safeguards can be weighted to in-/decrease their importance, influencing the 

estimated baseline threat likelihood of cross-referenced threats 

2. Threats can be weighted specifically for each protection criterion they poten-

tially influence to in-/decrease the estimated the protection criteria exposures 

3. At the module level, protection criteria exposures can be weighted to in-

/decrease its impact on any specific protection on the higher level asset, and 

4. At the asset level, each protection criterion risk can be weighted to in-

/decrease the amount of risk inherited to their parent assets (if any). 

Besides these variables, the proposed model is based on the estimation of safeguard 

maturities to estimate risks. When a safeguard is selected for evaluation, the user is 
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presented with all applicable assets, modules and threats related to that particular 

safeguard.  

The current maturity level of low-level safeguards can be estimated individually 

for every related threat, but can also be estimated in general to allow a more rapid 

high-level estimation of the risk model.  

To allow an even more rapid high-level assessment
7
, the requirements of ISO/IEC 

27001 [71] and controls of ISO/IEC 27002 [72] have been included as a cross-

reference to IT-Grundschutz [57], allowing the evaluation of IT-Grundschutz safe-

guards in the context of the high-level controls.  

The procedure to assess risks based on these estimations is outlined as follows, a 

detailed illustration of the assessment is provided in 4. 

 

1. Safeguard risk is estimated based on safeguard maturity and the respective tar-

get level, the individual safeguard priority, weighting and influence provided 

by the integrated measure framework.  

2. Threat likelihoods are estimated based on their cross-referenced safeguard 

risks. Depending on the influence weights (pre-defined by a team of security 

experts and extendable), the threat influences specific protection criteria. 

3. Module protection criteria exposures are estimated based on all threats influ-

encing the specific protection criterion. At the module level, an overall protec-

tion criterion exposure is estimated based on all module protection criteria ex-

posures. 

4. Asset protection criteria risks are estimated based on all protection criteria ex-

posures and -impacts of assigned modules. Again, an overall risk is estimated 

for each asset based on all protection criteria risks of its modules. 

The asset assessment provides the asset protection criteria risks that are inherited 

between dependent assets within the scenario trees. Each asset has a single “master”-

representation within the risk model, as well as multiple “slave”-representations that 

are used to model scenario dependencies. The underlying module protection criteria 

exposures are unique, meaning they only have to be estimated once for each asset. 

Each slave asset has its own set of adaptable aggregation functions, protection criteria 

exposures, -impacts and -weights, specific to that scenario. This allows a very granu-

lar estimation of dependencies and related risks, while minimizing underlying estima-

tion workload.  

                                                           

 

 

 

 

 

 
7 Although the reference mapping’s primary purpose is to enable the assessment of ISO/IEC 

27001 based on IT-Grundschutz, practice has shown that this assessment does provide    

useable, initial high-level insights into organizational risks, which can be detailed in further 

assessments. 
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The joint analysis step is used to estimate the aggregated master asset risk resulting 

from its slave asset risks within the scenario trees (for each protection criterion, as 

well as overall).   

 

To integrate new estimations into the risk model, the complete risk model should be 

re-estimated. This may also be done only for assets that have changed, or assets that 

are dependent on those assets. The current implementation assumes risk factor evalua-

tions to be valid until they are re-estimated, creating new aggregations with the re-

spective time code for all objects within the risk model. 

The re-estimation of the risk model can be initiated manually, or by defining re-

estimation intervals for the risk model that trigger scheduled re-estimations. 

3.1.2.3 Risk Evaluation  

 

The decisions criteria that have been defined during context establishment (qualifica-

tion-/maturity targets, residual exposure/risk levels) should be revisited and adjusted 

at this stage when more is known about the particular risks identified. 

After the asset-, scenario- and joint-assessment is finished, the proposed model es-

timates the safeguard- and threat-sensitivity of each safeguard/threat based on their 

module structure and related scenario asset impacts. This supports the identification 

and adjustment of safeguard- and threat-risk factors with the highest impact on the 

overall situation. 

Additionally, the scenario model provides insight into the dependency structure, 

including asset risks and relative exposure and risk levels, as well as details regarding 

specific module exposures, threat likelihoods and safeguard risks in order to decide 

upon activities for risk treatment. 
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3.1.3 Risk Treatment  

 

There are four options available for the treatment of identified risks [1; p. 21]: 

 

1. Risk avoidance, by making changes to the business area so that the actions en-

gaging the risk are avoided 

2. Risk reduction, by implementing mitigating safeguards 

3. Risk transfer, by shifting the risk to another party (e.g. insurance) 

4. Risk retention, by accepting the residual risk when the further treatment of 

risks is not economical 

To support the risk treatment process, the decision for each safeguard (or particular 

assets involved) can be documented as part of a separate, self-definable set of actions 

(controls). Each module- and threat-specific safeguard representation within the risk 

model can be easily filtered, selected and referenced with these actions (see Figure 

97). Actions are designed to consolidate and reference particular safeguard areas with 

a high-level object (e.g. policy, process) to reflect the organizational context.  

This way, all required safeguards within the risk model can be mapped to organi-

zational actions to document how these safeguards are handled by the organization 

(e.g. using policies, procedures, guidelines, etc.).  

For every action, the user may estimate the initial and recurring costs and person-

nel required to support decision making. The implementation of additional safeguards 

can be supported by defining and documenting implementation projects, containing 

information about the objectives, scope, responsibilities, tasks, schedules and other 

relevant information.  

 

Because of resource constraints, the research project focused on the establishment and 

integration of risk and indicator assessment, providing no advanced risk management 

functionality within the prototype implementation (no interfaces for document man-

agement, workflow-management, detailed cost-analysis, etc.).  

3.1.4 Risk Acceptance  

 

If risks ought to be accepted, the decision must be formally documented, including all 

associated threats, modules and assets and the residual risk involved. By accepting 

particular risks, the system assumes all referenced safeguards to be as mature as (cur-

rently) required, in order to mitigate their respective baseline threat likelihoods (and 

all subsequent risk factors) to zero. If maturity- or qualification targets change over 

time, the level of risk depends on the previously accepted level of risk. 
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3.1.5 Continuous Risk Communication, Monitoring and Review 

 

The continuous risk communication-, as well as the monitoring and review process 

are supported by involving all roles relevant to the evaluation of security aspects and 

the provision of a centralized framework for modeling and assessing risks, respective 

actions and real-life, objective security measures. An assessment scheduling compo-

nent can be used to track and remind users about their assessment activities and safe-

guard-related actions. 
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3.2 Metric Assessment & Management 

The metric assessment and management process is aligned with the requirements of 

ISO/IEC 27004 to provide measurement results, relating to the effectiveness of con-

trols and implementation processes, based on the derivation and analysis of low-level 

security measures. 

The proposed model is designed to continuously re-evaluate influence vectors on 

specific risk factors within the risk model. Depending on measure indicators and their 

correlations, related risk factors that express the associated risks can be influenced by 

a fuzzy logic expert system, using formally defined rules and indicators that can be 

evaluated for correctness.  

3.2.1 Measure Identification  

 

The process to identify measurements is aligned with the procedure defined in 

ISO/IEC 27004. Measure identification is supported by the proposed model through 

the provision of: 

 

1. reference resources for metrics (see Figure 10 and Figure 11), which provide 

guidelines and examples of useful security metrics 

2. the IT-Grundschutz-Framework and related risk factors, which allow the deri-

vation of appropriate security measurements on a pragmatic basis 

3. reference resources for security measures (see Figure 12), which provide an 

externally evaluated source of measures 

4. a set of pre-defined security metrics based on [43], [52] and [66] that have 

been integrated into the prototype (see Figure 101), categorized as 

a. Availability and reliability (13 metrics) 

b. Coverage and control (24 metrics) 

c. Organizational aspect metrics (6 metrics) 

d. Perimeter defense metrics (35 metrics) 

e. Vulnerability/Threat/Breach (8 metrics)  

Based on these resources, the user can select pre-defined metrics or create and derive 

self-defined metrics. To outline this procedure, the following paragraphs cover the 

identification of two base measures and a derived measure, using a simplified notation 

based on [34; p. 26], enriched with specific fields required by the proposed model.  
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Based on the total number of reported breaches (since 2005) and the number of 

breaches during the last month, which are gathered automatically from DataLossDB
8
, 

the relative increase in reported breaches is calculated. This derived measure can be 

used to provide an indicator for e.g. the IT-Grundschutz threat T 2.106 Disturbance to 

business processes as a result of IT security incidents in Figure 6 and is used as a 

basic example for an external measurement.  

Because the indicator in Figure 45 is based on external data and relates to likeli-

hood (opposed to impacts or vulnerabilities, see 3.3.2), the estimated influence should 

affect the threat’s protection criteria only, increasing associated residual safeguard 

risks. This means, that if all threat-related safeguards are as mature as required, the 

influence has no effect (see 4.2.1.3). However, if there are residual safeguard risks 

associated with the influenced threat, the proposed model increases the threat’s pro-

tection criteria exposures by increasing their influence weight (and those of the mod-

ule and assets associated/dependent) to depict the potentially increased threat within 

the risk model.  

 

Name Number of (DataLossDB) reported breaches during the last month 

Shortcut number-reported-breaches 

Type Threat metric 

Keywords Public, Breach, Threat, Incident  

Scope Breach metric 

Frequency Monthly 

Formula - (base measure) 

Usage in all risk models (public measure) 

Responsible - (automatically provided through sensor) 

Sensor DataLossDB_Breaches 

Source http://datalossdb.org 

Objective  This measure provides a current view on the number of reported 

breaches during the last month that has been collected by Data-

LossDB. Primary sources are various jurisdictions 

(http://datalossdb.org/primary_sources) in the United States of 

America. 

Description This metric provides a raw count of the number of security 

breaches that were identified by the Open Software Foundation 

and entered into the data loss database (DataLossDB). Counts can 

be aggregated based upon specified time periods as well as by 

several dimensions (segment (e.g. .bit, .edu, .med, etc.), breach 

type, data lost, source, third party involvement).  

This metric counts the number of breaches without any dimen-

                                                           

 

 

 

 

 

 
8 DataLossDB (http://datalossdb.org) is a research project aimed at documenting known and 

reported data loss incidents and data breaches world-wide. 

http://datalossdb.org/
http://datalossdb.org/primary_sources
http://datalossdb.org/
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sional constraints within the last month. 

Limitations: This metric characterizes only the volume of secu-

rity breaches. It does not take into account their severity or im-

pact. Also, it relies upon the DataLossDB as maintained by OSF. 

Breaches that do not appear in the press or are not seen by OSF 

researchers do not appear in this database and are thus not count-

ed. 

Indicators - 

  

Figure 43: Base measure definition for “Number of reported breaches dur-

ing the last month” 

 

Name Number of (DataLossDB) total reported breaches 

Shortcut number-reported-breaches-total 

Type Threat metric 

Keywords Public, Breach, Threat, Incident, Sources 

Scope Breach Metric 

Frequency Monthly 

Formula - (base measure) 

Usage in all risk models (public measure) 

Responsible - (automatically provided through sensor) 

Sensor DataLossDB_Breaches_Total 

Source http://datalossdb.org 

Objective  This measure provides a current view on the total number of 

breach notifications sent to various jurisdictions 

(http://datalossdb.org/primary_sources) in the United States of 

America, starting from 2005. 

Description The primary sources archive is a collection of breach notification 

letters sent to various jurisdictions in the United States. These 

were gathered staff and volunteers through sponsorship funding 

and donations. Currently, a project is underway to accumulate 

more such notices via the Freedom of Information Act, and its 

various local and state legislative cousins. 

Counts can be aggregated based upon specified time periods as 

well as by several dimensions (segment (e.g. .bit, .edu, .med, etc.), 

breach type, data lost, source, third party involvement).  

This metric counts the number of total breaches without any 

dimensional constraints since 2005. 

Limitations: This metric characterizes only the volume of total 

security breaches. It does not take into account their severity or 

impact. Also, it relies upon the DataLossDB as maintained by 

OSF. Breaches that do not appear in the press or are not seen by 

OSF researchers do not appear in this database and are thus not 

counted. 

Indicators - 

  

Figure 44: Base measure definition for “Number of total reported breaches” 

http://datalossdb.org/
http://datalossdb.org/primary_sources
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Name Relative (%) increase in (OpenLossDB) reported breaches during 

the last month 

Shortcut increase-reported-breaches-month 

Type Threat metric 

Keywords Public, Breach, Threat, Incident 

Scope Breach Metric 

Frequency Monthly 

Formula                                                    

                                   
     

Usage in all risk models (public measure) 

Responsible - (automatically calculated derived measure) 

Sensor - (automatically calculated derived measure) 

Source http://datalossdb.org 

Objective  This measure provides the last month’s relative increase in report-

ed breaches to the number of total breaches reported by Data-

LossDB. 

Description This metric counts the relative increase (in percentage) of reported 

incidents during the last month, as collected by DataLossDB. 

Limitations: This metric characterizes only the relative in-

crease of security breaches. It does not take into account their se-

verity or impact. Also, it relies upon the DataLossDB as main-

tained by OSF. Breaches that do not appear in the press or are not 

seen by OSF researchers do not appear in this database and are 

thus not incorporated. 

Indicators - 

  

Figure 45: Derived measure definition for “Relative increase in 

(OpenLossDB) reported breaches during the last month” 

  

http://datalossdb.org/
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3.2.2 Sensor Integration  

 

The proposed model allows the integration of external sensor components to support 

the automatic gathering of measures. This is achieved by registering those compo-

nents, in order to authorize the reporting of measures through that channel. Sensors 

are registered using the following information: 

 

- Sensor name, 

- Remote IP address(es) to allow reporting from 

- Pre-shared-secret, in order to provide basic authentication 

The implementation of remote sensor components is not part of this thesis, but can be 

done using various programming- or scripting-languages. The only requirement for 

the sensor-component is the possibility to perform a simple HTTP(S) request with the 

required information encapsulated using GET- or POST-parameters within the re-

quest. 

Because of the potential high confidentiality- and integrity-requirements of risk 

assessment information, the web service components of the prototype have been made 

only available through the HTTPS protocol.  
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3.3 Expert Knowledge Management 

The integrated expert knowledge management deals with the definition and the ex-

change of formalized expert knowledge describing insights and experiences regarding 

information security measurements and their related risk factors. 

After evaluation of various knowledge management disciplines (see 2.3), fuzzy 

logic was identified to be suited best to support indicator definition as well as the 

exchange of formalized knowledge without exposing confidential information over 

business boundaries. This is because fuzzy logic allows a clean separation between 

graphical indicator terms, used to describe measurements and their organization-

specific representation of undesired measure states, and expert rules, used to formal-

ize generalized knowledge. Therefore, expert knowledge can be exchanged with ex-

ternal sources, while the representation of organization-specific evaluation of unde-

sired measure states is handled separately. 

3.3.1 Indicator Evaluation  

 

According to ISO/IEC 27004, indicators are obtained by applying an analytical model 

to the derived measures. While the examples only provide thresholds as analytical 

models, the proposed approach allows the definition of the “riskiness” of the meas-

urement range. 

This is achieved by using fuzzy logic terms and membership functions (see 2.3.4). 

Because this approach allows a more fine-tuned evaluation than thresholds, a single 

indicator term can be used to describe the measure range, instead of multiple thresh-

olds (cf. Figure 46, Figure 49).  

 

INFLUENCE

influence definition

low = 0,3

medium = 0,7

high = 1

MEASURE

   IF           MEASURE is HIGH                   THEN                  RISK_FACTOR IS HIGH

0 25 50

0

1

75

.75

.5

.25

100

INPUT VALUE = 17

INPUT VALUE = 54

OUTPUT VALUE = 0.3

OUTPUT VALUE = 0.7

low medium high

 
 

Figure 46: Usage of thresholds to describe a measure and its influence 

on a risk factor, leading to influence leaps when reaching thresholds 
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In order to decide upon the indicator definition for the derived measure in Figure 47, 

we should gain insight into the recent trends of the measure. 

 
 

Figure 47: Derived measure trend (DataLossDB) 

 

The average relative increase in reported breaches since 2011 has been 4.38 %, with a 

maximum of 6.28 %. Aligned with these values, the indicator for a high increase in 

reported breaches during the last month (16) is defined according to FCL specifica-

tion format [39] using a membership function. The keyword sigm, followed by two 

numbers g and c, defines a sigmoid function with a gain of g, centered at c. Other 

suitable functions for this context include multi-point linear, triangle, trapezoidal and 

singleton.  

 

FUZZIFY relative_increase_in_reported_breaches_during_the_last_month 

     TERM high := sigm 5 5.5 

END_FUZZIFY 

(16) 
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Figure 48: Example estimation for an indicator describing a "high" 

increase in (DataLossDB) reported breaches during the last month 
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3.3.2 Expert Knowledge Definition  

 

The basic idea behind the usage of membership functions is to provide an easily man-

ageable way of projecting measure indicators onto respective influence indicators, 

documenting expert knowledge of the estimated system behavior. The membership 

degree of a measure term is mapped to an indicator term, which corresponds to an 

influence value. This principle is shown in Figure 49. 

 

INFLUENCEMEASURE

   IF           MEASURE is HIGH                   THEN                  RISK_FACTOR IS HIGH
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                                         high

                   high

INPUT VALUE = 17

INPUT VALUE = 54

OUTPUT VALUE = 0.3

OUTPUT VALUE = 0.45

 
 

Figure 49: Usage of membership functions to describe relations between 

a measure (multi-point linear measure indicator high on the left side) 

and its influence on a risk factor (sigmoid influence indicator high on 

the right side) 

 

The proposed model allows the definition of multiple influence terms that can be 

referenced within rules. These influence terms can be defined globally for the entire 

risk model, or specifically for each risk factor that should be influenced.  

Based on the layout of the proposed risk assessment structure, three types of risk 

factors can be influenced: 

 

1. Safeguard maturity: The manually estimated maturity can be influenced negative-

ly. Risk factors should not be influenced in a positive way when indicators show 

lower risks, because the definition of the indicator reflects the subjective evalua-

tion based on current safeguard maturity. Safeguard maturity influence adapts the 

related safeguard by means of subtraction from the estimated safeguard maturity 

in the interval [0, 5] (see 4.2.1.1).  

 

2. Threat likelihood:  The threat likelihoods of the model are correlated with the 

immaturity of related safeguards, reducing the estimated baseline threat likeli-

hood to zero when meeting all defined requirements. By influencing threat 

weightings, all related safeguard risks are weighted accordingly. The in- or de-
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crease of weightings on threat likelihoods that are fully reduced to baseline (all 

related safeguards are as mature as required and not negatively influenced) has no 

effect on further estimation. To provide the ability to influence threat-specific 

protection criteria individually, the threat likelihood influence adapts the related 

protection criteria influences by means of addition to their weighting in the inter-

val [0, 2] (see 4.2.1.3). 

 

3. Asset impact: The estimated asset protection criterion impact/requirement (and 

the related asset protection criteria risk) can be influenced positively or negative-

ly (in- or decreasing the estimated impact/risk). The asset protection criterion ex-

posure is correlated with the baseline threat likelihoods, reducing each protection 

criterion exposure to zero when all of the asset’s threats that influence the par-

ticular protection criterion are mitigated to zero. To provide the ability to influ-

ence protection criteria-specific impacts, the asset impact influence adapts the re-

lated protection criteria weightings by means of addition in the interval [0, 2] (see 

4.2.1.6). 

The same principle can be used to relate multiple measures with their specific indica-

tors to a generalized influence term that reflects the organizational belief in influence 

on the respective factors. Specific indicators can be defined to reflect specific behav-

ior, both measure- and influence-indicators. During testing and evaluation, the usage 

of a set of two to three staggered influence indicators has been proven most useful, in 

order to provide a default- and one or two elevated influences for the description of 

correlation effects between indicators. The greater the negative influence of the corre-

lating indicators is estimated, the greater – in terms of minimum and maximum – the 

influence indicator should be defined. This is outlined in Figure 50. 
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   IF           MEASURE1 is HIGH                  AND                    MEASURE2 is HIGH                    THEN                  RISK_FACTOR IS VERY HIGH

                     very high

                                high  
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Figure 50: Usage of correlating measure indicators using AND (mini-

mum operation) to estimate a very high influence on a risk factor 

 

Each of the indicators outlined in Figure 50 can be used by themselves (without the 

AND correlation) to describe the high influence term, as shown in Figure 49. Because 

of the comprehensiveness of risk factors provided by IT-Grundschutz, these correla-

tions may often be defined as a single rule influencing multiple risk factors based on 

the same correlation (same rule using same measure indicators), the influence output 
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can be regulated for every influenced risk factor by using a weighting. This is provid-

ed by the prototype through referencing of risk factors with adaptable weights within 

the context of a single rule (IF condition IS Pk THEN conclusion IS Ck WITH 

WEIGHT [0, 1]). 

The following rules give examples of the definition of expert knowledge about in-

dicators and their influence on risk factors (20) using the principle shown in Figure 

49.  

 

IF Relative increase in reported breaches during the last month IS high 

THEN T 2.106 Disturbance to business processes as a result of IT security 

incidents IS high 

(20) 

 

This can also be done specifically for each individual protection criterion of the 

threat, using the following syntax (weighting is optional): 

 

IF Relative increase in reported breaches during the last month IS high 

THEN T 2.106 Disturbance to business processes as a result of IT security  

incidents  

PC Confidentiality IS high WITH WEIGHT 1, 

PC Integrity IS high WITH WEIGHT 0.6, 

PC Availability IS high WITH WEIGHT 0.8 

(21) 

 

Correlating indicators and their increased influence on risk factors can be achieved as 

shown in (22), using the principle shown in Figure 50.  

 

IF Months since last ISP revision IS high  

AND Percentage of users trained regarding ISP IS NOT high  

THEN S 2.192 Drawing up an Information Security Policy IS very high 

(22) 

 

In order to establish the correct connections to the relevant assets of the risk model, 

each generic rule has to be mapped to the appropriate scope (e.g. assets, modules and 

threats referencing the safeguard) within the risk model. This is achieved for each risk 

factor target (S 2.312 and S 3.5 in (23)) by selecting the appropriate scope as shown is 

Figure 51. Depending on the generic risk factor selected by the user, the prototype 

searches for all instances of that risk factor within the risk model and returns their 

representations including related threats, modules and assets in order for the user to 

select the appropriate scope and influence.  

Due to some missing translations for the English IT-Grundschutz catalogues of the 

current version (2011), the screenshots of the prototype as well as some related exam-

ples show the German IT-Grundschutz texts. 

 

IF Percentage of personnel who received annual information security  

awareness training IS NOT high  

THEN S 2.312 Design of an Information Security training and awareness 

program IS high 

AND S 3.5 Training on Information Security safeguards IS high WITH  

WEIGHT 0.8 

(23) 
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Figure 51: German prototype interface for establishing indicator map-

pings between generic risk factors and their specific instances, related 

threats, modules and assets 
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The IT-Grundschutz safeguard S 3.5 Training on Information Security safeguards 

(“Schulung zu Sicherheitsmaßnahmen”) used in the generic expert rule (23) is 

mapped to its specific representations within the scope of the risk model. The safe-

guard in question is only defined within the asset Generic aspects (“Übergreifende 

Aspekte”) and its module Personnel (“Personal”). For each threat that is cross-

referenced with this safeguard, individually weighted influence indicators can be de-

fined in order to provide the most granular inference option. The generic measure 

indicator high is mapped with specific weights for the referenced threats T 3.1 Loss of 

data confidentiality/integrity as a result of IT user error (“Vertraulichkeits-

/Integritätsverlust von Daten durch Fehlverhalten der IT-Benutzer”) and T 3.3 Non-

compliance with IT security measures (“Nichtbeachtung von IT-

Sicherheitsmaßnahmen”).  

Depending on the risk factor to be influenced, the proposed method allows the fol-

lowing relationships to be established: 

 

1. Safeguard maturity: The user can choose the appropriate scope (the safeguards 

that are related to the indicator in question) out of all assets within the risk model 

that are cross-referenced with the safeguard in question. For each of these assets, 

the safeguard influence can be defined with specific weightings for each cross-

referenced threat and related module (as shown in Figure 51).  

2. Threat likelihood: The user can choose the appropriate scope out of all assets and 

modules within the risk model that are cross-referenced with the threat in ques-

tion. For each of these threats, the threat likelihood influence can be defined with 

specific weightings for each cross-referenced protection criterion.  

3. Asset impact: The user can choose the appropriate scope out of all assets and 

modules within the risk model that are related to the impact in question. For each 

of these assets and modules, the impact influence can be defined with specific 

weightings for each cross-referenced protection criterion. 

3.3.3 Expert System Configuration Requirements  

 

In order to establish the desired behavior of the expert system, the fuzzy logic opera-

tors for each phase of operation have to be defined. Based on the proposed model, 

these requirements are:  

 

1. Indicators for measures (input) can be defined simply by term, as shown in Fig-

ure 48. 

 

2. Indicators for risk factor influence (output) have to be defined with a generic or 

specific term for each influenced risk factor. The Left-Most-Maximum (LM) de-

fuzzification method (see Figure 26) is used in order to provide the correctly 

aligned influence indicators as shown in Figure 49. A default value of zero 

should be used when no rule is activating the indicator, in order to reset the influ-

ence value. This information is defined within a “defuzzify” statement (24) ac-

cording to FCL specification format [39]. 
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DEFUZZIFY influence_on_risk_factor_representation 

       TERM high := (0,0) (1,1);               // e.g. multi-point linear       

       METHOD : LM;                // Left-Most-Maximum 

       DEFAULT := 0.0;                // influence when not activated 

END_DEFUZZIFY 

(24) 

 

3. Each rule that is defined within the proposed model and that has established spe-

cific scopes of risk factors within the risk model, creates a rule block using the 

syntax defined in (25). The activation uses the minimum (Min) operator in order 

to instruct the expert system to use the minimum operator for aggregation of 

AND conclusions (risk factor is only influenced as high as the minimum influ-

ence of correlating indicators), as well as the maximum operator for aggregation 

of OR conclusions. If a rule is activated by accomplishing all conditions, the de-

gree of membership of the conclusion is determined based on the minimum of 

aggregated conditions. This intermediate stage is also used to adjust the conclu-

sion using weighted rules, by multiplication of the conclusion (influence) with 

the weighting factor [0, 1]. Accumulation is done using the maximum operator 

separately for different rules, in order to circumvent the problem of accumulation 

shown in Figure 26. If multiple rules provide different influence estimations for a 

single risk factor, the overall estimation is based on the maximum of all estima-

tions, in order to provide a worst-case estimation. This information is defined 

within a rule block statement according to FCL specification format [39], as 

shown in (25). 

RULEBLOCK rule_name 

       AND : Min; // Aggregation: AND (Minimum), OR (Maximum) 

       ACT : Min; // Activation: Minimum 

       ACCU : Max; // Accumulation: Maximum 

 

       RULE 1 : … 

END_RULEBLOCK 

 

(25) 

Depending on the user preferences, the expert system can re-estimate influences in 

continuous intervals. This is provided by the proposed model by defining recalcula-

tion intervals for the risk model. A scheduling component triggers the continuous re-

estimation of influences based on changed measurements, as well as the subsequent 

re-estimation of the risk model. 
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4 Example Assessment 

 

The following illustrated assessment is based on the context defined below and uses 

the cross-references in Figure 6 as a basic example for the risk estimation procedure.  

The risk factor influence shown in Figure 48 is used as a basic example for the in-

fluence estimation procedure to illustrate the integration of security measures and 

expert knowledge.  

The example definitions and calculations listed throughout this section belong to 

one continuous example based on the evaluation model presented in 6.1.1 and are 

numbered in Roman numerals.  

4.1 Context Establishment  

 

To establish the risk environment for calculation, a few variables have to be defined 

as outlined in 3.1.1.  

4.1.1 Qualification Targets  

 

The safeguard qualification target                       can be selected based on the 

available levels outlined in Figure 35. The example uses the highest qualification 

target for all areas, in order to involve all safeguards up to the additional priority level 

of the example in Figure 6. The qualification target scale is reversed, in order to ex-

press the increase in safeguard risk related to safeguards with higher priorities (e.g. an 

immature IT-Grundschutz safeguard with priority level A is assumed to pose higher 

risks than a priority level Z safeguard (e.g. A…4, B…3, C…2, Z…1)). If the qualifi-

cation target would be set higher, safeguards with lower priority levels would be as-

sumed to be negligible and would not be included in risk estimations (37). 

                        (I) 

4.1.2 Target Maturities  

 

The safeguard maturity target                  can be specified for module-, threat- 

and safeguard-types based on the available levels outlined in Figure 36. The example 

uses “qualitatively managed” as a maturity target level for all safeguard types equally.  

                   (II) 
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4.1.3 Protection Criteria and Requirement Levels  

 

The example uses the default protection criteria used within the context of infor-

mation security risk assessments: 

 

- confidentiality,  

- integrity, and 

- availability,  

using the user-defined example impact levels outlined in 3.1.1.3. This means, that 

every threat, module and asset within the model, depending on the underlying threat-

protection criteria influences, may share these protection criteria. 

Because the proposed method allows the risk manager to define a bias between 

impact and exposure, the following normalization steps are necessary at the end of 

each recalculation of the risk model in order to identify the current maxima of impacts 

and exposures.  

For this example, the user-defined bias between impact- and exposure-factors is 

weighted equally on a scale of [0, 10], with a resulting risk scale of [0, 100] (III). 

 

 

                      

                        

                     

 

 

(III) 

Because asset (A) exposures, module (M) exposures, threat (T) exposures and safe-

guard (S) risks are aggregated at distinct layers, their respective maxima are used to 

provide a normalized view for each layer.  

To provide a uniform scale for all layers in this example, each layer is scaled cor-

responding to the previously defined maximum asset exposure scale 

                    as shown in (IV). 

 

 

                       

                       

                   

 

(IV) 

 

Distinct protection criteria on each layer are normalized using a single overarching 

normalization weight, in order to preserve their comparability. 
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4.1.3.1 Asset Impact Normalization 

 

To achieve an easily comprehensible result and a balanced weighting between impact 

and exposure, the impact values are normalized to a maximum scale of  

                 . The maximum impact             that is possible within the risk 

model is identified using (26), based on m protection criteria and n related impact 

levels available by user definition. The resulting current impact normalization weight 

                is given by (27).  

In (26),   {   |         } and   {  |         }, where m is the number of 

protection criteria in the risk model and n is the number of related impact levels. 

               
       

             
  (26) 

                {

                 

           

               

                                                   

 (27) 

 

The current user-defined impacts for this example are defined in Figure 37, giving the 

potential maximum impact in (V), which in turn gives the example’s impact normali-

zation weight                 as shown in (VI). 

 

                                                        (V) 

                 
  

  
      (VI) 

 

4.1.3.2 Asset Exposure Normalization 

 

Protection criteria exposures at the asset level are normalized to the maximum scale 

                   , based on the (current) accumulated maximum exposures of m 

protection criteria maxima                  of all n assets within the risk model, using 

(28). This aggregated value expresses the total potential attack vector on any protec-

tion criterion of any asset within the example risk model. The variable 

                  is given by (29) and is used as an exposure normalization weight for 

the asset layer. 

In (28),   {   |         } and   {  |         }, where m is the number of 

protection criteria in the risk model and n is the number of related asset exposure 

maxima. 
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  (28) 

                  {

                   

             

                

                                                         

 (29) 

 

The example assumes a (current) accumulated maximum protection criterion expo-

sure               of 141 for the root asset
9
 (master) of the scenario tree (VII), 

providing the example asset normalization weight in (VIII). The distinct values in 

(VII) have been omitted for readability reasons due to the vast number of assets (incl. 

scenario representations) and protection criteria within the example (see 6.1.1). 

The value presented in (VII) is estimated at the end of each recalculation of the 

risk model, following the complete assessment process up to 4.2.1.7, where the cur-

rent maximum protection criteria exposures of assets are estimated using (28). Be-

cause normalization depends on the highest exposure within the risk model, data is 

stored unaltered within the server and normalized dynamically using the normaliza-

tion weight of the appropriate re-estimation round when requested by the client.    

 

                  (VII) 

                   
  

   
            (VIII) 

 

The exposure normalization steps described in the following are calculated analogous 

in regard to the respective layer. 

  

                                                           

 

 

 

 

 

 
9 Because risk inheritance within the tree is depending on the modeled behavior between com-

ponents, the root asset might not be the most exposed asset.  
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4.1.3.3 Module Exposure Normalization 

 

Protection criteria exposures at the module level are normalized to the maximum 

scale                    , based on the (current) accumulated maximum exposures of 

m protection criteria                  of all n modules within the risk model, using 

(30). This aggregated value expresses the total potential attack vector on any protec-

tion criterion of any module within the example risk model. The variable 

                  is given by (31) and is used as an exposure normalization weight 

for the module layer. 

In (30),   {   |         } and   {  |         }, where m is the number of 

protection criteria in the risk model and n is the number of related module exposure 

maxima. 

                 
       

                    
  (30) 

                  {

                   

             

                

                                                           

 (31) 

 

The example assumes a (current) maximum module protection criterion exposure 

value of 38 for the module SAP System (IX), providing the example module normali-

zation weight in (X). As with the previous layer, the distinct values in (IX) have been 

omitted for readability reasons due to the vast number of modules and protection cri-

teria within the example (see 6.1.1). 

The value presented in (IX) is estimated at the end of each recalculation of the risk 

model, following the assessment process up to 4.2.1.4, where the current maximum 

protection criteria exposures of modules are estimated using (30).   

 

                 (IX) 

                   
  

  
            (X) 
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4.1.3.4 Threat Likelihood / Exposure Normalization 

 

Protection criteria exposures at the threat level are normalized to the maximum scale 

                   , based on the (current) accumulated maximum exposures of m 

protection criteria                  of all n threat within the risk model, using (32). 

This aggregated value expresses the total potential attack vector on any influenced 

protection criterion of any threat within the example risk model. The variable 

                  is given by (33) and is used as an exposure normalization weight for 

threat likelihood and threat protection criteria exposures
10

.  

In (32),   {   |         } and   {  |         }, where m is the number of 

protection criteria in the risk model and n is the number of related threat exposure 

maxima. 

                 
       

                    
  (32) 

                   {

                   

               

                  

                                                        

 (33) 

 

The example assumes a (current) maximum threat protection criterion exposure value 

of 30.3 for the threat T 2.66 Lack of or inadequate IT Security management within the 

module Security Management (XI), providing the example module normalization 

weight in (XII). As with the previous layers, the distinct values in (XI) have been 

omitted for readability reasons due to the vast number of threats and protection crite-

ria within the example (see 6.1.1). 

The value presented in (XI) is estimated at the end of each recalculation of the risk 

model (XXVII), following the assessment process up to 4.2.1.3, where the current 

maximum protection criteria exposures of threats are estimated.   

                   (XI) 

                   
  

    
            (XII) 

                                                           

 

 

 

 

 

 
10 Threat likelihood is a generalized representation of a threat’s exposure without taking influ-

enced protection criteria into account. Because these underlying likelihoods are only used 

for calculation purposes and are never visualized, no separate threat likelihood normaliza-

tion is required.  
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4.1.3.5 Safeguard Risk Normalization 

 

The value           depends on the maximum safeguard risk possible, due to their 

maturity, priority, weighting, as well as current qualification- and maturity targets 

(see 4.2.1.1). This value is based on the maximum safeguard risk           of all n 

safeguards of the example risk model (34). The variable              is given in (35) 

and is used as a normalization weight for the safeguard layer. 

In (34),   {   |         }, where m is the number of safeguards within the 

risk model. 

             
   

           
  (34) 

              {

               

         

            

                                      

 (35) 

 

The example assumes a current maximum safeguard risk           of 16 (XIII), 

providing the safeguard normalization weight in (XIV). As with the previous layers, 

the distinct values in (XIII) have been omitted for readability reasons due to the vast 

number of cross-referenced safeguards within the example (see 6.1.1). 

The value presented in (XIII) is estimated at the end of each recalculation of the 

risk model (XIX), following the assessment process up to 4.2.1.1, where the current 

maximum risks of safeguards are estimated.   

 

              (XIII) 

               
  

  
       (XIV) 

 

4.1.4 Residual Risk Levels  

 

The example uses the alignment as shown in 3.1.1.4 to visualize a relative scale. This 

is incorporated into the following figures by coloring residual risks appropriately. 
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4.2 Risk Assessment 

During risk assessment, risk factors are estimated and aggregated as well as evaluated 

using various sensitivity assessments. 

4.2.1 Risk Estimation  

 

The risk estimation process covers the estimation and aggregation of risk factors 

based on safeguards, threats and modules of the IT-Grundschutz model up to assets 

and their protection criteria as a first abstraction layer.  

Dependencies among assets can be depicted using the scenario analysis abstrac-

tion layer, while the third abstraction layer automatically covers an asset joint analysis 

based on the modeled scenarios (see Figure 28). 

4.2.1.1 Safeguard Risk  

 

Safeguard risk is primary assessed through its subjectively estimated maturity. This 

estimated maturity can be lowered by the inferring safeguard indicators. The estimat-

ed degradation of the safeguard maturity value is done through the safeguard maturity 

influence field                     on the scale
11

 of [0, 5], which defaults to zero if no 

influence indicator is activated. If a safeguard is estimated more mature than required 

(                          ), any potential measure influence is used as the current 

maturity gap              , signaling that the subjective estimation is potentially 

wrong in context of the measure influence (36) (safeguards that are more mature as 

required should not show any increased measure influence indicators). 

 

                

{
 

 
                                                 

                                                                                                     

                                                                                                         

                                                                                                     

 
(36) 

 

The following example is based on the IT-Grundschutz module M 1.0 Security Man-

agement shown in Figure 52, focusing on the safeguard risk of S 2.192 Drawing up an 

Information Security Policy corresponding with its first referenced threat T 2.66 Lack 

of or inadequate IT Security Management. The safeguard’s current subjective maturi-

ty estimation regarding the threat T 2.66 is given in (XV), resulting in the safeguard 

maturity gap in (XVI). All safeguard maturity influences                     are as-

sumed zero for this example.  

                                                           

 

 

 

 

 

 
11 The maximum safeguard maturity influence is limited by the highest maturity level. 
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             (XV) 

                         (XVI) 

 

The risk model variables are designed to be reduced to zero when being totally com-

pliant with all target levels.  

Safeguard risk       is assessed based on safeguard priority          , estimated 

safeguard maturity gap               and a safeguard-specific weighting        to 

enable user-specific safeguard prioritization without changing the underlying base 

definition (37). The model assumes safeguards with priorities lower (reversed scale) 

than the qualification target range (                                ) to be negligible.  

 

      {
                                                                 

                                                                         
 (37) 

 

To support a relative view, the proposed model keeps track of the maxima of all vari-

ables, estimated upon the respective worst case scenario. 

 

            

{
                                                                    

                                                                                                                  
 

(38) 

             {

      

         

                

                                           

 (39) 

 

Continuing the example, the safeguard priority of S 2.192 Drawing up an Information 

Security Policy, specific to the threat T 2.66 Lack of or inadequate IT Security Man-

agement, is given in (XVII), its risk in (XVIII) and maxima in (XIX), resulting in the 

relative safeguard risk shown in (XX). The safeguard-specific weight         is as-

sumed one (default) for all safeguards within this example.  

 

                   (XVII) 

                              (XVIII) 
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                                   (XIX) 

                          
 

  
         (XX) 

 

Figure 52 shows an example estimation of safeguard risks based on the module cross-

references of M 1.0 Security Management, outlined in Figure 7. These safeguard ma-

turity estimations can be based on their threat scenarios to utilize the cross-reference-

definitions, but can also be generally defined for the safeguard on a high level, de-

pending on the desired assessment depth. Residual risks in Figure 52 are colored as 

defined in 4.1.4. 

 

As soon as all safeguard risks of the risk model have been estimated, the current max-

imum safeguard risk can be identified for safeguard risk normalization as shown in 

(34) and (35). 

The software prototype stores non-normalized values (safeguard maturity estima-

tions are saved as evidence) and dynamically calculates and visualizes the normalized 

values using (40) and (41). 

 

                                        (40) 

                                    (41) 

Based on the example’s safeguard risk normalization weight shown in (XIV), the 

current normalized safeguard risk is given in (XXI) and its respective maxima in 

(XXII). 

 

                                   (XXI) 

                                       (XXII) 

 

The table in Figure 53 visualizes the estimations of Figure 52 in a normalized manner, 

again using colored residual risk levels as defined in 4.1.4. 
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Figure 52: Example estimation of safeguard risks based on a non-normalized scale 
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Figure 53: Example visualization of safeguard risks using the current safeguard nor-

malization weight 
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4.2.1.2 Threat Likelihood  

 

Based on safeguard risks       and their maxima          , threat likelihoods             

(which are mitigated to a baseline level with IT-Grundschutz) and their maxima 

                can be derived for each cross-referenced threat. To achieve a realistic 

view of the effects of immature controls (n referenced safeguard risks      ) on their 

threats, the proposed model uses the energetic sum as an aggregation function. As 

shown in in 3.1 (Model Assumptions and Limitations), this method can be used to 

give a cautious view on the estimated resulting attack vector of multiple parallel 

threats.  

In (42),   {   |                 
  }, where n is the number of safeguards 

that are cross-referenced with the threat.  

 

             {
         (∑  

      
  

   

)              

                                                         

 

 

(42) 

 

Continuing with the example shown in Figure 52, the threat likelihood             of T 

2.66 Lack of or inadequate IT Security Management is estimated based on its cross-

referenced safeguard risks. 

 

                   

         (  
 
     

 
     

 
     

 
     

 
  )       

(XXIII) 

 

To support a relative view on threat likelihoods (                in (44)), the proposed 

model keeps track of their maxima                , estimated upon the respective worst 

case scenario.  

In (43),   {   |                     
  }, where n is the number of safe-

guards that are cross-referenced with the threat. 
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(43) 
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(44) 

 

Applied to the continuous example, the maximum likelihood of the threat T 2.66 Lack 

of or inadequate IT Security Management is given in (XXIV), its relative value in 

(XXV). The results for the remaining threats of Figure 52 are shown in Figure 55. 

 



 

 

95 

 

                       

         (  
  
     

  
     

  
     

  
     

  
     

 
     

 
     

  
  

   
  
     

  
     

 
  )        
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           (XXV) 

 

Because threat likelihoods are generalized representations of threat-specific protection 

criteria exposures without any user-specific weights, or differentiation between af-

fected protection criteria, the results of this layer are not visualized and only stored for 

evidence.  

Although not required for visualization, the normalizations for a threat’s current 

and maximum likelihood are calculated based on the current threat exposure weight 

as shown in (45) and (46). 

 

                                            (45) 

                                                    (46) 

 

Because IT-Grundschutz is based on generalized threats that are mitigated to an ac-

ceptable level if all safeguards are as mature as required, there is essentially no need 

for the user to estimate the threat likelihoods himself. The user can, however, modify 

and adapt the threat protection criteria influences to in- or decrease the threat expo-

sure for each protection criterion individually to match the environment.  

This can also be achieved using inferring threat indicators. The estimated in- or de-

crease of the threat’s protection criteria influence weights is done within the following 

section. 

4.2.1.3 Protection Criteria Influences / Exposures 

 

Because the IT-Grundschutz methodology was not intended to assess protection crite-

ria risks, no pre-established relations between threats and the influenced protection 

criteria are available. These relations have been defined for the primary protection 

requirements assessed in information security – confidentiality, integrity and availa-

bility – by a team of information security experts at SEC Consult.  

This example shows overarching threats that can potentially influence any of the 

basic information security protection criteria. These relations have been predefined at 

the threat level by a team of information security experts and can be extended and 

modified. The relations can be user-weighted for every threat instantiation contained 

in the risk model and default to one. 

The results of the example are outlined in Figure 55. Depending on the protection 

criteria influences, every threat can be user-weighted specifically for any of the influ-
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enced protection criteria, depending on the desired evaluation depth. This example 

uses specific weightings to express elevated protection criteria influences for threats, 

which leads to an increased estimation of threat likelihood when cross-referenced 

mitigating safeguards show gaps to the desired targets. 
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T 2.66 Lack of or inadequate IT Security Management X (1) X (1) X (1) 

T 2.105 Violation of statutory regulations and contractual 

agreements 
X (1) X (1) X (1) 

T 2.106 Disturbance to business processes as a result of IT 

security incidents 
X (1) X (1) X (1) 

T 2.107 Uneconomic use of resources as a result of an inade-

quate IT Security Management 
X (1) X (1) X (1) 

    

Figure 54: Threats and the protection criteria they potentially influence  

 

 

 Likelihood Potential protection 

criteria exposures 

Threats 

V
al

u
e 

M
ax

. 

%
 

C
o

n
fi

d
en

ti
al

it
y

 

In
te

g
ri

ty
 

A
v

ai
la

b
il

it
y
 

T 2.66 Lack of or inadequate IT Security Man-

agement 
10.5 25.2 41 1.2 1 1.2 

T 2.105 Violation of statutory regulations and 

contractual agreements 
12.6 21.0 60 1 1 1 

T 2.106 Disturbance to business processes as a 

result of IT security incidents 
5.8 19.5 30 1 1.1 1.2 

T 2.107 Uneconomic use of resources as a result 

of an inadequate IT Security Management 
11.0 22.1 50 1 1 1 

Figure 55: User-defined weightings                     for every potentially 

influenced protection criterion  

 

The protection criteria exposures              of any threat are based on the underly-

ing threat likelihood            , the user-adaptable weight                     and the 

potential exposure influence                       , supplied by the expert system (47).  
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                          (                                          ) (47) 

 

The influence field                        is updated by the integrated expert system in 

the interval [0, 2]
12

, in order to in- or decrease              if related security meas-

urement indicators are activated. Exposure influence is only performed until the re-

spective maximum exposure is reached (48).  

 

                                                             (48) 

 

Inference is only performed to increase the current level, so that the maximum threat 

exposures remain unchanged. However, each maximum exposure (49) is adaptable 

using                     in order to be able to reflect the organization-specific envi-

ronment.  

Again, to support a relative view on protection criteria exposures of threats, the pro-

posed model keeps track of the maximum of all variables, estimated upon the respec-

tive worst case scenario. 

 

                                                      (49) 

                  {

            

                

                       

                                                  

 (50) 

 

Continuing the example shown in Figure 55, the threat’s confidentiality exposure is 

estimated in (XXVI), its maximum in (XXVII) and its relative value in (XXVIII). The 

example assumes all security measurement influences (                      ) to be 

zero. The results for the remaining threats and their protection criteria exposures are 

outlined in Figure 56. 

 

                                                           

 

 

 

 

 

 
12 The interval [0, 2] has been chosen to allow threat indicators to maximally double any re-

maining threat protection criteria exposure. If required by the user, this scale can be adapted 

to allow higher influences. 
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                                                  (XXVI) 
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Figure 56: Adaption of protection criteria influence weightings for threat likelihoods 

 

The normalizations for a threat’s current- and maximum protection criterion exposure 

are calculated based on the current threat exposure weight (33) as shown in (51) and 

(52). 

 

                                              (51) 

                                                      (52) 

 

Based on the example’s threat exposure normalization weight shown in (XIV), the 

current normalized threat confidentiality exposure is given in (XXIX) and its respec-

tive maximum in (XXX). The results for the remaining threats of Figure 56 are shown 

in Figure 57. 
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Figure 57: Visualization of normalized protection criteria influences for threat 

likelihoods using the current threat normalization weight.   

4.2.1.4 Module Protection Criteria Exposures and Overall Exposure  

 

The module protection criterion exposure              estimates the total exposure 

that all n influencing threats pose on the specific protection criterion (53). Each mod-

ule protection criterion can be user-weighted using            to adjust the estimation 

to the organizational context. At this layer, specific protection criteria can be adapted 

by the user more generically than with specific threat protection criteria weightings. It 

is assumed that the same aggregation procedure that has been applied to threat likeli-

hoods can be applied when estimating protection criteria exposures, because they 

represent a derived generalization. 

In (53),   {   |                        
  }, where n is the number of 

threats that the protection criterion is influenced by. 

 

 



 

 

100 

 

              {
         (∑  

             
  

   

)                          

                                                                                            

  

 

(53) 

 
As before, to support a relative view on protection criteria exposures of modules and 

their overall exposures, the proposed model keeps track of the maxima of all varia-

bles, estimated upon the respective worst case scenario, as shown in (54) and (55).  

In (54),   {   |                            
  }, where n is the number of 

threats that the protection criterion is influenced by. 
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(54) 
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 (55) 

 

The module inherits all basic protection criteria (confidentiality, integrity, availabil-

ity) from its threats. The respective exposures are calculated based on the energetic 

sum of their weighted threat protection criteria exposures.  

The estimation of the overall exposure of the module can be done using maximum, 

sum, average or energetic sum of the individual protection criteria exposures, depend-

ing on their relation and interaction. The module overall exposure is only estimated as 

a local reference for the module and is not used for further derivation of asset expo-

sure (only specific protection criteria exposures are used). To achieve a consistent 

cautious view on overall exposures, the proposed model uses the energetic sum by 

default to estimate the overall exposure                   based on all n protection 

criteria exposures              of the module (56). Maximum and relative values are 

estimated based on (57) and (58).  

In (56),   {   |                        
  }, where n is the number of pro-

tection criteria that the module is influenced by.  
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In (57),   {   |                            
  }, where n is the number of pro-

tection criteria that the module is influencing.  
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(58) 

Continuing the illustrated example, the current, maximum and relative confidentiality 

exposure of the module is estimated as shown in (XXXI), (XXXII) and (XXXIII). 
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(XXXI) 
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(XXXII) 

                                   
    

    
         (XXXIII) 

The estimated exposures are normalized for visualization with the current maximum 

module protection criterion exposure of the risk model as calculated in (30). The 

normalized module protection criterion exposure               is estimated based on 

(59), its potential maximum                   as shown in (60). 

                                              (59) 

                                                      (60) 

 

The normalized confidentiality exposure for the illustrated example of the module M 

1.0 Security Management is estimated based on the current normalization weight (X) 

as shown in (XXXIV) and its maximum in (XXXV). Remaining protection criterion 

exposures are shown in Figure 58. 

                                                   (XXXIV) 

                                                        (XXXV) 
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Confidentiality exposure 1 17.2 31.6 4.5 8.3 54 

Integrity exposure 1 16.7 28.8 4.4 7.6 58 

Availability exposure 1 17.3 32.0 4.6 8.4 54 

Overall exposure - 21.8 35.8 5.7 9.4 61 

Figure 58: User-definable protection criteria weightings for modules and their ag-

gregated protection criteria exposures and their normalized variants using the current 

module exposure normalization weight.   

 

The proposed model allows for the representation of multiple modules within a single 

asset, to allow the grouping of module aspects. To enable this, each asset defines a 

module aggregation function in the same manner that defines how to aggregate the 

module’s protection criteria exposures.  

4.2.1.5 Asset Base Protection Criteria Exposures and Overall Exposure  

 

The first step at the asset layer is the aggregation of all of the asset’s module expo-

sures, providing a temporary asset base exposure. This base exposure is necessary, in 

order to estimate the exposures that are inherent to the asset’s modules without taking 

exposures from dependent assets into account. The final asset exposure and related 

risk is estimated later within scenario analysis (for slave assets) and joint analysis (for 

master assets).  

The asset base exposure for each protection criterion               is estimated 

based on all n module protection criterion exposures              of the asset and a 

user-specific asset base protection criterion weight             (61). Maximum and 

relative values are calculated in (62) and (63) according to the same principle as be-

fore. 

It is also possible for an asset to have no modules assigned, either to act as a group-

ing element for dependent assets, or because an appropriate module has not been cre-

ated yet. In that case, asset base protection criteria exposures do not exist.  

In (61),   {   |                        
  }, where n is the number of mod-

ules that the protection criterion is influenced by. 
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(61) 

 

In (62),   {   |                        
  }, where n is the number of modules 

that the protection criterion is influenced by. 
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 (62) 
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(63) 

Similar to the module layer, the estimation of the overall exposure of the asset can be 

done using maximum, sum, average or energetic sum of the individual protection 

criteria risks, depending on the organizational requirements. To achieve a consistent 

cautious view on risks, the proposed model uses the energetic sum by default to esti-

mate the asset overall exposure in (64), its potential maximum in (65) and its relative 

value in (66).  

In (64),   {   |                         
  }, where n is the number of pro-

tection criteria the asset base is influenced by. 
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In (65),   {   |                         
  }, where n is the number of protec-

tion criteria the asset base is influenced by. 
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(66) 

 

Because during the subsequent steps, the focus lies on the inheritance of exposures 

(protection criteria impacts of slave assets represent the protection criteria require-

ment levels inherited through BIA in the opposite direction), the respective risk (risk 

= impact * exposure) is only calculated when presented to the user. This allows for a 

separate storage of exposure values and impact values, in order to access exposure 

levels for inheritance operations directly and without de-normalization.  

Depending on the types of modules that are consolidated within the asset, the ag-

gregation function should be one of the following: 
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1. Energetic sum: If most of the underlying safeguards and threats are shared, the 

estimation should be based on the energetic sum, which takes parallel sources 

into account.  

2. Sum aggregation: The asset base exposure should be estimated based on the 

sum of the modules, if the modules predominantly represent different scopes 

of threats and safeguards.  

The estimated exposures are normalized for visualization with the current maximum 

asset protection criterion exposure of the risk model as calculated in (28). The nor-

malized asset protection criterion exposure               is estimated based on (67), 

its potential maximum                   as shown in (68). 

 

                                                (67) 

                                                          (68) 

 

As the basic principle of aggregation has been presented, the example is simplified by 

using no additional module within the asset IS Management. The estimated exposures 

are again normalized in (XXXVI) and (XXXVII) for visualization with the current 

maximum asset protection criterion exposure of the risk model, as identified in (VIII). 

Therefore, only the normalized values in Figure 59 differ from the ones in Figure 58.  
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Confidentiality exposure 1 17.2 31.6 1.2 2.2 54 

Integrity exposure 1 16.7 28.8 1.2 2.0 58 

Availability exposure 1 17.3 32.0 1.2 2.3 54 

Overall exposure - 21.8 35.8 1.5 2.5 61 

Figure 59: User-definable protection criteria weightings for assets and their aggregat-

ed protection criteria exposures, normalized using the current asset exposure normali-

zation weight   
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4.2.1.6 Scenario Analysis  

 

Scenario analysis handles the aggregation of asset base exposures with the exposures 

that result from dependent assets. The estimation procedure starts with the leaf assets 

of the scenario trees (asset slaves without children). For all asset leafs, the asset base 

exposures can be directly used as asset exposures, because they won’t inherit any 

dependency exposure. 

 

                                                  (69) 

 

After each asset leaf has saved its new estimation values, it flags itself as calculated 

(for this round) and initiates the inheritance procedure of the parent asset. As soon as 

all of the parent’s child assets have been flagged as calculated, the parent asset repeats 

this inheritance procedure until the root of the scenario tree has been reached. 

During BIA, the protection criteria requirement levels (impacts) of dependent as-

sets are established based on the organizational environment. Child assets inherit the 

protection criteria requirement levels of their parents (maximum principle), unless the 

child asset provides some kind of compensation (e.g. if a process with high availabil-

ity requirements is dependent on multiple IT systems, the process may sustain the 

non-availability of some of these IT systems for a longer period of time, resulting in 

lowered estimated availability impacts for the IT systems within the scenario) [cp. 47; 

p. 47ff]. If the results of the BIA show that a specific protection criterion requirement 

of a child asset is negligible (0) within the scenario, the inheritance of this protection 

criterion exposure is inhibited for that child asset (e.g. a process needs multiple IT 

systems, but is not affected by the confidentiality exposure of one specific IT system).  

As a result of testing and evaluation, the proposed model assumes that the aggrega-

tion of child exposures depends on the relation of their respective impacts with the 

estimated impact of the parent asset. To put special focus on the impact factor, the 

proposed method uses an aggregation function that automatically weights the protec-

tion criterion exposure of child assets                     relative to the respective 

estimated impact            of the parent asset. This leads to a lowered incorporation 

of child asset protection criteria exposures, if the scenario-dependent requirement 

level is lower than the estimated parent asset requirement level 

(                              ). This is justified by the practical situation that an 

enterprise usually leads to prioritize strategies that deal with the highest estimated 

impacts.  
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13

                                                                                                                         

  
(70) 

 

The aggregation function used for inheritance between parent asset base exposure 

              and the respective exposure               of n child assets depends on 

the component behavior that should be modeled. The result              depicts the 

estimated current-, maximum- and relative mutual attack vector of the parent asset 

and its dependent assets in (71), (72) and (73).  

 

The proposed model uses the energetic sum as a default aggregation function, in order 

to provide risk-averse insight into the increased exposure resulting from dependent 

assets. The children’s exposures that are aggregated using the energetic sum are 

weighted using                      in order to lower the inherited exposure if the 

respective asset has lower protection criteria requirements for this scenario.  

 

In (71),   {   |                         
                        

  }, where 

n is the number of child assets that the protection criterion is influenced by. 

 

  

                                                           

 

 

 

 

 

 
13 The protection criteria requirement levels of child assets are never higher than the protection 

criteria requirement of the parent asset, because the cumulating effect on requirements (as 

outlined in 3.1.2.1) does not need to be assessed for the scenario. The cumulative effect is 

established later during joint analysis by aggregating the protection criteria impacts of all as-

set-representations within the scenarios.  
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In (72),   {   |                         
                        

  }, where 

n is the number of child assets that the protection criterion is influenced by. 
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(72) 

 

                 {

            

                

                       

                                                                       

 (73) 

 

 

As this type of aggregation is suited to estimate the combined effect of overlapping 

risks, it should ideally be used to inherit risks between assets that share most of their 

threats. All asset exposures depicting non-overlapping aspects (e.g. applications as 

well as generic aspects, as shown in in Figure 61) should be added using the sum 

operation in order to provide a worst-case estimation of different attack vectors.  

However, because the protection criteria exposures at the asset level are general-

ized depictions of threats that can potentially interfere with the protection criteria, 

they may be treated as overlapping aspects, in order to emphasize the risk-averse 

estimation of relative risks provided by the energetic sum. Also, the energetic sum 

may also be used to aggregate correlated aspects at an earlier stage, in order to mini-

mize the required initial modeling workload. Due to the fact that maximum exposures 

are estimated too, changes to the aggregation function (at a later stage) are made 

transparent.  

Other aggregations functions and their assumed applicability for the estimation of 

specific behavior between components have been outlined in 2.3.1.2 and 3.1.2.1. 
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The asset current- and maximum protection criterion exposure is normalized as shown 

in (74) and (75) using the maximum asset exposure identified in (28).   

 

                                             (74) 

                                                     (75) 

 

To provide an easy way of defining relative dependencies between parent and child 

asset protection criteria, each criterion can be marked as a “knock-out”-criterion 

(                      . This increases the estimation of the parent protection 

criterion exposure to the relative level of the protection criterion exposure of the child 

asset, providing inheritance based on the relative weakest link instead of the absolute 

weakest link.   

This allows the more cautious inheritance of relative criteria exposures between 

dependent assets, so that a parent’s asset protection criterion risk is increased to the 

relative protection criterion risk of its child (76). 

 

                                                            

                                                                        
(76) 

 
This type of inheritance can be used to depict dependencies between parent and child 

assets in a relative worst-case scenario. If a highly complex, but also highly mature 

parent asset (e.g. a manually defined process with low relative exposure) is fully de-

pendent on a low complexity, immature asset (e.g. answering machine with a high 

relative exposure), this type of aggregation can be used to provide a worst-case esti-

mation for the parent asset based on the relative achievement of maturity targets of 

the child assets. 

 

In order to provide a point of inference for the expert system to influence impact fac-

tors, the respective user-defined impact value (non-normalized, e.g. 40.000 €) is in-

creased by the impact indicator (77).  

The impact influence field                      therefore uses a scale that is aligned 

with the current user-defined impact scale maximum. This allows protection criteria 

impact indicators to transparently describe the user-defined amount of potentially 

increased impact.  

Because related measure indicators are designed to describe elevated risks (in rela-

tion to the current situation), influence is only performed to increase the current, sub-

jectively estimated impact for each protection criterion, in order to maintain the 

worst-case estimation (for the current situation) (77).  

Impact influence is only performed up to the respective maximum impact defined for 

each protection criterion, in order to comply with normalization requirements for the 

impact scale (78).  
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                                                        (77) 

 

                                        

                                           
(78) 

 

Protection criterion risk          of an asset is estimated for each protection criterion 

by multiplication of respective exposure              and (influenced) impact 

                      as shown in (79). 

 

                                             (79) 

 

The relative protection criteria risk is established based on the potential maximum 

exposure of the protection criterion and the currently estimated influenced impact as 

shown in (80) and (81). Because the influenced impact also increases the maximum 

risk, the relative residual risk remains unchanged and only the normalized risk in-

creases. This is because the residual attack vector (exposure) is equal in both situa-

tions, so only the estimated current and maximum impact is increased by the influ-

ence.  

A protection criterion impact of an asset already assigned with the highest esti-

mated impact defined for a particular impact scale can therefore not be increased, 

because this could result in normalized risks greater than the maximum scale of 100. 

If impact indicators show increased risk on assets with maximum protection criteria 

requirements (e.g. critical), the respective asset owners should be immediately in-

formed by system message/email, preferably in case the respective exposure is above 

a user-defined threshold (increased impact on an asset with low exposure is not as 

time-critical as if it had high exposure).  

 

                                                      (80) 

              {

        

            

                   

                                                       

 (81) 

 

Influenced impact and risk of each protection criterion are also normalized as shown 

in (82), (83) and (84). The normalized relative protection criterion risk is established 

based on the maximum risk possible within the risk model as shown in (85).  

 

                                                               (82) 
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                                                (83) 

                                                         (84) 

 

               

{
 
 

 
 

         

                                     

                                                       

                                                                                          
 

                                                                                                                        

 
(85) 

 

Estimation of the overall risk of the asset can be done using maximum, sum, average 

or energetic sum of the individual protection criteria exposures, depending on the 

organizational requirements and preferences. To achieve a consistent cautious view 

on residual attack vectors and associated risks, the proposed model uses the energetic 

sum by default to estimate the asset overall risk.  

In order to not interfere with the estimated impacts, the overall impact 

                is established based on the maximum of m (influenced) protection 

criteria impacts                       of the asset (86), while the overall protection 

criterion exposure                   is aggregated based on the corresponding n pro-

tection criteria exposures              using the energetic sum (87). This is done in 

order to provide cautious overall estimation of residual attack vectors, without a po-

tential overall decrease of protection criteria risks if an energetically estimated overall 

impact would create a new maximum impact (during impact normalization).  

In (86),   {   |         }, where n is the number of (influenced) protection cri-

teria of the asset. 

 

                    
   

(                      
) (86) 

 

In (87),   {   |                         
                        

  }, where 

n is the number of protection criteria the asset is influenced by. 

 

                   {
         (∑  

             
  

   

)              

                                                                     

 (87) 

 

Again, in order to provide a relative view of residual attack vectors, the potential 

maximum and relative overall exposure are estimated based on the respective worst 

case scenario as shown in (88) and (89). 

In (88),   {   |                             
                            

  }, 

where n is the number of protection criteria the asset is influenced by. 
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                       {
         (∑  

                 
  

   

)               

                                                                             

 (88) 

 

 

                        

{

                 

                     

                            

                                                                                     

 
(89) 

 

 

The normalized overall exposure                    is calculated using the asset’s 

overall exposure                   and the current exposure normalization 

weight                   (90). The respective normalized maximum exposure is based 

on the potential maximum overall impact                 (91). 

 

                                                        (90) 

                                                                (91) 

 

The normalized overall impact                  for an asset is estimated based on the 

overall impact                 and the current impact normalization weight 

                as shown in (92). 

 

                                                 (92) 

 

Finally, the normalized overall risk                of an asset can be estimated based 

on the normalized overall values of exposure                    and 

pact                  (93). The respective normalized maximum overall risk 

                   is based on the respective normalized maximum overall 

sure                        (94). Because the risk normalization is dependent on the 

user-defined scale, the relative normalized overall risk                    is calculated 

based on the potential maximum risk scale, which is given by multiplication of the 

maximum impact scale                   and the maximum exposure scale 

                    of the risk model (95). 
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                                                    (93) 

                                                            (94) 

                    

{
 
 

 
 

              

                                     

                                                     

                                                                                             
 

                                                                                                                          

 
(95) 

 

 

 

The example shown in Figure 61 is based on the sce-

nario tree subset shown in  Figure 60.  

The asset exposures of IS Management and two 

application assets E-Mail and Active Directory are 

inherited onto the asset base exposures of Process 

Delivery (see Figure 59), creating a final asset expo-

sure and risk for the parent asset (see Figure 64).  

Because the scenario trees are also used to inherit 

business impacts in the opposite direction (protection 

criteria requirement levels), the levels of dependency 

from specific components can be specified according 

to the organizational context (e.g. if a process (parent) 

is not affected by a loss of confidentiality of an IT 

system (child), the protection criteria can be marked 

“negligible (0)” for the scenario, resulting in a zero 

confidentiality risk for the child as well as the inhibit-

ed inheritance of the respective protection criterion 

exposure). 

 Figure 60: Example 

scenario tree subset 

 

The example in Figure 61 assumes that the process Delivery can sustain the non-

availability of the application Active Directory for up to one day, without significant 

problems to the overall process. This also means, that all components that Active Di-

rectory is dependent on, only need the lowered availability requirement level for this 

scenario. The example below assumes all impact inferences (                    ) to be 

zero. 
  

SCENARIO TREE

Active 
Directory

E-Mail

IS 
Management

Process 
Delivery



 

 

113 

 

Asset (Parent) 

Process Delivery 

 

Impact level 

(V/NV) 

Asset base exposure Asset base risk 

V M NV NM % NV NM % 

Confidentiality Confidential 

(25/6.25) 
13.4 29.1 1.0 2.1 46 5.9 12.9 6 

Integrity Medium (25/6.25) 21.5 38.4 1.5 2.7 56 9.5 17.0 10 

Availability < 1 hour (40/10) 8.2 26.3 0.6 1.9 31 5.8 18.7 6 

Overall 40/10 22.3 39.1 1.6 2.8 57 15.8 27.7 16 

 

 

Asset (Child) 

IS Management  

Impact level 

(V/NV) 

Asset exposure Asset risk 

V M NV NM % NV NM % 

Confidentiality Confidential 

(25/6.25) 
17.2 31.6 1.2 2.2 54 7.6 14.0 8 

Integrity Medium (25/6.25) 16.7 28.8 1.2 2.0 58 7.4 12.8 7 

Availability < 1 hour (40/10) 17.3 32.0 1.2 2.3 54 12.3 22.7 12 

Overall 40/10 21.8 35.8 1.5 2.5 61 15.5 25.4 15 

 

Asset (Child) 

E-Mail  

Impact level 

(V/NV) 

Asset exposure Asset risk 

V M NV NM % NV NM % 

Confidentiality Confidential 

(25/6.25) 
34.2 45.7 2.4 3.2 75 15.2 20.3 15 

Integrity Medium (25/6.25) 12.7 48.2 0.9 3.4 26 5.6 21.4 6 

Availability < 1 hour (40/10) 14.2 45.4 1.0 3.2 31 10.1 32.2 10 

Overall 40/10 34.3 51.4 2.4 3.6 67 24.3 36.5 24 

 

Asset (Child) 

Active Directory  

Impact level 

(V/NV) 

Asset exposure Asset risk 

V M NV NM % NV NM % 

Confidentiality Confidential 

(25/6.25) 
24.6 38.4 1.7 2.7 64 10.9 17.0 11 

Integrity Medium (25/6.25) 31.2 42.5 2.2 3.0 73 13.8 18.8 14 

Availability < 1 day (30/7.5) 26.4 49.2 1.9 3.5 54 14.0 26.2 14 

Overall 30/7.5 33.1 50.3 2.3 3.6 66 17.6 26.8 18 

Figure 61: Scenario inheritance example of a process Delivery, which needs IS Man-

agement (Generic aspects), E-Mail and Active Directory (Applications). The inherited 

exposures of application-dependent components (IT systems, networks, rooms, build-

ings and users) have been omitted for readability reasons.  

 

V…Value, M…Maximum value, NV…Normalized value, 

NM…Normalized maximum value 

 

 

 

 

 



 

 

114 

 

                                       

         (  
   
     

     
  
  

     
     

  
  

     
     

  
  

  )       
(XXXVIII) 

                                            
  

   
  1.6 (XXXIX) 
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                                              (XLIV) 
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           (XLVI) 

 

Asset (Parent) 

Process Delivery 

 

Impact level 

(V/NV) 

Asset exposure Asset risk 

V M 
N

V 

N

M 
% 

NV NM % 

Confidentiality Confidential 

(25/6.25) 
34.8 46.7 2.5 3.3 75 15.4 20.7 15 

Integrity Medium (25/6.25) 31.8 49.6 2.3 3.5 64 14.1 22.0 14 

Availability < 1 hour (40/10) 22.6 45.6 1.6 3.2 50 16.0 32.3 16 

Overall 40/10 36.7 52.4 2.6 3.7 70 26.0 37.2 26 

Figure 62: Asset Process Delivery after scenario inheritance. The asset base exposure 

may be overwritten if the exposures from depending assets are estimated higher. 

However, the underlying exposures of the asset are still unchanged and provide in-

sight into the exposures that arise from its modules. 
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4.2.1.7 Joint Analysis  

 

In order to provide an estimation of the total protection criteria requirements for any 

asset, each (influenced) protection criterion requirement of the asset master 

                       is estimated based on the maximum protection criteria re-

quirements                        of n asset slaves, used within different scenario 

trees.  

In (96),   {   |         }, where n is the number of asset slaves. 

                          
   

(                       
) (96) 

 

The proposed model assumes that the aggregation of exposures depends on the rela-

tion of their respective impacts with the estimated impact of the master asset (as out-

lined in 4.2.1.6). This leads to the lowered incorporation of slave asset protection 

criteria exposures, if the scenario-dependent requirement level is lower than the esti-

mated asset master requirement level (97). It is irrelevant for the relation, if 

                       is based on influenced or un-influenced impacts, because asset 

slave impacts are influenced equally (using the same asset representation), so their 

relation doesn’t change. The variable                         is used because it is re-

quired to estimate total protection criterion risk. 

 

                      {

                      

                      

                         

                                                 14                         

  (97) 

 

The protection criterion exposure of each master asset is estimated based on the ag-

gregated protection criteria exposures                of its n slaves, mitigated by their 

respective influenced protection criteria impact relations                     , as 

shown in (101). Maximum and relative values are calculated as shown in (99) and 

(100). 

In (98),   {   |                          
                        

  }, 

where n is the number of asset slaves. If the master asset has no asset slaves (   ), 

the underlying asset base exposure               is used as calculated in (61). 

 

                                                           

 

 

 

 

 

 
14 Only relevant if the influenced protection criteria impact of the asset master (and all slave 

representations) is negligible (0).  
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{
         (∑  

               
                      

  

   

)               

                                                                                               

 
(98) 

 

In (100),   {   |                              
                        

  }, 

where n is the number of asset slaves. If the master asset has no asset slaves (   ), 

the underlying asset base exposure maximum                   is used as calculated 

in (62). 

 

                   

{
         (∑  

                   
                      
  

   

)               

                                                                                                  

 
(99) 

 

 

 

                   {

             

                 

                        

                                                                             

 (100) 

 

The asset master protection criterion risk           is estimated based on the estimat-

ed total influenced protection criterion impact                        and the estimat-

ed total protection criterion exposure               in (101). 

 

           {
                                                      

                                                                                    
 (101) 

 

Maximum and relative values of an asset master are calculated in (102) and (103) 

according to the same principle as before.  

 

               {
                                                     

                                                                                        
 (102) 

 

               {

         

             

                    

                                                             

 

 

(103) 

 

Normalization functions for master assets are calculated similar to scenario assets as 

shown in (82) to (85).
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JOINT 
ANALYSIS

SCENARIO TREE

Active 
Directory

Active 
Dirctory

Process 
Delivery

Process 
Sales

Active 
Directory

An asset master can estimate its total 

protection criteria risks based on the 

aggregation of all its asset slave rep-

resentations within the scenario trees. 

The default aggregation used for 

each protection criterion exposure is 

the energetic sum to establish a cau-

tious risk view aligned with the rest 

of the risk model, but depends entire-

ly on the organizational context and 

the desired estimation results. Other 

suitable aggregation methods include 

maximum, average, product and sum. 

The energetic sum as a cautious 

default aggregation method also 

applies to the overall risk of the asset 

master.  

 

Figure 63: Example joint analysis 

of a scenario tree subset 

 

The following example shows the joint aggregation (using the energetic sum) of the 

asset master „Active Directory”, based on the asset slave used in the previous example 

and another representation within “Process Sales”, which requires higher protection 

requirements than the asset slave within “Process Delivery”. The exposures of the 

asset slave within “Process Delivery” are higher, indicating that the slave asset “Ac-

tive Directory” of the “Process Sales” is dependent on additional, process-specific 

components (e.g. a sales-application that is authenticated via Active Directory Single-

Sign-On). 
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Asset  

Active Directory  

(Master) 

Impact level 

(V/NV) 

Asset base exposure Asset risk 

V M 
N

V 

N

M 
% NV NM % 

Confidentiality Confidential 

(25/6.25) 
13.4 29.1 1.0 2.1 46 5.9 12.9 6 

Integrity Medium (25/6.25) 21.5 38.4 1.5 2.7 56 9.5 17.0 10 

Availability < 1 Hour (40/10) 8.2 26.3 0.6 1.9 31 5.8 18.7 6 

Overall 40/10 22.3 39.1 1.6 2.8 57 15.8 27.7 16 

 

 

Asset 

Active Directory  

@ Delivery 

Impact level 

(V/NV) 

Asset exposure Asset risk 

V M 
N

V 

N

M 
% NV NM % 

Confidentiality Confidential 

(25/6.25) 
24.6 38.4 1.7 2.7 64 10.9 17.0 11 

Integrity Medium 

(25/6.25) 
31.2 42.5 2.2 3.0 73 13.8 18.8 14 

Availability < 1 day (30/7.5) 26.4 49.2 1.9 3.5 54 14.0 26.2 14 

Overall 30/7.5 33.1 50.3 2.3 3.6 66 17.6 26.8 18 

 

Asset 

Active Directory  

@ Sales 

Impact level 

(V/NV) 

Asset exposure Asset risk 

V M 
N

V 

N

M 
% NV NM % 

Confidentiality Confidential 

(25/6.25) 
34.2 45.7 2.4 3.2 75 15.2 20.3 15 

Integrity Medium 

(25/6.25) 
12.7 48.2 0.9 3.4 26 5.6 21.4 6 

Availability < 1 hour (40/10) 14.2 45.4 1.0 3.2 31 10.1 32.2 10 

Overall 40/10 34.3 51.4 2.4 3.6 67 24.3 36.5 24 

 

Figure 64: Joint inheritance example of asset master Active Directory using two asset 

slave representations with varying protection criteria requirement levels (impacts) for 

availability. 

 

V…Value, M…Maximum value, NV…Normalized value, 

NM…Normalized maximum value 
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Asset  

Active Directory 

(Master) 

 

Impact level 

(V/NV) 

Asset exposure Asset risk 

V M 
N

V 

N

M 
% NV NM % 

Confidentiality Confidential 

(25/6.25) 
34.7 46.5 2.5 3.3 75 15.4 20.6 15 

Integrity Medium 

(25/6.25) 
31.7 49.6 2.2 3.5 64 14.1 22.0 14 

Availability < 1 hour (40/10) 21.1 46.0 1.5 3.3 46 15.0 32.6 15 

Overall 40/10 36.6 52.4 2.6 3.7 70 26.0 37.2 26 

 

Figure 65: Asset Active Directory after joint inheritance. The asset base exposure 

itself may be overwritten, if the exposures from asset slaves are estimated higher. The 

underlying exposures of the asset master are still unchanged and provide insight into 

the asset exposures and risks that arise from its modules. 
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This procedure is continued, until all exposures have been aggregated. Because esti-

mation of risks throughout the model requires normalization, the respective maximum 

asset and module exposures, threat likelihoods and safeguard risks are identified and 

saved along with all non-normalized values for this round. Upon visualization, the 

normalized values are calculated on-the-fly and presented to the user in form of a 

trend. 

4.2.2 Risk Evaluation  

 

In order to support decision making regarding safeguard prioritization and implemen-

tation, the proposed model estimates the safeguard sensitivity of each safeguard based 

on all associated safeguard risks and their related threat- and module exposures as 

well as asset risks to support the identification of the safeguards with the highest 

overall impact on the organization. 

The safeguard analysis can be based on the results of the joint analysis (asset mas-

ters), providing generalized sensitivities, or on scenario analysis (asset slaves) to es-

timate detailed sensitivities based on all asset scenario instances.  

Sensitivity analysis is done at a high level, providing a single generalized safe-

guard. The safeguard sensitivity analysis function for a single generalized IT-

Grundschutz safeguard               incorporates:  

 

- all of its related safeguard instances and their risks      , 

- their cross-referenced threat protection criteria exposures             ,  

- further module protection criteria exposures             , and 

- respective asset protection criteria risks          (masters/slaves)  

to incorporate all information about the safeguard that is affecting the risk model.  

Because the expert system might alter the safeguard maturities, threat protection 

criteria exposures or protection criteria impacts, their influenced variations are used 

within the calculation. 

During testing, the usage of the energetic sum for establishing safeguard sensitivi-

ties turned out to provide quite homogenous results across the safeguard landscape, 

due to the amount of incorporated variables and the fact, that overall results strongly 

depended on peak risks with low to none incorporation of lower risks. Therefore, the 

estimation of safeguard sensitivities is using the sum operator. 

All m safeguard instances       are multiplied and summed up with their n threat 

protection criteria exposures (threat likelihood specific to each influenced protection 

criterion), related module protection criteria exposures              and respective 

asset protection criteria risks (see (104) and (105)). 
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Basing the results on joint analysis (104) involves all n asset protection criteria risks 

          of the master asset, which has the advantage of providing a generalized (but 

more uniformly distributed) evaluation of safeguard sensitivities that can be estimated 

without the need for an already established scenario tree.  

In (104),   {   |         } and   {  |         }, where m is the number 

of safeguard instances in the risk model and n is the number of related protection 

criteria. 

 

                      

∑∑      
              

 

   

             
           

   

 

 

(104) 

If sensitivity analysis is based on scenario analysis (105), every asset is involved with 

its o slave representations and their risk          , providing a highly granular estima-

tion of safeguard sensitivities, covering all scenario dependencies.  

In (108),   {   |         },   {  |         } and   {  |         }, 
where m is the number of safeguard instances within the risk model, n is the number 

of related protection criteria and o is the number of related asset slave representations. 

 

 

                         

∑∑∑       
              

 

   

             
            

      

 

 

(105) 

 

Similar to the previously outlined risk estimation procedure, risk evaluation addition-

ally estimates the maximum and relative sensitivity based on joint analysis (see (106) 

and (107)) or scenario analysis (see (108) and (109)), using the potential worst-case 

scenario.  

In (108),   {   |         } and   {  |         }, where m is the number 

of safeguard instances within the risk model and n is the number of related protection 

criteria. 

 

 

                          

∑∑          
                  

 

   

                 
               

   

 (106) 
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{

                   

                       

                               

                                                                                       

 
(107) 

 

In (108),   {   |         },   {  |         } and   {  |         }, 
where m is the number of safeguard instances within the risk model, n is the number 

of related protection criteria and o is the number of related asset slave representations. 

 

 

                             

∑∑∑           
                  

 

   

                 
                

      

 (108) 

 

                             

{

                      

                          

                                 

                                                                                                 

 
(109) 

 

 

To provide an easily interpretable result, all generalized safeguard sensitivities are 

normalized to a scale of [0, 100] with the maximum generalized safeguard sensitivity 

                    , established on all n generalized maximum safeguard sensitivities 

within the risk model, shown in (110).  

In (96),   {   |         }, where n is the number of safeguards within the risk 

model. 

                        
   

                   
  (110) 

 

Normalization functions for a joint analysis base are outlined in (111) and (112), for a 

scenario analysis base in (113) and (114). 

 

 

                      {

                   

                    

                           

                                                                                 

 (111) 
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{

                       

                    

                           

                                                                                  

 
(112) 

 

                         {

                   

                    

                           

                                                                               

 (113) 

 

                              

{

                          

                    

                           

                                                                                          

 
(114) 

 

 

By showing which generalized IT-Grundschutz safeguard is most cross-referenced, 

with the highest threat protection criteria exposures, the highest module protection 

criteria exposures and the most influenced assets and highest asset protection criteria 

risks, the importance of the safeguard generalization can be related to others within 

the risk model.  

Safeguard sensitivity can be calculated at any time to help identify the safeguards 

with the highest impact on the overall situation and to support decision making of risk 

management actions. 

Sensitivities of assets, modules and threats can potentially be estimated following 

the same schema and removing the variables of the underlying layers, but have been 

omitted due to time restraints and the already high complexity of the prototype.  
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4.3 Influence Estimation using Expert Knowledge 

 

The following influence estimation is based on the examples outlined in Figure 26. 

Based on two measure indicators, the framework provides independent (e.g. OR con-

catenation of measure indicators, defining separate rules) as well as conditional 

(AND-concatenation of measure indicators) influence estimations on a risk factor 

(safeguard maturity). Based on the indicators, measurements, rules and specific risk 

factor targets defined, the proposed model generates a FCL-compliant input file, cal-

culates the estimated output using an open-source, FCP-compliant fuzzy logic library 

written in JAVA (JFuzzyLogic) and incorporates the results as risk factor influences 

into the risk model. 

The following sections cover the calculation procedure required for fuzzy control, 

however, the functionality is covered by most fuzzy logic libraries. 

4.3.1 Fuzzification 

 

First of all, the indicators are used in combination with their current measurement to 

provide the membership degree of their respective indicators. 

 

Measure indicator 1: Months since last Information Security Policy (ISP) revision 

 

The membership function of the indicator term high for the measure in Figure 66 has 

been assumed as a multi-point linear function.  

This is done according to FCL specification by separating every point combina-

tion with brackets (                    …        ,) as shown in (LV).  

 

FUZZIFY months_since_last_isp_revision 

    TERM high := (0,6) (22,1) (24,1) 

END_FUZZIFY 

(LV) 

 

0 6 12

0

1

18

.75

.5

.25

24

 high 

 
Figure 66: Fuzzification of measure Months since last ISP revision with the 

indicator term high  
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The membership value corresponding to an example measurement shown in Figure 66 

is established in (LVI).  

  

                                   
 

|    |

|    |
       (LVI) 

 

The membership degree µ can be estimated for linear functions based on the left and 

right bound points of the membership definition. The example assumes a current 

measurement of 12 months for this measure, selecting the next lower and next higher 

points of the membership definition.  

  

Measure indicator 2: Percentage of users trained regarding the ISP 

 

The membership function of the indicator term high for the measure in Figure 67 has 

been assumed as a sigmoid function. This is done according to FCL specification 

using the syntax “sigm gain center” as shown in (LVII).  

 

FUZZIFY percentage_of_users_trained_regarding_the_isp 

    TERM high := sigm 0.1 50 

END_FUZZIFY 

(LVII) 

 

0 50

0

1

.75

.5

.25

100

                                         high   NOT high

 
Figure 67: Fuzzification of measure Percentage of users trained regarding 

the ISP with the indicator term high and its inverse NOT high 

 

The membership degree µ can be estimated for sigmoid functions using the formula 

outlined in (115). The respective NOT high is calculated by means of subtraction from 

the full membership degree as shown in (LX). 

 

          
 

(                       )
 (115) 
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The example in (LIX) assumes a current measurement of 62 percent for this measure. 

 

                                               (LVIII) 

                                              
  

 

(                   )
       

 

(LIX) 

                                                  
  

                                                
       

(LX) 

 

Influence indicator 1 & 2: low and high safeguard influence 

 

0 1

0

1

.75

.5

.25

2

                   low                              high

 
Figure 68: Influence indicators low and high used for safeguard influence 

 

The influence indicators are designed to provide a result for the modification of re-

spective risk factors (safeguard/threat/impact) and should be aligned with the influ-

ence scales outlined in 4.2.1. The terms used for example (LXI) are assumed as sig-

moid functions, influencing the related safeguard maturity levels negatively by a fac-

tor of [0, 1] low and [0.7, 2] high. The influence indicators in (LXI) define the maxi-

mum decrease of the related safeguard maturity levels, raising the respective risks 

throughout the risk model accordingly. 

 

FUZZIFY s_2_192_[safeguard id]_drawing_up_an_isp_influence 

    TERM low := sigm 10 0.5 

    TERM high := sigm 8 1.4 

END_FUZZIFY 

(LXI) 
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4.3.2 Aggregation and Activation  

 

The first rule establishes a correlation effect (attack vector chain) between measures, 

creating high influence.  

 

IF Months since last ISP revision IS high AND Percentage of users 

trained regarding ISP IS NOT high  

THEN S 2.192 Drawing up an Information Security Policy IS high 
 
IF (0.375 AND (1-0.769)) 

THEN S 2.192 Drawing up an Information Security Policy IS high 
 
IF MIN(0.375, 0.231) 

THEN S 2.192 Drawing up an Information Security Policy IS 0.231 

high 

(LXII) 

 

The second rule establishes a concatenation of measures that influence the respective 

factors independently. This can also be achieved by using multiple rules without any 

concatenation between conditions. 

 

IF Months since last ISP revision IS high OR Percentage of users 

trained regarding ISP IS NOT high  

THEN S 2.192 Drawing up an Information Security Policy IS low 
 
IF (0.375 OR (1-0.769)) 

THEN S 2.192 Drawing up an Information Security Policy IS low 
 
IF MAX(0.375, 0.231) 

THEN S 2.192 Drawing up an Information Security Policy IS 0.375 low 

(LXIII) 

 

4.3.3 Accumulation  

 

In order to provide a clean separation between influence ranges, the accumulation is 

done within separate rule blocks, as outlined in 3.3.3 and shown in Figure 26.  

 

             
  MIN(0.375) -> low influence on  

S 2.192 Drawing up an Information Security Policy  

 

              
  MIN(0.231) -> high influence on  

S 2.192 Drawing up an Information Security Policy 

(LXIV) 
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4.3.4 Defuzzification  

 

Because the accumulation is performed within different rule blocks, defuzzification is 

done for each rule individually. The defuzzification method used is the Left-Most-

Maximum, according to the requirements defined in 2.3.4.3. The generic definition of 

the specific calculation function ((115) solved for  ) for the sigmoid influence indica-

tors is shown in (116). The example values shown in Figure 69 are calculated in 

(LXV) and (LXVI). 
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Figure 69: Activated influence indicators low with 0.375 and 

high with 0.231 used for defuzzification 
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4.3.5 Risk Factor Influence  

 

The expert system can provide multiple results based on all activated rules. The esti-

mation of total influence                on any factor is done by establishing the 

maximum (worst-case-scenario) of all n influence indicators                    as 

shown in (117). The safeguard-specific example is continued in (LXVII). 

In (117),   {   |         }, where n is the number of indicators. 

                    
   

(                   
) (117) 
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(LXVII) 

 

Depending on the specific risk factor targets defined for the risk model (as outlined in 

Figure 51), all defined instances within the risk model are inferred accordingly.  

The example result                          shown in (LXVII) increases the esti-

mated safeguard maturity gap               as outlined in (36), resulting in adapted 

safeguard risks as shown in Figure 70.  

Besides safeguard maturity influence outlined in 4.2.1.1, threat likelihoods and 

their specific influence on protection criteria can be manipulated as outlined in 

4.2.1.3, as well as asset impacts on specific protection criteria, as outlined in 4.2.1.6. 
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Figure 70: Example influence (before/after) of safeguard maturities of S 2.192 Draw-

ing up an Information Security Policy, covering all cross-referenced threats equally 

(WITH WEIGHT 1.0) on the example asset IS Management 

 

M…Maturity, R…Safeguard risk, RM…Potential maximum safeguard 

risk, RR…Relative safeguard risk 

 

The model can be continuously re-estimated in scheduled intervals or by manual initi-

ation to create new risk assessment results based on changed measurements or risk 

factor evaluations. 
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5 Proposed Framework and Prototype  

Due to time and resource constraints the prototype development focused on primary 

risk assessment aspects, with only basic integration of risk management functionality 

(e.g. actions can be related to their risk factors, including definition of responsibilities, 

dates and schedule, managing implementation projects, reporting, etc.). In order to 

incorporate the most recent version of the IT-Grundschutz catalogs and to ease evalu-

ation and validation efforts within the German-speaking domain of the Austrian Fed-

eral Ministry of Defense, the prototype interfaces have been developed in German, 

using the 12
th

 German version of the IT-Grundschutz catalogs, released in 2011
15

.  

Metric management interfaces allow the definition and derivation of measures us-

ing basic mathematical operators (addition, subtraction, multiplication, division, pow-

er, brackets). The expert system provides a rule generation interface, allowing the 

selection of specific risk factors
16

.  

The prototype has been named RiskSense and provides proof-of-concept interfaces 

for the management of the core-objects and respective supporting-object mappings in 

Figure 71. 

                                                           

 

 

 

 

 

 
15 In June 2013, the 13th version of IT-Grundschutz was released by the German BSI and incor-

porated into the thesis. The prototype database, as well as all evaluation models are based on 

the 12th version and have not been updated, due to the fact that no structural modifications 

have been performed [70].  
16 Due to time constraints, the selection interface (front-end) for specific risk factor targets has 

only been implemented as a proof of concept for safeguard targets, allowing the highest 

granularity of control compared to threat and impact targets (higher level factors). 
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Figure 71: Primary objects and relations of RiskSense
17

 

 

Due to the need for a continuously available component that handles measurement 

updates through automated sensors and the desired integration of all responsible per-

sonnel into the risk assessment process, the prototype has been developed as a web-

service. 

Because of its rapid prototyping abilities, clean model-view-controller design and 

high applicability for database-driven web-applications, Ruby on Rails (RoR) has 

been chosen as a server-side environment. Especially the database model handling via 

“Active-Record” enables the rapid definition of complex database models. 

Because the prototype interface focuses on modeling and visualization of trends, 

the Adobe Flex Framework (Flex), which is used for highly complex charting and 

dashboard applications, has been chosen as a client-side environment for asynchro-

nous communication. According to [59], the flash player, which is required to run 

Flex applications, is the most widespread RIA (Rich-Internet-Application) plugin 

with a ~99% penetration for Internet-connected PCs and ~82% penetration of mobile 

platforms.  

While the rails back-end enables communication over HTTP(S) using multiple 

additional standard-ASCII-formats (e.g. XML, JSON, etc.), communication with the 

front-end is established using the binary-encoded transport protocol AMF3 (Adobe 

Action-Message-Format 3) which supports – amongst others – inner-object-

references, enabling significant smaller objects for (de-)serialization and transmission. 

The back-end uses a PostgreSQL database, enabling increased performance, integ-

rity and scalability compared to e.g. MySQL, which is commonly used within RoR 

development. 

                                                           

 

 

 

 

 

 
17 See Figure 73 for more details. 
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Figure 72: High-level overview of prototype architecture and components 

The prototype enables the integration (authorization, measurement handling) of exter-

nal sensors (e.g. scripts), that can be implemented on any external IT system that can 

communicate with the web-service over HTTP(S). Of course, these sensors do not 

need to be implemented on the IT system providing the measurement source, as long 

as a secure way of data acquisition and transfer can be established (e.g. implementing 

sensors on a separate IT system that gathers IDS measurements by logging into the 

IDS application over a secure channel, parsing the required information and deliver-

ing the data to the web-service). 

The back-end provides web-service components that handle the functions used for 

metrics-, expert system- and risk-assessment and –management. Depending on the 

user-credentials (role assignments and authorization), the front-end provides the users 

with the metric and risk factor estimation and evaluation interfaces showing only 

objects within their realm of responsibility (see 5.1.1).  

In order to maximize compatibility with external sensors, a single controller action 

is accessible without authentication and without role-based authorization. This con-

troller is used for the integration of automated sensors, but requires the communica-

tion to originate from the registered IP address and to include a shared secret regis-

tered for the sensor. 

Figure 73 shows an overview of the implemented back-end domain model. Figure 

74 shows an overview of the proposed integrated process and the following chapter 

provides detailed insights into the interfaces and process steps. The screenshots de-

picted in the following chapter show the risk model that has been used for testing and 

evaluation during prototype development and is described in detail in Annex A of [3].
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Figure 73: High-level domain-model of implemented prototype (some links have been 

omitted due to readability reasons). 
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Figure 74: High-level overview of integrated prototype process steps
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5.1 Interfaces and Process Steps 

 

The prototype interfaces use a standardized layout as shown in Figure 75. The process 

navigation panel on the left provides an accordion component to guide the user 

through the proposed process outlined in Figure 74, presenting respective sub-process 

actions inline. Depending on the selected process step, the appropriate workspace 

panel and the respective sub-section of the overview panel are activated. The over-

view panel is used to show general information as well as selected and related objects. 

The workspace panels follow the standardized layout shown below and provide spe-

cific object views dependent on the processed objects. Nearly all workspace interfaces 

include sub-panels that provide fields and functions for creating, updating (single/ 

multiple) and deleting objects as well as display and filtering options for the respec-

tive workspace.  The navigation and overview panels as well as all workspace sub-

panels are retractable in order to adjust each components used space. 
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Figure 75: Standardized prototype interface layout 
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5.1.1 Logon and Authorization 

 

The logon procedure establishes the scope of interfaces available to the authenticated 

user based on its authorization roles. The authorization is done at the client side (disa-

bling certain interfaces) as well as on the server side (authorization rules for every 

accessible controller action). Implemented authorization roles are: 

 

 

- Risk Managers (Administrators) can cre-

ate, read, update and destroy all objects 

- Auditors can read all objects 

- IT-Grundschutz Managers can create, 

read, update and destroy all IT-

Grundschutz objects 

- Agents can read all objects and can create safeguard maturity evaluations and 

measure assessments (can be assigned to roles/individual users) in their realm of 

responsibility 

Immediately after logon, the user is presented an overview and description of the 

process (see Figure 77). Until a risk model is selected, the user can access the user-, 

protection criteria-, IT-Grundschutz-, metric- and expert-system-interfaces in order to 

manage information independent of the risk model (management of overarching as-

pects). 

To demonstrate the multi-media-capabilities of Flex and to provide an integrated 

training concept for users, an interface for the provision of awareness videos has been 

implemented (see Figure 78). 
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Figure 76: Prototype logon screen 
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Figure 77: Overview and description of the implemented process model 
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Figure 78: Management and provision of information security awareness videos 
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5.1.2 Risk Model Context Establishment  

 

The risk managers can create, update, copy, delete and filter independent risk models. 

Every risk model enables the definition of the context, incorporating a strategic de-

scription, organizational details, scope definition, objective definition, qualification 

and maturity target definitions and global risk factor indicators for the risk model. 

To aid visual perception of the primary security objectives, global qualification and 

maturity target levels are depicted as medal symbols. 

In order to provide basic simulation capabilities within the prototype, risk models 

can be copied along with their related objects. 

Users can be managed and IT-Grundschutz roles can be assigned to individu-

al/multiple users after selection/creation of the desired risk model (see Figure 80). The 

mapping of IT-Grundschutz roles to users is performed at the IT-Grundschutz role 

interface (see Figure 89). Details of the current user, including its role assignments to 

the currently selected risk model are shown in the overview sub-panel “Session-

Environment” (see Figure 80). After risk model selection, the overview sub-panel 

“Model-Environment” shows details on the core criteria, targets and objects of the 

risk model (see Figure 81). 

Protection criteria can be managed and assigned to risk models to be included in 

the risk assessment (see Figure 81). If new protection criteria are defined, the defini-

tion of threat influences to those protection criteria can be done using the IT-

Grundschutz threat interface (see Figure 85). If the usage of the risk assessment com-

ponent is not required, the user can skip the following steps and jump right to the 

metric assessment. 

For all protection criteria added to the risk model, evaluation levels and boundary 

definitions have to be established. These requirement levels can be defined individu-

ally for every protection criterion including user-defined impact values and descrip-

tions of the primary aspects (see Figure 82). 
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Figure 79: Risk model management interface, showing risk model details 



 

 

142 

 

 

Figure 80: Managing users, authorizations and mappings to IT-Grundschutz roles, 

distinct for the selected risk model 
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Figure 81: Protection criteria management and risk model assignment 
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Figure 82: Protection criterion requirement level management 
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5.1.3 Risk Assessment 

 

The process of risk assessment covers the identification of risks and the dependencies 

between assets, the estimation of risk factors and the evaluation of estimated risks. 

5.1.3.1 Risk Identification 

 

The IT-Grundschutz framework can be managed through separate interfaces for the 

management of modules, threats, safeguards and roles, used to demonstrate organiza-

tional assets. The interfaces include logic to view and manage cross-references be-

tween these objects, allowing the definition of new objects as well as the extension of 

existing objects to perform detailed analysis. To indicate the potential exposures asso-

ciated with modules and their cross-references, generalized
18

 exposures have been 

calculated similar to the procedure outlined in 4.2.1 (the more and higher prioritized 

safeguards are required to establish baseline protection, the higher the potential expo-

sure, see Figure 83 and Figure 84 using a tree map view).  

When switching to the IT-Grundschutz management interfaces, the overview sub-

section “IT-Grundschutz Environment” becomes active and provides information 

about selected/filtered objects as well as the currently selected mode of cross-

reference view (e.g. showing all threats of the selected module(s)) (see Figure 83). 

IT-Grundschutz threats, mappings to modules, as well as mappings to protection 

criteria can be managed to depict their potential influence. The interface offers several 

options for the display of different cross-references (assets, modules, safeguards and 

roles). As most interfaces, the threat interface allows the manipulation of multiple 

objects at once (fields as well as mappings) as shown in Figure 85.  

The IT-Grundschutz safeguard interface (see Figure 86) provides safeguard and 

additional control management aspects, as well as the possibility to establish and ex-

tend detailed cross-references (see Figure 87). This allows the detailed analysis of 

security aspects for modules with elevated protection criteria requirements as required 

by [48].  

Besides standard view and filtering options, the interface provides a mapping to 

ISO/IEC 27002 controls as shown in Figure 88. This enables the drill-down of specif-

ic IT-Grundschutz safeguard definitions and requirements based on generic ISO/IEC 

27002 controls. 

The IT-Grundschutz role interface is used to manage roles and their mappings to 

IT-Grundschutz safeguards. As most interfaces, the role interface offers the view 

option of a context- and mouse-sensitive cloud (tag cloud), as shown in Figure 89. 

 

                                                           

 

 

 

 

 

 
18 Module exposures of the IT-Grundschutz framework are estimated without taking protection 

criteria influences into account, as the assessment of various protection criteria is subject to 

selection for every risk model.    
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Figure 83: IT-Grundschutz module management, outlining general exposure levels 
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Figure 84: TreeMap view of IT-Grundschutz modules and respective general expo-

sures, grouped by type 
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Figure 85: IT-Grundschutz threat management, currently editing multiple threats 
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Figure 86: IT-Grundschutz safeguard management, currently showing safeguard 

details 
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Figure 87: Cross-reference management, currently prioritizing and assigning safe-

guard to threats (detailed risk analysis) 
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Figure 88: Incorporated ISO/IEC 27002 mapping with IT-Grundschutz safeguards 
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Figure 89: IT-Grundschutz role management, currently showing cloud view 
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5.1.3.2 Risk Estimation  

 

The risk assessment component consists of separate interfaces for asset management 

(including scenario and joint analysis) and safeguard maturity estimation. The func-

tionality for adjustment of risk factors is provided through the asset management in-

terface (allowing the adjustment of protection criteria, modules, threats, safeguards 

and roles based on the asset catalog of the risk model), while the safeguard interface 

provides the ability to estimate threat-specific safeguard maturities based on the safe-

guard catalog of the risk model.  

Figure 90 shows the asset management interface (master assets) with the sub-

panel showing asset details. Modules are assigned to master assets (and can be ana-

lyzed in detail) using the IT-Grundschutz interfaces and are simulated identically for 

all scenario assets, therefore allowing a comprehensive dependency analysis while 

minimizing the required estimation effort. 

Figure 91 outlines the scenario asset tree(s) used to model dependencies between 

assets. The asset master list and the asset slave trees can be displayed side-by-side, 

allowing drag-and-drop assignment of dependencies. Also, established dependency 

sub-trees can be copied within the scenario analysis to avoid repetitive work.  

The aggregation method used for each inheritance step and each protection criteri-

on defaults to the energetic sum (see 3.1, Model Assumptions and Limitations), but 

can be adjusted to the context and organizational preferences (e.g. the cluster servers 

use the minimum availability exposure of their children due to their redundancy, 

while still using the energetic sum to estimate the accumulated confidentiality and 

integrity exposure, because both systems expose these protection criteria independent-

ly). 

Starting at the root of the scenario tree(s), protection criteria requirements for sce-

nario assets can be established, documented and inherited to their child assets. This is 

performed until all scenario assets have assigned requirement levels (filtering options 

available).  

The information associated with each asset can be inspected and specific risk fac-

tors managed individually by drilling-down through its modules, threats, safeguards, 

roles and users (see Figure 93 and Figure 94). The interface also allows asset-, mod-

ule- and threat-specific estimation of safeguard maturities related to individual assets. 
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5.1.3.3 Risk Evaluation 

 

The second risk assessment interface provides the ability to estimate safeguard matur-

ities based on ISO/IEC 27002 controls or IT-Grundschutz safeguards directly (de-

pending on the desired assessment detail).  

The back-end dynamically provides the user with assets, modules and threats 

cross-referenced with the selected safeguard(s) within the risk model. The framework 

gives the users the ability to estimate threat-specific safeguard maturities for all de-

sired objects (depending on the desired assessment depth), aided by additional control 

questions defined for the safeguards in question.  

Details on the selected IT-Grundschutz safeguard can be displayed within the sub-

panel to aid the estimation. 

The interface also enables the sensitivity analysis of safeguards, showing their cur-

rent impact on the overall model. Agents only see IT-Grundschutz safeguards within 

their realm of responsibility. The risk managers can simulate the view of specific 

roles using the filtering mechanism to establish distinct role estimation interfaces. 
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Figure 90: Master assets, showing risks, currently showing asset details 
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Figure 91: Drag-and-drop scenario dependency-assignment of assets, showing expo-

sure trends of protection criteria and associated risks 
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Figure 92: Scenario tree and asset details, currently showing information associated 

with one of its modules 
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Figure 93: Module-threat-safeguard-role-user information drill-

down for every asset 
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Figure 94: Module-threat-safeguard-role-user drill-down for adjustment 

of risk factors for every asset 
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Figure 95: Safeguard management interface, currently using the ISO/IEC 27002 con-

trol mappings  
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Figure 96: Safeguard management interface showing sensitivity analysis and asset-, 

module- and threat-specific safeguard maturity evaluation, supported by additional 

control questions 
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5.1.4 Risk Treatment 

 

Basic risk treatment options are supported within the prototype using actions (e.g. 

policies, procedures, guidelines, activities, etc.) that can be assigned to their respec-

tive risk factors within the risk model. This allows for multiple granularity levels 

when documenting treatment options, from very high-level assignments to highly 

granular asset-, module- and threat-specific documentation of safeguards involved in 

risk reduction.  

To support all four options available for the treatment of identified risks, actions 

can also be defined to: 

 

- represent projects or processes for risk avoidance,  

- reference contracts, requirements and procedures for risk transfer, and 

- document risk retention, by allowing a formal acceptance of clearly defined 

residual risks, as shown in 5.1.5. 

Aside from general information about actions, states, schedule, due date, responsible 

users and initial/recurring costs can be documented. Agent users can only read and 

edit actions in their realm of responsibility and all users are dynamically provided 

with a calendar component outlining their actions (see Figure 97).  

 

 

 

Figure 97: Subset of the risk management overview panel, allowing a user-specific 

view of safeguards, actions and their schedule, outlined using a calendar component  

 

Using the safeguard interface, users can map asset-, module- and threat-specific safe-

guards to planned or existing actions, providing reference to organization-specific 

policies and procedures. 

Advanced filtering and assignment options allow the easy establishment of very 

basic as well as highly detailed mappings between organizational risks and actions, 

providing the data basis for future Return-On(-Security)-Investment calculations. 
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Figure 98: Safeguard management interface showing sensitivity analysis using 

TreeMap view and the action management sub-panel that allows asset-, module- and 

threat-specific safeguard-reference and filter operations 
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5.1.5 Risk Acceptance 

 

All residual safeguard risks within the risk model can be formally accepted by the 

organization’s top management. 

Each acceptance of residual safeguard risks has to be justified and defined up to a 

specific date. Documentation of risk acceptance is supported using the safeguard 

evaluation interface, providing filtering and mapping functionality regarding asset-, 

module- and threat-specific safeguard maturity evaluations as well as organizational 

actions, as shown in Figure 99 .  

Accepted safeguard risks are flagged to have a specific level of acceptable imma-

turity to account for dynamic changes to risk model target-maturities (and respective 

changes of residual risks) during the objects lifetime. Until each risk acceptance ob-

ject becomes invalid, residual safeguard risks are neglected during model re-

estimation up to their level of accepted safeguard immaturity.  
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Figure 99: Safeguard management interface showing formal acceptance of residual 

risks, resulting from asset-, module- and threat-specific safeguard immaturities 
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5.1.6 Metric Assessment & Management  

 

Within the metric management interface, risk managers can create, update, copy, 

delete and derive metrics, as well as register external sensors for automated data ac-

quisition.  

Base metrics can be evaluated by risk managers or agents with the appropriate role 

assignments. Derived metrics are calculated automatically.  

The derivation of metrics is aided by providing a formula field with basic mathe-

matical operators and a selection interface for base metrics. Agents only see metrics 

in their realm of responsibility. 

If a metric should be used within the integrated expert knowledge management 

system, fuzzy terms can be defined to establish the required indicators. 

 

 

     

Figure 100: Metric and indicator management of a derived metric. Indicators have to 

be established for all metrics that shall be used within the integrated expert knowledge 

system. 
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Figure 101: Metric management, currently showing metric details.  
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5.1.7 Expert Knowledge Management  

 

The expert knowledge management system allows the definition of rules describing 

relationships between metrics, their indicators and risk factors.  

To aid the exchange of expert knowledge between organizations, these rules are 

defined for generic risk factors as provided by IT-Grundschutz. Each generic risk 

factor target can be mapped to organization-specific instances to provide high granu-

larity when establishing relations. Specific instances of general risk factor targets are 

identified within the risk model and presented to the risk manager for detailed as-

signment and weighting as shown in Figure 103 and Figure 104. 

Because of time constraints, the development of selection interfaces for risk fac-

tors focused on IT-Grundschutz safeguards, allowing the highest granularity of con-

trol compared to threat and impact targets (higher level factors). 

5.1.8 Sensor Integration 

 

To aid integration and automation when dealing with security measurements, the 

prototype allows the management of sensors which are defined to accept measure-

ments from registered, independent scripts or programs gathering respective meas-

urements locally or on remote systems.  

Using software authorization, sensors can be registered to provide respective 

measurements to the web-service, while communication can be protected by SSL and 

authenticated via pre-shared-secrets. 

 

 
 

Figure 102: Management interface for external sensor integration 
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Figure 103: Expert knowledge management, currently showing expert rule details. 

Each general risk factor can be assigned and specifically weighted to influence specif-

ic risk factor instances within the risk model. 
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Figure 104: Management interface for risk factor targets within the risk model.  
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5.1.9 Continuous Risk Communication, Monitoring and Review 

 

The proposed model and prototype interfaces enable collaboration aspects to support 

continuous risk communication as well as various schedules for activities, risk factor 

estimations and security measurements to support continuous monitoring and review. 

The dashboard view is included in most interfaces as an additional view (e.g. IT-

Grundschutz module interface, see Figure 105 and Figure 106) that is dynamically 

updated with the object selection and allows the consolidation and analysis of various 

security relevant aspects.  

 

 

Figure 105: Example IT-Grundschutz module dashboard, showing the relation and 

number of available module types 

 

 

Figure 106: Example IT-Grundschutz module dashboard, showing the estimated 

number of threats and likelihoods of filtered and selected modules 
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6 Evaluation & Validation 

 

The prototype has been used to apply the proposed model, including the evaluation of 

the applicability of functional relationships for risk assessment (see 2.3.1 and 3.1) and 

fuzzy logic for measurement inference based on expert knowledge (see 2.3.4 and 3.3). 

The practicability and reasonability of the approach has been tested and validated 

in the course of several simulations, a comprehensive risk model based on the evalua-

tion model defined in Annex A of [3], as well as through the extensive evaluation by a 

unit of the Federal Ministry of Defense (see Annex A).  

Further evaluation of the prototype has been done within the context of SEC Con-

sult to achieve an ISO/IEC 27001 certification.  

The validation of metrics is aligned with the requirements defined in ISO/IEC 

27004 [51, p.20] to ensure usefulness and cost-effectiveness of selected measures. 

As no extensive empirical studies on measure to risk relations are readily available 

in the context of information security, the evaluation and validation of relevant rela-

tions of measures, indicators and expert rules is part of on-going research. A potential 

method for the validation of indicators could be based on an economic survey incor-

porating indicator estimations of several standard measurements within the context of 

an overall corporate governance maturity level according to [44], allowing a statistical 

mapping of measurement maturity to corporate maturity using linear regression. Us-

ing this information, measurement indicators could be extrapolated based on the de-

sired maturity of the organization. 

Because the proposed model constitutes a highly complex model based on a multi-

tude of cross-references variables and possible options for the estimation of various 

behaviors, further research and development will include continuous testing and eval-

uation efforts. 

 

The following list outlines the primary “lessons learned” during the course of the 

research project: 

 

- Due to the comprehensive IT-Grundschutz framework, the information load 

is very high, including database intensive queries, so further development 

should focus on optimization of database structure and queries 

- Due to the high information load, serialization and rendering of client side 

information as well as the management of asynchronous updates to handle 

the continuously changing risk model has to be highly optimized 

- Because Adobe handed the development of the Flex SDK to the Open-

Source-Community (Apache Flex) in early 2012, the usage of HTML5 

(which is assumed to ultimately become the successor of Flex and similar 

browser plugins) for asynchronous communication should be facilitated for 

further development, including lazy-loading and push technologies.  

- Near term extensions to the model should prioritize comprehensive collabo-

ration, document management and risk management components (e.g. map-

ping of IT-Grundschutz safeguards to user-defined high level controls, im-

plementation projects, etc.) to increase the prototypes usability within com-

plex real-world assessments. 
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- To allow the usage of the prototype without special training, work-flows as 

well as an online help should be integrated.  

- Further development should allow the user- customizable integration of fur-

ther aggregation functions and the potential to use different aggregation 

functions in parallel to support comparison of results. 

- To provide comprehensive consolidation, reporting and dash-boarding capa-

bilities, meta-languages should be integrated and used to describe the re-

quired data. 

- Because multiple different users potentially estimate certain risk factors 

within the model, their estimations should be consolidated using advanced 

techniques like Delphi analysis to provide overall estimations for an assess-

ment cycle. 
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6.1 Evaluation & Validation Models 

Several evaluation and validation scenarios have been studied during method design 

and software testing to aid a modeling-structure and framework that can be used to 

depict basic, as well as highly complex dependencies between system components.  

The proposed model is compliant with all BSI-Standards, ISO/IEC 27001 (certifi-

cate based on IT-Grundschutz) [71], ISO/IEC 27005 (risk management) [1] as well as 

ISO/IEC 27004 (security measurement) [34] and includes safeguard mappings with 

ISO/IEC 27002 [57]. 

 

After completion of prototype development and testing, a fictitious model used for 

evaluation of risk management tools based on previous research (see 6.1.1) as well as 

a comprehensive real-life model based on an internal assessment model of the De-

partment of Defense (see 6.1.2) have been defined and evaluated to analyze: 

 

- the usability of the approach,  

- the transparency and conclusiveness of estimation results, and  

- the amount of complexity that could be depicted using the proposed model 

and prototype. 

6.1.1 Biomedical Research Organization (fictitious model) 

 

The risk model used to evaluate risk management tools in previous research [3], [55] 

has been re-modeled within the prototype, outlining a fictitious organization with two 

physically separated buildings for biomedical research and administration.  

The research building contains four laboratories FL1…FL4 with increasing protec-

tion criteria requirements as well as a technical room FT1, hosting network infrastruc-

ture and a failsafe data center. 

The backup data center is located separately in the technical room VT1 of the ad-

ministrative building, connected using VPN over a dedicated line (N1, N2). 
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10 Users
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2   Application Servers S4

10 Users

Technical Room FT 1

Data Center

1   Exchange Server S5.1

1   Database Server S6.1

1   File Server S7.1

1   Directory Server S8.1

1   VPN Gateway N1

1   Switch N3

1   Firewall S9

Technical Room VT1

Backup Data Center

1   Exchange Server S5.2
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Figure 107: High-level overview of the ficitious evaluation model [cp. 3, p. A-3] 

 

The increase in protection criteria requirements (impacts) in FL1…FL4 as well as 

S1…S4 is clearly reflected by the increasing risks of their respective assets as shown 

in Figure 90. 

Housing both data centers with maximum protection criteria requirements, FT1 

and VT2 reasonably show increased risks as well as the core communication systems 

N1, N2, N3, N4 and S9, which are not implemented redundantly.  

The clustering of the application servers S5.*… S8.* is modeled using cluster as-

sets, which – during impact analysis – where configured to inherit the minimum ex-

posure of availability of their redundant systems as shown in the scenario trees in 

Figure 91 and Figure 92. 

Dependencies and communication paths between applications as well as infra-

structural dependencies could be modeled easily and efficiently, allowing the depic-
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tion of highly detailed scenario-specific models as required for e.g. assessment of 

critical infrastructures. 

 

6.1.2 Department of Defense (real-world model) 

 

The Austrian Department of Defense was provided with the prototype system as well 

as detailed information about the underlying model for detailed evaluation.  

 

 

“For testing purposes, artifacts of real-live military installations of the       

Department of Defense have been modeled and estimated with real- as well 

as fictitious-estimations using the RiskSense prototype.”  

[cp. Annex A, p. A-3] 

 

 

Due to confidentiality requirements of safeguards and risk factor estimations, the full 

evaluation model has not been disclosed by the Department of Defense. 

A short summarization of evaluation results is given as follows, the detailed Ger-

man evaluation report can be found in Annex A. 

 

 

“The applied estimation method appears to be a usable approach for the   

evaluation of an organization’s level of security.”  

[cp. Annex A, p. A-4] 

 

 

“The ability to integrate security sensors provides interfaces to real-time-systems, 

allowing the generation of accurate and up-to-date situational reports.”  

[cp. Annex A, p. A-4] 

 

 

“The internal modeling structure of RiskSense has proven most useful, as 

adaptions and extensions quickly allow the analysis of attack vectors.” 

 [cp. Annex A, p. A-5] 

 

 

“The excellent impressions of the prototype have been confirmed with this 

test and have shown that RiskSense has the potential to satisfy the need for 

information security assessments of commercial companies as well as the 

Department of Defense.” [cp. Annex A, p. A-5] 
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6.2 Market Assessment 

An assessment of the market potential has been done by SEC Consult (see Annex B) 

based on its vast experience in implementing risk management for information securi-

ty. It clearly showed that RiskSense is especially valuable for large companies, gov-

ernment and defense organizations with high risk sensitivity as well as a small set of 

small companies with strong focus on security. Assessment details can be found in 

Annex B. 

 

 

“The segment of large corporate-, government- and defense-organizations is 

assumed to build a sound revenue potential for the solution.”  

[cp. Annex B, p. B-3] 

 

 

“SEC Consult sees the clear potential to use this comprehensive approach 

manifested in RiskSense to leverage its expertise and to create growth in one 

of the future markets within information security.”  

[cp. Annex B, p. B-3] 

 

 

Based on the evaluation requirements proposed in [3] as well as the evaluation of risk 

assessment and management tools over the past years, the criteria catalog has been 

updated and extended in order to estimate degrees of accomplishment using the fol-

lowing high-level criteria: 

 

- Risk Assessment 

- Risk Management 

- Collaboration and Continuity 

- Business Integration 

- Situation Report, Simulation and Decision Support 

 

Figure 108 shows a high-level comparison of evaluated tools using the evaluation 

criteria outlined in Figure 109. The scale shown in Figure 108 is a result of the poten-

tial maximum score, due to the underlying requirement questionnaire and the 

weighted summation of tool-specific requirement fulfillment. 

Figure 109 lists the evaluation criteria as well as their weighted cross-references 

with the topics outlined above. Tool-specific evaluation scores have been omitted for 

readability reasons.  
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Figure 108: High-level comparison of evaluated risk-assessment and -management 

tools based on [3] 
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Figure 109: Cross-referenced tool-requirement-questionnaire, based on [3] 
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7 Outlook & Future Work 

The prototype has already been deployed as an internal risk assessment tool at SEC 

Consult and has been used to achieve an ISO/IEC 27001 certification. 

Additionally, a subsequent research project is conducted at the Austrian Institute 

of Technology, funded by the Austrian Research Promotion Agency (FFG) under the 

KIRAS national security program [3687486], with the Austrian Institute of Technolo-

gy (AIT), the Federal Ministry of Internal Affairs (BMI), the Federal Ministry of De-

fense (BMLVS), several industry partners and the doctoral student. 

 

The comprehensiveness of the German IT-Grundschutz catalogs, the incrementally 

improving risk-, measure- and knowledge-assessment and management process as 

well as the collaborative role-based approach which the system is based on, means 

that performance requirements for running the system can get considerably high in 

comparison with common risk assessment systems.  

By merging security relevant information regarding organizational risks, depend-

encies, key-goal and -performance indicators, measures and expert knowledge, the 

presented approach offers novel insights into organizational risks. 

7.1 Major Contributions and Limitations of this Research 

The major scientific contributions of the research described in this thesis are: 

- the definition of a highly adaptable information security risk-assessment and -

management model based on the IT-Grundschutz framework 

- the evaluation and identification of a practical knowledge management approach 

to relate empirical measures to subjectively estimated risk factors 

- the definition of an integrated process covering continuous risk-, measure- and 

knowledge-management 

- the design and development of a prototype to demonstrate and evaluate the practi-

cability and usefulness of the proposed model and process 

 

The foundations laid through the results achieved in this work now enable us to de-

velop analysis models that offer near-real-time risk-based situational reporting capa-

bilities, incorporating empirical measures into analytical risk models using exchange-

able expert knowledge. 

There are however some limitations of this research. The correctness of results can 

only be guaranteed if the following assumptions hold true:  

- the environment in which the method is deployed has to have clearly defined secu-
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rity requirements
19

, so that stakeholders have a uniform understanding of real-

world residual risks underlying the generalized security requirements of a baseline 

security approach, as provided by IT-Grundschutz 

- the assets within the risk model are modeled to incorporate all modules to depict 

their relevant exposures 

- the dependencies between assets and the aggregation functions used to depict the 

real-world behavior of risk-inheritance between dependent assets must reflect the 

characteristics of the modeled environment 

- the results of detailed risk assessments in IT-Grundschutz [48] must be consistent 

with the level of detail and safeguard prioritization of existing modules, in order to 

allow a uniform distribution of security requirements across the risk model 

- security metric indicators have to be evaluated consistently with the maturity tar-

gets defined for the risk model, in order to support correct application of expert 

knowledge 

- the correctness of automatically gathered security metrics can only be guaranteed 

if sensors and related schema evolution is performed in a timely and accurate 

manner 

- the definition of generalized expert knowledge must reflect the real-world correla-

tion between metrics and their abstracted risk factors, which in turn has to be cor-

rectly mapped to its specific asset instances within the risk model 

 

While most of them are of little practical importance, these limitations are clearly 

relevant, but can be overcome by several controls as shown in the section on future 

work. 

From a more practical perspective, the opportunities generated by the proposed 

model and supporting prototype are: 

 

- High level of assessment detail based on a comprehensive set of module-, threat- 

and safeguard-descriptions and additional control questions 

- Low initial implementation- and continuous maintenance-costs because of pre-

estimated and cross-referenced risk factors with role mappings 

- Assessment of highly complex dependencies between assets  

- Sensor- and user-supplied metric-management and associated business intelli-

gence benefits 

- Collaboration- and knowledge-management benefits 

- Decision support based on near-real-time insights into the risk-based organiza-

tional situation 

  

                                                           

 

 

 

 

 

 
19 through national or international standards, contractual agreements or requirement specifica-

tions 
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7.2 Future Work 

Because the prototype development focused on the risk assessment and proof-of-

concept integration of measurements and expert knowledge, further development 

should include a reimplementation of the prototype to satisfy end-user requirements 

(e.g. simplified user interfaces with work-flow support, detailed risk management 

options, adjustable reporting components, performance enhancements, etc.) and adapt 

new technologies (e.g. HTML5, clustering, indexing and in-memory database integra-

tion, etc.).  

The consolidation of highly sensitive information concomitantly leads to increased 

security requirements of the architecture, secure software development lifecycle and 

organizational safeguards needed to provide adequate security for the management 

system. Therefore, future implementations are planned to be designed, developed and 

potentially certified according to the requirements defined in the Austrian ÖNORM 

A7700 standard [51] which focuses on the security of web-applications.  

Detailed risk analysis is supported by a comprehensive method and set of risk fac-

tors, but extensions to the IT-Grundschutz modeling domain always need to be 

checked for estimated threat levels when compared to other modules. While common 

for a risk management expert, this task might not be suitable for an average user. Fu-

ture development will consequently support a collaborative role based risk analysis 

approach, including workflow-models to enable collective analysis and estimation 

efforts using Delphi Analysis [4], the Analytical Hierarchy Process (AHP) [10] and 

more advanced dynamic visualization and comparison capabilities.  

As the proposed method does not provide residual threat likelihood- or vulnerabil-

ity estimations, the level of real-world residual risk is not estimated. Instead, as de-

fined by IT-Grundschutz, residual risks are reduced to a generally acceptable baseline. 

This has the drawback of not showing risks that would remain after baseline protec-

tion has been accomplished. This could be achieved by estimating the residual threat 

likelihood for every threat globally, for every module’s threat-reference once, or as a 

most detailed estimation, based on each module-threat-safeguard-reference. Because 

the landscape of real-world residual risks can be an important factor for decision mak-

ing from a top-management and stakeholder point of view
20

, future research will 

evaluate methods to allow a view on residual risks, even when security targets are 

fully established. 

To facilitate synergies with standards and existing information from related man-

agement systems, future development will improve importing and exporting capabili-

ties and provide interfaces to common management systems (e.g. Active Directory). 

As a result of risk inheritance, the view on inherent risks of assets (based on their 

modules) near the root of the scenario tree may be limited, if the inherited risks of 

dependent assets overshadows them. This can currently be compensated by keeping 

                                                           

 

 

 

 

 

 
20 The view on real-world residual risks is especially important in industry sectors and envi-

ronments where security requirements are not clearly defined or standardized. 
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track of respective module risks (asset risk drill-down). Future developments will also 

include separate views on inherent and inherited risks at the asset layer. 

In addition to the presented inheritance of protection criteria risks, individual 

threats or threat types and groups can be used to model and assess influences in future 

developments to allow an even more detailed and retraceable risk inheritance between 

assets as well as improved options regarding attack vector analysis.  

A framework-internal sensor interface should provide risk assessment and man-

agement related data as measures automatically and the identification and evaluation 

of further aggregation functions, especially non-linear functions that allow a more 

cautious estimation of risks should be facilitated.  

Subjective estimation of risk factors (impact level, threat likelihood, safeguard 

maturity) could be aided by answering additional control questions, rated using AHP. 

Sensors could also be used to receive or trigger events between information sys-

tems (SIEM-functionality) and automatically incorporate work-flow related infor-

mation into the risk model (e.g. certain measures could trigger change management 

workflows, responsible personnel could be automatically notified of configuration 

changes to critical IT systems, etc.). 

Another improvement for future development includes the incorporation of ex-

pense factors and respective sensors, to include measurements related to initial and 

recurrent risk mitigation and management costs. Based on an extended domain model 

and an evaluation and integration of Return-On-Security-Investment models
21

, the 

risk management system would enable even more detailed decision making based on 

financial aspects.  

Improved clustering and data synchronization support should be integrated to ena-

ble centralization of multiple stand-alone systems with independent risk models (e.g. 

used by subsidiaries). Unidirectional-security-gateway functionality (data diodes), 

cryptography as well as detailed authorization methods should be deployed to ensure 

multiple layers of defense, protecting confidentiality of data across all risk models.  

Asset-, module- and threat-sensitivity assessment interfaces should be implement-

ed following the schema outlined in 4.2.2 to support highly detailed comparison be-

tween those risk factors across the risk model. 

Based on the comprehensive modelling base established using IT-Grundschutz as 

a library of risk factors, additional analysis methods or steps can be integrated requir-

ing less additional effort. Promising methods for future evaluation include, but are not 

limited to, Bayesian Networks [83], Marcov chains [84], Petri nets [85], Social Net-

work Analysis [86] and System Dynamics models [87]. 

                                                           

 

 

 

 

 

 
21 e.g. using the Hummer model [61], which is based on IDS measurements, the Hoover model 

[61], which is based on software development metrics, the CMU (Carnegie Mellon Univer-

sity) model [61], based on regression analysis of CERT’s statistical attack data and the Son-

nenreich model [62], based on risk exposure and relative mitigated risk, fitting the proposed 

model perfectly. 
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The doctoral student, Stefan Schiebeck, was partly contracted as CISO and senior 

security consultant for SEC Consult Unternehmensberatung GmbH during the estab-

lishment of this thesis. While his work focused on organizational security topics like 

GRC (Governance, Risk & Compliance), including implementation and audit of In-

formation Security Management Systems, he also led and performed many technical 

security audits using the Black Box and White Box approach, as well as multiple 

security architecture and concept reviews.  

During his work he became Certified Ethical Hacker, accredited ISO/IEC 27001 

Lead- and Internal Auditor as well as ONR 49003 Certified Risk Manager. His re-

search interests include many aspects of organizational and technical information 

security, with strong focus on Risk-Assessment and -Management. Stefan Schiebeck 

has held national and international talks as well as university lectures regarding In-

formation Security and Risk Management. His master thesis "Risk Management – 

Requirements, Regulations and Evaluation" was done at the University of Applied 

Sciences Hagenberg, in Cooperation with the Federal Ministry of Defense Austria.  

Due to the success of his doctoral thesis and supporting prototype, he continues 

his research in a subsequent, nationally funded research project at the Austrian Insti-

tute of Technology (FFG [3687486]). 

 

Gerald Quirchmayr holds doctors degrees in computer science and law from Johannes 

Kepler University in Linz (Austria) and currently is Professor at the Department of 

Distributed and Multimedia Systems at the University of Vienna. 

In 2001/2002 he held a Chair in Computer and Information Systems at the Univer-

sity of South Australia. He first joined the University of Vienna in 1993 from the 

Institute of Computer Science at Johannes Kepler University in Linz (Austria) where 

he had previously been teaching. 

In 1989/1990 he taught at the University of Hamburg (Germany). His wide inter-

national experience ranges from the participation in international teaching and re-

search projects, very often UN- and EU-based, several research stays at universities 

and research centers in the US, Asia and EU Member States to extensive teaching in 

EU staff exchange programs in the United Kingdom, Sweden, Finland, Germany, 

Spain, and Greece, as well as teaching stays in the Czech Republic and Poland. Inter-

national teaching and specialist missions include UN-coordinated activities in Egypt, 

Russia and the Republic of Korea.  

He has served as a member of program committees of many international confer-

ences, chaired several of them, has contributed as reviewer to scientific journals and 

has also served on editorial boards. He is a member of the Austrian and German com-

puter societies and a member of IFIP working groups. For his contributions to the 

international IT community he has received the IFIP Silver Core Award in 1995. 

His major research focus is on information systems in business and government 

with a special interest in security, applications, formal representations of decision 

making and legal issues. His publication record comprises approximately 150 peer 

reviewed papers plus several edited books and conference proceedings as well as 

nationally and internationally published project reports. 

In July 2002 he was appointed as Adjunct Professor at the School of Computer 

and Information Science of the University of South Australia. From January 2005 

until December 2010 he headed the Department of Distributed and Multimedia Sys-

tems, Faculty of Computer Science, at the University of Vienna and served as Vice 
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Dean of the Faculty of Computer Science from October 2008 until October 2010. 

Since January 2011 he serves as deputy head of the MIS group. 

 

The Federal Ministry of Defense with its extensive IT-infrastructure has to function as 

an emergency organization, when others lose the ability to help. This is why the Fed-

eral Ministry of Defense has to prepare – amongst others – technical and organiza-

tional structures and controls to support safety and security in the field of information 

security.  

The Federal Ministry of Defense has supported the project as a mentor by deliver-

ing input about practical examples, test cases and evaluation and validation efforts. 

The responsible persons of the Federal Ministry of Defense delivered input regarding 

directions for further research and have provided a written reference documenting the 

relevance of the research outcomes for governmental bodies.  

Due to the slowly spreading of measurement activities worldwide and the lack of 

logics for information security risk indication (risk sensing), the Federal Ministry of 

Defense has special interest in further research outcomes of the proposed doctoral 

thesis. 

 

SEC Consult, the former employer of the doctoral student, has years of extensive 

experience in the area of information security consulting, and members of the compa-

ny have worked for a wide range of companies and organizations in various industries 

over the last years. However, most of the clients do come from the financial services 

industry and government authorities. Key personnel within SEC Consult have exten-

sive experience and expertise in the area of information security and are well respect-

ed in the information security industry.  

SEC Consult has a broad knowledge when it comes to risk management in the ar-

ea of information security consulting and its team is highly specialized in conducting 

individual and manual application security audits using different methodologies to 

advice clients on the specific threats and risks.  
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An Approach to Continuous Information Security Risk Assessment 

focused on Security Measurements 

Stefan Schiebeck 

Abstract  

This thesis proposes a concept for the knowledge based integration of security measurements 

into a comprehensive risk assessment model that allows us to continuously adjust subjective 

estimations based on empirical measurement data.  

The evaluation of the concept and the prototype by a unit of the Federal Ministry of Defense 

has shown that basing the model on the German IT-Grundschutz framework was the right 

choice. The novel ability to model and relate security measures with respective risk factors has 

turned out to be a powerful instrument, enabling the assessment of attack vectors and their 

correlations and associated insights into organizational risks. As the threat and safeguard library 

is comprehensive and well maintained, keeping a detailed system current can be achieved with 

considerably less effort. Another benefit of this decision is that it is much easier to integrate 

with security requirements based on the Austrian Information Security Manual, which heavily 

references the German IT-Grundschutz framework.  

Following a role based approach is also becoming the standard in security modeling and 

measurement and is consequently supported by the approach, as is the ability to define multiple 

qualification and maturity targets for different scopes or assets. 

The visualization of relative exposure and the continuous overview of organizational risks 

and trends add to the usability of the approach. Being sensor-based, situation-related data can 

be updated either continuously or in defined intervals and the integration of the IT-Grundschutz 

cross-reference framework makes it possible to also estimate perceived threats. Graphical indi-

cators and an adapted knowledge management approach help to reduce the effort usually asso-

ciated with the definition of measure to risk relations and provide a practical and manageable 

way for the integration of empirical measurement data into an initially subjectively estimated 

risk assessment model. Risks within the model are calculated both separately for every depend-

ency-scenario as well as in total, allowing a scenario specific risk trend view in addition to the 

overall risks associated with organizational assets.  

The prototype now allows us to establish a highly customizable risk model using a role 

based analysis and estimation approach, utilizing knowledge and responsibilities throughout the 

organization, while providing a maximum amount of pre-modeled and pre-estimated modular 

assets to minimize initial and recurring risk assessment and management efforts. By extending 

the IT-Grundschutz framework with risk modeling and estimation options, the proposed model 

enables synergies with all continuously updated standards, guidelines and related information 

provided by the German Federal Office for Security in Information Technology (German BSI). 

Additionally, the basic analysis concepts of detailed analysis, consisting of a threat analysis 

paired with the assignment of prioritized safeguards to mitigate risks, can support the modeling 

of a multitude of governance-, risk- and compliance-assessment and -management efforts (GRC 

umbrella).  

Due to the demonstrated usefulness and the high practical potential of the proposed model, 

further research has been funded by the Austrian Research Promotion Agency (FFG) as a na-

tional security program [3687486].    
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Ein Ansatz für kontinuierliches Informationssicherheits-Risiko-

Assessment fokussiert auf Sicherheitskennzahlen 

Stefan Schiebeck 

Kurzfassung  

Diese Dissertation schlägt ein Konzept für die wissensbasierte Integration von Sicherheitskenn-

zahlen in ein umfangreiches Risikomodell vor, welches die kontinuierliche Anpassung von 

subjektiven Schätzungen durch empirisch gemessene Daten ermöglicht. 

Die Evaluierung des Konzeptes und Prototyps durch eine Abteilung des Abwehramtes zeig-

te, dass die Entscheidung zur Verwendung des umfangreichen IT-Grundschutz Frameworks die 

richtige war. Die neuartige Möglichkeit, Sicherheitskennzahlen zu modellieren und mit Risiko-

faktoren zu verknüpfen zeigte sich als besonders wertvoll, da Angriffsvektoren dargestellt und 

deren Korrelationen beurteilt werden können, welche Einblicke in die damit zusammenhängen-

den Risiken ermöglichen. Durch den hohen Detailgrad und die einfache Wartbarkeit der Ge-

fährdungs- und Sicherheitsmaßnahmen-Kataloge können auch komplexe Modelle mit relativ 

geringem Aufwand  auf dem neuesten Stand gehalten werden. Ein weiterer Vorteil besteht in 

der einfachen Integration mit Anforderungen des Österreichischen Informationssicherheits-

handbuches, welches IT-Grundschutz stark referenziert.  

Die Verwendung eines rollenbasierten Ansatzes sowie die Möglichkeit, mehrere Ziel-

Qualifizierungslevels und -Reifegrade für unterschiedliche Bereiche oder Unternehmenswerte 

zu managen, wird durch die Vorgehensweise konsequent unterstützt. 

Die Visualisierung der relativen Gefährdungspotentiale sowie die Bereitstellung von Sich-

ten auf die kontinuierlichen  Risiko- und Kennzahl-Trends erhöht die Verwertbarkeit der Er-

gebnisse. Durch die Einbindung von Sensoren kann auf situationsbezogene Daten kontinuier-

lich oder in einstellbaren Intervallen  reagiert werden, wobei die Integration der IT-

Grundschutz Kreuzreferenzen eine Schätzung der Gefährdungspotentiale unterstützt. Grafische 

Indikatoren und ein anpassbarer Wissensmanagement-Ansatz reduzieren den Aufwand, der 

üblicherweise benötigt werden würde, um die Relation zwischen Sicherheitskennzahlen und 

Risiken darzustellen, und stellt so eine handhabbare Methode zur Verfügung, um empirische 

Daten in ein subjektives Risikomodell zu integrieren. Risiken des Modells werden unter Be-

rücksichtigung aller Abhängigkeiten der modellierten Szenarien einzeln sowie gesamtheitlich 

berechnet, sodass Szenario-spezifische Risikotrends gesondert dargestellt werden können. 

Der Prototyp erlaubt die rollenbasierte Erstellung und Bewertung eines stark anpassbaren 

Risikomodells, um Wissen und Verantwortlichkeiten der gesamten Organisation einzubinden, 

während ein Maximum an vormodellierten und –priorisierten modularen Unternehmenswerten 

zur Verfügung gestellt wird, um minimale initiale und kontinuierliche Aufwände bei hohem 

Detailgrad des Risikomodells zu ermöglichen. Durch Erweiterung des IT-Grundschutz Frame-

works um Risikomodellierungs- und -bewertungsoptionen ermöglicht die vorgestellte Methodik 

Synergien mit allen verfügbaren Standards, Richtlinien und zusätzlichen Informationen, welche 

durch das deutsche Bundesamt für Sicherheit in der Informationstechnik (BSI) zur Verfügung 

gestellt werden. Zusätzlich ermöglicht das Konzept der detaillierten Risikoanalyse die Model-

lierung einer Vielzahl von Governance-, Risk- und Compliance-Anforderungen (GRC-Schirm).  

Aufgrund der Verwertbarkeit und des Potentiales des vorgestellten Modells wurde ein wei-

terführendes Forschungsprojekt durch die Österreichische Forschungsförderungsgesellschaft 

(FFG) im Zuge eines nationalen Sicherheitsforschungsprogramms [3687486] gefördert. 
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